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Introduction. We apply the theoretical framework and formal model of the observation
tuple with the credibility weight for forensic analysis of the IDS data and the corre-
sponding event reconstruction. Forensic Lucid – a forensic case modeling and speci-
fication language is used for the task. In the ongoing theoretical and practical work,
Forensic Lucid is augmented with the Dempster-Shafer theory of mathematical evi-
dence to include the credibility factors of the evidential IDS observations. Forensic Lu-
cid’s toolset is practically being implemented within the General Intensional Program-
ming System (GIPSY) and the probabilistic model-checking tool PRISM as a backend
to compile the Forensic Lucid model into the PRISM’s code and model-check it. This
work may also help with further generalization of the testing methodology of IDSs [10].

Overview. Encoding and modeling large volumes of network and other data related to
intrusion detection with Forensic Lucid for the purpose of event correlation and recon-
struction along with trustworthiness factors (e.g. the likelihood of logs being altered by
an intruder) in a common specification of the evidential statement context and a digital
crime scene is an important step in the incident analysis and response. One goal is to
able to collect the intrusion-related evidence as the Forensic Lucid’s evidential state-
ment from diverse sources like Snort, netflows, pcap’s data, etc. to do the follow up
investigation and event reconstruction. Another goal is to either be interactive with an
investigator present, or fully automated in an autonomous IDS with self-forensics [9].

Background. In the first formal approach about automated cyberforensic case reason-
ing and event reconstruction, Gladyshev et al. created a finite-state automata (FSA)
model [3] to encode the evidence and witness accounts of an incident in order to com-
bine them into an evidential statement. Then, they modeled the FSA of a particular case,
and, verified if certain claim agrees with the evidential statement, and if it does, list pos-
sible event sequences that explain that claim [3]. This was followed by the formal log
analysis approach by Arasteh et al [1]. Another earlier work suggested a mathematical
theory of evidence by Dempster, Shafer and others [4,12], where factors like credibility
play a role in the evaluation, which Gladyshev lacked. Thirdly, another earlier work on
intensional logics and programming provided a formal model that throughout its evo-
lution placed the context as a first-class value in language expressions in the system,
called Lucid that has produced various Lucid dialects and context-aware systems, such
as GIPSY [2,13,11]. Thus, we blended the three together – we augmented the Glady-
shev’s formalization with the credibility weights and we encode the IDS evidence as a



higher-order context (HOC) in the Forensic Lucid language. We then translate a Foren-
sic Lucid specification into the PRISM specification, which is a probabilistic automata
evaluation and model-checking system and building a PoC expert system bound to it in
CLIPS. Some own work done includes [7,5,8,9].

Computing credibility weights. The notion of an observation is formalized in Equa-
tion 1 where w is the credibility weight of that observation, and t is an optional wall-

o = (P,min,max, w, t) (1) Wnaive =

∑
(wi)

n
(2)

clock timestamp. With w = 1 the o would be equivalent to the original model proposed
by Gladyshev. We then define the total credibility of an observation sequence as an
average of all the weights in this observation sequence. The IDS evidence with higher
scores of W have higher credibility.

Higher-order context. HOCs represent nested contexts, e.g. as shown in Equation 3 by
modeling the evidential statement es containing observation sequences os containing
observations o for forensic specification evaluation. In Forensic Lucid it is expressed
following the traditional Lucid syntax with modifications adapted from MARFL [6].

es os1 o1 (P,min,max,w, t) o2 o3 . . . os2 os3 . . . (3)
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