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N
.. INTRODUCTION |
1 g
;] -
1.1 IMPORTANCE OF CONFIDENTIALITY IN'STATISTICAL DATA BASES.

F

+
i

~operated by .countries around- the world are governed by

-y

: o N . ' . . ‘
regulations of statisfical acts ngfﬁe respective cﬁﬁntrles.
. \ » -

These acts typically include two fundamental provisions : on
the one hand the&lempower the statistical offices to collect
inforhation from respondents "and provide for penalties to

respondents if they refuse -.to provide the requested

‘

information; . on thé‘ other hand they require .that the:

statistical offices do not disclese in -any way the

ot

informatign provided by individual respondents. [10]

»
The need to. forbid the disclosure of individual

.

information is vital since without this assurance to the

v ! s ' . . ’ . ’
respondents, the statistical offices would find that their

data sources would dry up rapidly,. Statistical offices
carefully scrutinize their publications'to.inéure that thé}e
is" no disclosure of infdrmatioﬁ about indiyidual responde?ts.
This' has never been aﬁ easy task. Yet, in the past.tﬂe
teéhnical limitations of users and the 'amount of work heeded
for disqlosﬁre put a low ceiling oﬁ the amount of individual

information obtainable froh these publicatiohs. Under these

G

-
Y

All government statistical offices maintained -and’

ettt St S b S . s e V=
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. . éircumstances the problem of scrutinizing the tabulafions,‘
s, : “priogrto their release, for potential disclosure was more
. s
N manageable. / : /
’%\ . . . . ’ . 0 :

Since the advent‘qf comﬁuterslthe problem of security of
statistical data bases ha§ become much more difficult -to
‘manage. Computers have/goh become such powerfulitools in tbe
hands of usefoand producers of data that the c%nfidéntiality

problem has assumed " numerous dimensions of_ ;interest and
, ;

. .o ' ;
importance. Computers enajle ugers to apply analytical . : ‘

techniques to ‘the publications of statistical offices that

would have been impossible in the past. They "also provide
L -

statistical agencies, as weh  as  users, with a tool for
quickli processing, storing and,ret}ieving informaéion from a
variety of . separéte files, possibly col}ected over long
- periods of time. Computérs.have caused a tremendous increase

in the amount of information collected for . statistical

‘purposes., This incgeases geometrically the magnitude of the~-
problem 6f checkiﬁg tabulations for disclosure: Th§s prbblem

must be dealt with effectively not only because of the legal

requirements but also because statistical offices must insure
. _ individual privacy in order to have publit cooperatif?}
‘without which reliable -statistics.can not be collected.

N i
v s . .
.

.Privacy can bé defined as "the right to determine what .
information about ourselves we will share witg others" [10].
The concern . about privacy, therefore, centers arépnd the

question of making such information available to’ others,

e eraaAn tw e A Remdpm
5

!

§ | | | | | -‘ ‘. | | (v
. ”” - 7 - 7 . '
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possibly unknown to the respondent, without  his or her
cqnsent, thereby increasing the knowledge of gthers, about '
* him. The concern is real ana‘the danger 1s*also real. Sihce
the 1nformat10n collected by the agenc1es is usually fully
identifiable, it is‘caﬁable of being used for purposes.other
than those for which it was collected and by agencies other ‘ *
than the collector. Therefore the poss1b111ty of combining
. -
lnformatlon about the same 1nd1v1dua1, collected by d1fferent‘ : |
agenc1es, is hlgh Since more and more. 1nformatlon about the
same individual can be cdimlled by .the same agenc1es, even !
without the individual's knowledge, there is a great need for I
strlct regulations concernlng the ~ disclosure, of such
informatione : - ) ‘ s Ry
4 . v - .

The publlc benefits directly and indirectly-from the
‘collectlon \and the legitimate uses  of étatietice by . -
“ governments, businesees, nonprofit organisations,~academic

ueers, etc; yet the pubiic is also coéﬁerned about the
increasing burden of providing the required info;R:tion°ano . ;
"about the real pos’s"ibi.(lity of the misuse of the data provided' .

bysthem.

) . a, o N 'v‘
In section 1.2 we\discﬁés "Computer based record keeping"

together, with some: .of the important .govgrnment-

_recommendations of séfeguard requirements and in section 1.3

we pofht out some instances g% the potential violations of

data security. .
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1.2 COMPUTER BASED RECORD KEEPING SYSTEMS. - Lo

<

a

~ In this 'section:we will discuss the different aspect of

‘ computer based record keeping ¢along’ witq the Ggeneral

government recommendations of Safeguard requirements of su¢h

-

published systems. See [26] for an extensive-description:
. ’ ' . # \ /—\
. Since several organizations are requirfng the use. of

{ . ' computer based recbrd keeplng, there exists a tremendous need

£

t? collect, screen and process large volumes: of. informatron

- a

N . than ever-before. . .

The cost of Setting "up an automated'£9Cord keeping system

is very high So, the, mahager of a nﬁ§iy acqu1red system may
' ‘ ¥
have strong' econonic '1nqent1ves to" spread ‘the’ in1t1alvcost

a

over as large a data processing VOlume as he can. Thls leads

‘to  the collection of more xnformatlon than is usually need d’
- .

by the organlzatlon. Therefore, the first effect of computer
based orecord keeping is that an organ1zation is forced to
~

oo collect and store larée amounts of .1n£ormatlon- about ° each
i{ndividual. : - . B

“ . -
’

The second effect of computerization on personal data
ot - : o Y

record ‘keeping is that it facilitates access to date within

~an \organization and across boundaries that(notmally separate

»

/’ organlzatlons [26] This enables*large é?@anizatibns to form

_; dossiers~ on individuals by, collecting tnﬁormation ‘from many.

. o

N
- \ diﬁferent files. For an- example we.can look at the 'Natlonal'

N e S
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facility containing the names of individuals whose driver
licences are denied or withdrawn by a state. !This enables a

‘ State to deny  issuing a licence to an .individual whose

licenceThs

Jokgg by another state,

S

information contained in pe;sénal records is avail®ble to the

‘technicians. who operate the system. THerefore individual
Y ’ "

information is availab;e to these new record kéepefs who need

"- not and should not know this information,
v .

- L4
\ [ : !

w

a

< ¢ There was a time when iInformation about an ‘individual
So,

.“‘“:::;>tended to be elicited in face to face contacts involving

personal Erﬁs;. Nowadays an individual must incréasingly

give information about himself to faceless institutions, fpr

handling by . strangers. - -Sometimes the inddvi@uaf does not

even know that *an organization maintains a record about him,

r\ !

much less contest its accuracy, control its dissemination, or

-
a

‘challgnge its uge by others. .
. t, s z, o

. .
- "

We will now distinguish two categories of personal. data
e systems: administratiJe systems and statistical reporting and

' research systems; the dBsehtial difference between the two

»
»

K "catejfzjes_ is functional. The first category maintains
< informafion 6? individuals ‘for th .burpcse of affecting them

directly as individuals; while he-sgcoh%ycategory maintains

! . . w,
}Q z ‘ ’ ~

v e

'. » » "- LI 3 . * ) l
Driver, Register" in. the U.S. which provides;a central data

The third effect of automating record keeping is that the .

. " - o . N -
1 Hapa abgﬁt individuals exclusivéiy for statistical ‘;eportinq

— .

RN




‘individyal directly.

‘personal characteristics'tbat make it,possibke to identify an

‘
|
|

o

individual. - ‘ = . i
|
|

_are originally put forward in [26]. ' ' . "

'Qis record.

“and rules

‘organization must take reasonable precautions to:protect data

‘o - . * ¢ 4

not intended to be used to affect any

v

or research, ands is

. = “ . ‘ Lo
[ 4 . "\. ‘ .' ‘+
-We define an "automated

personal data 'system" -ds a

collectlon Q§ records containing personal data that can be

’ asso¢1ated with identifiable individuals, and that are stored

R &
in whole or in part, in computer acgessible files. Data can

be associated with identifiable individuals by means of some

. - u

specific . identifier, _such as name, or because they include

individﬁal with reasonable certainty. "Personal data"

includes all data that desc}ibes anything . about an

7 . . l;n
We' will now discuss general recommendafions of safeguard
' ) ‘ ~ s . -
systems which
4

requirements for administratibe‘pe;sonal data

-

- Any organization of an-administrative automatdd per sonal

data system shall be required to identify one person who is

responsible for the system. This will gua;anﬁee tha£ there

will be someone with authority to whom a dissatisfie

\

_ data

i

subject can Jo to clarify any information that is stbred in

All employees that have .any function related to

the system- must be aware of all the safequard requirements

that govern the personal data system. The .

the ' data,

in the system against unauthorized access to
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including theft or malicious destruction‘of data files.

o

These safeguards must. also be upheld when transferring

identifiable personal data to another éystem. Th? system

should -keep a record ?f access to and use made of any data in

"
5

the system, including who accéssed the data. This will allow

an organization to detect improper dissemiﬁatipn of personal

‘data. The organization must 'maintain the data in the system
! 4

»~

with such accuracy, completeness, timeliness and pertinence
4] R " A

as is necessary to assure accuracy ‘+-and fairness to the

inhdividual whose information is stored in'the’system.

)

®

i

Finally, an organization must _eliminate data from

computer accessible files when the data is ' no longer needed

|

or useful to his  immediate needs. This will assdre that

-

- ) S \ .
obsolete data is not available for routine use,

* The followihg]vecoﬁmendatiohs pertain to the rights of

individuals about whom information is stored in the data
. L]

bank.
.. ‘ ‘
_Any organization maintaining an.administrative automated
personal data systém shall. . inform. an inéﬁvidua; asked to

supply’ personal data for the system. whether he 1is 1legally

required, or may refuse, t§ fupp1§,£he data requested. The

individual shall  have the right to request from the system,:

the informatfbn, if any, that is kept in his redo;du .The

.organization must assure the individual that no use of

individhally identifiableldata.{s made that is not with}nﬁtbe

\ N ,
, : . -4
. . Lo
. .
[ ) . ' N
. N ! .

&
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t

"also uses the system for statistical reporting and research

stated purposes of ' the gysteh' as understood by the

indiv}dual. The individual shall be inﬁqrmed, upon his

-

‘request, aqut”the uses made of data about him, including the
identity of all bersons and orgénizations that have made use

'of this data,; and an organizaéion must maintain procedures
that will allow aﬁ individual to contes£ the accufacy\aqé .

- 3

completeness of the data pertaining to him. ‘ ' P

These ‘are the main recommendations put foward in [26].

e 0 bt

They will allow. an. individual to control the accuracy and - 3 ‘
completeness of the information that an 6rgénization' has on
him. These safequards.will also incite organizations to keep

.accurate and complete information, and to purge irrelevant

and obsolete data. o - ’

g
3 1,

The - second éategory of personal data system is identical
» \ M

‘to the system‘'discussed above, however the "administration '

uses. . These uses may be secondary to the system, yet the .-
privacy of an individual might be compromised in the process

of statigtical reporting -and therefore will need some

- -

additional safequards for such systenm. ‘
. \ N

Since one advantage of automating\édministrative'fecords
is the capability thekegg,acquired for fast data retrieval

‘and., manipulation, a growing number of administrative data )

-]

systems will be put to such additional uses. The ‘personal

~

‘data collected by organizations for administrative purposeé

:

) ¥ . .
e e e e . . ' .
: ' g L TSR, 00
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should be limited, ideally, to data that are demonstrably
. ' .

relevant to decision makiny about individuals, however  since

- ' . s N .
personal records %an easily be used as- a statistical data,

v

‘a

base it was fphnd thét' a large amount ~qf additzinal

information could be easily and chefﬁ}y“ obtained on> an

application'.fd;m, or some ofher reco?d of an adhinistrative

transaction, It-.was founa ﬁhat decisions to coi}ect peisgnal

.data are beiné‘ made without consideration of’whether:they

will in fact serve the pUréoses for which they are being
3

coliected or because at some point someone thought they might

be useful to have. _ ' - ¢

Most disturbing of all, it was found that personal data

in excess of those clearly heeded for making decisions about

!

individuals are sometimes collected in. a way that makes them

seem prerequisite to the granting of rights, benefits, or
’ R I e ——————

opportunities [26].

* ¢

There is also reason to believe that failure to separate

o ‘ ‘
the needed inforgftion from the. information for statistical

purpo’ses may-influence'decisigns made abdut individuals. For
) N\

]
example, "Race"™ and "Sex" are. no lonqgr asked on many

application forms because of their acknowledged influence on

some types of decision making about individuals. N

In [26], the authors recommend' five principles to be

followed when an organization uses its personal data system

for statistical purboses. ' |

R

F
2

u

§ome




‘They are .

(1) when application forms or other means of collecting

(2)

(3)

(4)

(5)

possible, and the authors of ,[26] tecommend that the
following two safeguard requirements be ‘added to the ones

mentioned above’

(1) Any report concerning administrative automated (

’
.

personal data are used, the handatqry or voluntary .
character of an individual's responses should be made

.
clear. ' . . ;

- )

Personal data directly influepcing an individual's
o ' o r
right &and personal data c¢ollected for statistical

purposes should be stored‘seéarately.

et g e e v a

B ' N
. .

The aﬁount of secondary information should/be ké%t at
a, minimum. ‘ )
. o |
Proposals to WSP ) adminiéfpabive ' records for '
statistical reporting and research | should be

subjected to careful scrutiny by persons of strong . ¥

statistical and research competence.’ . i ’ k

Any published findings and reports should meet the

highest ““§€;ndards . of error measurement  and

[}
- o

documentation. BN

1

.
. \
v

These p{inciples should be followed as closely as .

o 8

personal data system thatiis published should be made

2

LR

S
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»

available for independent analysis. ‘ '

. . L4 SR
(2) Assure that no data made available for indep§ndent

anélysis will be used in a way that ﬁigh; _cause

' \ i P ad . M
injury to any individual data subject.

'
»
4

The next type of automated record keepipng is the data

base that is §§rict1y used . for statistical reporting and |
VR T NS ' o
research. iﬁcluded in this category are medical -data banks

-

ads il Fingmsh M g %

‘used for research, cehsus data banks and sevéral'others. ~ We

will discuss, in general, the usefulnégs and vulnerability of
such>systems, as well as the needed or necessary safeguards -
"in order to assure the privécy of the individuals abodg whom

.information is stored in the data bank.

.Data collected for statistical and r;seach purposes are a
must in éresent day society. For example, collecting.data on, -
patients having a certain disease can help researchers find
éures; the .government, through the census board, collects

.

data on economic and social 1levels in different regions,

therefore enabling it to administer its program with fairness
to the regions. This causes “a very_  large amount of
information ‘to be collected, not all of which identifies

s

“individual datajsubjects, but of those .that do, the ones’
dedling with controversial social and political issues are
particularly vulnerable'to m@su§e in the absence of - specific
‘statutofy requirements, 'Upless pepple get, and believe .

%

Q '

L~
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reporting and research w111 be held in st

and

individuals,

» r ’ ki
,

7

2%

used-in ways that will not result in hafm to them

T

s P

or less reliable part1c1pants in surveys and prerlments.

- _ B

i
)

assurances that the.infbrmaﬁion they prov1dr for statistical

as

they wxll 1nev1tab1y become elnrer.less willing"

The recommendations of safeguard requirements mentioned

persdnal data systeﬁs would a}so apply|to syStamsibsed

exclusively for statistical reporting and res?arch;

S )
v - for
‘\ o
AN
‘{;
(1)
& - .
~f
~(2)
(3)
.- . (4)

’

The following safeguard requirements shéufﬁ' also

‘A . . s . « ~
obseqyed for statistical systems. These are -, o ﬁ-°

~ 3

Inform ‘all employees, having anything to do: with the
systdm, about all the safequard requirements and .all

the rules and procedures of the organization in order

P -~ r"«‘
to assure compliance with them.

i

Specify penalties to be applied to any embloyeé who .

A

discloses any information, collected by  the
organization, that could harm any individual in the

data base. ‘ |
a, v ! . '

Take reéasonable precautions to protect data in the

system from any anticipated threats to the . security

of the system. - . i o

4

‘Make no transfer of individually identif{able
’ ; . .

pérsonal data to anothék;—sfstem;'without specifying

and receiving assurances  that - %ge safeguard

4

4

e

®

rictest confldence\

{7

4

]

3

PUL 2 Py S
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there may be aécidents, apart #rom the conscious breaches of -

13 H
N , RN
f requirements will be followed. ' ,
. ) . ! ‘\\
N\ , —
(5) Have the capacity to, ‘make fully documented data
. 8 5‘ ) v ' s L \"‘oﬁﬁ"rf”\
. read.ily availabléfggimgnaepéndent'qhalysis.r
' ,‘és%‘-‘«‘ , ,
Q di‘ ' . ‘/i e
" These are the ﬁméiﬁp'safeguardé.recommended in [26] and
g ‘the authors feel that in orfder to maintdin the seguriiy of a
statistical data base, the % safeguar sJipould be observed
. very closeiy: § :

1
i
i
[
1
i
1
[
3
3
i
[}

’ t
o

- y P
1.3 R POTENTIAL VIOLATIONS QOF

A e

» DATA

The tradionally best \known

ype of p%te tial violation of
data security may occur through

s n

secrecy oath by
an employee of a statistital'offic

ecurity breaches
‘may occur when an unauthorized

ersbn.unlawfully ma%gs a copy-
statistical
when copies of confidential data are

of a computer tape

f

containing’

information, #4or

mailed ou
to. the wrong respondent, or when cL

nfidential

inadvertently
misfiled in a library open to the-public.

reports are

D o
- As long as people are involved in the -processing of data

security mentioned above.

However, in this section, we are
interested 1n/2233?f§y breaches that occur when wusers can
infer info;;ationl about an ﬁgndiVidual from infofmatioﬁ.
'agquiféd from publfcations of statistical bféicesL
. ~ k ,
.
el '

‘' w
.
S
. N, )
,

it w0
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For exampie, informationipertaining to fewer than_ three
reépondents would result in direct statistical disclosure
since any‘one of the two respondents could subtract his own
report from the published aggregate .and wauld thus deduce the
quantity reported b} the othér. Most statistical offices -
have guidelines to’ protecé against such simple disclosurg.
However, it seems tgat advances .in the theory gk recorq
ilinksge, togefher with the inc;éasing capacity and power of
’moderp co&puters, represent a new developméng compelling the ) §
statistical _offices to reevaldate ‘their apptoachés to

‘disclosure checkihg. By this we mean that a user could have

information pertaining to a respondent from previous
\ LR »

. publica¥ions, hence enabling him to infer information about
that respopdent by .cross tabulating the results of the two

1

publications. This is called residual disclosure.

)
['d

In the next section, we will discuss various models of a

+

,Sstatistical data base, along with the different query tyﬁes.- %
In addition to this we will , show how informizifn can be
deduced from -the responses obtained by querying the data

base. .The various restrictions imposed on a data base in

order to protect them will also be studied. : : T

.
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'can'be considered >§

1.4 DATA BASE MODELS AND DEFINITIONS.

°

£2

A  statistical

<

containing information about individuals. By

data base system is comprised of records

mean a single person, company, society. For

—

pertaining /to

group or

example, a data base could contain ‘records

)

companies involved in the exportation of raw materials, while

another data base could have

‘records pertaining to the

individual workers empldyed'by these companies.

~

‘A gecorﬁ is essentially a collection of informatiZh'abbut

s
a particular individual and has three main components:
identification Kkey, attributes and data field {more than one

data field is possible).

q Lo

The identification key is an identifier that is unique to
each record such as names, sociél,security number or any

other identifier that “can uniquely be associated to an

individual. 1In some cases, a set or subset of the attributes

an indentification key, This occurs

the

when subset of attribute values is so 'specific that it

refers to only one individual.

—

_ An attribute is a characteristic about an individual such

‘as séx, age, marital status;*etc. Each attribute cgn‘have

two or more valueé. For example, éhe attribute sex can have
the value "Male" or- the value “Female", From this it follows

that, fét all individuals, each'attribute'ip a Eecordl must

L , a

>
/

individual we,




" thesis, is mainly due to this type of querying. Since the

-"intelligent" user can break the éohfﬂdentiality constraints

%
—

[ . N

.

have . one of the possible values. The 145t component of a

record is the data field section. , A data field (one or more ' s

for each record) of a ,record contains some quantitative '

-

information bertinent to the recorded individuval. This might

[

be th% 'salary earned by the individual, the 'amount of °
.chif;table'donations or his, cdq;ribufj%ns“ to one or more
o . . -
o DR . .
pofggﬁgal parties. ’ .

- ¢ . ’ v

»@ . ) e, \—X ‘ : .
Associated with each data base is.a querying system which ‘ j
allows u}érs'to qetlsummaries of the information stored.  in

a '

the data _base. These systems are, in most cases, of the

PRI

‘"Question and Answer™ type. By this we mean that the user
asks a‘question (query) to the data base, which searthes the n
‘records, computes aﬁ‘épsweg (response) and repur&s it to‘ thg
uber . There are many  different query types, all of"which

will be d‘fcussed later 'in.this secﬁioﬁw ‘ * \ . ‘ [
» ~ \ 5 : a

The sechgity problem we are interested in, in this

system will not respond when o%ly one "KEY" is specified, it

is . not possible to gather information on an individual by

asking such simplistic queries. However a user of the system
can ask a series of permissible queries and from the response
to the queries try to infer any sensitive information on an

. / Al
individual. Recent research has shown that a fairly

by constructing vulnerable yet permissible queries.

.
N
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. When such 3néuthorized information has been éeduced from
the responses to dqueries, the data base is said to be

. COMPROMISABLE. We Qistinguish' between partial and full
compdgﬁisabiﬂfty and V and E-compromisability and these

d;%initions are as follows: a data bése has been partially

compromised, if a user can infer from the responses to valid

queries any information, (either an unknown attribute or a

value of a data ffeld) previously unkﬁown to him, ' about any

individual who se record is {in ‘the data base. Full

s

/Eshptomisabiligy occurs wﬁen?éll the information in "the data

base can be inferred. b ‘ ' ‘

'a ) B We say that a ;aata base is ., (partially, fully)

i s . .
.E-compromisable if by knowing the responses to queries we
. 5 o
> deQece the existence of some (or all) records in the data

base. Similarly we call a data base V-compromisable if ;he'

value of any field, previously unknown, can be deduimT‘ffom

the responses to allowable queries. N~ (\

As mentioned earlier . thafe are many different query

[t

s #

types, but théy can be categoriiéa into two main graups: Key ‘

based queries and Attribute based queries.

~ . Let us first look at key based querying systems. These
| querying‘\systemé are \used in conjunction ;1th data bases
| whose records{musf have the identifier field and data fiel?s
. specified. Some attribute fields may be present, howé§ér

they are not used by the queryidﬁ system. In these data

N

s

Py
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LS .
Since the existence of a record in the data’ base is known,

‘bases thére " are N records contafning/ihfogmatiofpébout N .

\\\\f‘
“
R ;
/
o
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% .
1nd1v1duals. Each record is identified by its unique key and.
= LYY

[3%.4

)

? R . .
these keys are known (at least some of them), by the user.

e

. ]

E-compropisability is not éonsi;;xid in such a data base.

"The record q;soc1a§3§<y1th each ke

il¥ have one or more”
daté fields that store informatlon‘/piZE the 1nd1vidua1 who \ K¢
iskidenFlfied by the key. Thﬁrefore"the existence Ldf‘ a
record must be known by the user.in order fot him to be abie\
to access it,. This is ~aone ’gy séecifying itfl key or:
identifier. A. user will only have to ggeci%y Jn.wha; §§¥§;;/

te” C -
field he wants statistics and about.whom, and the :data base

management system will return the appropriate responsa.

@

‘An example of a -key based qgs;yATS\\ ‘ b ‘
AV SALARY(Key ,Keys, ... Key,) . | :3\ _
FEA ’ ' L .

Hére the system will retdrn.the average sqléry of the - .

data persons 1dentified by the keys -Keyl,Keyz,;..,Keyk. In

mos cases the size of th query (the number of keys allowed

. w4 .
in j7a query) is fixed for all queries. If we were to let the

1

size éf the queries vary, then a user céuld compromise the
data base\yery easely, For e;ample,d by asking the two
quépies ?ﬁM SALARY(Keyl,Egy;,Key3) and SUM SALARY(Keyl,KeyzLJ
a user can determine the salary of the. individual adgsociated
with Kéya, by subtracting the response of the second qugry
from the response of the firgn query. This is why in  most

éases,\ﬂthﬁ size of the query mu;trbe fixed. As we shall see

e "

* . e
\
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AN

-

later fixing the- query size is necessary but not sufficie§;

seconé query specifies a value for two attributes. For these

' 51milar to the information returned to key based queries. ‘In 7
L}

"E-compromisabilities.

» -
.

to protect confidentiality. ~ ) | » qaﬂ

,The  second category of gqueries "is attribute based

queries. These queries are used with data bases that rhave

records with ‘attribute fields and data fields. The
~ :

identifier field may be’bresent but 1t is. not wused by .the ’

system when attribute based queries are used "~ An attribute

(or characteristic) based query is a query,6 that requests
. . R
statistics ‘about 'all the. individuals in the data base that . .

satlsfy or match the attributes specifiqp in the query. The
attribute based query "will have the form Q(vl,vz,v3,...)
where the vi's are the values specifxed for attributei. Any

-number. of attrihute vaLues can be specifxed. For EXample the

‘

* query Q(Sex=male).is a query that requests information about

all the maies in the data base; and the query

v

Q(Séx=ma1e,Status-citizen) request information about all the

'

. persons :} the dé%% base who are male and are c1tizens. The
. A
first query specifies the value of one attribute- while the

! L}
queries there are two main statistics available: counts an

-

data field SuMmaries. The count queries return the number of . .

)

. ‘records satisfying the query‘\while data field summaries are *
r * e

this type of data -bade We nmust: dagsiief both Vv and

. o




'y

20 © . :
2 o . . ‘ *
-’ L3 * .
Considering queries™that request information on the dé;a
fields, as mentioned above, there are many different types.
Some queries ask the data base to return the Sum of the data
fields of the recor&% satisfying the query, whilemééhets ask

for the average, or the median value, or the largest; or the R

smallest. . - ‘ S -

L, . :
EXAMPLE 1.1 I .
; { , : . e

Consider 'a database in which s?ch rqcord stores the

[

infofmatipn,'“~(NAME,SALARY,CQNQFEBUTIONS) ., Tegarding  one

individual. Assume that: key based queries . alone " are

‘permitted. v R ¢ .
IDENTIFIER SALARY - ' DONATIONS ' e -
\ o
. JOHN ‘ $21K $200.00
PAUL . 18K . 175.00
ANN ‘ 19K ~ 50.00
JACK - 32K 75.00
MARY : ~ 23K - T 4 250,00 ,
R c & bucy 16K 25.00 v o N
PETER .~ ~ 25K . 100.00 o

DAVID : 19K © 75.00

If the nuﬁber of keys permitted per query is 4, a few

examples of key - based queries are:

3

%
o

. 1]
‘ -, QUERY ) o RESPONSE ] .
. I ‘ . e ! M
: , J N ’ R .
SUM SALARY (JOHN, PAUL , JACK, LUCY) ? $87K « S g
. AVE DONATION (PETER,DAVID,MARY,ANN)= .118.75
MEDIAN SALARY(ANN;MARY;LUCELPAUL) = 18K - ~ - e
. " AVE SALARY(JOHN,JACK,PETER,DAVID) = 24.25K :
—~—— . ‘ . " v ) ‘ , ) - ' . "
- a ‘ + ‘L(}“ \ v ‘l\
¥ t ¢ » LA . .a
i, RS b
) ~
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Oy . , -

~Aé‘we can see, a user must. know of the existence of .

John ,Paul ,Ann,etc...,, in order to be able to ask these,

o

queries. By existence we.mean that every user 'is supposed to.

know ‘that the NAME field is part of every record in the data

"base and in addition should know the various names that occur

. o 1 ;
.in  these fields. across‘the various—recordss We will see a

little later that such a data base is very easy to compromise

if no restrictions are placed on the permissible queries.

EXAMPLE 1.2

- n -

. y : -
Consider “a data .base’ in which each record stores the

information (SEX, PARTY AFFILIATION,  SALARY,  POLITICAL'

4 4

hSONTRIBUTIQu) pertaining to one individual. |

-

t
]

ATTRIBUTES - DATA FIELDS.
- RECORD . PARTY L POLITICAL
NUMBER = SEX AFFILIATION SALARY: CONTRIBUT ION-
N1. F', "LIB . " $16K $280.00
” N2 F PC 18K 100.00
« N3 . M PC - . 24K 200.00
N4 'F \NDP - 19K 300.00"
N5 M .PC . 21K 75.00
N6 F LIB . ®20K 175.00 .
N7 Mg °~ . PC,. 19K . 225.00
N8 - F LIB \. T 23K-. ' 250.00

In this data base modél the identifier keys hgde been
sﬁppressed f;om,the user's view.’: However somé data ‘baseé
using attribute based query;ng _keep‘ t;e'yidentifier for,
putposes‘of,updaying the fecords} althéu;h n6 use?‘wi;lﬂﬁhave

access to. this fieid.‘ ‘The data base in Example 1.2 is a

4 .

i ot

ARy (PN
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~typical example of a data base ‘that will - permit attribute
Asbased queries., The data base has two attributé fiel&s: SEX

and PARTY AFFILIATION. The attributé. SEX has two values, .

while 'the attribute PARTY AFFILIATION hés‘three values. As
we see the number of values each attfibute can have is: not
fixed. ?his occurs -in - most (if nS; all) real-data bases.
The .data base aléo has ftwo‘ data, fields:SALARY and PARTY
CONTRIBUTIbN.“' |

A
1 3

The following are examplesTof attribute based queries on

the data base in‘Example 1.2. B . .
QUERY - | ,J .* RES PONSE
1. -SUM SALARY(SEX=F) ' . ’ $96K
2. AVE pOL.CONT.(s§x=M and EAﬁTY=PC)n $166.67
3. - COUNT (SEX=M and PARTY=(LIB or 2C)) .3 )

A}

The first query requests the total salary of all the data

persons in the data base with SEx=Female., Therefore the -

response is the sum of the data field SALARY in the records
N1l,N2,N4,N6 and N8. The second query asks for the average

political contribution of all data persons ' that have SEX=M

1

\ \
.and PARTY AFF.=PC. The response is the average value of the

-

data field POL.CONT. in the records N3,N5 and N7. The third

'quer;\\eiti/ the guestion " How many data persons in the data

3

"base have thé attripute SEX=M and the attribute

'PARTY AFF.=LIB or PC? "

R
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A count query returns the number of records that satisfy

. the CHARACTERISTIC FORMULA of the query. By characteristic

-

fo:mula we mean.an. arbitrary logical formula using attribute
. . ? ) ph

valyes as terms cénnected by the }ogical operators AND,OR and
NOT. SEQUEL | is 'én example of a query language pgrmitging
such1 !formulasi F&r example consider the fprmulé
(MALE and (Pq or LIB)). Thi% refefs to all MALES that are

©

either PC or LIB. ' o

‘ , o
In some cases a data fikld may be used as an attribute,

For example, referring to Example 1.2 we can "ask the
following query: COUNT (MALE and SAL>20K) and the response to
this query is 2. .This query ask how many males have 4 salary

t
N

greater than 20K.

In such a data base, a user need not know any information’

about the _existence of particular records in order-to quefy

_the data base. Lo

T

As mentioned earlier, a statistical data base that

[
4/

o

permits key based queries - is not’' very secure. [t seems

natural to impose restrictions on the type and:number of key

‘based Qu;?ies that can be permitted in the system.

. The first rfstriction musé be the fixing of query size,

This prevents  disclosure of unauthorized information by

simply subtracting one response from the-other. However,
this restriction does not prevent disclosure and as we  will

demonstrate beiow it 1s nevertheless: quite simple to

P

[
r
;



‘ comprzpisk such a data base.

he

©. queries and responsés is,converted into‘a system of 1linear .

4 C i , .
‘ 4 .
[ 1 . . ! .
Using the data base in Example 1.1 .and restricting the
size  of the quéries to three,'it can be shown that it is

A : .
possible to set up a series of queries that will enable a

user: to- infer {inform%t}on about individu$1§.‘_This set of

equations which”is easily solved by any known technique.

v

s

Let us . suppose that a user wishes to know the salary of '

Paul. Since k (the size of the :zng)-is 3, the user  knows
he will need k+1=4 carefully\chosen queriés in ‘order tg set

up a system that is solvable for the quantity he is after.

v

By asking the 4 foll ing querieé
. SUM SA Y(PAUL, ANN, JACK) .

SUMISALARY(PAUL,ANN,JOHN) ’

v

. SUM SALARY(PAUL,JACK, JQHN)

s

SUM SALARY (ANN,JACK, JOHN)

he g}ll get the responses 69K).58K,71K and 72ereébeétive1y.

-

- °

‘Setting Xl=Paul's salary

x2=Ann's salary l %,

- f

X3=Jack's'§alary

x4=John's salary
!

the user can write dqwn the query-response sequence in the
\ - B .

form o .

v

Ty @ L e v e o T , R S IREC 2 Chaa i

b e e v
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_rEview many of these‘proposals bg}ow.

25 .
I
—( :
. e wy pae —
{ 11 ' 69K
L 11 1 0 1 X, 58K
‘ 1 0 1 1) fxg : 71K ‘
1o 1 1 1 Xg 72K L~
Since the aeterminant
FJ’ I ) . AN
1 1 1 0 .
K 1.1 01 (
> ) A0 -
l1 0 1 -4 ' ' .
o 1 1 1f

- the system has a unique solution vfor thev unknqwns. Solving

this ‘system we See that Paul's salary &is 18K, we also

~
A

determine: the salaries of Ann,Jack and John.

As 1illustrated in this example, just ihposing a

rgstriction on the number of keys per query will not prevent

compromisability in the hands of a kﬁowledgeable user. - It .

seems- that we will need some more sophisticated methods to

prevent a total disclosure.

In the past many proposals have been put forward butmost

are -either inéfféctive or too hard to imglement. We briefly'

3

~

¥

In [3,4,5;15] a threat monf@o;fng scheme  has beer

proposed which 1limits the number of ovérlapping keys in any

sequence of queries. .In other words we have a -data base

éonsis;ing of N records that allows queries about the sum of

-
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any subéet'of,gize k. Then we add the further restriction ;

that no two queries may overlap in more:than r, O<k{k,

" positions.

, This seems almost impossible to implémenthbecéuée

a user may query the data base over a long.period of time or
may share responses to queries.with other users. Assuming - ‘

that th{s restriction is possible to implement, security is ool

& . ‘ -
- still not assured as demonstrated by the following example.
N Let k=3 and allow no more than 1 key in common ‘between
i .. queries. We can infer the value of John's salary (in Example .mu ‘
N ' K . ': ' ' 1
' 1.1) by the following five queries: - o : o ’
‘ QUERY RESPONSE '
- ; ﬁi} . i i
1. SUM SAL(JOHN, PAUL,ANN) . - 58K
2. SUM SAL(JOHN,JACK,MARY) 76K
by 3. SUM SAL(JOHN,LUCY, PETER) 62k .. ., .
' 4., SUM SAL(PAUL,JACK,LUCY) . 66K .
5. SUM SAL(ANN,MARY;PETER) > 67K
) ‘ ’ f g ] . .
Let Ri be the response to querys . John's salary can ?e
computed as follows. ' ~ . o .
- ‘ 1 T oL I
‘ R Jo?n‘s salary= y(R;+R,+R3-R, Rg) »?Tg
| = $(58+76+62-66-67)K=21%
a ! ! ' -
‘ A}
N ~ B .
o We., can see that security is not always assured when we

restrict the amount of overiap. In cpapter 2 we discuss in

detail the. results of [3,4,5,15] and show why in.most cases

™~
\\

.

-
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- i
restricting the overlap between quéries is not the answer to

the security problem.

“

As remarked earlier,- sum and average queries are very

powerful. 1Instead of giving exact answers to the sum or

7= ! average seeking queries, it may be desirable to introduce an

. . element of uncertainty in the response.- For example the user

2 " . .
may be given the median wvalue of the k records §pe01£ied in

. the query instead,of'the exact answer. This seems promising

1

since while the median does giye the value corresponding to
one person, it supplies no information about other members bf

the data base. However compromise is still possible, as the

* N

following theorem [2] shows. i
; C A

THEOREM 1.1 ! C . | ' e

) -

«  "Everp sufficiently large data base can be compromised by
[4
' . r. |13 v K .
" selection queries in no more than M(k)$4k2 queries.™ ‘ s

a

. . 4
. The proof of this theerem, is given in [2]. Thus, n%

large data base with selection queries is secure. By

sé&ecéion queries we mean queries of the form:

3
-

h

"what is "P® of the following list of k data persons?”
where P is any selection gquery ‘predicate such as MAX,

MIN ,MEDIAN,etc... /

“
f

~ - \
In [13]) the authors propose a security method where the

query returns the weighted sum of the data elements to which’

it applies. "The queries, in such a system, have ' the




following form:

. k
‘i(keyl,Ke?Z,,..,Keyk)= f=l aizi“ \

4

The Z;'s are ‘the data elements cor;espohding to the
records identified by the‘Keyi's, the weights ;i are unknown
aad‘k is fixed for all ‘queries. The authors show that if tha
"vafue of opé Zp'is known than‘it may be possible to determine
the Valuas of thé remaining data‘élements. In qhaptar'z we
show how this is poééible and illustrate the methoé with some

.

examples.

‘e

_ Another security proposal has been to distort the
ggsponseé slightly while maintaining the integrity of the

answers given., This distortion may ' be achieved by adding

et

*noise" to all answers in a manner that does not vastly
changé'their implication. In the most simple form« of this
type of lying, we allow only queries tholv1ng k 1nd1v1duals,

restrlct the overlap to 1 between queries qnd return results

(

at random. By appealing to results from matching theory, we

?—1 queries can be successfully answered'

can’ show that &
without compromising the data® base [3]. However, using a
simple strategy based,on gaometry, k2 ~well chosen queries
generally suffice to compromise.‘ While this number Iis

possibly T large enough to disaSEfaqe. all but the most
malicious of users, it |is obtained\\for a model more
restrictive than'realistiq; "real™ systems will. surely be

more vulnerable.

PP prpuer e
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t Let us now look at .security proposats for data bases
using attribute based queries. To illustrate the complexity

offthe problem let us first look at a simple example.

a
°

Suppose we wish to dgte}ﬁﬁne whether Mr. X earns §30,000
pet year,or:more and we k95@ éhaé his data is st&red lnila
statistical data banky/ Suppose also that we'know'that Mr. X
is a 28 year old teacher with a BfSc. Degree, has 3 children

and lives in Montreal. When we ask the data base the query

A ', . ,\\ s - . ‘)'
"How many‘sfata persons_in the ¢ data base -have the

following properties:

Age: 28 —~ : Y
_~ 'Education -level: B.Sc. =
) .Sex: ?ale |
‘Number of children: 3

~profession: teacher

Ci'ty: Montreal®
AN

3

Assume we get the response "14 people®™., If we ask the
same query but add the characteristié "earns more than

. A '
$30,000 a year" to i&e-list of characteristics and the data

base returps the response “14 people" again. With tpesg two

queries we know thatZMr. X's salary exceeds $30,000 a vyear.

We have therefore inferred unauthorized information from the

data base even though the responses to our queries are only.

counts. This shows that even if specific identifying

. !
information such as names are not sdgred in the data base, a

’

Aﬂ_ﬂ." '
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user can,-using only count queries, compromise the data<base.

Therefore, queries involving counts must also be considered

in any security proposal. x

- _
The probab111ty of compromis1ng 1ncreases as the counts

get smaller, since the probability that a11 14 male teachers

]

" of ajge 28 with a B.Sc.’ hav1ng 3 children and living in

Montreal have a .splary in excess of $30,000 is small.

However ' if we can iselate an individual then we can deduce
¥ ’ . 3 . .

" any characteristic of this individvual by simply adding more

attributes, one at a t]me, to ‘our query. For example, if the

resbonse to th above query is "1", we. ask the query:

@ L 3

How many people 'a;é ‘there .having tbe ‘following..,

r -

characteriétlcs?
| Age: 28
Education level: B.Sc.
i ﬁumbet'of'children: 3 S
. qéty:‘Mont;eal | |
Profession: Teacﬁeﬁﬁ;‘

Is an,alcohoiic

»

If the answer to this query is "1 then Mr, X.is an

to compromise either by inferring that Mr. X has

characteristic or not. - . A

a

- , Cpgtoete o, = ARG
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A security method to protect a data base against such a

compromise has been proposed in (14] where queries involving

%
small counts are not answered. Thus a restficted m-response .,

\

. ) £y
is a response such that

) -1 X ' X>m.
COUNT (Q)= ' o
Undefined : X<m
: Y o Pxom
W SuM(Q)={-
_ Undefined X<m

Where Y is the true gum. - &/
3 ' . - - ” [ ‘ ‘
Even if responses to small courts are undefined it is

still possible to compromise the datq'base. Schlorer showed
N _ :
that compromise may be po$sible even for large values of m

using a technique calle&\(:i?ckers'.[24].

As we will see in .chapter 2, ttackers are very-powerful
tools. that @ user can easily use to compromise a data base,

In [6L5§'23ﬁ24]' ;: has been showfi that in every data base

#

trackers can be found‘and that the amount of work needed to

find a ‘tracker is small. ' To 1illustrate the concept of

.

trackers, suppose m=3 for the data Base in Example 1.2; i.e.

no responses are given to queries which- involve fewer than 3

-

or more than 5 individuals. Suppose we know that Jane Doe is

P

a member of the PC party, and we wish to determine her
. e
splary. . . E s . .

L

We attempt to do this by asking the query .SAL(F and PC)

which has an undefined response. The reason ‘why the response

m




L) - ‘
is undefined is that it involves fewkr than m=3 records. A
* \"{;
user must _first know whether the characteristic formula

S

(F and PC) un1qu ly identifies Jane-Doe or , not. Thiffﬂjs

determined by the query TOUNT(F and Pf) for hhieh the

response is unWefined. e R

o

v
-

1*{:1. .

If the response to this query was ‘ be given exactly
(=1), then the user knows that any inférm tion obtained using

the formula (F and PC) pertalns to Jane Boe.' A tracker is a~
toel by~whié;wa user can obtain answers to quer1es for Ghich
‘the responses are not given by the system. For exanple when'
N COUNT (F ag; PC)<m=3‘(tm;'threshd d set ey the system), a user

cah ask two carefully chosen ~quer igs for which the' responses .

-

are obtainable in the system and, from Such responses the true

'vanswet of COUNT(F and PC). can bﬂ, computed. Tn1s is

o
>

illustrated below: B - o )

s , 7QUERY * RESPONS

o . . .
COUNT(F) . 5

COUNT(F and not(PC)) 4 -
/ - ' -

-

The formula (F and not(PC)) is nown as the tracket in,

this case.. A user now knows formula  (F and §C)

v

uniquely 1dent;ffes Jane Doe,

..

y the safie approach may

determine her salary as demonstrated below:




H N e, L ’
.
§ . L " .

-

SuUM SAL(F and PC)=SUM SAL(F)—SUM:SAL(F and not(pC)) '

[

/f “ R : ' = 96K - (78K R

v S ~ = 1BK ' .
2. /. . . s Y « '
S g B PR - - . ' - e .
. . . v . ) ' 0

= - In chapter 2 we will review some.of the recent research
L N , in - this direction,.i.e. finding ‘trackers. It will be shown

.ﬁ% that for any stiéistical data base system, trackers can be
+ -

N found “quite easily and hence it is very diﬁficuit to

< v 0
1 - guarantee security under) user inference even when severe

restrictions are placed on queries of small or large counts,

v 2 » - - 1 J [

s ' c All  the proposals mentioned above demonstrate how

- ‘ . difficult it is to secure statistical data bases, All §$

resuhts, although quite interesting and important, are pﬁrely

negative results in the sense that they qeinot contribute a

T ﬁ positive solution/to the data base security problem.

- . . ’ , .
T '.‘_ " ZQQ The methods that we discuss in this thesiz;contribute a
| - ﬁ *ositive solution tca the dgta base \sfcurity problem. A
. }f‘, . ' r.wiilfug and malicious user can always gather infoqmation on
3 _— ~an individual from sources eXternal to the‘data base and may
/ - . 4'5 ‘ apenﬁ”,an) anount of resources in ttying to infer more about
o an individual from the-system. }t_is highf} possihie that
another - conputer sysgemafically generates and modifies
¥ ' . queries which-atepinput'to theﬁoata base in an effort to
;" Co ’bverpower the system: Keeping this in mind oﬂ? r sults are

: : .
‘ é\ o to be considered positive only with caution.q
3 '
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An cutline of the ‘thesis and resFlts apg/as—foliégs:

In chapter 2 we discu55 the existence” of 'téackers "and
their efficiency;J Wp will also revi ' in‘detail, Fhé recent
.results obtained in \[1,3,4,6,8,9,ff%f;.14.15,16,1?,22,23.54]
wheré the authors pr;pose dfffereﬁt §§cusity mechanism§ and
study their effigiency. >

: f
\
- . 4

Y
»

. Chapters 3 and 4 contain results' of our investigafibn.

" ' R . / ) .
In chapter 3 wk consider a data base that %oys key based

A ' - L . . .
- querdies and give a method that jprotects-the data base.:' The

4

main \}déa .here is to formulate the probled'in tgrmé of a,

linear algebraic system and gi&e methods by which - 1) the

system of equations can be made an "indeterminate" system and

hence unsolvable, ' 2) errors -can be introduced in the

' responses so that by prefixing the error in the responses it

iy

is possible to control the error in the inferred values.

Empirical evidences suggest that for a "reasonably small®

data base (probably only key based querying is realistic in

v

-such a system) we have an effective-way of securing the data

base. : ' a ' : e

In chapter 4 we concentrate our effoits on ;ancelling the
threat of trackers. 75 de 'f§7 the\\
a "fixed interval® Eot coun;kquéfies instegh,of true counts.
Since trackers need true counts in order to compromise a data
base, it will be shown in chapter 4 that such an approach

effectively nullifies thé threat of trackers along with other

“&f‘

querying system returns
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. '‘possible threats to the data base.

-

Finally chapter 5 summarizes the

.
thesisl™ ) L : L
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" CHAPTER 2

RECENT STUDIES OF .INFERRENCE CONTROL MECHANISMS

1

In this’chapter we will discuss 'in detail the recent
‘research done. in tﬁe area of security of statistipal data
‘bases. ‘We will show the advantages and disadvantageé of each
of thef‘proposals made and indicate why .they can not
ladequafelg secure a data base., As we mentioned in the igst
chaéter, most of the research in this area has been to study
methods that systematically aim at breaking the security
rather than methods to effectively safequard a statistical
' data base. Qespiée the neéative tone, this research is
valuable because the nature of the threat must first be

, : ~
understood before effective coun%er—measures,can be built.

NG

Compromise occurs when a user infers, from the responses
. [l

1

of one or more authorized queries, confidential information-

?

éf which he was neither previously aware of nor supposed to

”

know. Most of the @téacks are based on _isolating a single

data element by intersecting seve}al query ets. By query
.set we hean the se;\of records that satisfies a query. 'To
defend against any unauthorized intruder's attack we outline
.four'broadzcategories of actions:

1. Set controls on the sizes of éuéry sets.

o

2, . Set controls on the overlapé.of query sets.
. 3\

I

S A
——
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\

3. Distort the data or the query response.

4. Give response by sampling from the data base.

-

'

In  the nextJ few “sections we will discuss the design,;

implement-ation and effectiveness of these methods.
- 3}

2.1 CONTROLS ON THE SIZE OF QUERY SETS.

o . L4 ,
Let us now give a more rigourous definition of QUERY SET

. SIZE. A query set Si‘is the set of records that is referred

to by gquery Qi‘ In ‘the case of the key based \ query
Q(John,Ann,Mary) the query-set is the‘records associated with
the identifiers John, Ann and M;ry. The query set of an
attribute based éuery }é the set of records th?t have the

same attribute values as those specified in the quéry.

. Therefore, query set size means ‘the number of records in the

query set.

We shall first concern ourselves ';}th data bases that
permit key based queries and then~diééuss‘contrgls in data

bases that allow only attribute based queries.

In data bases that permit key based queries it is very

\ 1Y
important to control “@hd [ set a limit on the size of query
sets. Otherwise it is fairly easy to compromise the data

base. - For examble, a user siﬁply asks . the

r\wquery: AVE SAL(John) . ;Thig would be a valid query. since ‘tbe

size of the query .set is not restricted. If therelire no

Magower . oo ey

s o b b o rurme oo o o waptinre i o o
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restrictions, the system will simply give the true ayerage

salary, which in this case is the true salary of John.

This example suggests that it 1is necessary to )put
restri¢tions on the number og keys specified in the queyy .in
order to protgcﬁ against full disclosufg. However|as we-
shall see in .section 2.2, such a restriction is not

sufficient to protect the data in the system. 5 
- L \

For now let us discuss controls on the size of query sets

in a data base using attribute based queries.

In {14] Chin étudies a“specific kind of data base and
quer? m?¢el on which many restrictions-are %mfgsed. The data
base model is defined as follows. Every record in the data
base contains a ﬁey of k bits which uniquely identifies it.
In othp{ words this model uses attribute based queries, bht
where every record is uniquely identified by its
characteristics. The key is made up of k bits( one\ bit per

<
"attribute.

y

Below is an’'example of a data base under this model.

¢ v

EXAMPLE 2.1

'

‘ . . MARITAL . .(DATA FIELD)
RECORD .INCOME SEX STATUS ATTENDANCE CONTRIBUTION
R1 1 1 1 0 $200.00
R2 0 1 0 1 500.00
R3 0 0 0 1 300.00
‘R4 1 0 0 1 400.00
RS . .1 0 0 , 0 25.00
R6 0. 1 0 "o 75.00
. 3

r

g v
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The {(0,1) valueé?in the attribute columns are imterpreted
i ' " «

as follows:"

INCOME . : 1= > 20,000 ; 0= < 20,000

SEX ° : ‘1= male ; 0= female ey

MARITAL STAFUS: l= single ; 0= married -,

ATTENDANCE " 1= present ' ; 0= absent ' o
''Note that each attribute has one of two values, and each .t

v ) » .
*set of attribute values are distinct from each other.

Theréfore, the key (0101) identifies the record R2 uniquely.

_ The querying system for this'data base model is quite’

simple. An  s-query is 4 sequence of 0'S, 1's and *'s of

* ’ ! 1
length k with exactly s 0's and 1l's. A key (or record)

matches a dquery 1if ,the key and the query agree in evéry

position in which the query does not have a *, For example,
»

the query Q(1*10) matches the keys (1010) and (1110). Two

types of queries are permitted and are distinguished by ‘the

o

way the responses are made.
S(Qif: is the sum of the data fields of the records wqése
keys match query“Qi.

.C(Qi): is the number of keys matchinq Qi'
- - i ‘

An important design decision pf this model {s that any
. ) \ ) )
» query Q, (either partially or fully specified) will not be
answered if C(Q;)<2. ' :

-~ ) . I\
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Moré precisely the response to a query is defined as:

€
]
[

(= X ‘ "2.5\
c(o;) |

undefined X<2

Yy X>2

S(Q1)~ '
. undefined X<2

where X is the number of records matching the query Qi’ and Y

is the sum of the data fields of those records.

“An intruder. who is armed with some piece of infgrmation
and tries to obtain mucn more sensitive‘intormation from the
data base should first know the existence (or non-existence)
of the information regarding the individual(s) he is after.
1f by asking a seguence of‘queries (count queries)'td?\§nicn
the responSEs are defined (or undefined) the user deduces the
existence (or non—existencej of an individual's record in’ the
data base:ﬂ;e say that the data base is E-compromisable. - The
next step is to infer the data value associated with a record
whose existence has been inferred. If such an inference |is

made .through a sequence of queries (sum or avetage seeking

QUeries)'then we say that the data base is V-compromisable.

B-compronisability. If we infer the non—existence of aﬁ

tecord, we say that there is negative E-comptomise although .

1

the user "gains” someé information. If during the ptocess,of
v ' . ) .

“inference, the user E-compromises a record but he does not’

K'Cettainlf thete exist - several levels of \ |

,fx

"
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know for sure ALL the attributes of that record we say-that

? c

there is partial E-compromise. If every record in the data

base is fully iéenfified through inferential mode we say that

the data base is strongly E-compromisable. qup one or ﬁore
récords {but not all) are either fully ~ or pa}fially
compromised we say that -the .data base is weak@y- 3
ﬁ-compromisable;- It is‘important Eo preveﬁt compromisability .

at the weakest level.

The data base model proposed in [14] is very restricted -
and hence very sensitive ashe following results show. : .
. . x\ |
THEOREM 2.1 - T ..

-

If the existence of one record is known, then the

existence of all other records can.be inferred.

Proof: Suppose we know the exis;encg of record 1, which has a
key of k'bits (a sequence of 1's and 0's of length k). Let
the record J have a key that differs from I's key in only one

position, then there exists a (k-1)-query which is only
v

matched by I and J, namely the query which agrees with I and

J except in the position where I and J differs; the query has

a * in that positioh; Thus the record, J exists if and only

N
*

if the reéponse to this query is defined. 1If the response té
this query is not defined then the record J is not present in
the data base, 4 For a general and rigburous proof refqi to

; § .- - | %f - ' } v o ¢d"}
f~£_1_4__]f - w L3 = . , ’ -

v - o C T
ad . ' R A Tl Y O
. » A -
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This result shows that any -weak E-compromisability’
£

implies strong ‘E-compfomisabiiity in this data-base model.
B ! ‘

We feel tﬂpt such a model is totally unrealistic. ’

The next result is similar to Theorem.2.l but deals with

V—compromisagility:

THEOREM 2.2 L ®

If the value (data ‘value) associated with an existing
record is known, then the value associated with every record

in the data base pén be inferred.

"‘The proof-of this theorem follows directly from the proof

Qf Theorem 2.1, for a complete proof refer to (141.

" The next, theorém gives necessary . and sufficient

Y

s

X 3
conditions for EV-compromisability.

We first define a gfaph assoclated witp the data base
called QUERY%GRAPH. By this we mean an undirected graph
G=(V,E), whgre V,'the set of vertices, is the set of keys of
the exisging‘tecords and there is an edge ji,j)'jn E (the set
of edges) If and only if there exists ; query Q such that .i
and j are the only records ’satisfying Q. Figure 2.1

represents 'the query graph for .the data baée‘in Example 2.1.

'\ .

At e o




e e NG 2 b ome® ™
.

43
.-
FIGURE 2.1
N, = 0101 N, ',0001
%01
) *001
010%* ) M= 1001 |
. 100* ' = . ‘
i *%x00 3 °
Ng = 0100 | W, -ﬂlOOO
\ *1*0 .1**0
. N, = 1110 . ' | /jf

THEOREM 2.3 -

-If the exiﬁtence of recordi is known for some i,then th
: £ - .
‘data base is EV-compromisable if and only if either ‘

‘(a) thé query graph for the data base has at least one

* _odd cycle, or-
(b) there exists a query Q such that COUNT(Q) is odd and

at least 3. oo

r

Proof: We briefly sumﬁarize the pro&f as given in [14].

”The proof of part (a) is straight forward. We know the -
existence of one’ recordﬁ and usin; Theorem 2.1 we\can E;:?
"infer the existence or~ non;existence of all the ather
‘records. From the definition of" tge query gra;h and the
.—C:;ssumpt§on.§hat thefeﬁ&@ at léast one cycle of odd.length,.it

follo&s that we have a system of N equations,‘yﬁeré N is.ode'n

Y

Let the system be follows: - . ‘ 1




- B 4 L, C 44 , ~
~Va1ue(Keyl)fValue(Key2)=SUM(Ql)
Value(Key2)+Value(Key3)=SUM(Qz)

. - . . , |

» ' . . ' fy

’ i o Value (Keyy)+Value (Key, )=SUM(Q,)

. )‘ ) - ’
. - where N ig the size of ;the cycle.

-

. : : . Since N is odd and is at least 3, the system of equatlons
3. *  has the determinant

b
(s
[ ] [ ]
[} L]
co
[« o ]

DET . =2 ' .

- o
°e
i

L ] [ ] L]
co
O
b

L N \

Therefore there exists a unique solution to this system,

- - ‘i'.e, V-compromisability is established.

-~ ) ' M . ' .
To illustrate this, consider the following three queries

on the data base in Example 2.1.

; ‘ . SUM CONT. (**00)=VALUE (R6)+VALUE(RS)= $100.00 AN : -
[ : ' . o e
,§ . ) SUM CONT. (1**0)=VALUE (R5)+VALUE(R1)= 225.00 . _ .&?
; L SUM CONT.'(*1*0)=VALUE(R6)+VALUE (R1)= Y275.00 . - J
1 : o
. { Rsa:ranging in matrix form we get: ‘ .
. o1 [vee)] [teo.00] T g
o . |01 1f - |V(5)]=]|225.00 |
. 101 v(1)] [275.00 : ‘ .
2 :
i
B -

wh;re V?lY,VIS) ﬁﬁd V(6), represent the values of the‘
contribution field in recerds Rl,R5 and‘ R6 respectively. ]
. Solving this sttem 6f equations we see that Vﬂl)-quﬁodif
V(é)sZS:OO and V(é)-js.oo, which aré the exact values of the
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data field of these .records. - °

¢ -

(b) is

-~

The proof of part: also very simple. Since

COUNT(Q)>3 and odd for 'some Q, then there exists one position

in @, say i, at which two of them differ. Thus@posit&on iin

/

Q must be a "x"_  Define Q’ to 'be the same as Q except 'in

0 . N v
position I where it has.a "1",‘and Q ,to have a "0" in that

defined. Therefore the

f ] - -
position. Thus, Q or Q must be
value of a record (the existence of each record is known) can

be deduced by SUM(Q)-SUM(Q ) or

SUM(Q)—SUM(Q ) when N—3.
., Hence the data base  is compromiseblei BN
1 . . ) o ! * \)
, Again wusing the model in Example. 2.1 'we ~have the
. - .
following instances of compromisability.
N ’ .
EXAMPLE 2.2
Suppose that a wuser knows an individual with “'the

N characteristie key (0001) and w1shes to determine the amount

The follow1ng three will

‘of he;//zbnfribution.
sufficé to determine this amount.

g Q =suM CONT. (*00%*)=V(R3)+V(R4)+V(R5)= $725.00

queries

Q =S5UM CONT. (000%)= UNDEFINED

' : ,
Q =SUM CONT. (100#)=V(R4)+V(R5) =.425.00

L

Thetefore the/ amount of contribution ‘of record.RBLis
0-0 =s725 00-425.00=$300.00. Co o .
t N . * "’2 .
‘ - iy .

ian
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EXAMPLE 2.3

9] Let Q=SUM CONT.(**OQ) be a query on the data base in

Example* 2.1. This query is matched by 5 records and the

response is $1300.00. Here N (;ne size of the cycle) is > 3
. . \ "

L .
or Q is

© «

R
hen some value can be inferred

' ) ", . '
and odd. Two cases' can occgur here. Either Q

defined.‘ If this is the case

by either Q-Q' or Q+Q', as in® Example 2.2. The otherlcage

occurs when bokh Q'ﬁand'Q' is!defined. When this happens,

' ’ . .

one of Q or Q! is -odd and at least 3. Therefore, some value
can be inferred using the same process as in Example 2.2. .

- - , . pa

We mention two related results and the reader is referred

_to [(14] for their proofs. ° . . : : s

THEOREM 2.4

If Key; and KeyJ differ in 3 positions angd the existence

of the record with Key;. is known then the record swith ‘Key]

i
can be inferred in at most 2%-1 queries.

~

/THEOREM 2.5 | ‘ S e

L
If Keyi and, Key:l differ in ! positions and the existence
&

of the recbrd with Keyi is known, then on tke average no more

than (1+p 1)1°92} queries will be sufficient to determine the

existence of the record with'KeyJ, where p is the density of

L]

the: data base, i.e. the ratio between the number of existing

.rEcords and the number of possible keys (sz"“/ N

L] @
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! \ . .We just commeént here that alh} these results, although' - P
‘w 5 . . ' L ) o~ ' .
having an . interesting mathematical flavour, ‘are either
. . & " trivial'or 'unreasonable from the point of view of the
\ S -~ ’
8 . W
", -underlying model. Moreover, it can be shown that a data base )
‘ a * v —
o - i1 in this model is EV-compromisable even when_the existence—of
. . 'c 3 . . , i/‘/'"’ :
no records is known. Consider the following case./ ;
,) . ‘ T KRN ,* '. \if"
A . *&A user wishes to know ifJRl is in the data base’ and if Wo
: 0 »
’ ﬂhat is his political contribution. Assume that the user ]
, ~ , A
:: : . knows .that . R1 1s a single male; therefore he can ask the {
. '.~.‘ .query COUNT (*11*) for which the response is undefined. Using Lo
‘ 5 "trackers" -he can ask ,the followinﬁ two queries:
{ . )
- . N - N
- Y 4 -_’ . \ ’ COUNT(*I**)=3 M v w
. COUNT (*10%)2 22 ‘ \
Ve B - A . ' . 1 : .
R With these two resbonses he can infer that COUNT(*ll*) is. 1 .
i . by |
ot \“ . N o . N ]
. e . . COUNT (*11*)=COUNT(*1%*) ~COUNT (*10%*) A .
S . ' . ] / \9 N f 5 ' " e
e - A ) N
K V; : "\' S T e ) o\
‘ \\; .*Therefore the user knows that Rl's’ record is. in the data
Lo . . Tt
: ~ * 'base. Now by asking thg{next two queries I N i
‘ T SUM CONT.(*1#%)= $775.00
- -
SUPL CONT (*10*)= 575 00 o
o . he can determine Rl's contbibution by - :
A‘ h . ’ <
S ! : SUM CONT. (*11*)-SUM CONT. (*1**)—SUM CONT. (*10*) -~
C o - . ., . . a
R . . ‘\ "o ‘ - ‘ bd 3775-00 - 575000 ' ) N .
e o T L N
. __ RN ‘ T = $200.00 .o '

- ' " . " ’ ! ror- ; ) “
T w T o —— TR D em—— SRR
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«AS this ‘e*ahple shows, EV-compromisability 1is achieved

without the'pre-knowledge of the existence of. any records

4

- ' . | = ‘
which is a stronisr result than the onés mentioned in [14].

[N
'

»

With . m=2, where m |is the response level (if theren.are

fewer than . m records matchiig the query Q, then Q Iis

2 * .
undefined), " thes results fo re trivial and the data, base
is -easily compromised. The 'follog

\

ng is an attizﬁt to extend
the known results tg the case m=3”

9

? =N , “

. Al
Let ‘us: first define m,N,k. As seen above, m is'the

response level; k is the number of bits in .the keys and N is

. the number of recotds in the data base. Since m=3 note that
N J/ . :

every query must have at least 2 "*"'s because a query with

# .
only one "*" can, at most have 2 records satisfying it.
- 3

LS y
- -

It is known that by using trackers most data bases can be

o

-

. compromised. What we will attempt to show here is "hdw many

. data bases can be compromised®” and "how many can not be

compromised®. By "how many" we the number of possible’

data bases that exist for a fixed.N'and k.

-~ For example consider the case N=7 and k=3. We have 8-

possible distinct data baseé; i.e. there are 8 different data

:bases that have 7 records and keys of length 3.

~ A data base is considered‘cohpromisable if and only if it

is the only data base that gives responses (xl,xz,....xt) to

a1l posslbie t queries; i.e. thehset of responses to a set of

. . . .
\ » '
‘
\ * .
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l ' .o 1) 4
~queries is unique to'that data‘base..’ o ® » .
EXAMPLE 2.4 h o
W ™ -~ € -
Qonsidér‘the following two data bases: w
DATA BASE 1 ‘ ) DATA BASE‘Z
NAME  AT1 AT2 AT3 . NAME ATl AT2 AT3 :
‘ . B v '
N1 0 0 0. N1 0-.0 0 '
N2 0. 0 1 N2 o o 1 .,
N3 o 1 o0. N4 0 1.1
N6 1 0 1 N5 1- 0 @
N7 . 1 1 o0 - N7 1 1 .0,
Ng .1 1° 1 N8 1 1 1

‘Here k=3 and N=6 for both data bases and the 'response level

,fs.m=3. rTherefore tfere are only 7 allowable queries, These
are ) ' ) -
‘ Q({***) ‘
' - QUI**) Qo) |
’ TG T e
. Q(**1)  Q(**0) o

. 7

-

‘The rééponse to the ﬁuerx"o(***) is 6 for both data
bases. -~The ‘6 othér‘ éuerieS'have'response=3ﬁfor b;th data
ase 2. Therefore it is impossible to°
detetmipg. the gxacé'oécuirénceé of reédtds, 1.esftheré is nq‘
Equmprsﬁisability’{ ther weak'of'étiong, : e

Trackers here = are
8 exist and which-gnes are not in the

data base. 'éyér if we know the existence of one record (evén

also useless, because 'we ,éZn: not .

v
N e T ]
2

st TR et

S




. data base he is dealing with.
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‘"'up to 4) we can not determine which of the reméinipg keys do

\
(/exist. . ' S Lo

USing this approach, and with the aid of the computer, we
N :
designed a program that finds the responses to all queriesﬂof

all the data bases for a fixed N ahd k when m=3. The program '

tﬁéh coﬁbares ‘the responses. If E?e set of responses is
found to be unique then there is only one data base that
co;respoqu to these réséonses and thus we say that this data
base is E-compromisable; If the éet of responses is not

unique then the \data bases that correspond to these responses

are not compromisable because a user can not deduce. which
\ ' *
\

5

The results of the program for k=3 and kw4 are given

, .
,
» , \]
' . v .
.

below: »

. TABLE 2.1 (k=3)

NUMBER OF DATA BASES NUMBER OF DATA BASES

N COMPROMISABLE NOT COMPROMISABLE
8 1 0 -
-7 8 0 -
6 12 ‘ 16
v 5 24 ‘ 32
4 14 56
3 o | . 56
2 0o, - , 28
1 0 8

-
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'

TABLE 2.2 (k=4)

‘w/ [

NUMBER OF DATA BASES NUMBER OF DATA BASES had

. N COMPROMISABLE - NOT COMPROMISABLE )
16 1 ' A 0 _ N
15 16 . } 0 .
14 " 120 , 0
13 560 . \ ' 0
12 . 1780 B 40
11 4048 , 320
10 7128 . , 880
9 9920 ' 1520

8 “—— 10940 . © £ 1930

-

14

As we can’see most of the data bases are compromisable.

'

When k=3 the nhmber of records (< zk)-is small, therefofe’we

do not have much to work with, this is the reason why the

number of data bases that are not compromisable is’relativeiy
high. But as k increases, the number of ‘records increases
rapidly and the ratio of the number of dat¥bases that are

compromisable to those that are not is high.

) .
, From these r aults we can conclude that restrlcﬁiq:‘iﬁhe
Fﬁ such a data base model does-not help very
much. We also found one sfgniﬁicant result which we  state

THEOREM 2.6

If N> %(2k)+1 then the data base';s aiwgys cbmproqisable

when the respoﬁse level mi3.’ \

{
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Proof: When k=3 we showed, in TABLE 2.1, that any data base
that has N>7 records can be totally E-compromised. Let
D
CT=COUNT (*** ,,, #*k)=N .
Ci=COUNT(**.o.*1*..o**)
]
C;=COUNT (**.. *0* ..%) ]~

3 n
- —r :

Note that C=Ci+C;, i=1,k, therefore when CZ %(2k)+1,/

. ]
either Cy or Civ i=1,k, 1is greater than or equal to

4

%(Zk—1)+l. By induction on k=3, we can determine the
¢

"existence or non existence of the records that have either a

1* (if ¢ 3% Ne1), or avor (16T 2% 141, in

position i, iélik. This will allow us to determine the

existence or non existence of Zk—l records{’ To determine the

"
[4

existence of the 2°-th record we simply subtract the number
of known existing records from N. If Ehis is 0 then the
ZF-th record dpes not exist; 1f this is 1 then the.zk—th does

exist. This completes the pfoof%J , .

- In  [17] Kam and Ullman use the same data base model and

~

add one more restriction to it; namely that every possible

key is in the data base. By this they mean that if a key has
' o

k binary attributes then thére exist 2% records in the data

.nge "and each rgcord is uniquely identified by its key. The

resulg& under these conditiong are trivial. The assumptions

- and restrictions imposed on the data base models in [14] and

[17] are very stringent and make these data base models very
5 ‘ ' '
impractical.
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Even in a more realistic data base, controlling, she gquery

set sizes alone does not defend against comproﬁisability. In
[6,18,23,24] it is déﬁimed that a quéty is not énsLéred
.unl;ss k<COUNT (Q) <N-k wheréf“OUNT(Q) is ébe number of records
satisfying the query Q and k is the response level.

UnPortunately, this restriction is’ often easily subverted

(even for Kk near N/2) by a simple snooping tool called the

*TRACKER" first introduced in [24]. In the follbwing

discussion on trackers we will b¥ referrindfto'the data base

1

in Example 1.2.

In chapter 1 we defined a characteristic formula £ be a
logical formula using attribute values as terms connected by

‘the logical operators AND,OR and NOT. Let C be a

characteristic formula and xc be the query Set; i.e. the set

of records whose attributes match thqse in the formula C.

-This data base @odel has‘attribute fields and data fields,
therefore there are two ;main query types: .FbUNT(C) which
/retprns' the siig"of the query‘set,lxcl; aﬁd SUM(C) Lh&ch
returns the sum of the values in the data field‘ for gecords

in X, The strategf of the querying system is as follows.™

: IX 1 k<IX_|<N-k
cCouNT(C) = *§ °© S ' ,
~ undefined otherwise .
( VR \
A ! !
7 . .

1%3




DoV kelxgIek

iexc.

SUM(C)
undefined otheryise

“

Schlorer [24] showed that 1£ a query has a charactetistic

formula C for which COUNT(C) 1s not defined, it is possible

to calculate COUNT(C) from two answerable queries involving’

the parts of C,

Suppose that a formula ,C believed to  identify an
indiviaual 1 can be decomposed into the product C=A;B,'such
that COUNT(A) and COUNT(A-B) are both answerable; 1i.e.
k¢COUNT (A+B) and COUNT(A)<N-k. The formula T=A*B is ca-lled
the "INDIVIDUAL TRACKER" of I. COUNT(C) can then be

. ' 4
calculated using "the following equation:

‘COUNT (C) =COUNT (A) ~COUNT (T) . (2.1)
% : L

If COUNT(C)=1 then the wvalue of the data field can be
computed from | ‘
SUM(C)=SUM(A)-SUM(T) . (2.2)

Fof‘example, let us refer to Exampﬁe 1.2 and set k=3.

Suppose a user wishes to know the political contribution of

™~

Jane Doe. He pects ﬂhat Jane Doe is in the data.base and
knows that she is a membet of the PC party.‘ Asking the query
COUNT (F-RC) and getting an undefined response he atte@p£s~ to

use trackers to 'compute the response.

- T "3 Y ——— —
AT L, . o e ' - o2, 3,3" ot
B ¥ . ey M 4;“24 p LT »‘{?}5; "‘}'#l.“:‘"
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L4
N . [

formula - C=F.PC

\

‘The characteristic

- C=A+*B where A=F and B=PC.

To verify that Jane Doe is “the only individual characterlzed
by C, the user applies equation (2. 1) ,'
. /
COUNT(F-PC)aCOUNT(F)—COUNT(F-?E) ’
, = 5 -, 4
= ] \
To determine her political contribution Jthe user applies
¥ equation (2.2) on the data field POLITICAL CONTﬁIBUTION.
¢ s :
SUM(F+PC)=SUM(F) -SUM ( F+BC) ©
=$1105.-1005. P
=$100.
The user now seeks to know if individual I has
characteristic "a" or not. eg”Ce COMNT(C-a)(COUNT(C) 1<k, .
[
< the user can not determine COUNT(Cea) dlrectly. However with
one additional query it can be computed as follows:
COUNT (C+a) =COUNT (T+A+a)-COUNT (T) (2.3)
+ If COUNT(C.a)=0 then I does notvhave characteristic "a"
' (negative compromise); if COUNT (Cea)=1 then ‘I does have
\f m'.

characteristic "a" (positive compromise).

In another example, using Example 1.2 again, let

is

The formula T=A°E is then

decomposed into

T=F+*PC. v

a user -

’ seek _to know if Jane Doe s- ;alary is greater than 16K.

Applying equation (2.3) we get -

L
ERNY v -
v x-ﬁ}bﬁﬁ; I

1

A o e

SIADLE
e g

s Tl

Y NI
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I - ’
» A
. - ' .l‘ . - . ’
. COUNT(C-a) = COUNT (T+A +a) - cox}}xr('r)
ASOUNT (F+PC*SAL>16K)=COUNT (F*PC+F*SAL>16K) ~- COUNT (F+BC)
_ \ S ,
] .

5 Co- 4

-

[ I}
'

1
. L (”
Therefore the user deduces that Doe's ziyary is greater
than 16K. '

'
“

In equation (2.3) we must show that COUNT(T+A-ai is such
that the query has a well defined respénse. This is always

ﬁrue and the proof can be seen in [6].

¢

The "INDIVIDUAL TRACKER" is based{on/the concept of using
categories. known to describe a certain individual to
determine other inforﬁétion about that individual. A new

tracker must .be found for each person. The "GENERAL TRACKER"

':ehoves this restriction. It employs a single formula that

. works for the entire data.base. No prior knowledge  about

\

anyone in the data base is required.

v »

A general tracker is any characteristic formula T whose
0 :

query set size is in the restricted sub-range (2k,N-2k); Ehat

is

a

2k<COUNT (T)<N-2k

Notfqe. that a query with the characteristic'formula T is .
alwvays a legal query since its query set size is well within.

the range (k,N-k)._' Obviously k must not exceed N/4 if a -,

e B e e
L . i




' Referring to the data base in Example 1.2, a user seeks

N _—

. ( \ z

H

{

g A

a,genefél tracker is to exist at all; in the worst case,.k=N/4, !

Q 4 A ) .

T is a general tracker |if Ab only if COUNT(T)=N/2. By

symmetry, T is 'a general tracker if and only if T is a b

tracker. For example T=PC is a'general tracker for the data

L]

base model in Example 1.2 when k=2. i
The mgthdd of combromise, using general trakers, 1is ‘

described below. . ' T

3 ‘I‘
The value of any undefined query can be computed as,
- . - ‘ q .

follows using any general tracker T.

. If COUNT (C)<k use:

COUNT (C)=COUNT (C+T) +COUNT (C+T) -N (2.4)

- ' 4

If COUNT(C)>N‘-—k use: .
COUNT (C)=2N=COUNT (C+T) ~COUNT (C+T) . (2.5) ' ('

Where ,N=COUNT (¥)+COUNT (T). . L
‘ « : ]
Because at least one of equation (2.4) or equation (2.5) /

" . is calculable, COUNT(C) can be evaluated wiih at most 4

queries beyond tﬂg 2 required to find N. This is proved in
161. S .

to know the politicél contribution of all the female PC party
members. éince'SUM CONT.(F*PC) is not defined, the user will
use general trackers to compute the required response.

-
\ .
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o I=PC is a general tracker for the data base, and since
COUNT (C-iT))N-k, k=}, the user must use‘ﬁ'x‘é formula R P
COUNT (C) =COUNT (C+T) +COUNT (C#T)-N- ="
\ ‘ The ,/‘ ;Jser first determines the size of the data base (N) .
o ! and the total amount of all political contributions. This'is
" S done as follows
T . . . %
'N=COUNT( T)+COUNT( T) 1
¥ =COUNT (PC) #COUNT (FC) P .
= 4+ 4
= B // 3
S=SUM(PC) xSUM (PC) K ]
. | ' =$600.00+1005.00 . ‘ >
’ =$1605.00 ]
' . sl . . .
The user vgrifies that Jane Doe is"the only female PC
L I . member by applying equation (2.4) .
% JCCUNT(F-PC)=COUNT(>F°'PC+PC)+CO_UNT(F-PC+P,C)-N
i = 4 .+ .5 -8 A
o - ' = 9-8 ‘ : | oo ;
! . R . o he
: ' ' /\‘ ' ‘ ' ’ 3 f
E . . ' e ’ ' = l » , . ) '
He ;t?m calculates her contribution by applying’ equation
E; (2.4) with summing queries’as shown below
3 S ‘ e
: SUM(F+PC)=SUM (F+PC+PC) +SUM (F+ PC+BT) -8
} . . . ' ’ '
C e = $600.00 + 1105.00 -1605.00 ’° .
, = $100.00 |
L;‘-:' ———— L bnatiC i o ,,_.g_‘k it -k ":7‘.'3‘_9:;«*55, 4 -k N CEET "W‘"‘"* E.‘
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\p ' . COUNT{C)=COUNT (U)+COUNT (C+T) ~COUNT (T) ~COUNT (A* U) »

' . i 59 o : /ﬂWé

" The compromise using general trackers 1is clearly a|

i
power ful technique that renders the attempt to secure J

statistical data base by limiting theﬂsize of the query setJ

Al

useless. In [6] it is éhownnthat almost all data bases hav

a deneral tracker and in {23] the authors show how easy it is

I

to find one,

~

When k)N/4,ithat is when more than half the range of
query set 'sizes 'is disallowed, the general tracker is nof
guaranteed to work. Ewven 4f the dqta base could be prsved
securé from individual and general trackers when/k>N74; it
may be susceptible to compromise %y constructing. "DOUBLE

TRACKERS" .

[

| -®

A double tracker is a pair of characteristic formulas
, - L \w\. - .
(T,U) for which: ‘
C o -
Xp is,a subset ?f Xy

2k<COUNT (U)<N-
bbviously k<N/3 if these conditions are to be met; in ghe

AS
worst case, k=N/3, COUNT(T)=N/3 and COUNT (U)=2N/3, Let the

formula A=C*T and BsC+T. The method of compromise is as
) 4

il

follows:.

If COUNT(C)<k then use

If COUNT(C)>N-k then use

VRS IO JE AT e —
TN e
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.

, '3 :
) \\ * COUNT (C) =COUNT (U) ~COUNT (C+T) +COUNT(T)+ COUNT (B*U)

-
T ST e 2 $ g e A N S

Y

-

Because at 1least one of the equationé/;an be evaluatgd,

.0 S 3 )
COUNT (C) (or SUM(C)) can be computed withiat most 7 distinct

queries and as féw as 4 distinct queries. See [6,23] for

details. . . : B

»
P

Assume that a dat; base has 300 tEcordé. Double tragkers'
assure us“thaé a user can isolate ah individual even when
on}!‘quefieé involving‘ between }90 gnd 200 regords are
aﬁ;wered. lIn‘other words, even whep two thirds of'the'query ‘
:et sizes are éorbi?den, compromise is still possible. | |

Compromise 1is not iny.possible,but is achieved relatively 5"

fast as shown in [23].

fherefore, .restricting the query set size does not
prevent compromise in either key based systems or attribute
based systems.’ S . . "
A.' ‘ t‘\ *

T 2.2 CONTROLS ON THE OVERLAP OF QUERY SETS. - . '

‘ /
" . .
. B v 2

1

1
1"

| If exact answers are given'to,ageries for which query set

"éizé is restricted, théfe is alﬁéysucompromise."Natu:ally
one ﬁonders|whether something* ‘-better can be achieved . by '
limiting fbe overlap'in'either key based éueries or éuefy set
sizes in the case of attribute based guerying. We shall see

. ‘ # N
thgt such an attempt also proves to be useless. " .

?' »
s * . . o . i




‘The . mininum' overlap controI restricts the response from

.7 Yl L - queries that have more than. a predetermined number of records
. ' - S
ﬁ PR ~A.in common with each prior query.' No eificlent'1mp1ementation/

Jprogram' could have' to conpare the current query group against

' - en\implementation would be futile.in securing'a data base.

"In [3,4,15], the data base model used is key based (as in

”Example l.i). “The authors considered the problem of whéther

-+« . " one can compromise such<\a daba7base if no twu queries can

1

B ' tecords and that. queries may be made about ‘the sum of values

PR

3i- ‘: " in any subset of the recoxds in the data base that consist of

’
t »

'exactly k elements. We assume the furtheér restrictipn that

-

, Ca s
no two queries may overlap in more than r positions and tgat
. .12 of the elements ara knpwn “in advance. ﬁ&e,authors of
’ {4,15) studied the behavior of S(N,k,ryt), the smallest
. . . ' A

- number of -queries that suffice to compromise the data base.
' . The following are ‘some of thé results of [4,15]. , .

v n L]
.- -, 'Y

THEOREM 2.7 ' = * '
, , . .
! juﬂ i .S(N.k,r.l)lé 1 +35%i£§li *

' .. .
o . N i A 2
s 5

/

J
’ B ’ ° . ¢ c

. - * ..seen in [15].

3

PR SO M

A{ of this control is known: before resbond}ng, the query.

every preuious one..The results iIn [3,4,l§i shsyf that _such

qverlap very much We will assuﬁe that the data base has N,

o This— is ailouer bound for S(u ,r,;). ! The proof can be

D'~ vl o agi radiintens et
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"The following are some specific results on,. the upperg
. " bqund * of the smallest numbet‘S(N,k,r,L) of queries that are

. required to_compromise a data base. ]

]
o . ’ \ -

-~

> k?-k+1

. o r"\a) S(N/k,1,0). < 2k=1 N N , . Q
' b) S.(N,k,'1,1) ¢ 2k-2 N > (k-1)242
i [ -~ R ) . . ; ..\. .
/' ©) S(N,kp+d,p,2d-1) < 2k N > k2pi2a
< [ , v r'j' - ‘ LT
' d) S(N ,kr,c,r-1) < S(N,k,1,0) N°> rk? -
" l . ‘ = :
L. ) SiN,k%+1,k?,0) < 2k+2 N > 2kZ4k+1
\ —- * . . “ -
’ o . We shall comment on the strength and weakness of this
= method. Consider the result in (a): S(N,k,1,0) < 2k-1, this
- o x says that for,queries of size #k, where no more than one
5 common"eleménﬁ can appear in the set of qﬁerﬁes, a user can
\ .compromise the data base;dith at most 2k-1. queries, - for‘
example, consider ‘the case k=3, the uger'canfcompromise the '
data base wiéh at most.5 queries; i.e. S(N,3,1,0) < 5, where
2 . . , - . ——
, \ "N must be at least 7. - -
s ® ' ° '
. . . +As an eﬁpmple'let’us take the queries:. '
- . . . M . . 2
0k drorkims, '
' . wX,+X. . +X.= - - o
; . B VA \ .
CET A=Ky ¥X5+Xe=S; -, S
. . QX HK#XmBy
/ HESEIRA N R A A Ao “
S SN o QgmRgtgt Ay |
. . 1. . \ ." ) P . ‘, ‘- . ~ ,;'l. Y ‘- .
. o = . ’\. : ) - ...}'}‘-‘;.;', :.
24‘ Lol o , . \ . . . ‘), kT .
" b ' ’ A } b (‘;
: ,a . ‘ .‘ v K ".\, 2 ‘\, (- ;‘.' -
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- The data fiold,valoe of record R7, gepresenteo;by x7, can

bé computed by:

L . : . ’f/Afr'

2

. . _1 _ y .
, , Xo= 3 (S3+5,+5; (§1+Sz)) -
Result (b) states that .wheﬁ at 'most one overlap 1is .

“35:
allowed and that the user knows the value of one element (his

. ownkfor example), he can compromise the in 2k-2

&uerfgéJ

be at least 6

da:a ,base
For example set k=;, then S(N,3,l;l)'{ 4 and N must
To illusf}ate.tﬁis consider the following set

bl of queries:

- N\ - )
Ql=Xl+X2+X3=Sl . a
QZ~X1+XS+X6 52 1 1 )
o QK #RgHkg=Sy . o
B C Qq-X +X #Kg=85,
L (s v R ’ .“\ L
< Here we assum'e that X; is the known data value and the user
t ‘ ) ' \ .
- wants to know the value of X,. X, can be determined by:
- ' | " Xo= & (S:45 -(5 +5,))" |
q SR 2™ 2.(5)¥5,7(53%5, -
2 fe 4

To the tesults in 14, 15] we add the following results.

1 N .
:°."S(N,k,kj-l,1)'2 N ' ' R '

N

The proof 'of this result is' trivial. " “Por oxanole

. - consider the case -i-4;

. . greater or gequal to 5.

arid we want to solve for Xye

) \ .
o queries: . v

we then have S(N,4,3 ;)-2 and ‘N 151"
Assume that x1 15 the knowh element

This is done by sking the two.

}

i
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' . data bases. First, the free flow of useful statistical

v

2.3 DISTORTING THE DATA OR QUERY RESPONSE.

,by some small amount before it is released. R unding By

1Q X FRFRHRGES) ‘ K

k ) S
. DL QZ—X +X3+X4+X5 S2 ‘ ‘ o &
and X3 is determined by
- N ~ ” - %
XQ—X1-51+52 .

The results of {4,15] show that controlling the overlap "E
A T . > & - i
in queries does not help secure the data base and that the

implementation of such a control would be very costly.

@

An effective method of preventing a user from-isolating a -
record by overlapping queries is to partition the data base. )
Records are stored in groups and que}ies may apply to any set J

of groups, -but never to subsets of records within the same
group. It is therefore "impossible to 1isolate a record.

Partitioning has two severe practical limitations in dyfamic
P ¥ 3 ' -

information can be severely inhibited by 'excessively large /’
groups 9r by ill-considered groupings. Second, forming and

reforming groups as records inserted, updated and deleted

from ﬁhe data base can

ijdﬁjo costly bookkeeping.

Several studies [8,12,16], have bean made of rounding
schemes Eor modifying the answers to queries. These methods .

aim to prevent inference by perturblng the responses. " Under

direct rounding, the answer to a  query is rounded up or down




\\\/. of valies containing the confidential

., o

v} N d ¢ “ T R ‘
. ; H
e - . ——

aading a randpgm value is notdlways sécure;gfﬁé;ikhe co;rect f
'aﬁswer can be deduced by averaging a sufficient number of
responses, to ‘the same query. Roﬁn@inq by adding "a .
pseudo-random value that depends on the data |is préferd%le‘
because a given ‘query always returns the same answer. The
methed can sometimes be subverted with trackers, byh adding'
dummy records to the data base [16], or simply by comparing

the responses to several queries in order to narrow the range

alue.[22] 7

In [1] Haq studie$ the behavior of a data

teturns approximate answers to_ﬂquezigs. The

query is given by the system within an approxiRatio

answer tos a

'Haq also assumes that this approximation factor m, along with

the upper and lower limits of a response is known to the

N

Gger; Using these restrictionsS\and assumptions the author

e

found the following results:

+

N
THEQOREM 2.8

>
a

-

There/ is an exact discloedfe from a specific query q if

\

and only 1'f one of the following holds:
]

=z, -

a) A? q™™

b) A =Uq+m

where L and U, are the lower and uppern limits of the

q 9 .
. t 13 . - . L
response Aq and Aq'is the pérturbed response.
| ‘ o ¢ ' ‘ "«sf‘ _
' s * ' ‘ ¢ /\
ﬁ L ,,“l . - “ *
¢
~ , ‘?n-:’.‘ . \ -
S .
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' For a proof of this theorem see [1]. \ AT
) P i

This result {is "trivial as ‘the following example will

. demonstrate, .
& g . -~

4

. .
Let m=5 and Lq=100, if the response Aq=95 then condition .

(a) holds. We know that A HS within m of the true answer ;
/
theteforeFQOSAqgloo. The user .also knows that Aqgloo. since

Lq=100, so we have IOOSAq§100; therefqre Aq ({the true answer)

must be equai‘to 100. o ' ‘ . .

\

.The results metely show that if

a user has enough
information he can compromise the data baZe.

- A
v .
;e v

A more realistic example of d\ﬁtorting the responses is

)

given in [13]. Here the authors .introduCe the concept of,

‘"Weighted Sum" queries‘;pféh’has £he form:
i k \ ‘ <

o " Q(Key, ,Key ...,ﬂﬁy )= 1 a.v..
> 1 27 i k §=1 3] ' g L

Q; where V., is the value of the data field of the record )

J . S,
associated with‘Keyi and the weights aj are unknown. Under

P S

"these assumptions the following result was proven. .

THEOREM 2.9

If Vp is known for at }east one Keyp then it may be possible.,
to determine L .

. a) the value of k additional keys with no more than - .

‘ »

k(k+1) queries,and &

a \

- b) the temaining N-k-l el@ments of the data ta[l wizyfan




.

T

+ ————— . -

Proof: See [13].

. weights a.

additional N-k-1 queries.

’

Thus complete compronfise is possible within k2+N“4
queries. ‘However, this result is only possible because the

are fixed by position and not associated with any

i
one record. This {guld cause 1den£ic5§, queries to have

one would have ta give responses that are very im

,~different responses. For example assume 1 10, V,=15, a,=3

B a B -
amd a2=2. Usinq the query method in [13] we get:

K SUM(Key, ,Key,)=3°10+2* 15=60 :
 SUM(Ke Z,Keyl) =3°15+2°10=65

\l one associate's. with every record a
perturbation factor, i.e. the value of 'the data 1itself |is
’ \ .

perturbed, then exact éompromiéen is not possible. The

problem here is that in order to sedure perso

heénce we may’question the uséfulneés.of such a data base.

4

Random rounding and perturbation can be

" are dealing wigh large numbers, since the error‘introduced
has minimal effect on the data; however with small counts and.
 small values the data ‘can be severely dlstprtgd. Also we

must be careful when dealing with tables ‘eandl cross,

tabulations to make Sure that totals and sub-totals add up;

.

correctly. See [8,9]. for discussions related to ripaom,
, - ﬂ ¥

. ;‘ﬂ;;;a;%$uﬁding. L o '.’i S

R e

useful when we ™~
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v

2.4 RANDOM SAMPLING.

Ail the controls lisfed above are subverted by a single
basic principal of co;bromise' the user can' control the
composition of each query set, thus enabling ‘gm to isolate a
single record or value by intersecting query sets [22]. In

random sampling, a user ‘may apply responses to a set of

‘records no longer selected by him. This prevents compromise

Y deprivihg the user  of the ability to isolate a k

record. For example, the 1960 U.S. Census was distributed

¢

on tape as a random samﬁle of Epe.reco:d in 1000. A user

would then have at best a 1/1000 chance of associating a

\ LA
given record with the right individual.

[V

However, ‘in a small to medium scale data base, a small
fixed sub-sample would ' not be staé!stically signi%icant and
would qot represent the eurrent status of the data. For this
teason, random sampling has ‘been iénored. as a éossib}e

infetence control in modern statistical data base sifxems.,

Al '
A
- »

o
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— CHAPTER 3 .
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~tT | . ‘ \ f
: ) - PROTECTION OF KEY SPECIF;ED DATA BASES z
. | o . , .
o SV | | : !
As we have seen in Chapter 2, controls such _as i
restricting the overlap between any two queries, rando
- . i W“‘ ! k
perturbation and fixing the size of the query have not bee L
Y . , oo . .
successful in securing a data base that allows key specified
N gueries in the system. ' N R (
P ) , N \
/ ') In Chapter 1, we introduced the concept .of a select1on J
o query. ¢ A selection query is a key based qqery bf the form:
"What is P of the following list of k employees?‘ Where P .

is any legal selection query predlcate such as MAX, MIN,
" ‘ S

LARGEST, etC¢ ' : . - .‘ , 4

-

MEDIAN,

It has béen shown in [2] that every sufficiently large™.
. data. base can be compromised by selection queries (regardiess

. . t
-of P) in no more than m(k)$4k2 queries. Thus no sufficiently

large data base thpt allows selection queries can be secure.

o

It ls, therefore, dramatically clear that protecting such

a data base against compromise is very difficult. This leads

. us to consider ‘what happens if xhe’data base can "lie". &
-~ data base thﬁt lies is not .bound to give truthfulbanswe:s “to’
,querie§; In [2] a strategﬁ%of lying is reported .whereby for

a query that requests the median salary’of employees N1 “2"i

-~

t T———T
- A




9

° -

.70 ‘( .

A
N3, N4, the system returns simply the salary of one of the e
employees, say N;, whether or notsN, is the median. .This \
approacﬁ seems entirely reasonable; however, the main result

A ]
in (2] is surprising:

Even a data base that lies in the above  way (i.e.
answers a selection query with the value of any key
in tbe query) can alwayé be compromisedﬂ (and in
relatively“few stegs). ~ , ~ A

AN .

»

This\\shows tﬁ}t any data base, permitting key specified

queries, that returns exact values for all queries can always

. ' | \\\7

In section 3.1, an attempt is made to introduce error in

-
be compromised.

' the response of linear queries in such a manner that the
level of error is minimum; but the errors in the inferred

values can be maximized. Unfortunately such min-max method kA  #

"does not seem to work well all the time and we shall comment - 9

.,

gmy this is so in section 3.1.

) Inwsectién 3.2 we will discuss. “forbidden query sets",

] A . ‘

This set contains queries that are forbidden, i.e. if the
L ' , ' . ) ~

response to these queries are not given then the datq\base is

®ecure. An algorithm<.that determines the content of this
forbiddén query set will be 'given and -analyzed. We will
;discugs the - implemeﬂtat#on of this method on,a small and

_ medium size randoq data base apd'?iscuss the résyltg. . :

y . . a : .7
N - ' .

-



Avme i e e i e 4 e

=
Ve

&

Y

P

71

- B4
The main thrust of this chapter is to give methods that

-lie on key based queries so thatlthe integrity of the data

[

' . -
base is not undﬁfy affected, the response statistics are

close to true statistics and the inferred individual values

have large ertordt

3.1 USING CONVEX LINB?R COMBINATIONS TO SAFEGUARD

A KEY BASED DATA ‘BASE. L )
AN

In this section our discussion will be telated9 to key
: . 5
based queries and th behavior of compromise when an error is

y

introddg;a in the responses.

Consider the following examp¥e. A .data base has” 3

o .
records (N=3) -and queries specifying exactly 2 records are

A

allowed. The following/j;fted can be set up to solve for
@

individual valugé. “

QU =AVE(V) Vo = A)= —5—= Ce

V1+V3
02=AVE(V1,V3} =.A2= 5

‘ v2'+v3
Q3=AVE(V5,V3) = Ay= —3 .

A

The values of Vl, v2 and v3 are cqmppted as fokiows:
V1- A1+A2—k3 }' ‘ :
Il VE.-Avl +A2I +Aa : * N -, ]

»
J— ]
v e s g

P




%
N L ™9 \ g
‘ Y
j g L - N
‘ We now assume that some error is introduced into Ay such j
. ‘ . .
that A1=A}‘+ci where Ai is the response to Qi' AI Is the _true é
answer- and €4 is the amount of error introduced in the §
response. The wdy the error is ihtroddéed‘is through convex a '
Iinear combinaﬁions which will give us a weighted average of Q
~ !
(Vy/V35), (Vi,V3) and (V,,V;) such that
/ * .
. J "
P 3 MIN(VLLV3) < weighted average of (Vi'vj) ; MAX(Vi,Vj)
/ ]
The weighted average of a ‘query is computed as follows:
‘/. . . A(Q)-—- alvl+02V2+o ..+(!ka ! ' ) ’ . |
’ ul+a2+...+ak J <
. e . , -
S0 when k=2 we get the following system:
. ‘ N v ‘
A; o . - 01V1+62V2 T_ V1+V2 ‘ ! : . ‘ .
-4 ) R al+u2‘ 1 2 -
. ) e .
s a)VytagVy AT ViHV, . (3;2)'.
» 27 Ta Fe, 2" T2 : o .
aaVota V. V.4V .0 | ’
e A= 22 33 Al 23y 7 {3.3)
) 3 ¢2+o3 3 2 ¢ -
< , : © .
\ 7
We want to éhqose the a,'s such that L
¢ - - “n
Ai'h’f .
E1= { &
aT [~
S |
" ST for all i, where ¢ is. an upper bound on the amounf of error
o ' we will introduce: Another criteria for choosing the a;'s is
J . " that. we want to maximizeé'® B * a
5 . D ' (] | . ’ ]
“ (- L B vi-vi ' ! ’ . " ’ ' TN
=B o e .
.w‘ - . -’ .
-~ ’\j. b .
’ . : < . Lo . .
R O ¥ S ETLRY.. 1T M AT T
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<

‘He;éu V; is the valde

A, and A

erroneous responses A 2

1’ 3

]
Therefore our aim is to maximize Ei

. » .
‘for all i.
"Let us now' analyse the behavior
k=2. "Without . of \ generality,

a
v,- N

Vo-Uy

37V

=MI&(!§L

(1-¢)) U, =MIN(V,,

where

L MAX (V), A](1-¢))

1

U aMAX(V., AT

//}5-. 17 A
1Y % N

o

- . e a
. Set P= L and Q= —3, hence &= -i._
e COT ey a3’ Q
t‘equatijns (3.4), (3.5) and (3.6) we get
‘ ek . - P
@ ) G(l) < = ¢ H(1)-- ;
L { > Qh* ﬁk o e Q
' \W © GefR) < Feng) v

- ) ’

[ G(3) < Q CH@),

assume V;<V2<V3.

') equations (3.1), (3.2) and (3.3) we get

i T ' '

which is the resulting rglié}ve.etror in the inferred values.

of V; inferred by the user'from the

€

while keeping E; <

-

of such a system whéL/

-/

From

4 -

(3.4)
(3:5)
(3.6)
& -

A] (L+))

A§(1+:){

e

~

Substituting this 1into




) a

bounds of Bo 1,
- 9 as

G(2), H(Z) for those in equation (3 S); and

where G(l)’ and H(l) correspond to the

equation (3 4);

— T G(3), H(3) fot those in equation (3. 6). The six inequalities

. “in

in

N

equations (3”7), (3 8) and (3.9) must hold fot anyjchoice‘

. G(2)

of the °i's if we want to

all.iu
T
5

J

satisfy the

condition

-

-

‘for
*

Cen

The following dﬁiure shows the region determined by the

Bi<‘ is true for all i,

A

“

o

FIGURE 3.1

'

a(i) —(-2 o '/Ll -~

P b

The equations

for Line

1
constraint in equation (3.7):

e

and ‘Linez

° =7}
- . .

T .
i g K 4 LLinez
}

4

G(l) < 5 < H(l)

(o]

w

Line = P=H(1)Q

f .
H(2) ) Ry
come

T

set of linJar inequalities. For °i's ‘chosen -in this reqion

.

from the

Therefore,we have the following - equations for ﬁfnel and
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L3

- . 4o-choose the o's within this bound such that g

"1

the error 1n the infetred &alues is. maximized.
2, 3.is computed as follqwsf~x'

= A / ) g

\
“ . \

\\
t

) . L.

SN

"i

1t 2"‘3 §- - . Va

4

2 . . AR »
D - 5
0 ' . '

‘. . .

. - MY .. '_ | '
o | V= A1+A2+A3 ; n
‘- // N
) therefore ' =
. ,‘ ‘, T ] IA1+A2 3("vll . .' . .. ‘L .
e © g ) . , . Bl= v Y . 4
! ..m . o . 1 \ . ' ,’/ , .!
) . ‘ . -
A . o 1A = +Aq-V, | ‘ .
s, . . N ) V . <
g , t c 2 . . - R 3
e - . ; R .
e, . . | ‘E'- '-Q1+A2+A3-v3l " N S
'“. 1 - ' - 3 \V ; . s ' -
Py ‘,en ! ! ) .

Q

"‘ﬂ % '¢ . ?
S Cop oo L@
t ‘e . ' ' h ’ Y * !
L 4 Co .
b ‘. . < > 75 !
R S S | . : ~
. e Line,= P=G(1)Q ' AN ' ,
B S e ' " _’,? / . X ‘/\ | \
ST We' now. have a bounded region for af) aé and aq and want

f i=1,

=3

L

L0 Replacing the a's in equations (3 1), (3 2) and (3.3) by«v

. a
oo P and Q, where P- ;l and Qa =2 e get the following° .
. - ? - . T 4 3 ¢ 3 ¢ - : , . ’f. . ’." '
R T L K SR SRR
’ - . A -L—l.'_—__g. S - . K
. o . 1~ .

N P+Q- =~ » T

e

@ ﬁ:

vh

gm
m:;,i
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r B e e e e
>

‘ . ‘ o - w \'/f ) i
. } - 4 76 " - ) e,
. : B A \
¥ . . ) s
V?"‘\‘ . - L] . A -
'} P and Q. Therefore - i . ' L .
T - . -‘, ' _v ) \ ! .“ R ‘
- - 252y (v , 2 0 o Y .
. 1QE-P%) (V4=V)+Q(1-R*) (V,=V ) I o
. Ej=fy(P,Q)s ————= — : T I |
'V, (14P) (14Q) (P4Q) . -
0Py (v (102 (Vi)
. Ezafz(plo)= \ B N
o K T ~ V, (L+P) (14Q) (P+Q) )
I‘ - o 2 o2 < “
g (P(1-0%) (V3-V)+Q(1-PE) (V3-v,) | .
B ‘E3’f3(.PrQ)=' o g ( B
. | L V3(1+R) (140 (PHQ) S
. .. ‘e ' ) " .

-~ The problem is ‘now one of -optimization: we want to

e /‘1\

optimize (find the maximum) of f (P Q), f (P, Q) and fj(P,Q)
stibject /28 the constraints in equations (3.7), '(3.8) and .
v . \‘ . !
(3.9 7. - - R Lo S
— . L] . : . - L
EXAMPLE 3.1 o 4 ', L
; Ll ‘.’ + ' ' ) ' \ r ; i - ‘A ‘ _’—f )
N For example; cong;dek\thea following case; “We have a -
syétem ' that allows 'queries about ‘any two individuals. .
Theref&re to set up a'system of equations 'we will need 3 . '
N J
queries invoLying 3 recotds. Let %he values of these reco;g\; P

be 100, 200. 300 espectively. We- theu assume \¢-0.10 (L.e:

»

', we allbw at most,a 1o percent error-in the responses). We .

‘. . f P

now bave the\tollowing iﬂ%ormations r .. f'
S




s
£

. ‘ >V1=100 Ll=l35 Ul=165
. . . V2;200 -;2=180 Uz=22?
. , V3=300 L3=225 U3=275

' | .
o Vet 4 | r

Using these values we determin;(that th§ limits of the

¢

ratios of equations (3 4), (3,5) a (3.6) are

) ) . ’ '

™ 7.% .13 ©
' ) . . 'r§< 02 <-—7
. . l" al . 4 ' ’ ' ) v
' r 2 _ 1
\ . -3-< 33 \<% : - : -
4 . Y . — <9 . .
L3 ', 3 3 L7 ' ' .
e v I . & - S . "
J © . and from this we get the constraints: o ,
. ) r _ ¢ c
& , 7.P ,13 ot L. '
. ‘,'ﬁ<'6<-7' | /
2 3 \ . )
. , : ﬁ( R(f ) 4 LY “
s C TN - 1 . . .
] 5 < Q<3 i . .
) : ) Thé first cqnstraint gives us Line1 ahd Linez, while the f ter
' other two constrain s limit the ranges on the P and Q axes. .
St ) "p, [ ' '. 1 '
I Figure 3.2 shows the region in which we must choose the °

i B . . - ‘ (. ’
B o's. in order to ga:antee that Ei<k for i=1,2,3, .-

'“ . ’ ';"Using a well knoun optimization technique we find the

°

“ .

maximums of £, ,f2 and 53.~  S5 L : L ‘

N v

. . ’
. L TR 2 e ——— T T e e ot
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f o FIGURE 3.2
| ) 0. RE 3
- (. 3T
J .
[ Pad " B \
ﬁ ' .
1 v, LZ
s"v
) 1
. ) . 3
. * » . \ , -
» » ! 1 2
- 2 3
. 3 2 s 0\
v . . 2 26
MKX(If 1) occurs %f P= 3 and Q= 71
- 3 E 3 210
. L, ‘ énd at P= 1.5 and Q %
~~‘MM((I;‘.'ZI) Sccurs a‘t P= 1.5 and Q=.;%.
S S pa 2 - 14,
x . | ) §n¢'at P 3 and Q: 39 -
. MAX(If 1y occurs at P= 2 and Q= pL
‘ - 3 39

-

. [ - T -
.. .
- - - J N < . . . \
. ” . R . o

(wZ) \_ ‘ ."4. ! ‘.'

5
(Wy) :

(w4) ' S ",’ '
Y .
wp

. ,‘;", :,Lf "'As we ?ee e maximums of. the functions r"at' ’
) \ | inxexsection points. Therefcre to determine at whi 1ppiﬁts
‘i’ff« ;;i"i the maximuM\occurs, one need only evaluate the functions 'at

I  ?N:,;.‘i each 1ntersection point and compara the results. Let uéinow ;ff

examine the maximums.y_

gt

o
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This says that the miﬁiQSm error that can be ' introdliced

Yn' the inferred value of'V1 is 40.32 percent if we use W, or

W& as the coordinates in determining and

all 02\ 030 To

determine eke ,a's for any given Wi, we set q,=P, “2*& and
fa a \ .
a,=1, since P= —l and Q= —Z h '
» 3
r 3 o3

i 1
. A} )
The chqise of which w=(P,Qk to use in determining the a's

i funcgion £; such that MAX(f,} is the minimum. Ihn,the above

. ‘éXample |y

Assume we choose w2 Thus we

«

o Or W, is: chosen.

.

will have al=1 «S¢ ay= II and u3—l, and a.yser will receive .as

\ responses to ihe queries

v . «
N . ' -, . ° . . . ® ' .
. - QUERY RESPONSE (:I'RyE VALUE) REL. ERROR ° k
. ” Py . T
“': ‘. AVE(Vl,g;)=f65.00 ( 150.00 ) 10.0%
J‘ \AVE(VI,V5)=180.00 ( 200.00 ) ' 10.0%
< ‘ o, . . , ' :
AVE (V5N =226.42 '( 250.00 ) 9.4% |
. ‘A 4
. %, - .
- Froﬁ‘f%esg three queries we have the system: SL/'
. * . ’ . : . ' e
J110 Vl 165.00"
| ] . /-v
101]|v,| = |180.00f ’
. . . ', ) ’
. ' 011} v, 226.42] -
- I I '“U_ ! "‘ h\‘
which has a unique solutipn, . N N

;-ua §8 ' (v,=100;
. . ' ‘ ty e : ‘
V,=211.42  (V,=200;’
) ‘ y;-zu_‘, @ ‘
— - . \/ g

REL. ERRORa 5.71 percent)

REL. ERROR=18. 58 percent)’

V3=3004 . REL. ERROR19.53 percent) .

&

is made by phoosing‘éne/of&fhe maximums that occurs in the

Cal
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»'This approach attempts to maximize the relative errors in
the inferred - Yaiues v;, -(i=1,2,3) while maintaining the
response error beldw € This |is p?ssible‘when the three
.values of the system are known., For example, if - we have . a
data base with 4 records, N, ., jﬁ:, ‘Ni and N, and a user
requests AVE(NI,ﬁZ). In order /igl determine ;zzx\a's the
syétem must know the value of the third record that ié to be
used. ?his can be efther N3 or N4, therefore one must ‘hav?l

“an approach’to determine the value of the third record.

We have‘ gonsidqred two éf?roaghes; tbe firét one_yily
_prgdétérmine an o for 9qcﬁ record (the ,*s are fiked); while.
in the seconé 'a&érpach, tﬁe a's will be determined at the
time of querying (fhe i's are not fixea forleach record) . We‘
will assume that 'a da?a b;se has N recordgignd a query can
asL statistics (averagé) agout any two Oof them at a time

.(this can be generalized for a'qﬁe:y set sized>2).

"The f£irst approach \ (fixed 4's) is described\ in the
following-algorithm; | o i ) "

' ALGORITHM 3.1 . 3 ) h :

) Ordet.the\sjjéfas such that’

a

- -

- h .9
. ' ' | Cbe Y
. 2) Divide the data‘base 1nt%,k+1 groups as evenly as
: : g o C RN
possible, 'where k is.the size of the query sat (k=2 . "
i : . ’ . . . N . ‘. .:. . . "\,:,’“ ‘\‘ ‘ i 1:
R - in :our case) ,. Lo s JRERTEN . D o
- N S VRN BN ST .
T R &, T A ]
. e Q’Fx.‘:' ’{. . I"‘ : :VV‘ ‘ .-‘ a .
a : t & i I A ‘,Lfl‘ N ‘W. o
S e \ "




‘ ' , - /
7 K 'J ) . : - <\
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w
l v
? . ' . ‘ 1 -(Vl....,V ) - )
2 —(Vx+1,-..V2x) N \/ ' s
» ¢ ) " ; ¢
~‘ [ ] 1 \‘
N . : Crs1™ Vigypre oo Vy) sy
A ‘ B ’ :
. N ‘¢ ’ ‘
where x= T ' |

+

3) Find a group representative for each group. " For.

: example we may have the group representative chosen
1)‘ ) Rﬁ . ' N

" .98 - ‘ ‘ | P

‘a) Avgraqe (REP1=AVE(V1, "'Vx”

. ’ . V ) -r, . . ‘ )
; » © ,or b) Median (REP =MED(V{7...,V,)) T s
_ N , 2 . ‘ .
; . uwhere X= 3T . - \ .
. 1‘ A | ' I4 ‘ . .
. , - 4) Use the group .representatives| RER;, (i=1,k+l) to
Coa e : Ty
’ determine uc%,each group. , ) -
A Fh ' .. ’ b / -
e 5_)\ Determine individual o's for each record as follows:
o " for each record in gicupi do - ~
§ © . ' . . _D_j_ _ R L
. . s = - ‘ : Lo
é ‘ 5 \ . J aGi \S N
: i ) , here D.=V .= ‘
e ' | where 3 VJ REPy B | .
‘ % R and  5%= ;D§ L . ¢ ‘
b 7
| *& . Do (5) for each group Gd,&ial k+1
E . 6) Now all the "a'B are dete:mined; answer query
R s oL N -
% ' AVE(Ni,Nj) with o gr )
¢' ‘ . = 1 g . . ANS’ ‘GiV1:"ajwj . o . ,. ‘ . . ,“n . |
| S Rty oL, :"{ . ‘Qﬂ-‘

The tﬁaximization algwit m, which deteminoa the best .q 's




’ records not in the same group. w -

:‘;{; gtoup rspresentaﬁivqso

oA et R

12

. . . 1
values are best when the values in a linear system are close

to REPi, i=1,k+1. Therefore, if we hEVe a'sysfm('asking the

queries: \
L AVE (REP, ,REP,) Y
'AVE(REPI,RE}PB) i . ) .
AVE (REP, ,REP,)

we would get "best" results. However, since in any query we

will have recordé ‘whose values differ . from the group

representatives, we cannot predict the error in the results.

The results are classified into two groups: queries that

involve records within the same group and those which involve

\’,

¢

)

»

. ' K ' :
For queries involving records in the same group, the

' "

effect the o's havé on the errot depends only on the

v i ' -

devi;tidn introduced in step (5), so we have no coptrol, on

;he error introduced ' in the response (step 6). 'Th refore,

>

[ ’ N - "
the error in the inferred valpes is not maximized.

' x "

U X
For qugries involving records not in the same group the

* results * are’ bette;, but since a, walue can difﬁet

i

' the response error -and inferved error is minimum.. " -

-~ f LN .
4 ° ] N 0 N v o e € [y

. We ran tott on. data bases containing N0 rccords and 100

}- tecordb, using both the avarage and nedian value\\fpr ~the

significéntly from its ég&up_representatiue, the control on.




»/ o v

to.agree with the dbove- observations that control on 'the
error introduced in the response is lost and the error in the
inferred values is not maximized. In some cases, the error
1d the response was as high as 60 geréent.‘ With such a lack
of contrael over the amdunt’ of error introduced in the
response, this approach would render the statistics of the

data base useless. -

v

The next approach.ié 3n attempt to regain ”gdre control
over the amount of error introduced in the response. The
algorithm does not predetermine the weights (a's) but

qpmpu;és‘their values at each query. Therefore the weight of

-~

a certain record is not fixed. By this we meafi that two
. . [ o

différent” queries involving the same record will not

' necessarily/ have the same wéightt For example consider the

’

queries. T o . L N

a1v1+a2v2 | S }
atey - i
. GIVf+¢3V3 \
Qz.AVE(Rl 'R3)‘1 ul+a3 . i ', , ' ’

0, "AVE(R ,Ry)%

" . 2 R ; ., . ,
yeré]al in Q is not necessarily equal to ai in Qye

: ) .

The goncept of this agg;oach is that if the recoxds of a

'qugty are ln the same qﬂdﬂq then we subdivide the group

‘until the records are'in different groups. This will take

b4

‘

8nvolving recorda bolonqing to the. same qrcup. 1his approach
m

is outlined in Algorithm 3. 2 (this can be &qsily chgnged for

- care.of the 1ack oj control in the rdkponse error £or queries‘

ol e S




- ~ ¥
| . © 84 - /
. k>2). ’
N 9
: . 'ALGORITHM 3.2 4 . S -
b - : | ,
= 1)', Sort the records such that '
. & V<V <y l | I ; . |
. \ . ' 4 ) . ' iR o '
b . 2) Read in a qu9r9 Q=AVE(R1.,RJ- ).
t \ : 3 '
- 3) Initialize the boundaries of the data base m-—l and
J f' . mm=N (initially all the records are-'in the same
; . roup) . . ' : ’
{. ,, .g oup) ‘ ’
AT RN ' ‘ ¢ | ‘ ¥,
4) Divide the data base (or group) into 3 groups. .
‘ c S5y if Vv, and vy are in the same group G then * \ ' '
o ' " 'set m =lower boundary.of G , oL ‘
) . mm=upper boundary of G ‘ : )
' * N ) else go to step’(8). *, CoL '_/.‘,-"' . > b
i ' d) If the size of the Sew group is less then 3, then-»" I
‘ - ., 'extend one of its boundaries by 1. . . ,
- u Y ' ) . ‘ t
; 7) Repeat from stép (4). . e o
‘ , “ N 8) (We now have 3 groups in which. v1 and Vj are dot ~ {n ‘
.the same group) "1 . . s ‘ /o -
%}\ . Find a reptesentative -for each group e N
L’L o o a) REPi-averag.e of group 'Gif i=1, 2 3

' . b)s Répiﬂmedian °£ 9rouP Gl' lF,Z 3 . - .: ,‘ : . ,
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. - . groups containapg Ri and Rj

average 6t the median for the other group. - g

and_‘{?e either the

¥ R L A E g A3

TS |

' 9) ComputeKhb » 8g and a; . / ] \
1l . 2 3 i %y

PR SRR NPE SN

: -#) Compute individual a's for R; and Ry
- . . \ © ” N ‘ ‘
B S ) . D, _ % -
- a) A= aGi -~ g (for g(a)'w B(b?) | : ) i
. b) °1F“Gi (for 8(c)) : '

.

’ ) Dj and S is the same as in Algorithm 3.1, ° ’

(repeat for uj) I

o e ke A %

11) Return the query response as’ ‘ °

1 " ‘7‘ . R .
" ' a,V.,+a.V : . 4 /
Cy 171 J ; .
- ‘ * 4 S B ‘ - ‘
[ ‘,\\ N ! ~
' ) ¢ . ’

L3

s;;p 8(a) or 8(b) \is uséd, we encounter th7ﬂsame

N, ) Aiff cpltiés_as“ in: the previous method. Howevér, these ¢

difficulties

are less noticeable because ‘the group-sizes are

]

smaller. .This causes the differencé between the actual

S

*’—

record value and the gtoup reptesentative todyeuless} hence
t

. 7 we get Better results in gepe:al, but we  gtill dan‘ not

I . / ‘ ’ ' N 2 s
. ‘‘contrrol . the error ' in the response as much as we womdd %&keg{
’ I . ) - ' j ’

[ to‘o : L ‘-

f
- ’ Iy

1 ‘ : " ¢
A ] R .

If step 8(c) is used, we;have complete ‘control over how .

.muéh errot 1s introduced in the response to any query, ‘since -
the a s for each query ateilkmputed uslnglexact values of R,
and Rj along with a vdlue represehtdng the third group. This- '

alloum us to- keep ‘the etror in the tesponse within a .cettain




e e g

ke o T SO

-
N 'J ‘
..

S . AT A+2e ] /

1£ wa_ retutn the tasponse auch t.t\ t it 1193 uithin A:he shaded“‘f

. . ". " ) N ) L.
.range, say plus or minus 10 percent. As we see, using 8(c)

allows us to control ER (error in response), however we do
not have much control on the error in the inferred values:'due

to the_ fact that each query is "answered independently from
3 N )

each pthgr' while to infer a-value of a re ore than one

}
queqy is needed. However,\if 8(c) and 10(b) are used we get

\\good results from test runs on sample data bases. /By "good"

i

Vg A
we mean that most of the..inferred values have error greater
. . . L}

/™ . .
_than,thgnmaximhn érror allowed in the query responses.

Wt
-

This whole concept;of trying to maximize the error in the
infgrre? valdeéApy cpﬁfrollihg the:error in the responses did
no; probe to be éucceiifulf\pecéuse, asyak\have seen, Wwe pén

Lonfj control the response error éuph that the response is
- within a certain fange "of the .true response.y This is

accomplished in the second approach “(using' 8(c)) 'where we

.
= =

need. to compute a new set'of weights\for every query, which
~ is a- lot of’work. We- can accomplish: thé . same thing by

finding the true response and. then'perturbing‘it in such a

way that the response falls within the desﬁted range. g -
T RN S - . T
‘!‘. N /; i " N [
‘ For- example S ‘ ' . b

- » o ‘ . AT-e . \ ' ' . GAT"’E

%>
—'
3
o

: Fttaﬁv“wt will achieva the.. aane results (or rosults whidh ate“*

! -« " ="

‘uork¢x~
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set F with any systemi is not the emdz;isef and the s&ze'lFﬂ

is minimum. By this we mean that at least one query in every

sf!%em belongs to the set ﬁs A possible forbidden query set

" F for our sample data base in Table 3.7. is

: F={Q(N1,N2,N3,N4) ,Q(N1,N2,N5,N6) ,Q(N3,N4,N5,N6) T

By dissallowing the 'trué responses’ to three of the

f1fteen poss1b1e queries, we make it 1mpossib1e for a user to

infer any exact information by solving one of the six ‘linear

.8 '
systemﬁ'pf equations.

To simplify the notatxon in this section we will let the
records in the data ‘base be identified by integers. In
Table 3.7, the record identifiers N1 through N6 will be
represented by the integers 1 through 6. | A subset of the
integers will thefeﬁore répresent a query, For example
SUM(1,2,3,4) represents' the query SUM(N1,N2,N3,N4). A

system, as defined earlier, involves k+1 queries and k+l

records; therefore the subset (1,2,3,4,5) represents System 1

. ) !
of the systems listed above.

3 !

Let us now consider- the complexity of determining the

forbidden query set F. Our first aim is to include at 1least

one query. from every possible system in*F. If the set F

contains all the queries then this goal 1is achieved. The
second aim of this problem is to determine a sét F that has

as few éueries in it as possible. Let'chi) be the set of

' systems that. contain . the query 9y For example let

)
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q1§(1,2;3,4),\then C(qi)=(system'1,system 2} for 'the' data’

" the set C of each query in F is as distinct as possible.

-

‘base in Table 3.7. The minimum size of the set F occurs when

L3

. W o, ! .
Before wer discuss a method for obtaining forbidden

queries we need the notion of "max imal independeni set" from

Graph Theory which we shall explain below.
' Iy N “ . . r

Let G=(V,E) bé a graph G where V is the set of vertices

in the graph and.’f is ‘the set of edges in the graph. A

——

_Subset 5 of the vertices of G is said to be "an independent -

“

set" of G if any pair of distinct vertices in S are not

!

adjacent to each other. A "maximal independent set" is an

A} .
independent set ‘that is not contained in any. other

‘independent set, R . . ‘ . .

.
3 ‘.

It follows from this definition that the vertices not in
a maximal independep£ set are adjacent to.at leastvone of the
vertices in’ the maximalv indepéndent set. A 'maximum'
independent set™ is the largest of fhﬁ maximal”independent
set;. ‘ ‘ | !

) R

Let V be the set of vertices in G corresponding to the

set of all possible queries i’ 'a data base. The set §

contains all possible systems of a data base. Two vertices

arefadjacent 1f and only if they beléng to thé same system in
S. Such a graph will be called a “"query graph". Consider
the exémple of a data base with N=5 records allowing quehies

of size k=3, In Table 3.8 the sets of possible queriées and

SN
n

5
e e ——— b ——— . AR
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-

systems are listed.

_)‘ \ @'
‘ 96 L \
A
oo i ( TABLE 3.8 . w
POSSIBLE QUERIES POSSIBLE SYSTEMS
0;=(1,2,3) S =(1,2,3,4).
1 Q,=(1,2,4) ©85=2(1,2,3,5) . o
Q4=(1,2,5) . J " 83=(1,2,4,5)
Qy=(1,3,4) A S4=(1'31f:5) o
Qg=(1,3,5) ~ o Sg=(2,34,5 . . .,
Qe=(1,4,5) : ‘
©1Qq=2(2,3,4)
Qg=(2,3,5) AN - °
Qge(2,475) .
Q)0=(3,4,5) S ‘
. a L

. Figurq\

and_k=3.f.

3.3 .is .the quer} graph for S\ga;a base with N=5

‘¢

v

'
L] . . !

" FIGURE 3.3

"




By finding a maximum independent set ,of the graph 1in

Figure 3.3, we will determine the largest number of queries.

¢

v that have distinct C(qq)'s. A maximum indebendent set for’
the: graph in Figure 3.3 is MIS=[Ql,QG) and.C(Ql)slsl,Szl and

© ClQg)={Sy,5,}. | :

+

-

Therefore, by including Q, and Qg in the forb%dden' query
set, the systems C=C(Qlqu(QG)={Sl,82,53,54} become
° ' /pnsolvable. After this step we see that system S5 has not

- been cancelled. By a canqelled system we mean any system\of

which one of its queries appears in thg set F, The set F is

S

complete yhen all the systems are cancelled.. .

-

t

The next steﬁ\ in this procedure is to update the graph

-

and fjnd‘thé maximum independent set of thé updated draph.
N The queries in this set are then included in the set F. This

! ,' ‘ step is repeated until all the systems have been cancelled. .
{

L

In order to update tﬁe graph, we first delete from the

formed in the same manner as we formed the original graph d.:
Once this 1is done we delete from G. and from V (the set of

vertices) all vertices that- have degree equal to zero.

a

In our example we initially had the followin§ sets:
l \-; \ ) : -
| 5181483453885}
v-{Ql""'QIO}
E={ (v,W) |v,weV;v,Ww eto a same system in S}

G=(V,E) is the graph in Figure 3.3

g G 3

. . . . VA L N
set S the systems in C(q;) for all q; in F. The graph G is

~

™

o

!

{

i




'see that S is now empty.

98

N
\

1 t

We found that a maximum independent set of G was' £Q,,04) .

] .
Updating S we get S'={S }. We can now determine Fhé set

d

L 3

A\

’From this we see that vertices Ql\through Q6 wili have degree

equa} ‘to zero. Hence the set V pecomes oV '{07'08'09'010}

We can mow form the g:aph G ;4v ,E ) which is 1p Figure 3.4.

’-h‘
“

FIGURE 3.4

9

=,234

8 . -

-3as< Q, = 235

Qq. = 245 °

' . o
! - ?

?he' set {07] is a maximum independent set of this graph.

. By deleting all the systems in S' that are cancelled by Q7 we

Therefore the set F will be . - “

F3{01106107}- . ‘

-

Algorlthm 3. 3 describes this procedure that determines

the forbidden query set.F by finding max imum independent setS'
" of the'associated query graph and the updated graphs.

T SN

This is the criteria to stop.

P————




-..2)' Form graph G-(V,E)l

3) Find MIS (maximum indepeqﬂent set) of G.

99, :
{t
. 4
. , ' «/
ALGORITHM 3.3 ' . :
. 1) - (initialization step) /
F= empty set. . / -

Pov= (Ql,..:.oﬁ) ( m=(E) ) // Sl
"33 {Sl"-‘.l.’ss} ( sg(k?.l) ) '// ’ o

E= {(v,w){v,weV,and v,w beloﬂgs,to the same system}

1

o

/

b
~

)
i .

4) F=FuyM]S. S o .

5) Update'the sets S, V and'E. »kas described abdve) ’ n‘

©

6) If S empty étop else fepeat from step (2). .

Analysis of Algorithm 3.3 !

¢ “

‘Analysing this algorithm we see that thé major cost will:

o;éur in sgep (3), i.e. finding the max imum independent set'

of tﬁe graph. 1In [27,28] the authors havie shown that finding
such a set 1is very costly for'large graphs. 1In [27] jthe

authors present an algorithm which:- finds a max imum
h m

independent set of an m-vetiex 'raph in time O(ZSY where

m-(:) in our case. In a data base at has N=20 records and

allows queries of size k-4,'the query graph will have m-4845
. 4 '

vertices. Even for small N, the nquer of vertices in the

query éraph\ will be large, therefiore the cost of

r“’l}

4

v ki ik




Algorithm 3.3 will be ve}y high. Even with such a " costly

algorithm the size of the forbidden query. set obtained is not

always minimuélés the followiﬁg example demonstrates.
. 14 r .

- °

. Consider the data base system'uith N=6 and k=3. There
are (g)=20 .possible qheries—and (2)=15 possible systems in
the data base. Using Algorithm 3.3, we  find a ms*imuﬁ

independent set, for the original graph, that has 4 vértices;

The 4 queries assocliated with these ‘verfices “appéa; in 3

distinct systems each, Updating S 1in step K (5) we have

S-{Sﬁ,ﬁa,sll}; These 3 sys}ems are ‘ .
"SYSTEM 6 SYSTEM 8 SYSTEM 11
© Q(1,2,5) Q(1,3,4) \ Q(2,3, 4)
Q(1,2,6) Q(1,3,6) Q(2,3,5)
Q(1,5,6) Q(1,4,6) Q(2,4,5)
Q(2,5,6), Q(3,4,6) Qt3,4,5)

[ N .

As we can see, the queries in these systems are yjstinct.

Fe
each system. Therefore 3 additional queries will be added to

the set F. The set F will cqntain 7 queries

F={123,145,246,356,125,134,234}. N

‘

‘It can be shown that with snly 6 queries in F all the

-

syst ms will be cdncelled. This is achieved by choosing an

independent set that is not maximum ongthe first pass.  If in

r-the original graph we choose an independent set that consists

of'the queries {123,145, 246}, we are left with 6 systems that

are not cancelled. The 6 systems are listed below:

\

»

In order to cancel every system we must choose one query froar‘

¢
e rn Rt N
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@ SYSTEM 6 SYSTEM 8 SYSTEM 9
- ‘ Q(1,2,5) Q(1,3,4y Q(l 3, 5) s
Q(1,2,6) Q(1,3,6) . Q(1,3,6) , ‘
. Q(1,5,6) - Q(1,4,6) Q(1,5,6) :
Q(2;5,6}) Q(3,4,6) * Q(355:6)’
" SYSTEM 11 ' SYSTEM 13 + . SYSTEM-I5 ~ .
‘ - » Q(2,3,4) - Q(2,3,5) Q(3,4,5)
- ‘ - Q(2,3,3%): . Q(2,3,6) Q(3,4,6)
- . Q(2,4,;5) - Q(2,5,6) . Q(3,5,6)-
: . 0(3.4 r5) Q(3,5,6) o 0(4:5(5) .
% co. " v v ‘
By obsevation. we see that '3 queries suffice to cancel
, these 6 sYsteEs. These are - '» P 3
. # % ‘ ' . QqQa, S 6) cancels systems 6 and 9.-' ~ ,'
' Q(3, 4 6) cancels systems 8 and 15. "
c . .. Q(2,3,S)‘cancels systems 11 and‘13. '
L 3 ~ s
, \, Therefore F= L123 145 246 156,346 235} cangels all 15
x " . . ’
\%ﬁ hpssible systems. ' ' B 7 ¢
“\ ) .- . )
e s N . As the above example demonstrates, the method .described
~ in Algorithm 3.3 does_'not always - find "the best forbidden

. query set, Hénce we look for methods “that extract a

*forbidden query set of.minimal size at a moderate cost.

“ ’ e W .
We note)\ that each of the (:).possible'queries ippear.in
rthk;_forbidden

q-k systems. Thereforeqbyﬂgdding a 'query(3 to

set N-k systems ate cancelled.-

, ®

S 'query If for every query q -

.--in F, the C(qi) s (the set of systems cancelled by qi) ‘are

// L o d;stipct, tq?n the absolute lower

”~

occurs. In othet words this bound occurs when every" query in

F ' cancels exactly N-k distinct systemSa

-

bound of the, size of s‘

Therefore the lover~

o e R 272N
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4 ' SR bognd.of |Fl, whére F is*qvforbidden quéry iet , is ?iven pY -
b ot _'Ngf' " where sa(kgl) is .the number of'systemsL However this uf

N lower bound rarely occurs, since most of the time we will

' ‘ havé;jpverla of " systems when we choose our forbidden. query
' ’§554’E;/::ﬂ;f::T:;en in the previous examples. .

: , - .
’ L ' Co “‘ We‘wiyl‘now consider cases when. k is small.and find the
. . op;iﬁ@m forbidden query set by pahuai éompqtations. When kf2 ) %
d - : ' we are able to determine a procedu:e‘thagff}nds the ;maliest ‘ i
. l .pqssiblé .forbidaed\ qhery‘set. From. this br?cedure we found L
that the size of th; smallggé forbidden query set is a
: . ' functioﬁ of N (the number of recqfds‘in thegdéﬁa base). ‘We
‘© ﬁ  state this/resﬁlt below: - < S . | ‘
i\ .» U7 . THEOREM 3.1, R | E '
. | —"f—_‘“—_jf | o o ’ 4” ‘ o /
s - The minimum forbidden, query set size for. k=2 is qivenu by
. ‘rxﬁiﬂill when. N is even and N-l.z when N is odd. B
“. . We prove this after we describe ghe procedur; ﬁhag.finds
t‘ﬁhe géaJIesi forbidden query set £57\ the case ka2.' & j?
LI o ° C - v ‘. | o . ..
- ‘,: ALGORITHM 3.4‘.'(€§nstrqcti?n of -F when k=2 1nd N>2) . o
ﬂ.,,‘ R ] 1)ﬁf&j & is even set'Pz'g' ’ ‘ - o A
: . e If N is 946 set P= ﬂ%l ' - ) ,
| “b‘)'uﬂ?t A={1,...,P}. L o \}
L o o e[l lee N, R
‘ o o‘ v - (where the integers {1)e0a,N} rapresent} the record.
o , . N
[ ' - . / I.:. r} |
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3)

4)

forbidden query set, note that every system must have Kk+1=3

queries of which at least one of ‘them sholld belong to either

~ the élg&rithm are traced below:

1)

2)

.3)

4)

It is easy to see that these 20 §ystems'are cancelled by the

6 queries in thé'seg F shown in step (4).

Proof of Theorem 3.1 ; Ce ‘ . ‘

« ' . ¢
or B . Far 'example consider the case N=6. The step of

. 3={4'51'§}

\xl ' e ' ’ & R fa
identifiers) , - :

e e mebigan,

Let A'={ (xtY’) [x,yeA,x#y}

B ={ (X,y) I X,yeB,x#y} ,

fé{A'uBf} : : L -

- 9

In order to see‘that this algorithm cofrectly computes a . .

Set P=3 h L

Let A={1,2,3}

A'=(L,2),(1,3,2,9F - .

B'={(4,5),(4,6),(5,6)} = 3

N [

F={ (1,2),(1,3) 1(213) 1 (4,5) '(416,) 1(51.\6)}

[ . ’ y . * . i

With N=6 and k=2 there are (k§1)=20 different. systems.

-

Algorithm 3.4. Consider the case when N is even. '.Inr step .

A - s
. .

The proof of the ﬁheo;em directly folloq; .from the

. . ) o 3
-

\\ y \ l 4 .
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(2) we have .two sets of recbqu each of size p= g. Step (3) 3
'constrhcts\ai; péésible queries from the ‘recofds in each %
subset . fheteforé since both subsets A and B haveL? records . ]
_the ndﬁber ofkqueries’that can be farmed from each subset is | , ;
Kg); The §et/F contains the queries formed from the récofds |

i | P

in A and the ;ecdrds ih,B for a total of - 2(2) queries. So .

when N is even ye,have : ‘ . ) | 1 .
\ : . !F|lé‘2(§’ vy
. ( :
= p(p-1) ‘

AN
_ N2-2n
. - "\ »
J’i L . 4 - P
(_J _ N(N=2)
“y . ) ' \ . . . " b
When N is odd,' one subset contains (g) queries, while the-

" other subset contains (P;l) queries where P= E%l. | So the*._;'*

"size of F in this caseewill be

. ; . (Py . (P-l, - .
w R g B T |
e PL L _(e-1y1
, = P(P-1) _ (P-1)(P-2) ‘ SIS
& 2 : 2 . T w . "
- . - .
. . (P=1) (P+P-2) .
- ! N 2 L
L ‘ p-1) (P=2) o
e S2e-e2) _ | .
= (p-1)2° T
f‘ “., e T ‘:%3 H ‘ Py , S . y i S o ——-




When k=2 the number of possible queries is ( )= ~i§:ll

The above results show that the set F contains‘ approximately
50 percent of all ‘the queries. We heve seen that the
absolute lower bound on the size of F\is __F In other words
the ratio (R) of queries in F over the whole set of queries

is

~ |Z
T:SI, | o
[ Raud o

« ) kit L ' '
e T TREITRT o
. . ‘

k¥T .

n

A . .
The;efore; when k=2 the absolute lower bound for |Fi

(this occurs when every quer§ in'F each cancel N-k distinct
systems) is 3 the total query set, However the optimum size.
of F (except when N=3 or 4) is larger than this bound as F

conta1ns about 50 percent of the queries when N gets large.

When k=3, the absolute lower bound of F is 25 percent of
the total numbex of queties. Again this bound is not reached

exceﬁt in the trivial case when N=4. In Table 3.9, the

optimum size of IFI is shown for k=3 and some small values of
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. . ' TABLE 3.9 '
: N SIZE OF PERCENT OF TOTAL
. : F QUERY SET
N 4 1 \ 25.0% ' ‘ '
5 3 - 30.0%
6 6 30.08% .
' 7 12 34.2% :

3

In earlier examples we have considered the cases N=5 and

s

N=6. When N=7, we. can form 35 queries'and 35 systems. _ This
example is small enough to determine the set F by hand. By

cohsiderinq every possible set F and choosing the smallest,

we found that an optimum forbidden query set is

F={123,127,137,145,156.235,245,2¢7,267,346!357,467}.

i

When N=8 there are 56 queries and 70 syStems. We see

- that the number of queries and systems get very large as N

increases and to dqterminé the optimum set F becomes very,
difficult, if not impossible, yhand. )

We have seen earlier that by usin g)(;aximum independent
sets we could construct the setxﬁ.'.This is very costly and

assure optimum results.

' Since the query gtaph'
initially is a uniform graph, by lthis we mean ‘th;t every
vertéx has the gaﬁe degree, this makes It .poséible‘to‘
construct the set F by wusing an, algorithm that is lesé.

cosily; This algorithm behaves in the éame manner . as

Algorithm 3.3 except that it determines a maximal 1ndepehdent

set instead of a maximum independent set.. 'Due to the

C e

€

*




. ALGORITHM "3.5. '

2

relationship between the . queries and the systems,

Alqﬁrithm 3.5 does not need to set up the query graph;

To ' each query -we will associate a count; this count
indicates the number of hon-cancelled sy§teﬁs the query will

appear. Initially no system .is cancelled, therefore the

count of each query is N-k since each query abpéars in N-k°

systems. We wifl now describe the algorithm in detail,.

\ .
*

1

This algorithm 'férms a fo}bidden query set by
‘successively inserting 1in Fhig set QUgEies tﬂab
_cancel a maximum number of systems. This.approach is
"greedy" since it tries to minimize ‘the number of
qu;ries in the forbidden K query set by choosing

quegﬁes that cancel a maximum number of systems.

1) Set up a list of nodes-With two fields:
nodéi=(quer1,count1) i=1l to (g) - o T
where query, is the query identifier and count; is

the number of systems in which query, appears.

2) 'Set ¢ount;=N-k for i=1 to (})

(since/initially evety‘query appeﬁrs in N-k §ystems)

3) Reapeat
a):. choose one query Q such that counti.is‘nhx ‘
b). find allisystems in which Q, appears

c)* for each query bj in‘systems found in (b) do

J
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count.=count. -
. 1 ] !

until counfi=0 for all i

.
A

It is easy to see £rom step (3) that .a forbidden query

‘set is indeed obtained. We comment on two other dspects.

nameiy the rhnnihg time (or cost)'cf-the algorithm and the
size iéf %ﬁe fgrbiddgn .query set obtained ﬁsing this .

algorithm,
. |
WQ have~seen that the proportion of queries that must be

included in Fis greater or equal to'E—— Therefore step (3)
is repeated cm times, where m ‘is the total number of queries
and c is greater-or equal té‘E%T. for each iteration in step
(3) | ‘

~a) is executed onde:

b} is executea at most N-k times - K N !

c) is executed k+l times for each’ system found in (b) .

So at most O(k(N-k)) counts will be changed whéh we add QS'td

. the set F. Therefore - the cost of Algorithm 3. 5 ‘is

0(cmk(N k)) which .is approximatly O(N ) when k is small.'

When k 1is large, 0 < k < g, the cost, is Tﬁgéylf‘where c

*is.a.constaﬁ;; 'thever it is easy to se; that in all cases
the cost |is O(Nky. Although the costmof this algorithm is_
much smaller than that of Algofi}hm 3.3, for moderatély lék?e
values of N, the cost |is ‘still high; however we have a
polynomial time algorithm ‘whose performance ~remains

. comparable .or bettér.éﬁan the performance of Algo;ithm-3.3.'
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inothe sense that tﬁe forbiddeﬁ_query set size is about the

same. o b T
o b -

amolts fn 1o S I T
-

Table 3.10 contains the size of the forbidden query set,

Py A

found by Algorithm 3.5, for different .choices of N and k.
‘ | R
TABLE 3.10

N k=3 k=4 . k=5 ° k=6

(%@‘"; 4 . l
: 5 3 1
6 7 3 1 . St
7 i4 7 a4 1. . 0
. - 8 23 14 11 4 C -4
.. 9 34 <32 25" 14 b
10, % 56 53 38 . -
11 72 93 110 87
.12 94 143 206 172 \
. 13 128 230 334 .. 346
© 14 165 329 557 _ 574
15 211 - 441 872 - 1055 A
16 270 540 1257 . 1687 . \
17 328 ° 818.. 1815 2648 . . .

18 397 1084 2607 4208
19 480 1448 3621 6756
20 569 1740 4929 9969

When N gets large we see that the forbidden query set
grows q;ickly. For example, when N=32 and k=4 the forbidden
.query‘set cpn?ains 13,100 queries, which is app}oximateiy 36
percent of the ﬁotél query set.. .The ;et F,»obtained by
Algorithm 3.5 contains at least one query from each system. . |,
Therefore, If we return false answers to the queries in the
:set F, no siﬁultaneous linear system when solved, will ‘allow

S

a user to infer the true value of a record..
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_ The ‘algorithm beléw outlines the method by which a quegy
4 R i . - L. . ) . ‘
will:-be answered.
ALGORITHM 3.6 Voo
‘ rl b
1) Find the true answer to the query qy
¥ 2) search the set F for query g :
.3 IfqinF - | | S .
- . . ¥
then response=true answer (l+error) |
i
else response=true answer i
) ngre error is a predetermined quanfity.. ’
We have simulated a data base that uses suchv-a qﬁerying
system in  order to protect personal information. This data,//f
.base has 20 records and the query size has beenufi§gd at k=4. ’ )
Using Algorithm 3.5, we constructed the set F codéaining 1740
of the (22)54845 possible queries. The records in the data
base are listed, along with the value of their data field, in
Table 3.11. : ' ' ) . oo
. The results shown in Tabla 3.12 were obtained by asking a

series of queries and then, solving the systems formed 5y
'Fthe queries. The error in the responses are deterﬁined by

g - the queryiﬁg ysteﬁ' pseudo-ranéomly, subject to the
constrant'Iha the error introduced is less than 12.50
‘geréent: The query asks for-thexaveragg value of ;he‘daté

fields of the records specified. -




.4’

Q(4,5,13,14)°

This method, as compared to the propo\sal i/n Section 3.1,

113.86

J T u
Yoy ’ '
\111
A
TABLE 3.11
REC. ID, VALUE |  REC. ID.  VALUE

N1 106.0 . . N1l © 162.0

N2 198.0 © N12 163.0

N3 156.0 i N13 . 113.0

N4 111.0 . N14 - 111.0

NS . 114.0 ‘ N15 150.0

N6 - 189.0 . N16 190.0

N7 ©178.0 ‘ N17 ©143.0

N8 195.0 @ N18 - 171.0

N9 191.0 = N19 - 139.0 .

N10 . 136.0 N20 132.0

\‘ . l ' - "
™1
TABLE 3.12
g . ' RESPONSE VALUE ' INF.
QUERY -~ RESPONSE ERROR, RECORD INFERRED ERROR
Q(2,4,6,8) 193.48 11.68 N2 218.23  10.22
Q(2,4,6,10) 158.50 0.00 N4 131.23  18.23
Q(2,4,8,10) 160.00 0.00 N6 209.23 10.7X
Q(2,6,8,10) 179.50 0.00 N8 . 215.23 10.38
Q(4,6,8,10) .  157.75 0.00 - N10 75.30 '44.63
Q(11,13,15,17)  142.00 0.00 N1l 124.14  23.37
@(11,13,15,19) 141.00 0.00 N13 142.77  26.34
0(11,13,17,19) 152.11 9.24 | N15  128.32  14.45
Q(11,15,17,19) 148.50, .  0.00 N17 172.77  20.82
Q(13,15,17,19) 153.16 12.41 N19. 168.77 21.41
0(317116’19) 165.75 0.00 N3 124.70 20.07
Q(3,7,16,20) 149.86 .  B.62 N7 146:70  15.59
Q(3,7,19,20)  .134,09 "11.34° N16  227.33 19.65
Q(3,16,19,20) 154.25 ° 0.00° N19  164.28 18.18
0(7'16119'20) 159.75 N 0-00 N20 100.70 23-71
0(1,4,5,13) - 111.00 = 0.00 Nl 108.86,  2.70
Q(1,4,5,14) © -~ 110.50  '0.00 N4 156.32  40.83
Q(1,4,13,14) 123,73 12.22 NS  .269.96 -44.78
Q(1,5,13,14) 100. 38 9.56 N13 | 115.86 2.53
112,25 000 N14

2.58

O Agtalg

T TR e T e
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i .
! returns true answers to a majority of the queries. Even
though the statistical information of the -data base,
available to the user, is more precise, the amount of error

' . \
in the inferred value is larger in a majority of the cases.

We will now analyze the behavior of the error introduced

uch a system ‘'in order to get an upper bound on the.

value errors. . ) ' v

T s,
- [

JIn this system, k keys are permitted'in a quer&. Then

the simultaneous linear systeﬁ is of the form
\ | AX=r
where A=(aij) 1<i<k+1l -and 1<j<k+1. Asor this‘problem-aij is

7
! ; _\ either "1" or "0" and each row of A has k 1's and one "“(Q*%.

S  k+1 : o
Let |jAll=max 'aijl=k' for 1515E§1, be the infinity norm

j=1 " ) ,
of A. similarly let |IXl=max|X;l, f£dr 1<i<k+l, . be the

infinity norm of the unknown vector X. .

L8
. Since |det (A)|=k>0, the -inverse A"l exist.. Defining the

orm of A"l in the same manner we can easily show that
-1 2k-1 L

A =

[ L )

»

We can now define the condition number of A as
c(A)= BAI'HATYD
! L T T
. 9 ]
ncertainties are introduced only in the response vector

. ' : R .
. t r =r+8r where §&r 1is the ‘uncertainty vector. By

-
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controlling dér we want to esiimaté the amount of e;rorliﬁ the
solhtion\vector X (which is what the user infers by solving
. ' ) . T,
the system). Let X =X+6X be the solution vector. Therefore
- the' linear system : . , L o .
b A * : . N
- e ' , . '
LB ‘ (3.10) -, \>r<§
becomes ’ . S
A(X+8X)=r+8r (3.11) - :
, o, a , . :
~ . . 1 o C
from equation (3.10) we get X=A "r and. . o b

Y

" from equation (3.11) " X+5X=A_l r@Gr) ,i?p”4 : | , _ ‘
therefore, the uncertainty solution vector is | .
§ 1 ‘ o ' - : :
\ S $X=A " (r+dr) =X | : : ‘ S ,
'; - ‘ 5x=Aj'%r+6r)aA'1r' SEREE I °. {
| 3){2:1,\_16: . . / | L ‘ | A S

[ k, | ,l |

Taking ‘the infinity norm of both siées we have

: I ,
o . 8 “Lyeys } o 12 ‘ :
o CHSXRUAT e L S P
grom equations ( 3.10), (3ﬂ11),§nd5(3.12) we see that  the .
relative error in the.solution veéFor is given by
6 . _ . If 6 . .. /
) ' . N :
] .
LS ¢ iy - Ll
- I‘
A ~ where C(A)=2k-1 N |
S 4, »
T e e e N R
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:wﬁére A’<1 and the u;'s are uniform in (0,1), since -?% is

5 -

-

Therefore the relative uncertainty in the solution vector’
is bounded\by the<;;;duct of the conditioncnumber of A and
the relagive uncgr;afnty in the response véétog r. By _

_finding the exéécted value of the relative uncertainty in the l
response vector, we will have an uppbr'bddnd on the expected. |

X . .
value of the relative error in the solution vector. | i

-

: 134 ’ ' . f §
' Let the,rratio —?1, ix(il,...,i } be 1nde§endent and v
i .

uniform in ( -1,1), where (11,....1 } is the set of iné/ies?

for which Gr #0. For example, in Tab;z 3.12 s=]1 in the fir ! ‘
system and s=2 in the second systed. In other words,
the' number of queries in the éygtem that havé false K answers.
The norm” of 8r iw defined as .- = - SN ﬁﬂrv)
N8rh=max{|6r;1,d=4iy,ueerig)}. :
Therefore .
I8l max(l_“ril.1=(il.---.is)}w/ ’ \
‘ 4 el = maiTIrilqisl,k+lf ]
If max(lrtl) is lrjl and j is in (11;...,15) then
. st. ° . B
, Qs Prgy
_n“‘[r = max( '3 J‘(i '...,1 ))
.'\ e tjl ) 1 | , sn.
otherwisge
8
" :," < maX( —'—lr' ].(11'0‘0" )) '
) . 16r,| i
Thus setting ug= —T?IT we have ‘ T
. . " v < N
oo el : 1y
: = Amax(u;, | I=(i.,.00¢i.))
)!r“ AR T 1 8’ 5
> r

Oy

ot e e e e 27

o
i
L]
b
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uniform in (-1,1). Therefore the probability distribution of

. ’
v
5 . s

‘the error function is given by. , ‘ o d -~
' \ C - : |
) o, S L ‘ 4
Pr [max (u, ) <t]=t57Tdics Co T f
) . , B g
and. its density function is B . -
' . a .’ . .
DENgETY= st®, 0<tdl . e ¥
" Hence the expected value of the relative error in the x\Q&
response vector is . ' . - e .
. o ‘ .
S L2 4| L. . .S '
. Bl e ] s rt% at 571 . (;.13)‘
We have showg that o D ‘
- ' T ' - - AY
. . ,f i )
s héxh e Berll . °
Txr < G T ¢ N
Using equation (3.13) we write . e

< (2k-1)1 ]
< (2k-1)° [ ST I I

where 1<s<k*l . »
) .
. The upper bound on the zelativ

4
A “rs“ .

"error 1in the ‘inferred
values is
&

(2k-1){1- g1’y )

C

o

whqre. iclta " the maximum allowable error, introduced in the"

‘response. We multiply by ¢ because, in the gnalysis,' we

o] b

'éssunid ‘the, uiss gpnhe,uniform in (0,1) while tn the.methda
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S ‘ o S . ‘ .
the'ui's are uniform in (0,¢). o L
';Q . . * . ., . - . ) . * , .
The expression (2k=1)[1- E%T ] is the expected value of .

ihe\uppér°bound of the relative error in the inferred valuesf .
‘}AOuf simulation results show that tfe actual relativé errors
in the infer}ed’values lie bery close to this boqnd. ‘Tﬁisuis .ﬂ
qul@e 5ustified and also encouraging for the variapce of the !
’ ~”’uPPer' Beund is lgfgé thus E{xiné the actual inferred values . , é\

to lie close to the expected value,(not the true value). ' .-
. . - ’ i

. So far we have beéen dischssing \an inferences, control
‘ ’scheme ‘in,,terms of a small data b;§e. The size of the .
* forbidden quéry set gets large very fast as the ‘number of
recérds in the ' data .base ‘inéreasesm Fotr example, the

~ Algorithm 3.5 constructs a set F.that contains 23,443 queries

“for a da;a. base with N=35 records and with tﬁe size of the ’f

_qgeriés fixed at k=4. . in geﬁéfal we have c°m queries 'in F,

\k‘ where m is the number - of possible queries andkkéiﬁcgl.

: Therefore, to construct theé set .F for a data base with N=100

%§.reb$rd§ tht allows queries that specify a subset of k=4
' records, we would need to include ‘no less than 784,245

queries into the set F. Er . LW
' - * N\

*  THEOREM- 3.2 e -IQ/\J

The size of thg.forbidden‘query set is bounded by

)

' - . @ 1 N 1 N‘
A SN = g USSR L Y
. Proof: ' ‘ )f”;’,) . -
=" , - S :
4 ) Wl | ,/ L " . -
- A \ yor, . W '
l' "
\ " . - " ) - . 7 .
' : % M s, 4
=t ey 8 e TR
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The: number of s;stems in a data base with N records that
'°allowsldﬁeties-invoiging k records is éz(kfl). The'number/of
. - ‘aueries in such a data base i§ )p:(:). Anquuery Q; is
conggineq in exactly .N-k ' systems. erefore 'the minimum
humber of queries peeded‘tg gancel 11 the systems is:ﬁgw.

systems. So-the lower bound of |F| is

°

T a

8§ _ 1,/ N a
"7k * Tk lke1) <«

S G N e
N-K v1u-k-1)1(k+171

: N{
e (‘;k)(N-k—l)!(Kll)(k)l

o A

NI - °
é\}N—k);(k)!(k+l)f

!

[ L L T

1, N o
= 7= (?.

—~ RS * . { . e
. \ L -
.

Even for ;relati&ely small N and k the set F is very

) *  larges These forbidden queries will have to be stored and ‘to

N . ‘ . . '
_.answer any query, we will” have to search ‘the set F to

determine if the query is to be answered truthfulfy or not.

Tﬂexefore,’ for medium or large sizg datg bases, this will
‘take too much time and space for it to be really. effective.
P ‘ T - We _probdse a modifféd approach that énables'ug to gﬁperalize

‘ this scheme for medium and large scale data bases.

b * * . s -

\ . The only difference in this modified schfie is that we
. S . N
will construct the sg‘~\‘for a .subset of the data base. This

3

,‘query set for a subset

? °, I
\ .

;L™ R

" This occurs.whenl every quéf& in F cancels N-k distinct

approach saves in storage (si ce we only stdrl the forbidden,

9f the entiro data base whjch hasr‘

:
;
:
¢
3
H
{
*
%
i
-
;
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significantly less gqueries) and in time.
A}goritﬁm 3.7 outlines this approach.’ - N

- ’

ALGORITHM 3.7 . ) Lo \ ! ‘
3 e . v ‘ , . \. .

1) Partition the data base 'into small groups .of t

.records each (say 20 or 30 records in each groupi.

The criteria for obtaining these pértitiony is

_independent oElthe value fields of the,fecords.

3 . - »

2) Construct F fqr a data base with t records.- .

3) (This is the step where each query is énswered)
a) Input queryﬂo(keyl,...,keyk)
b) - Find the ‘grbup Gj which is referred to by the

most number of keys in the query Q. o .

c¢) For each key not in Gs replace this key by a key

~ ' ’ G
in Gj which has value nearest to the value of the |

rgiven key. . N
d) Call this néwyguery Q' and respond to Q" in the

usual way. (as Iin Algorithm 3.6)

g). Return the respdnse 65,0' to the user. o .
The’ followfng example demonstrates how this a1§6rd£hm

. responds to a given query. . SR . N
, N A

a

~ - A

.. ' Asgume the data base has 15 records and allows queries of
) ) .

8ize kgu; " We -battitiod -thé data base into 3 groups.

. Therefore, each grgup contains t=§ recotds.. Eét: records"_Nl
E - \ : o SRR
N . . ! . e !

» Lol
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to N5 be in the first érpup,NG to N10 in the second group-and

N1l to N15 in the third group. The data base is listed in

Table 3.13 . 4 o
' TABLE 3-13 ' ' ’ “
. - / - Co
RECORD VALUE RECORD VALUE ~ RECORD VALUE S
. N ¢ ‘ ID - ID. ;
N1 120 - N6 115 N1l - 75 IR
— N2 g5 " N7 190 N12 68°
W3 70 Ng 98 N13 147
N4 142 N9 145 N14 93 (
NS 125 , N1 132 N15 123 :

f ’

In cohs;fhcting F for a data base with 5 records we - ]

assume the record identifiers to be (1,2,3,4,5). Therefore ..

Y

Lo F={(123),(145),(234) }.

The records in these queriéé~refer to the position of the T
records in each group'of the data base in Table 3.13. For
instance "the query Q(N6,N9,N10) is a forbidden query.

Therefore when a user asks such a query, #he response will be

perturbed. Fof‘queries invelving records which .are_ all in
|

the same group - the scheme 1is essentially the same as in )
Algorithm 3.6. For querdies with records belonging to
different Broups the scheme describedn in .step (3) of

Algorithm 3.7 is used.

' . The query Q(N3,N11,N15) becomes 'Q'(Nli,n1z,&15) \because
the thi;d gzéup has 2 tecbﬁas'ané the first group has one
‘record that is in the qhery Q. Therefﬁge‘éhe record N3 of
*gfoup‘l is ' matched to the best £it record in group 3.
Q' (N11,N12,N15) corresponds to the query q(l25) since N1I,

é

-
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N12° and N15 are the first, second and fifth record of thé
third group. We now search‘F~fpr q(125) and we return the.

‘true answer of Q.(Nll,NIZ"QJS) sinfe q(125) is not in F.

’J.The .response to the qﬁery Q(N3,N11,N15) will not be true

iE the values of N3 and N12 " are not equal, however, with

‘"groups -that 20 or 30 records, the best £it abproach~wili keep

the responseé close to the truef values.

Taple 3.14 contains the results .of.- this method,’
implemented for 'a sample data base with 100 records and k

fixed at 4. We partitioned the data base into 5 groups of 20

'records each. . The set F was constructed using. Algorithm 3.5

, . . \ )

‘and contains 1740 queries. The queries ask for the average
, ’ \

of the data field of the specified recorgds.

ERROR ANALYSIS | -

¥

In this scheme, error is introduced into the system not

only by perturbing the responses to queries in the forbidden

]

query set but also by masking keys from one group to another.

Therefore thg system

N

AX=r o g (3.14)

becomes . ] . - -

. - ’y

(A+8A) (X+8X)=r+8r ‘ " (3.15)
' | . X '

.. We want to determine the relative error in 'the solution

. vector X. -Solving for X in equation (3.14) and for (X+8Xj in

equation (3.15) we get . o ' "Ny

-
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TABLE 3.14
‘RESPONSEA VALUE INF.
QUERY - RESPONSE ERROR RECORD INFERRED ERROR
1. Q(1,21,31741) 126.00 - 3.07 NIl 92.99 ° 12.27 .
} ~ Q(1,21,31,51) 131.50  1.54 N21 - 113.99 8.81 O

Q(1,21,41,51) 103.74 13.91 N3l 204.02 38.79
Q(1,31,41,51) 126.25 0.20 N4l 92.99 16.22
.Q(21,31,41,51) 131.50 0.57 N51 {14.99 17.86

2. Q(1,21,41,51) 103.74 13,91 Nl 41779  60.57
Q(1,21,41,81) '130.00 1.76 = N21 165.3; 32.10
" - Q(1,21,51,81) 137.00 . 1.48- N4l - 90.. 18.89
0(1,41,51,81) 118.23 10.09  N51 1Y8.03 15.69
Q(21,41,51,81) 149.06.  9.40 N8l 23.06  31.99

3. 0(20,40,60,80) 143.25 1.38 N20 111.14 15.80
Q(20,40,60,100) 109.39 13,35 N40 - 101.14 ' 18.43
Q(20,40,80,100) 137.50 2.14 N60 124.14° 7.36
Q(20,60,80,100) 143,25 0.17 N8O 236.57 23.86

- Q(40,60,80,100) 140.75 0.18 N100 101.14 12.05
- ' o, ‘ v .

. 4. Q(1,2,40,49) 136.75 2.43 Nl - .122.43 15.50 -
Q(1,2,40,67) 153.50 1.32 N2 209.43 5.77
Q(1,2,49,67) 160.93 9.48" N40 92.70 25.24
Q(1,40,49,67) 131.75 2.53 N49 122.43 15.50
Q(2,40,49,67) 153.50 1.32 N67 189.43 6.42

xéA"lrf ; . '
: v
X+86X=(A+6A) "L (r+ér)

. Substracting the first from the second we get

5x=( (a+6A) 2-a"1yr+ (avea) Ler (3.16)
: S 4
Using the iélentity‘13-]‘--41\-]'=I\"']-'(M-B)B_l with .B=A+$A we can

transform équation‘(3.161 into . N

sx=-A"b8A(A+ea) "L+ (assa) ~Lor
¢ ,--A—1¢A(A+3A)Tl(t+§t)+5-15t g
=-a"loa(x+sx)+a"1s

Ty

F.
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" From this we get-

N
hexi < "A-lﬂiﬂﬁhﬂ'HX+5XH+“Ale'H6rH

< SER- (oAl Ix+8xU+15 ety

therefore
- WSKE - C(A). v aapre ML “ |
Tx+exT < Ay (N 6Al+ “ixxin). (3.17)
from equation k3.15) we gét . .
: ’ " ¥ .
1 < ia+8All ) : .
TX+3xT ~ Hr+8rﬂ, : £
. N "' N

If we substitute this result in' the right hand side of

equation (3.17) we have

Iex| C(A) N8ell® IA+SA]l
XXM < ~Tar (Ilﬁgsu+ . )
< A+ g o dpp

This gives a bound for the uncertainty in the solution
vector X, taken relative to X+86X, in terms of the relative
uncertainties introduced, in ‘A and r. We want thei‘expected

value of this bound. As we have seen earlier, llAli=k and

C(A)sz-l; we now -need the éxpectaﬁ valueé of [|ISAl and .

_Heril
- N8|l "

Here HBAN is not strictly random in the sense that this

'uncertainby is introduced using 'best match® keys. In each

query, J out. of k keys are introduced thig way. In the

matrix A+6A,.thera exist j entries of the form (L}ti) and k-3

P ~

AR

™

st ¢
.

e L s e e e mieboan

Sati amas o R
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entriesﬂpi the form "1" and one position has a "0".

L3
Y

Let s be the number of queries in the system that have
uncertainties. Therefore s=0,k,k+l, where s=0 corresponds to

the case A(X+8X)=r+ér,

A

‘\

b ok o™

Sp, 1<p<s, be the.sum of the j ¢,'s in row,. From this we

get the probability distribdtion function

x(~ N '/'
Uj(x)= Pr[Sjgx] ' ' f

3
:

1|—-

L'}
rom

Vo iyl oy 3
v=0(—l) (v)(x f)+

- e
where .

x) x>0 S :
.The density function is therefore { .« ‘
up+1(x)=[Up(X)-Up(x-1)l.' ‘ L

For j=2 we have
x 0<x<1 -
uy (x) =4 T T
* 2-31<x<2 oo
s ’ o . o N N
The mean of 82 is therefore . :
4 R )  t N &8

Mean = Iiuz(x)dx-

= rx%ax + f£(2x-k%)dx

' Assume that the c,'s are uniformly distributed and let-
. g
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" 1 -7 1 ’ : o .
, S =g A ) | .
\\ . ‘L g :
. . . < §
- . ' !
. For j=3 the density function is ’
4 . ) L. i
142 . 0kl o
= 2 ’ ) = -
: o ' ; S L . .
< 1 2 ; o C ) .
v, =€ >[-2x“+6x-3] 1<x<2
3 2 == | :
‘ Six?-6x+9]- | 2¢x¢3 v
\ . -
- e
and the mean is ’ . ) }_
) N . : . . ’ . : ' G\
) Mean= /[xu (x)dx; 3 .
. . . ~ 3v 2 - .
By computing . the 'mea for different values of j we see
A4 J .
»

~ and the density function is s[Uj(t)]s-;uj(t)y,ﬁo the expeéted
. o ) .

FRISAY s AN -

. [
value (mean) of ||SA) is C

L 4
' \
° “","/’ @l\
v
»
-~ . a
- + . A;_// ) ' X
-~ "y - P A ' T T .




R

‘ . 125

where s=0,k;k+l,‘k=0"cdrresponds to, the case‘~whe;e all the
. queries in .;hé‘ system‘ have recofds belonging to the same
group«and we have assumed that\s1 (i=l,k+1) havg the same
' alst{ibution therefore we can assume that each query has some
uhcettainty introduced 'in; it. Therefore we need . only

.consider s=k+l. With thié,thé expected value of the norm of

; AN
$A becomes i .
; .
© . EINSANl= S(kelyefug(e]] Ry (e
’ ) %
‘1;\/ Using "integration by parts we get
' i N k ) .
‘ ECheall= 3- srus1*tiae -
where
L iy eenyd
qj(t)— 3IT §=0( )7 () (e-1) . ’ .
Note that Uj(0)=0 and‘Uj(j)=l. . . *\
- ‘ ‘ K} f’
3

N J// - . . N

Since it is very difficult to get a close form for- 3>1,
Table 3.15 shows the value of the expecf@d value of the norm '
bf’GA using the "cautious adaptive Romberg extr;polation!'

method to evaluate the integral f[Uj]k+1dt.

. e ‘ .
. TABLE 3.15
W ' ./ ST N N
j= 1. 2 3 4 5. « 6 7
- k o ' ) o \
3 0.80 1.42. :
N 4 0.83 1.48 2.08° .
* 5 0.86 1.52 2.13 2.73 -
6 0.88 1.55 "2.17 2.78 3.37 ;
7- . 0.89 1.58 2.21 2.82 3.42° 4.00 .
8

0.90 1,60 2.24 2.85 3.46 4,05 4.63 L




126 - : ‘ Y

- »
A

Note \that 5 goes from 1 to k-1, since j isA}he number of

S
keys in each query that have . uncertainty, and s has. been
fixed at k#l because we assume ‘that éach query has at least 1
key that has uncertainty. )
We how need the expected value of o ‘
e B sl
., . . : “r+5r“ ¢
. - : | ~;
.. Co Let X=l8r|l and Y=|lr+érll. ~ We want E[Z]) 'where z=‘§., , N
“ : - . f . o S : r
° .‘ . + ) v '61'1' ‘::
; x=max[|5r1l,...,|6rs|1 and assume that 5 Ais wuniform . - f‘
' ' . v % ’ 1 . ’ N ) .
i in. (0,1). - So ll&r ll=ur, where u i{s uniform in (0,1). Without. E
K . . . . ) '
% loss of generality assume that r,<r,<eee<r e . %
H N j ) 5
g‘ y . , v . ] vi_gd‘
¥ Consider the case s=2. #
3% :Xl=|6r1|=urluniform in (O,rl) ’ é
. x2=|6r2|=unzuniform in (0,{2) . g
The probability distribution functien is . S : R
y : SN ' Pr[max(xl,x2)<t;= P'[x1ft'xz<t1 if t<r1; ‘?
g - K : , - (.= Pr{Xx,<t] - .,if r,<t<r, . | .
: —; “ ) ) . ) %‘ .
s therefore | %
. . ' , ' k4
Lo . Primax(X,,X,)<t]= Pr{u< =] Pr{u< =] if t<r; ° 5
‘: ) P . ’ . 1 2 l'l 1.'2 1 I 3
= Pr[x2<t] . if r/l<t<r2 '
8o : -
N . tzm o |
i B e - i
= : )
" T, [y /
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and the density function is

rZ: "OSﬁirl - . S
1F2 . -1 -

£(t)={ o / . C B

1 s
T ryiter;

s - . >
Let a.= (I r; )
. I ey 1

”

1e€. a130 050l g

§2=t2r3...ts' \

a3=r3r4...{s '
"~ .
a.
R | )
so aj+1= s
J '“ ‘
In the general case -the density function of fsrll i$ given
by: ' i

—_— N - ’ . okter

- ' r,<t<r :
f(t)y=4€ 22 \ 1="""2 :

. ‘,', e o _ .Fg_fﬁgﬁfs

* We now need the density function of lir+srll, Wb\h&&e‘

[

ryHérg= rotvyrg

= rg(l+vy) L o R

a. T aer

= 21 (1-uy)

' A . - Lo o
where v, is uniform in (-1,1) and uy is uniform"in (0,1).

v

YA T T
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, Thus ‘ Iri+6ril~ ry+éry ’ l
. . ‘o , 9 = zri(l-Ui) '!.
: ) First consider the case s=2. . . ‘ :
Let “ Y= 2:1(1—uii)= 2nv . . ' : :
Yza Zrz(l—uz)a 2r2v
. . et ‘ . v
~where u and: v are uniform in (0,1). We want the density
° ~ . '
Y function of Y=(max‘(Y1,Y2). Assume 0<r1<°1;.2, t’:-herefgre" , 1
. ’ f § R - ’
< e \ ‘ - ) -
) .- Prl¥<t]= Pr(Y;<t,y,<t] . ogt<er, -
(.. N = Prl¥,<t] - 2r,<te2r, |
N - . 80 . ' “ t2 ) ’
{ N , - : ' ' N ——— - . . o<t<2r1
: | B PLPIFS I
‘ L 1%2- \ . .
' ' Priy<t) = oo
i - < \_ t ¥ R « , ‘~
: Ny 3 R ¢ | 2r,¢te2r,
) . ° ) ‘ : | 2N
From this we get the density function
L - (ot . Lo | .
. e .. 0<tgaer
//ia . ' v Ztltz ‘ . - 1l
o g(t) = ; ‘ ~
| b \. ‘ . ¢ . . :2"‘r'—2‘- . . 2‘t1_<_t_£gr2
: ) In the general case the density function of Ilr-@crll is
; ' B v ‘ . s—j-l ' ’ ‘
: ' gi(t) = £820)€ | 2r,<t<2r,
‘ : 25=3.a. ) I Al A2
: : . 341 7/
wherelo_éjg_s-l.' s _ ' ‘ ’
r” . . ! a e ‘ T ,‘\.v ‘ e ¢
' ‘Note that the density furction £ and g are :discontinuous
© at end points of'fi‘t;,téivals..'-m want an upper bound for: -
¢ R - ' e - & [
b N
RS . . . + Tt . 0 . ° R ‘ .
k_—p—.——:w—— - 4.‘ . ~, - ~n~r‘“ . < : N ‘;:i:‘: - P ‘; TR rre o —— -—w
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Let D2[X]= E[(Xx2]-(E[X])?2

v B

Eet‘us first compute E{X].

E(X]= 7 tf(t)dt .’ lﬁ;w

o

Rl o TR S PRV

R e

g

therefore

P T

X
Y

s-1
= I

). 3=0

5-1
I

I .

M slﬁ-l'
£(s-j) ¢t dt

1 A}
) — c .

e

aj41

s-j+1 r v

t

(S“i)‘[

j+1
a. 1=
i+l

s-J+1

j=0

s—i
z
j=0

S~

e

. . ¢\‘. , : . .
Now find a close form for E[Y] . L0 ‘ .

‘ [ . ' s l
= I

( s-J+1 )

E(Y] = S tg(r)at

I t(s-j)t

j I
I” g-3+1
ERER

@

L e , . « o‘
s-j+1- - o
-r : .

& BT

LR s

a

s-j-1

/ IS

=0

¢« .

s s-1

2s j'a

.é-j'

at

H’d i
-
'

J+

EEEE

N

-
-

ts-3+1' 2rsy .

=L

s-1"
= }
" j-o( =5+

,[zs—j+l

, i+
i 1

l J‘ o lw-,'-

a
-

1 o
RO — J
S—Jo’

2 aj+1
S- j+1
)+1

) (

5= j+1,£§-j-t‘f]," o B

-
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Now compute' E[{X“) and E[Y“]).’ . C o o
- i

hY - L . . .
\ ¢ . - . ." - . . ‘ i : -
s T 5

- | ,&gs[x;]a ¢ g at o .

'§ b( : L » A ‘4 ‘ 'l ’ A

o - os-1 sl 2 S -

P SIS N €5 1 A \ , |

S gm0 341 e o

% ’ v R - »
\

1 . o\ oS—g4l
ATt s )12 dt
0

2s J.a.n > \.'.' . - . . K

.- = S=-3 . 1 ‘ s=3+2, '§~j+2_ s-‘j+2.l s=3j+2
) S %_ _STJF‘%?' aw; .2S-j ‘[s’.o“ rj"'l ? : rj .]
LT T -
] ( ) -
5.1“- - . SASE VN
s-j .-_1 s=j+2_ s-j+2 C . - -
-z o 532, 33, (Fje1 7 7e5 7 ) : S A

Therefore  E[Y2]=4E[X?]: Substituting these valugs into
1 ! -9

&

i p'quat'ion (3.18) wenha've ‘ ) o : '
. . v v Lt

;u. : .‘g[‘% ] S, E‘[gi l+ D[x] 'W N 1‘
. S | . ' R ‘
. where D(X1= V(E(X21i(E(X]}2) | .

0 ." N . B . i ':
4\ ang~? n[ir\]-\[@[vf].-@rn?)—‘ Y

s -

4

X

v

D A e L.
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.+ = JuEX?)-2E[X]1) %) - ' -

'-\](wlxz]—,as(z[xﬁ”zj)z o A

‘e

= 2y(Elx?]-(ExN?) |

= 2D[X]
8}

X
~ 2E (X QZD[X] . °
2 1 1 [N
223
<1
v .

Therefore,

gp e o .
Bl frverm £ 1. S

Using these 2 ré‘ults we have

El _exi (2k-1) [ ELNSAN) ¢ Nekl y (, ELNSANT,

8

Tx+exT = H——B—IT, r¥8r

< (2k 1)[ E'_L}!.ﬁ\ﬂl + E[lIGAlI] ]ﬂ

3 [

- ¢ (zg_l,[ 1+ F(E[HGA"]) 1 ~

+ N

diffe)ent values of j . and k'l SfRCQ;we assumed that the

The expected value 'ECNSAN) is found ‘In Table 315 for, '

relative errot in the response is uniform in (d‘lf, ‘we. nustt

nultiply the' tesults by e, where ¢ is the maximum relati{,

errot introduced. in the rcsponse. _ Table 3. 16 contains the

expected value of the npper bound of tho rclativa ortor 1n

4
R R L A

b e b ks A
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thg solution vector X, where €=0.10; i.e. the maximum allowed

>

érror in the response is 10 percent. ‘
0 “ . L4
TABLE 3.16

— ? \
1 2 3 4 .5 6 7.

i
It

0.77 0.98
0.99 1.22 1.43 ° =
1.21 1.45 1.67 1.88 o o
" 1.42 1.67 1.90 2.12 2.34 -
© 1,63 1.89 2.12 2.35 2.57 ,2.79 -
1.84 2,10 2.34 2.57 2.80° 3.02 3.24 :

»

YRR YT, SRE

A

L
]

* !
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This result and the result for an expected value of the

_relative error in the system where A is exact demonstrates

that the error 'in the inferred value can be large. Ir the
test results of Tablé% 3.12 and 3.14 we see that this |is

true. In Tables 3.12 and 3.14 the relative errors vary from
: oy '

" approximately 29percent up -to apptoxi‘ately 61 percent. This

means that for any -single inferired value it 1is almost
N ' R . . N

impossiﬁle to guess the .range of uncettaunty."and " hence

almost impossible to  co promise any single data value by
, . coppromise ar 2 value b

askfnq queries that allow a user 'to construct these (k+1,k+l)

systems of equations.

Therefore, ¢such a nethod effectively secures a‘hat§ base

against such threats. By this we mean that if ague‘ri'es with

the maximum overlap are allowed, and  these queries are

exclusively used, then the data base is secure, However, as

\seenf in bhapte: 2, a user caﬁ still compromisé the. data base.

N

by using querieé-thit overlap'iﬁ fewer places.‘

Tt St
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In Chapter -2 we discussed the results of [15i where the

funcsion S(N,k,r,2) defines the smallest number gf guerie;
. needed to compromise a data base with N recgrds that allows
quéfiéé of size k‘ and . allowé‘ no more than r elements in
_common to each query. Here "“:" s the‘ nuﬁber ofl record

values known by the user.. - ‘ ‘ —

-

The security method described in this section guarantees

 security for r=k-1. However it is possible to determine the

value' of one record by asking a sequencé‘bf queries that do.

not belong yo the forbidden query set and which overlap in at

most r=1 positions. &

To demonstrate ,thié, consider a data base that has N=7

records and. query sizé k=3. A’fo}bidden query set for such a

data base is

\ N
F={ (123), (127) (136)1(145),(167),(236) (245):(246),

(256), (345) (347):(357) (456)} ’

The -queries in this .Set cancel all 35 possible s \ éhs.
If a user wants to determine the value of the data field \of
record N7 alone (say one record at a-time) the following

seéuence og éueries can be asked in order to determine the

value of the data fiéld of N7.

d

A < ke W bt SRR P ¢ e o

oo bt it bt s
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Q,=SUM(N1,N2,N4)
Q2=suﬁ(u3,ns,usg
Q3=SUM(N1,N3,N7)
odisuu(uz,us;p7)
Qg =SUM (N4, N6,N7)

The value of N7 can’ computed as
VALUE (N7)= %(Q3+Q4+Qs-(ol+Q2)r

Since the queries Q; to Qg -are not in F, the inferred

~

‘'value of N7 will be exact, hence the data base will be

compromised. Therefore the method proposed in this 5ection

does not secure the data from attacks of this ‘nature. There

are 60 possible query sequences of the above type that will

solve for N7. Out of these 60 sequences 12 of them will
solve for the exact wvalue of N7 because, as in tbe above’
example, none of the five queries aré. in ’F. lIh rorder to
secure the data base against such compromise we will have to
add queries.to F. Similarly, there are 60 distinct query

sequences to solve for each of ‘the remaining 6 records.

Therefore, we will have to add even more queries to F ‘to

assure security. 1In order to secure for/j‘i possibilities of

compronise the set F will contain almost all the queries,

Algorithq\3,5_construct; F such that P contains at least °

4

-one query from every possible simultaneous system, that(has

queries with k-1 records*iﬁ.coﬁmon.. Let the number of such

systems ‘be xk-ll' We have "seen abovg that there exist_GO

. i .
' . . LS

r

. .
.
. . ,
. «
. ‘

.
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g e
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‘syéteﬁs with a maximum of l,élément'in common that s&lves for
R N7. Therefore 7°60=420 such systems exist that can solve for
1 record at a time.  Call this number Xge. similarly, SYStems
witﬁ .queries thét overlap in j out of k positibns‘can exist.
‘Therefore,.thévto§al number of systems (sequence of queries)
' that can solve for at least one record is

~
-

k-
: x=§=lxi R '
wﬁere.SQme of the X,=0.
. , In order to ensure éecurtty, the set F muét conﬁain at:
’ ’ 2 least o&g query from each of the X sequences oflqueries. Ss
we ’E$;e seen for N=7 and R=3, there exist 455 possible

¢ sequences.of queriei that can solve for at least one data

O ;”P“""""}W*‘-‘.‘“"“’"‘é"' , 8 I e e,
. .. N
i
“

. : e
« . field valuef

¥

>
!

N, _ o
k-1 = X3 = (g4y) = 35 E o

z t . g = Xy = 7760 =420
! U0 k-1 . .
: X =f X, = 35+450 =55

A data base with N=7" and k=3 has 35 possible queries. 1In
order to secure the 455 systems all of these almost all of

these queries must be in'F..

Kt e " o

Therefore for protecting a.data base inp which the overlap
&
. L]
size is not fixed at k-1, one must lie almost at every query.

This "becomés more o?vious if we study the relétionship '

8 s
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between a forbidden query sef and the records in the data

base. . : . . g : LY

Let F= {ql,...,gt} be a forbiden query set extracted by
Algdrithm 3.5. For eacﬁ rgcord ﬁ in’ the data base we
hssociate Q(Rj)f{qilqi coverg Rj}. Clearly {Q(Rj)} is the
set of jinverted lists formed on the forbidden query set and
Q(Rj) ~contains pfecisely ;11 tﬁe queries that must be
forbidden in order to protect ij So we call Q(Rj) fhe "best
cover®™ at R.,. When the overlap size of-a sequence of queries

J .

lies between 1 and k-1, a particular record Rj can be solved

by lany one sequence out of a, large . possible numbef of
sequences of queries, as° has peen .demonstrated by our
-qxample. ‘In an on-line dialogue s?stem it .is f;lher
difficuit to know.whai the user is after} i.e. which _record
the user wants to 1Infer. Because of this inherent
difficulty, one must 1lie on all duerieé. How;vet in a
*batch™ mode where‘the user is fo;ced to\ask Seve;al queries
before' the system starts respond;ng, our investigation

3

naturally suggest a realistic strategy.

. When several gqueries, not all of them being disjoint, are

" input to tQF system,the system can gecognize the record which

‘ occurs in "several® queries and then use the total cover for

\

. this record to perturb the response for the quéries of the

- user. However a wuser 'can spend several days or employ

another computer to .formulate queries and try to compromise a

o

(subget of the data base. Since this subset can be any

., * '
o .
[
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lying which should not distort.the statistics

should be to protect any individual data.

“investigation ptdbably

statistical data base.
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CHAPTER 4

PROTECTION OF ATTRIBUTE SPECIFIED DATA BASES

o
Many studies ’[6,8,12,14;16,17,18,22,23;2@] -éoncerning

statistical data bases that permit attribuge specified,

quer?es hgve shown that protecting pggfonal inform&tiona

against disclosure to unauthorized ugers is very difficult. '

The ability to isolate an individual record of the data
base Lby correlating the available statiséical ~summaries
enables a user to determine personal information about that
individual. 1If we are to protect the data base against such

inference we must eliminate the possibility of the. user to

<

. 1lsolate a record.

L] . .
Random sampling and partitioning of"a data base are quite

"effective in preventing - the user to isolate a record. In
réndom sampling, a queryu returns a statistical summary
pertaining to a random saméle' of thgrrecords in,the éata
Sase, In ' a large data base this §ummafy méy be s;atfstically
correct, however the' statistics may . not be sigqificént in
small or medium si'ze &ata Basés. Therefo;e, fhe-strategy of

' random sampl@ﬁ&“”?p small or‘medipm's{ée.déta bases, instead"

of protecting. them aqainst‘ compromisé,' will destroy the

[

usefulness of the statistical summaries. W

. LI
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In partitioning,Athe\ records of a data base are stored as
groups of records. A user may ask information about any set
of groups/, but is never allowed to access. subsets of .records

within the same group. At best a user may isolate a_ group

but never a single record. As seen in Chaﬁ‘br 2, this

approach puts two severe practical limitations in dynamic

data bases, First, the grouping of records may distort.tﬂ@
J .

Statistical information of- the data base and secohdly the

forming and reﬁ@rming of groups duriné insertion and deletionm

can lead to costly bookkeeping.

Another method to prevent a user from isolating a record

is not to answer any query. that applies to fewer than m

3

records, where m is called the response level. In [14,17],
the . authors show that this security safeguard is. not
effective, The exfstence of trackers, discussed gn
Chapter 2, shows that if we are to restrict a qﬁery Q in
order to ensure security, we must Eestribt other queries from
which d can be computed. This result; in a chain'redbfion
where even MOte“queries will have to be restricted in order
to preveﬁil a user from computing the téspbnse t6 these:
queries. In (6,18,23,24] the authors show that even \if 'a

majoritf of the queries are unauthorized, compromise is still

possible.
AN ~

In this chapter, we will ptbpose a sécurity method where

,'a :range is given to a query instead of the true value, In

attribute specified queries there are 2 types of statistics.

, ° e S . /

R I . . .
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.

that are returned: the COUNT and the VALUE. A count query is
\\ \

a query that asks “How many records in the data base statisfy

the query?" and a Value query is a query that aské "What is P

gf the.records that satisfy'éhe query?", where P is a' query

v

" predicate such asnsum,'average, median, etc. 1In our proﬁggal

we will - give a range for the count queries and the tgue‘value
will be'given for the value queries. We will attempt to show
that without the true count it is not possisle to 1isolate a

records

«

With such a security method the usefulness of the .

' | ; ( /
statistical summaries is not questioned Since exact answers

are given to all huerieS‘ that pertain to the data field

values, By giving.a range (a,b]. as a response to count.

3

queries we are not misleading the user since the true count

lies within that range.

BEEAY
r " B

4.1 RANGE RESPONSES TO COUNT QUERIES

B ’ v . - - ‘,
In this model the data base has N records. Statistics

" can be obtained ihrouqh ‘two, types of dueriés: counts énd"
aveiﬁggs. A query 1is given 1in tergg of a formula,'

C(V{V,Vqeen B where V; 1s one of the attribute values of

ju we set

vjst.' A record matches the formula C if it agrees with'C in

every position except the positions that have a # in C. The

attributei. " If we are not interrested in attribute

set of records whose attribute values m?ééh the formula C is -

P) o
v .- -
. ; .
: H
* i N - . .
.
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. Lo ial H '
- called the guery set X  of C.

-

-
e s e I

Wheri” the count, or “the size of thé query set, - is
reqﬁested the gquery will be CQUN?JC), and when.the average 'L-
values of the data fields of the records in X, 1is requested

{ the query will be AVE(C).

The responses to these types of queries will be': C _ ‘é

°

. vi
AVE(C) = 2 N

' * leX c . ' T
- ' ‘ \ . A . ¢ f . ‘
(3 ‘ ! . .
where Vi is the value of the data field of recordi and,
Nc-'lxclowy/» N '_ ' .

A and -

l

COUNT(C) = [a,b] where aglxc$gb

The range [a,b] has a fixed size of length S and also the

—
2 -

boundaries of ;he‘iptervals are prefixed as follows: D)

y

[0,5-1],[5,23-1] ,[23,35-1],.--,[(i‘l)S,iSfl] '-oo‘

o .- For any query COUNT(C), if N_=IX_| lies within the i-th
- . " interval the response\to the query is [a,b] where a=(i-1)S,

and bsis-1, where - S 1is the length of the interval, i.e. ’ ﬁ
: P s .

S=b-a+l. There is no overlap between the iﬁtérvals, " this
: : e

e e o o

assures that a query will always return-the same.range.

All count - quéries ‘are permittpd, - since the response

A~ 2
[0,85~1] is given for any query that involves fewer than S

) . ; records. Ther‘foge“ a uéer.cpn not isolate.an individual by"
& ,
e

13
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asking queries with small counts., This has the same’ effect
as ' not allowing queries that involve fewer than S records.
’Any query that requests statistics about the data flelds of
the records must bﬂgtch .at least S‘records. Thexetdre the
query AVE(C) is undefined if Ixclgs—l.‘ This 'restriction' is
identical \to‘ the restriction of the data base models that
impose a - response level ‘to\ tne‘. queries as “in
(6,14,17, 18'23'24]. There ‘are two major reasons why a query,
of the type AVE (C) , -that requests statistics about the data

| fiélds, where oglxclgs, is' undefined. The_first is that.if a
_user asks the queries{COUﬁT(C)_tor which the response is in
2 the inte;ual [O,S-i] and AVE (C) fo\ whicﬁ the true value is
R. If R=0, then the user knows that COUNT(C)=0, and if RO

than the user knows that COUNT(C) lies in the range [1,8- 1]

The other reason is that if a user knows, Erom external .

sources, that the~formula C 1identifies an individual I
uniquely, then by allowing a response tao AVE(C), the value of

8
the data field of individual I is given.

"Using the above data base model and response strategy, we

will—now show that’, when ranges are given for COUNT ‘quer}es,

- we ‘can not isolate any individual record. In other words we

will' not be able' to determine, with certainty, that the

~

'formula c uniquely identifies an individual. We will give

necessary and sufficent conditions under wbich the ‘range  can

be reduced and derive ‘the exact extent by which such .

reductions can occur; We will also show, when we can reduce

¢

o Frn w okt B
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"thg*_range to a single point;_thisvis_the.case when the true

couﬂt of a query is inferred. . -

The results will show that in the majority of the cases
the. range can not be reduced, that in a small number of cases

the.range can be reduced and that very rarely can we reduce

-

4

the range to a single point.

We will, first analyze”the case when all the attributes
a:e(biﬁary (géch attribute has one of two possible values) ,

then we will generalize this in order to get the resplfs for

_ attributes of the n-ary type. - The results show that it is

- - “
very diff?gurt (i1f not impossible) to isolate an individual

record, therefore any information about ghét individual ‘is

nthréadily available. > | R .
%

ot

Consider- the case when  each ' attribute has one of two

-

'values: 0 or 1. Then the fBllqwing relations hold true:

_ COUNT (1#*#)=COUNT {11*) +COUNT (10%)
=COUNT (1*1)+COUNT (1#0) (4.1)
-coaﬁ%(110)+couuw(111) A

+COUNT (100) +COUNT (101) '

Consider Ehelaata base in Example 4.1. If a questionner

wishes to know how many persons in the data base are married,

he asks the query. COUNT(*M*) "which has the true response“j-f’

The relation in equation (%.1) states that ‘the . total

number of married individuals in the data base is the number

e

;
L
]
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R e EXAMPLE 4.1
T\ _ NAME “ ATTRIBUTE 1 - ATTRIBUTE 2 ATTRIBUTE 3.
, SEX . CIVIL STATUS UNIV. STATUS
‘ ,(M/JF) . (SIN/MAR) _(PROF/STUD)

B

A .. N1 M. - "« 8 « . P
M Ve
,) N3 - F . M
. N o owmF S . }
i, N5 ¢ SM ¢ .- '8
N6 . Np- -8
ST N7 . . .M

A Y

wrorsthhnnin

IS . - -

of married professors added to. “the numbéj. of m'arried'

% o ' ;
studerits. 'Therefore o ; Lo

‘.. . COUNT(%M*)= COUNT{¥MP)%COUNT (*MS)

. . i . .
¢ .. .‘ ! ) : F 1+2 N ‘ ¢

s ¢
. .
N

i T . - L -~
If wé use the intevals /[0,5-1],‘[8,28-1],..., then in‘ sq{e‘

~g:aées the r'apg"'e" éah‘b‘e reduced by at most drfﬁ}:' vihgn we Nha{ve.

bin\giy attributes. Yhe next example-shows how-this ftﬁuc\mon

-

< .
’/% ' . # . .
. . LA .
'y ) . T .« Ve
! <

EXAMPLE 4.2 - <« = R

is done. .

. ' ‘ ' e A & . < s » ,‘__‘ Va
Let S=5 and COUNT(1%*)=[25,29]. . -. »

COUNT (11)=[15,19]
.. .'. COUNT(I0)=(5,9] R

- n .
) . . ° . P
» ‘. .

. b .

. 8ipce” COUNT(1%) sCOUNT (11)4COUNT (10) < have the' relation.

w [25,29)5(1%;491415,9], Mhere 'wa ~interpret that there exist |,

o ~

- . P ey . . PN B
- M . * M - ER] «
Al . -
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= " I
_integers Ze¢(25,29], Xe[15,19] and Ye[5,9] such that 2Z=X+Y

holds. There are ‘several pdigsible sSolutions.

-
The migimum value of COUQT(I*) is 25, therefore, the sum
- .of COUNT(11)+COUNT(10) must be at least #5, Assume that the
N ' ’ re .
true count of COUNT(11l) _is 19, its ;;Eékum value, the?l
'COUNT (10) must be at least 25-19=6. Therefore the range
[5,9] is reduced in size to the range [6,9} for C?yéT(kQ).
’ . Consider all the possible cases of true coungs for the
Esnges in Example 4.2 which areylisted below.
) ; .- o o/ 3
. COUNT (1*) = COUNT(1Q) + COUN';‘(ll)
. 25 6 19
- ; 25 _ 7 18
5 ' ’ O 25 ) 8 17
. 25 . 9 16
. / 26 - v 7 19
‘ Les ; 26 8 , 18
. ’ 26 9 17
N . 27 "8 - 19 \ !
. . 27 9 18
“ 28 ‘9 19('"<ﬂ
. From this we see. that COUNT(1*)=29, COUNT(11)=15 and
' | QOUNT(10)=5‘ are not feasible solutichs. Thereforé, the
Coon ) L
. ® ifanges can be reduced to - &

 COUNT(1*)= [25,28] = o
) : COUNT(11)= [16,19]
© '\ COUNT(D)= [ 6, 9 & -

- - .
Vo

. " The range of ¢ h-quéry has been rediiced . in Hsiz&{ bf;_l.

. x_{‘ The ncxt_pxanplg?dcnénggratés a case ui@n,ﬁ reduction in size

D . v

" ¢

bl 58, g
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\w is not poséible. S T .
EXAMPLE 4.3 RN ' N | o
Let COUNT(1*)= [25,29] ‘
COUNT.(11)= [15,19) ’
COUNT(10)= [10,14] L e
As we can see all the values in these ranges are'possiblé
solutioné. : "
We are interested in knowinq how many cases are reducible

and how many’are non-reducible. _Also we would like to know

how often each case arises. - ' ’ | -
Let the query COUNT(1%) @ave thé range [(x—l)S,xS-lj.
Table 4.1 éoﬁtéins all ' the pﬁssible pairs of fanges for
'COUNT(10) and COUNT(11). o ' LT
TABLE 4.1 . .
° ' \ . . ,1‘ ' * " , ' . r
‘COUNT(I?) . COUNT(11) COUNT(IO) . L
 lx-1)S,xs-11" - 10,8-1] ©  [(x-1)§,%S=I]. L
n o {0,8-1) [(x=2)8, (x=1)8=~1] ,
: \ , R (s,28-1] . [(x-2)8, (x-1)S-1]
: /?’f\\\ " ) _ ) . [8,28%F - [(x-3)8,(x-2)8- 11"
A " ’ . . \’ - ' . ' : . . T : |
[(x-2)S,(x-1)Skl] {s,28~1]} '
[(x-2)8, (x=1)S-%]" (0,8-1] ‘ o
J(x—l)S,xS—ll [0,3-5] et
.. ’ “ - a' ¢ ’ - v,*r ' Lo
+ There {s a possibllity of 2x-1 ca es.’ Formally we prove as’
. . e SR :

. shaym below:

Proofs - PR L 1 e T
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Note that x= §+1,.so let P= §=x—l, where P. deénotes what
inte63;1 is given as the response. P=0 denotes the interval
{o,s-11, P=i denotes the interval ({S,25-1], in génerai ‘P
dehgtes ‘the ihterval ([PS,(P+1)S-1]. Let COUNT(l*);[a,b],
COUNT(11)=[a,,b;] and COUNT{10)=lag,by].  Therefoge, for.
Ta.bl=[alob1]+tao,b0] t? Pela,feasible césé Po+P; m6§t equal

. 4

/

The number of cases in which this occurs is egual-ﬁo the
number of terms in the ‘expression (T1+T2)Y for Y=P and P-1,

i.e. for Y=x-2 and x-1 (since P=x-1).
3 . y

The number of terms in (TI+TV)Y' where v=2 (the number of .

values an. attribute can haveg), is

vHY-1, | 2+x-2-1 | _ ‘ (
( v_l‘ ) = ( 2_1 ) fOl‘ Y XTZ

L 24x-1-1 ——e

= ( 2-1 ) Jfor Y=x-1

Therefore the number of possible pairs of responses to-

COUNT (10) and COUNT(1l), when COUNf(l*)=[(x-1)S,xS-l] is

X X=1, o 5.
(1) + ( 1 ) 2x-1
This completes the proof. - . . _ *J '

"In Example 4.2, P=S5, Po=l and Py=3, ' We have seen that

the ranges 1nW*this example are reducible. - In Example 4.3

- b
P=5,. po-z, Pl=3 and this case 1is not reducible.
N \ ' -

[
.

Py
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ye. can reduce .the  range of the queries COUNT(l*), © )
COUNT(10) and COUNT(1l) only when Py*+P,=P-1l. Therefore the

number of reducible cases for.binary attributd® is x-1.

0f the 2x-1 possible soluﬁions, we have x-1 of them that x )
can ‘be reduced and-x of them that can not. Since each tase '
does mot have the same probability of occurrence, the.'nu;@ir

-

of times that a reducible or non-reducible case occurs is

determined by'étudying the true counts.

Let all the true counts have the same probability of
occuring., By this we mean that if COUNT(l*)=10 then the

Probability ‘of COUNT(10)=4 and COUNT(11)=6 occuring is .equal

‘ v LS N
to-tﬂ& probability of COUNT(10)=1 .and COUNT (11)=9 occuring.

Consider the case when COUNT(1*)=[10,14]. The possibile

-

combinations of exagt counts for COUNT(10) and COUNT(11) is
'\"
given in Example 4.4%5

.
L

EXAMPLE 4.4
EXACT EXACT EXACT
COUNT(1*)  COUNT(10)+COUNT(11) = COUNT(1%)
(10,14) o + 10 = 10 »
0o+ 11 = 11 o
\ 0+ 12 - 12 S :
‘ R _ Q
- 13 0+ -1 = 14 \
14 + 0 = 14
' . ) \ \
. ' ) *
s ¢ “;11 (
: .- ,
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‘We assume that each casé has the same chance of occuring. o

From this we have the following theorem. : . ;'

. THEOREM 4.1 . ‘ a ‘ o
. -y '

- 1
b

If© COUNT(1#)=[(x-1)§,xS-1] then there is S(2xS-S+l)
. : . . ,
possible pairs of exact counts for COUNT(10) and COUNT(11). i

, { ' A ]
Proof: : ‘ : o '
s

‘LE* COUNT (10) lies between 0 and (x-1)S then COUNT(11) has
§ possible values, therefore a total of ((x—l)s+l)s./~ IE'

COUNT(10) 1lies between (x-1)S+1 and xS~-1 - then the total
(s-I)s
2 a

number of possibilities for COUNT(11) is Together,

this glves us a total of 3(2xS-s+l) possible different

combinations of true counté\gor the queries COUNT(10) and
. . N A ]

'COUNT(11) . ' :
; : k
For each of the possible (x-1) responses in which the

range can be reduced there are iﬁ_ll_ possible combinations

of true counts. This is proved simply by inspection. .The
size.or length of the interval +is S. When the range isl."
teduced by one the size of each range is S-1. The largest
value'in the range of COU&T&IO) occnrs only with the smallest
value in the range of COUNT(ll); the second largest value of
_‘CQUNT(IO) occurs.only with the gmallest and second smallest
. va ues' of the'tange of COUNT(ll); and so. on, Thcrefore the

— - .

‘; number of" possible conbinations of exact counts ia:
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*oene

So 'the total number of .possible combinations of true

‘counts that woyld cause a reduction in range size |is
(x-1)(5-1)58 -
2 .

Assuming that each case has the same chance of occuring

then the probability that any' one -query's range will Be.

reduced by one is

(s-1) (x-1)

Px™ SEx-1)+1 . : ’
whg}e X varies from 1 to Eil.'

S

As we can see Pk‘is.always less than 0.5 and ~as x gets
2§mg11e}, P¢ gets smaller. Remémser that x indicates the size
of the true ‘count, . therefo%e for small ° -counts, the
probability that the.rénge-can pe reduc#d is émall. when x=1,
P,=0. . M - “

.

We‘will now generalize this for n-ary afttibutes. Let V
indicate the n?mber oE values an attribute can have. For
example, consider the attribute MARITAL STATUS, this
attribute  can hqu .one of four‘valueé; (married, singlg,

o

divqrced, widowed). Therefore $=4 for this attribute.

v
LY

Suppose a. data base has 4 attributes and the 4-th

attribute has t values. Then the following is true:

'Cbbuf(alaza3*z;cpuur(aiaza3v1)+CQUNT(ala2a3v2)+

‘*\\- .;.+CO%N?(a1f2a3vt) (?.2{" .

o . !,

|




@fhree*attributes

where ay, ay, ay are values for the first
and vi, i=1,t are the t dJififerent values of attribute 4.

. Consider Example 4.5, where an attribute has three values 0,1

al,

©or 2.

* EXAMPLE 4.5

Let COUNT (1% =[25,29]
.COUNT (10)= (0,4
COUNT (11)= [5,9]

COUNT (12)=[10,14]
| - :
We see that COUNT(10) can not be "0" or "1% Dbecause
) .
COUNT(1*) must be.at least "25" and when COUNT(10) is :0' or
"1" the maximum sum of COUNT (10)+COUNT (11)+COUNT (12) is "23"
or "24° 'respectively. BY the same logic COUNT(1l) and
COUNT (12) are also reduced. Therefore the ranges ~for the

“above queries are reduced to
\ & . .

COUNT (¥ *)=(25,27]
‘ couﬁr 10)= (2,4}

COUNT(11)= (7,9] _
couyr(12)=[12,24] ™ = S

' ' L%

We éee that the ran<i is reduced by 2 or v-1.
3 )-[ (x"‘l’ S,x'S-].] ’ and

23
- /bouur(alaza3vi)-[(x1—1)s,xis-1]

Let COUNT(a,a

for i=1,V, where V is the number of possible values for. the

4-th attribute. We want to knéw'the némbar of possible éété.‘
i ~( . . - ' v v v. ‘ , ,

‘.,
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‘\‘ solutions for equation (4.3). —
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of responsés for the right hand side of equation (4.2).

Let. COUNT(a1a2a3vi)=[(xi—l)S,xiS—ll and let ;{=(xi—l).
Since Iy indicates the interval to which the count belongs,

we will call I, the range indicator and  write

-

QO%pT(ala2a3v1)=[Ii].< Noy we rewrite equation (4.2) -as

[

v
(I1= I

[1;] . :
1 v .

\

i

<

‘The sum in the right hand side can be I~1,I-2,...,I-V+]l;

~therefore
%
v - :
z Ii= Ior I-1o0or,... or I-V+l © {4.3)
,i=1 ' ‘
where 0<I;<I. " '

Thus we have the following theorem

THEOREM 4.2

o

&

The number of possible set of responses for the”righf_

hand side of equation (4.2) is the same as the number of

’

S
\ K4

A general set of responses to equation (4.2) is

Proof:

~

[IS}(I+i)$-1]¥[119,(;1+1)s-1]+;;.

. o C HIIS, (I #1)8-1) L (4s4)

If the minimun ln each range of the éight hand side of

equation (444) are the true counts for-thc querlcs on the

5\ . . a |
p .
4 .

. - ' .

R -

kS
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iight‘-hand Side‘ of equation (4.2), then the minimum sum of

‘these counts is

“ - v
Minimum sum= ¢t I,S y
. qap d )

whilé-the maximum sum would be

v
z IiS) + V(5-1)
i=1

Maximum sum= (

¢

Thgxeforé, if- all these values were possible, the range

of the sum of the responses on the right hand side of

lequation (4.4) is )
'/ v ",
(I8, (& I5+V(s-1)]
}sl i=]

" This tghge does not intersect TIS,(I+1)541], therefore

.V - : ,
when I I ,=I+l there are no feasible solutions to equation
i=] . : . . .
4.2). -
(4.2) ) -
v ‘
Let £ Ii-I, then the range of the right hand side of
i=1 ’

‘equation (4.4) is [IS,(IS+V(S-1))] which intersects the range

:‘on the left hand side, hence at' leist one solhtlon ‘exists

v - : ‘ .
+ when I I;=I. Similarly, at least one solution exists wheﬁ
- =1 ' : '
Vv ~ ) ) LV . a,
I I.,=I-V+l and no solution exists when I I,=I-V. Therefore
i i \
in-l . ~ L. - i=} \
at least one feasible solution exists when Ik
v .

IR I 15 <5 PHRUS 2 Lo
im=] - . o ‘

. 3
. e et e P e
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’ Ve ' .where I=x-1.and I;>0. . ' ' ,
- By finding the number of solutions to equation (4.3) we f.

will determine the number of possible sets of ranges of the

14

left hand side of eq}:ation (4.2).

o

, Y So we want the number °yf“P°531b1° sets of t;, i=1,Vv, t;20
g such that ' . ' "
- v ‘ ’
: . . iil'tfy ‘ '

Let ‘S(V,Y) be. the number of sets of non-negative integers
of size V, such that the sum of each set equals Y. This

" problem can be ‘formulatéd as follows. ‘ ‘ '

Let P=(t +t,+...+ty)Y, then S(V,¥) is the number of terms
! ‘ “ in the polynom:.lal P. . oConsider‘phe case with v=2 and Y=2;
r , - where .
~ . 2 2 |
% o o P=(t,+ 2) 2.t 1+et t2+t2
. thus S(2,2)=3 and (tl,t2)= (0,2) or  (1,1) or + (2,0). .
i ' -
N ' Therefore I t,=3 for all sets of (t,,t,). . S
; i 172 D e
) ) i=] : ~
Using thls approach we know that the numbcn of terms in
. the polynomial P(tlﬂ; +...+t:v)Y is L - ‘ -
<t . %;‘;’\ v+¥ 1 ‘ ’ ' .. - i ' {
) 4 “ S(VoY)- ( ) . ‘ L
.EW.FQ , [ .
¥ 1f _we substituto V=2 and Y=2, sw.n-a and f.rou the abq_ve
Y ! \
; _ oxanplc we knmow this to .be true. R ‘
g f ‘ ) ‘ L 1 Y
‘;H . P ' i v . - ;. , . ) . . . .




. g

RIS T SN

2aae mer AT

B L )

155

v

1

" For our . problem, V.is the number of possible values the

/

attribute has and Y varies from I-v+l up to I. Since I=x-1,

4

' ~ N N
Y(\vaties from x-v up to x-1l. Therefore, the number of

possible sets of ranges in the right hand- side of equation

(4.2) is o' ‘
. i x‘l . ‘ -~
sve= 1 (VD '(4.5)
. Y=x-V Lo
‘Using the identity
| N o /
3 (r:k) - (r+:+1)

k=0

we reduce equation (4.5) to '

V4Y-1
S(V,x) = I (,., )=-1 (g1 )
¥=0 v-1 Y=0 v-1l ‘
——
Therefore . “
s = (V3 - (S

Il
is the total number of possible sets of ranges for the right

hand side of équation (4.2) whén the - range: of

COUNT(a1a2a3*)-[(x-l)S,xS;1] and Vv is the number of values in.

attribute 4. Oj:/ﬁim is to determine how many of these cases

~

cap be reduced. N

The range of the response to the éuety of the left hand
. v ’ ]
i=] ’

Let R(V,x) represent the number of reducible cases.

side of equafiyn (4.2) can be iéduced only when

2

Therefore 1 -

¢

.
.
ik

Fore s i Rt B o TP et pa
PP
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iy
(3
st

.

R(V,x) = (VH¥7T71)

. x-,i.
o. = (V"l)

i

J T T

- So R(V,x);(ﬁZfTﬁsetS\ofmﬁaésible~tangesvcan be . reduced.
We have seen that:when Vv=2,(i.e. the attribute in question is

a binary attribute) the number of reducible _céses is x-1,

this is confirmed here. =
4

As ' in _the binary cgse, we will assume that each set‘pf
counts has the saﬁe _chance of occu{ing. ¥With ‘this
assumption, we want to kpow the probabiiity éf a reduction
occuring fo; ahy one quer§ that has count 1}ing in the range

[(x-1)S,xS5-1} and 1its attr4bute having Vv values. Call this

probability P(V,x). ‘ )
. : »
"To determine P(V,x); we must know how many times a

f Y4
reducible case will ocgcur and how many timfjtij?on reducible
case wil; occur. In .other iords, how ¢ many possible ~

combinatjons of true \counts correspond to one reduciblq'
LY w

interval. Call tﬁis number CR(V,S). .

S

b-a-V+1
crR(v,8) = z o (FVh
t=0 )
s~V L
3 S oa T (MY o (4.6)
. // t=0 ‘
whery a= (y41)8 and bexS-1. ' \ .
¢ ) . " .
Using the \dentity ’ DR C Ly ‘.
N" o oo . & . ‘. . . " r‘;
ek, . LCeNe), . : ‘ K
I () =~ ) . - .
i k‘\o k . . ' u . ‘ RP
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& . ‘ L ' . "
‘we ‘reduce equation (4.6) to ’ ' o

CR(V,S)= (o) = (§F

Therefore there are (3§ possible combinations of true

3

counts corrésponding to each reducible set of responses,

There are. R(v7x)-($:i) sets °€/ responses that - cause a >

reduction, so the total number of possible combinations of

- J ) ,
true counts that will allow a user to reduce the range of a
P -

response is o |

TR = (51 (5) L

-

Let éN(V.S) be the number of posQiSle combinations of

4
< . N
: bra

cnv,s) = @ (Y )

) t=0 | : :
L o :

§-1 . s
sz (E+V-1

).
t=0 %

true counts that %ortgiiond to one non reducible interval.
H

. V4S- .o 1
- (Vi571) ~ e

. v
sl .\

\

a ® = (

where [a,b] = [(x-1)5,Xs-1].

. p _—
[ f i \ , . ‘\ * \
- 'Sa the total number of possible combinations “of true

\

' counts that will not allow a, user to reduce the range of ' '

query response is
™ = CN(V,8) [B(V,x)-R(V,X)),

@

- o v i s : N e,
M > - i ~

R S YT
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Y SRR | A V4S-1. V-1 0
DI Oy M- (x-v—l) ‘Va-l’] B e
Al - , Py v ~
K oL . : V+S Vix-1, ) ‘
\ o { = s—!l)[( M b Lhech)

R S SR (‘”3 Lypveet)- (‘vn : SR
‘e N v, . R y . . T ©
DN £ The tatal number of possible combinations of tfue counts ‘ '

. L ’,to§a query with response [(x-hl_)"s,xs-ll is L

?4 o§ . ) '. ;‘ " N ‘ . .\° , ‘ ) .

il © . . ., T = TR+IN o ~

& . . " ', ’ g . ‘ T :

v ‘ T : ”V+S 1,, Vix-1 C . - -
& . - (v 1)(v)+( )[( )- (v)l e -
Lo - ! Lo . ‘ )
oo '\h'i‘h‘et‘e’fore, ) the probability that the response range of a >
e Y query can be reduced is =~ - '
] . . . ) »
’ « ' o -~ N
Bty e s Qe gmde ‘ -
v L - .
4 . .~ P x 1 S s
o f ~ cv_l)(,) o ,_'\b
. : ‘ v+x v+s-1
o N (v-l) (V) v )= (v)] ( ) }
r ‘ $ )
a . ’ : ¥ M ‘)
»i / . ) e N o . N . ‘o,
\ ' s ' where v>1 -and §>1. ) B .
. B . : . L -6 . . 1
] - ‘ Oy When x<V or S<V. no reduction is possible. When reduction
3 . s \1 1; possible, the. range is teduced fh size by v-1. Reductioﬁ ]
‘ to ‘a single ppint (:he size lof the range is teduced by’ S-l)

} R ) S is only poasiblc uhcn av-s. ﬁ' : : . . 4"‘ )

ﬂ‘\,“"‘ ° s \* i L) - - 4 ‘.'

1L 0 T T ‘Mnen ves - we ghave (x-l L reducible cases énd (v"'" -y Xy

. ! SRR j noh reducible’ cases. Th-xn in only one pouibh conbingt:ion -
i ,1}7"‘; ’ 9£ tsuc counts qgak can causn any ol’u oﬁ the ud‘(\qibh casu«

A1 2 . ta occur. wnuo v"") mpinatlonﬁ of t:ruo qounu can cauu

v . '” . '-J' ‘L ‘ N S
2 K R ‘ . . ‘é; o .
. WS SN APy D '
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: . a non reducible case to occur. , For example, let x=5 and V=3 é %
y and the inifialAs the range is s=3. The probability . ‘§7
that this range uwill be reduced to a si/gle point for any
! set query is P=0.0234 . B
¥ a‘/\ N W
i , : - i 5, ,
v C When a query COUNTT&), where A is a chatacteristic :
L3 . . “\ . ! K
; : ’ formula, has a response that lies in the first interval, ‘then ;
; .. |the range can not be reduced. In other words when COUNT}A)- ’ 'i
% N (0,8-1],  then this ‘lnterv 1 can not. be reduced. The range-.
‘ [0,Sri] is [(x-i)S,xS-l] where x%l. So using the probabiiity
, ; e ‘fuction P(V,x) we have ‘ '
«. 7 . 0,8 R 4 ,
. . (y_y) () : i
. v 1 V n .
- ' . PLV)= 0 v+s 1 . N i
A . (v 1)(v)+[(v) ( ’]( ) )
\ T v, a'o - - R . ‘ e ' r : . ' ",
; } ) e . ; v 7 '
hatd 13
L 5 >~ The probability that the range {0,5-1] will be -reduced is 0. >~ .
4 : ’ \ o S
? ' [ * 1 n M . R
<y ! L .. Consider the,equation . ’ HERN e
‘ “ Q ’ . ’ J ’ . o
QOUNT(1*)-COUN?(lO)+CO§§E}11)+COUNT({2) (4.7) :
| Here V=3 and let S=5. We:kifdw that - ' -
| . , o . 5 ) . ‘ *
_ o . . COUNT(10)SCOUNT(1%) . . | -
| S o COUNT (11) <COUNT (1 %) ” St e

3 : / . . + . . T
(R B . . X

COUNT (12) <COUNT (1*)

* < Ce s ) . A -— A /" ‘ ' ) ."
i . ; -1 L, \ \ ,i‘ wr . . ’ . PN

¢

3 . T ‘l‘his»_ s truc since the ncoras that match touuuuu.

’ ‘ R couu-r(n) and couui'(xz) an containcd \dthin ‘th set . of-
15w . LY .
)’ o ‘f;; records that match COUNT(1%). ‘meretoxo tf coumu*)g [n,,4],,w.~ :
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. . A A
then the responses to the other queries must also be the
“range [0,4]. So we have ' -

'10,41=10,41+[0,41+[0,4] L
which is the only possible set of responses for equation
(4.7). 'By inspection we‘see that every value in each range

» *
is a feasible solution, therefore we can not reduce the rande

of queries that have small counts. .
t

P(V,x) is the probability that a range can be reduced by"
N

-

i ‘ ' asking the queries in eqﬁpiion (4.2). It does not consider

the fact that a reduction in the range of one ‘querf may _ .

affect the probability of reduction of ano;her;

- .

u‘ ' 'Consider the fgllowinél example. . The data contaihs ". )

records that have 3 agtributes. Each attribute can have one

df‘thrée values.. The ﬁperies alang with the responses listed

¢ [

"in Example 4.6 is a subset of the possible queries on such a

S

a B4

Iy
P . data base. ° . N . -

-

. X ‘ ) ; o ) o
¢ : Suppose’ a user. asks. the query COUNT(t;:l in order to
. hd - N A . - . . N '

S determine how many records exist in the data base. He wiéhes

A 1 to reduce the range as much as possible. To do this he sets’ .

Y
M

up the. equation - .
" ) [ ) . A ! “ “ (' 4

COUNT (###) =COUNT{1#*) +COUNT (2#+) +COUNT (3%*) ' S A

e, \\‘ The. response to ‘these gueries are '

Y

(RS S . - - B

(95,991=[20,2414[30,3414(40,44] | (4,89 i

o we e - . . . * .
. .
. . Ve
e : e e g

2 ~ -
T v anidpetan ottt
o .
s .
) '
X .
[
»
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L'
'EXAMPLE 4.6. ' .
QUERY RESPONSE™ QUERY  RESPONSE’
. 'COUNT (*¥¥) [95,99] COUNT (221) | [0,4]
_COUNT (1+%) [20,24] - . ' COUNT(222) [0,4)
COUNT (2#+) [30,34] . COUNT{223) {0,4]
COUNT (3**) [40 441‘ . COUNT (231) (0,4]
COUNT (11*) [ 5,91 COUNT (232) [0,4]
CQUNT (12%). [ 0,41 COUNT (233) [0,4]
.. COUNT (13#) [ 5.9 . COUNT (311) 15,91 -
COUNT(21*) . {l0,14] . COUNT (3123 [0,4]
COUNT (22%) - [10,14] . COUNT (313) (0,4]
COUNT (23%) [ 5,9 ) - COUNT(321) - - [0,4]
COUNT (31*) (10,14] - COUNT(322) ~ [(0,4]
COUNT(32%) [10,14) . COUNT (323) (0,4]
COUNT (33%). (15,19]) 'COUNT{331) .  [5,9]
< COUNT(211) . [ 0,4 1] COUNT(332) . [0,4] -
COUNT (212) o0,4] COUNT (333) . [0,4]
COUNT(213) [ 0,4) -

P N K3 A “ - .
Looking at equation (4. 8), we ‘see that every value in the

rqnggs ,is a feasible solution; therefore no reductfon is

‘ possiéle. However, if a user is able ‘to . reduce’ COUNT(I**),

e ] -

— 7 couNT(l#*)s [20,22] . ¢ - - (4.9)

COUNT (2**) or COUNT(3**), then he may be able to reduce

COUNT(***), First consider COUNT(1**)

£

COUNI(I;*)=COUNT(11*)+COUNT(12*)+COUNT(13*)
(20,241 = (5,91 '+ (0,4]. + (5,9] .

Byiéuqhing,up the maximum possible c6uﬂt; of tﬁh, right uh&hﬁf
side we see fhat COUNT(1*%) is no larger than 22, therefore

we have . ¢

' L . , . [ ' , S .

,\'5
- .
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s Now consider COUNT(2**), and using the same procedure a
user will attempt to reduce its range.’ v " o » §
-

COUNT (2**)=COUNT(21*) +COUNT (22*) +COUNT (223)

' f }

(30,34] = (10,14) + {10,14] + [5,9] (4.10) ‘
‘ L

By inspection, we see that no reduction is possible;
- ' N j?

and

therefore we attempt -to ‘;edhce COUNT(ZI*),‘ COUNT{ZZ*)

COUNT(23*)., This will (hopefuily) enable
COUNT(2**) ., So we have

[

us
%

A

COUNT(21*)=COUNT(211)+COUNT (212)+COUNT (213)

© [10,14] = [0,4]1 + (0,41 + [0,4]

©

. which redudes COUNT(21%*) to ([10,12];

coum'(zz*) COUNT(221)+COUN&(2 2)+5:ouu > .
{10,14] = [0,4) + [0, 4] ,/
"wﬁich reduces coum(zz*) to (10,1215, AT -
and E:\I %. .. . . ‘ o R L
\couu'r (23%) sCOUNT (231)+COUNT (232)+COUNT (233)
(5,91 = [0,4] '+. [0,4] + [0,4]

here no reduction is possible. -

-

Substitutihg the above two reduotionp 1n equatioﬂ (4. 10)

we fhave -

. . W . .-
\

-
1

x‘, R
g s

couu-r(zﬂ)-coun-rm*ncouu-r 2*)+couu'r(33*) ST

. . . - [T
. o . w . . . \» e
\j o 4 : R Lo
. oy . -t v . 13
& S S -

VamY
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‘that we used for COUNT(Z&*) we get the following result-

. therefore

reduce the range size by first reducing other'ranges.“

jan equation of type equation (4 8) -in. which ‘the query wit
. the rangq (0,4] i "In the- right hand sido. Conllder the

163

(30,34] = [10,12] + [l0,12] + [5,9]

[4 . M . ~
We see .that a reduction is now possible for COUNT (2**) and . we

get

- . H

COUNT(2#%*)= [30,33] (4.11)

Finally consider COUNT(3**). Using the same

procedure 4

-

COUNT (3**)= [40,43] T (4.12)

Using - the reductions of equations (4.11) and

(4.12) in equation (d.é) we get : C

COUNQ(***)=COUNT(1**)+COUN;K£:*)+COUNT(3**)
[95,93] + [30,39]

. - N
, = [-20,22] + [40'43] °

4

Thq\latgest oossible sum of the\right hand side is"98,l

the range for the response .to the query COUNT(***)

is reduced to [95,98]. reduction a user will "

To get this

need all the queries in Example 4, 6 31 different queries.

N

P(vsx) is the probability of direct reduction from

. ! ‘ L . S
equation’ (4.8). However, with a lot of work, a wuser can

. e \ : »
.

: Similarly, the Jange [0 4] can be teduced bf setting up

following exampls ,ot, a -data base that hps‘¥'3 ~ binary

v . ’ 1 N -
. . . . . X
. . .ok, .
. . LV . . . \ . l
. ! 0. . . <‘
. . s . . L P
. . IR .
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attributes, The responses

y subset of the queries are’

defined in Example 4.7.

\ A}
EXAMPLE 4.7 _ -

QUERY RESPONSE g QUERY RESPONSE
COUNT (*1*) (5,9] \‘tOUNT(zl*i [o;y%
COUNT (1**) (5,91 COUNT (111) {0,4
COUNT (11%) 0,4} COUNT (112) (o,4]
COUNT (12*) 5,9] ' '

[N ]
A : X ‘ i

" Suppose we ask the querﬁéﬁbUNT(ll*), from Example 4.7 we

know that the -true Fount 1ief ‘in the range (0,4].

COUNT (11%)=COUNT (111)+COUNT(112)
(o,4] .-= (0,41 + [0,4]

”

Trying. to reduce this range in the usual way we see that

'nQ reducpion‘is possible since every value in the ranges are

possib1§ true counté. However, the quefy COUNT(11*) appears

in two equations of thgltype‘eqﬁafion (4.8), namely

COUNT (1#*) =COUNT (11#) +COUNT {12*)
(5,91 = [0,4] '+ [5,9] -

” and o . ot

) cbgym;ilt)fcoquw(11*)+cbukw(21*)
;::{;91' = 10,41+ 10,4)

AN

-

i?,fﬁ:-‘*‘@ cquation teduction '8 not possibla, but« in

~

.‘. thn ancond ono we  see that the range of couur(llt) can ‘be-

rqdugcd. Tho luu o! caonr(;1*)+counr(21*) nu:t ba at loast 5

. o coe . ‘u. .. e NER ’
VY . L [ '\\ L L o ,"‘. 3 . . ~
. R I ' oLy . L . .

?
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and COUNT(zl*) has a maximun value of 4, therefore COUNT(ll*)

must be at least 1. So the range of count (11%) is teduced

\ftom [0,4] to 1(1,4]. In Sec;;on 4.2 we will see how mdﬁy

. than S regords than the response is wundefined. This -

ranges can be reduced directly and indirectly.:

/

For queries requesting the average of the data fields, we’

will retun://pﬁe exact average. If the query involves fewer

testrfction is similar to the one imposed on_ the data baee

~
-

models in (6,14,17,18,23,24). 1In order to compr)mise a ,data

" base with such a restriction' the authors of (6,18, 23 24] use

the concept of trackers, which are discussed in Chapter 2.

- eliminated.

;

TrackerS\Pse the fact that the exact counts\are known in

order to deduce the counts of queries involving féwer than.S

-

'. records. Using ranges, instead of exact values, for .count

queries, the .threat of compromise posed by tracke:s~1s

I4

Consider the .fol;owing example on . the "data base 1n‘
: @famp;e 4.8. |

o
- AN
EXAMPLE 4.8 , ~
IS z ] ": ) :' . .
<. NAME - SBEX . STATUS . DONATION : ot
ST TN STUDENT . $100.00
" N2 M - . STUDENT 200.00
: N F TEACHER 150,00
‘ N4 M. _STUDENT 'so;%% ‘ ,
" NS "M . TEACHER 250,00 -~ . o
Cw s,y .N6 ¥ "STUDENT. 300,00 - .07
AT Nz M STUDENT: * ' 180400 @ .. . Ut
’:' . . .'l‘\ "‘ " ) :

STUDRNT . 130,00t
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‘K’ R : = li B f
o - N
Therefore, with exact counts the user is able to isolate
individual To dbgermine I*s-dbnaticn—he—asks~the*queriesz““‘”’ﬁ"
* * . o ' . ’
AVE( =$130000 ! , ?
apd- . )
AVE (M+TEACHER)=$106.00
» . & ”
.amd,computes.lﬁs donation by v
S " ' - o
vAVE(M-TEACHER)= 6(130. 00) 5 (106. oo) T S
. ‘ 5 = $780. oo -530.00 ‘ ,
. . . B ‘ . 1 .
o . . = $250,00 e
Therefore the data base has been compromised. RN
. .0 . . '. . , ( . v. ,‘
If‘ ranges are usedi'for"fhe counts we w&uld*hﬁve the
followinq situation.' S o L B S
l‘l v ’ . “I“‘

—_— - — - A4 . —

. , - ' : S AR
. know I's donation. He must first determine 1if (M« TEACHER) .

- ) "6’ ' ‘ v T

_—_— . . o

A user knows individual I is a male teacher. He wants to

: L o
uniquely identifies 3’0: not. If exact counts are given, and

the -response lével is S=5, then using trackers he gets

-

L)

couu'r (M TEACHER) =COUNT (M) ~COUNT (M* TEACHER)
. S SR

coum' (Mo 'rxacuzn) =COUNT (u) ~couu'r (M -‘E‘Gﬁ'ﬁ'ﬁ) ,
40,41 5,~y,:5.glb. 'y‘ztszslf (4 13)
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: Equation (4.13) is similar to equation (4.2) and we see
‘ ~

that these ranges can not be reduced, therefore the user does
* not know if the formula (M-TEACHER) uniquely identifies
individual I or not. Hence by giving ranges as the responses

to count queries, we stop the user from isolating any one

%
~

- record., .. - e

} Now suppose that the user has additional information

.(éollected from external sources) that enables .him to know
' that the formula (M+TEACHER) uniquely identifies individual

% " I.. With this .information, he attempts to determine 1I's
donation by using the two queries

N

- Cee . "AVE (M) =$130.00
R 1 . and
" AVE (M*TEACHER) =$106. 00

‘since the gquery AVE(M+TEACHER) is undefined. So we get

. AVE(Q-TEACHER)- §'130.oo-(5,'9)-$106.oo-‘(5,3)

' ' ’ ‘ : .. N ' // - ' ' . .
Takingl every possible combination for the counts of (H)

w and (H-TEACHBR) ‘he determlnes that I's conttibution is either
$322 00, $298 00, 3274 00 or $250 00. He has no way of

PO
-
@*

' e
”$nowing uhich of these values is the exact contribution of
individual 1. - - ° ' ‘ - 1 
'Tharefore, ‘ovcn if- a usér knows inforlation about“

S T SRS S ~
e S 1ndividua1 I, and_ even if he hqs oxtta 1n£ot-atlon about the
15 R - ‘whole . datn 'b-se (in_this case the dser yngﬂi‘thgt no_other -

< . - o . « N - 5 . A “", S,
: . L . . Y, » AN ~y “~
. e .o . - o - i N R e T
. .. . .

ol * N,
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individuai in the data base has characteristics (M+TEACHER)) ,
he can not ‘determine eigh certainty the value of the data
fields;‘even when the queties requesting statistics about the
data fields return exact answers. )

LY

. Thus the tracker is useless when the exact counts.a;e\not

known.

In Section 4.3 we will implement sample data bases that
s O ‘ - ¥ .
use these range queries, We will analyze how many of the

ranges -can be reduced and by how much,
\ 5
The results show that when the number of values per

attribute increases the number of redictions decreases. The

analysis of P(Vyx) shows that this ig true. AISO'the amount

e

of work: needed to reduce a querly increases with the number of

values per attribute. In equation (4.2) we see that here'
are: Vv.(the number of values per attribute) queries on the
right hand side. Therefore as V increases so -does the. number

\ ,
of.q%fries needed to.reduce the range.

-

'4.2| IMPLEMENTATION OF RANGE COUNTS AND RESULTS

@

In chapter 2 we’amentioned;jthat ﬁest of, the proposed

’

inference control neéhani&ms studied in previous research

dylelded negative “results. Mechanisms such as settind

cgntrols on query aet slze and the anounts o! ove:lap of'

query sets, - distorting the data ir the query responses and;.

rd
‘

3 \ \ v

¢ . .
R o
° 0 : o
. s ) .
[y ' . ) :
X . q . . X / v
» v - il
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' giving responses by sampling from .the data base are not <
) ' !
| effective or difficult (if not impossible) to‘implement. ' §
Thus most of the past research in this area has been to study i
. . : : ) !
) : efficient attacks rather than effective safeguards., !
- o | : | P
.In our approach in Section 4.1 we showed that if a user i.
' A !
o . can not determine the exact count of a query than no :
3 avaiiable method of attack, including trackers, can , . |
i éo“}romise the data base whén average values are given as
. i o
responses to queries which. request information about data ‘ ‘

\—ID,, ' 1
0

fields. |

In this section we give results obtained from simulation

-= : of Xcone sample ‘data bases, Since no information can be

© & et o AL NI NI T AT
. .

ﬁ& inferred when the range is. not reduced to a single point,

then by knowing how often such- reductions occur we can
(

“evaluate the degree oflsecurity of the data bqge.

*

The sample data bases ‘were generated uéihg‘ a random

number generator. ' The algorfthm used has 3 parameters: ﬁ,
‘tﬁg number of records in the data base; ¢t, ‘the number of
’ a{:r{bgtes (characteristiés) in'eacv_rebord;/and.vi, i=1,t4
‘the number of valdies iéfribute i can have. For example,

using WN=200, t=5, V=(2,2,2,2,2) the.algorithm generates a

dgté base that has zoo'tfcorc;S, each rechrds *nawimj&:s bix{ary ,
attributes. The simulation will gene ate data bases with

" these parameters such that two data bases with the same set

I

N.of"parame;ers~ will have different distributfons of records A
4

Lo
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for a given get of values of attributes.
¢ . A D . -
%

. @ o ~ The querying 'system will accept any query- of the form

! ' | Q(al,gz,a3,...,a£) where a,.is dne of the possible values for

atitbutel, If we do not_g;rt’fgkgf atributei we 'set a1-; \,)

. This will cause the querying systen to ignore attributei. L

Then the querying system will return the averaqe value¥%f the

ﬁt specified data field or a rangelin\bh{\s lies the true count
P - N Q

of the records that match the quéry. " A record matches a

A o T e e -

/f* ' quéry, if for eéery a in the query, except ai-?, a; h;s the {
same value of attributei,in the record; The size of tﬁe
e - - range [a,b) was fixed at S=5, i,e. b-a+1le5.

v

. A

In order ~get 5 _comprehensive set of results, wed
. y + designed a program that genetates alllt\—/ poss?ble queries,
obtains ‘a responﬁa fot each query,_agd then determines if'

each query can.be reducedkor not, and by how much . o
- . : f 4 . ’ ' ¢ i

‘5" s-query is a query where 8 out of the t attributes are
—_

BRTEL G e KRB ORI To A Al e - amdase o =

b

specifxed hence an s-query has (t-s) *‘s.
,j:k .

He distiggg;sh between direct and indirect reducability.
'§H94§5y@tbtfkan s—quety is directly reducible if’ by asking Vv,

lﬂ
e L "

(s+17-que we are able to reduce the ranqe of the s-query.

'Consider a',data base wfthi%racords that have 3 blnary" ﬁ'

attribﬁées, '1{0. vt(2,2,2). ‘A z-quoty is directly roduciblca

}ﬁﬁ : if we can reduce 1its range xby asklhg 2 3-queries. For e

5j - exanplo “h““‘-mh\\\\‘-‘k s S SO

g X
| - X . ®

A BN : COUNT(llﬁ) - couur(111)+couur(112) o
! .

i ! . . 0 . ™
Al = > . ' . .
, . .r'* . . AR
. s ' * v . &£
A . . . . B I
R B . B . ] . ‘
N [ G . . L ¥ ) ’ . . . \ N '
b . 2. .o . N . . ‘
3 e Y . TR TN — M
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If we can reduce the .range of COﬁNT(ll*) by this

equation, using the method described in the previous section,

then COUNT(11l*) is directly reducible.' .

1

‘We say that a query is- indirectly reducible if we can not "™
reduce its range directly but the range can be reduced " by
"using previously redrced ranges., Consider Example 4.6 of the

previous section.

Lo ,wﬁ) . e i
., Clearly indirgét}&eduction involves much more work than

direct reduction.

The following algorithm outlines the broc%?ure used to
| determine if an S—quéry with range ([a,b] is directly

reducible or not. ST <

Let t be the number of attributes per record and v,
‘i-},t be the number. of possible values attribdtei .caﬁ have.
" Let Py be tﬁe valﬁe of att:ibute; specified in the query:
'i'hete‘fore'pi is one of the V, possible ?@iues of a;ﬁributgi

or vpin* when the query does not: specify a value for

aétributei.

- N\

. Awonrr.uu 4.1\W~,~~ ' , ; A,
1) Q-COUNT(pl,pz,..J.,pt)»-(a.bl. . o
~Z) Tbr ‘sach pi-*,i-l t dé . ‘ ) s - ‘

. L i l' .
- 8) - For j=1 to V:;d° o g‘ L

*o lbrp thc query Q -Q cxccpm lh pos&tion\p -j. o
- j 1 ‘:" .

™~

PodLa Nt -

g
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n o2t o { » ) !
' : ) b) - 3Determine responses [a.,b ] for e\hch b} )
a R . v - v j . \ j
‘ ' ‘ N . . i 1 " c l N
’ . R c) Let L= 2y and U= g bj .
. 0 j.l . j-l ‘ ‘ \‘.\ . )
- d) If ‘<L set a-L ( \ 9:
o = 1 b>U set. b=y - ‘ \ »
o \ Lot o
" EXAMPLE 4.9 ' S , :
. ; / ) :i"‘
'ro illustrate how this algorithm°works, consider K a data .
. « ‘bdse that has 4 attributes with. v1-2, v2-2,‘ Vy=3 and. V4-4
\1.0. at:t:ribut:el can have one of two valueg attributez can
hhve one of- two galues, and so on) . J
yv‘. - \ ‘- ’
. The following are some of the possible queries along with
their responses. " S ’ .
] . ‘ "." ¥ . )
S : - Vo QUERY . wRESPONSE - ,
LEN ’ "'I \. ) ). * %, - ’ ’ * : . ! ! S N '\“
, s feod g COUNT (1%3%) N\ [25,29] el ,
CYN Y ".c 7 COUNT(1*31) (lo,14) " - .
Tew, T T COUNT (1%32). (5,91 - - ‘ R
~ el T, "-couu'r(l*as) (5,9 -
. oo Ty e , COUNT (1#34)- - [0,4]) o ‘ .
' ) SRS A ; couu:r(us*z . [[5.,9] ' o
.o g R ' COUNT (123%) - 15,19] -t :
B ; . 2" haabel . : : ,
- LY ‘.“ s 6 - /' ll ¢ ! ¢ K . ol ‘:7, *
oo ® o - . ' BN : »
e “' Cons-ider the quory Q-cou 7(1*3*) which has “as usponn
g ' ‘the rdngo (25,29]. Using Algorithn 4.1 we see that thl,s
‘* A r‘angc cang){ .reduced, " In step (1) [a,b] [25.29]. stap (2)‘
Co ey dptominu \mich attribut” wou nSt specuicd, 1.0. uhich
. :y q hn a # 1p posiuon z ana poaition A wor
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a)

M

t)

and‘daternine

possible with attributo 4. . -

h

P

Pr "J=1 to V,=2 do

;

second position.‘

.

[azlbzls[]-s’lg]

Ny

.Lfa1+a2a?0

rgpsbi+b2=28‘

] R

P

29>28 80 set b=28

(}' ~ . .
. “\ )

4
rqnge of quéry Q is thus- reduced to (a,b)=[25,28].. "

\l"'

,w. say that thc query COUNT(i*sg) ik

Q2=C0UNT(123*)

. B .
v '
. N b

3 form the qug;ies£QI=COUNT(113*):

-

|
b) Determine the response - for‘Q1 and 02'

“

s

ﬁf:oc&ly reduqiblev

"8
S e
%

k

The
‘?é; 54-*,Lthe algorithm forms the quqrf;é
e RN : . o
- - QQI;CbUNT(l*jlﬁ /'”,\( . Lo
: ' 0;3COUNT (1#32) | o
. 'i; Qg-couurxltsa) . "
‘ .. QgCOUNT(1%34) T
. 1 : v 3
. B . - :

I

sy _:!..

Note that Q1 and Q2 .are- identical to Q except ‘in the

ey

s that L-20 and U-36, therefore no 4 duction is
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For indirect reductions; we* consider two' cases. The
first case results -directly fron diect reduction. If an ﬁ‘
s-query,. Q, is directly\ reduced on attributei,‘ tnen§ the
(s-1)-queries (same as querle, but ’with a value specified

-
for attributei) are also reduced. : {

In !xample 4.9, we saw that the ‘'query CQpNT(1*3*)\ was
reduced using _the second attribute, therefore the queries

NT(113*) and COUNT(123*) are also’ reduced.
L
‘&“\ ' ' .
The ﬂecond case of indirect reduction is when we use
‘ ranges [aj,bj) in step 2(b) of”~ Algorithn 4.1" that have
already been reduced directly or indirectly. . The results :
that we will describe below cogsider\both direct and’ indirect
. /*“*\ .
reductions. .

r‘(
R
L

-~ ., To get . the’ total ‘number of .« reductions, we ‘epplied
Algorithm 4.i to every possibl query. ‘ This gave us thel
, numter;ofﬁr;nces that were dirdetly reduc:d.\\We then update
'the-ranges that vere reduced‘directly‘and indirectly (case 1)
,and applied Algorithm 4,1 again to every query. We repeated
this until’ no ‘nore reduction was possible. We will now
v “describe the results obtained on randonly generated data

Al

bases.

3

VIR

record havinu 4 lhbrlhub-- N .. L o

i
i
t
i
d

The first data beee generet:; containa 200 records, eech ‘ :éﬁéié
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;} base, a user can generate 180 distinct queries.

N=200, t=4 and

.

. o
notation,p 2,2,3,4). With such a data

Using-the

| method described above to determine if a range can be.‘educed
- : | eh
| . Qr not we found that 34 ranges can be,directly reduced by 1

and one range was directly reduced by 2. Using these diregt

al

reductions we were able to reduce more

indirectry 'ranges.

indirect teduction enable 80 ranges to be

)
responses are

S Both direct and

reduced by 1‘and 9 ranges by 2. ‘Therefore 91

% - A i not reducible. ,As shown in section 4.1,fsince no COUNT had

- its,range reduced . to a single poinﬁ? v—cqmpromisability_ does

Al

hd o

not occur.

& -
w ¥
.

, . — ~
~ - -

i : - " The second -data base generated has the same input

\

parameters as. the first, i.e. N=200, t-4 and V=(2ﬂ2 Q r4) .

Again 180 q?eries were generated. of the 180 ranges, 35 were

: AN
‘.\\ f"‘ directly reduzjd by 1, 3 directly by 2 and 1 was directly

e reduced by Using these reduction we were able to

-,j indirectly reduce more ranges) to get a  tothl (direct and’

. indirect) nuﬂber of reductions ‘of 84 ranges reduced by 1, 15

,lf,‘ S by 2, ‘and 7- ranges weré\reduced by 4.~~Therefore in this data -

base ne were. able to determine the exact count. of 2 queries.

oy s

RS Bewever ho compromise was possible.,‘We wild . now ahow~ how

3

Q.

RPN,
e ary

were reduced to a single point and why this.
} Ccnaidcr

. ,$-~
2;_(\‘ quertea along witn their reaponses cqgtpined in Teble ,2~H®

Soa
»11

‘ﬂ o thege 7 tanges

did not cbnptomise the data ba e. the set ‘0.

P

S et s ol




. , " . ' ' b
. o 176 S& /-
i g | . -
| . TABLE 4.2 o
. ; . f R \ -—'ﬂ_T.—' .n
e o QUERY } = _ RESPONSE QUERY RESPONSE
AR . ‘i .
o ‘ = COUNT(%**).  [200,204] COUNT (*2#3) [25,29]
; _ COUNT (*##1) - 130, 34] ‘ COUNT (11#3) {0,4)
~ .. COUNT(##%2) F6°.64] COUNT (12#3) 15,91
. .7+ COUNT(*##%3) 30, 34] COUNT (1*13) [o, 4]
. . COUNT (**%4) [65,69] COUNT(1%23) [0, 4]
_ \\\ . COUNT (1#%+3) [5,9]y \ COUNT (1#33) [5,9]
- < COUNT (2#*3)" - [20,24] . COUNT(21%3) . [5,9] .
T © . COUNT(**13) (0,4] COUNT(22%3) . [15,19] .
" ¥  .COUNT(**23). [10,14) COUNT (2%13) [0,4] :
- . ~ COUNT (#+33) (15,19] 'COUNT (2423) . . ({s5.9]
o .. COUNT(*x*3) (5% 9] COUNT (2#33) [10,14]
2 ' - - R ' ) « .
. ) ‘ / . . } .' ) ~ ¢
S Lt L o T
+ .7 _ The queries COUNT (*%#%%) ,  COUNT (*#*]), COUNT (**#2) ,
. - ¢ . 4 {
; N COUNT (**%3), COUNT(##%4), <£9UNT(1**3) and couur(z**s) were
‘ .o =reduced to the single points#_200, 34, 64,,‘ 33, 69, 9 and 24
r .. v, < re,spect!vely. L . . J. ' K
T N
Ei' . g ‘ v ' Lo
i 'rhe equation : . o . °
i | % . ) .,:ﬁwe:, - 5 T
- I , - o : P Y
- . ‘\ COUNT ****)=counr(*f;d%»couur(***2)+cpuNTL***3)+counr(**t4)
1Y - 'N‘ \ .‘ ! " hd | ' ’ I -
v ~ causes the following red,ucti'ons S _ , “.,‘dg. / -7
. e . . ‘ . N P Y ; . 4' . . .
- ' - d . ‘**** 0 g . '1,*-“ " I‘: a7 .
C N\~ count )=(200,201). _ - . o
L | couur<***1)- 133,341 S
AU " ' COUNT(¥4%2)=’ 153.541\ A
VN " C ‘ -
G . couu'r(***:{)- (33 ELh

T,
@ o . [

Covuv(***4o~ tsa.ssl k

4 et
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, (33,34] = [5,9] + [20,24)
¢ - ' ) ‘

, and from fthis we see that the only possible valuesﬁin these

f , . T .
\\ : ranges are ‘ ‘

| | ~ COUNT (**%3)= 33 -~/ : j%\\

N COUNT (1##3)= 9 S S |

)

COUNT (2%*3)= 24 } e

-

. .. - .With COﬁNT(***3)§3§ we can determine the exact counts fé:. :
. COUNT (*#%%) , COUNT(%%*1), COUNT(**+2) and CgPNT(I**4)-wh1ch:

. .
.

'ar:\!bo,'34, 64 and 69 iespectivéiy. . R ) ' '

- ¥
" w
© -
" ps
»

.Using these exact counts we try to reduce: other ranges P ;

"such as \

S . ' . . : CaA

. ~ . COUNT (1*#3)=COUNT (11#3)%COUNT (12#3) . e
" - ‘ . ) . ' B
- 9 = 0,4 "+ . (509 . .. .

.
. . -

- 4 IS

" . ]

.~ . i COUNT(1¥%3)=COUNT (1*13)+COUNT (1#3)+COUNT (1#33) - _

o

- . . . - v
¢ e . - ’ Yo N ~

. ‘ . - ‘ s 7
0 Lt . oy .

.A.‘ ’ : N ‘ ) '7'9:, - {0,4) + [0'4] _': [5,9] S - . .

@ . .

‘. ' . We see that ‘even though we know the exact count of

-

’ .

i

-~ . - . \
-COUNT(lf*a) we can not reduce the other counts.
. N J « ‘ " \} N ) . ) b ' .;‘ lp.‘ L
R . In this cdse'up werd\ able’ to determine the exact ~ counts

- - rr

2NN - -of 7 quéries 'but:'yg ,gafé, not able \to iéolikg‘apy ohg‘_r ol
ew . ih@ividualy 1le. deteriine that COUNT(Q)=1 for some guery Q. - . .°
, s R ’ ) N -, v ) ; M NN « s M“m' v . " ! e 'w."“ ‘ 1_:t_ - g

[ N , }
et LA e | e, P - A

“
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The next .2 data bases.contain each N=1000 records, with
’ R L 4
each tecord having t=4 attrlbutes and the number—of values
each: attribute has " is v=(2,2,3,4). ¢The first data in this

case has 37 ranges that are directly reduced by 1, 5 that are

' directly reduced by 2 and 1 range that . is reduced by 3. "The

L)

-

total number (direct and indirect) of ranges that are reduced .
is' 77 reduced by 1, 20 reduced by 2 and 7 reduced by '3..
Therefore 76 ranges are ‘ﬁot reducible Ce er directly or

indirectly. ' " .

. e ! '

w» -
'??e' second data' base ip this case has 38, and 5 ranges
that are di:ectly teducible by 1 and 2 ‘respectively, The

)

totad -nbmber of ranges that wiﬁa%teduced is 91 teduced ezzl
e

and 26 tanges re uced by 2. Th mber of tepponses that

not neducible 183 . Table 4.4 contains the number of direct

8

"“re ,etions per range for these 2 data bases. ’ : BT

.
’

N ) L

‘The next 3 ,data bases generated contain each N=200 “

’tdbo;de, each iecord having t=3 attributes and v-(4 3,6).

The fitst data base,had 1 range directly teduced by 2 and 4
ranges in total (directly and 1ndirect1yi uete reduced by 2._ j’
In the second set of data 1n tnis case¢ \no reductlon was

possible. . The third data base wm;,u-zoo, t=3 and v-u,s,s) ‘

had 2 -ranges. that H'tﬂ ditectly reduced by2 and 1 that was Ql -ﬁ-“

-

ditectly roducaddbby 3¢ “In total thera wer, 7 range.rcducad
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The next 2 sample data bases generated  had N=1000
records, t=3 and Vv=(4,3,6). The f)irlst data ySe had 4 ranges '
Y directly reduced by 2 and 12 were- indirectly rgdﬁbed by 2.
Therefore 124 responses were not’reducible. The }gcond data
base in this case had 1 fange directly reduced by 2 and 3
more  indirectly reduced by 2, leaving 136 'ranges not
reducible. Table 4.6 contains ' .the  number of direct
reductions occurring in each range. Note that the data bases

whose results are in Tables 4.5 and 4.6 have 140 possible [

.

. * v

‘AfThe ‘dat; base, whosé r%fults are in fabld 4.7, contaips .
N=I000 records, each record having 6 attributes. The 'numbéf- "
of values each attribute can have is V=(2 2, 3 4 3,6). 1In
such a data base 5040 dlstinct queries exist. The numbet of
queries that were reducible is 740, 98 and 2 reduced by 1, 2 .

and 3 rgspectively, !herefore 4200 queries were not. directly

Lt
-

- qéhucibhn. . THe table contains the number of reduotions’

-occurring in each range.. : g

A * : ?
v . N

The naxt data base generated has N-lOOO.reco:ds, t-s and‘

. v-(a 3:3,4,3,6). Here we have.a ssibility of 8960 dist! t

queries of which 220 wete directl «reduced by 2 and 1 r ge

' was ditectly raduced by 1. Table 4.8 contains the number oE

l _ R
ranges diractly toduced in each 1ntcrva1m ;\ R

~ "" 3 i ' 'v ’ ' ' '
. . N ,
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records that contain each t=5 attributes. fThe. first data

.

base has v=(2,2,2; 2 2), i.e. 5 binary attributes. "The second

' data base has V=(3 3,3, 3 3), the third one has V=(4,4,4,4,4)

1:tafbasps we can conclude the following: = .1

and the fourth one has v=(5,5,5,5,5{.

Table 4.10 contains the results of 4  data bases

a

containing each N=1000 records. The other‘characteristicsﬁof

'theee data bases are the same-as the characteristics of the

data bases whose results are in Table 4.9,

: The‘resuits in'T§b1es 4.9 and 4.10 show that as the

numbap/ of -values per - attribute increases the amount of

H

reduction that occurs decreases. .

¢ . *

From the results oﬁéainpd from :thé randomly generated

~

h

1) The' number of [records in the - data. base has little L -}
. . . . ¢ " .

s

influbpcé'(in

" .duery ran . - |
’ [ 4 - R

numbet of values (V) ‘an . attribute can havt’

* ".“/ - 'p'?l . . .‘
in reasqs. the nimber. of - redm&b e cases decreases
ta\idly. _° U A T
l. v | ’ + ‘l“ . g ’ ‘ ‘. ,._ -
A '\ C . “ . .

3) Asr~the nunbct Jof attributes incrqase,L tho number of

*.

possiblo rcductions incrgases, hoquat the' numbcr of s

*.5 ox!sting qu-rias 1ncroasne oven fastcg/ Th.ptto:iyﬁthe

e be ,
, ;xid uc i?bla‘ dunyri B

"
>0

rl'

; % i ) $FH N '-“:‘6“ F' 1
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} - ~ 4) The majority of the reductions are done with the.
o : attribyte that has Fewest values; therefore thk size of T é
: o : ; ‘ L ;
i . the reduction, in most casds, is small. ) ;
¥ o ; 5) .Approximatly 90 percent of reductions occured on the
5 : ‘attributes with the fewest possible values. . )
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% - " © 6) Even when exact counts can be deteﬁmined, for some .
: ' queries, this-does not compromise the dhta base. . ‘
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, . In Tables 4.3 through 4.10 the columns indicated by NR /\\\\

£ ) contain the number of responses that occurred in each range.

& - °

3 ' © The , columns indicated /by NRDR c\n@ain the number of queries

C that were d rectly reduced in th*t range.
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N SET 1 °

RANGE NR
[0,4] 90
(5,91 - 21
{10,14] -9
"[15,19] 10
{20,24]) 10
[25,29] 10
"[30,34] 1
[35,39] 3

' '[40,44] 4
[50,54] 4
[55,59] 1

. [60,64) S |
[65,69] . .. 1
[{70,74) 3

. [75,79] 2
. '[80,84) 1
' [85,89] - o0
> . 190,94] {0
[95099] ‘1
[(100,204] 6

. TOTAL’ 180

182

it

' TkBiE 4.3 "

N=200 t=4 v=(2,2,3,4) 180 distinct queries

NRDR ~ NR
0 57
9 .37
2 26
3 16
4 9
4 5
0 6
2 4
2 0

Tl 6
1 1
1 C2
¢ 3
0 Y
0 0
1 1
0 1
0. 0
0. 0
0 .0
5 ig

.35 180

/
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. TABLE 4.4 . . )
v * . ﬁ
N=1000 t=4 vVv=(2,2,3,4) 180 distingt queries
2 S SET 1. . SET.2
RANGE NR *NRDR MR NRDR
(0,4 8 0 2 .0
[5.,9] ! 14 _)1 8 0
(10,141 16 4 13 .2 .
. [15,19] 13 z\ 11 3 . )
(20,24) 8 , 11 0
(25,29 7 .2 16 . 3.
v [30,34) 11 1 7 0
. , {35,39] 9 0 71 ,
‘ [40,44) = o 3 11 3
‘ (45, 49] 2 2 6 2 .
. [50,54) 11 6 4 .2
(55, 74] 14 2 N 25 N\ 7 AN
. [75,99) 11 e 12 4
. "[100,124] ‘11 1 9 2
' {125,149] 8 1 11 . 3. .
- [150,199] - 8 4 % 3 1
) © [200,299] ‘11 5 10 6
- (300,399] - 4 1 3 1
: _ [400,499] 0- 0o 2 1 .
| -+ [500,1004] 5 3 4 2 \
43 180 a3 .
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////~‘ determine the range’ within which a’ true value should lie.
‘ Therefore the' uncertainty in the‘response cannot be removed ‘
ipd a data value cannot be compremised with certainty.

L e~ . However there is one disadvantage in this approach that is

particularly applicable -to small data bases; namely, ' this ' E

,strategy lies at almost ail queries. “

1

. !
In Chapter 4 we have proposed an inference control, i
- - T mechanism for data bases using attribute based queries. This j

R . ' ' ﬁtrategy returns fa‘ range of lenght S for '‘COUNT queries and .
the ekacb.average for queries requesting information about :
\‘ . data fields. .w ' .showed -that by giving ranges for count. R
queries it is impossible to isolate an individual record. By
giving an average value instead of a SUM we are able to give

, , .
. . . -
- z

exact'ansyers and still assure that security will be upheld.

1

The main advantage , of this” scheme is that the summaries
. A

. obtained from the system are exact..

L ‘ : Finally we remark that'our methods are easy to implement
- ' .and ;the 'complekitg of the strategy will,not slow down the

. ‘ ‘ . "response time. By comparison to other metHods such as
eontrolling overlaps in quefy sets whete inplementation is

[ o T . *

almost impossible and random sampling which is not suitable

to, small or medium sized data bases, our methods provide
effective security, good statistics and are easy to
¢ |

s

.implement.
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