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. . ABSTRACT ,

]

Enhancing CUENET for Ease of Growth
and Possibility of Internetworking

Alfred Kwan-Cheuk Yu
N . . e
. A packet-switched protocol adapted from CCITT
Recommendation X.25 is proposed for use in the Concordia
University Educational NETerk (CUENET). It facilitates
CUENET to reach out to other compﬁter communcation networks
and public da&é‘communication networks through the use’of a
gateway which can be implemented with any of the procéssors
within CUENET. It also enhanCes CUENET to comply with the

W

principles of the Open Systems Interconnggtion (0SI)

- referente model of ISO. it is projected that the

throughput of the system bus, C-bus, will be reduced by

) implemeg;ing this new protocol. However, ways of increasing

the throughput of C-bus have been examihed and proposed fdr'

implementation.

Existing hardware and protocol have been retained as
far as possible; The proposed modifications to the system

architecture will enable CUENET to implement as much as

_ possible the communcation protocol handling functions in

off-the-shelf 1link and/or packet level electronic circuit
‘ [ 3

boards or VLSI chips as and when they are available and
© . * - . (

economical. :
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CHAPTER 1

\ INTRODUCTION C

1.1 computer Communications: The Past Decade

-

‘In‘.the past decade, .there have been great advances;in
the field of telshommunications. New datas, communication
netwdtks such as Datapag aﬁd Infonet in Canada, Telenet and
Tymnet in the United States, Transpac in France,
International Packet Switched Service (IPSS) in the United
Kingdom and Venus in Japan, have been implemented. over the

a~ N IS .
past few vears. Through the wuse of packet switching

technology, these new data communication networks are
offering better network pef%ormance in terms of low error

rate, fast call set-up time, . shorter network transit time,

¢ N [N

improved flow control and lower cost. All these are -‘the
ingredients which are required to foster the implementation

of distributed systems over large geograpﬁical areas.

~
<

In paralliel to the advances in telecommunicgtions, new
technologies have brought abou; lower computer system costs
and resulted in lower computation costs. To acﬁieve further
economies, huge data bases can be segmented, or .replicated
among a number of interconnected data base systems. Sharing
of .processing and information resoﬁrces among different
systems can be accomplished by’messaée exchanges which take
the form of commands, inquiries, respoﬁses; file transfers,

v

etc.



. S .
Data processing costs have in recent years declined

'faster than ccmmunication costs. In general, communication

cost has been found to he more expensive‘ than ‘computing
cost. Thus, .the topology of a present day. distributed
computing system 1is very much dependent on communacation
costs (Adiba 80]. The advent of fiber optlcs and private

satellites would accelerate the decrease of communication

. v ~
_costs. This trend has been a major factor in stimulating

. LY
the implementation of*more distributed systems. .

- -7

1.2 Distributed Systems Research at Concordia University

. .
A group in the Coﬁputer Science Department 'of Concordia

University has Dbeen actively conducting resserch ‘on the
decomposition of algorithms for parallel ggoce%sing in the

area- of distributed‘ processing. CUENET (acronym for:

~ Cohcordia University Educational NETwork) was construoted as’

-

a configurable network. of microcomputers to aid the
research. Depending on the user's requirement, the

processors within CUENET can assume various architectural

configurations undér software control. Given the basic

services'provided by C-bus, it is intendeéd to enhance CUENE

to support distributed operating systems, distributed

.-databases and to connect to a host computer wglch has the

intelligence ts segment an appllcatlon program for

'concurrent processing.

b Y o~ v /
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1.3 Scope ahd Outline

‘ ' ' As exp®cted in _any distributed system,. there is a

defipite need for somg prdcesses within" CUENET to
f\ communicate with other'processes residing outside of QUENET.
The dgommunication protocolkwhlch CUENET uses to communlcateh .
out51de its own environment has a great impact on ‘the -.\”
performance of the communlcatlon channel in terms of channel

thro&thput“ response time, etc. This in turn impacts, on the .

' '

viability and’effectlyeness of a distriblted system.
] ' : “

B 7 The scope of . this report is to examine _the, °

’ k2
‘communication requirements of distributed computing systemss
their dmpact. on the communication ‘protocol, various _

7 o :
. “~communication protocol design issues and then to propose a
. ¥ “
_suitable. protocol for use within CUENET. The JropOSed

protocol is designed to enhance CUENET for ease of growth
Lo .and to enable it to reach out to cther local area networks

and ‘long haul public networks. @

~a

L4 3 N I

- In designing the proposed protocol, - all efforts have

been .made to keep the‘existinq CUENET hardware and piotocol
. ' ag- far as possible while attempts are'hadg"’tq\ faci}itéte
- the inteﬁnetwork%ng 6f CUENET. )

- Inv this report, much-of the dlscu551on is centred

3 )
' _ around the ISO Open 5ystemiEInterconnectlon (OSI) reference
"model, Yocal area netwoik standards and transport class of

oA sé;vice%, Appendices A} B and C:ate prepared to provide

-

. «

/\'M
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background information on those subject areas. They should
be read in conjunction with the main text of this report. A

v detailed dggcription of the O I/;eference model can be found

< . in [ISO 83]. Various article$ such as (White 80], (Canes

..83], [McGov 80], [Moult 80], [Biatk 80], [Stall 84], [Stall

85] “and iTGlOU 84] presented, overviews of 'the model and
}discussions on some particular layers of tne model.

1.4 Terminology
- o>
- In this report, the term "protocol" means a set of

rules- and/o;‘obdes for the exchange of information' between

,two or more components in the‘context of computer and . data
A - .
commuqicabions.

-t

4
.

Throughout thlS report CUENET is used to denote CUENET'

~in its current form. CUENET-2 is used 'tQ denote the new

Y

CUENET which uses the new communication protocol and

-~

. architecture proposed herein.

¢ . . .
f .

ﬁrqur ~some time, the-wordk"nétwork" had been; generally

L]

r . ' . \
used as a collection of physical equipment and/or

4
¢

* transmission facilities. Since the introduction of the osI
'reference model, a "network" is defined (1n OSI terM1nology)
’ as a collectlon of dlst;}buted entlties working together,
‘through the use of a commén set of protocols, to proylde- a
number of éervioes, including the Qetermination of a path or
route for the communication users. To avoid confusion, the
term "subnetwork!” is used for a cdllection of physical

[ ‘

equipment and/or transmlssion facillties.
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‘ . CHAPTER II

v
- CUENET - A LOCAL .COMPUTER NETWORK AT CONCORDIA UNIVERSITY

!
-~

2.1 'CUENET Overview
_—-—?———————

§
\

CUENET is the acronym for Concordia. University

Educational NETwork. It is a recohfigurable network of

loosely coupled ﬁgcrocomputers. It has been used by .the
e

> B
_Computer Science Department in research on decomposition of
algorfthms for parallel processing. - Figure 2.1 is a block

diagram of CUENET in its present form.

’ CUENET is based on a time shared bus called C-bus.

1)

' . 0 . ,
~ Under software control, it can assume various arch%tectupal

=

configurations at fhe processor, memory, §witqp (PMS) level
in order té match it yith the nature of the problem‘: being
solved. .furthermore, CUENET offérs&téb unique feature#; c-
bus Can'disallow a user ﬁrbgram from sending a message to a
computer for which it has no access 'righté. This is
achieved through the use of, an Bccesg\yyégtor control
mechanism. The other feature 1is éo use 1lock and key

.ﬁegisters to prevent C-bus from passing illegal messages

génerated by unauthorized software.

- i ) pr

Simulation results [Gross 82] indicated that a
C-bus under the control of a microprocessor based controller -
/}s capable of supporting between six and ten cbmputers. Its

estimated maximum data transfgr rate is 1.6 Mbit/s.
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There are three types of functional units attached to
C-bus: 'a master‘pqocessor,- several'slgye processors eno
-ﬁetwork memory units (NMU). The ‘master processor: runs the
operatind system of CUENET. It responds to a user's request
fog computational resoofces and sets up the configuration to
fulfill the demand. The tasks submitted by the end user are
carried‘ out by the slave -processors. The master.processor

/s

is responsible for coordinatino the, other processors of

CUENET. The 'decomposing of an application program into

1
tasks is the responsibility of the user.’' However, ‘such

decomposition will be alded by a processor within CUENET in

the future.

2.1.1 The C-bus

The C-bus is composed of twisted pairs of wires. It is

50 feet long in its present form. There are a total of 49 -

.signal lines for data transmission, addressing and control

purposes.. Attached to one end of the C-bus is the C-bus

controller which oversees the operation of the.bus.

C-bus provides a high speed communication medium

through which microcomputers can transfer information among

1=

themselves in the form of messages on a time sharing basis.

c

All computers connected to the C-bus are dalsy chained

together.

0

In its present operation, CUENET has no message'out of

sequence problem as there is only a single communications



&

path and only one message is illowed,ﬁo flow at any one
Ve

¢ .
time. e ’

2.1.2 The C-bus Controcller

- ),'
\ The C-bus controller oversees the operation of the C-
bus. If functions as a mailman guaranteeing the safe
deliQery of messages from one cohputer to anpther. For the

experimental prototype, ':it was implemented with a general

1 "purpose microprocessor which may be replaced in future by a. .-

N
™ bit slice processor to permit improved performance.

-

x l» Informat;op_is sent 'via C-bus in tﬁe form of messages."
~ Once a host computer has plaéed its message in the output
buffer of its associated C-bué interface, the C-bus
controller . will control the transfer of the message to the °
input buffer 'of its destination computer. The C-bus
controller can also monitor the messagé‘flow and collect
statistics. Thé sending computer is free to perform other
. tasks once its message has been deposited into its output

buffer.

An asynchronous , handshaking scheme is wused for the
selection of the next sender to be serviced. Once the
v v [
sender and receiver are established, the entire message is

transmited using a synchronous protocol.

The parity control hardware is monitored by the C-bus

A

controller arbitration. and control module to detect the

occurrence of a parity error. When such an error |is



detected, ‘the last message is retransmitted.

Contention between .the CTbus controller and the host

-

ucomputer for the use of the’C-bps interface is resolved

through the use of an interface status and @ontrol block. |,
\

2.1.3 The C-bus Interface

Each hosé computer is connected to the C-bus via its
associated C-bus interface. A host compﬁter can deposit a
message in its output buffer of the Cc-bus ”interface while '
the bus controller deliQers a message to the input buffer.//
The processors are‘not'directly involved with the trangfe;/

s of messages. As a result, the speed of C-bus is not limipéd
by the speed of the processors. Also, the delay due/ to
contention between the processor and the C-bus cogtéo}ler
for memory access is eiiminaté&. Thereforé, g—bus can
suport a wide ‘variety of heterogeneous -microcomputérs

“ without being affected by the speed of each individual

computer. . .

=

Egch C-bus interface contains an access vector which is
-a hardware table which can only be read by a host computer.
Ohe computer connected to C~bus with an authorization £from
the chbus controller can become the master computer which
has the authority to configure the intercomputer
communication topology by setting the aécess vectors of the '

other computers. The'setting of a host computer's access

vector will determine the computers with whom that computer,

9



A |

can communicate. This is one mechanism used in CUE

guarantee the integrity of the interconnection topolo

The intéfface lock control unit cogtains twg‘registers

’ called 1lock and key registers. The contents of the lock
register is' set to a fixed predetermined value, called a
cémbination. A‘§oftware process‘will be allowed to accéss
the interface if it unlocks the integface by writiné the
’coﬁbination into the key register. When the contents of

these two registers match; .the interface will be unlocked.

The address decoders and control units are used by the
host computers and the C-bus controller to access the
& .

various interface hardware modules.

The daisy‘phain logic module enag{és the interf;ce to
ni&entify itself to the C-bus controller when the 6utput
buffer contains a message éB be ‘sent.

- . ) ' } ~

As the control og‘c-bus is centrali?ed at the C-bus
controller, the C-bus interface has been significantly

©

"simplified and has’become more cost effective.

2.1.4 Master Processor

Any computer in the network can‘function as the .master
computer. If the CUENET mas;er computer fails; the down
time of CUéNET is reduced to the minimum ' as the master
software caﬁ Sé quickly léaded iﬁto any othgr computer .and

CUENET can be restarted prompfly.

10 :

il



' 2.1.6 Centralized Storage

.

2.1.5 Slave Processors

3

The slave processors of CﬁENET need not be hémogeneous.
Each slave proceseor is assigned a Physicaf‘Processor Nuﬁber
(PPN).. The , user must indicate the primary physical
properties - (such as storage requirements, special pufpose
computing facilitf like an arithmetic or fast fourier
transform) which will be required to execute his algorithm.
The user assigns a Logical Processor Number (LPN) for each
processor he sp'ecifzi.es:mh Mappings begween the LPNs and PPNs
are carried out by the operating system to. match the

a .
processor capabilities requested by the user with the

compd;ers that are available within CUENET. °

‘in CUENET, there can bé‘éne or more Network Memory
Units ' (NMUs) to form the central storage. which‘ can be
accessed and shared by all host computers. Egch .NMU is
associated with a microprocessor based controller to encode
and decode messages. Other funct;ons such as
synchronization control, §earéhing local data for speéific
elements and sending the results to other processes, and
arbitration between simultaneous read and write requests for
the shared data can also be implem;nted on this intelligent

NMU controller.. .

11
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éenaer Address

Receiver Address’

Message Length

=

»

| Message Type

: o
. \
5] .

Time\ Stamp

“\

‘Message Data

. (1-248 bytes)
Checksum (Footer)
.

: Figure 2.2

Q

CUENET Message Format

12
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2.2 Message. Communications

The CUENET message format is illustrated in Figure 2.2.
It consists of three sections: message header, body, and

footer. The ordered pair <sender address, time stamp > will

uniquely inE§ify each message passed in CUENET. The time’
stamp in the message header indicates the time at which the '
.message was mailed by the C-bus controller. The addresgés
specified in a message will correspond to physical processof
numbers (PPN;). The message body may vary in length, but
the overall message'length should fit into the output and
inéut buffers of the sender's and receiver's . interface

respectively. The message footer will be used as a

checksum.

The verification of transmitted messages is Pperformed
in a two step process involving the Cfbus controllg; and the
message receive éoftware. During transmission, aﬂy error -
detected by the hardware pariﬁy checker will -cause a
retransmission of the message. The second verification step
is performed during message decoding. If a checksﬁm ef}or
occurs, a special message is sent to the origﬁhator of the
message requesting a retransmission. 50ftware‘ in each
computer maintains a backlog of the last "k" messages it .has
tfangﬁitted.' If the message'requesteq forlretransmission is
found in the backlog it is sent a secdhd time, otherwise

the master computer is notified that an error has occurred.

The action taken by the master computer upon receipt of the

i
A~

o

13



error messages 1is basically to inform the user of the:

errors. The end user will have to decide what further
‘ N
, actions to take. : i . f’
5
P AL ’

There -dre three message types. They are: intercomputer
messages, access vector loading messages and error messages.
Provision for the introduction of new message types has ‘been

o

made. : .

¢

When a usef task requeéts a message tpransfer, it 'must
supply the LPN of thé receiver, the starting,address‘of'the
locatidn of the message and the message length. The message
transmit routines will;then be iﬁvokgd tqQ map the LPN of the
receiver, address to its PPN. If the'message is too 1long,
it is subdivided into mulgiple smaller messages which ;ill

be numbered, for example, as 1 of 3, 2 of 3, etc.

-

The messageﬁ receive procedure 1is invoked by the
scheduler when the receive éueue is not empty. If the
message is a retransmission request, the appropriate
message is5 retrieved and retransmitted. If the message is
noﬂ;; Yetransmission request then the checksuma%E”’verified.
If checksum error is detected, a retransmission request
message is piacéd into the send queue, élse thé 'message
header and footer are removed and the message body is placed
into the decoded message buffer. An entry in the message

log is then made.. ‘The PPN contained in the message header

will be mapped to an LPN,

14
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No message can be delivered to a computer if its input

, 1s occupied. The ::j:;i9pt handler (of the host
is activated wh Ather the input or° ourput

‘ the ihterrupt handler will determine if the interrupt is due

to an lempty output buffer or a full input huffer. If the
interrppt . is -due to a full input buffer, the Tessage is
copied~into the receive queue. The C-bus controller‘rs then
notified that another message transfer to this computer can
be performed. If\the interrupt is due to an empty output
buffer, ‘the next message in the send queue is placed intg
the output buffer. The status register is then set to

indidgcate to the C-bus controller that a message is waiting

for transmission.

When the C-bus controller is free,” it. signals the

interface units €hrough the "bus-grant®: line. All the

interfates \on a bus are dalsy chalned w1th respect to the

bus grant line. A mask bit is prov1ded at each interface

+

unit for segléctive setting or resetting by the bus

controller.

L

. that wunit would not respond to the bus-grant signal. When

" the interface unit of the requesting processor receives a

L

If the mask bit of an interface unit is set,

ul

bus-grant signaf; it ‘stops its‘propagation.to the following

processors. It puts its address on' the “interprocessor data
bus to ldentifygitself to the bus controller. Then, the bus
contrcller readshthe receiver address .from the header of . the

message ‘which is in the output buffer of the sender. If the

-

=™ - 15



Y.

<

§
input buffer of the receiv;; processor is free, the“messagg
is t;ansferfed. Otherwise, the bus controller will set the
mask bit on the sender's inéerface unit ;nd enable the bus
grant lineoto propagéﬁe fgrther,, so that other procesgoré
may send their messages. After transmitting a message, the
controller chécks the validity of tﬁe transmission via the
parity bits supplied by the interface units. If an error is
foun&, retransmission i; requested before relinguishing the
|

bus fronn}haf particular interface unit. Aftef a’ cértain

number of trials, if no successful transmission is”possible,

.the exception go;ﬂition is reported to the master processor.

" If a transmission is successful, the controller marks
: o,

- the output buffer of the sender "empty" and the input buffer

of the receiver ."full".

- 2{3 ‘Analysis of the CUENET Messaging. System

I
|

) CUENET ‘was not designed in accordance with the OSI

reference model. In the following analysis'of the CUENET

- “messaging pggtocoi} attempts are made "to classify its .

protocol funqﬁibnalities _according " to tie. OSI reference
. - ) £
model with the "best f£it" approach.

2.3.1'Physical Interface - Level.l’

v

In CUENET, the physical interface consists of : @ ¥

16 wires for Address A

16 wires for Address B

16
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o

” .
.9 wires ‘for Data and Parity
~ 8 wires for control and bus aer.trStJ.on Y
49.wires inxtotal

The C-bus controller would initiate a retransmissiopn
l

of a message if parity error is detected by .the .hardware

Y

parLty checker.

N

S 2.3.2 Link Level Interface - Level 2.

The commﬁnications link is assumed to be available and

ready at any .time. There are no link level control
) X . v

‘ functions at all except that-there is a checksum mechanism. .

[ I . 7

1-

CUENET was planned to support more than one C- bus.
This /implies the Support of multlple link operatlon.

However, no detail%i have been spec1f1ed as to how: the

‘ﬁultiple llnks are to be managed. . - .

\

"2.3.3 Network Level Interfacre - Level 3

A T . A
O - k)

In the present. CUENET messaglng Asistem, all the-

functijps are placed in level 3. The elements of the

\ .
network level interface rpclude 2

.

) : .

5, . .
ta L] ° v

‘Calling Address
Called Address
\,;' Message Length '
. Messege Type and Code_

Time, Stamp (supplied by the C-bus controller)

L
S
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multi-addressing and message broadcasting.

2.4 oObservations'

T , .
There  is no call set up state as the ¢:bus is assumed

- n
L
.

to be available at ‘all times.

-

There is no message numbering for reference. Instead,
the <sender address, time stamp> pair is used to identify a
message. "~ The physical processor number is wused as the-

sender address rather than the logical processor number.

There "is no mechanism in ’the CUENET protocol to
distinguish one logical cpnnection from another when there
is more than one loglcal connection between the same two
procéssors. There s no distinction between control and .

data Messages. Also, the present protesol does not support'

»

-
Al

CUENET uses a message sw1tch1ng scheme which performs

' ufP

message transfer through dlrect user to user memory content

2]

transfer- after the C-bus controller has checked that the

_receiver is ready to receive messages. One would note el

the current ' CUENET mességing system has tHe following

characteristics.: - C ‘ o

\
a) CUENET has minimum overhead for the control of th
communlcatlons media;

b) It does not conform to the O8I reference model;

c) It does not conform to any 'IEEE 802 'local ' area
network standards or CCITT physical interface

standards such as X.21; _
’

18
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d) It is heavily hardware based. Thus, it is going to
be difficult to implement any enhancements - or -
improvements to it.

e) The planned' implementation of time stamping
function in the C-bus controller is a simple scheme

which can satisfy distributed database  needs.
However, it viclates OSI principles and wouId\\¥9§,/////”Tﬁ\
operate beyond CUENET (see Section - 5.8 or

details). L

*

f) Any added overhead from protocol improvements could
significantly reduce the C-bus throaghput.' .

B . P
As a result, CUENET in its current form would have much.
difficulty when it is required to interconnect with either
‘= other local area. networks or the public long haul data

L ' .
communitation networks.

e

I |9
2.5 Other, Characteristics of CUENET

2.5.1 Expansion and Growth
. . A o
The current C-bus length is only fifty (50) feet. It
is a custoq/designéd bus. Therefore, there are no off-the-

shelf bus repeaterS or bridges which can be readily obtained

to extend the bus or to link up to another .%-bus. SﬁEh

devices will alsp require custom designs. The esigning,
c

prototyping a debugging of new devices Qill b ostly and

(

' itime consuming.

.

2.5.2 To Reach out

e
-

" Common | computer communication networks are based on
_Ethernet [Metca 83], ARPA Internet [{Hinde 83] or Xerox XNS.

Most public data networks:.are based on CCITT X.25 packet- »
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sWitthind protocol, Qhereas CUENET uses a special protocol

which is designed to optimize the throughput of C-bus, This’

., means that CUENET's present protocol would require comﬁlex

protocol conversion functions wheh it is going. to interwork

\

.with other computef compmunication networks or publié data
VA

netwdrks. Due to the f;&\\}haé both C-bus and its protocol

are custom désiéned, much manpower and a long developmegt

period willégﬁ ieduired:

*\

a
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CHAPTER III
PROTOCOL REQUIREMENTS OF DISTRIBUTED COMPUTING SYSTEMS

AND WHAT CUENET HAS PROVIDED
A
"3.1 Distributed Computing Systems
and Interprocess Communica;ions .

'J. ' Mukerji (Muker 80] defines distributed computing as
the use of multiple, gquasi-independent processing modules,
Which operate asgnchronously and yet in a coordinated way,

to:accompiish a large task. The potential benef;ts include

-modular. expandability, increased réliability and.

availability: high perfbrmance, low cost performance” ratio

T

and distribution'of,compiexity. '

Processes of a distributed system are typically small
[Jones ‘79] in comparison to‘cdunterparts in a u%iproceséor
multiprogramming system, and there are more of them. The use
of many small processes c9u1d~provi&e the”pdtential'beneﬁits
of enhancing reliaﬁility (as ':no one process is

indispensable); eliminating dﬁplicate implementation of

" large or specialized databases or processing functions;: and

maximizing the usage of available parallelism for improved

performance. - ;\\

The end result is that interprocess communication is
used substantially more frequently for passing parameters,
commands and data [Wells 83]. The typical types of

functions performed via inter-process communications are:-

b

21
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a) request/accept/terminate an interprocess logical link
b)‘pass data block between processes | '
c) éctivate/kiil a remote procéss

.d) ‘transfer a file from one computer to anothér

e) retrieve/update records on a remote file.

t

[y

This "decentralization of data processing‘could- lead to .
anarchy unless\ it is carefully controdlled by .adequate
communication* and co~operation ﬁrotocols. Thq. followi;g
discusses the various characteristics of distributed systems
and their respeétivé demand on tpe communicatién . protocol.
The discussion ‘is structured into lower'iayer and higher
layer functipns in terms of the seven layers of the ISO Open

System Interconnection (OSI) referencé model.

1

3.2  Demands on Lower Layer Protocol Functions
N

3.2.1.C®dncurrent Processing
\ . R

The use of concurrent, parallel processing put;ﬁa very
high demand on the communication network and its protocol.
Execution of a processgmay need to be suspended until the
result 'from aareMOte'process is co;;ectly received (Brinc
78]. This requirés a very fast communication link set up

.time and a very short network transit time.

CUENET has satisfied this requirement within its own
local environment. The communication link can be assumed to

be available and ready at any time.

-



3.2.2 Multiple Users

A processor in 'a distributed computing. system
environment could be accessed by more than one user at any
instant. They can be from within the local environment or

- from a geographically remote site. This'implieg that the
communication protocol should be able to support multiple
ports at each processor or each communication Port should be

able to support multiple logical connections.

) ‘ Within CUENET, messages are delivered to a physical
processor address. There is no mechanism to identify
d fferénq logical- connections within a single physical

rocessor address.

3.2.3 Trangparency of Location
o

Transparency 6f location is the abiiity to access data
without knowing where it is stored [Mager 80]. It allows end
users and application programs to address and‘ﬁmgnipulate
data stored on remote computeés and data stored on the local
node in a unifofm manner [Magef 80].‘ 'in principle, data
access should be independent of which node %ﬁe required data
is stored on. Users should be able to perforﬁ the same
operations on local. ;nd remote *data with a uniform
proceduré.b Data transfers betweeﬁhintérconnected systems
must be carried out at a high rate in order to present this

' 3
transparency to the system user. v

¢

IWithin,CUENET#“tranépareney of location is presented to

W
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the user.

3.2.4 Access to External Computing Systems

N 1
that it .eliminatés the duplication of large and/or

One main benefit of distributed computing systems is
. N -

specialized databases or programs. Those databases or

programs are very often outsiderone's local  -environment.

The percentage of accesses to external computing systems
. .
varies from one application to another and it is different

from one system to another. On average, it has been

estimated (Burg 84] to be between 10 to 30 percent of all

computer-to-computer communicati . This figure is not
. N

insignificant to the designer of a distributed computing
gystgm. Tﬁé communication protocol used ﬂb a distributed
sy;tem environment should facilitate interworking Qith
external cooperating computing systems.

!
i

This 1is the facility which CUENET is partidhlarly
0N . .

>

3.2.5 Message Security and Data Integrity

In an open, Qistributed computing environment, the most

y pr .

basic mesSajZI/Eecurity requirement is to , protect the

computer to £omputer messages against wrongful delivery ’of

'messages to other systems. The integrity of user -data must

also be preEerved. The communciation protocol must have

safeguards against delivery to wrong addresses and must

AN
L3
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.

allow communicating users the freedom of implementing other

»

security measures to ensure integrity and confidentiality -of

®
-

data. ) '
\,/;
Thié is a.strong area of CUENET. 1Its use of the access

vector and lock/key registers prqvide high security.

3.3 Demands on Higher Layer Protocol Functions

3.3.1 Unauthorized Use or Corruption

In order to prevent access by unauthorized users, some

distributed applications would implement access checking and

authorization schemes [Hsiao 79]. Some may require the use
of "signed" messages. A signed messag;»/tOntains some

trustworthy information as to the identity of the process
originaﬁ}ng the message (Panzi 85]. Another feasibié
securitf scheme [Nowit 80] is that each computer can
maintain a sequence count for interactions with other
computers and require a verification of the count at the
start of each interaction. A would-ﬁe impersonator would

have to steal not only the correct network address, user

name and password, but also the sequence count.

However, the '"signing" of a message or interaction

[ #

sé:§ence number checking should not be functions of the

A}

PR 4
communication network. They should be dealt with by either *

the operating systems or application software.

&
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3.3.2 Data Incompatibilities

In the case of heterogeneous processors, there .are

requigements over ‘and anve' the fundamental task of
transferring a set of bytes between ports, In particular
there are'problems due to incompatible character sets, byte
ofdering, floating point number representations, differences
in nding and receibing formaté, data tngg, data codes ;hd
data representations. In ;ccordange with the/OSI reference
.model, these issues should be handled indepghdently by the

\
higher (presentation or application) layers (Ranzi 85]. /;
A o

3.3.3 Exception Reporting \\\.
\ * - *»

*

In some circumstances, it 1is neégksary for the
application software to be aware of'the particular network-
.specific . exception that has occurred (Panzi 85]. Anh
excéptional response indicates that a fault‘has occﬁrred,and
the operation should not be presumed to have been completed
successfully. The information would allow the application
pfggrams to incorporate error recovery procedures. However,
thé system' wusers normally expect and assume that the
communication network services are reliable. Whgn errors do~
occur in the transmission medium, they should be rectified
without intervention £from the uSers. Users should be

notified only in cases of abnormal higher level error

conditions.

26
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3.3.4 Debugging Aids
v

System designers

14

r

and

!

implementors require some

debugging tools {Stank 80] to ailow them to determine when

-

and where processes are created and destroyed, determine

which hosts the individual elements of a process‘rgside in,

identify when, where and which copy of a program and/or data

item is being used, 'idenéify communicating partners at all

levels of the system

hY
including the frequency of

communication gnd the amount of informatfon transferred, and

identify the actual data used by a process versus the true

" value of the data. Communication protocols should supply

L

network related diagnostic or testing information to the

system users. Furthermore, it should support the

transmission of higher 1level debugging ‘and/or testing

information to the application programs.

< . 4.
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- ' 'CHAPTER IV

CUENET~2'ARCHITECTURAL DESIGN ISSUES =

L3

4.1 Design Objectives

-

\ Having analyzed the properties of CUENET in its current
form and studied the requirements of distributed- computing
systems on jthe communacation\network’services, the foiloWing‘

. P i P .

deéign objgctives have been set for CUENET-2. . !

Ay .
(a) Enhance internetwofking-.capability of CUENET.

(b) Compliance with ISO's OSI referenqe model.

. (c) Adhere to existing communication protocol
standards.
‘(d)- Require minimum change to existing _ CUENET.
hardware and software. .
(e) Provide adequate throughput, - reliable and
efficient. P

i3

‘ q
(f) Facilitate growth and expansion.

(g) Be easy to implement.

The remainder of this chapter discusses how these objectives

can be met by CUENET-2.

4.2 Switching Strategy

The current messaging system OE.CUENET uses a non-
ééandardizéd form of message switching method. While it can
ser;é the purpose of conveyiﬁg messages from one processor
to another within CUENET, it cannot be used outside its own
local environment. Therefora, lanother messaging scheme is

reqdired for CUENET-2.

. ~
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" Packet swifching has proved to 'be ”GET}\ suited for

g
bursty = transmission of .messages which: 'is - typical of

-

A qI’dist:r‘ibm:ed ‘computing, systems. Furthermore, most of the
)blic data networks are using”‘packet

currently aOai;gb;e p
switching technology.v’Tﬁére is no iﬁhication‘that the trend
i1s changing. As a'hapter of fact, more and more circuit
switched netwofksn§fe usihg data packets for daté transfer

after network .connections are set up.

—

The use of packet switching within CUENET 4ill
' facili;ate its internetworking with other etw ks.
Therefore, packet switching. is recommendedsjfor use in

CUENET-2.

4.3 Protocol Structure

" The most basic key to internetwq;king is complying witb,

the principles of the standardized OSI reference model. The
- OSI model provides a referegce for commﬁnication protocols,
"functions, services and,intgrfaees”required to interconnect
application . processes of end-systems. Appen@ix B provides

an overview of the model. ¥

The Osf model is étructured in seven layers. The
_\pommunication “protpcols which have been standard;zéd
,recently or which aré‘being revised by ISO and CCITT reflect
. such a la&ered structure. - Such structuring of a protocol
2 | not only allows easy verification against the OSI réfefence

model but also permits a modular implementation of the

v

————— . 29 . )
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protocol. ‘ ) I \ . ‘

' The protocol structure of CUENET-2 should follow the

same layered, modular structure. A -,

4.4 Internetworking Strategy
< A

. . Studies suggest that most traffic flowing within a

o

local network: tends to stay within that local network.

3

,Still, figures ranging from 10 to 30 percent have been
reported (Burg 84] for the off-net portipn of , the local-

network traffic. Interconnection petween a local network

.

such as CUENET and long haulspublic data networks is one of

the'mojor considerations of network de¢ésigners. This problem

is examined in the following subsec

ons and an interconnect

strategy is suggested for CUENET-2

4.4.1 Differences Between CUENET-2
. ) and "Public Data Networks /

/ i : : -
; ' ¢ . Pa .

y Publlc data networks are general?x;referred to as long

haul networks as they' are characterlzgﬁ by thelr topology's

large geographlc scope. Usually leased voice grade -

(telephone) lines, satellite and microwave ¢ links are
1r " » 2 ‘I N ¢

utilized. Very often, the time required by a message to

-

e traverse a long haul network is a major factor to message

tﬁroughput and message delay When wide bandwidth is
-
required, the network cost will be ' very expensive. To

reduce the network cost, complex communications protocols

o

'3fi§ are often used to Efficiently -utilize the communication
L ™ ‘

L3

s 30 4 )



SR

s

4

) b \X:fnnel bandwidth.

N,

A typical long haul network protocol would facilitate

. » . /
the performance of the following';unctions:

a) breaking down ofumeﬁg:;es into packets,

b) sequencing and reassembly of reéeived backets,

%

¢} retransmission o©r request for retransmission of
lost or errored packets, . ;

d) flow control, .and

_ e)‘detectibn and destruction 6f,duplicated packets.

A local communication network has a relatively small

geographical scope.’ ° Bandwidths of 10 to 100 megabits per ,-

" second are feasible and economical through the use of -

»

coaxial cable _and optical fiﬁ;es; A local network offers P

very high accuracéy (typically less than one gndetected error
12 s . .
gér 10 bits): low and deqlining hardware cost; and high

' hetonE; reliability/availability: It ‘usually _ serves

~>

computer systems and/or stations in’ the same building or

' campus yithip a geographic distance of less than one

o

kilometer (Cotto’80]. Simpler protocols which require less

processing time are normally used.

4 . ' f [
t ' - "

.Table 1 presents é‘bomparison cf the two dgtWork types.

4
'

o
¥

4.4.2 Four 1aferﬁetworking Strategies
J“,."‘ .

. From the above examination of the characterist;cs of

the two network types, one can observe that there are

v

- . 3; N . -

i1
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Characteristic

Typical Bandwidth

Acknowledgeﬁent
Messaée Format,

Network Control
e

Flcw/Congestion
Control"

™~ -

>

\ o
TABLE 1 .
Comparison of Local and Long. Haul Network Characteristics
-~ " ¢
Local Network Long Haul Network
‘ *
10 Mbit/s 9.6 Kbit/s typical
56 Kbit/s Waximum
One at a time. N messages ét a time.
Simple. , ‘ ‘Large header. .
Minimum due to * Extensive due to
simple topology.,fcomplex topology. .
Mlnlmum duge to - Extensive due to low
high bandwidth “bandwidth and
and sinple COmplex topology. ’
topology. ,

Y

13
Error Rate

Messaga Sequence
-and. Delivery

Routing

Transit Delay

A}
>

Addressiné

&
b .
RS
ol
-

'Relatively low. Relativéiy high.

Simple. '+ Complex due to

‘ complex topology.
simple. Complex. . » .
Small due to Long due to dlstanCe

short distance . and bd&hdwidth.
and bartdwidth.

-

\éémple for ' Complex because of

l1Rtra-net.Complex many -nodes and
for inter-net, , -links. ’ 4
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conflicts when a long haul neﬁwdrkaS interconnected with  a’
) o ”

local network. The folloﬁing' interpetworking strategies -

are available to network desighers (Warne 80]:~-
' ¥
First Etratggx - use the long haul network protocol for

both 1long haul and local communications. This eliminates
the need to design a new protocol for use within the local

network. However, it will be at the expense of suboptimal

M 3
local network performance. ,< .
i s . ¢ f N

~ Second -strategy - implement both the long haul and local

network  protocols at each local n'twork node. The"

,disadvantage of .this is that poth the development  and

operating costs of the local network will be hi er.

A

N Third strategy -‘implgment at each local network node

only the locgl network protocol and place the - long haul

. ) .
(\ protocol functions at the gateway between the local network

“V

C

“and the long haul network. The functionality needed in

devices on a local network for ig;ernetworking would be

minimized to reduce cost.and complexity. The disadvantage’

of this approach is that the large amount of prOCeEsing time

for each message could result in a bottleneck when a large g

amount of traffic flows through the gateway.

}
A gateway is seen as constructed iH!:wo halves. The
half towards a particular network consists of the network
access functions and enhancement functions particular to

that network. Putting the two halves together requires the

%

»
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. »
addition of functions mapping between the different

encodings use@ in the two hal&esu Routihg and paraméter
management functions are &lso needed ‘to ~cater for the
mul;iplrfity of paths. In order to reduce the compiexity of
gateways, common encoding methods are used where possible in

different enhancement protocols.

Fourth strateqy - implement a local network protocol’

which retains all of the.long haul protocolxfeatures not
significantly affecting.message_delay or throughpué in the
local neéwork; . For 'example, the long haul protocol recovery
(from host crashes) procedure could be implemented in the
locgl network as the{vare used only rarely. The complex
functions df' flow control, resequencid% and duplicate
detection could be simplifidd or substituted to take
advantage of the high reliabili?? of the local network. The
resultant protocel would well suit a local network yet it
retains a high level of commonality with the 1long haul &
protocol. As both protocols could share subst%ntial
portions of softwarez "each 1local network node could

implement both the local and the internetworking protocols.

Another option within this strategy is that each 1local

network node will implement the resultant protocel and leave

the . resultant to long haul protocol translation function to
\

the gateway to the -long haul network. Thfg translation will

be/ relatively simple and thus a shorter Qrocessing time is

t

required by the translafor. /

-~
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4.4.3 Selected Strategy

. The fourth strategy (optimizing a long haulv network
_ protocol for use’ by CUENET-2) is(nh\osen because of its
flexiPility, cost effectiveness‘ and Iy keeping with the
. principle that tt?e functionality geede in devices on a
local“;etwork for internetworking should pe minimized. (Thi'sj.
principle is known as the minimum internetworking
functionality (MIF) pzy'_inciplt‘e.) Wwithin this strategy, the,\u
option of ‘implementing the protocol translation at the

® -

gateway is sélected.

4.5 Network Lavyer
4.5.1 Availablé&? Alternatives

With the internetworking strategy selected above, this
section examines the protocol ?lte'rpativeé for layer 3 with
due considerations give_n to Iayer 4 and layer 2 functions
and requirements. Figure 4.1 presents five combinations of
protocols that have been suggested by members of IS0 for

t

implementation.

» As shown in Figure 4.1, there are tlw‘o types of OSI
.services on top of layer 3: the connectionless *network
service - (gLNS) and the connection-oriented network service
"(CONS) . A brief' description of connection-oriented and

connectiot}léss protocols is provided in Appe x D. ;

Combination 1~ provides the connea service at
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the boundary of layers i and 4. It offers only addressing
and data-transfer capabilities in layer 3. In contrast, the
connection-oriented service provides more functionafﬁp{’ﬁhﬁ
layer 3 while requiring less functionality at‘layer 4.

Combinations 2 and 3 in Figure 4.1 presume an
unreliable service from the underlying subnetwork. They‘use
a network layer protocol with the functionality of the
Transport Class 4 pfotocol to turn this service into a
connection-oriented one at the boundary of layers 3 and 4.
While this approach appears to be yiable for use with
unreliable net@of%é it should not be applied’ to 1local
networks as they are generally very reliable_and do not tend
to missequence, misdeliver or delay data. Therefore, these

two combinations are not discussed further in the following.

Combinations 4 and 5 make use of the X,25’packet‘level
protocol‘(PLP) for layer 3. As for layer 2 LLC functions,
both ELC Type 2 (which is vefy similar to LAPB OF X.25) and
LLC Type 1 (connectionless service) can be suitable. This
is made possible by ,;He fact that X.25 PLP does not
necessarily require the connection-oriente&lLAPB protocol.
It only requires a "reliable" service in te;ms of undetectedﬂ
bit. errors, sequence preservation and lack of duplication.
By applying the principle of "layer independence" of the OSI
reference. "model, Aas long ;s the services required of the

' !

lower layers are proVided, it does not matter what protocol

is used in the 1lower layers to provide the service.
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Therefore, combinations ‘4 and 5 provide the same services to
the transport layer. These two combinations are considered
as one alternative (Alternative A) in the following

. . ™
discussion.

4.5.2 Evaluating the Alternatives

Figure 4.2 shows the two protocol architectures that

) A ]
can be gptained from combinations 1, 'h and 5 of Figure 4.1.
An appropriate choice of a transport layer class protocol is

also shown for each of the two protocol alfernatives.

The main difference between the two aiternatives is
that Alternative A uses a connection-oriented (X.25 PLP)
netwoik layer protocol Wwhile Alternative B us;a. a
connectionless network layer protocol. The following

addresses how the two alternatives meet the functional

requirements. ’ .

Network Service Access Point (NSAP) Identification

In OSI terminology, an NSAP address identifies a
/

transport?layer entity but not necessarily the end-system

-contéining that entity. For communications within a local

network where there 1is only one NSAP that corresponds

*»

identically to the subnetwork address of the end-system, the

NSAP address can be carfied in the addreés fields of the MAC

‘sublayer. In cases where there exist multiple NSAP

addresées under the same subnetwork address of the end-

system, e address extension facilities (AEFs) of the X.25

38
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PLP are used to carry the NSAP address under Alternative A.

The inactive subset of the connectionless  protocol
(CLP) in Alternative B doesinot provide\\any means. of
conveying NSAP ad@resses. In the internetworking case, both
the CLP and the X.25 PLP using AEFs, provide a mechanism for
carrying the NSAP addresses to the gateway. Under
Alternative =B, the local network must know whether the
Aestiﬁation is off-net, in which case it needs to use the

full CLP. This requirement is not in keéping with the

spirit of the MIF principle.

-

Multiplexing

V7

Multiplexing can be provided by both alternatives. .~In
Alernative A, the X.25 PLP supports the function. In
@lternative B, it is provided by the Transport Class 4

protocolt

End-to-End Flow Ccntrol

Eqd-to;endf flow control is supported by boﬁh
alternatives in a similar manner./hUsing the ISO X.25 PLP in
DTE/DTE connections, there is no intervening network to
decouple the ISO X.25 PLP flow control mechanisms ét tge two
interfaces. ‘ When networking 1is via a packet switched
network, the network provides an extra bufféring capability,
In this case, end-to-end flow control is still achieved

through back-pressure by using the layer-3 flow control to

toggle data flowing across. the boundary between layers 3 and
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Another advantage of using the X.25 PLP when
internetworking with a packet switched network is tﬁat the
flow control packets used by the }pc&} network arq} then
mapped directly to the correspondiné.flow cq&K&ol ﬁéckets on
the interface between the gateway and the packet switéhed
network. This avoids the extra packet cost. on the ofh@r’
hand, the layer 4 fiow»control meésages under Alternative B |
‘must be carried as billabie extra datavpaékets across - the
network, or else mUdst somehow be -recognizable by the

gateway.

End-to-End Acknowledgemeént

iy
0

r . i " !
Both alternatives use the same ' transport layer
acknowledgement procedures. ° However, ' the D-~bit (for
delivery confirmation) of X.25 PLP may be negotiated under

Alternative A. %

Error Detection and Recovery ‘

. L ] .
Both alternatiyes first rely on the frame check

———

sequence (FCS) of the MAC sublayer to detect errors.

Lost data under Alternative B is detected only after a
transmitter time-out in t4he Class 4 transport froﬁocol.
When this happens, the transport layer would retransmit any
unacknowledged data. This approach has two disadvantages.

Firstﬁ ;pe transmitter must wait for a timer to expire

: 41
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before resending data, thereby introducing extra ‘delay;
Second, if it is the acknowledgement that had been 1lost,
then this acEion would result in wasted retransmission of

data already received. -

¢

‘The X.25 PLP is known to be robust enougb to recover

"

from many types of lost packet conditions.

-

Ségmentation and Reassembly

-~ ‘A\‘fg‘ . w -~
Both alternatives provide a mechanism for ‘segmenting

. and then reassembling the packets back to a large data

block.s Alternative A provides it through the use of the M-
bit of the X.25 PLP while Alternative B provides an qu;ift

in the transport'layer proﬁqcol. 3

Internetworking and Gateways
N . o

The use of/the X.25 PLP in a local network simplifies

the gateway to an X.25 network. Figure 4.3 'sho the

architecture of such a gateway. -

The local nethrk side of the gateway can logically be‘
viewed as coﬁsistipg of multiple DTE/DTE interfaces,‘ each
one being dynamically created as the local network needs to
communicate to the X.25 network. The logical channels/;of
the various DTE/DTE inéerfaces are then mapped to a singgé/

i ¢ : .
DTE/DCE interface. To do this, the gateway must be involved

~in the X.25 call setup phas? to patch two <calls together.

During call setup, the gakeway must also map the NSAP

»
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1

address to an X.25 subnetwork (CCITT X.12] based) address.
The X.121 [CCITT 84b] address could identi%y an end-system
on the X.25 network, another gateway, or even another system

on a distant local network.

The gateway general'ly does not need to be involved with
the data transfer phase of X.25 except for mapplng iogical
channel numbers, handllng optional X.25 user facilitiés or

handling variable X.25 packet and window sizes.

5 -

‘For Alternative B - usmg the connectz.o"nlesg. protocol

and-the Transport Class' 4 protocol - internetworking is* more-

A

Y anis
complex and less efficient. First of all, the local network

device must Rnow that internetworking is necessary so that -~

L]
it can:use the fully .expanded version of the connectionless

protccol, which violates the MIF pri'.hciple. Mapping of NSAPR
addresses to X.121 addresses in the gateway is hand'led) in
much the same way for either alternative. However, the
connectionless protocol of Alternative B pwrovides no
.‘information to the gateway regarding when a call to the X.25
ne)twoﬁk should be set up or taken down.. To get this
information, the gateway must decode th; transport layer
(Class 4) protocol tc determipe when 'a connection is’ beinc

. |
made.
- 1

-

Decoding, the transport layer protocols by the géteway

VJyglates the Sp;erKt of the 0SI reference mode{ as it is

inconsistent with_ the ’ prlnciple of layer independence.

Alternatively, - if the gateway only looks at the netweork

[
~
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layer connectionless protocol, thqy it must decide when to

This leads to inefficient

sThe Transport Class 4 protocol is designed to guard
égainst errors that,do not'normally océﬁr in an X.25 net&érk
. or in loéﬁl-net-to¥locél-net interworking or in intra-local-
net ‘environmént. \Therefore, Class 4 transport’ provides
excess functionality which is a waste ' of resources.
Measurement‘ results show‘éhat the addition of the Class 4
protocol  results in a'tripiihg of the number of central

processing unit’-cycles . needed to.run a transport layer

- qprotocol, even .1f only the features. of a Class 2 transport®
are actually#pged (Burg 84]. . ' )//ﬁ
~ 4.5.3 The electeé&LaYer 3 Protocol ' ' -

~ . .
Ny -t . -
— .

! The selected alternative is to use the X.25 ‘PLP at

layer 3. In this case, only the basic functions of the X.25
"+ "PLP are used in providing the OSI network layer services in
+ * . ! / -

-a local network environment. For communications within the
local network, this alternative has several advéﬂiagés,
éa;tidh}aflﬁ in the areas of addressing and error recovery.
Also, this approach does not put ghe burden of unneeded

, .« fqnction#lity on CUENET-2 for atypicdal events that occur
within the 1local network. ‘At‘ihe same t%pe, this approaéh
exhibits several advantages when typical internetworking
scenarios iﬁQolbing local net@oris are considered. « The

~
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\ i
? operation of the X.25 PLP for internetworking is ' no

different from that for communications within the local
network. There is no.specifié'functionality set aside just
for internethrkingi Furthermore,. it should be noted that
X.25 PLP products are widely available for implementation.
Oon the contrary, the use of the connectionless protocol
(CL?) with the f}ansport'Class 4 protocol provides ex;:;s
fdﬁé&ionality- for communicatiens both within the local

-
network and in typical internetworking cases. The use of

CLP : and Class iQtransport fdr internetworking over an X.25

network is highly redundant. Also, this alternative

requires that a station distinguigh between internetwork and

/
‘

intra-local>nétwork communications so it can use. the proper
set ‘of procedures for the connectionless protocol. Finally,

this approach,' by providing network "geliabilitf” in the

transport layer, dbes not take advantage.of inherently high

local network reliability and is not a rgquirement of the

OSI reference model. .

4.6 Link Layer

)}

s

4.6.1 Connection-Oriented or Connectionless Link Control
{ ~

*

There are two candidates for the link layer protocoi

'in any particular environment: connection-oriented and

‘connectionless. The common carriers [TG1l00 84] had decided,

to support connéction-oriented network services over wide-

area (long haul) net&crks.\\?t has also peen the positiodiof

/"4'6" ’ ' \



many common carriers that where connectionless operation has
been seiected for a local environment, it is regarded from
outside as a single 0SI end-system. Such end-system shall
comﬁunicate with other endksysfems in the wide~-area

t

environTent using connection-oriented network service.

The &simplicity and the coqrespgnding lower overhead
are strong arguments in fgvour of connectionless protocols.
In thg ‘absence of errors, connectionless protocols have
lower . overhead than connection-oriented protocols.
Simulation - results [(Meist 85] reveal thgt a connection-
oriented protocol ét the link levei on a LAN ‘%ay reduce
thfoughput for fiis transfer by as much as fifty (50)
percent with Fhe uée‘ of a reldtively sslow (250 Kips)
~processor. Howéver, the results also show that with the ﬁse
‘ofl a high pspeed (10 Mgps) proéessor,‘ throuéhput of a

/o
connection-oriented data link becomes the same as that of a

connectionless data link.

——— [

Most distributed systems have adopted connectionless™

protocols. (However, ‘there are good K reasons- for using
connection-oriented 1link protocols in LANs in spite of the
resulting performance penalty. LANs very often are

[ ]
connected to long haul networks which implement connection-
~

‘oriented protocols.: Furthermore, when the receiver has no °
N ]

buffer for ‘an incoming pacggt, tﬁat'packet will ﬁe lost.
This ‘ could cause frequent losses of packets. A
" connectionless protocol may significantly degrade

Y
]

47

\

/9



. L3

perfofﬁance. The use of a connectlon oriented protocol
would also allow fof the neogtlatlon between all 9
communicating entities of parameters and options that -will
,gevern_’the transmissiog of data. The entities' can also
discuss their requirements to enable them to " reserve
whatever resources (such as memory space) they ” may uneed.

Then after transferring a series of related data units, the

entities explicitly end their interaction and release the

previously reserved resources.
\‘\

L

4.6.2 The Selected Link Layer Protocol

A Eonneeticn—priented link.“control protocol » is
recommended for wuse by CUENET-2 in view’ of its various
merits. It isrchosen because of another factor that more
and more VLSI/LS; chips are becoming available to implement
data link control functions. Those specialized chips could

prov1dé high data llnk throughput while DEE- -loading the link N

control functions from ‘the host computer.



-CHAPTER V

CUENET-2 PROTOCOL DESIGN ISSUES

5.1 Optimizing X.25 For Use in CUENET-2

It would have been ideal if a standard public packet
switching protocol”such as X.25 could be u§ed within CUENETFJ
in its entirety without compromising its throughput and
quality- of service. Unfortunately, X.ZS is designed for use
in long haql networks which usually céll for complex
protocols that sacrifice -.processing time in order to

-

efficiently dtilize communication channel capacity.« on the
other .handg, local area networks very oflen call for éimple
communication protocols which waste channel capacity in
order to reduce processing time. This creates a conflict of
interest if a local aféa,Petwork is interconnected with a
:long ,haul network. It;géxﬁarticularly so if eaph netwokk
intends to use the communijgation protocol it employs for

14

both internetworking and intranetworking. -

[
Internetworking  is even a bigger problem with CUENET

because it does not have the typical high bandwidtﬂ of LANé
(its maximum throughput is estima;ed at only 1.6 Mbit/s).
Therefore, it dbes not wasée any channel capacity. At the
same time, its méssaéing protocol and‘communicatﬁon software
v..are already very much optimized in order <to - achie;e its

%4 .
present “throughput. Thus, we cannot reduce any

-

communication processing time either.
The following sections discuss the various aspects of
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~
éinternetwork addresses. ~

X.25 which can be optimized for application in - CUENET in
order to achieve the highest pbssible throughput wathin
CUENET while retaining- all of the . essential properties of

X.25 for the ease of internetworking.

’

5.2 Addressing

An "address" in a data communications network indicates
the location of a resource on that network ({Panzi §5].

within CUENET, only one byte is required for the sender or

‘receiver address. Thus, for intranetwork messages, the

address length -fields are always set to one. For
internetwork messages, the full addressing capability of
X.25 is required. Consequently, it is possible fo; the C-

bus con&;oller to readily differentiate intranetwork and

<

In order to realise the full potential of world-wide
internetworking,” it is necessary to have' a unified, global
scheme of network layer addressing similar to the telephone
network. CCITT and ISO aré still studying this p;gslem and
there is no international agreenfent on the detailed
structure ‘or maximum length of OSI network addresses. In
the mean time, i@ ‘can be assumed that the scheme(s)

ultimatély standardized will include addresses of up to 32.

decimal digits [TG100 84]). Also, it should be noted that
. T~
the address extension facility (AEFs) can be used to convey
Y
the Network = Service Access Point . (NSAP) on the '

network/transport boundary with an end-system.'
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For a pair of communicating end-systgms, multiple

r

logical connections are supported  through the wuse of
multiple logical channels. This would meet the requifemeht

of multiple user access of distributed computing systems.

-

5.3 Link Layer. Flow Controlling, windowing
and Acknowledgipg Received Packets

»

' Flow control is a mechanism used to regulate the flow
of data into, out of, and within the ﬁetworﬁ“fb prevent the
situetion wherein there are more packets than the 'network
can éccommodate. Flow control is phrticu}arly important iﬁ a
gateway between a fast LAN and a slow long haul network.
Multiple packets can\be arriving in quick succession over
the DTE/DTE interface while packets ‘are going out over the
DTE/DCE interface rather €dowly. There could be no free
receive buffer for an incoming packet over the DTE/DTE

v

interface. Consequently, that packet will be lost.

One method to detect the loss of a packet 1is to
implement an acknowledgment scheme. With. X.25 LLC, the
timing of acknowledgments is determined by the sink of the
data transfer.~ This scheme is called sink triggering. When
sink ‘triggering is wused, the sink is free to Ggenerate
acknowledgments at its own discretion. This causes the
window to move by slidiﬁg, hopéfully without ever closing.

, .

Acknowledgments can be piggybacked onto data packets, thus

eliminating the overhead of processing and transmitting

.
[
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separate  acknowledgment packets. Applications such as
SIS
unidiregctional file transférs do not generate sufficient

reverse traffic and thus require 'sebarate acknowledgment

o

packets. ° To minimize the ensuing overhead, ' one

implementation techniqué consists of accumulating
acknowledgments up to some fixedfﬁumber, N so 'tﬁat an
acknowlgdgment packet is generaééd after every( N data
packets. N must not be larger than the window size or else
the two communicating entities would end up in a deadlock.
N has been found to be optimal at 3 [Meist 85] for a typical

prgcessor speed of 1 Mips.

e i

Some network'designers [Warne 80] have found that flow
control in a LAN 1is an unnecessary overhead and have
implemented other schemes such as the one for one

acknowledgment scheme of the Commdnd Center Network of . the
3 Lf B

U.S. Navy [(warne 79]. This is the equivalent of setting N =

"1 in the above scheme. Simulation results [Meist 85]

indicate that system throughput is reduced to about fifty

percent of that obtainable at N = 3.

\

The choice between an acknowledgment accumﬁ ation and,
one-for-one acknowledgment. strateqgy is a local -
implementation matter. Also, it is not rgguired éhaﬁ the
same strategy is used by both communicating partnérs.
However, if only one side uses acknowledgment accumulation,

performance benefﬁ.s will be apparent in only one direction.

As for CUENET-Z2, throughput 1is a major concern.

;o A

V4 £y
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Therefore, the use of acknowledgment accumulation is

recommended. : _

5.4 Maximum User Data Field Length

-

The standard maximug user data field leggth of X:25 is
128 octets. In addition, othei nonstandard maximum user
data field lengths which may be available are: 16, 32, 64,
256, 512, 1024, 2048 and M096 octets. |

In CUENET, it has g!’h found that a message size of 64
oct&ts is adequate [Gross 82]. Howevei, it was decidéd to:
tlets in order to make

. %
it the same as the sector size of the floppy disks in the

select a maximum message size of 256 oc

host conputers.

It is recommended that CUENET-2 should use the standard
size of 128 octets since it is already more than adequate
for the host computers. ‘This would avoid the use of a

nonstandard maximum user data field length.

5.5 Error Recovery

‘ y
Error recovery software accounts for many instructions.
However, it is invoked only in case of errors. In . their
absence, the overhead of the e recovery mechanlsms is
| FpeE Lecove
limited to a few tests and calls to start and stop timers,

and is usually negligible in implementations.

\
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5.6 . X.25 Functions and Features Not Supported

5.6.1 D-bit , ~

The D-bit is used for deligery confirmation. In view of
the f;ct that the local communicqtion'medium is rei{ablg and
that there already exist a link layer data acknowledgment
scheme, there is no requirement qf this feature for
'intranetwork communcations. ‘ . S

N,
-5.6.2 Q-bit

The qualifier bit (Q-bit) is used to designate a number
of fackets.for E%e netw‘Ek to deliver in sequence. This is
hot required_within CUENET as only one packet can be sent on
C-bus at any time. There is no packet out of sequence

problem.

» \

5.6.3 Permanent virtual circuits

One important property of = CUENET .is its

5
reconfigurability. The use of permanent virtual circuits
will remove such property. Therefore, the use of permanent

virtual circuits is not required.

[

5.6.4 Other optional user facilities “

4

Optional user facilities are hard to manage and they
introduce a large overhead. Therefore, no optional user
facilities should be supported by CUENET-2 exckpt the

address extension facility for signalling NSAP addresses.

3

3
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5.6.5 Cause and diagnostic codes and Diagnostic Packets
’ I N

Diagnostic codes and packets are used for ‘pinpointing

network problems. .As a 1local network is usually very
reliable, there 1is no need for these facilities @ithin

TN
CUENET-2. They should not be supported by CUENET-2.

5.7 CUENET Message Types

—

In CUENE&, the Access Vector is used qu configuring
the processors at ghe set up of the processors to perform a
cef?ain job upon request. This is con;idered a high level
function in the Oé& reference model. Unfortunately, CUENET
implemented this function at the low (C-bus controller)
level. In an effort to use the existing CUENET hardware and
software as far as possible, it is fecommended to modify the
usage of the formag identifier bit of the link level contrélh
field. This modification would accommodate the three

message types of CUENET. The interpretation of these bit is

as follow:- /
. Intranetwork Use Bit 1 2 Internetwork Use
‘ ’ -
Intercomputer Message 0 X I format
Access Vector Load 10 S format
Error Message 11 ' U. format

An X denotes a don't care condition.

These ‘two bits should be interpreted in conjunction

-
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a
with the networkulayer general format identifier (bits 5 and

6). When the latter two bits indicate that the packet is an

’

intrafetwork packet, -the 1left side of the abozf////

Y .

‘interpretation table is used. For internetwork packets, the

4

right side of the table should be used. '

1)

~ -

This modifibiiion could be used until full link layer’
control is implemented. At that point, the function of
setting the access .vectors should be moved to ° the

application layer.

5.8 Time Stamping of Data Packets

~ In updating distributed databases, sometimes it is
important for the database manager to know the time of an
update. 'In some other occasions, one may like tb trace a
message to check igs network transit time. These‘%re some
of the reasons for incorporating a time stamping feature in
CUENET to put down the time at which the message passes

through the C-bus controller.

These time stamps need to propagate towards the upper
layers to reach the application program for analysis. * This
violates the prihciples of the 0SI refeéence model as the
time stamp is infected by the network and not by the other
communicating application Entity. Normally, when end-user
information propagates upward from a lower layer, its header
information is stripped. Wwhen the information finaily.
reaches the user or application program, the time stamp

v
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. \ ( [
which was put in by tMe C-bus contrgller would have been

removed by the layers in between. Figure 5.1 depicts how
.protocol elements are addéd to the information to be
stransferred by the transmittiﬁaﬁequipment's entities.‘ It
also shows how 4each of the entities at the receiving

terminal equipment evaluates those protocol elements which

" concern it and removes them again. Therefore, it is not

possible to convey time stamp information through the use of

protocol elements of a packet header.

By carefully .ahalyzing Figurxe 5.1, one would notice
that the ; only possibiliéy of conveying time stamp
informatién upward to the aapﬁ}ication entity from- the
network is bf“piacing the &ime stamp at the end of the user
information field. With a time stamp length of ?v‘bgsgs
[Gross 82], the really usable maximum”user data field length
is 3 bytes less than the maximum length selected in section
5.4 abovg;_wﬂﬁnz;h?rmore,‘ there should be an indication to
the receiver that the actual data has ended and whag\follbws
is a time stamp which the receive; has the option of wusing
or not. . This indicator takes up one byte. Theféfore, the
maximum user data field length i: reduced to 124 bytes.

While the abovq(ghggested scheme can accommodate tQ}s
special requirement of CUENET, it must be noted that it is
a major violation of the OSI principles. It should not be
done if any other mechanism can be found to satisfy the

requirement. It should also be noted that ohce a full

57
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‘standard link control procedure is imp%q?ented, this schemd

may not.bé‘qsable anymore.

5.9" Multi-bus Operatién - S,

-

V4

If 1in the future it is found that .a sindle C-bus’ does

. ’

i

not provide an adequate throughput or rteli'abil:‘.t:y,< a second

C-bus c¢can be constructed and connected in paral;elltp the

same host. computers. If this does occur, the protocol

recommended herein will still be applicable except that the \

'standa;ai multiiink pfbcedure (Mié) of ‘X.25 will be used for

-

", the link hgntrol layex. . -
» ) .

(<

se e LT
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CHAPTER VI

s

‘v

CUENET-2 PROTOCOL SPECIFICATION

From the‘&iscussions made in the last chapteft LAPB of
CCITT Récommendatioh X.®5 [CCITT 84a] has been selected - as
the link layér pfotoédz in CUENET-2. Tﬁg framg/format is
shown in Figure 6.1. As for the network layer, .the IS0
X.25 DTE/DTE packet level protocol'[ISO' 84] has been £found
fhe most appropriate. Figure 6.2 presents the format of dgw
call request packet in order to give an example of what a
packet format is like. ‘In this éection; he ways ~o; :
imblementing . these protocols in the curre CUENET
environment are diécussed. In the following discussioﬁs,
references afe very often made t:érﬁe two above mentioned

o

CCITT aﬂd ISO‘standard documents. \Qease the task of cross

LY

referencing to those two documents, the appropriate

subsection or item number(s) of the respective CCITT or IS0

document aré indicAted in brackets.

6.1 Link Layer Protocol i o : ’

- CUENET _ in its present form is not based on a X.21 or
X.21-bis physical layer which X.25 specifies. The following
examines how LAPB of CCITT X.25 can be accommodated ip

CUENET without too muéh penalty on the throughput of ‘C-buys.

b

g

6.1.1 Frame Structure (CCITT\Q.Z)

AN

~

In principle, the entire fr ¢ structure of LAPB of"

X.25 can be accommodated. The followihg fields of the LAPB :

60 "~
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Link Layer Frame Format

<~

, Vol
Flag '|Address|Control{ Information FCS | Flag
.p1111110| 8-bits|g-bits " 16-bits (01111110
Figure 6.1

General Format Identifier

=

- o - e

Logical ,Channel Number

Logical Channel

Packet Type Identifier.
£ -
>* A‘_
Calling DTE Called DTE
Agdress Length Address Length
\ » —
l . DTE ~ Addresses \
0 0 Facility Length ‘
Facilities
' call User Data

Figure 6.2

"Call Request Picket Format
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_header will not be used until full implementation of LAPB is
made after replacing the C-bus at a later  date. This is
. because implementatiop of them on the existing C-bus will
introduce signg%icant overhead thereby reducing the

throughput of C-bus very drastically.

(a) Flag Sequence (CCITT 2.2.2)
(b) Address Rield (CCITT 2.2.3; 2.4.2)
(c¢) Sequence Numbering of Control Field kCCIfT’Z%B.Z.l).

-

(d)- Fr?me Check Sequence (CCITT 2.2.7).

-

However, buffer space‘ (a total of 4 bytes) for the
" :
abpve fields in the output buffer of the C-bus gaferface

should be resegyed fof‘ future use. They should be

implemented on special link layer VLSI/LSI chips..

6.1.2 Control Field (CCITT 2.3.2.1)

For intranetwork q?mmunications, the use of the focrmat
\; . e A .
" identifier should be interpreted as follows:-

¢

‘o
Bit 1

© Intercomputer Message 0 X
Access Vector Load 1 0
Error Message ‘ 1 1

L
‘s

Note: X denotes a don't care condition.
; ¥

6.1.3 Commands and- responses (CCITT 2.3.4) '

The commands and responses through the use. of the
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coritrol field should not be implemented on C-bus.

6.1.4 Frame Check Sequence (CCITT 2.2.7)

o

Frame cﬁeck seguénce will not be impiemented 6n~ C-bus.
The use of hardware parity check will be continued until C-
bus,1§°tgplaced.
6.2 Network Layer ?éotocol\\ .

T \ ) . 4

Incorporating fée X.25 PLP into CUENET. is relatively

more straight forwarg &han incorporating the CCITT X.25 link
\

X, )

4:>1ayer protocol. This\\is due to the fact that the ~ PLP

# 4 functions can % be implemented by  software of each host

’ 3
computer. Prasently, what a host needs to do is to perform

a checksum on the receiveq mess$age. All PLP functions will
be added to it. In view of the fact that while a host
computer is pegforming these PLP functidné, it is not using
‘the C-bus, these added functionalities will not impact on

the throughput of the C-bus.

6.2.1 Basic Strucéure of Packets (ISO 12.1)

" No change is required for incorporation into CUENET-2.

ThQVStandard maximum 8ser data field length of 128 octets is

A

6.2.2 General Format Identifier (ISO 12.1.1)

adopted.

No change is required except that zeros in bits 5 and 6

" would identify that the packet is an intra-network packet.

\
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6.2.3 Logical Channel Identifier (ISO 12.1.2)

)

The use of logical channel identifier could be delayed

until CUENET processors can handle multiple users whereby‘

J

multiple logical channels ére'required.

6.2.4 Address Length Fields (ISO 12.2.1.1)
Address Fields ° (IsO 12.2.1.1)

Nd‘change required.

6.2.5 Facility Length Field (ISO 12.2.1.1)
. Facility Field (IsO 12.2.1.1)
Call User Data Field (130.12.2.1.1)

v

érk> change. The Address Extension Facility (ISO 14.1.

and 14.2) is required for carrying Network Service Access
_Point ' (NSAP) . address ~ to the transport layer " when
interworking with long haul networks. The other optional

<

facilitieé are not supported within CUENET-2.

o~
N
6.2.6 Qualifier/Bit)\ - (IS0 12.3.1)
Delivery Confirmation Bit (ISO 12.3.1)
X7 .
Not required for intra-network use. b
6.2.7 More Data Bit (IsO 12.3.1)

No change.

!

6.2.8 Packet Receive Sequence Number (ISO 12.3.1)
Packet Send Sequence Number - (ISO 12.3.1)

No change.

64



6.2.9 Flow Control Packets (ISO 12.4)

No change.

6.2.10 Reset Packets (ISO 12.5)-
Restart Packets (ISO 12.6)
/// |

No change.

6.2.11 Diaghostic Packet (ISO 12.7)

Not supported within CUENET-2.

6.2.12 Reject Packet - (ISO 12.8)

No change. : .
6.2.13 Registration Packets - (IsO 12.9)
- On-line Facility Registration (ISO 13.1)
D-bit Modification (ISO 13.3)

?

No need for such packets for intra-network use.

6.2.14 Extending Packet Sequence Numbering (IS0 13.2)
* Packet Retransmission (ISO 13.4)

k/,ff change.

6.2.15 Incoming Calls Barred (ISO 13.5)
Outgoing Calls Barred (ISO .13.6)

Not required for intra-network use.
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CHAPTER VII ‘ -
. . / Y
CUENET-2 IMPLEMENTATION AND FUTURE DEVELOPMENT« -

7.1 Protocol Software Design

7.1.1 Softwdre Structure

One purpose of structuring the recent CCITT and 1ISO

. . X .
standardized communication protocols into layers in

accordance with their respective functions is to allow

modular ihplémqgtation of protocol functions either in

software or firmware. This is due to the fact that a

layered protocol structure can easily be mapped onto a

layered process structure. CUENET-2 should take advantage

of this and implement its protocol K software in such a

modular structure. There are a few advantages in doing so:
- ’ ' . [ .

(a) testing and verification against the layered
protocol is made easier,

(b) the current trend in the design of new VLSI/LSI
protocol chips is in the basis of one <chip per
layer structure; by take the same modular
approach, new protocol chips can readily replace
some software modules as and when those chips are
employed.

\

It is also important to separate the communication
processing software from the system software. This will

allow the use of specialized high speed communication

‘processors to implement all those communication handling

tasks.’
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'of them can

7.1.2 Shared Software Codes

The selected protocol for CUENET-2 1is basically a'
version of X.25 voptimized for }ocal area network
applicat%onsl Most o%-the X.25 functions and features are
retained for use within CUENET-2. With this protocol, we
can design the software in such a way that coding.for a full
k.ZS implementation is done;; Those sections of software
unigue to either internetworking or intranet&orking could be
bypassed or‘executed, depending upon thg situation. A full
X.25 implementation is fquired for the gate&ay’s DTE/DCE
interface in any case. This strateqgy also allows the use of
identical protogol software in every ﬁost computer. Any one

hg appointed as the gateway to the 1long haul

networks.

7.%.3 ‘Buffer Passing

&

Copying/ﬁddpu to and from buffer between protoccol

. layers 1is one of the major sources of ové&head, especially

when handled by a programmed lobp. Even'with a hardware-
supported memory block move, copying is performed with full
memofy bus capacit; “which is compa}aple to the network
capacity, meaning’that every copy operation lengthéns packet

processing by an amount of time comparable fg packét

.transmlssion time. Thus, it is preferable to pass buffers

batween layers by rgference.v’ Fér out-bound_paq&ets, space
for the additional headers can either be preallocated ‘in'

front of each pqpket,Q'ér provideg,infsﬁysically scatte;ed’

(8
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y@mory segments, logically prefixed as packets pass through
the layers, anéﬂgathered in one packet before tr&nsmission.
A buffer management scheme that allows fragment
deéomposition, tagging, and reassembling to take place
without actual data movement-would also improve throughput

L

(Powel 80]. -

+ 7.1.4 Overlapped Operations

-

L]

In a file-transfer application, one prerequisite for
achieving high transfgrlrates is to overlap 'the LAN I/On
disk 1/0, and packet preparation.  Thus, it is important
that the modules handling thesg different tasks can trigger
each other's operations in an asynchronous fashion ([Meist

85].

b

7.1.5 Task Priority e

., Link control has priority over transport control on the
grounds that it may serve several parallel' transport

connections at a time.

7.2 VLSI/LSI Protocol Chips

Sincg CCITT Recommehdation X.25 was first approved in
1976, the standard has gained wide spread acceptance. To
date, 'more than 30 [éolli 86) public data networks provide
X.25 communications services worldwide, including

international connection capability, In addition, many
A
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private X.25 networks q;ist.

The early implementatiors of X.25 were mainly
implemented with software which can proQide moderate
throughput. Manufacturers can thus avoid the lengthy and
capital intensive development of special x.25. VL%&/LSI
chips.” This woﬁld also allow ther to determine the general
acceptance of the protocol and assess its market potential.
By keeping the protocol implementation in software,

manufacturers can also maintain maximum flexibility, to meet

varying country and customer requirements.

wrfh the great acceptance of X.25 and‘the general trend
toward higher-speed lines, many manufacturers [Thurb 80]
[Weiss 83] have gone into developing §pecial VLSI/LSI chips
to implement X.25 protocol funqtion in order to meet ‘their
market demand; Semiconductor manufacturers split the
.communication problem at tﬂe physical level (layer 1) and
the data link level (Zlayer 2)Qinterface. ‘'This division is
based upon the different technologies required by the two
levels. The drive capability and/or speed requirements of
the physical level often require bipolar- processes, while.
link-level functions are best designed in loprower, highly
integrated high-speed CMOS (HCMOS) processes. Moreover,
this division also allows the iink level chip to have a

larger potential volume, as it 1is independent of the

physical media. : _ ‘ %

L



7.2,1 Level 2 Chips

o

As an example, Motorola's MC68605. [(Colli 86] X.25
Protocol Controller (XPé) is a full level 2 device which
implements the 1984 CCITT X.25 LAPB data link procedure. It

— is implemented through the use of Motorola's "communication °
engine" concept. A communication engine is composed of
‘four major blocks: the microcontroller, DMA/bus interface,
register file/ALU and serial/FIFO. Its structure 1is

-~ illustrated by Figure 7.1.

The microcontroller block includes two independent
engines which operate in parallel to each other for high

performance. The microcode can be extended to 4 Kbyte

without' redesign of the microcontroller. Four DMA channels
support sophisticated memory:hbftruciures for host
communication. The DMA/BUS interface block is coupled

closely with theé FIFO structure to optimize data transfer
handling. @ The serial/FIFO block is designed to operate at

30 Mbit/s full duplex.

»

The XPC performs the following operations in the connect

mode:

7

(a) Transmit a chain of I (information) frames when
instructed by the host. ‘

(b) Independent generation and transmission of S
(supervisory) frames. '

(c) Generate and transmit U (unnumbered) commands when
~ required and when instructed by the host.

(d) Independently generate and transmit U responses.

.
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To provide protocql flexiﬁiiity[-'the XPC. allows ythe
user to program many parametcrdki:::'as timers, the ' number
of retransmission attcmpts'énd numbPer of outstanding
frames. The host issues,pcmmands diregtly to the XPC via

the command reglster. The commands are divided into four

) categories: lnltlallzatlon, table handling, lin&\hahdlinb

AN A
and test/diagnostic. The host controls the link usihg the

start 1link and stop link commands The ﬁes;}diagnostic

commands include register dumping, DMA transfer circuitry ¢

testing, 'serial cif%uitry loop back and external loop pack.-

7.2.2 Level 3 Chips ) o ‘ T

- -~
2 -
i

Placing 1level:- - 3 in sdlicon chips is a much greater

challenge than level 2 in terms of the operaﬁioﬁ complexigy.

Due to the -many variations, the trend seems tao be to

\

implement a subset of the full packegq/level wlth some -

programmability to satlsfy a large ‘number of appllcatlons.

o ' -
Another alternatlve which may be more cost effective,
A3

is to produce ROM- based level 3 products.

7.2.3 Network Design Trend -

Without regard to whatever designs. are pursued 'by

various : semiconductd® manufacturers, it is very clear that
/ . .

VLSI/LSE} implemengationxxf standard protocols will be the
standard of the industry. With this in mind, networks
» "

should be desidnéd in such a way thét new VLSI/LSI ~ products

-
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R N R .
could be incqrporated as qpnd when it 1is feasiBle\‘and
N .

economical to do§ SO.. This implies that standard

ey ¢ ¢
ébmmﬁnication protocols should be used
R
A ) ’ &

- . -

. °‘7§3 System Bus Up-grpde , !

?\Q;igfransmissign Medium o

~ " P

-

\ ., . . '
e - Thefe exist four main,tysgs .of transmigsion ?edia
Q 4

ﬁ&o i ) ene;dlIY} used in today's LANs, They are twisted pairs, -
! . ; ” R N " K\J
-baseban Egaxial cable, broadband coaxial cable and op}ical

(" ] :ﬁ fiber cable, A comparison of the relative strengths of them

is presented in Table 2. QF/ ‘

= T
i ~ _CUENET's current twisted pair bus ﬁc;bus) has an, ¥’

’ ) . Lo A, ) R
) estimated throughput of about 1.27Mbit/s. The next logical
P TN L - N . :

‘%»iﬁﬂ spep' would be to‘up-grade it to a coaxial cable based bus. § .

’-

. The cqaxial <cable was_initially rejected due to the high

4 ) : . -— .
« . cost of ‘the ggble itself and its interface hardware.

J o ' BHow)iféver, the rgcépt introduct;on of Thin Ethernet (also

i

known as Cheaﬁernet) ha; redﬁced tﬂe per node' cost to about
o h.s. $100 (Nelso 84]. Chea?grﬁet typically delivers 10 — .
. . ‘,Mbif/s~ for -a-segment length Sf up to 200 meters without &
'repéaters. Up to 30  nodes per seément can be ap;ommpdhted.}
'Upngaainq~ td a Cheapernet will be\g big step fogwérd for o %
“cuener. " o |

’

o
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pE TABLE 2 .

~ .
Cé%pariﬁon of Various Local Network Transmission Media“

: S
Media Bandwidth Ability to Distance Noise Cost

handle many immunity
. ) , nqgg§ —_— =
Twisted ‘ ) Loysto
Pair Low " Low Short Moderate Low
Baseband Low to ] ‘ .o
Coax Moderate  Moderate Medium Moderate Moderate
Broadband " . _ Moderate
Coax High High High High to High
,Obtiéql Very . Very Very Very
Fiber . Hig& . Low High High High
] .
0- ' ' .
I W . v
’ \'
- "
-
i ¢
.-é . dq-
. \: N 4o ?
¢ ’ . - /.. s



CHAPTER VIII
SUMMARY AND CONCLUSION

LAY

8.1 Choice of Protocol

-

s

The author has studied the design and ’oéergtion of
CUENET, its associated C-bus and protocol: It has been
foundfg?at its major drawback is ité lack of internetworking
capabi~ify \yith other computer networks. The author*\
recommends to implement a reduced subset of the X.25 packet
switching protocol as its intrane;&ork communication
prdtoéol. The sugéested modifications to X.25 ‘would

optimize the protocol to achieve the highest possible

throughput from the system bus (C-bus) of CUENET. The use

. of the modified X.25 protocol in CUENET would facilitate its

internetworking with public packet switching data networks

- T

or other computer networks. With the suggested protocol,
/ .

its internetworking gateway will be greatly simplified. -The

suggested protoco ill also align CUENET with the O0SI
reference_'modei in + of layer independency and openness
for interccnnection. ! . Ny

° A ¢

8.2 Protocol Software Architecture and_gfsigg

—

The =~ author recommends the use of a protocol software
ardRitecture - ' within  which ‘1ntra-CUENET ~communication
software and internetworking softwgfe will share common

codes. Those sections of software unique to either intra- -
. oL

CUENET or internetworking coﬁld be either’ exequted or
' ' ' J
‘ <75 ,’\ L | S ——
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\
bypassed,/»depending‘ upon the situation. This scheme not
only simplifies software development and testing but also'
would allow any of the CUENET processors to function as the

gateway to the outside world.

In order to obtain the highest throughput possible from
C-buéj a-'buffer management scheme is also recommended. Tﬁis
schemé eliminates the need to copy the paeket from the
sender's output "buffer into the. input buffer of the
receiver. This Gopying process is very time consuming and
reduces the C-bus thrbughéut. The suggested scheme uses a
common pool of packet buffers which will be dynamically
assigne® upon demaﬁd. The ownership of a packét buffer is
ﬁarked. Ownership is changed from the sender- to the

receiver when a packet is sent from a sender to a receiver.

8.3 VLSI/LSI Protocol Implementation

\

v

. . .
The use of a standardized and widely supported protocol
such as X.25 will ensure the adaptability to thé use of
specially customized VLSI/LSI chips and other interface

equipment at reasonable costs. This will allo@ CUENET to

evolve with new technology as and when it is available.
kAl

8.4 Bus Up-grade '

-

The recommended system architecture avould enable CUENET

to up-grade its system bus to a higher throﬁbhpqt {10
» ¢ .
Mbit/s) and longer distance (200 meters) by replacing its

twisted pair based C-bus with a coaxial cable based



Cheapernet. -

8.5 Meeting Design Objectives

»

The proposed protocol, software archltecture andl
evolution strategieg haye fulfilled the following design

objectives for CUENET-2.

(a) Enhance internetworking of CUENET.
(b) Align CUENET to comply to the OSI reference mecdel.

(c) Adhere to existing communication protocol
standards. v .

(d) Require minimum change to existing hdrdware and
.software. .

(e) Provide a reliable and eff1c1ent network with
adequate throughput. .

(fg ‘Facilitate growth and expansion.

(g) Egse implementation. j}

It is imporcant~to note thet internerworking of‘éUﬁdET

. cannot, be achieved without changes to its messagnng protocolJ
and ::;hitecture. This is true for' whatever method of
internetworking is_chosen. The OSI approach also needs such
change, but the <change, once made, permits CUENET tor
intefrork with many other}l@tworks, which also comply with
the OSI reference model. More. and more other networks are
supporting this _same approacn. with th}s recommended
approach ) CUENET will be opened up both‘ lg termsl'of

accessing others and being accessed by others. N *

.

@
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AEFs

Cheapernet

CCITT

. CLNS

CLP

Contention -

CONS

Datagram

D-bit

DCE

DTE =
EOT o

FCS

o
Field .

FTP

Header

<

‘Telephony and Telegraphy.

GLOSARY OF TERMS

:'Address‘Extension Facilities of X.25

A low-cost, 10 Mbit/s, CSMA/CD L&N havihg
a coaxial cable segment up 00 metres
and up to 30 access points. g
International Consultative Cammittee on

o -,

.Connectionless network service; describ

a set of services made available to 0SI
layer 4. .

Connectioaﬂesg_protocol.

Interference between colliding
transmissions.

Connection-oriented network  service;
describes a set of services, different

- from CLNS, made available to OSI layer 4.

A message sent/ in a packet switcﬁed

network.

Delivery confirmation facility of X.25.

Data circuit-terminating equipment.

Data terminal eguipment.

End of traﬁspo t service data wunit; a
marker indicgfing the last bit of data
received from the€ session layer.

Frame check\sequence. A encoded value
appended to each-frame by the data 1link
layer to allow detection'of transmission
errors in the physical layer.

Subdivision . of the physical
‘allocated to convey specific information
{i.e. address field, dati‘field agb ).

» Flle transfer protocol

Control information at th

essage, segmént, fragment, packet or
lock of data. -
*_‘ ] * m

frame

beginning of a



B

HILI High 1level intquEZe;‘ a working group
’ (802.1) of IEEE 802.

IEEE 802 Institute of Electrical and Electronics
S Engineers - Project 802. ' The committee
responsible for standardization of LANs
operating at data rates'of up to 20

} ‘Q&bit/s

1SO ' JAnternational Standards Organization.

LAN Local Area Network. A data communication
system supporting layers 1 and 2 of the
ISO 0SI Reference Model; having a
geographic coverage of at least 1 km end-
end; and possessing - sufficient
performance to support the aggregate data
throughput required by the stations being

%7

. ’ served. : .
) . LAPB Link Access Procedure-B of X.25.
®  LLC Logical Link  control; upper layer 2

) ' sublayer protcdcol of IEEE 802.

MAC | ‘ Media Access Control. The  medium-
: ' dependent sublayer of the data 1link
layer, which interfaces with the physical

S Jdayer. ‘
M-bit An X.25 feature used to indicate the last
: . .. * 'bit of data received from the transport

) layer.
» .

MIF o Minimim Internetworking Functionality; a
: " network that calls for as little
kY complexity as pogssible in local network
. " .stations or , dev ~for the relatively
» infrequent requlr g%g for
‘ ~ interconnecting with restdtces outside

: the Local network; _relegates such chores
\\yﬁ, _ to a gateway. ' .

- ‘ : ] ° . -~

. NSaP - Network service access point; an abstract
pdint at the boundary between layers 3 7
and 4 of the reference mod®l through
which network. layer services (CONS or
CLNS) are made available to the transport

layer.
Octet An eight bit word.
v - / ‘I . ’ . ‘ . ’ .
, S 013 Open/r Systems, Interconnection (ISO
o ‘ , : Reference Model). oo ’

- . - y
} .

' " -

1 \ L4 . 7 9 \ [



PDU
PLP
P‘r ocess
PSN
TLC

Type A,B,C

Prétocol data unit.

Packet level protocol of X.25.
A program in execution. |
Packét Switching Network.

Transport layer class; . Class. 0 through‘4
of the transport layer protocol.

_0SI network - layer service
classifications. |
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| APPENDIX A

]

ISO OPEN SYSTEM INTERCONNECTION (OSI) REFERENCE’ MODEL

A.1 Introduction

Through the recent extensive research in computer
networking and communication protocolg, it has been
realized that a common architectural reference model will be

most useful to the future studies and developments of those

two fields. The international standardization of the Open

%]

System Interconnection (OSI) reference model has been under
development over the 1last few vyears jointly by the

International Standard Organization (ISO) and the

International Consultative Committee on Telephony and

Telegraphy (CCITT) of the International‘ﬁTelecommunications.

Union. The OSI model provides a reference for the
prqtocols, functions, services and inéerfaces requ%red to
interconnect application-processes within open systems. ~ An
applicétion-process is the "end-user" of the information,
It may be a human user or computer program. A sketch of the
seven layered model is given in Figure A.l. further~detaiys
can be found in [(ISO 83]. ‘&'

2

A.2 Definition of "Open System"

-By '"systen", it.\mans complete installations, 1i.e.,
data processing systems including beripherals, stawage,
front end processors, terminais,n system and user software.

In such a system[ commynication partners and a
. ' e
: »
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communications system are united. o

Such a system becomes an "open.system" in the sense of

N

the OSI reference model if it employs standardized protocols

toward the outside, so that the communication partnegs.,

£

8
contained in the system 9an communicate with any other open
systems and the communtcﬁtlon partners contained in them as

long as they observe the protocol, dgreements.

a.3 Obfectives and Useks of the OSI Reference Model

°

The OSI model is a general model which covers all
communication protocols. The model is in itself not  a

standard for protocols, but it represents the framework

necessary for the development and'integration of protocols’

and interfaces for communication. It does mnot prescribe to
any mamufacturer what the technology of his products should
iookilike., It merely prescribes how this technology should

behave toward the outside environment.

ki

For a successful interchange of information, both

K 24

) <
communication partners and the components of the

communications system connectlng them must prov1de many

H

functions. This model for the §@pst tlme deflnes which

functions are actually expectegd from the components i vclved
B \

i ~ P ' .

in a communication, and qiw these functions build upon each
£ . -

other. The OSI reference model plays a part in:-

[}

(QJ recognizing and interrelatjing standards, and. if

necessary, improving them; . ;
> -
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. (bf. integrating existing standards and, if necessary,
improving them; o [

(c) creeting the basis for new é@andards;
(d) . designing a collection of complementary, non-
. contradicting.standards.

]

F.M. Burg et al [Burg. 84] noted that it is the use of

bSI protocals, not JUSt any set of protocols functionally

-

ccmpatlble with the reference model, that will make a system

truly compatible with OSI.

A.4 The Seven Layers of The 0SI Reference Aodel
’ \l ,’—\
The O0SI model consists of seven layers as depicted by

Figure A.1l. 'It identifies ali of ‘the functions required to
enable separate communication devices to comm?nicate with
‘Eacb other. It then arraqged those functions into seven
grc&ps,r calied layers or levels. The seven layers do not
dictete the eccua@ standards that should be used to bring
aboutaa network operation. Instead, they describe, in an
implementation independent manner, the functions that each

layer must perferm. The seven layers of the 0SI model are

briefly described‘inlthe following.

‘\d

Layer Seven, the Application Layer

This layer is responsible for piinging<to the end user
network services sucb as pessword checks, document
tcansfe s, and Qarious protocols specific to an induétry.
It s the oﬂ;yllayer that is not completely transparent to

.

the user.

b
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APPLICATION LAYER

' PRESENTATION LA/ER .

SESSION LAYER

-

.TRANSPORT LAYER

Z

71
NETWORK. . LAYER
LINK :  LAYER

-“

I3

PHYSICAL  LAYER
— 5

Figure A&l
3

The Seven Layered 0OSI Reference Model
g . .
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Layer Six, the Presentation Layer

-

i

This layer converts the‘transmitted data into a form

that can be used by the receiving@?aevice. After passing
through this layer, data.can bey' for example, output bf a

printer as ASCIT or EBCDIC characters.: ‘ . <

Layer Five, the Session Layer

-
<

This layer is rgspbnsible for. establishing and

t@rminating connections between stations, and ‘for mapping

-

logical names onto physical -addresses. .

- ‘ - »’ \
Layer Four, the Transport Layer

o »

This is.the layer ‘that sees to itfﬁﬁat,a message (which
could be made up of many frames) reaches its destination
.reliably. The transport layer establishes, controls- and

releases transport connections leading, from one
communicabQon partner to the other and extends them into the

*

. interior of the end system.

The term "transport connection" is used for an imagined
end-to-end connection between the two communicating

parﬁners. The real path "below" which the ipformatioh‘tq be

transferred takes, is called a "network connection."

I
T

Layer Three, the Network Layer

This layer proviﬁes the\fung}ipné of route selection,
' establishing the network connection path, sequence and flow

! w
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_control, detection and correctioq.of network-;}rors, message

' 'segmentation and reassembly.

w 3

The main task of the network layer.is)té provide the
0SI network gervice using the services available from
underlying layers. ‘- The 6SI network service is .different
f&om the wunderlying serviceéx'in two « very significant
reséects: it has to be ipgependent 6f the comypnications
media employéﬂ:~ and. it h;s to beAﬂan ehd-to—eﬁd service
provided between OSI- end—s§stem§((across interconnected

W

networks of various kinds.

e

Making the O0sI nethrk service  independent of the

. R ) ’
communications media is part’ of the process of*' decoupling
high-level operation from low-level so as to be .Qfle to

perform any distributed processing activity over any

communications media. 1In OSI.this decoupling is achieved in -

-4

two .stages: the network layer gives independence of media in

all things other than quality of service; it is then the
1 ’ .

"task of the transport layer to make any enhancements to

o

quality of service in order to satisfy the needs of users of

the tranSpo;t service [TG100 84].

Layer Two, the Data Link Layer

This layer deals’with xhe composiiion of the frames of
da sent out on'the network, . as well as the protocols for
geE: ‘ '
transﬁission errors, Issues addresséd here include the

90

ing those transmissions onto the network and detecting’

v
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_Layer One, the Physical Layer

'\ ‘ . . " - 4

-

: . T ) . .
format and 1length of egch frame and the rules for how "an

‘individual statdion will obtain and relinquish access to the

network. ' ' v

€
. This layer deals with most of the ' hardware issues
. . | )
involved in networking. It describes the type of,conpegtors
which aré required; data rates, signal -levels and electrical

and physiéal characteristics of the communications médium.

A.S Benefits of Complying with the OSI Model

h -

The‘fpsx'sl multii}ayered_approach has bfbuggt‘two key
featurés to &etwork desjgns: mddularity Snd /upgradability..
It allows for increfiental iﬁprovements to a network without
hisrupting its entire operations. For example, an Ethe;net-
based LAN could be upgraded into 4 £ibre optics based’ LAN .

without the need to change the rest of the design.
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APPENDIX B B

OSI AND ITS RELATIONSHIP WITH LOCAL NETWORKS
AND IEEE 802 STANDARDS

B.i “0St and Local Networks

)
,

s e | IS0 has been examining the application of the OSI
reference m%del to local networks. Conceptually, the~
architecture of a local network does not -differ from that\pf
a wide-area network. The boundary between layers 4 and 5
~(transport end sessicn) is a key demarcatlon lrneﬂ The
iprotoébls under this line are all ccncerned with, reliable |
and cost-effecti&g data transfer. * Above this line,
' protocols perform common functions that are eata-transfer
independent, such ’es code conversiqn or the coordination
' associated with a file*/transfer. , 'The}efore, the OSI
: protocol standards for layers 5 and above (session,
presentation and application'layers) apply just as much to
an. oéen ‘system on a local network as they do to, ; syetem
that uees any other'networking technology. - This would seem
to indicate that the OSI reference .modei is equally
epplicable to both types of networks. In other words, nodes
or processors attached to.either a local or a long-haul

network need to perform the same kind of functions, such as

network access or file transfer.

There have been different opinions as to how the OSI
refeFence model should treat local networks. One oginion-

regards each of the processors or nodes on the local network



J
f ,
ag$ individual, distinct, OSI-s ;porting "system&." Eaeh, in
essence, would be individuall hopen?. In th " ironment,
the nodes, .or-systems, WO 1d be able to~l uniéate with)

each other, ‘as well as witlh/ OSI systems outside of the local

network.

L

. Another opinion is to regard an entire local network

(including‘ all nodes and devices collectively attached to
it) as a single "opeﬁ sygiem." In this case, there would be
little or no restriction placed on the internal prqéocois
used by the individual local nétwork nodes. However, it
needs a gateway/ to communicate with other open \syétqu
outside of the Mé;al network.~Ak§o, there would be little or
no restrictié. on the distribution of OSI functions and
protécols within the local network, including- the protocol

-

between the/gateway and the non-OSI local network nodes.

o

The /third opinion is that the nodes on the local
network / would cgnsist of a mix of both OSI and non-OSI
‘equip nt. In_ this scenario, non-0SI equipment. would be

able/to share the local nétwork medium with OSI systems with

assumption that both implement the same standard media

-agcess and control protocols. However, these.two different

groups would still be logically segregated?from each other

because of incompatibility at ‘the higher layers.

-

The - existence of these different opinions has created

incbmpatible local network designs and hampered eff;éient
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internetwork communications. These problems seem to have -

)

‘been recognized by network designers as there is 4 trend

. {
towards a compatible environment. '
. . ‘ . . v
4 Q } ' *
In favour of the creation of a universal compatible

t

environment for compdter data communication, the discussions
in this report are based on the first scenario discussed

above. That 'is, each local network node or processor is j$

z

regarded as an individual open system conforming to the' OSI

principles and protocols.

B.2 OSI and IEEE 802 Standards o
— Co

The. work. of the IEEE 802 cthittee has been copcerﬂed

mainly with protocols for-accessing _and controlling the
various types of local network media. As Figure C.1 shows,

the protocol-standardization of the IEEE 802 corresﬁonds to

the~lowest two layers of the OSI reference model.

] . 4 . L4

The physical layer of.the local netyprk specifies the
_means for‘ tranémitting and receiving Hits across various
types - of local network media. -One or more physical layer
spegifications.are associated with each typé of media access
control (MAC) sublayer. The MAC sublayer .which is the
lower sublayer in - the IEéE'; layer 2, performs lthgse

functions needed to control access to the physical medium.

This use of sublayers in 1layer 2 of the IEEE 802

specifications is not in co?flict with theéguideLines of the . .
OSsI ieferenceqmodel. Sublayering is aliowed in distiﬁct -
’,’/ ’
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ol
cases where a grbup’of functions is not“always needgd and
can, thereforg; be SYPassed from time to time as necessary.
However, in a locai network énvironment,~ the functions of/
tﬁe MAC subl;yep,arelalways negesééryjto arbitrate accésé to
the 1local network médium aé it is sﬁﬁred by many ‘"peer"

systems.

The logical 1link control (LLC) sublayér is the upper

[ ]
sublayer in the IEEE's layer 2. It is defined in such a way

that it is independent of the parficular tﬁpe _of MAC .

procedure used. Three types of LCC procédurés have been

defined. ' - ) R

P, B
(a) LLC Type 1l: Unacknowledged Connectionless Protocol

® . Data uniég\\xﬁg sent without any correlation - to

> previous or subsequent data units and without any
acknowledgement or guarantee of delivery.

i~ : v

(b) ELC Type 2: Connection-Oriented Protocol

This protddol provides a data link connection
establishment procedure, transfer of multiple data

units, = acknowledgement, retransmission as’
appropriate, and the termination of the data link
conq;ction. B ' .

(c) LLC Type 3: Acknowledged-Connectionless Protocol

. Single data unit is transmitted . and ' then
acknowledged, before a " subsequent data unit is
transmitted. ' R

»~
4
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"used in specifying transport protocol standards:

APPENDIX C

TRANSPORT LAYER CLASS OF PROTOCOL

°

The complexity of a transport protocol implementation

'depend; on the nature ofsthe underlying network service.

iISO has defined three types of network éervice,-~which are

-

(a) Type  A: network connection with acceptabie

residual error- rate and acceptable rate  of

- signaled failures, ‘ : :

. 3

(b) Type B: network connections with acceptable

' Jesidual error rate but unacceptable rate: of
signaled failures,

(¢) TyRe C: network connections with residual error

' ra not accepsifle to the transport service user.

7

»

&

.In this context,’ an error ig’deﬁined as. a lost or

duplicated Retwork packet. If the error is caught and
' v

corrected by the network service in a ' fashion that is

transparent to the transport entity, no damage is done. If

. the network ;%rvice detects an uncorrectable error, it

signals the transport entities. This is known as a signéled
! *

‘failure. THere are also residual errors - those that are

not corrected and about which the transport entity 1is - not

notified.
To  account, for differences amoung underlying network
services, ISO has defined a family éf five classes of

transporf\protocols, -all of which pfovide fundamentally the

~

_ same transport service. The five classes and their

relationship to the three types of network services is shOﬁn

¢
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“\ in Figure C . l . e B .‘
Class 6\ providés the simplest kind of transport
; : . %
connection. It is assumed that a Type A, connection-
oriented. network ° service is available. Transqg;t

.~ ¢

. . ..
_connections are mapped one-to-one onto network”connections

-

(e.qg. e) X.25 virtual circuit). ~yo‘explicit-ord’ering or-

R error control is provided.

-
3

Class 1 'is designed on an X.25 network and ‘- provides’

+

. . minimal error recovery (network-signaled errors). - Its key
. o

'difference fom Class 0 is that it can"resynch;dnize if some

data are lost.

Class 2 is an‘enhancement to Class 0 and still assumes °

a highly reliable network serVice. . The key enhancement 1is

e

- o the ability to multiplex multiple transperE connections onto
a single network connegtion to reduce network cost, but the

throughput .may also be reduced.

~Class 3 is° basically the union of ‘Class 1 andl'z'
capabilities. ‘ ‘ C,

—~

{ ' ciass‘ 4 assumes that the underlying network service is
unreliable.' Thus the protocol must include' elaborate

j ' mechanisms to deal with the loss or mlsorderlng of transport
protocol data units (TPDU's). As an example, the U.s.
Department - of Defense (DOD) Transmission Control Protocol
jTCP) is functlonally eéulvalent to Class . 4 Transpont.
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90NNECTION-ORIENTED AND CONNECTIONLESS PROTOCOLS

<©

N .
D.1 Connection-Oriented Protocol

O
| )

A gonnection 1s an agreement between a pair of
) .

communicating entities to reserve a set of resources (such

as buffers and prpgrams) for their exclusive use, . so as to

-

maintain orderly communlcation apd status information.

.3
”

#  .J. Nelson [Nelso 83) noted that making a connection is

Al

_analogous to making a ‘reservation at a high-class

restaurant, which sets aside a table® for the exclusive use
of the parties who reserved it. The communication
principles also have ana;ogiéé in high-class restaurants:

flow control is similar to making sure the courses. arrive in

corregt sequence and on time, and data assurance .is like.
. . . 4 '

-making sure the food arrives properly prepared, and
requesting  a replacement dish if it is not.

) , , v
~Connectjon-oriented protocols have three - distinct

phases: establishment, tfansfer,‘énd release. Connection
\ »

establishment sets up a logical channei' between: two

communicating entities,” represented " in each of these

entities by a record containing data-transfer parameters and

o ’ . ’
bchannel-state'information. During the -data-transfer phase,

these parameters are used to control tne addressing,
formattlng, sequencing, and' flow of data unlts on the

connection. Connection release destroys the state recorﬂs

3 o

-
-
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at both ends. .

D.2 Connectionless Protocol

P .
i . N

- 4
A-connectiqnless service means that no agreement need
to be made between a gair of stations before data can be

transmitted between them. No bufferlng or other resources

‘are reserved. If data arrives at a station that has no.

resourcee to buffer the incoming information, or if the
station is busx for any other reason, the data is simply
lost. The transmitting station is not informed of the loss:
and must'depen& on a Higher-layer entity, perhaps with a‘
time-out function, to determine that it has occured. The
higher-layer entrty must then attempt to retransmit the
data. . . N ! l '
« ' . ‘ s . . -
A connectionless service is analogous to having a meal

at a lunch ‘counter [Neiso 83]. If no resources (stools) are

"available, the user must either go elsewhere to satisfy his

A

needs, or wait until resources become availabler
KS

Connectionleesﬁservices are defined to have none of ehe
above characteristics of connection-oriented operation.
There ;s only one phase of operatien, no guarantee of
preservation ,of sequence, neﬂability EG“ exercise' back-
pressure fiow 'céntrol. Basic conneceionless operation
regards individual data unxts as unrelated to any data unrts

that may have gone before or may come later. In the absence

of . anf flow control mechanisms, it is a normal practice in '

S
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‘congestion.
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