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TRANS TENT INTERFACE TESTING OF A BATA ACQUIS | Y :

by
Jan 0, Tvedt ‘
. I ' \

y ABSTRACT

A Supervisory Contro

'—be—4#mm#oktg__*_;AW*T____‘____*_

electrica!tnoise levels exper1enced in H1gh Voltage Switchyards.

A prototype version version of this sxltom has been tesfod in the
High Power Labs at IREQ.‘apd‘in the 735 kV Switchyard at Boucherville

near Montreal.

This thesis describes the circuit des1gn'teéhn1qycs,and 50110 testing - |

procedures used and discussés the ways bj which nofse immunity can be

- achieved. The circuits subjected to the electrical noise tests constitute.
a serfes of rémote interface modules which monitor alarm/status and tele-

'mntry input signa!s for a centrally Tocated: contro1 computer, and wh1ch

: also execute control output commands from the computer. Such 1nterfacef
modules ‘are used extepsivaly 1n modern switchyards for Date Acqu151t1on

and Contrq]; Sequen,e of Events Recording; Remote Multiplexing; and
' ne A ’ .
Power Dispatching Ezﬁiamanghff} : '

)
/

. The tést programme included subJect1ng the equipmcnt to. magnetic f1elds
up to 40,000 amperes/metre. high voltage pulses from 2 to 5 kV, and
electric fields generated by 735 kV arcs less than 40 feet away.

The Conclusiéns show that when proper surge suppressbrs afe'ukod.'
. Suporv1sory Control Systems can be operated with excellent reIiability
in modern High Voltage Sw1tchyards. LReliabi1{ty calculations conf1rm

} this conclusion
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1 0__ INTRODUCTION

Electroma‘g’netic 1ntorferenco in power stations and switchyards,

_has long been a problem for Control System Designers, but has

»-

recently become more flute.

One reason is the widespread use of soHd. state devices in

~ . contro? circuits and particular‘ly 1ntegrated circuits. sueh as
| 1og1c c1rgu1ts. operationa] amplifiers, atc. While these '
components are highi'y reHab'le under norma'l conditions. and do

.not seam to suggest any de(ﬁMte wear-out mechanism, they are

faML vulnerable to fast, high-voltage transients. Also, due

-to the qued and sensitivity of ‘modern integrated circuits." )
’4‘ | o whereas\t{u tr:ansients may not allways cause componeﬁt failures,
A | they may cause misoperations that may be extremely difficult to
"L},fl . " \djagnose. ] | |

g ! ’ . ~ . ‘

X
The second factor causing 1ncreased fnterference 1ave'|s is, of .

-course. the increased voltage and power levels being handled 1n

4 o ‘ .E&ay's power d1str1but1on systems. The newest part of the

electrical distribution network in the Province of Quebec 15 * - ,
perating at 735 kv, and studies are under way for distribution /

| :f o s system% operating'}n the 1000 to 1500 kV- range. It 1s tﬂkrafore.
hdrdly surpr1sing that a lot of effort is presently being '

et

devoted in ordar to detemine Just how these 1nterference pro-

“ blem can be overcome. T

.11 Definition of Problen . e
Electrical 1nterfqrence-n¢1u“' can enter into ﬂn&ronii: 'equimntf
- vid two paths. Tha‘mst"dt_fficult path involves néju being f1

~

i L NN N




coupled 1nto cab'les. either 1nput cables, output cabhs. or

pmr cabTes. The other path 1nvolves d1rect e'lectromagnetic

¥

or. elactrostatic radfation and coupHng into the equ‘rpment

- control rooﬁs On the other hand the manufactugers of the

| .amperes per metre may be encouhtered. e

-
ftself. ° ! S ;

Swj'tchyvr‘d.Controxl quipmnt—qan be protected agajv;st' thg
effects of this: nplise-by the combined efforts of two groups of
people,’ On thé one hand, the eIec,tMcaI engineers who. des1;n
sw1tchyard and power station wiring and cabling systems. can do’ ’
a loo to reduce the interference levels which. the electronic . -
equipment will be subjected to, by the use of proper ground1n§ p
tachniques shielded cabling, buried cab1e conduits and shie!ded

electronic equipmqet. can devise circuit de‘s‘lgn techniques which

1ncreash the 1nﬁeren‘t ability of A'system _td ‘handle noie. 1avels.
Ty . b
E1ectr1e/a'l Interference Leve1s in Switchyards R I’g

D

In the T{iterature, several papers descr1b1ng trans1ent noise \.

levels in sw1tch,yards are avaﬂabIe] 2, 3

These .papers concgp-' \
trate specifically on trans1ent noisa picked up by controi .
cab\es Such noise bursts may have peak amp'l'ltudes up to J5 kV
Data on magnetic fields amd electric ‘f4elds 1s very rare. but ,

it hés been, estimated that magnetic ﬁelds of seve,gal hundred

,5" @

~ o s b

" Since the cabﬁiets of M types of e'lectronic control equipment

will provide a Egnsiderab'le-unount of shialding. it seems reason-

able to assume that noise on tM'°coh€ro1 wiring will represenf

M.z %/
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the moSt serious problem. .The papef by R. L. szks and . E. -

2

. \ Jones® discusses how different shielding ‘tech'niq as may:' be

. embloyé‘d to reduce the noise p1cke& up by control cables. Since

sophisticated types of shielded 5&5};?5’ are expensive, it becomes - —— '

- desirable to reduce noise levels no more than neces”sirt:fo -

énsure reliable equipment -operation. The following ‘quo ifx}fro}n

: - ¥, % . ' ) .
~ the gfbpve-paper is particularly relevant: . S k
. “ a .

_The -question remains, however, how far 1s 1t necessary
to .lower transient amplitudes? Obviously, transient .
voltages must be kept less than the level where insui-
ation failures occur, which is considered to be about

3 kV., Since solid state equipment can be built to with-
stand such transients, it would seem that the desfign of
station wiring need be modified only to. the extent
L\'ecessary to- keep transfents below 3 kV.

-These levels.can be achieved by careful grounding
practicds in the switchyard, such as Keeping neutral
graunds separate from ground feads of apparatus con-
nected to the high voltage bus and assuring that duct
.work 1s continuous. Measures such as these together - -
with adequat%, surge protection on solid state equipment
should eliminate equipment failures due to tranyents.

_s The quéwisory Control ‘Syste;n described here meets the call for ,

" control équipme'nt which can withsta\d 3 kV noise transients.

L N

1.3 Noisé Test Spédf‘lca.tions

. 'Sq,me organiMions' have. published specifications for noise rte’stt-,
ing of. electron‘lc‘equfpment, not&bly'the Aﬁeﬂcan Nationil«. :
Standards Institute (ANSI) in cooperation with the [nsfitut( '

' ', of Electricalvand .E1ect}on1cs Engineers (IEEE)“. and also the

isston of Ontario (Ontario Hydro)®.

14 .

Hydro-Electric Power Comm

'S
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A
- The IEEE/ANSI document spec1f1es that an escillatory wave

with 2. 5 kV-to 3 kv peak amp11tude. 1 0 to 1.5 MHz- oscillat1on
" - frequency, anJ a 6 Microsecond time to decay to 50% amplitude
. .n - should be used as a test wave. The sufge wave generafor‘should
have a source impedance of 150 ohms. The spec1ffcat10n alsp gives
2 descrlpt1on of a suitable voltage generator, def1n1t1ons of
| the. test\prdcedures explanations of why the’ speciffc test

" w® Pparameter valués were chosen, and contains an extensive biblie- .

4

graphy with 42 entr1es . ’ ~~
- ‘. I {. . B ) ‘ |
The Ontario Hydro test specification establishes four test .

% N . levels of decreasing severity. Test level A corresponds to a

e .i ,l . high voltage switchyard environment, and specifies a deciying'
' osc111atony waveform. ampijtude 5000 to 6000 vo]ts. frequency -
?”. - 200 KHz to 2 MHz , ~source 1mpedance 100 to 150 Gems. and a6
gg; | L - \cycle decaying time to half amplitude Th1s test is therefore ‘

more demanding than the IEEE/ANSI test. and requires a-more ° .

%;? ) \._ / complex surge voltage generator. .

" , | With regard to the rather high surge voltage ampiitude of § to
- | " 6 kV chosen by Ontario H&dro; Hicks and Jones'as quoted above'.
mention insulation breakdown at 3 kV levels. The‘IEEE/ANSl
sp&cification mentions se;ondany circuit insulation ratings of
2.5 kV,” and argdésthat "1t does not make sense then to‘specify
a relay surge tegf/Vo1tage above 1nsu1atigq_zg§jng§“.
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1.4 Noise Immune® Equipment Development and Testing “Program A )

P

1.4.1 The Superv1sory Control System .

t

K typical Supervisory COntrol System consists of 2 Master | ,
Term1na1 Unft (MTU) and several Remote Terminal Ur\'lts (RTUs). - _ .
’ The MTU. 1nc1udes a control computer and is located in the : /
- - Station Control Room. The RTUs are connetted to the MTU via ES T .
. comnunication 1ines, and serve as remotu 1nput/output data

I'

multi plexers.

-~
k]

Noise immunity was a design goal for th1s new type of Super- \

visory control System from the begi nn'lng/

of its development. V-
As part of this design philosophy ni.t was decided to use COS/M0S oo

'1nt,egrateo oircuits throughout, which, in addition to their v -

inherently 'gooq) noise 1nmon1ty, ha\}/e very low power consumption. |
* This makesl it possible to use non-ventilated cabinets for the \
equipment."wh'lch mey ‘provide bette\r sh1e1dtng against radieted Y

<, ' . noise.

. 1.4.2 The_Test Program R ' S \/.
“ ‘ Also as part of the initial design .concepts was the deciston
to build a prototype systenwhtctn would be subJeeted to, the
mos ¢t _thorough testing possib1e. The twohmain ‘purposes of
th1s teet program were tol find the "weak 1inks" 1n the ejstem
. redesign- the necessary c1rcu1ts. and to prove that the new
system would be capalﬂe of| operating 1n 2 modern 735 kV switch-

yard, C ek 4

»

-
- -]
o

-
5
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~

Preliminary tests of digital input circuits. . . (

‘

4- o
Magnetic field sensitivity tests. S
Tésts on effects of d1iferent1a1 ‘ground potentials. =

L4
L

System test in a 735 kV switﬁhyard

1
1

. Redesign and retest ‘ ¢ L

% ‘ - The ff:ﬁi Rhase took place in the CAE laboratories. The ;] Co

other four were carried out at the Hydro-Quebec Jnst1tute

RN “
-

) of Research at Varennes. and at the Boucherv111e Substation.

The test resultsﬁare given 1n the descr1pt10n of each test

- — : » . °

: *\‘*"_kTAA*_—“"“‘. T
. : ‘

*3
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\t . 2'.0 DESCR!P xou 0F. Eouwuem

2. 1

he pr, totype sdbervisorxacontro1 system used when the tests

ere carried out 1nc1uded .o N e
< - One Master Terminal Uﬁit (MTU) with con:?oT‘coﬁputef
' - and teletypewriter built into a desk console.

e

1nterface. aﬂd 1nterfaée circuit boards for "field

Cv devices" such a; analog inputs, digital nputs and >

d1g1tal'outputs.

digital inputs, indicator 1ights’ for digital outputs,
and adjustment potentiometers with voltmeter and |
" _mil1{anmeter to activate the 0 to 5 volt and 4 to

, 20 m1111§mpgnes analog input circyits.

~.

The Master Term1na1 Unit

The central control computer was a general purpose “mini" -

‘computer with a' 16 bit paralle] input/output controiler for

" comunication with the RTU. The contro) coinputer normally

carries out the func;ions of Data Display (CRT monitors,

Annunciator pane!s, dine- printers), Mﬁss Data Storage (Disc.\

Mag Tape. Paper‘Tgpe). ind Field' Communications (Computer
Interface Unit and Cummghicat1bns Line Trinsmftter/keceiver) ‘

" A normal supervisory controI”s‘  uses a disc memory to
mafntain a data bosu ‘with 1nfbrmat1on of the status of the

i3

Oné Reméte Terminal Unit (RTU) Qith cémmunicationb" '

‘One 'Field Simulator Console with switches to simulate

7




field dev1ces (Lircuit breakers, disconnect switches; ®
- , . vo1tages levels, etc) The system operator may request | ‘
‘ "pages” of Specific 1nformetion to be dispIayed on the CRT
.mon1tors. while standard performance reports will be pr1nted 7////’

. .ona 11ne~pr1nter at regular {ntervals. . - )
K R

In _the prototype system there was no need to maintain any

i large data base, %ndla much“sdmpIer test prooram was used to

, cont1nuously scan the dtgital inputs for any change in status,

. " which would be reported on the teletypéwriter. The digital

output]relays were turned on one at e‘time and then turhed

% R ' off again in a continuous "scanning sequence”. An observer ‘
f{;; o near the F1e1d151mu1ator Console couId’therefore detect inter-
) ference w1th the digital outputs by observingx1f any 1nd1cator

» : #/,4,f’ | + lights were turned on or off out of sequence. Noise 1nter-

'ference,on the anaTog inputs could be detected’ by commanding

“?“ : - ' " the computer to repeatedly sample one specific anelog 1nput

channel dur1ng the test and store a11 the readings 1in the1r

g ' chronglggfcal sequence Nhen the test was completed, these
) read1ngs were typed on the te1etype and visua11y examined for

inaccuracies. ¢

-
- B
- . ° -
’ [
.
o ' . ~ .
B . 4 .
. Q . v T +
v s N
‘-

3 The contro1 computer communiceted with “the RTU v1a a serial
' date transmission Yine-controlied at~either end by a D.C. Keyer.
~ - which contatned a receiver and a transmitter for a 20 mA current |
Joop. fhe message cons1sted of two 16 bit computer words
.(Address word and Data word); 8 bits~of-polynominal check code

- . for error detecttbn. and start and stop bits for synchronization.

-4 ‘..‘ {' ’ . }’ * ! . * . . N
N . . “ *




o f

A Manua1 Mode Control Panel was proVided as back-up in° case

" of computer problems 9nd to assist in trouble-shooting.

The Remote Terminal Unit o .

The D.Q:‘Keyer module fn the RTU decoded the incoming current '
1boﬁ'§1gna1s from the MTU, and translated them into'logic o

signals Two control modules (Jiming Control and Function

“Control) were used to receive the computer message and provide |

(
address signals for the 1nput/output modules, and to examine

the check b1t"s to ver{fy a "Valid Message”. “

The 1nput/output modules used during the prototype tests

R

included the following: -~ v ‘ |
Digital Input Modules - 2 types

—~-Digital-Output Modules - %M
- Pulse Accumulator Module 1 type e, |

- Analog-to-Digftal Converter 1 type

- Anelog Inpot hultiplexers | N 2~typse,

The digital output modules were used to drive heavy duty

' "1nterposer" relays mounted on special relay rcuit;boards:
A power supply assembly provided 1solated D.C. power supp11es
for the various 1nput/output sub-systems wh11e an RFI filter K

aséembly protected the communications 1nterface and the power
supplies against nofse on the fnput cables, - There was room,
provided to 1nsta)1 surge shppressors for 211 digital/analog

input/output cabies. but none were 1nstalied. since the

purpose of the tests was not to test the effectivoness of

v




. S

. 2.3

>

, 1nd1cator lights and switches: ,'

K] '.’ ¥ ’ K."" B .' %
surge suppressors. but the noise 1mmunity of the 1nput/output

s ’ ) .
“ . I

"”c1rcu1ts themselves. e ‘ : -

The Field Simulator Consgle | g
The F1eld Simuiator Console conta1nu3 the followfng sets of -

v

S 10 indicator 1ights fon'digitaI outputs, ‘static (biua)

= 10 ind1uatqr 1ights for digital outputs.‘reed reliys-’
red) . ' - S

. - 20 1nd1cator }ights for digital outputs. pulsed ‘ " .
(10 blue, 10 umber) - (R |

- = P — .
,. Gt — —

"« 1 voltmeter (0 315 V).

- 1s“aﬁ7aff*swftches*for~d4g1ta%~4nputs1~status—ﬁ———_aﬂ______‘_%_Auf
’,ua 16 momentary-on switches for d191ta! {nputs, 1atch1ng
- 4 momentary-on switcﬁes for pulse accumu)ator inputs = > |

- 2 control potent jometers p1us 2 tengzhanne] selector
switches for the anang inputs (0 -5 volts and
4 - 20 mi114amperes)

~ - 1 mil1{ammeter (0 - 20 m4)

L
.

A‘set of 100 foot multiconductor cables connected the Ffelds"
© Stmulator Cons01¢ to the RTU, so that ‘the Simulator Con301e R
- could be observcd and manipulated while ut a safe d1stance o

&




i . , - . . : . < . o

‘ - - from -ihe, RTD’ which would,bg located in_potentially hgzard'ods o :

. c b
b o areas. .o ST, =

P
o . . .
s L} “ua ' . B .

2 Y- - A pictoria) representation of the pro‘tqtybe §upervisory . R

B
e o

e ¢ R
w

Y | control “systém is shown in Figure 2.1, - R S

pex B - v . N
s ! . . .

¥ . . [T .
[ 1 . - . o ' : L .

»
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: 301 ,

N 2

3.2

~ from the HTU, it would not reSpond, and the MTU would repeat

' mentary fleld-effect transistors. and thus do not require

. only flows to charge circuit capacitances during each switching

-

3.0 -CIRCUIT DESIGN. TECHNIQUES P
Message Securjtx ‘// |

Each message between MTU and RTU consisted of two iﬁ)bit

" words of information plus 8 check bits. The’ check bits. were

generated by a cyclic poiynomial check bit encoder.\and the
code was similar to a Bose- Chau%huri code except’?or)the

message 1en§th. If the RTY detected an error 1in the message

the request. If the MTU detected an error in the reply from
the RTU, the MTU would repeat the ogﬁginol request. During
the whole test program several "Error Messages“ were detected, .

but no instances of an undetected error have been observed.
' 3} N i P

COS/MOS Integrated Circuits
CQS/MOS (COmplenentary Symmetry/Metal -Ox1de Semiconductorsj

integrated cirduits were becoming,commercial]y avaiiqpie in

the early 1970s, and were immeoiateiy recognized for their

suitabiiity for industrial control circuits where high-speed - !
| ‘logic was not required. COS/MOS 1.C.s are made from comple-
'\
coilector-circuit ldad resistors the way bipolar transistors do.

That way power consumption is reduced to the extent that current

transition '
. 6’ ] ‘ -
Curreht,éonsunption is ‘therefore low, andldhe to larger circuit _

: capacitancos. switching transients are greatly reduced. Since

[ 4

> - Sy




VR4

COS/MOS I.C.s operate from 12 volt power suppl1es 1nsteed of
the rormal 5 volts- for TIL (Trens1stor-Trans1stor Logic) 1t
fol1ows thet noise 1mmun1ty is aiso higher

o ' P - ,
-As a side-effect of the 10w power consumption, CDS/MOS systemt

can often be placed in fu11y enclosed cebinets. which, when
44

_they are grounded offer furtber noise. protect1on.

D g {tal Input C1rcu1ts '

A typicel d191te1 input module is shown in the diagram be10w.

‘The 16 field contacts, whose status is monitored, are wired to

. the input filters, which remove nofse due to interference and -
contact bounce. Optical isolators further reduce noise by
eepakating the contact input power supp1y from the logic power .
supply Also. by virtue of the optical 1so1etor s_HiT?EFEﬁtTET““

T T e e e

~1nput connectfon, any common mode noise s reJected. .The
outputs from the buffer emp11f1ers are connected ‘to- 2 per;JIel

1nput. serfal output sh1ft reg1ster. e

Hhen the digital input module is addressed by a "Read" messoge
.from the. HTU. the current 1nput data from the 16 buffer emp11f-
' 1ers is transferred into the shift register under para el

-+ control, and then clocked out one by one under seFTal control.

"neny differences.
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o Two types of digital input mod'uus were avajlable, viz:

- Static ‘(.for_ :nuﬁm status mon{toring)
b - Latching,r(fo_r "fleeting alarms")

’ \ 3.4 Pu\s\&:cwnulator C1rcu1ts

Each pulse accumulator module contains two accumulator channe)s
. 4s shown in Figure 3.2. The f1eld contact will open and
? close repeatedly as determined by the transducer which 1s
dr1v1n§ it, chh may be 2 kﬂowatt-hour meter. time pulse

‘ generator o1r"y s1m1lar dev1ce

( ‘The input circuit is simﬂar to the digital input circuit des-
.cribed above, and inciudes an opticﬂ isolator for max i mum
_nojse 1nmun1ty The ampried signal from the optical 1isolator

.~'71s used to clock a\f\our-digit pulse counter (0 to 9999), whose

P output may be transfarred.to a shift \register ‘when that accumul-

la’t!ur' channel {is addressed by 2 "Read" més‘nge from the MTU.
When the new pulse count 1s rece1ved by the M1y, the counter
is.updated accordingly. A special software rou.tiné monitors if

the accumulat;or has counted beyond "9§99“, and adds a "carry"

to the .computers counter register when necessafy.

" 3.5 Digital Output Circu/i/ts - 8 |
: )
:,Dig1tal output modyules are used to drive "1nterposer" relays

as shown in Figure 3.3, The contacts from these relays

are then used to ‘control such field devices as c1rcu1t-breakers- '

$

| register maintamed by the compuﬁfor each accumslator channel -

LI

s, 3
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' disconn;ct’switches. motors, valves, etdm

When the MTU sends an "Output" cmmnqu the "data word" 13
clocked 1nto ‘the serial input. parallel output shift register
tal output module Only that module whose address

“ A
is specified/ by the "address word" wi]l transfer the input data

\ o a memory \register, whose outputs determine which 1nterposer
' and "Off".

relays are "On

Noise immunity for this module 1s prov1ded by the-interposer
relays, whose contacts are 1solated from the coils, and by the

Tow output impedance of the transistor dr1ver

IhreeadigitalfOutput modu]es were avdi]aﬁle. viz:

- /}/ .~ - Digital Output. Stmc. 10 Channels -

(Used forsstat1c loads, such as4motors valves. etc)
o : g !l
¢ ' . - Digital Output, Pulsed, 20 Channels

(Used for latching dev1ces such*hs circuit-breakers.
contactors, etc. 10 Channels for "Close”, 10 Changels

~for “Trip".)

- Digttal Output Reed Relays, 10 Channels.
(Used for light 1oads such ‘as commynication lines,

\
) ) indicator lights. small solenoid valves, etc.)

R ) 6 Analog Ingut Circuits ,
- The analog 1npyt system consisted of several analog 1nput multi-

" plexer modules and one analog to-dig1tel converter module, as - .
. shonn in Figure 3.4,

(24
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”

The inputs are normally in'the 0 to 5 volt range and are

" supplied from""fransducers— meisurmg ‘vo1tage. current, power,

ot

temperature, etc.' Transducers with a current output (e.g

. -

4-20 mA) can be accomodated by adding current reference
resistors which will convert the fnpyt current to a corres-
ponding voltage reading. Nofse orf the 1nput lines s averaged
out by long time c,onstant filters, while current limiting

resistors and c'lampfng diodes pro('ide"pver-voltage 'protection.

.
-

™

When the MTU spnds a comnand to read a spec1f1c analog 1nput
A

channel, the appropr\hte multfp1exer switch (as rseIected by

the “address word") connects the input %ltoge to the "analog

data bus”. On the analog-to-d1gita1 converter dule this signal

is amplified and converted to a '3 d1g1t BCD value in the range

PR

TR R od gt B LT T
Pt el

v wTAY
I o

L3 o RS S
P

!

*

Lt =
"

i
gaT
Py

IUtomanﬂ—wmgeHre—thuHmeuu

percentage of ”fuﬁ scale”, and the- computer wm convert to the

appropriate engineerjng units 1n each case. b

Two anaiog {nput multip}ex‘er modules were used, one for 0 -5
volllt inputs, the other for 4 - 20 mA inputs.

g
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4.0 PRELIMINARY TESTS OF DIGITAL INPUT CIRCUITS

€

Purpose of the Tests

" The d191tal 1nput circuit: ﬁhs singled out for special testing. )
’ )
since 1t will be used in large numbers in most supervisory

~ systems, and due to the requirement for a latching input for
. "f1eet1n§ alarm$", it will be vulnerable to triggering from -

nofse-pulses or spikes. Also, optical isolation techniques

| needed detailed studies. S
. . - ! e

— : 4.2

Test broqedure

a N For the initial test phases, a small high-voltage tester was'
. o - ' ' ' S )

constructed and used for the following tests:

o | : ' - Preliminary tests of single 1nput optically 1solated

digital 1nput c1rcu1t.

“ s

..\ . ! . : ’ ‘. /
%; ' - -7 <" Follow~-up testing of 16 channetl Digital Input Breadboard

to allow testing of cross-talk effects.

-To allow‘further test1nﬁ w1th the Digital Input. Breadboard

plugged into the prototype system. a larger noise voltage

_ generator was madefand used as folTbws:

e , g .= The proto?ype system was tested uhQIe.noise pulses were

applied to the Digital Input Breadboard to verify that,
noise would not be coupled via the Digital Input Board '

to the rest of the system.



4.3

i

i

‘ Tesf'Resu1ts ‘

A series of tésts was carried out on the original digital
N , on ﬂ

input circuit shown in Figure 4.1. "The main feature of this

circuitvis the use of an opticaleisodatpr'to g1ve complete

| electr1ca1 isolation between the w1r1ng from the 1nput contact

located in the f1e1d and the IOgic circuit on the board.” It.

was d1scovered that the c1rcu1t had two main drawbacks

1. There was no common mode noise f11ter1na.

s

2. The d1fferent1a1 mode filter (R}-Gf) was located on the-

Tow 1mpedance side of the ‘isolator.

-~

~ A common mode filter is required because of the parasitic _

!

capac1tance of the optical‘1solator package. This cap:fitance

“
.
5
d
6.
4
3t
¥

3
N
‘,‘

PPl

S TR
;

1,
-

is only a few picofarads. but 7s quite éurr1c1ent*tu*cuup1e‘*

hundreds of volts into the logic circuits when 2000 volt pulses

with 100 nanosecond rise time are present at the input.

P

Differential mode fi1tering is required to eliminate contact
bounce ‘noise and to minimize the effects of unbalanced common
mode noise. Thg\test indicated that the differential mode .
f11ter should be moved to the éutput side, or high impedance
side. of the 1solator This way, better noise protection for

‘the 1nput of U 1s provided, wh11e requiring smaller and less

expensive filter cumponents

i
" N
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\‘ﬂ—~?*ﬁhe revised digital 1nput éircuit is shown in Figure 4.2.
- . g ;The value of C1 was reduced to provide h1gh frequency d1ffer-'° | |
. ’ ‘.. . ential noise f11ter1ng on]y. whf1e the main digital input ‘ '
'f11ter 1s comprised of resistor R4 and capacitor (3., < ;.
Capacitor C3'1s shoWn ‘as the electrical equivalent C3 while '

u1 is off. which 1s when filtering~is‘requ1reg. Y

The paresitie';apadﬁt&nces of the optical isolator package
. are shown as Cp, and ¢ceramic capacitors C2 and C4 provide~ -
common, mote. f11ter1nd for the photo-trans1stor collector and .

' em1tter circuits. respectiVe1y

. Tp furthef decouple the input. circuits from ‘the irest of the
b , ’ log1c c1rcu1ts a power supply filter consisting of res1stor4

. N ’ - RS and electrolytic capac1tor C5 was 1ncluded \

] The mod1f1ed digita] input c1rcu1t was tested extens1ve1y , "
# 4 T : 'using u\n__h volehge tester (up to 5000 volt pulses). and 1t

%
? S

L : ' I was found that the.circuit performed much better. ,However, .
’ " there was still a problem with nofse 1in the reSEt'Iine. With
refereﬁce to Figure.d.z. it can be seen that filter t&paeitor

v
1, . [

C3 is connected in a positive feedbacklconffgurat1oﬁ. While

" this circuit gives exce}lent filtering against noise whieh’ T
. A . .
would attempt to turn on the latching buffer U1, it did not

. o of fer any prote¢£1bn'ugainst noise on therreset?]1ne.
o - " .‘ ’ ’ » - l '
' 1//1 / A new circuit was therefore devised and 1s shown 1n Figure 4.3,

3 }7”' . \\\Igf.circuit changes- are deceptive]y simple. Filter capacitor

'8 1 +
. R . .

v . . :
N teoy ) , - , { -
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. A
C3 1s now connected to ground, which provides a definite .

memory of an on-condition as well as an off-conditfon. Since -
the reset time constant needs to be much s,hofter than the
1afch-up‘ time constant,the diode D2 "‘aiﬁ addéd, by-passing

resistor R4 during the discharge of capacitor C3, . .

-

The new circuit was tested andi found é‘atis.factory.

7A newnprptotype board ‘Qaéjuﬁt. complete with 16 channels of
digital input <;1rcu1ts of, the f1na1‘ Figure 4.3 éonfigufration.

_Also, a larg'er/high-yoltade noisg tester was buﬂtt capable
of provjding higher power output pulses, and this tester was :

~used to “test thé new digital input board in an actual slgbeir{-\—\

visory control system under on-11ine comphter control. .

The tests showed that w‘ltﬁ regard to nolise rejection ::apab1 th, .

the new digita] input board has the following properties: R

> :
2 . .
- High frequency and low frequency common mode
filterdng up to 3,000 volt* pulses with 100 nano-

e 4

; second rise time.

.- DC 1so1ation,dp to 4,000 vo]t;*

".* These figures apply to the actual circuit elements. When

mounted on a PCB, the PCB edge connector spacing pemits

""oper'atinn up to 1500 to 2000 volts only.







-

- 'Fth 'frequency and low frequency differential mode,

S0 " t1tering up to0 1,000 volt pulses with 100 nanosecond

o "rise time.

- Continuou; over-voltage protection up to 140 volts
AC or DC.

-

N ' .

%Mr{g the tesis at IREQ an' "01d" and a "new" digital 1nput
- board- were used in order to obtain a quaHtative, evaluation of

Y

the two circuits with respect to actua'l field conditions

-
. ' . L .
J . ' A reHabﬂity ca1cu1at‘lon has been made - for the "new!" dig1ta1 Y
-, 1nput board, and/this catculation indicates an MTBF of approx-
ﬁ | “ " imately 300,000 hours, or sbout 30 years. For further details
g L see Appendix 1. J )
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5'0 MAGNETIC FIELD SENSITIVITY TESTS
5.1 Purposef,“of Tests

“ " The pUrpose of the magnetic field test was to prove that the %
-equipment can operate in the presence of m;agnet'lo fie]ds of
fﬁ' up to 1000 amperes per meter In addition itswas decided to !
=, go beyond this level An order to estabHsh at what field
strength equipment faﬂure wou]d occur, and to record this - , ]

field strength as well as themode of failure. It was realized

b

that this might be a destructive test since ‘the failure mode

was unknown. Therefore the tests were conducted very cauti'ousiy.

X , e t _ . . B

,, 5.2 Test Set-Up ' .o
Figure 5.1 shows the test set- -up for the magnetic f1e1d test,

-3

while Figure 5.2 shows the fiefd strength’curve re1at1ve to the

o iy PR e

S i , - three test Apos1t1,ons. The magnetic field was generated by a

\
o upe

4 ft. x 4 ft. square Joop, constf‘ucted from coppen bars, con-

_nected to the &b vo1tlsbcond.ary winding of 32 KV step-down

transformer, o, oo

The Remote Terminal Unft under test was f1rsyt placed outside ’the
Toop and" then inside. A total of 31 experiments was conducted

g . ’ with th%s'set-up;‘,the results of which are tabulated in Figure 5.3.
i | ’ | A a R s

e

, 5.3 |Test Results ‘ U

;J - "7 The tests were started at Tow magnetic “Fi€1d strength, which was
* then gradually 1ncreased The equ1pment under test showed no Vo
deterioration until a fmd strength of 30,000 to 40 000 -

amperes per metre was reached. at whi ch po'lnt erratic operat'lon '} r

’

N
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' o \ . B T N B
. TEST NUMBER. TEST POSITION MAGNETIC FIELD - TEST RESULTS

-

1-5" B 1000 A/m < NoHterference
6-9 2 4000 A/m -. - Mo interference
10 - N 3 10,000 A/ni No interference
12 "3 ' '20,000 A/m No’ interference
o . _ ' . , . -l
v 13, 14 3 28,000 A/m Reed relays energized
15 -3 41,000 A/m - Accumulators reset
' ' .- Reed .relays energized
- Heavy duty relays
reset
+ © : . ) - Front door locking
\ N bars were welded
. : : \ to cabinet
16 3 . - 26,000 A/m Mo interference
17 3 25,000 A/m Reed relays enérgized
1] I )
i 18 - 21 3 25,000 A/m Direct magnetic inter-
§ . action was confimed /|
1 22 - 3 9a=dobM ' Steel shielding p1ate§': v |
&ﬁ“ ' ' added.” Wo
%‘ . , ference
; : . 3 @ 3 " 25,000 A/m Copper straps added,
%3 - o , ’ no 1nterference
gj“ 24 . 3 31,000 A/m Heavy duty re]ay 1nter-
43 3 . - ference
5 25, 26, 27 3 31,000 A/n Reed relays still o.k.
. ' , , . , with shielding plates
28 . 3 31,000 A/m° -~ Stee) plates were in, -
AN P o 8 straps on each side
' . of door, o.k. for one.
, ’ second
29-31 - 3 31,000 A/n, - Fleld calipration

measurements only . ; a

"".Figure 5.3 - Table of Test ‘.R'egg‘lts from ﬂagn;ei:ic'.Fi'eId Tests




s - DR
/ , ’ Ce . .

. 0f the relay o'utpﬁt circui’ts-wasg'observed. (Tests 13, 14,
15). In addition, the secondary ‘currents ﬁduced in the

s ' cabinet 'walls and door were so large thgfthe paint around

‘ the hinggs was Jémoking,,'and the }ocfdpg bars on the door were

. i N ' A

. welded to the cabinet.

. At this stgge,:it' was decided to repeaf testsi Nos. 13 and 14 -

. Tests Nos. 16 to 21 prgved conclusively that the high f1elq
; R strength {25,000 A/m) caused direct magnetic 1nte,raciion with

the reed relays. ’ o ~
= ' : A simple shie]dinj test was then tried."vm galvanized steel

j‘thts adjacent

1+ ' to further Investigate the erratic behaviour of the reed relays.

) to the reed reldy board in the card case. Tests 22 and 24

showed that this shield was adequate to protect the reec; -rélays

S from magnetic interference.

In the meahtime,' there v'n?re repeate& problems with thé door

'loc.:king bars welding on to the cabinet duiﬂng the Jtes{t‘s. .To
% o S overcqm,thefe problems copper straps were connected between the

o ' '~ cabinet and the door at both the hinge side and the latch ‘side,

o

\ ) "7 "to better carry the circulating currents.

]

»

-~

U 'B* In.the last tests, ;he field strength w&s;_ 1ncrea's'e.d to 3 »000
- LT A/m to test the heavy"dutil rélays, and to test the shielding

ey
P

. ‘ * plates for.the reed relays. When no copper straps were used, .’

4

o but the shielding plates were in p'iice, (tests. 25, 26, 27)
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N |

erratic operation of the heavy duty reiays was observed but

the’ reed relays were normal. 1n test No. 28, 8 copper- maps 3

were used on ea®h side of the door-. During this test. aH was
normai for one second, but then the/screws ho'iding the copper
straps melted and fell off and the (heavy duty rélays showed

signs of magnetic interference. .

It was estimated that at thi_s“poi‘nt, over looolamperes of eir-

culating current was ﬂowing/ through the door.

when the equipment was taken back to CAE for refurbishing.

length of tinned copper braid was soldered aH around the

inside edge of thé cabinet door Gf the RTY, S0 8s to give godd

e'lectricﬂ contect with the ‘&binet and eHminate the 1ocking

bar we'lding problems mentioned above. It is he'lieved that - this'o

copper braid has-aise improved the overall shielding character-

{stics of the RTU cabinet.




6.0 TESTS Oﬁ EFFECTS\QF DIFFERENTIAL GROUND POTENTIALS
6.1 Introduction " | T
a8 ' ' Differen;1al grounq potentials are usually caused by large
| fault currents in the ground mat, resdl%ing from 1ightning
strokes or short-circuit faults. The amplitudes can rea;h

Y. | ‘ several kilovolts, but the duration normally is fairly Ehbrt,

typically several milliseconds.

?% | ~ The effects of differential ground potential surges on

'%' ‘ . - ' . electronic equipment are equivalent ?o raising or lowering

‘ the jnbut/output‘sigga1 levels by several kilovolts and may | ' ,§
“ﬁh : ‘x\\ ’cagse component breakdown orlinsd1ht1on f1asha6ver. ° ' S ;

“' . ) ' ’ ‘ . . -
6.2 Purpose of Test '

! .
X ' This }est was designed to verify if the different RTU external

L" | . ' 1inks were properly jso]ated'and'proteéted aééinst voltgge
éL A o bursts. The ultimate gpq\ wgs to prove tﬁ;t’the RTU and its '
gf;. | - - associated system will not bé affected by 1ightning or h{ .
%ﬁi[ : ’ - ‘ high voltage 1nduct12n onto the external connections.’ The
}{ r~ test was divided in two parts: '
@ L a) "WELONEX" tests o .
g%% o o b) Isﬁlatfon test |
";; ? 6.3 Test Eauipnent * '
6.3.1 " "VELONEX" Test ‘ )
o The term YELONEX\is the name of a tesi,eﬁuipnant that can
:\\\ " produce variable pulses up to an dnplitude of 20 kV. The.

output pulse simulates a normalized curve that represents. -

¥




3

_the effect in voltage and shape of. 1ightning. This output

'puﬁse can be varied in four different ways:

1), Varfable amplitude - d
2) Vgriabié pulse width '
3) Variabid?pulse shape |

~4) Variable pulse repetition rate

'30LATION" Test ¥

This test was simp]y‘éone using the 6htput of the secondary

winding of a transformer. ‘The output could be varied from 0
to 1.5 kV RMS and was applied for'one minute. This signal
was applied to all the‘differént inputs mentioned in the test

procedure below. s

—

I

gV W ER

6.4

6.5

. different types of circuit boards, namely

Test Procedure

The output of the "VELONEX“ or the transformer Was app11ed to
1) Digital Input

2) Digital Output
(

3) Analog Input ’ : S I oo
.The potential was applied:

a) between~ground and input/output ‘

'b) between two inputs/outputs

Test Results

The test results for the d1fferent ‘types of printed circuit
board (PCB) are given be]ow'




£
A

6.5.1 Pulse Test “01d" Digital Input PCB

Pulses ‘of ;arying amplitudes were appﬂed between’ thelli'np'ut
tiannina]_s.and the power subply ground (i.e. across the

"optical isolatdrs). .l

- With up to 600 volt pulses, no effects.

- From 600: to 1500 volt pulses, several letchesg
latched up, and some were reset. '

L

6.5.2  "New" Digital Input‘PCB ,
. - With up to 1500 vo,lt pulses. no 1atches were set

.
or reset U

This test proved that ‘the new 3191:;51 ‘1\nput circuits

were a substantial 1mprovement over the 019. _ones.

14

6 5.3 Digital Output PCB (Relay Dr1ver)

Variab'le ampl*ltude pulses were applied between the

\) ) contacts and the power supply ground (1.e. across the relays)
( - Eth up to ZOOOT\\LQJt pulses, there was up to 5 volts °

-Qf noise on the collectors of the relay driver. trins-

‘{stors, but there were no observable effects on the

¢

":;rest‘éf the circuitry.

When 2000 voltaampﬁtude nas reached, the PCB fingers
arced over,'and one power supply fatled. It was sub- .
sequently discovered that the flashover transients had
| .destroyed the power supply regu]ator. No damage was
sustatned by the digital outp,ut’ lboar,d itself.




6.5.4

6.5.5

Anal;g_lnputs . | o L 4

PN

Both positive and negative spikes were capac1t1vely coupled
and added- to a normal 1nput signal A series of twenty

read1ngs from the channel under test was taken and correlated
for errors. s 1;
- Wit up_to 1 kV pulse amplitudes, theré‘were no

errors and no component breakdowns.

A.C. Isolation Tests

Up to 1500 volts RMS, 60 Hi was applied between the 1nputs'and'
. Lo

power ‘supply ground of the new digital fhput PCB.
- Below 1500 volts, there was up to 4 mil]1v9]ts of

. 6.5.6

current to flow through the input circﬁigs. tnicfudin

'11ne.

.noise after the 1501517737 o

- At 1500 volts, the’PCB fingers flashed over; all the

inputs.latched up, and one isolator was damaged.

1t has thus been proven that input voltages in the 1500 to
2000 volt range will .cause PCB flashover, and this represents .

at . resent the upper 11m1t for satisfactory performmnce of the

e’quibmenf | "'\'ﬁé | | . :

A.C. Overvpltqggffests of Digital Inpﬁt§-

ADGO Hz voTtége~was appliéd in 1{eu of a relay contact -input,
This  test cay

and the input current was monjtore .

optiéal 1solator. and was carried out'to'test the circuit's
ability to withstand accidental connection to the 120 V AC -



t

The input voltage was increased up to 140 Vo1ts RMS, which

would npminally cause a power'dissipatioﬁ of 8 watts in

" “the 2400 ohm, 1 wattl1nput resistor, Hdwever, as a result

. of the pr;pertiesqu Carbon Composition resistors,. the
resistance value increased to about 6400 ohms, thus.reduciné
“internal power dissipation to 3 watts, which the resistor
was c;pabie,of sustaining for sev;raI days. ‘When the over-
voltage was removed, the resistor récovered to its normal

resistor value without any apparent damage. = A

From this experiment it was concluded that the input pro-

| :tection capabilities with respect to AC or DC overvoPpige

-was adequate to protect against hccidental_app11cat10n of

Tow
.

120 V AC or 129 V DC. (129 volts DC s a typical standby

battery voltage available in electrical swifchyaqu)

+
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7.1

7.2

“adverse no1se conditions ava1lab1e

7.0 SYSTEM TESTS IN A 735 KV SWITCHYARD (BOUCHERVILLE)

PurgoSeﬁof Test

The testing'of the prototype supervisory control system in

the Bouéhervi\le 735 kV switchyard was the main test for the

who1e.systgm, The precéedfng tests hod subjected tng system
to COntrolled'amounfs of known types of e1ectr1caﬁ iot J

ference. while this test 1nc1uded both e\ectric and magnet1c

, 1nterférence. radiated and conducted and 1n unknown. and

uncontrol1ab1e quantities The purpose of thé test -was to -

prove the operation of the prototype system under the most

§ : . <~
Test Procedures

The basic plan was to 1nsta11 the RTU below the 735 kV 1jine

N b
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R e R vy o7 A, T vy

o T e T PR o SRSy
<. i .5 v .

.
IS I
.."r
.

disconnectors. and to verify that, as the preliminary tests

“indicated, the weak spots in the system design had been

eliminated.

-,Bearipg in mind the potentially.destructive effects of hioh

'voltage noise spikes, the RTU was first locateo some distance,

away from the 1ine disconnectors (which were feeding 1nto

100 feet of line) wh1le subsequent tests were carried out

" directly below disgonnectors feeding into 2000 feet of 1ine

(Sée Figure 7.1)

-All the tests were performed at Hydro Quebec' § Boucherville
fSub-station in bitterly cold weather during the period

November 1973 to January 1974.
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7.3

- 7.3.1

:Test Results ‘:
TEST NO. 1

‘The RTU was Iocated adjacent to 735 kV 3- phase 1ine dis-
connect switches, operating into 100 feet of Tine. thg
/' /

"the disconnectors were opened large arcs were created but

no-problems were experienced.

' - ¢
. 'For the next tests, the RTU'was moved' directly below the

disconnectors, which nerevoperating into 2000 feet of line.
This test created much more severe arcing and 1nterference,
and ‘caused a number’ of failures: o
.= "No response from RTU"- was printeq out begpe

computer. (This indicates a communication problem.)

.-'/(f

/ - _A power supply failed. N

- —

-- Flash-over was observed between the comnunfcdt1on

cables and metal structures in the control butlding.
¥y

To'ovefcome these problems, spark gaps were 1nstqllec at the

cqmmunicotion 1ine interfaces and at the power supplies.
Jhe‘boﬁer supply which failed was repaired. (The integrated

"~ circuit regulator was open-circuited.)

TEST NO. 2

, ' 5 e
_After the installation of gpark gaps for the communication

lines and .the pgwer supplies, the SUpervisorx Control System

| prototype was‘again tested below cisconnectors operating
~ fnto 2,000 feet of Vine. _° |




\

\,\ No more prolglems were experienced with the coumuMcation
lines or; the power supplies,. but it was observed that the .
communication line spark gaps were flashing a 1ot during

- ' ‘ ) ("A *

the arc tgsts. )

Before each test, a number of pulses was loaded {fito- the
— accumulator registeﬁrs,, and a computer printout was ppoduced
to verify the exact pul se count. Also{ several of the relay

v outputs were turned on via computer conmands After each
test a new computer printout of the accumulator pu]se count3
was produced Thesde printouts showed a pulse count of zero
1nd1cating\ that the accumulator registers had been reset by

~ the noise ‘interference of the arcs (See Figure 7.2).

(4

By v‘lsuany exam‘lning the relay output 1nd1cator 1amps, it
was observed that the re1ay outputs were a1$o reset by the '
~ noise - The loss of information from the accumulator registers
“and the control output registers represented a potentja'l |
failure of the prototype equ1pment It remained -to be

established if it was a limit faﬂure An the sense that 1t
represented an upper 1imit of operation in high-noise env‘lron-
| ments, orla total taﬂure. in which case a 'fix' had to be
found. - o =
7.3.3 IEST"NO.
In order to learn more- about the faﬂure mechanism 1nvo1Ved
. with the loss of accumu1ator and relay output information,
the RTU was moved back about' 75 ‘feet from the disconnect

- r;‘;‘\- 'J“.'!'f;;g; :.' ‘\ .
“'{M&‘;ﬁ* .
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switches. and after the accumulator and\re]ay output
'registers had been set, the cables between the RTU and

| the f1e1d simyl:}or were disconnected.
When this configuration was teseed it was found thhf the
accumulator 1nformation was stil1 lost but the digital
output relays did not reset. . These results indicated that

' phe'accumulatpr circuits were more sens1t1ve to interference

than the digital outpit cirguits.

¢

The field simulator cables were then re-connected to the RTU,
and the test repeated, and this time both accumulator agd
relay output informations were Tost. The noise therefore

e -
seemed to be coupled (at least partly) via the input/output

cabiess T <

‘ For the nent tesF. ground isolation resistors were inserted
between the logic gronnd and the relay ground of the digital
output boarqs. When the mbdified boerdslwere tested, most of '
fhe relays were still reset, but net-a11. In other words, -

some noise was coupled via the ground lines.Abut not all.

Although these tests did not complete1y pin point ine failure
mechanisms involved"the main suspicion was that the noise
on 1nput/output cables uas coupled to the respecti?e—reset
lines and caused the reported malfunct10ns.

' ‘7

el




- R0 REDESIGN - AND RETEST :

The Boucherville tests had pointed out two weak areas in the

Faid

prototype system design, namely the accumulator reset circdits

and the digitaI output board memory'register reset circuit.

- However, the actual failure mechanisms 1nvolved were not well
.understood. The logical next step was to.carry out additional -
tests in a better cehtfblled e;vironment to obtain further

, finfdrmatipn.

. A series of tests was therefore Farried out . in the 25 kV arc

~test cell at IREQ's high power lab.

k o - | &
8.1 High Power Lab Arc Test S .

The test equipment included a pair of "horns",. between which a

voltage was applied,”so that an arc, about8—feet—long,was—

* created. These arcs represented a ]ess‘severe environment

.than that encountered at Eouchervil]é'and'did not shed any
{l * + .

© further Tight on the problems with the accumulators and the
digital outputs.

The enhiesed polaroid photographs and sketche{aip Figures 8.1

to 8.3‘§how the test equipment and one of the arcs. ' o

’

& .
8.2 Redesign Approach .

. 8.2.1  Pulse Aceumu?ator“Modu1e?
The\gglig—EQQHMulator module had been eesigneq tor flexiti]tty.
It could be configured as a two-channel, four-digit module .

. (count to 9999) or as a four-channel 2 d1gtt module (coﬁnt ton
;99) with‘preéscaling/of the input pulse frequency for:each

'l
R
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1 L 8.2.2

channel by a factor of 10, 100, 1000;,or-10.000.- Further-

" more, the accumulator counters could be reset when power was

. 224 .
first turned on, and/or each time the count status was trans-
mitted to'the master station, and/or by a programmed reset - £
command e1ther manua]]y 1n1t1ated or initiated from the- <\\

computer via a d1gita1 output relay. A1l these different

opt1ons were programmed with wire 14nks on the front' connector,

so that the printed circuit boards’ themse]ves were 1dentica1

and interchangeab1e for replacement purposes.

Y

But, the front connectorrwas also used for the pulse input
wires, and thus'there was a dist1nct possibility that noise
on the input wires coupled into the reset lines. causing a

loss of 1nformation. o !
v \

One accumulator channel was theérefore comp]etely re- designédu\'

S0 that programming was . no longer done on. tﬁzﬁfront connector,
and 1n addition. the programmed reset 1nput was comp]ete1y o
filtered and decoupled on the PCB. The other ‘channeT on the
accumulator board was’ partially modified to allow a comparison

between two poss1b1e modifications.

" The sketches in Figure 8. 4 show how the modifications~were

,,done

Digital Output Modu]e R

“The digital output boards had only one reset signa] namely the

“Power-On" reset signal (sometimes called "Master Réset").

5
v,
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~ This signal was genérated~hi the junction of a caphcitor
connecteq t? +12 volts, and 2 resigtor connected go ground,' |
- _'so that when power was first switched "on" this junction would.
’ : . be at "Logic High" until the capacitor charged up enqugh to
| reach'a‘”ngic Low" level. To incréase the noise immunity of -
/’this reset 1ine, it was desirable tb'decouple ihe line to

N ' ground'with a capacitor. This could not be done wigh the

’ , i , |

existing circuit, and Qherefore the res;t'c1réu1t was reyersed,"

and an 1nvert1ng Qate added to return to the original signal
'.po1ar1ty The output of this 1nverter was decoupled with a

high- va]ue ce;:ﬁTs capacitor, ensuring high-frequency decoup-

- ¥
N N ‘

- ling, as shown 1n Figure 8.5. .

-/ . 8.3 Retests at Boucherville ,
| After ﬁhesg modifications -had been madé,4the #ubervisory‘
control system prototype, was returned to Boucherville for
further tests. AS tfie. picture in Figure 8.6 indicates, the éfU

was again placed d below the 1ine disconnectors operat-

ing into 2000 feet of line. and this time no fa11ures occurred

in redesigned circuits.

¢,

' The.accuﬁulatar channel wlich had only been phrtIy’modified did
}no 1oﬁge% reset, but counted erratiéalIy during the arcs, 1ﬁd1c- ’
atiag that thé reset problem had been masf%ng,a pulse input
sensitivity problem. The channel which had Eeen completely

- modified, d1d;ne1ther'reset nor mis-count. It was thus shown

' that well thought-out circu1t design and layoué>mod1f1cat1ons

’| "had successfu]]y cured the 1n1t1a1 problems. - |
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9.1

9.1.1

_ ment in subsequent tests. .

9.0  CONCLUSIONS o

-Supervisory Control System for High Voltage Switchyards

" The main aim of the development andlfesting program forfthe

prototype supervisory\controi system was to prove that such

a system could be developed tb function relfably in the most

LY

seve're electrical environments of today's H1§h-Vo1tage., switch- ¢

yards.

‘—mth regard to the specific' noise transients encountered
> .

under the 735 kV Tine disconnect switches in the Boucherville .

J ) . :
switchyard, it was found that such,reliable operation could
indeed be provided, and there was gener;;l agreement that' the

prototype system had passed the tests.

As described in this paper, several modifications had’ been
made to the equipment in order to achieve é‘atisf'actory oper-

ation, and these modifications will be discussed below:

A series of tests in CAE's laboratories ailowed the digital
input opﬂcal 1solat1 Chrcuits to be refined until no
faﬂures cou1d bqnerat with the avaﬂaMe equipment.

A braided groundiny-strap was soldered onto the dbor of - the
RTU cabinet, to handle the very: large circulating currents
induced into the cabinet walls during the magnetic field tests

~in IREQ's High Power Laboratories. This gave a very. géod

electricﬂ connection between the door and the rest of the

cabinety and may have provided extra shielding for the equip-

A K
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9.1.

9.1

L)

9.2

9.1.

3

4

5

.Suppressors were 1nsta1]eq)3t the 1input/output terminéls of

v

-

Surge suppressors (spark gaps) were installed on the commun-
iod(ion line and the power supply 1}nes at the beg1nn1ng of
the Boucherville tests. A1though these spark gaps were active

during the tests (blue arcs flashing continuously). no surge

the RTU, where prov1siohs had been made for installing them

if it had been necessary.
\ ; ,

:Tbe Accumulator Board layout was redesigned to ‘avoid noise on

the "input lines coupling onto the reset 1ines or counter

input lines. , ' L LT

The Digfta1 Output Board "Power-Up Reset” circuit was
redesigned to permft the installation of a naisé decoup?ing

capacitor from the reset i1né to the power supply return iine.

Testing of Prototype Supervisory Control System

The §econd'expressed aim of the test program was to fipd the

~

"weak 1inks" in the prototype system, anq correctfthé'situat10n°

if possible. - . . -

¥

Two such weak 11nks were the Accumuiator aml Digital Output

.uﬁ1versa11y applicabIe

Boards; and- the lessons learqed'iﬁth regard to separating

" input/output signals from logic s1gnals and careful design

of sensitive c1rcu1ts ‘such as- "resef\ and "clock" circuits, are

t

The requirement for surge suppressors to protect power sugg]jﬁ#

—and communication 1ine equipment may'a; may not be regarded as

\




T
<

a "weak 1ink", but is certainly in accordance with accepted

design practices. -

- Noise Levels in Switchyards \\ -

i

" A paper by Htcks and Jones(a) was quoted in the Introduction,
wherein the opinion neskexpressed that e1ectron1c equipment
shou]d be designed to withstand 3 kV noise vo1tages on 1nput/
output cables. However, the'd1fferentia1 ground potential
tests showed that yoltage levels abooeIZ‘kV caused flashover
at the.edge connector terminals of ‘some of the printed cfreuit

boards. These terminals-are located on a 0.156 in.‘gttch,

and have 0.066 in. clearance between adjacent'terminals.

.

An obvious remedxﬁto’this problem would be to use connectors
whose tenninals were spaced further apart However, this
requires large: clumsy and expensive connectors, and still does
_not eliminate the flashover problem when, as time goes by, dust
'and grime accumu]ate on the circuit cards, thus 1ower1ng the

flashover threshold

©

A more satisfactory solution 1s to use surge suppressors which
can be sized for the kind of environment that 1s expected in |
eacnhapplicat1on The preferred type would seem to be the

metal oxide varistors, which are compact, economical and have

a long 1ife. For examp]e. a small surge suppressor can easily l,
.withstand up to 5000 volts transients in the 0.2 to 2 megahertz:

frequency rangeﬁrith source impedances below 100 ohms.




Circuit Design Techniques for Noise Immunity _

The conclusions abovejhéal with_problems that arose during the

test program. and their solutions. Below is a short list of .
design techniques that proved successfu%«dutiﬂg_ihégEéifs: '

The use of COS/MOS integrated circuits probably helped a great

deal to allow the prototype systém to function well during the

tests.

]

A1l the printed circuit boards use two connectors; a front -

connector for input/output cables, and a rear connector for, the

data/address bus 1nterface That way’noise on input/output

11nes was not al]owed to couple 1nto the Togic wiring.

9.4.3 The cabinet was a CEMA-1‘type encfosure, and as_it was roperly

learned that an isolator may be an isolator at OC, b

necessarily’at 2 MHz. A typical opiica1‘1so1ator,may have a

cduplfng capacifance of a couple 6f picofarads, while an tpen
N -4
realy contact may have 5 to 10 pF. ' Good quality’high frequency .
b v
capacitors should be used to decouple high frequency common

. /
mode noise.. .




10.0___ SUGGESTIONS FOR FUTURE WORK:

Quantitatﬁve Noise Measurements

It is certain that the noise levels at the test site at the
Boucherviile switchyard were very high, but their exact char-
actefistjcs were not measured.’ Ihese,Characteristics woh1d.
include peak amplitude, typical*waveshape, characteristic.

resohance frequency and repetition rate.

A

Measurements should be made to determine tra 1eg§§_2§neratedf

by circuit-breakers as opposed.to line discon ectors,|and to ,

™

determine effects of different cable types and 'cable rou§1ng

methods.

i . ]

Test/Evaluation 6f Surge Suppressors’

[}
Since surge suppressors are required in high-noise environments.

different types and makes should be compared for voltage limit-
1ng capability, rate of response, expec;ed,life. failure -

. mechanism, ease of replacement, etc.
. ) '

High Speed Data Link ; o
nigh y .

E The data 1ink used two D. C Keyers operating a 20 mA current
B -

100p between MTU and RTU at a speed of 300 bits per second.

:*It would be desirable to test such a communication link at“
speeds up to 9600 bits per second, and higher as-we]l. The
operating speed of a data link needs}to be gcnsidered 1n

re]ation to the type of error. detecting or correcting codF

‘ being used by the system.- The prototype control system ‘used a

'cyclic po1ynom1a1 error detecting code- with 8 check bits for
32 data bits

., -
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Analog Input Long Term )\ccuracy

Experience has shown that long tenn drift of Analog Input
measuring systems can be very serious, and could be ’adverse'l'y
fx

affected by _.noaise voltages on the fnput lines. Such a study -

could be- carried out-with a computer on line to statistically

analyze the incoming ‘data and perform drift rate calculations

in addition to calculating the normal statistical parameters.

’
v . "
f\/ | ‘.N\‘

Such a generator should gener te hiah voltage decaying, oscil-

Surge Voltage Generator

lations from a low 1mpedance soyyce. It has apparently been

d1ff1cu‘lt to achfeve a. low enaugh ut .impedance {50 Ohms

whﬂe..
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N B a T APPENDIX 1 - o 1
" | RELIABILITY CALCULATIONS o . - °

I »
A emonstrﬁtion of system reliability was not part of this testing “;‘
pro ram. However, since the dioitai input moduies had been sub- ' 5

" Jected 'to a particularly rigorous testing sequencé it was reasonable ‘

Id

to check the reliability of this module. The table be]ow 1ists the

. avergge failure rates for the components of one 16-channe1 digital

\

vihput module.
' : .
The resultant average MTBF for the dig tal input. board worksfout to

282,500 hours if maximum component stress factors are ccnsidened;
‘1A\gglculation with the actual ‘stress factors will tend to double the
* MTBF fiqure The MTBF.can be further increased by using MIL spec

b
Fw ’ ¢ AR Y

integrated circuits rather than the industria arade integrated circuits

used in this project.

|

| ' . L — N 0
E | Qty . Description C B ‘ ~ Failurein 105 Hpurs :
- “ - 24 . Integrated Circuits | ‘ 1.477 .

o ' 57 - ™ Capacitors = . L . 0.94)

o ' 32 Diodes o .~ 0.416

g ) .. 8 . Resistors : o , 0.656

Ve, 0 16 Jumper Wires : ~ - 0.050

I —_— © . )

. | TotAL: " ¢ 3.540 |

f L ' .
/

.. .. - Therefore, module MTBF = 282,500 hours. -

' At the JEte ot this writinb, about 100 of these modules have been oper-
SR "f‘itihg‘?ﬁr“aBbut“7?m6nths'of“fuii time—operation—without-any—failures-

"This corresppnds td 5000 hours, gr 500,000 module hours; .which tends to-
confirin the predicted MTBF, especially when bearing in mind that the
anority of the faiiures wiii take piace during the iater periods of

_ the iife of the equipment
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