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Abstract

Survivable Design and Analysis of WDM Mesh Networks

Wei Huo

Optical communication networks employing wavelength-division multiplexing (WDM)
are currently being studied and commercially deployed to satisfy our increasing bandwidth
requirements because, By using WDM technologies, an optical fiber can carry multiple
non-overlapping wavelength channels, each of which typically operates at the transmissioﬁ
rate of 10 Gbps or more. In such a network, the failure of a network element, e.g., a fiber, a
node, can cause the failure of multiple wavelength channels, thus leading to large data and
service loss. For this reason, survivability in WDM networks has become a major concern
for network service and equipment providers. Signiﬁcant research and development effort,
both in industry and in academic, are currently underway to address this issue.

In this thesis, we are particularly interested in studying the impact of network element
failure(s) on network survivability. Namely, we propose and analyze a series of models
and schemes to protect and restore the affected services in the networks, thus achieve a
better survivability in optical networks. In additions to an introduction of optical networks
and a survey of the related work, this thesis first focuses on the problem of fast recovery
in Chapter 3. By using the framework of Offset-Time restoration, a novel model based on
time—driven schédulin g is proposed. It substantially shortens the restoration time and can be
applied in both single-link failure and dual-link failure scenarios. Next, capacity reprovi-
sioning, as a sirﬁple and efficient mechanism to protect a network against multiple failures,

il



is investigated and a new reprovisioning scheme is proposed in Chapter 4. Finally, the
application of capacity reprovisioning in traffic grooming is considered. Two frameworks,
i.e., lightpath level reprovisioning and connection level reprovisioning, are proposed in
Chapter 5 to improve the survivability of optical networks with grooming capability.

We show the feasibility of all proposed models and schemes by conducting compre-
hensive experiments and simulations, Wherevperformance is evaluated. The thesis aims to
provide sqlutions to the design of control plane in optical networks that can be survivable

against various failure scenarios.
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Chapter 1

Introduction

The change in the fundamental character of backbone network traffic, as demonstrated by
the current shift in the telecommunications industry from traditional voice-centric circuit-
switched networking paradigm to data-centric packet-optimized networking paradigm, is
leading to revolutionary changes in the traditional concepts of how networks are con-
- structed. The primary reason for the paradigm shift in network design is the nature of
the traffic crossing today’s long-haul backbones. Specifically, Internet Protocol (IP) appli-
cations are the fastest growing segment of a service provider’s network traffic. This growth
is expected to continue well into this century. Fortunately, the Internet’s birth coincided
witﬂ several technological advances that have enabled carriers to cope with such explosive
growth in data traffic.  Evidently, the most important development is the rise of optical

technology.



1.1 Evolution of Optical Networks

Fiber-optic technology can be considered our savior for meeting our above-mentioned need
because of its potentially limitless capabilities [1, 2]: huge bandwidth (nearly 50 terabits
per second (Tb/s)), low signal attenuation (as low as 0.2dB/km) and distortion, low power
requirement, low material usage, and so on.

The need for opticai standards led to the creation of the first generation of optical
- networks - Synchronous Optical NETwork (SONET) and Synchronous Digital. Hierarchy
(SDH) techniques [3] in fhe early 1980s. SONET and SDH are synchronous networks that
use Time Division Multiplexing (TDM) across a ring or mesh physical topology. By far, the
most common topology for SONET/SDH networké is the ring because the first generation
optical networks were deployed before techniques to manage complex mesh networks were
developed. The defining characteristic of “first generation” optical networks is that the op-
tical signal is converted to electronic at each node (e.g., Add/Drop Multiplexer (ADM)).
As the demand for bandwidth continues to increase, this form. of traditional TDM comes
under pressure from the electronic TDM bottleneck. Another majo; issue is the static and
cumbersome process of provisioning end-to-end circuité. Unfoftunately, SONET/SDH was
never designed to deal with these problems.

SONET/SDH’s inability to handle the huge influx of .data traffic, and the associated
unpredictable traffic patterns, signaled the end of this standard’s long reign in the back-
bone transport network. All of this is about to change. Several dramatic advances in the
optical-networking arena in recent years have emerged to challenge the traditional view

of networking (e. g., routing, switching, provisioning, protection, and restoration). First,



the abundance of bandwidth propelled by the explosion of WDM, for the first time, a new
challenge to network architects. Whereas in the past, IP, ATM and related routing proto-
‘cols have focused on managing the scarcity of bandwidth, the new challenge therefore is
managing the abundance of bandwidth. Second, rapid advances in WDM technology have
presented an attractive opportunity to evolve WDM technology toward an optical network-
ing infrastructure with transport, multiplexing, switching, routing, survivability, bandwidth
provisioning and performance monitoring, supported at the optical layer. On the contrary,
“second generation” optical networks keep the traffic in optical form throughout the net-
work, and convert the traffic to electronic only at the edges of the network. Furt’hcrmore,.
some routing, switching and grooming int_elligc;,nces are moving into optical layer. When
- wavelength division multiplexing (WDM) carﬁe along, second generation optical networks
assume WDM and the As become the lowest level of transmission granularity [4].
Through the 1990s, the industry vigorously debated ring versus mesh-based principles
for optical transport networks. Ring greatly predominated in practice, however, because
rings offer the advantages of being closgd transport subsystems, with unquestionably fast
protection switching, and “pay as you grow” cost characteristics. At lezist initially people
thought mesh-restoration was too complicated. One ring looks very simple, and this capti-
vated the indﬁstry. But with time it was found that multi-ring networks are actually more
complex than a single integrated mesh network. With the growing dominance of ddta over
voice, the pendulum has swung back toward an interest in mesh networks. The primary
reasons.are that mesh offers greater flexibility, efficiency, and inherent support for multiple
service classes [5]. The greater capacity efficiency comes from the more direct routing
of working paths, the need for less spare capacity for restoration, and the évoidance of

5



“stranded capacity” effects in rings (where one or more ring spans may exhaust while other
spans of the ring have valuable but unusable remaining working capacity). Mesh-based net-
works also offer the prospect of fully self-organizing operation and fully automated path
provisioning. Obviously, mesh-based networks are more future-proof than a correspond-
ing set of rings. Over the past few years, more and more research work in literature have

- focused on mesh-based networks, which is also the assumption of my thesis.

1.2 Wavelength Division Multiplexing (WDM)

Wavelength-division multiplexing (WDM) has emerged as the most promising technology
for taking the full advantage of the bandwidth potential of fiber and thereby satisfying
the increasing demands for bandwidth. WDM is an approach that allows multipie WDM
channels from different end-users to be multiplexed on the same fiber. Each of these chan-
nels operates at moderate data rates of around 10Gbps (OC-192) aﬁd it is likely to extend
to 80Gbps in the near future. Thus, one can tap into the huge fiber bandwidth, with the
- corresponding challenges being the design and development of appropriate network archi-
tectures, protocols, and algorithms. Also, WDM devices are easier to implement since,
generally, all components in a WDM‘de.vice need to operate only at electronic speed. Re-
search and development on optical WDM networks have matured cbnsiderably over the
past few years. It is anticipated that the next generation of the Internet will employ WDM-
based optical backbones.

" The émergence of WDM can be attributed to a host of advances in optical component

technologies [2]. The introduction of single-mode fibers (SMF) allowed for elimination of



inter-modal dispersion effects and increased transmission distances and enabled dramatic
increases in the bit rates. The single-longitudinal mode (SLM) distributed-feedback (DFB)
laser is developed for high bit-rate and long distance transmission. The Allwave fiber has
further expanded the usable fiber bandwidth because it does not have the 1385 nm “water-
peak window” (which the conventional fiber has). The most significant advancement that
revolutioni.zed the industry is the invention of the Erbium-Doped Fiber Amplifier (EDFA),
which amplifiers signals at many different wavelengths simultaneously, regardless of their
modulation scheme and speed.

Next we briefly introduce the evolution of WDM optical networking.

WDM Point-to-Point System Figure 1.1 shows a four-channel point-to-point WDM
solution where a WDM multiplexer (mux) combines four independent data streams, each
on a unique wavelength, and sends them on a fiber; and a demultiplexer (demux) at the
fibers receiving end separates out these data streams. Clearly, the capacity of the fiber
link is now increased by a factor of 4. WDM mux/demux in point-to-point links with 160
channels is now available in industry [6], and this number is expected to increase.

Wavelength Add/Drop Multiplexer (WADM) Figure 1.2 shows a WADM having
mux,‘ demux and optical switches (one switch per wavelength) with add and drop ports.
To let traffic (wavelengths) pass through undisturbed, the corresponding optical switch is
set in the bar state (e.g., S1 in Figure 1.2); otherwise the switch is set to cross state for
adding/dropping necessary traffic (e.g., S;). The functionality of add/drop multiplexing can
be enhanced to an optical add/drop multiplexer (OADM) which may drop part of the traffic

on a wavelength or it may drop a band of wavelengths.
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Waveiength Cross-connect (WXC) In order to build a flexible multipoint WDM opti-
cal network, apart from WADM:s, we need another optical network element called WXC.
Functionally, WADM and WXC are quite similar. One main difference is that WXC can
interconnect a much larger number of input fibers. Figure 1.3 shows a 4 x 4 WXC which
can be realized by de;multiplexers, optical switches and multiplexers.

Todays WDM technology is evolving from a point-to-point transport technology into
a networking technology. WDM-based optical networking will play a key role in the

next-generation network-centric information infrastructure from local and metropolitan



networks to wide-area backbones. Three categories of WDM optical networks will con-
tribute to this vision. They are:

1. Passive Optical Networks (PON): PON is also called broadcast-and-select WDM
networks. Each remote node in such a network is equipped with an optical transmitter
and receiver. Two fibers of opposite directions connect the node to a passive-star coupler,
which broadcasts the signal arriving on each input fiber link to all outgoing fiber links. A
PON only serves as the local access network, with the passive-star coupler located at the
service providers central office and the remote nodes at the users premises. Currently, PON
t¢chnology can support up to 128 users over each system [7].

2. Optical Packet/Burst Switched Networks (OPSN and OBSN): OPSN and OBSN
allow for packet-level data switching and routing at optical networking speeds. They can
serve as both local and metropolitan networks. However, their practical applications and
costs have to be investigated. An experimental prototype of OPSN has been developed by
the European ACTS Keys to Optical Switching (KEOPS) projects [8].

3. Wavelength-Routed Networks (WRN): WRN can be used for local- and metro-
hetworks as well as wide-area backbone networks. It is a very promising candidate for the
’ next-generation metro and wide-area netwo;ks, based on which, users can build their high-
speed applications using end-to-end lightpath! that could be provisioned automatically and
dynamically. In this thesis, I concentrate on wide-area wavelength-routed WDM networks.

More background knowledge will be discussed in Chapter 2.

! An optical communication channel which may traverse a number of fiber links in the optical network



1.3 Motivation and Contributions

Motivated by the advance of optical technology and the desire for bandwidth with guar- .
anteed services, we aim to improve the survivability against various failure scenarios in

optical mesh networks. A network is considered to be survivable if it can maintain service

continuity to the end users during the occurrence of any failures on transmission media,

devices or protocols, by a suite of fault management mechanism with minimal costs, e.g.,

a certain period of time, some extra resources (wavelength or bandwidth). Network surviv-

ability has become 'a critical issue with the prevalence of WDM technology in the optical

core, by which a failure of network elements (e.g., fiber, cross-connects) may cause the

failure of multiple optical channels, thereby influencing a huge amount of bandwidth in

transmission and leading to service interruptions to millions of users.

This thesis addresses the critical problefn of how to quickly and efﬁciently protect/restore
customer connection requests in a mesh-based wavelength-routed WDM network. It fo-
cuses on three aspects: signaling protocol for fast restoration, capacity re-provisioning and
survivable traffic grooming. |

In Chapter 3, we address a fundamental pfoblem of fast recovery from network element
failure(s). Current recovery protocols rely on two-way signaling schemes where upon the
occurrence of the failure, the source of a failed connection initiates the recovery procedure
and waits for a positive acknowledgement from the destination. We improve this scheme by
proposing a new restoratioh mechanism called Offset-Time based restoration and we desi gn
an accurate model to estimate the Offset-Time of each failed connection using a time-driven

scheduling protocol [37]. We also study the applicability of the proposed model under

10



the scenario of double-link failures [38]. Our proposal is evaluated through simulation
experiments and results show that substantial restoration gain can be achieved under various
network conditions.

We study the problem of protection against multiple failures through capacity reprovi-
sioning in Chapter 4. Capacity reprovisioning provides a mechanism by which one can find
and allocate new protection 'capacities for the newly unprotected connections (caused by the
first failure) without a priori knowledge of the location of the second failure, thus substan-
tially improves the survivability of the networkl against multiple failures. We propose a new
algorithm to. improve the performance of re-provisioning [39, 40] and compare it with con-
ventional §chemes under both centralized and distributed implementatibns [41]. Further-
more, we discuss the impact of resource sharing on the performance of re-pr(;visioning [42].

In Chapter 5, we investigate the problem of survivable traffic grooming (STG) in shared
mesh WDM networks and propose different frameworks for improving the survivability of
low speed demands against multiple near-simultaneous failures by capacity reprovisioning.
We propo.se two different reprovisioning schemes (lightpath level reprovisioning, LLR, and
connection level reprovisioning, CLR) and study the performance of these schemes under
two grooming policies (PAL and PAC) [43, 44]. We show that while CLR reprovisions
substantially more connections than LLR, CLR yields a much better network robustness to

simultaneous failures due to its superior flexibility in using network resources.

11



1.4 Thesis Outline

The rest of the thesis is organized as follows. Chapter 2 overviews the background knowl-
edge related with my research works in optical networks, i.e., the Routing and Wavelength
Assignment (RWA) problem, the control plane issue and the mesh-based survivability. In
Chapter 3, we discuss the signaling protocols in fast restoration of ‘optical mesh networks.
Capacity reprovisioning and-its application in survivable traffic grooming are investigated
in Chapter 4 and 5 respectively. Finally, summary and directions of future research are

presented in Chapter 6.

12



Chapter 2

Background and Related Work

This chapter gives an overview on the state-of-the-art of optical networks. We first intro-
duce the wavelength-routed WDM network architecture; then we discuss the Routing and
Wavelength Assignment (RWA) problem and the control plane issues. Finally, we present

~ the survivability problem in optical networks, a discussion that is fundamental of this thesis.

2.1 Architecture of Wavelength-Routed WDM Network

Wavelength-routed WDM networks is widely expected to form the basis for a future all-
optical infrastructure and is built on the concept of wavelength routing. A wavelength
routing network, shown in Figure 2.1, consists of optical cross-connects (OXCs) connected
by a set of fiber links to form an arbitrary mesh topology. The services that a wavelength
routed network offers are in the form of logical connections implemented using lightpaths.
A lightpath is an optical communication channel which may traverse a number of fiber

links in the optical network. Information transmitted on a lightpath does not undergo any

13
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Figure 2.1: Architecture of Wavelength-Routed WDM Network

conversion to and from electrical form within the optical network, and thus, the architecture
of the OXCs can be very simple because they do not need to do any signal processing.
The OXCs provide the switching and routing functions for supporting the logical data
connections between client sub-networks. An OXC takes in an optical signal at each of thg
wavelengths at an input port, and can switch it to a particular output port, independent of
the other wavelengths. An OXC with N input and N output ports capable of handling W
wavelengths per port can be thought of as W independent N x N optical switches. These
- switches have to be preceded by a wavelength demultiplexer and followed by a wavelength
multiplexer. Thus, an OXC can cross-connect the different wavelengths from the input
to the output, where the connection pattern of each wavelength is independent of the oth-
_ers. By appropriately configuring the OXCs along the physical path, logical connections
(lightpaths) may be established between any pair of sub-networks.

As Figure 2.1 illustrates, each OXC has an associated electronic control unit which is
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responsible for control and management functions related to setting up and tearing down
lightpaths; these functions will be discussed in detail in Section 2.3. In particular, the con-
trol unit communicates directly with its OXC, and is responsible for issuing configuration
commands to the OXC in order td implement a desired set of lightpath connections. The
control unit also cpmmunicates with the control units of adjacent OXCs or with attached
client sub-nétwo_rks as shown in Figure 2.1. These lightpaths are typically implemented
over administratively configured ports at each OXC and use a separate control wavelength
at each fiber. Thus, we distinguish between the paths that data and control signals take
in the optical network: data lightpaths originat¢ and terminate at client sub-networks and
transparently traverse the OXCs, while control lightpaths are electronically terminated at
the control unit of each OXC. Communication on the control lightpaths uses a standard
signaling protocol (e.g., GMPLS [9]), as well as other standard protocols necessary for
~ carrying out important network functions. Standardizatipn efforts, which are crucial to the
seamless integration of multi-vendor optical network technology, will also be mentioned in

Secﬁon 2.3.

2.2 Routing and Wavelength Assignement Problem

A unique feature of optical WDM networks is the tight coupling between routing and wave-
length selection. A lightpath is implemented by selecting a path of physical links between
the source and destination edge nodes, and reserving a particular wavelength on each of
these links for the lightpath. Thus, in establishing an optical connection we must deal with

both routing (selecting a suitable path) and wavelength assignment (allocating an available
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wavelength for the connection).

Givena sét of connections, the problem of setting up lightpaths by routing and assigning
a wavelength to each connection is called the Routing and Wavelength Assignment (RWA)
problem, and is significantly more difficult than the routing problem in electronic networks.
The additional complexity arises from the fact that routing and wavelength assignment are
subject to the following two constrai/nts:

1. Wavelength continuity cénstraint: a lightpath must use the same wavelength on all
the links along its path from source to destination edge node.

2. Distinct wavelength constraint: all lightpaths using the same link (fiber) must be
allocated distinct wavelengths.

The wavelength continuity constraint may be relaxed if the OXCs are equipped with
wavelength converters [10]. A wavelength converter is a single input/output device. that
converts the wavelength of an optical signal arriving at its input port to a.different wave-
~ length as the signal departs from its output port, but otherwise leaves the optical signal
unchanged. That is, waveiength conversion allows a lightpath to use different wavelengths
along different physical links.

'RWA problem is the fundamental control problem in optical WDM networks. Since
the performance of a network depends not only on its physical resources (e.g., OXCs, con-
verters, fibers links, number of wavelengths per fiber, etc.) but also on how it is controlled,
the objective of an RWA algorithm is to achieve the best possible performance within the
limits of physical constraints. The RWA problem can be cast in numerous forms. The
different variants of the problem, however, can be classified under one of two broad ver-
sions [11, 12}: a static RWA, whereby the traffic requirements are known in advance, and
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a dynamic RWA, in which a sequence of lightpath requests arrive in some random fashion.

The static RWA problem arises naturally in the design and capacity planning phase of
architecting an optical network. With static traffic, the entire set of connections is known
in advance, and the problem is then to set up lightpaths for these connections in a global
fashion while minimizing network resources (e.g., physical links and wavelengths). Alter-
natively, one may attempt to set up as many of these connections as possible for a given
fixed number of wavelengths. Because off-line algorithms have knowledge of the entire
set of demands (as opposed to on-line algorithms that have no knowledge of future de-
mands), they make more efficient use of network resources and project a lower overall
capacity requirement. The RWA problem for static traffic is known as the Static Lfghtpath
Establishment (SLE) problem.

The dynamic RWA problem is encountered during the real-time network operation
phase and involves the dynamic provisioning of lightpaths [35]. For the case of dynamic
traffic, a lightpath is set up for each connection request as it arrives, and the lightpath is
released after some finite amount of time. The objective in the dynamic traffic cases is to
set up lightpaths and assign wavelengths in a manner which minimizes the amount of con-
nection blocking, or which maximizes the number of connections that are established in the
network at any time. This problem is referred to as the Dynamic Lightpath Establishment
(DLE) problem.

The SLE problem caﬁ be formulated as a mixed-integer linear program [33], which is
NP-complete [34]. To make the problem more tractable, SLE can be partitioned into two
sub-problems: (1) routing and (2) wavelength assignment; and each sub-problem can be

solved separately. The DLE problem is more difficult to solve, and therefore, heuristics
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methods are generally employed in these two sub-problems. Now in literature, a number of
approaches and heuristics have been proposed for the routing sub-problem and wavelength

assignment sub-problem. Interested readers can refer to [11] for detailed information.

2.3 Control and Management Protocols

So far we have focused on the network architecture and RWA problems with a view to
achieve specific performance objectives, e.g., efficient utilization of network resources,
minimize the blocking probability Qf the network, etc. Equally important to an operational
network are associated control plane issues involved in automaﬁng the process of lightpath
establishment/release and in supporting the network design and traffic engineering func-
tions.

The vision of a future optical network which is capable of providing a bandwidth-
on-demand service by dynamically creating and tearing down lightpaths between client
sub-networks. There are two broad issues that need to be addressed before such a vision
is realized [13]. First, a signaling mechanism is required at the user-network interface
(UNI) between the client sub-networks and the optical network control plane. The signal
channel allows edge nodes to dynamically request bandwidth from the optical network,
»and supports important functions including provisioning, neighbor and service discovery,
address registration, etc. Both the ODSI [14] coalition and the OIF [15] have developed
specifications for the UNI; the OIF specifications are based on GMPLS.

Second, a set of signaling and control protocols must be defined within the optical
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Figure 2.2: Components of Control and Management Plane

network to support dynamic lightpath establishment/release and traffic engineering func-
tionality. These protocols are .implemented at the control module of each OXC. Currently,
most of standardization activities addressing the control plane aspects of optical networks
are underway [16, 35] within the Internet Engineering Task Force (IETF), reflecting a con-
vergence of the optical networking and the IP communities to developing technology built
around a single common framework, namely, GMPLS, for controlling both IP and optical
network elements [18]. There are three components of the control plané that are crucial to
setting up lightpaths within the optical network (refer to Figure 2.2):

1. Topology and resource discovery. The main purpose of discovery mechanism is
to disseminate network state information including resource usage, network connectivity,
link capacity availability, and special constraints.

2. Route Computation. This component employs RWA algorithms and traffic engi-
neering functions to select an appropriate route for a requested lightpath.

3. Lightpath Management. Lightpath management is concerned with setup and tear-

down of lightpaths, as well as coordination of protection switching in case of failures.
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Topology and resource discovery includes neighbor discovery, link monitoring and state
distribution. The Link Management Protocol (LMP) [19] has been proposed to perform
neighbor discovery and link monitoring. Distribution of state information is typically car-
ried out through link state routing protocols such as OSPF [20]. In particular, the link
state information that these protocols carry must be augmented to include optical resource
information including: wavelength availability and bandwidth, physical layer constraints,
and link protection information, among others. This information is then used to build and
update the optical network traffic engineering database (see Figure 2.2) which guides the
route selection algorithm.

Once a lightpath is selected, a signaling protocol must be invoked to set up and manage
the connection. Two protocols have currently been defined to signal a lightpath setup:
RSVP-TE [21] and CR-LDP [22]. RSVP-TE is based on the resource reservation protocol
(RSVP) [23] with appropriate extensions to support traffic engineering, while CR-LDP is
an extension of the label distribution protocol (LDP) [24] augmented to handle constraint-
based routing. The protocols are currently being extended to support GMPLS [9, 25].

The control mechanism can be implemented using a separate channel, namely, a control
channel in the WDM network. Alternately, the control information can be carried in-band,
as in Multi-Protocol Label Switching (MPLS), whose wavelength-routing version is re-
ferred to as Multi-Protocol Lambda Switching (MPAS). Besides supporting the signaling
protocol and the network-topology and status update protocol, the control channel should

also have the ability to discover and recover from faults, which we describe below.
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2.4 Network Survivability

In optical network, one single strand of fiber can provide tremendous bandwidth (a few
tens of terabits per second) by multiplexing ﬁany non-overlapping wavelength channels.
A fiber cut usually océurs due to a duct! cut during construction and destructive natu-
ral events, such as earthquakes, etc. All the 1ighfpaths that traverse the failed fiber will
be disrupted thus lead to a severe traffic loss and service interruption. With the frequent
occurrence of fiber cuts and the tremendous traffic loss a failure may cause, network sur-
vivability becomes a critical concern in network design and real-time operation. Although
higher protocol layers (such as ATM and IP) operating over the optical network have their
own recovery procedures to recover from link failures, the recovery time is still significantly
large (on the order of seconds), whereas we expect that restoration times at the optical layer
will be on the order of milliseconds to minimize data losses [27]. Furthermore, it is benefi-
cial to consider restoration mechanisms in the optical layer for the following reasons [28]:
(a) the optical layer can efficiently multiplex protection resources (such as wavelengths and
fibers) among several higher-layer network applications, and (b) survivability at the optical
layer provides protection to higher-layer protocols that may not have built-in protection.
As networi(s migrate from ring to mesh, designing and operating a survivable WDM
mesh network have received increasing attentions. To survive single-link failures, two ba-
sic approaches based on protection and restoration have been used and studied in the past.
If backup resources (routes and wavelengths) are pre-computed and reserved in advance,

we call it a protection scheme. Otherwise, when a failure occurs, if another route and a free

1A duct is a bidirectional physical pipe between two nodes. In practice, fibers are put into cables, which
are buried into ducts under the ground.
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wavelength have to be discovered dynamically for each interrupted connection, we call it
restoration scheme. Protection/restoration schemes to ensure optical network survivability
can be brogdly classified based on whether the resources are dedicated for protection or dy-
namically allocated for r.estoration [29, 30] (Figure 2.3). In dedicated-resource protection
(which includes automatic protection switching (APS) and self-healing rings), the network
resources may be dedicated for each failure scenario, or the network resources may be
shared among different failure scenarios. In dynamic restoration, the spare capacity avail-
able within the network is utilized for restoring services affected by a failure. Generally,
dynamic restoration schemes are more efficient in utilizing capacity due to the multiplex-
ing of the spare-capacity requirements and provide resilience against different kinds of
failures, while dedicated-resource protection schemes have a faster restoration time and
provide guarantees on the restoration ability.

Protection schemes can be further classified into three categories: path, sub-path and

link protection (Figure 2.4).
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1. Path protection: In path protection, the source and destination nodes of each connec-
tion statically reserve backup paths and wavelengths during call setup. All the connections
that traverse the failed link are rerouted to the backup route. The working and backup paths
for a connection must be physically link-disjoint (Figﬁre 2.4(a)).

2. Link protection.: In link protection, all th¢ affected connections that traverse the
failed link are re-routed around that failed link. The source and destination nodes of the
connections are oblivious to the link failure and re-routing (Figure 2.4(b)).

3. Sub-path protection: Sub-path protection has recently been studied in [31, 32] and
it is achieved by dividing a primary path into a sequence of segments and protecting ea(;h
segment separately (or dividing the whole network into different domain where a lightpath
segment in one domain must be protected by the resource in the same domain) (Figure
2.4(c)).

Clearly, while path protection leads to efficient utilization of backup resources and
lower end-to-end propagation delay for the recovered route, link protection provides shorter
protection switching time. As a compromise, sub-path protection can achieve high scala-
bility and fast recovery time for a modest sacrifice in resource utilization. Figure 2.4 shows
the classification of protection and restoration schemes.

Dynamic restoration can also be classified as path, sub—patﬁ or link based depending
on the type of rerouting. In path restoration, upon a link failure, the end nodes of each
~ connection that traverses the failed link are informed about the failure. Then the end nodes
independently discover a backup route on the end-to-end basis. In link restoration, the end
nodes of the failed link dynamically discover a route around the failed link for each connec-
tion that traverses the link. In sub-path restoration, each disrupted connection is restored
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Figure 2.4: Protection Schemes

by finding a route only for the failed segment, and other segment(s) are not aware of the
restoration. Among the three schemes, path restoration is the slowest and link restoration

is the fastest.
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Chapter 3

Improving Signaling RecOVery in Shared

Mesh WDM Networks

3.1 Introduction

| Traditionally, ring based SONET networks offered S0ms restoration time (RT) using pre-
allocated protection capacity along pre-planned protection paths [5]. Recently, mesh based
networks [1, 5] have received much attention due to the increased flexibility they pro-
vide. Now, one of the key benefits of optical mesh networks is the improved bandwidth
utilization due to the sharing of restoration resources across multiple failure-independent
connections [29, 30, 45, 46, 47]. However, unlike automatic protection switching (APS)
of SONET rings and dedicated protection of mesh networks where rapid network recovery
upon failures is achieved, shared restoration exhibits increased recovery latencies [45, 47].
Shared network restoration typically involves a common set of steps, including (1) backup

path selection, (2) failure detection, (3) notification, and (4) signaling recovery protocols.
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Upon the detection of a failure and the receipt of a failure notification, the nodes respon-
sible for initiating the recovery commence a signaling procedure to configure appropriate
protection resources (e.g., wavelength and XC switches) for each of the failed connec-
tions [48, 36, 49]. Therefore, efficient network restoration schemes are required to elimi-
nate or minimize the associated switching and signaling latencies.

Currently, a commonly used signaling mechanism is a two-phase process [48, 50] (also
called Round-Trip restoration). When the source node of a failed connection is notified of
a failure, it sends a recovery message towards the destination along its designated backup
route to configure the associated profection resources. The destination upon receiving this
message will prepare an acknowledgement (ACK) and forward back to notify the source
of the sqccessful setup of the backup route and finally the source node resumes its trans-
mission. Obviously, the Round-Trip propagation delays of these recovery messages will
have a significant adverse impact on the network restoration time. Moreover when a fiber
link is cut, a lérge number of connections may fail and their recovery is initiated simultane-
ously; therefore a surge of restoration messages may arrive at a node, each requesting the
configuration of a particular cross-connect switch. The node receiving such requests, after
processing these messages, will issue the appropriate commands to configure its switch
fabric. Depending on the switch architecture, these commands may be handled either se-
quentially, in patch or parallel [49]. Clearly, significant queuing (processing) delays of
recovery messages and switching waiting times along with message propagation delays
may lead to longer recovery times. |

The authors of [51] highlighted this problem and proposed restoration message aggre-
gation to reduce the impact of message queuing delays and they also showed that a switch
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fabrié with parallel command execution could substantially cope with the switching delays.
It is important, however, to note that message aggregation may have soﬁe limitations due
to the constraints imposed in aggregating messages. Moreover, the network parameters
that séverely impact the network recovery times the most are the restoration message prop-
agation delays and the switch configuration waiting times when deploying switches with
sequential configuration, which in essence message aggregation is not meant to resolve.
Since propagation delays are expected to have larger impact on service restoration, they
could yield substantial gain in achieving fast network recovery if eliminated. Therefore, we
propose to modify the two-phase signaling to eliminate the impact of the message propaga-
tion delays. Upon notification, a source node starts its recovery procedure and subsequently
schedules (after some offset time, OT) the transmission of its data. Unlike the offset time
. proposed in [36], where only upper bound is derived for each connection, here we propose
a time-driven scheduling procedure to accurately estimate the offset time of each failed
connection. We demonstrate that the new restoration framework presents considerable im-
provement over its predecessor under varying network setting parameters and regardless of
the switch fabric architecture. This chapter is organized as follows. Section 3.2 gives an
overview of Offset Time based Upper Bound (OT-UB) restoration. Subsequently in section
3.3 we introduce the mechanism of proposed scheduling restoration scheme. In section
3.4 we discuss the applicability of the proposed approach to situations with dual failures.

. Section 3.5 and 3.6 are performance evaluation and conclusion.
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3.2 Offset-Time based Upper Bound Restoration

In shared mesh networks, restoration resources are reserved at the time a connection is pro-
visioned and they are conﬁgured upon the occurrence of a failure along the path of the con-
nection. Because these resources are already reserved, contention between two (or more)
connections attempting to restore is unlikely to occur. Therefore, unlike the Round-Trip
restoration, the source does not need to waif for the receiver to écknowledge the successful
configuration of the backup route. Instead, the source can compute the time it takes for the
restoration path to be ready upon commencing the recovery process and offsets its trans-
mission accordingly. This offset time must be selected such that any intermediate switch
along the backup path must have its cross-connect configured prior to the arrival of data.
Note that when a failure occurs, a large number of connections may fail; as the restora-
tion procedure initiates, a large number of recovery messages may simultaneously arrive
at some node(s) to configure protection resources. Therefore, a message may experience
major queuing delays before it is processed. To successfully select the offset times, we
proposed in [36] that the source node of each affected connection be informed by the total
number of failed connections (N) and accordingly it assumes a worst-case delay in com-
puting its OT (i.e., the message is always th¢ last to be processed at each node along the
restoration path, shown in Figure 3.1). This will result in upper bound for the offset time
(OT-UB):

n—1
Tor =3, (N x Tp) + Tp+N x Tsc; (1)
i=0 i )
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Figure 3.1: Illustrative example - Offset Time based Upper Bound Restoration

where n is the number of hops between source and destination, 7p is the message pro-
cessing time, Tsc is the switch configuration time. Here, 2;.:01 (N x Tp) represents the upper
bound queuing delays a recovery message will experience along all nodes, except the des-
tination, on the restoration path and Tp + N x Tsc represents the message processing time at
the destination plus the upper bound waiting time (i.e., worst case) for the particular switch

to be configured. For further details, please refer to [36]. The RT therefore becomes
RT =Tp+ Ty + Thrs )

where Tp is the failure detection time, and 7y is the failure notification time. Clearly, this
approach eliminates the impact of the message propagation delays from the overall RT.
However, due to the fact that no exact information is available on the size of the surge of
| restoration messages arﬁving simultaneously at a node (herein, such a node is termed as a
conflict node) other than N, the RT could become increasingly large as the network con-

dition changes (e.g., increasing number of wavelengths or deploying switches with longer
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Tsc [48]) since
oT

N; 3)
Tsc

this eventually could deteriorate the performance of OT-UB scheme.

3.3 A Scheduling Approach for Rapid Restoration

Due to the fact that no exact information is available on the size of the surge of restoration
messages arriving at a node and competing for configuring their protection resources other
than the total number of failed connections (N), larger offset times will be ‘selected by each
node; this will result in additional unnecessary delays that could significantly increase the
network RT. Also note that some of the restoration messages sharing a conflict node may
not necessarily be in conflict, depending on the inter-arrival time(s) of their arrivals at the
conﬂict node (as explained later).

\ Therefore, we need some mechanism that can accurately‘model the sequence of arrival
of restoration messages at conflicting nodes and decide upon that how much delay each
message experiences before its switch is configured. In other words, if we know how many
recovery messages (and the order of their arrivals) may arrive simultaneously at any node
aldng the backup réute of a failed connection, then we can estimate the switching delays
a connection may experience before its protection resources are configured. Accordingly,

“one can estimate a more accurate offset time than the upper bound. If there are more
than one conflicting nodes for a failed connection, then the largest waiting time a message
experiences at a conflicting node is used to compute the OT for the corresponding failed

connection. Hence, the problem is reduced into a scheduling problem where the inputs are
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Figure 3.2: Illustrative example - network topology

(1) the network topology; (2) the set of failed connections along with (3)their restoration
~ routes; the output will be a timetable where each failed connection is associated with its OT
such that no conflict can occur when they start the recovery. This algorithm is “centralized”
and will be executed by the node detecting the failure (i.e., upstream node of a failed link).
We illustrate our approach through an example in Figure 3.1. It shows a sample network
with 4 backup connections (P;-Py) that need to be configured upon the failure of a link f
(that is not s‘hown in the figure). The numbers on the links represent the link propagation
delays in milliseconds.

Given the delays on each link in the network, the upstream node of the failed link f,
Qf, can virtually trace the propagation of each recovery message for each failed connection
going through the failed link and determine the sequence of arrival of recovery messages
at each intermediate node as well as the likelihood of conflict a message may have with
other recovery messages for other connections. One requirement, however, is that £y must
maintain a knowledge of the protection routes of all connections routing through link f; this
information is made available to the node during the provisioning phase. We note here that

maintaining this information does not pose any scalability problem since only information
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Figure 3.3: Illustrative example - sequence of messages

about connections routed through this node are to be maintained and not all connections
currently in the network. The amount of this information can at most be O(W - R) where W
is the number of Wavelengths per link and R is the nodal degree (number of edges leaving
this node) of this current node.

Figure 3.2 shows a time sequence of the flow of the configuration messages, as deter-
mined by Q, where P(i, j) represents the arrival of a recovery message for connection
i at time j. We assume in this example that the notification times Ty of Pj-P4 are Oms,
0.5ms, 3ms, and 1ms respectively. Upon following the flow of these messages, it becomes
easy to identify with the other recovery messages that a particular recovery message (of a
particular failed connection) is cohtending with. For example, the recovery message for
Py is the first message arriving at node A, and it is the second message arriving at nodes
C and E. Therefore under worst-case assumption, it will at most be the second message to
be processed along any node on its protection route and there will at most be one message

waiting ahead before it is processed. Hence, its offset time parameter should be 2 whereas
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using the upper bound [36] scheme, the offset time is computed based on N = 4 (ie., 4
failed connections). |

We now formally .explain the scheduling procedure, but first we make the following
observations. The main delays we are trying to minimize in this framework are the prop-
agation delays and the switching times as the message processing delays are considered
smaller in comparison with the switching times (Tp < Tsc). We start by giving some vari-
able definitions:

N : Total number of working connections going through f;
We={wr, wz, ..., wy }: The set of failed working connections going through failed link f;
Sw;: Source node of cofmection wi;
Ty'': Time it takes to notify the source of connection;
L,,: The offset-time parameter of connection;
L{;,,.: The offset-time parameter of connection w; estimated at nqde J along its backup path;
t{{,,.: Arrival time of re;:overy message for connection w; at node j;
A(j—1,j): Propagation delay between node j and its upstream node. So, t{{,,. = t{;l +N x
Tp+A(—1,j);
T,: Failure detection time;
Cyj: Unique identification for connection w;;
®;: Timetable of node j, which is initially empty. Each item of the timetable has two
elements: {C;/, ti}s
ny,;: The number of nodes along the restoration route for connection;
T(%T,w,-: Offset time for connection w;.

The computational complexity of Algorithm 1 is O(L-N? -logN), where N is total
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Algorithm 1 Pseudo code of the Scheduling Procedure

1: for each failed connection w;, (i=1,...,N) do
Compute its failure notification time Ty ';
for each node j along the backup path for w; do
Compute £}, = t{,,,._l +NxTp+A(j—1,J));
Insert {C}/, %, } into @;;
Sort ®; based on #,;;
Compute L}, (which is also the position of #, in @)
end for
9: end for
10: for each w; do
11:  Compute Ly, = maxi=12,...n,, {L{i,i}
12:  Compute TOZT,W,' = (fy; — 1) X Ly, X Tp+Tp -+ Ly, X Tsc
13: end for

number of working connections going through failed link f, L is the average length of
backup paths.

Upon the failure of link f, Q¢ will run Algorithm 1 to evaluate the OT for each failed
connection. Subsequently, a notification message is sent to the source node of each con-
nection along with the computed OT to start its recovery procedure and accordingly it
schedules (offsets) the restoration of its data.

Note that, here the notification time (TI_{,v ") for a connection w; is computed as follows:

J—1=su;
Tv'= Y A(—1Lj)+NxTpxmy; @
J=Qf

Where the first part in the equation accounts for the propagation delays of the notifica-
tion message between Q¢ and sy, and the seco‘ﬁd pa'rt' of the expression represents the total
processing time of a message at a node along the notification path times the total number
of hops along the notification path, m,,,. Here, worst case processing delays (N x Tp) are

considered for a notification message as it propagates along the notification path; the reason
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is that notification messages for different failed connections may also contend for process-
ing along notification route. Since 7p is typically small (few pseconds), this upper bound
processing delays will not affect the performance of the recovery protocol. Finally, since
the computed notification time is an upper bound expression that is used in the OT compu-
tation, it will be slightly larger ihan the actual notiﬁca_tion time. Therefore, the source node

upon receiving the notification message (at Ty,", ,,,.,) it will wait (Ty* =Ty .

;) before it
commences its recovery, in order to avoid causing any perturbation to the computed offset
times.

We note here that this scheduling algorithm provides a good approximation on the wait-
ing time of XC switch request by estimating the number of requests waiting ahead of a
recovery message. However, it ignores the inter-arrival time between two consecutive re-
quests. After identifying the sequence of arrivals at some node, one can further check
whether the inter-arrival time of two consecutive messages is larger than the Tgc. If so,
the switch of the second request can be directly configured without any delay, since the
configuration of the previous request has already terminated. This means that some mes-
sages may arrive consecutively at a conflicting node, but actually they may or may not be
in conflict depending on their inter-arrival time. Otherwise, the second message will need
to wait for some period of time until all requests waiting ahead are processed. As before,
all conflicting nodes néed to be considered, and to determine the offset time we choose the
node with maximal waiting time for the request to be processed. As an example, let 81 and
82 be the inter-arrival time of recovery messages between (P, P») and (P, P3) at nodes C
and E respectively (Figure 3.2). If (81 < Tsc) A (62 < Ts¢), then the recovery message for
connection P1 does not contend with any of the other messages and therefore smaller OT
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can be achieved. Obviously, this optimized approach will further complicate the scheduling

procedure, so we do not discuss it any further here but we present its evaluation in section

3.5.

3.4 Double Link Failure Recovery

As single link failures are common failure scenarios, norrhally recovering from these fail-
ures is completed within few milliseconds to few seconds. However the time it takes to
repair a link may be few hours to few days [1] and it is likely that a second failure occurs
during this period, causing two links to be down near-simultaneously. Previous research
has addressed the problem of routing connections under dual failure assumptions [12, 13]
where extra protection capacity is preplanned in the network. In this section we are only
interested in the applicability of the proposed restoration framework under double failure
assumptions. We assume, as in [12], each connection is protected by two link-disjoint
backup (primary and secondary) paths. We further assume that both failures occur near-
simultaneously, that is the second occurs while the network is recovering from the first
failure; otherwise, recovery from both failures is treated independently; i.e., similar to sin-
gle link failure.

We let f1 and f, be the first and second failure respectively and G; and G, be the two
groups of working connections to be restored upon the failures of f; and f>. Upon detecting
a failure, the upstream node (Qy,) of the failed link (f;,k = 1,2) will send a notification
- message (FNM(f)) to the source node of each failed connection and simultaneously it

broadcasts a failure message (FBM(f;)) to all nodes in the network. We assume two links
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Figure 3.4: Illustrative example - Signaling in Dual-Link Failure

can fail near-simultaneously in any arbitrary order. We also define: b’i’l, and b’i’zz the
primary and secondary backup paths respectively for a connection w,-G’ in Gy. bg’l, and bé’zz

the primary and secondary backup paths respectively for a connection w,-G2 in Gs.

34.1 Conventional Recovery Procedure, Case I

We start first by studying the conventional (Round-Trip) restoration scheme under dual

failures. There are two possible scenarios to be considered:

A If the second failure (f;) does not impact the first primary backup (b'i’l) of the failed
connection (wiG‘) then the recovery of w?‘ proceeds on b’i’l (regardless of the order

of arrival of FBM( f2) to the source node of wf-;‘).

B Otherwise (i.e., f> affects b'i’l), three different cases should be considered according
to the arrival time of FBM( f) at the source node of w,-G1 (we assume wiG1 , b'i’l and b’i’z
routed through [A-B-C-J], [A-D-E-J] and [A-F-G-H-I-J] accordingly, Figure 3.3):
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i Node A receives FNM(f;) after receiving FBM(f,): the source node restores
‘the connection by sending a failure recovery message (FRM;) along b’i’z (see

Figure 3.3(a)).

ii The second failure (f,) occurs while attempting a recovery along b'i’l : the source
node will receive FBM(f,) shortly after sending FRM1 along‘b'i‘l. In this case,
the source upon receiying FBM( f>) attempts a new recovery along b'i’z and any

reserved resources along b’i’l will be released (Figure 3.3(b)).

iii The second failure occurs shortly after setting up b'i’l, i.e., ACK(f1) arrives
earlier than FBM(f>): b'i’l will be considered as a new connection and its source

node is notified and restoration takes place along b’i’z (Fi gufe 3.3(c)).

3.4.2 Scheduled Recovery Procedure, Case I1

As stated previously in section 3.3, the scheduling-based restoration procedure achieves
successful recovery by accurately estimating the size of the surge of restoration messages
arriving simultaneously at a conflict node(s) along the backup paths and computing the
offset times accordingly (Algorithm 1). Now if a-second failure occurs, recovery of one
group of failed connections will interfere with the recovery of the second group, potentially
creating new conflict nodes and/or increasing (changing) the size of the surge of restoration
fnessages arriving at conflict nodes. As a result, the offset times computed for connections
in both groups will yield erroneous recovery. One simple solution is-to allow only one
group (G1) at a time to recover while the second group (G2) will have the restoration of its

connections shifted until connections in G entirely complete their recovery.
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However, some connections in G may have started their recovery1 as soon as the source
nodes receive failure notification (FNM(f,)) given that FBM(f;) from G has not yet been
received. In this case, a node along a protection route may receive recovery messages from
connections in both groups and accordingly these messages must be segregated by that
hode (based on the détection time of the corresponding failure, which is transmitted along
with the message) so that recovery messages from G, are processed upon the completion
of all recovery messages for connections in G at that node.

Therefore, to ensure a proper contention-free restoration of connections w,G2 , we need to
determine two values: (1) the time at which all connections in failed group (G, k =1,2) are
expected to complete recovery (that is the maximal restoration time, RT,S[’; - of the group);
(2) the shifted time of G». This shift is intended only for the scheduling of transmission of
backup data; i.e., while recovery is triggeréd immediately by the source node of a failed
connection in Gy, the backup traffic is transmitted only when resources are successfully

configured.

'Derivation of RTS%

Let y be the number of ordered recovery messages arriving at node j for connections

wiG" =ng1’ e wﬂ‘w and let t,-j+w be the arrival time of the recovery message of the last
connection, that is wgfw. The time at which the switch for this last connection is configured
ol
18 Zpinisn
tho =t I *(Tp+Tsc); (5)
finish i+y W?lc P §C)»
i+y

!By recovery here we mean the configuration of restoration resoutces, not the actual transmission of
" backup data.
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Where L’ c, 18 the offset time parameter of connection wﬂ‘w at node j, and it is derived in
Wity
section 3.3. The time at which group Gy completes its recovery can then be computed as

follows:

Gy _ J .
RTM;;X - Teag((tﬂnish)’ (6)

where A is the set of all nodes involved in the recovery (see Algorithm 1)
A notification message (FNM (T02T quaRTnfi;ﬁx’NGvag k. fr)) will be then sent to the
source node of a failed connection where Ng, is the total number of failed connections in
group G, k=1,2, TDG * is the failure detection time of that same group and fj is the identity

of the failed link. Also, the upstream node of the failed link will broadcast a failure message

FBM (RTA(Z’;X,NGk, TDG k. fi),k=1,21n the network to all nodes.

Derivation of 2 Gy -
shift,w;

There are two possible different scenarios depending on which message (FBM or FNM) is

received first at the source node of w,-GZ:

. Gy
A If FBM(f1) is received before FNM(f>) and if t}vz" is the arrival time of FNM(f>)

at the source node of w,-G2:

G2 G2

Gy w Gy wi T,
Gz _ RTMAX - tle lf RTMAX > tle P
shift,wiG2

(7

0 otherwise.

G

1
B If FBM(f1) is received after FNM( f2) and t}? is the arrival time of FBM(f}) at the
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source node of w?:

Gl Gl
G W; . G L
= N ®)

Gy
0 if RTyjhy <ty or RTyly <ty .

H

Now, because of the random nature of the failures and their occurrence in the network,
notifications of the first failure may arrive after thé broadcast failure messages of the sec-
ond; moreover, some connections in G1 may have their primary backup routes affected by
the second failure. In this case, those connections will be restored on their second backup
routes. However, the source nodes of these failed connections (connections in Gi whose
backup paths are affected by the second failure) have no further information to appropri-
ately scﬁedule their restoration. Moreover, the restoration of these connections should not
affect or cause any perturbation to the already scheduled connections by creating new con-
flict nodes or adding new messages (altering the size of the surge of messages previously
estimated) to existing conflict nodes. For this reason, we propose that connections unaf-
fected by the second failure to be restored using the computed offset times (i.e., using the
method of section 3.3). HoWever, failed connections in G1 whose primary backup routes
are affected by the second failure will be restored only upon complete recovery of all other
connections in G| and G;. The new offset times for these connections are adjusted lo-
cally at fheir source nodes to T (Ng, ) + T2 (NG,)? (after a source node had received both
FNM( f1) and FBM( f2). This upper bound offset time will guarantee a contention free and

a successful recovery for these connections.

T4r (Ng,) = i (NG, X T}) + Tp + Ng, x Tsc
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Below we describe the complete simple steps used for double failure recovery:

1. For wf;‘:
A If the source node receives both messages, but FBM( f>) prior to FNM(f1):

ilf bil’1 is affected by f5, then the source node cannot use TO2 G, as offset time.
Wi

Rather, the backup traffic is restored on b'i’l and the offset time to be used is
TOIT(NGl) + T01T(NG2)-

ii Otherwise, TéT G, is used to offset the retransmission of backup data along
W

W

i1
bl .

B Otherwise, (i.e., the source node of wiG1 has received FNM(f;) but not FBM(f>)),
therefore it triggers the recovery procedure of its failed connection(s) using the com-
puted offset time(s), irrespective of whether another failure had occurred or not (since

no F BM message had been received). Later, when FBM( f>) is received:

ilf b'i’l is affected by f3, then the source node initiates a new recovery along b’i’z
and it uses a new offset time T} (Ng,) + TAr(Ng,) to restore its traffic. Any

1.
reserved resources along by~ will be released.

il Otherwise, ignore the received message.
2. For wi?:
A If the source node receives both messages, but FBM(f1) prior to FNM(f2):

ilIf b’z’1 is affected by f; , the source node commences recovery on bé’z and sched-

ules its backup retransmission using the upper bound offset time, TolT (NOTE:
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here, the computed offset time (TOZT,W?Z)- cannot be used along b;’?‘ since it was
computed for restoration along b;’l, however, the upper bound will guaran-
tee successful recovery as it assumes worst case delays among connections in
G») after shifting by tsG};ft G2 (to guarantee that G has completed its recovery).

Wi

Therefore, the new offset time for w2 is t(];f_ 6, + Tor(Ne,).
. shift,w;

ii otherwise, wl-G2 is restored on b’z’1 and the new offset time is: tGhz_f
shift,w

2
+T .
2 " orw?

B Otherwise, (i.e., the source node of wiG2 receives FNM( f») first), it immediately starts
its recovery (as no information is available about the first failure) along its primary

backup path bgl. Upon receiving FBM(f1):

ilf b;’l is not affected by fi, it schedules its backup data retransmission using a

ot G 2
offset time: ¢ +T .
shiftwl | OTw

ii Otherwise, it will release any reserved resources along b’2’1 and restarts its re-
covery along bf,jz and reschedules its backup data retransmission using a new
offset time: 1%, + T3 (Ne,)

shiftw,?

LA

3.5 Performance Evaluation

We evaluate the performance of the proposed recovery scheme and we compare it with the

conventional two-way messaging restoration procedure. The 16-node NSF network [1] is
used in our simulation study. The metric for the performance evaluation is the network

restoration time. An event-driven simulation tool is developed to model the distributed
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Figure 3.5: Network RT vs. Tsc

provisioning and recovery protocol. We assume that each link consists of two unidirec-
tional fibers. Connection requests arrive as a Poisson process and the connection-holding
time follows a(negative exponential distribution with mean 1/p = 100 ms. The Random
Wavelength Selection Algorithm is used to select the candidate Wavelength for setting up
connections. We simulate the failure of one (or two) unidirectional link(s) after running the

simulation for some period and satisfying some traffic demand.

3.5.1 Performance under Single Link Failure

We start by comparing the two-phase conventional restoration and the OT-UB restoration
schemes. Figure 3.4 shows the performance of the two restoration protocols under different
- setting parameters. Clearly, when the number of wavelength is smaller and/or the switch
configuration time is shorter, the OT-UB scheme outperforms the two-phase messaging ap-
proach (as the impact of N, number of failed connections, is minimal). But as the switch
configuration time or the number of wavelength per link increases, the performance of the

OT-UB degrades. The reason that the OT-UB degrades faster (i.e., larger slope) is due to

44



Wavelength = 84 Wavelengih = 84
350 — -

-
Py
=

i@ OT-UB restoration =g Round Trip restoration

320 [{ wwgem Round Trip restoration |1 i rrrree e » | i Scheduling based restoration v
i~ Scheduling based restoration 120 L{ == O ing based restoration} ........... o

%]
@
S

- 7 100

%240 ................................................................ £

g g

£ £

§ 200w g 5

% é

180k e

4 T 8
Q

& qa0f e 4 g

Q Q

Z £ 40

8 9 10 1 2 3 4 ] ]

1 2 3 4 5 6 7 7 8 9 10
Swiich Configuration Time (ms) Switch Configwation Time (ms)
(@) (b

Figure 3.6: Network RT vs. Tsc, W = 64

the fact that the scheme considers all failed connections (which may not necessarily be in
contention state) and more switching delays start to have greater impact on the restoration
times. This obviously results in an overestimation of the offset times, which further di-
minishes the performance of OT-UB rendering the argument of avoiding the conventional
two-phase signaling inappropriate. On the other hand, the conventjonal two-way messag-
ing is slightly affected since the round trip propagation delays are the major factor affecting
its performance.

Clearly, overestimating the number of restoration messages arriving at conflict nodes
results in performance degradation. Therefore, the proposed scheduling scheme provides
a closer approximation of the size of the contending messages and models the sequence

“of their arrival at intermediate nodes along the restoration routes. Figure 3.5(a) shows

a comparison among the conventional two-phase restoration, OT-UB restoration, and the
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scheduling-based restoration for 64 wavelengths. As the figure shows, substantial improve-
ment can be achieved over the OT-UB by avoiding the use of upper bounds for the OT,
whereas a moderate improvement (30ms - 15ms) can be achieved over the conventional
two-§vay messaging approach. The figure also shows that as Tg¢ increases and/or the num-
ber of wavelengths increases, the new scheduling recovery framework is not affected and
its slope is consistent with that of the two-way messaging. This suggests that we modeled
quite accurately the size of the surgé of messages contending at conflict nodes while also
eliminating the round trip délays.

As we mentioned earlier, some messages may arrive consecutively at a conflicting node
and depending on their interarrival time, they may or may not be in conflict. We proposed
a more optimal scheduling scheme to account for these cases, and here we show its per-
formance in Figure 3.5(b). Clearly, by tracing the interarrival time of restoration messages
we are able to better and more accurately estimate the number of conflicting messages and
therefore. determine exactly the OT a connection needs to wait before it restores. ’Here, an

improvement of 35ms-20ms is achieved over the two-phase signaling.
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We can also study the impact of the number of wavelengths on network recovery timeés.
Figure 3.6 shows the network restoration times for different wavelengths when Ts¢c = 2ms.
It is interesting to see that the multiplier of Ts¢ in the expression of the OT for the OT-UB
has larger impact on the network restoration time especially as W increases. This reveals
again the negative impact of the overestimation that OT-UB yields over the other schemes.
Whereas the proposed scheduling scheme shows slow increase that is consistent with the
conventional messaging protocol, which backs our argument in saying that the proposed
restoration parameter accurately models the surge of restoration messages flow. The figure
shows that when W is small, even the OT-UB scheme performs better than the conventional
two-way messaging; however, its performance (i.e., the OT-UB) greatly depends on the
network parameters. Note that the new proposed approach will exhibit good perform under
varying network conditions.

Moreover, we study the impact of the switch architecture on the network recovery times.
Namely, we compare the two-way messaging procedure and the scheduling-based restora-
tion for both the consecutive and the parailel switching fabric [49]. Figure 3.7 shows the
simulation comparison. Clearly, parallel switch architecture eliminates the switching de-
lays and therefore results in shorter recovery times. The only delays this architecture incurs
are the fault notification delays and the round-trip delays of the two-way messaging recov-
ery. The latter delay is ‘clearly eliminated when scheduling based restoration is deployed
and in comparison with the two-way recovery scheme, restoration times of 10-20 ms can
be achieved.

Finally, we study the impact of the propagation delays on the restoration procedure.

As stated before, OT based restorations eliminate completely the impact of these delays.
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Now to study the impact of the propagation delays we use the NSF network with virtual
link distances. A new multiplier coefficient is introduced to linearly increase the distances
befween two adjacent nodes; e.g., a coefficient of 2 will double the links distances. Figure
- 3.8 shows the simulation results when the number of wavelengths is 64 and Tgc = 3ms. As
the distances increase, the propagation delays increase and the restoration time of the con-

ventional two-way signaling substantially increases whereas this effect on the scheduling

restoration scheme is negligibly small.

3.5.2 Performance under Double Link Failures

In this section we evaluate and compare the effectiveness of the Round-Trip restoration
and the optimized scheduling based restoration under the double-link failures assumptions.
We let B be the inter-failure time of the two consecutive failures. There is an interesting
behavior for the Round-Trip scheme (Figure 3.9). When [ is small, the RT increases; this

is justified by the fact that while connections in G; are being restored, the second failure
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occurs and affects some of those connections before completing their recovery. Therefore,
they stop their recovery on their first backup routes and schedule a new recovery on their
second backup routes. Now as f§ slowly increases, some of the connections in G will be
given more time to do their recovery but not enough to complete it; when the second failure
occurs, these connections will be restored along their second backup paths and hence there
is an increase in the RT. When f is large, some of the connections from G, affected by
the second failure will have enough time to completely finish the recovery and therefore,
when the second failure occurs, they will be recovered as new connections in G,. Hence,
we notice a decay in the restoration time as 3 increases (note that the RT now does not
account for the attempt being made along the first primary backup).

Alternatively, scheduling recovery exhibits slightly different behavior. First, note that
some connections in Gy are affected by f, and they are recovered upon the completion of
all connections in Gy and G3. Second, when [ is small, RTIS)&X - t]‘fz"Gz is large and therefore,
the shift time for w,-G2 is large and the RT is large. As P} increases, subsequently, connections
- in G, will be shifted only for a small period. Therefore, the restoration time decreases as
the inter-failure arrival time increases. Note that the Round-Trip scheme exhibits better
pefformance than the scheduling scheme when (B is small; that is due to the fact that when
both failures occur near-simultaneously, the scheduling scheme (1) recovers using OT-UB

and moreover, (2) the shift period for connections in G is bigger.

49



Tsc = 5 (ms)

—@~— Round Trip restoration
—gpe Scheduling based restoration

BOF - NG

FO v e N ]

Average Restoration Time (ms)

L) R T T . VT TR

50

o 10 20 30 40 50 60 70 80 80
Inter-Fallure Time (ms)

Figure 3.10: RT vs. Inter-failure time ({3)

3.6 Conclusion

In‘ this chapter, we addressed a fundamental problem for designing a survivable optical
transport networks; that is the capability to quickly recover from element failures. By
using the framework of Offset-Time and a time-driven scheduling procedure, we proposed
an accurate model to estimate the offset time of each failed connection. Comparing with
the Round-Trip restoration and OT-UB restoration, we showed that our proposal eliminates
the propagation delays and the accumulation of switching delays, and it achieves the best
recovery performance upon the single link failure. We also studied the applicability of
the proposed recovery protocol under double link failures assumption. Through detailed
simulation experiments, we showed that by deploying this schedﬁling scheme, substantial

restoration gain can be achieved under varying network conditions.
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Chapter 4

Improving the Robustness of Shared
Network against Multiple Failures

through Capacity Reconfiguration

4.1 Introduction

Significant progress has been made towards making optical networks resilient in the event
of single link failures by various protection and restoration schemes. As the size and the
complexity of optical mesh networks continue to grow, dual failures become increasingly
probable. Double link failures can dramatically disrupt the services offered by the network
if appropriate precautions are not implemented. Hence designing recovery algorithms to
protect against such failure events and to ensure service continuity is a paramount con-

cern. To date, various research efforts [54, 55, 52, 53] have already addressed the problem
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of routing connections under dual failure assumptions, and findings show that designs of-
fering complete dual-failure restorability require more than double the amount of spare
capacity [54, 55].

In order to avoid this excessive deployment of extra spare capacity in the network to
achieve higher dual failure restorability, capacity reprovisioning/reconfiguration’ after the
occurrence of and recovery from the first failure has been proposed [56, 57, 58, 59, 60]. Af-
ter the occurrence of the first failure, the failed connections are restored from their working
paths into their protection paths. Therefore, upon a complete recovery, shared protection
capacity along now activé protection routes can no longer be shared. As a result, some of
the connections in the network that are not directly affected by the faiiure will become un-
protected (or exposed) and will dramatically increase the network vulnerability to a subse-
quent failure. Spare capacity reconfiguration provides a mechanism by which one can find
and re-allocate new protection capapities for these newly unprotected connections without
a priori knowledge of the location of the second failure.

In this chapter we study the benefits of capacity reprovisioning after a failure, partic-
ularly on improving the robustness of connections in shared optical mesh networks. We
assume two independent link failures, where the second failure occurs after the first failure
is recovered from, but before it is physically repaired. A critical objective for reprovi-
sioning is to reduce the total number of connections that have to be re-provisioned. Here
the motivatiovns are twofold: (1) to reduce management overheads in simultaneously pro-

visioning a large number of connections, and (2) to lower reservation contention between

n this thesis, the terms “reprovisioning” and “reconfiguration” are used interchangeably. Reprovisioning
does not mean a new capacity is placed into the network.
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multiple unprotected connections trying to establish backup capacity. The latter may result
in increased blocking rates during reconfiguration, which in turn will increase the number
of exposed connections and hence the vulnerability to subsequent failure(s).

We present and compare the performance of twd different reprovisioning schemes un-
der both centralized and distributed implementations. We reconfirm that reprovisioning
mitigates the impact of double link failures and dramatically improves the network robust-
ness in a network that is only designed to achieve 100% restorability under single link
failures. Moreover, we show that the new scheme proposed here outperforms a conven-
tional scheme [60]; that is under the same failure circumstances, our scheme re-provisions
fewer connections than the conventional approach (i.e., reduced overhead and contentions)
and protects more (i.e., better robustness). We also show that under distributed implemen-
tation the performance of both reprovisioning schemes degrades. Subsequently, we present
a simf)le technique to cope with the adverse effects of contentions by allowing unsuccess-
ful connections to reattempt reprovisioning [71]. We show that reattempting substantially
improves the network performance when distributed reconfiguration is implemented.

The rest of Chapter 4 is organized as follows. In section 4.2 we discuss the prior work in
the literature for handling multiple link failures. We introduce the lightpath reprovisioning
problem and we present some analysis in section 4.3; we propose a new ‘algorithm for
capacity reconfiguration in section 4.4 and present its analysis. Section 4.5 presents the
centralized and distributed implementation of the reconfiguration algorithm. Section 4.6

presents performance evaluation and finally we conclude this chapter in section 4.7.
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4.2 Related Work

Various research efforts[52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66] have
addressed the problem of rohting connections under dual failure assumptions.

The authors of [52] analyzed the spare capacity requirements for a network employing
link protection to provide complete double-link failufe recovery. Two edge-disjoint backup .
paths wére computed for each link for rerouting traffic when a pair of links fails. Numeri-
cal results suggested that it is possible to achieve almost 100% recovéry from double-link
failures with a moderate increase in backup capacity. The authors also showed that it is
possible to trade off capacity for restorability by choosing a subset of double-link failures
and designing backup paths for only those failure scenarios. The work presented in [53]
extended the study in [52] to include backup capacity sharing that improves resource uti-
~ lization and also formulated an ILP towards the same. The authors of [55] considered span
restorable mesh networks and evaluate the restorability when double link failure occurs.
They showed that networks originally designed to withstand single span failures can in-
herently restoré about 70% of failed capacities in double failure scenario. Furthermofe the
authors found that in a modular capacity environment adaptive span restoration process can
restore as much as 95% of failed capacity on average over all dual failure scenarios [61].
In [54], the authors presented different design strategies to achieve high dual failure restora-
bility. They noted that achieving complete dual failure restorability yields extremely high
capacity penalty. A design model that allows a user to specify a Capacity budget and hence
obtain the highest average dual failure restorability was presented. Additionally, the au-

thors proposed another design model that supported multiple restorability service classes
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at remarkably low cost within span restorable mesh networks that were already efficiently
designed to only support single failure restorability. The authors of [65] studied the ef-
fect of span maintenance actions on network restorability. An optimization method was
introduced to allow for a controlled tradeoff between the cost of spare capacity and the
reduction of restorability risk. In [62] the authors provided methods for the analysis of dual
failure restorability and related availability considerations is shargd backup path protec-
tion (SBPP). An integrated strategy was discussed: first failure protection, second failure
restoration. They showed that in a network nominally designed to withstand single fail-
ures, dual failure restorability could be enhanced through spare capacity sharing limits for
SBPP. The authors of [64] addressed the problem of multiple failures where a combination
of path level protection and link layer restoration were proposed to deal with the first and
the second failure respectively.

On the other hand, dynamic protection reconfiguration was discussed in [57] Where
spare capacity was reconfigured after the first failure. Results showed that reconfiguration
can be implemented with as little as 4% additional capacity. The authors of [56] studied
the restorability performance and capacity consumption of path protection and rerouting
mechanisms in networks designed for single and double link failures. Recently, a backup
reprovisioning algorithm for handling multiple failures was presented in [60] and compre-
hensive studies indicated that spare capacity reconfiguration can dramatically lower net-
work vulnerability. Similarly, others have considered pre-emptive network reprovisioning
schemes [58] whenever the second failure is assumed to occur after recovery actions are
taken for the first failure but before the actual failed link itself is restored; overall findings
showed a notable improvement in the level of network vulnerability as well as recovery
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ratios. The work of [63] proposed methods for achieving high dual failure restorability in
p-cycle networks that are optimally designed only to withstand all single failures or have
minimized amounts of additional capacity for dual failure considerations. The authors con-
sidered the cases of both static p-cycles and reconﬁgurable p-cycles. |
In this work we assume shared mesh networks that are designed to protect only against
link single failures. We propose to enhance the dual failure restorability of these networks
through spare capacity reconfiguration upon the occurrence of a failure; capacity recon-
. figuration identifies exposed connections after a failure and attempts at provisioning new
spare capacity to protect them. We present a new reconfiguration method and compare its
performance to previous ones. To evaluate these methods, we assume in our study two
| independent near simultaneous failure where the second failure occurs right after recovery

from the first one.

4.3 Lightpath Reprovisioning

4.3.1 Background

In protected optical mesh networks, lightpath provisioning requires the computation and
establishment of end-to-end working and link-disjoint protection paths. Our study herein
strictly focuses on shared protection since one of the key benefits of shared protection in
mesh networks is the elimination of capacity overbuild, generally associated with dedicated

protection.
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Now under normal conditions, the network is usually protected against all single fail-
ures. Namely, When a failure occurs, all connections whose working paths are affected by
that failure are re-routed on their corresponding protection paths [30, 45, 47]. However,
since these protection resources may also be shared with other unaffected connections,
these may become unprotected and vulnerable to the next failure [60]. Figure 4.1 shows an
illustrative example with three connections (A-H, C-G, and D-F). A working lightpath (wi)
and a physically disjoint backup lightpath (b;) for each connection are initially provisioned.
The protection resource on link (D-E) is shared between b1 and b; since their correspond-
ing working paths (w1 and w») are link-disjoint. Upon the failure of link (B-F), all working
connections that are routed through that link are re-routed onto their corresponding pro-
tection paths. This in turn yields a set of unprotected connections, which increases the
vulnerability to a second failure. Overall, to summarize these unprotected connections, one
can classify them into three categories:

1) Directly Affected Working lightpaths: A failed demaﬁd that is re-routed to its backup
path is still vulnerable to a second failure that may affect its active protection path (e.g.,
by).

2) Directly Affected Backup lightpaths: Demands whose protection connections have
failed due to the first failure (e.g., W3).

3) Indirectly Affected lightpaths: Upon failure, shared protection resources are acti-
vated by the failed connections which may cause some connections (whose backup light-
paths share these protection resources) to become unprotected (e.g., wp). It is also called
Vulnerable Connections.

Clearly, a higher number of unprotected connections after the recovery from a failure
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Figure 4.1: Sample Network and Connections

can increase the vulnerability of the network to subsequent failures and therefore lower its
overall restorability. To improve the service availability, reprovisioning or capacity recon-
figuration exploits the available capacity in the network to re-establish new backup paths
for unprotected connections in advance of a failure (and right after the recovery from the
first fault). Unlike dynamic restoration, reprovisioning can improve network availability by

markedly reducing service unavailability times, e.g., from hours to tens of seconds [58, 59].

4.3.2 Re-provisioning Analysis

A reprovisioning algorithm typically takes several inputs: 1) the network topology along
with state information (i.e., resource availability/sharability, existing working and protec-
tion routes, protection statuses, etc), and 2) a list U of unprotected demands or demands
that require reprovisioning. The algorithm then tries to establish backup lightpaths for un-
protected connections using available capacity in the network. One such algorithm has
been proposed in [60] and its performance is evaluated here as well, termed thereafter as
Scheme 1. The details of the algorithm are now discussed after the introduction of neces-
sary notations:

W : The total number of wavelengths per link;
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{ : The failed link;

{wt, wh, ..., wt}: The set of working lightpaths going through link /, with corresponding
backup lightpaths by, by, ..., by, respectively;

{B4, B, ..., bg,}: The set of backup lightpaths using protection wavelengths along link /;
{li"' , lg", . lf’,;'}: The set of physical links along the route of a backup lightpath b;;
Ba,,-={bl‘l”i, bg‘,i, cees b;c‘l’zi}: The set of backup lightpaths sharing the same wavelength A with
backup lightpath b; on link 1%, a=1,...,m, whose corresponding working lightpaths are
Ua,,-={wll‘l‘)i, wg‘)i, s wi‘l‘:i};

/

Note that when link [ fails, connection w; is restored to its backup path b; and as a result

bi b; b;
protection capacities of {bl“l , bg" yeees bi“a'i} on link /2 become unavailable; thereby leaving
P g 15 c . . b;
demands {w}" ,wy , ..., Wi i} unprotected. Similarly, each link [}, a = 1,...,m, along the

route of backup lightpath b; will yield a set of unprotected demands. Let S; be the set of all

unprotected demands resulting from the recovery of wﬁ, whose size is §;:

& = |Sil = kii+ (ko —W2,) + (ks i —W3,) + - + (kmji — Wi i) )

where, kg ; is the total number of unprotected connections resulting from the activation
of the shared capacity (wavelength) on link lfl’i (by active backup lightpath b;), k4 i=|Ugj|.
W, is the number of unprotected connections resultipg from the activation of the shared
capacity on link /% by active backup lightpath b; and already became unprotected on any
of the upstream link(s) of ;, namely {lf" ,l;”' . ,lfl"'_l}. The following equations can be
derived:

Yy, =0; (10)
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0< v <kags » (11)
Va,i = |BaiNBa—1],a=2,...,m; (12)

Therefore, the number of unprotected connections resulting from the recovery of wf

(i.e., indirectly affect connections):

m

8i=kii+ Y, (kaj—Wa,i) < Y, (kay) (13)

a=2 a=1

Hence, the total number of unprotected connections, A, that results from the recovery

of all failed working connections (wf,i:l,’. ..,X) into their respective backups:
A=81+(B2—m2) + (83 —m3) + -+ (B — ) (14)

where m;(0 < 7; < §;,i =2,...,x) represents the number of resulting unprotected con-
nections in the set S; that were also unprotected in other sets, i.e., S1,52,...,8—1. For
example, 7, is the number of connections in the network that become unprotected after
the fecovery of wl2 and are also unprotected upon recovery of w’1 (.e., T2 = |S1NS2).
Hence, let X, represent the. set of unprotected connections that result from the recovery of
w’2 and are not counted in Sy; i.e., Xo={x € S5 | x & 81} and §; — 7w is its size. Similarly,
Xs={xe€S3|x¢SaAxgS1}and X;={x € S; | x & S,-_lk/\_- X & SaAx & 81}, and therefore

one can simply write:

O —TMy = |X2| = |52| - iSzﬂSll = ISzﬂS'll = |SzUS1|—|S1| (15)
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& —m3 =|X3| = |S3ﬂ§205'1| = |S3US2US1| —|S2U 81| (16)
'8,~‘—-1t,-= | X;| = |Siﬂ.§i_1ﬂ'--ﬁ§1| =|S;USi-1U--- US| —|Si1U---U S| a7n

where §; is the complement set of S;. Finally, the total number of unprotected connec-

tions resulting from the failure of link / is:

X .
A =A+x+y—Y =Y (8—m)+x+y—Y,m =0 (18)

i=t

where x is the number of failed working connections and y is the number of failed
backup connections (in_category 2, see section 4.3.1), Y is the number of failed backup
connections that have already been counted in A (0 <Y <y). In other words, a connec-
tion whose failed backup lightpath shares protection capacity with the backup lightpath
(of a failed connection) needs to be excluded when counting the unprotected connections
re_sﬁlting from the failure of since it has been considered and counted by.

Once the set of all unprotected connections is identified, a reprovisioning algorithm
is usually triggered to provision backup capacity for unprotected demands. The steps of
Scheme I approach are detailed in Algorithm 2. We note here that the performance of
the reprovisioning algorithm is order dependent. The authors of [60] presented differ-
ent schemes for the order of connection reprovisioning; namely, the random, the lbngest
backup and the most violations policies. In this work, the random policy is used for its

simplicity.
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Algorithm 2 Pseudo code of Scheme I in Reprovisioning

1: Re-route each demand whose working path is affected by the first failure onto its

backup route, release resources along the failed working path.
. 2: Identify the list of unprotected connections (based upon the above discussion):

3: For each unprotected demand, release the protection capacity that has already been
reserved but can no longer be used. Repeat until all demands are processed.

4: Compute a link-disjoint route for the working path of each unprotected demand and
allocate protection capacity if available.

5: Reserve capacity and go back to step 2.b. Repeat until all unprotected connections are
processed.

4.3.3 Impact of Resource Sharability

Thé level of sharability of network protection resources will have a strong impact on the
netwofk vulnerability and the performance of reprovisioning algorithms. A higher sharabil-
ity implies that more demands are admitted to the network since more backup connections
are packed together over the same protection capacity; however, as a failure occurs and
failed connections are restored into their protection paths, a larger number of demands
become unprotected (the impact of failed connections in category 2 and 3) and therefore
vulnerable to subsequent failures. Figure 4.2 shows a study on a nation wide network (Fig-
ure 4.4) where the percentage of unprotected connections in measured after the recovery
from the first failure by varying the sharability levell (or sharability index) of protection
resburces. Clearly, the figure shows a noticeable increase in the number of unprotected
connections (e.g., 9% increase in wavelength continuous network and 13% in a wavelength
convertible network) in the network after the first failure if unlimited resource sharability
is allowed. Therefore, intuitively this finding suggests that limiting the level of sharability
will result in a lower number of unprotected demands after recovéry and therefore in a less

number of connections to be reprovisioned [62].
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However, on the other hand, lower level of sharability does not suggest that the per-
centage (or the number) of unprotected connections in the network after reconfiguration is
reduced. The reason for that is that limited resource sharability will effectively limit the
flexibility of the reprovisioning algorithm in finding protecfion resources for unprotected
~ demands. Another side effect is that limited sharability will limit the overall performance of
the network since fewer connections can be accommodated by the network. Alternatively,
unlimited resource sharability may provide the necessary flexibility in allocating protection
capacity to unprotected demands after the first failure but as the figure shows a larger group
of demands become unprotected and require reprovisioning. Moreover, if distributed re-
provisioning is implemented, larger number of connections attempting to reserve protection
éapacity will amplify the contentions over resources yielding higher blocking and leaving
more connections unprotected even when resources are available.

Therefore, it‘ is clear that there are two conflicting design constraints: on one hand
limited level of sharability may reduce the number of unprotected connections but at the
expense of limited network performance and less flexibility in allocating protection capac-
ity for unprotected connections; on the other hand, higher level of sharability may result in
larger number of u}lprotected connections after the first failure and magnifies the effect of
contentions under distributed control but yields higher degree of flexibility in provisioning

protection capacity.
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Figure 4.2: Percentage of Unprotected Connections before Re-provisioning vs. SI

4.4 A New Reprovisioning Approach

In the previous section, we presented a scheme for resolving the list of unprotected con-
nections that result from link failure recovery. We showed that upon the recovery of a
failed demand (w!) the shared protection capacity along its backup b; becomes unavailable
and therefore a total of connections (3; — ;) become unprotected and require new backup
reprovisioning. This number may be quite large, especially if unlimited resource sharabil-
ity is allowed [67]. Therefore, the motivation to propose a new reprovisioning scheme is
to reduce the total number of connections that have to be reprovisioned; thus to decrease
both the management overheads in provisioning a large number of backup connections and
the reservation contention (conflict) Betwecn multiple unprotected connections trying tb
re-establish backup capacity.

Note that when a connection’ (wf) is restored onto its backup (b;), shared protection
capacity along b; becomes temporarily unavailable for other demands whose backup routes
share that capacity (i.e., {w’gi,wlz‘[‘)i,...,wg .-}’ a=1,...,m). Instead of provisioning new
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backup capacity for these newly unprotected demands (whose number may be large), a new

l,new

working path w;™" may be provisioned for each failed lightpath, wf, that is link-disjoint

1 ,new

with b;. Upon successfully completing the provisioning of w;™ ", the traffic is simply

Jnew

reverted back from b; to wﬁ leaving the rest of unaffected connections intact. Here,

;new

traffic is switched back to wf- upon successfully provisioning the required resources

avoiding any disruptions. However, note that the protection capacity along b; may not

preserve its sharability status since wﬁ’"ew could be non link-disjoint with (some) demands
. . . . . . lgl' lgi lgi
whose protection lightpaths share protection capacity with b; (i.e., {w" ,w; ""’Wka,,-}’

a=1,...,m). Insuch acase, a new backup path (b7*") or new protection capacity along b;

| ,new

- - . . b b bi
needs to be provisioned to protect w;” ", avoiding the disruption of {wll" ,wlz“ ,...,wi‘;’i},

I ,new
i

a=1,...,m. If the provisioning of w (and/or b{°") fails then we compute the set
of all unprotected connections resulting from the recovery of wé and re-provision them
accordingly (similar to scheme I). Note that when wavelength conversion is deployed, only
the links along b; where protection wavelength(s) cannot be shared are identified and new
protection wavelength(s) on those links are provisioned. Finally, the same procedure is
applied to all working paths {w},wb,...,wl} of failed demands. Upon finishing this phase
(phase 1), other unprotected connections in othér categories that are not considered in phase
1 are reprovisioned.

The effectiveness of this new scheme (termed thereafter as scheme II) is best shown via
an illustrative example in Figure 4.3. We assume initially b1, b2 and b3 are all setup using
A1, and by shares A1 on link (D-E) with b, and on link (E-H) with b3. When link (B-F) fails,
wy is restored to its backup by and as a result, b, and b3 become unavailable since they can

no longer share protection capacity with b;. Hence b1, w and w3 become unprotected and
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Figure 4.3: Example for Re-provisioning

three new protection paths (or capacity) need to be reprovisioned in Scheme I in order to
fully protect the network against a subsequent failure. Under scheme II however, when wy
is restqred to its backup, connection b1, w and w3 become temporarily unprotected. Hence,
if we can find a new working path (wi®") that is link-disjoint with b; to carry the failed
traffic, then b, and b3 can become available again and their corresponding connections
are fully protected. Note that w{®¥ may not be link-disjoint with w; and/or w3 (w; in this
example); Therefore, by cannot share any protection resource with ;. In a wavelength
continuous network, a new backup b7 (and protection wavelength) that is link-disjoint
with w{®" has to be provisioned. Ina wavélength convertible network, the conflict links are
identified (e.g., (D-E)) and .a different wavelength is provisioned along those links (e.g., A2
can be assigned to b on link (D-E) leaving the rest of the backup lightpath intact).

Note that this approach differs from the Scheme 1. Here the total number of temporarily
unprotected connections during the reprovisioning time is equal to Ay, and the total number
of connections to be reprovisioned is computed differently. Namely, when a connection wf
is rerouted to its backup b;, a total of §; — B;+1 (0 < B; <m; < 8;,i=2,...,x; “1” means wf

itself) connections become temporarily unprotected. Now if the algorithm is successful in

|,new

L e [ ,new . . s e .
provisioning w;"*" or.(w;"*", b*"), then §; — B; connections do not require reprovisioning;
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otherwise, 8; — B; + 1 connections require reprovisioning. Here, 3; is computed in a similar

l,new

way to T; except that when a connection (e.g., wf-) successfully provisions w;”" ", then its

corresponding set (S;) becomes empty. Example, 8 — mt2 = |S2| — |S2 N S1| = |S2|, when
| new .

wy " is successfully provisioned. The total number of connections requiring reprovision-

ing upon the re-routing of wf can be expressed by:
Xi = Mi+2(1=n)p+ (1 =) (1 — ) (8 —Bi+1) (19)

where: n = {0,1},[Li= {0,1},31 =0,and 0 < Bi <m < 8,-,i=2,...,x.

MW is successfully reprovisioned, otherwise

1; is a parameter that is set to 1 when wi
it is set to 0. p; is a parameter that is set to 1 when (W}, b"¥) require reprovisioning,
otherwise it is set to 0 and §; — 8; + 1 connections become unprotected and require repro-

visioning. Hence, the total number of connections requiring reprovisioning in this new

scheme upon the first failure is:

Vi=y-¥'+3 (1) 20)

i=1

where Y/(0 <Y’ <Y <y) is the number of unprotected connections corresponding to the
failed backup connections {bl1 , b’z, cees bﬁ,} that have already been considered.

Now, the lower bound for V; is defined when all failed connections (wﬁ ) are rerouted to
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| . new

their backup paths (b;) and then new working connections (w;" ") are successfully provi-

sioned. Here, n); = 1 and Y’ = 0, therefore:

VI =xty @1

On the other hand, the upper bound (i.e., when all failed connections do not succeed in

| new
i

| ,new

provisioning w (or w;*" and b°") corresponds to ; =0, 4; =0,Y' =Y, and f; = m;:

M=

X
VPP =y =Y + 2 (8= it 1) =x+y—Y + ¥ (8 —m) = A 22)

1 i=1

-~

and therefore,

x+y<Vi <A (23)

This clearly shows that, in Scheme II, the number of unprotected connections to be
reprovisioned in order to improve the network restorability can be significantly reduced
and its worst case performance converges to that of scheme 1. The steps of scheme II are
detailed in Algorithm 3:

As before, higher level of resource sharability leads to higher percentage of unprotected
connections b_efore reprovisioﬁing. If resources are available to provision a new working

‘lightpath (and a new backup lightpath if necessary) for each féiled connection, then unnec-
essary reprovisioning of a large number of connections can be avoided. Therefore, under
the premise that only new working connections are provisioned, résource sharability may
have minimal impact on the performance of the reprovisioning algorithm. Notice, how-

ever, that this scheme does not neglect completely the effect of resource sharability. If the
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Algorithm 3 Pseudo code of Scheme II in Reprovisioning

1: Each demand whose working path, w;, is affected by the first failure is rerouted to its
backup route, b;, and resources along w; are released.

2: For each failed demand, find w{*" with enough capacity that is link- dlS_]Olnt with b; and
the primary routes of all demands sharing protection capacity with w?®”. If successful:
reserve the working capacity along w®”, and revert the traffic into it from w}*".

3: Otherwise, find w}®* with enough capacity that is link-disjoint with b; and find new
protection capacity for b7¢*. If successful revert traffic to w}®", otherwise, compute
new pair (W, b7°") and reserve corresponding capacity; if successful revert traffic to
wiew,

4: For each failed demand that can not be reprovisioned in step 2 and 3, identify the list
of all unprotected connections.

5: For each unprotected demand, release protection capacity that is already reserved and
no longer useable. Repeat until all demands are processed.

6: Compute a link-disjoint route with the working path of each unprotected demand and
allocate protection capacity if available.

7: Reserve capacity and repeat step 6 until all unprotected connections are processed or
no reprovisioning is possible.

algorithm does not succeed in provisioning (some) new working connections for failed de-
mands, then as in scheme I, the unprotected connections (those in categories 1 and 3) will
be identified and reprovisioned. Accordingly, under this situation, the sharability level will
have an impact on increasing the number of connections to be reprovisioned under this new
scheme.

Two observations are in order here. First, resources along the routes of failed working
connections are released (i.e., stub release) after the recovery from a failure which makes
reversion to original paths impossible after the repair of the failed link. Although the issue
of stub release is outside the scope of this paper, however, we note that leaving resources
along the routes of failed connections unreleased (no stub release case) could degrade the
immediate performance and increase the blocking rates of new arriving connections. More-
over, leaving resources reserved but unused may also increase the vulnerability of the net-

work to new failures as searches for spare capacity to protect the exposed (unprotected)
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connections against a potential subsequent fault could fail due to unavailable resources. On
the other hand, one drawback of stub release is that when a link is repaired, some of the
connections may be routed through longer routes, which could result in semi-optimal op-
eration of the network. Since spare capacity reconfiguration is done immediately after the
occurrence of a fault, an operator that is concerned about the vulnerability of its network
may want to exploit all available resources to reduce the risk for new failures. Therefore,
we assume stub release in our study and for fair comparison stub release is implemented
for both reconfiguration schemes.

Second, the drawback of Scheme 1I is manifested in the new service hit resulting from
the reversion of affected traffic from active protection paths to new working paths. It is
worth mentioning that this new traffic switch happens only upon the successful setup of
these new working connections and hence may not necessarily result in extended recovery
times. Note that in order to reduce the risk of the second service hit in a network with mul-
tiple classes of protection [54], an operator may choose not to allow higher class traffic to
switch to new routes. Ultimately, it is a tradeoff between better reprovisioning performance
(hence, higher robustness) and higher quality of servicé (in case second service hit may be

considered as severely degrading the service of the network).

4.5 Centralized and Distributed Reprovisioning

‘The performance of reconfiguration strongly depends on the implementation of the un-
derlying algorithm. An algorithm typically can either have a centralized or a distributed

implementation [68]. Under a centralized implementation, a central network management
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system (NMS) holds the global information of network resources, such as network topol-
ogy, link states, wavelength usage on each link, sharability information for protection re-
sources, etc., and the corresponding steps of the particular algorithm (e.g., scheme I or II)
are executed at this central controller. Here, upon the occurrence of a failure, the network
will take the responsibility of recovering the failed connections through a standard signal-
ing recovery protocol [47] and the central controller is informed through an alarm message
to initiate the reprovisioning procedure.

Upon receiving an alarm, the central controller identifies the list of unprotected connec-
tions (if scheme I is deployed). For every unprotected connection in the list, a new protec-
tion path with available capacity is determined. The controller then configures resources
by notifying each node along the route. After the controller receives acknowledgment from
each node, it will send a message notifying the source node of the appropriate changes to
its protection path. Similarly, when scheme II is used, the controller sequentially executes
the steps in Algorithm 3 in order to avoid contention for capacity, which may lead to in-
creasing the number of unprotected connections in the network and therefore increasing
the vulnerability to a subnequent failure.

Alternatively, under distributed implementation of scheme I, the source node of each
unprotected demand is responsible for reprovisioning new protection capacity for its con-
nection. We deploy here a simple distributed provisioning approach with forward reserva-
tion [69], whereby the source node of one unprotected demand computes a new path and/or
a new protection wavelength. Subsequently the node sends a control message containing
the new selected wavelength to reserve resources along the entire path. If at least one node
along the route is not successful in reserving the selected wavelength, the reservation fails
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and the connection is deemed unprotected. Here, unlike the centralized scheme where all
connections are reprovisioned sequentially, all unprotected connections attempt to reserve
protection capacity simultaneously and therefore contentions [11, 69, 68] may likely occur
among connections requesting the reservation of the same resource. Clearly, a connection
failing to find new protection capacity will be left unprotected and ultimately increases the
network vulnerability to a subsequent failure. Further, if the number of unprotected con-
nections simultaneously attempting to reprovision new protection capacity is quite large,
contention over resources is more likely to increase. Therefore, to achieve a better network
restorability, the‘effect of confentions will have to be reduced. The authors of [70] noted
this problem of mass redial following a link failure to restore traffic; they argued that such
problem arises only in an uncoordinated distributed framework (such a framework they
refer to as distributed with blind reattempts). As a result, a blind scheme could yield ex-
tended restoration times and degraded overall recovery success. Hence, a form of overall
coordination of the multiple simultaneous reprovisioning attempts is required. A schedul-
ing method to coordinate the restoration process of multiple simultaneous connections is
presented in [38].

Similarly under scheme II, when the failed connection is restored to its protection path,
the source node attempts to provision a new working path (w/¢*), or if fails, to provision
a new pair (w}¢", b7") by using forward distributed reservation. If this step fails, then the
source node of this current failed connection will identify the list of unprotected demands
(resulting from occupying the shared protection capacity) and subsequently inform their

source nodes to reprovision new capacity to protect their connections (step 4 and after).
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As before, contentions are likely to occur among multiple connections simultaneously at-
tempting to provision new capacity (i.e., wavelength resources); therefore resulting in an
increase in the number of unprotected connections after reprovisioning.

One of the advantages scheme II possesses over scheme I is that the number of con-
nections to be reprovisioned is potentially much smaller; therefore making the impact of
contentions on network restorability less severe. To mitigate the impacts contentions may
have on the network restorability, some form of reconfiguration coordination among con-

-tending connections is required as mentioned previously. One simple method that is used
in this work, however, is to allow unprotected connections attempting to reprovision and
failing to succeed (due to contention) to reattempt [71] a new provisioning after select-
ing a different wavelength if possible. The advantage of reattempting is that blocking due
to contentions may be reduced; however, the drawbacks are increased network reprovi-

| sioning times. Later we will see that reprovisioning retries strongly reduce the impact of

contentions, and accordingly improves the network robustness.

4.6 Simulation Results

We study the performance of lightpath reprovisioning in nation wide network (Figure 4.4)
cor.lsisting of 24 nodes and 43 bi-directional links. Requests are uniformly distributed be-
tween all source-destination pairs and arrive at each node via a Poisson process with a
mean arrival rate of A arrivals/ms. Meanwhile, the connection-holding time is exponen-

tially distributed with mean 1/p m and the number of wavelengths per link is W=642. A

2This flat capacity networks is artificial and is unrealistic of real networks. It is only used as a suitable
test case for research purposes.
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Figure 4.4: Sample Network Topology

standard disjoint shortest path algorithm is used for computing working and backup routes
for each demand and a random waveléngth assignment scheme is adopted [11]. Wave-

length resources are pre-assigned on protection routes, however cross-connect switches

. arenot configured at the time a connection is setup. Every node maintains a network state

database reflecting the availability and sharability of wavelengths on its outgoing links. The
capacity reprovisioning algorithm is assumed to run after the occurrence of each.failure in
order to protect the network and the carried connections from a potential next failure. In our
simulation experiment, we assume that a failure occurs after a large number of connections
have been admitted into the network. To measure the effectiveness of the reconfiguration
algorithms, we take down randomly a second link upon completion of the reprovisioning
process and measure the restorability of the connections in the network. Our results are av-
| eraged over all possible d(;uble link failures. The simulation operating points (i.e., blocking
rates) vary between 0 at a load of 100 Erlangs and 0.2748 at 1000 Erlangs.

Table 4.1 summarizes the performance of reprovisioning under centralized implemen-

tation. We compare the conventional scheme (Scheme I) versus the proposed scheme
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(Schefne IT) in terms of total number of unprotected demands before reprovisioning (U;), to-
tal number of demands to be re-provisioned (R;), total number of successfully re-provisioned
demands (SR;), and the total number of unprotected derﬁands after reprovisioning (UA;,
these are the connections that are vulnerable to new failures). We simulate the failure of a
link and calculate the number of unprotected demands upon the failure (i.e., before repro-
visioning); note that this number is the same for both schemes and it is equal to the number
of connections to be re-provisioned in Scheme I (i.e., Uy = Up = Rj). For Scheme II, the
number of unprotected connections after reprovisioning and the number of successfully
re-provisioned connections are measured to determine the total number of reprovisigned

connections (i.e., Ry = UAy + SR»).

[Toads | Ry | UA; [ SR | R; | UA; | SR; |

100 | 37 0 37 16 0} 16
200 | 48 0| 48| 23 0] 23
300 72 31 69| 34 07 34
400 | 104 31101 47 0] 47
500 | 146 91137} 63 1| 62
600|152 | 13[139}| 74 3] 71
700 | 153 201133 94| 10| 84
800|167 | 19| 148 | 97 71 90
900 | 171 { 27 {144 97 9| 86
1000 | 177} 341143 {113} 20| 93

Table 4.1: Scheme I vs. Scheme II - Centralized Reprovisioning

For example, in Table 4.1, shows that when the load is 500 Erlangs (i.e., blocking rate
of 0.0182), the total number of unprotected connections resulting from the recovery upon
first failure is 146. Under scheme I, a total number of 146 connections are reprovisioned
and 9 connections are left unprotected (9:146). This shows that reprovisioning dramatically

reduces the network vulnerability by protecting demands that are exposed to future failures.
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[Loads | Ry [UA1 [SRi | Ry [UA; [ SR, |
100 37| 9] 28] 17| 1] 16
200 48| 17] 31| 24| 1] 23
300] 72 30] 42| 44| 7| 37
4001104 | 48| 56| 55| 9| 46
5001146 71 75| 91| 14| 77
600|152 | 83| 69[100| 25| 75
700153 83| 70[120| 29| 91
800 [167 | 83 ] 84[113] 21| 92
900 [171 | 90| 81]135] 36| 99
1000 [ 177 94| 83 [148| 33115

Table 4.2: Scheme I vs. Scheme II - Distributed Reprovisioning

On the other hand, scheme II shows that although 146 connections are unprotected, only
63 connections need to be reprovisioned and 1 connection is left unprotected out of 146
(1:146). Further, when the load increases, e.g. 1000 Erlangs, the gains of scheme I and
IT are 34:177 and 20:177 accordingly with only a total of 113 connections reprovisioned
under scheme II. Clearly, the benefits of reprovisioning are evident. Our findings are in
two aspects: (1) the number of unprotected connections in the network after reprovisioning
is much lower in Scheme II than Scheme I. This indicates a better network restorability
and less vulnefability to another failure; (2) the total number of connections that require
reprovisioning upon a failure is lower in Scheme II. This yields a clear advantage as it
can substantially lighten network management overheads and reduce contentions amongst
simultaneously protection re-routing/reservation attempts. Overall, the results show that
* the proposed Scheme II pefforms less reprovisioning and yet achieves better protection.
The performance results of reprovisioning under distributed implementation are shown
in Table 4.2. Similarly, the results show the advantages of network reprovisioning in reduc-

ing the total number of unprotected demands in the network after the first failure. However,
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it is important to notice that distributed feprovisioning protects fewer connections than the
centralized scheme. This is mainly due to the fact that in a distributed environment, con-
nections contend among each other to reserve protection capacity. For example, when the
- load is 1000 Erlangs, 94 connections (Table 4.2) are left unprotected after distributed re-
provisioning (using scheme I) whereas oﬁly 34 connections (Table 4.1) are unprotected if
reprovisioning is centralized. This therefore will adversely affect the network robustness
in advancé of a second failure.

Two observations are in order here. We first notice that the total number of reprovi-
sioned connections for scheme II under distributed implementation is larger than that under
centralized implementation (e.g., 148 vs. 113 at 1000 Erlangs). Unlike centralized reprovi-
sioning, under distributed implementation our experiments showed that more connections
will not be successful by using step 2 and 3 in Algorithm 3 (mainly due t(; contentions while
simultaneously attempting reservation) and as a result, a lager number of connections will
be reprovisioned by using step 4—7, therefore resulting in a larger number of reprovisioned
connections. Moreover, note that the impact of contentions during reprovisioning is more
severe on scheme I than scheme II. The justification for this is explained by the fact that
under scheme I, all identified unprotected connections are reprovisioned simultaneously.
Clearly the larger the number of connectiéns reprovisioned simultaneously, the stronger is
the impact of contentions. Alternatively under scheme II, the algorithm starts by reprovi-
sioning only the directly affected connections (i.e., step 2 and 3 in Algorithm 3) and then it
resorts to step 4—‘7 if necessary. Now, since the total number of failed connections is much
smaller than the number of total unprotected connections, contentions will have a lower

effect.
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~ Overall, under distributed reprovisioning, a demand may fail to protect its connection
for two reasons: (1) due to unavailable resources or (2) due to contentions with other con-
nections. We measured the impact of contentions on increasing the number of unprotected
connections in Figure 4.5. Clearly, most of unprotected connections fail to find protec-
tion capacity (wavelength).due to contentions while attempting to reserve resources. Also,
figure 4.5 shows the strong impact contentions have on scheme I.

To minimize the impact of contentions, we propose that a connection that is being
blocked due to only contention be allowed to select a new wavelength from the set of
available wavelengths for this connection and retries its reservation. Figure 4.6 shows the
benefits of this retry scheme in reducing the number of unprotected connections. This
“reselect and retry” scheme improves the chance of future successful reprovisioning of
connections blocked due to contentions. The figure shows that after one retry, the number
of unprotected connections under scheme I reduces from 84 connections to 50 connections

at 1000 Erlangs and to only 28 connections after 3 successive retries with much smaller
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(almost negligible) improvement after further retries. Simi_larly scheme II also benefits
from “reselect and retry”. However, scheme I benefits more than scheme II from retrying
since larger number of blocked unprotected connections can retry until eventually blocking
is due to only failure in finding available resources. The disadvantage of retrying, howeyver,
is the increase in the overall reprovisioning time. Our simulations showed that the total
network reprovisioning time is kept well under 1 second when the total number of retries
is 3.

Next we study the impact of resource sharability b'y measuring the percentage of un-
protected connections in the network before and after reprovisioning. Figure 4.7 shows
the performance of the two reprovisioning algorithms in a wavelength convertible (Figure
4.7(a)) and continuous (Figure 4.7(b)) network. As the level of sharability (or sharability
index, SI?) of protection resources increases, the figure shows that the percentage of un-
protected connections in the network before reprovisioning increases because connections
are packed together and more connections are admitted to the network. This result is as
well confirmed in a previous study by [62]. Clearly, capacity reprovisioning (under both
schemes) improves the network performance by substantially reducing the percentage of
unprotected connections (e.g., a decrease from 42% to 6% at higher SI in a wavelength
convertible network using scheme I) and therefore making the network less vulnerable to
subsequent failures.

One interesting finding, shown in Figure 4.7(a), is that of the impact of SI on the re-
provisioning gain. ’Namely, the lower percentage of unprotected connections before répro-

visioning at lower SI does not necessarily mean a good reprovisioning performance (i.e., a

3The SI here varies between 2 and 10 where a SI = 1 corresponds to the dedicated protection case.
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lower percentage of unprotected connections). The figure shows that as the sharability in-
dex increases, the percentage of unprotected connections after reprovisioning decreases for
scheme I (10%-6%) while it remains almost constant for scheme II (~3%) with better per-
formance than that of scheme I. The reason is that a lower SI will limit the flexibility of the
reprovisioning algorithm in finding and judiciously allocating protection resources among
unprotected demands. On the other hand, a highe;r SI will allow the network to accom-
modate more unprotected demands during reprovisioning by sharing the limited available
resources. Therefore, the figure shows a larger performance gain at higher SI (~36% (42%-
6%)) than at lower SI (20% (30%-10%)). Alternatively, scheme II shows a fixed percentage
of unprotected connections at different sharability indices. The reason for that is due to the
fact that scheme II gives preference to provisioning new working capacity (which is not
impacted by SI) for failed demands in order to avoid reprovisioning a larger number of
protection connections. Note that the reprovisioning gain is improved in Scheme II (~40%
at higher SI vs.26% at lower SI) since more connections are admitted to the network at
higher SI. Similar results are shown in Figure 4.7(b), except that the percentage of unpro-
tected connections is smaller since in a wavelength continuous network, fewer connections
are admitted to the network due to the wavelength continuity constraint.

A major metric of comparison we also use to evaluate the benefits of capacity recon-

figuration is the network robustness. Here, robustness is defined as the capability of the
network to maintain high restorability* of its connections (e.g., < 95%) when two links are

randomly taken down (one after the other). We measure the robustness before and after

4The restorability of a double failure (i, j), R(i, j), is defined as the portion of all working paths w; +w;
on links i and j that are simultaneously affected and survive the failures [54, 55].
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Figure 4.7: Impact of Resource Sharability on Reprovisioning

reprovisioning under unlimited resource sharability. The robustness is measured by first
taking a link down and then measuring the restorability of the connections when another
link fails from the remaining links. We then measure the percentage of links that result in
a particular restorability value. This experiment is repeated for all links in the network and
then we average all the results. Hence the larger the fraction of network links that yield
higher connection restorability, the better is the overall robustness. In other words, given
equal failure probability on all links, if dual failure restorability is kept at a desirable level
for the majority of these links, then the network' is said to be more robust.

We evaluate the network robustness of schemes I and I by the comparison of the double
failure restorability before and after reprovisioning. Figure 4.8 shows the distribution of
the number of links (percentage) with regard to network restorability intervals. We use 10
different intervals for the network restorability ranging from 0 to 100%. Namely, one large

interval is chosen to cover a relatively low restorability range 0-73% and the remaining
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Figure 4.8: Network Robustness at 1000 Erlangs

intervals are chosen in increments of 3% to cover higher ranges above 73%. Namely, in
Figure 4.8(a), the figure shows the robustness of the network as the probability of having the
restorability (R) within a certain interval. When the network does not use reprovisioning
upon a failure, the 94% restorability is defined as Pr(R > 94%) = Pr(R € [97% — 100%))
+ Pr(R € [94% — 97%) = 0.47 (i.e., only 47% of the network links yields restorability
. above 94% after first recovery). After reprovisioning using Scheme I, this value increases
to Pr(R > 94%)=0.85 and even further to Pr(R > 94%)=0.95 using Scheme II. The results
show that the robustness improves substantially after reprovisioning; moreover Scheme II
achieves significantly better robustness since the number of unprotected connections after
reprovisioning here is much smaller than that under Scheme 1.

Next, we present an evaluation of the reprovisioning technique under distributed im-
plementation with no retries. As we mentioned in section 4.5, a major limitation under

distributed implementation is the reduction in the number of successfully reprovisioned
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connections after the first failure due to contentions. Figure 4.8(b) shows the network ro-
bustness; Pr(R > 94%) = 0.82 under scheme II whereas Pr(R > 94%) = 0.63 under scheme
I. This finding is explained by Table 4.2 since the number of unprofected connections after
reprovisioning in scheme II is much smaller than that under scheme I (e.g., 34 vs. 94 at
1000Erlangs). Again, the results show a much Better network robustness of scheme II over
scheme I under distributed implementation.

Finally, we study the beneﬁts of “reselect and retry” on improving the network robust-
ness by reducing the impact of contentions when capacity reprovisioning is distributed.
Figure 4.9 presents the percentage of links that achieve restorability above 97%. Clearly
the figure shows that after only one “retry” attempt using reprovisioning scheme II, 75%
of the network links can achieve restorability above 97%; this result is considerably good
given that under centralized implementation of the same scheme, 78% of the network links
can achieve restorability above 97%. On the other hand, scheme I benefits more of reser-
vation retries since the performance is monotonically increasing (see Figure 4.9). However
the performance is always inferior to that of scheme II, and moreover it is worth men-
tioning that when the number of retires increases, the overall reprovisioning time becomes
longer. Note that Figure 4.9 also shows the ngtwork robustness before reprovisioning and

that under centralized reprovisioning for comparison reasons.

4.7 Conclusion

We studied the problem of improving restorability in shared optical mesh networks for dual,

near-simultaneous failure events in Chapter 4. A novel capacity reconfiguration scheme for
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shared backup path protection is introduced in order to reduce the number of unprotected
" connections after the first failure and in advance of a second failure. We showed that the
new scheme re-provisions fewer connections and protects more demands. We discussed the
implementations of reprovisioning under both centralized and distributed control and found
that under simple distributed implementations, the robustness of the network degrades due
to excessive contentions that occur when simultaneous connections attempt to reconfigure
their capacity. We ‘also showed that the proposed reprovisioning scheme performs better
than the conventional scheme under distributed implementation since the number of result-
ing unprotected demands is lower and accordingly the contentions during reconfigurations
is less. Finally, we presented a simple method to reduce the impact of contentions by al-
lowing unsuccessful connections to reattempt reprovisioning and we validated our work
through extensive simulations experiments. One drawback, however, for the proposed al-
gorithm is manifested in the possible second service hit for recovered connections in order
to reduce the number of exposed demands. Therefore, an operator must weigh the gain

achieved from spare capacity reconfiguration (in terms of improved robustness again dual
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failures) vs. the slight reduction in the quality of service provided by the network.
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Chapter 5

Multiple-Link Failures Survivability in
Optical Networks with Traffic Grooming

Capability

5.1 Introduction

As we mention in Chapter 4, recent research has focused on improving the service avail-
ability of these networks against multiple simultaneous failures either through preplanned
redundant capacity or through capacity reprovisioning or further using p-cycle reconfigu-
ration in mesh networks. Most, if not all, of these efforts have assumed that every user de-
mands a bandwidth equals to the full wavelength capacity. Currently, the transmission rate
of a wavelength channel is STS-192 (10Gbps) and expected to grow to STS-768 (40Gbps)

in the near future. Bandwidth requirement of a typical connection request varies, however,
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from full wavelength capacity to as low as STS-1 or lower. Hence, it is necessary to effi-
ciently pack these lower speed demands (or connections) onto high capacity light channels
(also known as lightpaths) in order to better utilize the network resources. This problem
has emerged lately and is known as the traffic grooming problem (72, 73, 74, 75, 76, 77].
Traffic grooming refers to the problem of efficiently packing low-speed connections onto
high-capacity lightpaths in order to better utilize the network resources and has been stud-
ied extensively over the past years both for SONET/WDM ring networks [76, 77] as well
as in optical mesh networks [72, 73, 74, 75].

Now, how to efﬁciently groom such low-speed connections while satisfying their pro-
tection requirements is best known as survivable traffic grooming (STG) problem and
presently is attracting some considerable research efforts [78, 79]. The authors of [78]
have proposed different frameworks for protecting low-speed connections against single
link failures in optical mesh networks and have shown that providing collective protection
of connections at lightpath level (PAL) achieves better performance than protecting at the
connection level (PAC) while it also requires a smaller number of grooming ports. To make
connections survivable under various failures, such as ﬁber cut and duct cut, the authors of |
[79] studied the static STG problem under the general shared risk link group diverse rout-
ing constraints where protection is provided at the lightpath level. They formulated the
problem as an integer linear program and proposed several heuristics.

In this chapter we revisit the problem of survivable traffic grooming in mesh networks
and we study the survivability of connections against multiple concurrent failures where

concurrent implies that the new failure occurs before the previous failure has been repaired.
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We focus on mesh networks that are only designed to withstand all single link failures ei-
ther through lightpath level protection or through connection level protection with shared
backup resources. To combat the effect of multiple failures, and hence improve the ser-
vice availability, we propose to use capacity reprovisioning, as discussed in Chapter 4. We
present lightpath level and connection level reprovisioning as complementary approaches
for survivable traffic grooming to achieve better service robustness against multiple failures.
Note that when connections are protected at the lightpath level, the process of reprovision-
ing takes place at that level (thereafter referred to as lightpath level reprovisioning, LLR);
in other words, only the li ghtpathé that become unprotected/vulnerable need to be reprovi-
sioned. Alternatively, if the connéctions are protected at the connection level, reprovision-
iﬁg takes place at connection level (thereafter referred to as connection level reprovisioning,
CLR). We compare the performance of these two schemes and present some results on the
robustness of the network under both frameworks. Our results show that connection level
reprovisioning substantially outperforms the lightpath level reprovisioning.

The rest of the chapter is organized as follows. Section 5.2 presents an overview of the
survivable traffic grooming problem and we present some simple heuristics and compare
their performance. Section 5.3 presents a detailed study of the reprovisioning approaches

and we quantify their performances in section 5.4. Finally, we conclude in section 5.5.
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5.2 Survivable Traffic Grooming

5.2.1 Background

Grooming connections while still satisfying their protection requirements is known as sur-
vivable traffic grqoming, STG [78, 79]. Different schemes have been proposed for protect-
ing connections, namely protection at lightpath level (PAL), mixed and separate protection
at connection level (MPAC and SPAC).

Under PAL, a connection is typically routed through a sequence of protected lightpaths
(p-lightpaths) where a p-lightpath is a pair of working and link-disjoint backup lightpaths.
A wbrking lightpath cnnsumes one grooming add port and one drop port and wavelengths
along the route of a lightpath are reserved and configured. Resources for a protection
lightpath, on the other hand, are only reserved and they are setup after the failure. Hence, a
protection lightpath does not consume any grooming add/drop ports. Normally, a demand
is routed over a multihop route (sequence of p-lightpaths) if there is no direct lightpath
with enough capacity connecting the source and the destination of the demand. In case
of a failure along the working lightpath, the carried traffic (i.e., the set of connections
routed through this lightpath) is restored onto the protection lightpath; only the end (and
intermediate) nodes of the lightpath are aware of the switching and the end nodes of the
failed connections are oblivious to this protection switching.

Figure 5.1(a) shows an illustrative example of 4 p-lightpaths. A demand, d;, between
nodes A and F can be routed through lightpaths ‘(ll-lz) where [; and [, are protected by b
and b, respectively. Note that under PAL two p-lightpaths can share wavelengths along

their protection lightpaths if their corresponding working lightpaths are link disjoint. For
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(a) PAL (b) PAC

Figure 5.1: Tllustrative examples of STG

example, I; and /3 can share the same protection wavelength along link (D-E) since they
are link disjoints.

Alternatively, PAC provides end to end protection at the connection level and has two
variants (SPAC and MPAC) that differ in the Way connections are protected [78]. In SPAC,
a connection is routed via a link-disjoint working and backup routes. Thé working traverses
a sequence of lightpaths and the backup traverses a sequence of wavelength links, where
each wavelength link consumes a pair of grooming ports, add and drop, at each end of the
link. Under MPAC, a demand is routed via link-disjoint working and backup paths each
traversing a sequence of lightpaths. Each lightpath consumes a pair of grooming ports, one
add port at the source and one drop port at the destination. Every lightpath traversed by a
- working connection reserves a fixed amount of bandwidth to carry the demand traffic. A
lightpath that is traversed by a backup connection correspondingly reserves a fixed amount

of its capacity to protect against the failure of the working connection. In this thesis, we

will only use MPAC and we use the term PAC to refer to this grooming policy.
A working connection fails when any of the lightpaths that it traverses fails. Upon the

failure, the source node of the failed demand switches traffic from the working connection
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into its corresponding backup. Bandwidth sharing is achieved under MPAC when two de-
mands have their corresponding working connections physically end-to-end link-disjoint
and their backup connections traverse the same lightpath(s). Figure 5.1(b) shows an exam-
ple of PAC grooming. The figure shows a set of existing lightpaths; when a new demand d;
arrives (e.g., between nodes C and H and demanding a bandwidth of STS-12), it is routed
through /5 and /5 and is protected by lightpaths Ig, I4 and [;. A demand, d;, between nodes
D and E and bandwidth 2xSTS-12 can be routed through /3 and protected by /4. Here, d}
and d; are both end-to-end link-disjoint and both share the same lightpath I4, hence they can
both share the protection bandwidth reserved along /4 and the new protection bandwidth
reserved along /4 becomes 2xSTS-12. When a link fails, the lightpaths routed through
that link will fail and hence the connections routed through every failed lightpath will also
fail. As mentioned before, those failed connections will be restored by their corresponding

source nodes.

5.2.2 Comparison between PAL and PAC

For a pomprehensive quantitative and qualitative coinparison between PAC and PAL frame-
works, we refer the reader to the work of [78]. These schemes differ in two main charac-
teristics, namely the routing and the backup bandwidth sharing. In terms of routing, PAL
provides end to end protection at the lightpath level whereas PAC provides end to end pro-
tection at the connection level. In PAL, after the failure of a link, the end nodes of a failed
lightpath configures the protection lightpath and switch the traffic into it and the end nodes -

of the connections are unaware of this process. Alternatively, in PAC the end nodes of the
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failed connections configure their backup paths and restore the traffic. Under PAL, only
working and protection paths of a p-lightpath must be link disjoint and the working and
protection path of a demand need not be end to end link-disjoint. In PAC, however, the
working and backup routes of a demand must be end to end link disjoint. Hence, when a
demand spans multiple lightpaths, it becomes difficult to find an end to end link disjoint
protection path to protect the connection.

With respect to backup sharing, protection wavelength links are the resources that can
be shared in PAL. Namely, two p-lightpaths can share the same protection wavelength
link if their working lightpaths are link disjoint and their protection lightpaths traverse
through that same protection wavelength. ‘Hence, all working connections traversing these
p-lightpaths are said to be sharing that protection wavelength link. However, under PAC
(i.e., MPAC) the sharing unit is a lightpath (or tﬁe backup bandwidth reserved in a light-
path). Hence, two demands (d; and d3) under PAC can share protection bandwidth in a
lightpath [ if (1) their corresponding working connections are end to end diversely routed
and (2) their protection connections traverse lightpath /. Then the backup bandwidth re-
quired on lightpath [ is max(bwr,bw;) where bw; and bw, are the bandwidth requirements
of demands d; and d; respectively. Clearly, since a lightpath may traverse multiple physical
links and a conne_ct‘ion is routed through multiple lightpaths, it is less likely that conditions
(1) and (2) are together satisfied and hence bandwidth sharing is hard to achieve. All these
reasons make the PAC algorithm less attractive than PAL; the authors of [78] have evaluated
using simulations the performance differences between PAL, SPAC and MPAC. Ove%all re-
sults showed that PAL achieves best performance when the number of grooming ports is

either smal_l or moderate.
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Moreover, as mentioned earlier, under PAL only the working lightpath consumes add/drop
grooming ports whereas under PAC every lightpath consumes add/drop grooming ports
(note in SPAC every wavelength link along the protection route consumes one pair of
add/drop ports). PAC, on the other hand, allows both working and protection connections
of different demands to be routed through the same lightpath, a flexibility that does not

exist under PAL.

5.2.3 STG Grooming Heuristics

Clearly, while PAL trades the flexibility in grooming for the freedom of backup sharing,
PAC allows working and backup connections of different demands to be groomed on the
same lightpath. However, one major drawback for PAC is the difficulty in sharing backup
bandwidth among the demands. This drawback is further exacerbated as the physical hop
count of lightpaths gets largef. So we proposé some simple modifications to improve the
efﬁciéncy of backup bandwidth sharing. We note first that if the physical hop count of
every lightpath is limited to one, then in terms of backup sharing MPAC becomes simi-
lar to SPAC; further, since MPAC allows protéction and working capacity to be groomed
on the same lightpath, then this new MPAC-1 (1 means a lightpath is limited to one hop)
achieves both high flexibility and better bandwidth sharing. However, the grooming capac-
ity requirement could be excessive. Therefore, we propose to limit the length of a lightpath
in order to improve the backup bandwidth sharing while still maintaining the flexibility of
routing. Tﬁis new version of PAC is referred to as PAC-HCL, where HCL refers to Hop

Count Limit and HCL > 1.
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Next, we explain the STG heuristic; in response to a new connection request, PAC-HCL
first computes two link disjoint paths from source to destination using Dijkstra Algorithm
in the existing logical topology. Every lightpath along the working path must have enough
bandwidth to carry the new demand. Along the protection path, bandwidth sharing is used.
Every lightpath (I) reserves backup bandwidth (v;) to protect all the connectioﬁs whose
protection paths traverse through this lightpath. Note, v; = maxy,/c E{vf'},. where v;" is the
amount of bandwidth reserved on lightpath [ to protect against the failure of link ¢ (0 <
vf' < OC —192) and E is the set of all links in the network. When a new connection

of bandwidth w is protected by [/, the additional backup bandwidth reserved on [ is oy

'
and is determined as follows: oy = max{v/®¥ —v;,0}, where V}** = maxyycp{v{ ™"},
! ! . . .
and v; " = ¢ +w if the working connection of the new demand traverses through ¢/,

'
otherwise vy ™"

= vf'. In case there is not enough bandwidth to route and/or protect the

demand on the logical layer!, then a new lightpath(s) is setup on the physical layer for

either the working or protection or both paths. |

At the physical layer, the source node computes the shortest path route to the destination

(s —x1 —x2 —...—x, —d). The source will select a node x; from the shortest path that is

HCL hops away and check whether there is a direct lightpath (already setup) with enough .
capacity (or with enough sharable capacity in case of a protection connection). If there

is not, the source node checks for a node that is HCL-1 hops away from the source node

and so on until a lightpath is found. If a node (x;) is found, the same procedure as before

is run again between x; and the destination. Let x; (x; = s if there is no direct lightpath

between s and any node on its shortest path that is at most HCL hops away from s) be the

1A lightpath layer or logical layer is the set of lightpaths currently in the network.
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node after which there is no outgoing lightpath(s) to any node along the shortest path to d.
At this point, the algorithm tries to “setup” a new lightpath from x,. to a node that is HCL
hops away. If that fails, then a node that is HCL-1 hops away is checked and so on until a
lightpath is setup. If alightpath is found, then the same procedure is repeated until a route is
éstablished all the way to the destination. At any step, if a lightpath could not be setup, the
request is dropped and all allocated resources are released. The detailed steps are presented

in Algorithm 3. With regards to PAL, the same algorithm as in [78] is implemented.

Algorithm 4 Pseudo code of the Provisioning in PAC-HCL

Input: A network represented as a directed graph G = (V,E,A,P), where V is a set of
nodes, E is the set of unidirectional physical links, A specifies the number of wave-
lengths on each link, and P specifies the number of grooming ports at each node. The
logical topology of this network is represented as a graph G’ = (E,L), where L is the
set of lightpaths. ‘

Output: Link-disjoint working and backup paths, or NULL if fails.

1: Compute a pair of shortest and physically link-disjoint logical paths (i.e., a working
path with enough bandwidth and a protection path with enough sharable bandwidth)
from src to des; if successful, return the two paths, otherwise compute the shortest
physical working path wroute = (src —x; —x — ... —des) and go to step 2.

2: The node s (s = wroute[0]) will check whether there is an existing direct lightpath from
s to a node along the path which is HCL hops away and has enough capacity; if there
is not, check for a lightpath with HCL-1 hops from s and so on until a lightpath is
found. If there is such a lightpath (assume its destination node is x;), then wroute —
(xy —X¢41 — ... —des) and repeat step 2 on wroute. If a working path has been found
to the destination, go to step 4, otherwise, go to step 3.

3: Let x; be the node after which there is no outgoing lightpath(s) to any node along
wroute. Then, try to establish a new lightpath from x; to a node that is HCL hops away.
If this fails, then a node that is HCL-1 hops away is checked and so on until a new
lightpath is setup. If a lightpath is setup and assume its destination node is x,s, then
wroute « (x4 — Xy 1 — ... —des) and go to step 3. If a working path has been found
to the destination, go to step 4; otherwise, return NULL.

4: Eliminate the working path in graph G, find the shortest physical path broute from src
to des; repeat the similar procedure in steps 3 and 4 on broute to provision the backup
path. If successful, return working and backup paths; otherwise, release the resources
reserved along the working path and return NULL. '
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5.3 Connection and Lightpath Level Reprovisioning

In Chapter 4, we have discussed the motivation and mechanism of Capacity Reprovision-
ing, which provides a mechanism by which one can find and allocate new protection ca-
pacities for these newly-unprotected lightpaths without a priori knowledge of the location
of the second failure. In this section, we apply the idea of reprovisioning in STG problem.
Namely, we consider low-speed connection requests and propose two frameworks of re-
provisioning for improving their survivability against multiple failures. The first scheme is
lightpath level reprovisioning (LLR) that relies on PAL and the second is connection level

reprovisioning (CLR) which rather relies on PAC.

531 LLR

As mentioned before, under PAL a connection traverses a sequence of p-lightpaths. The
working route of a connection traverses the sequence of working lightpaths and is protected
by the sequence of corresponding protection lightpaths. Consider evéry link in the network
to be associated with a conflict set to identify the sharing potential between protection
lightpaths [78, 86]. The conflict set v, for link e can be represented as an iriteger set, {v‘é' |
Ve' € E,0 <v¢ <A(e)}, where v¢ is the number of working lightpaths that traverse link ¢’
and are protected by link e, E is the set of all links in the network, and )»v(e) is the number of
wavelengths per link e. Then, the number of protection wavelengths reserved on link e to
prétect against the failure of any other link in the network is given by v = maxygeg {2 }.

When a link (e.g., f) fails, all lightpaths routed through that link also fails and accord-

ingly all the connections carried by these lightpaths fail. The failed lightpaths are rerouted
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onto their corresponding protection lightpaths and consequently become unprotected and
exposed to a new failure. For example, when link (G-H) in Figure 5.1(a) fails, then light-
path I3 fails aﬁd is restored into its protection lightpath b3. All connections routed through
I3 will fail and will be restored to b3. Note that b3 and the restored connections are all ex-
posed to a new failure. Moreover, all the demands that were originally protected by link f
have lost their protection resources and become unprotected. For example, all connections
traversing I4 now become unprotected.

Upon the recovery of the failed lightpaths to their protection routes, some backup wave-
lengths on a link, say e, may be activated if at least one of these protection lightpaths tra-
verses through link e. Hence, the number of new available protection wavelengths on link
eisvd =v; — V£ and the number of protection wavelengths on link e required to protect
against a future link failure in the network is V¢ = maxyecp_ f{vgl}. If v;#* > v¢, then
some of the existing lightpaths that were not directly affected by the failure are vulnerable
to a new failure because link e does not have enough protection capacity. For example,
before the failure, link (D-E) reserves only one wavelength (v}, = 1) to protect I, and /3.
When I3 is rerouted to b3 after the failure, v{,; = 0 and Vi3 = 1, hence [ is vulnerable to
a new failure.

Let ey, e2,...,er be the set of links traversed by some active protection lightpaths after
the first failure; then the set of all vulnerable lightpaths can be identified. A connection that
traverses an unprotected p-lightpath is unprotected and similarly a connection that traverses
a vulnerable p-lightpath is also vulnerable. In LLR, the resources along the failed lightpaths
are released, and every unprotected lightpath that is identified is reprovisioned by comput-
ing and allocating new protection capacity for this lightpath. On the other hand, some of
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the vulnerable lightpaths need to be reprovisioned in order to reduce the vulnerability of the
network to a second failure. When a vulnerable lightpath is reprovisioned, some other vul-
nerable lightpaths may become protected [60, 39] if they were originally contending with
the reprovisioned lightpath for the same protection wavelength on a particular link. Hence,
a vulnerable lightpath [ becomes pr;)tected after the reprovisioning of another lightpath,
~ when for every link (e) along the backup lightpath we have V¢ > maxy,cg— f{vgl}. Each
time a new vulnerable lightpath is reprovisioned, the set of remaining vulnerable lightpaths
is identified; this procedure continues until all vulnerable lightpaths are reprovisioned or
no more reprovisioning is possible. Note that there are many policies [60] for selecting a

vulnerable lightpath from the set, for simplicity we select a vulnerable lightpath randomly.

Algorithm 5 Pseudo code of LLR

1: Identify a set L* composed by unprotected lightpaths (I{,13,...,1), then release un-
available resources along these unprotected lightpaths and reprovision them by allocat-
ing new protection wavelength(s) in the physical topology, as explained before. If an
unprotected lightpath [} cannot be reprovisioned, move it to another set L; ...

2: Identify a set LY composed by vulnerable lightpaths (1,13, .. ., ;). For each vulnerable
lightpath [;, reprovision it using the same method as in step 1. If not successful, move
l; to another set Lz frer> otherwise, remove [; from L' and re-identify other vulnerable
lightpaths in L” and L}, f then repeat step 2 until there are no vulnerable lightpaths or
no more reprovisioning is possible.

ter’

532 CLR

CLR is used when connections are protected at the connection level. Recall that a connec-
tion traverses a sequence of lightpaths and is also protected by a sequence of link disjoint
lightpaths. The backup sharing between two connections is at the lightpath level, see sec-

tion 5.2. Let A;" be the set of all connections ¢; (i = 1,...,M) each with bandwidth w;

98



traversing physical link ¢’ and protected by lightpath I. The bandwidth reserved on light-
path [ to protect against the failure of link ¢’ is v,e/ =M (w;),0< vle' < STS —192. The
total amount of backup bandwidth reserved on lightpath [ to protect against the failure of
any link ¢’ in the network is v} = maxy,/c E(vf,).

When a link f fails, all lightpaths traversing link f fail and accordingly all connections
routed throughv these lightpaths will also fail. These connections will be rerouted onto
their protection routes and become unprotected and hence exposed to new failures. For
example, a connection ¢ of bandwidth 2xSTS-1 between nodes C and H is routed through
working path (I5-13) and protected by (lg-l4-11), see Figure 5.1(b). When link (C-G) fails,
the connection is restored to its end to end backup path and after recovery, the connection
becomes exposed. Similarly, all connections that were originally protected by any lightpath
travefsing link f also become unprotected. For example, a connection (c2) between nodes
C and E whose working is (ls, I4) can be protected by Is. Hence, when (C-G) fails, 5
fails and the connection ¢, loses its protection bandwidth and becomes unprotected. Now,
when a connection is restored into its protection route, the backu[; bandwidth reserved on
any lightpath along the protection réute for this connection is activated and can no longer
be shared. Hence, a lightpath [ will have v{ = vj — vlf available protection capacity to
protect against a new failure. The protection capacity required, however, on lightpath /
to protect against the future failure of any link is v} = maxyycp— f{vf'}. For example,
if a connection c¢3 (4xSTS-1) between nodes D and E (Figure 5.1(b)) has its working
traversing /3 and protected by l4; this connection can share protection bandwidth along
l4 with connection ¢; since the working paths of these two connections are link disjoint.
Hence, I4 reserves max(2xSTS-1,4xSTS-1)=4xSTS-1 to protect these two connections.
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When link (C-G) fails, the available backup bandwidth on /4 becomes 4 xSTS-1-2xSTS-
1=2xSTS-1 which is not sufficient to protect c3. Hence, c3 becomes vulnerable to a new
failure.

Let C; be the total capacity of a lightpath, R; be the residual capacity, A; be the band-
width used by working and active backup connections; hence, R; = C; —A; — V). Let
A= {li,lp,...,IL} be the set of all lightpaths on which failed connections are rerouted.
If for every l;(i = 1,...,L), (1) v{ > v/®*, then there will be no vulnerable connections in
the network; or (2) v;’i +Ry, > vzew, then the lightpath /; has enough available capacity (and
should be reserved) that can protect against the failure of any link in the network. Hence,
the backup capacity reserved along ; becomes v = maxy,/cg - f{vfi'}. In this case, only
unprotected connections as mentioned earlier need to be reprovisioned. Alternatively, when
(1) and (2) are not satisfied for at least one lightpath /;, then some connections in the net-
work are vulnerable to a new failure. In this case, the set of all vulnerable connections
is identified (as in LLR); a vulnerable connection is reprovisioned by allocating new pro-
tection capacity on its Backup route. The set A is updated and conditions (1) and (2) are
checked again for vulnerable connections. The same procedure is repeated until there are

no more vulnerable connections or no more reprovisioning is possible.

53.3 LLRvs. CLR

Both of these schemes rely on spare capacity reprovisioning after the first failure in order to
improve the network survivability against a new failure. However, the two schemes present

some critical differences.
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Algorithm 6 Pseudo code of CLR

1: Identify a set U of unprotected connections CY,CY,---,CU.

2: Reprovision each connection CY. If not successful, move C¥ from U to another set
Uafter (Which stores the unprotected connections after reprovisioning). Repeat step 2
until U is empty or no more reprovisioning is possible.

3: Initialize a set V composed by vulnerable connections C}’, CX ,+++,CY, which are iden-
tified by the model described in section 5.3.2.

4: Reprovision connection C}/. If successful, remove C}/ from V; otherwise, move C}/ to
a set Vg frer and in both cases re-evaluate the remaining vulnerable connections in the
network (i.e., two sets V and V) for vulnerability; those that become protected are
removed from the two sets. Repeat step 4 until V is empty and exit. All connections in
Vafrer are vulnerable and exposed for future failures.

The first difference between the two schemes pertains to the granularity at which each
scheme reprovisions protection bandwidth for its demands. In LLR, the end nodes of the
demands are not aware of this reprovisioning process. The source node of a failed p-
lightpath reconﬁgpres new backup resources without the intervention of end nodes of the
connections it carries. Therefore, when an unprotected or vulnerable lightpath is success-
fully reprovisioned, all demands traversing this lightpath becomes protected; conversely, if
the lightpath could not be reprovisioned, then all the demands it carries are unprotected.
Thus, LLR provides collective reprovisioning for low spéed connections. On the other
hand, in CLR connections are reprovisioned at a smaller granularity. Here, the number of
connections that are unprotected or vulnerable is substantially much more than the number
of unprotécted or vulnerable lightpaths (although the number of unprotected or vﬁlner—
able connections in both cases may be the same). In CLR, the end node of every un-
protected/vulnerable connection needs to reprovision new protection capacity; hence, the
management overhead may be excessive.

A second difference between LLR and CLR pertains to the method of reprovisioning.
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In LLR, all lightpaths are reprovisioned by setting up new protection resources on the
physical layer. If resources are not available, then the reprovisioning fails and the lightpath
remain unprotected. Alternatively, under CLR, unprotected connections are reprovisioned
first on the logical layer; that is, the algorithm first attempts to allocate protection resources
-on already existing lightpaths. If this fails, then the physical layer is requested to setup new
lightpaths. Hence, although the nufnber of unprotected connections to be reprovisioned
(under CLR) is much larger than the number of unprotected lightpaths (under LLR), CLR
enjoys more flexibility for capacity reprovisioning. This is particularly advantageous when
- CLR is implemented with PAC-HCL since this latter has better flexibility and more efficient

bandwidth sharing than PAC.

5.4 Performance Evaluation

This section presents quantitative comparisons between PAL, PAC and PAC-HCL (HCL=3
- throughout the simulations) presented in section 5.2 and it also compares the performance
of LLR and CLR presented in section 5.3. We simulate a dynamic network environment
where connection requests are uniformly distributed between all source-destination pairs
and their arrival process is Poisson. The connection holding time of each connection fol-
lows a negative exponential distribution. The network we simulated is nation wide network
(Figure 4.4), and the number of wavelengths per link is 8. The capacity of each wavelength
is STS-192; the number of the connection requests follows the distribution STS-1 : STS-3¢
: STS-12¢ : STS-48c =12 : 5: 2: 1. The load (in Erlangs) is defined as the érrival rate

of connection requests times average holding time times a connections average bandwidth
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normalized in the unit of STS-192,

5.4.1 Provisioning Results

We _coﬁpme PAL, PAC and PAC-HCL using the following metrics: Bandwidth Blocking
Probability (BBP), length of working and backup paths, impact of grooming capacity, effi-
ciency of backup sharing.

Figure 5.2 shows the BBP for the different grooming schemes; the number of grooming
ports is 16 (16 add and 16 drop) per node. The BBP is defined as the amount of bandwidth
blocked over the amount of bandwidth requested. The figure shows that PAL and PAC-HCL
have comparable performance with PAC-HCL slightly outperforming PAL; while PAC on
the other hand is exhibiting worse performance than the other schemes. The reasons are
as follows. First, under PAC, a connection traverses a sequence of lightpaths and is pro-
tected by another physically disjoint sequence of lightpaths. When a lightpath trave;rses
mdre hops (i.e., is longer), finding two sets of lightpaths that are end to end physically

disjoint becomes more difficult (physical disjoint constraint). Second, sharing of backup
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bandwidth under PAC is end to end; that is, as mentioned in section II, difficult to achieve
under PAC due to the physical disjoint constraint particularly when lightpaths may traverse
more physical hops. Third, in PAC although the bandwidth on the existing lightpaths may
be available for carrying new connections, the physical disjoint constraint prevents some
of these connections from being routed on the logical topology and instead they are routed
on the physical topology by setting up new lightpaths and therefore consuming new wave-
lengths and increasing the bandwidth blocking probability.

Alternatively, in PAL, a connection traversing p-lightpaths does not necessarily have
to be end to end disjoint; only the working and protection lightpaths of a p-lightpath need
to be. Moreover, backup sharing is much more relax than PAC2. PAC-HCL, on the other
hand, outperforms PAL since it allows the grooming of protection and working bandwidths
on the same lightpath. It also outperforms PAC since restricting the hop count of a lightpath
yields better flexibility in finding disjoint routes on the logical topology and furthermore
backup bandwidth sharing is better exploited. |

Figure 5.3 shows the physical hop count for working and protection connections in
all three schemes. We have two findings here. First, connections under PAL are routed
through longer routes than the connections under PAC, PAC-HCL. Note that PAL allows
this because “backup sharing” condition and “physically link-disjoint” condition are not
end-to-end and rather they are only at the lightpath level. Secondly, as the load increases,
physical hops of working/backup paths in all schemes decrease because longer lightpaths
are blocked and connections tend to traverse shorter routes under higher loads. As expected,

by limiting the hop count of lightpaths in PAC-HCL connections tend to traverse shorter

%In a sense, PAL behaves like link protection of a mesh network whereas PAC behaves like path protection.
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hops and hence consume.less bandwidth resources; this is one of the reasons that PAC-HCL
outperforms other schemes.

So far, we have neglected the effects of the network grooming capacity on the per-
formance of the grooming schemes. Figure 5.4 shows the BBP vs. grooming capacity
when the network load is 24 Erlangs. The figure shows when the number of grooming
add/drop ports is smaller, PAL outperforms PAC and PAC-HCL. That is expected since
a protection lightpath in a p-lightpath under PAL does not consume any grooming ports.
Therefore, when this number is small, the poor performance of both schemes of PAC is
evident (64% ~ 73% blocking). However, as the number of grooming ports increases, the
performance gradually improves. One notable observation is that PAC-HCL outperforms
PAC, which is different than one would expect; that is, the shorter is the lightpath, the more
groomiﬁg ports one needs to consume. The reason PAC-HCL shows better performance
than PAC is due to the four reasons mentioned before. The bandwidth in the logical topol-

ogy is more judiciously used due to the increased routing flexibility and better bandwidth
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" sharing. Therefore, fewer lightpaths are setup and hence fewer groomihg ports are con-
sumed. It is important to mention here that the average nodal degree of the network studied
is 3.74 and the number of wavelengths per link is 8; when the grooming capacity per node
is 16, PAC-HCL outperforms the other grooming schemes.

Next we study the sharing efficiency of backﬁp bandwidth under PAC and PAC-HCL.

- We do not consider PAL, since sharing is not end to end and is done between p-lightpaths at
the wavelength level (i.e., PAL normally has better sharing). We measure the total amount
of backup bandwidth reserved at a particular load (e.g., 48 Erlangs) throughout the simula-
tion time for both schemes. The base of comparison is the dedicated protection, in which
no bandwidth sharing is allowed. Here, if the set of connections protected by a particu-
lar lightpathis ¢;(i = 1,...,n) with w; bandwidth per demand, then the amount of backup
bandwidth reserved on that lightpath td protect those demands is Y ; (w;). If sharing is
allowed, then the backup bandwidth reserved on a lightpath [ is v] = maxy,c E{vf'} where
vf' is the bandwidth reserved on [ to protect against the failure of link ¢’ in the network;

v =31 (w;),0<vf <STS—192,
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We calculate the saving that bandwidth sharing yields over the dedicated protection case
under both schemes; e.g., the saving per lightpath / is 3 (w;) —v}. Clearly, as Figure 5.5
shows, the saving under PAC-HCL is mofe than that of PAC which means that backup
bandwidth sharing is more efficient under PAC-HCL. The figure shows a maximum band-
width of almost 3000 STS-1 that PAC-HCL can additionally save over the savings achieved
by PAC. On average this additional saving is 1772 STS-1. We also find in simulation that
that under PAC-HCL, more demands are admitted into the network (11.57% more than
PAC) and that the bandwidth reserved to protect the connections is on average 463 STS-1
less than that of PAC. So, compared with PAC, PAC-HCL protects more demands by using

less resources.

5.4.2 Reprovisioning Results

We simulate the failure of one unidirectional link and we’x calculate the percentage of un-
protected/vulnerable connections; in the network before and after reprovisioning for the two
schemes.

Figure 5.6 shows the percentage of unprotected connections®. Clearly, under PAL the
percentage of unprotected connections before reprovisioning is more than PAC and i)AC-
HCL (HCL=3). To understand the reason, we note here that the set of unprotected con-
nections includes (1) connections that directly fail and (2) connections that become unpro-

tected because they lost their protection connections. Our simulation results tell us that

the higher percentage of unprotected connections in PAL is mainly coming from category

3The total number of connections in the network when the link fails in PAC is smaller than PAC-HCL and
the latter is slightly smaller than that under PAL. Example, 2191 vs. 2340 vs. 2390 at 60 Erlangs loads.
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(2). To elaborate, note the fact that PAL has a better backup bandwidth sharing than PAC
and PAC-HCL. Further, note that under PAL the percentage decreases as the load increases
(e.g., from 21% to 15% as the load varies between 12 Erlangs and 60 Erlangs). But this
does not necessarily mean that the number of unprotected connections at higher load is
lower in the network. The reason is that at a higher load, the total number of connections
admitted into the network becomes large and hence when a link fails, the fraction of un-
protected demands is higher in comparison with the fraction at lower loads although the
percentage is lower. PAC and PAC-HCL on the other hand shows similar results; the per-
centage of unprotected connections under PAC-HCL is slightly smaller, however the total
number of unprotected connections between the two schemes is very close.

Now after reprovisioning, LLR yields a large number of unprotected connections by
comparison with CLR. The reason that LLR does not have good performance is due to the
granularity at which LLR reprovisions connections; here, only unprotected lightpaths are
reprovisioned, instead of unprotected connections, by requesting resources from the phys-

ical layer. Moreover, when LLR fails to reprovision a lightpath, all connections traversing
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that lightpath remain exposed to a new failure. Alternatively, CLR repfovisions connec-
tions at a finer granularity than LLR. CLR exploits resources at the logical (or lightpath)
layer to find sufficient protection resources. When this fails, it requests resources from
the physical layer to setup new lightpaths in order to protect exposed connections. Our
simulation showed that more than 80% of the unprotected connections are successfully re-
provisioned using CLR at the logical layer whereas only less than 20% of connections are
reprovisioned by setting new lightpaths at the physical layer.
Figure 5.6 also shows that although PAC and PAC-HCL both use CLR, PAC-HCL yields
a slightly lower percentage of unprotected connections after reprovisioning. This is due to
the fact that under PAC, a connection traverses a longer path (i.e., larger physical hop
count) and hence consﬁmes more network resources than PAC-HCL. Table 5.1 and Table
5.2 present the numbers of connections to be reprovisioned in physical/logical topology un-
der PAC and PAC-HCL; columns A, B, C and D represent the number of unprotected and
vulnerable connections before reprovisioning, the number of connections successfully re-
provisioned in the logical topology, the number of connections successfully reprovisioned
in the physical topology, and the number of unprotected connections left after reprovision-
ing (note that, a vulnerable connection becomes unprotected if it cannot be reprovisioned)
respectively. For example, in Table 5.1, under the load of 60 Erlangs, 101 (79 + 22 in
column C and D) connections are left to be reprovisioned at physical layer, and only 22
. connections are failed to be reprovisioned and are left unprotected. Under the same load,
Table 5.2 shows that more than 50% of the connections are left unprotected in PAC. Clearly,
 this is mainly due to higher resource availability at the physical layer under PAC-HCL.
Figure 5.7 shows the connection vulnerability before and after reprovisioning. Clearly,

109



[Toads| A| B| C| D]
12] 8[| 8] 0] 0
241170160 9 1
36 342 (309 [30 | 3|
481374130565 4
60 | 461 [ 360 | 79 | 22

Table 5.1: PAC-HCL

{Loads| A| B| C| D]
1211151114 1| O
24 1230|1215 5110
36 13191290 | 12 | 17
48 | 516 | 431 | 56 | 29
60 [ 504 | 473 | 55 | 66

Table 5.2: PAC

the higher is the sharability of protection resources, the more would be the vulnerability of
connections after the first failure. The figure shows that PAL has always higher vulnera-
bility before and after vreprovisioning, and the vulnerability increases as the load increases
which is due to the fact that the sharing potential géts higher at higher loads. Similar to
before, since the granularity of LLR‘ is a lightpath, when a vulnerable lightpath fails to be
reprovisioned, all connections carried by this lightpath remain vulnerable (and hence un-
protected). CLR, on the other hand, due to its finer granularity substantially reduces the
vulnerability of connections groomed using either PAC or PAC-HCL. We similarly notice
that the majority of vulnerable connections are reprovisioned at the lightpath layer.
Network robustness is another important performance metric used to compare LLR and
CLR. Figure 5.8 shows a comparison of the network robustness before and after reprovi-
sioning at a load of 24 Erlangs. Similarly, we use 10 different interval.s for the restorability

ranging from 0 ~ 100%. First, LLR improves the robustness of PAL; before reprovisioning
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Pr(R > 90%) = 0.35 (Figure 5.8(a)) and after reprovisioning this value becomes 0.6 (Fig-
ure 5.8(b)). This is justified from Figures 5.6 and 5.7 where we showed that the percentage
of unprotected connections drops from 18% to 6% (at a load of 24 Erlangs) and the per-
centage of vulnerable connections drops from 18% to 8% before and after reprovisioning -
correspondingly. Alternatively, the robustness (e.g., Pr(R > 90%)) of PAC (PAC-HCL)
improves from 22% (48%) before reprovisioning to almost 96% using CLR (Figure 5 ..8(a),
(b)). This shows a substantial improvement of CLR over LLR; this is clearly explained in -
the previous discussions where after reprovisioning only a very small percentage of unpro-
tected and vulnerable connections exist in the network. CLR performance is equal for PAC
and PAC-HCL (e.g., at higher restorability) due to the small percentage of vulnerable and
unprotected connections remaining in the network.

Another observation is with regards to the impact of grooming capacity on fhe network
robustness. We study the robustness when the grooming capacity is 8 and 16 add/drop
ports pef node. As mentioned earlier, the grooming capacity has minor impact on PAL (see
Figure 5.4) and hence on LLR. This is due to the fact that under PAL protection lightpaths
do not consume any add/drop ports. However, the grooming capacity has direct effect
on PAC and PAC-HCL and hence on CLR. For example, before reprovisioning when we
increase the grooming capacity from 8 (Figure 5.8(a)) to 16 (Figure 5.8(c)), the robustness
(e.g., Pr(R > 90%)) changes from 22% and 48% to 43% and 51% for PAC and PAC-HCL
correspondingly. After reprovisioning, the robustness of PAC and PAC-HCL changes from
around 96% to almost 100% after reprovisioning (Figure 5.8(b), (d)). We find that when
the grooming capacity increases, small gain is achieved by the reprovisioning algorithm (in
terms of robustness). Although as shown in Figure 5.4, the BBP reduces substantially and
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hence more connections are admitted into the network.

5.5 Conclusion

In this chapter we considered the problem of protecting low speed connections in opti-
cal networks against multiple near simultaneous failures. These low speed connections
are groomed together either using PAL or using PAC survivable grooming policies. To
improve the survivability of these connections, we proposed to use spare capacity reprovi-
sioning after the first failure in order to allocate protection resources and protect exposed
and vulnerable connections. We proposed two different reprovisioning schemes, LLR and
CLR, and studied their performances. The two schemes differ in the granularity at which
" they reprovision spare resources and which grooming policy they each require. We have
shown that CLR substantially outperforms LLR due to the increased flexibility that it en-
joys. In addition, CLR reuses the available capacity at the lightpath level to protect exposed
or vulnerable connections before reqpesting resources from the physical layer. Our results
have shown that 80% of the unprotected/vulnerable connections are accommodated at the
lightpath layer. LLR on the other hand only reprovisions at the physical layer although
resources may be available in the existing lightpaths. We have measured the robustness of
the network against dual failures and have shown that a network deploying CLR with PAC

as a grooming policy achieves a very high robustness by comparison to LLR under PAL.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This thesis investigated the survivability issues in optical networks. A series of novel mod-
els, algorithms and approaches were developed and simulated, and performance evaluations
were presented by detailed simulations. This thesis made three important contributions to
the body of knowledge on the design and analysis of survivable optical networks.

First, we introduced an Offset-Time based Scheduling model to achieve the goal of
fast recovery against link failure(s). Experimental results showed that the new model elim-
inates the propagation delays and the accumulation of switching delays, and it achieves
the best recovery performance upon the single link failure. Meanwhile, we analyzed its
applicability under double-link failure assumption.

Second, we addressed the capacity reprovisioning mechanism and designed a new re-

provisioning approach. We proved by both theoretical analysis and simulation results
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that this approach can protect more connections with less management overhead and re-
source contention. We also showed that the our proposed scheme outperforms conven-
tional schemes under both centralized and distributed implementation. Moreover, our work
considered the impact of resource sharability on the performance of reprovisioning.
Finally, we proposed two different reprovisioning frameworks for lower-speed demands
~ in optical networks, namely, Lightpath Level Reprovisioning (LLR) and Connection Level
Reprovisioning (CLR) under two grooming mechanisms, PAL and PAC. We showed that
CLR substantially outperforms LLR due to the increased exibility in reprovisioning. In
- addition, we found that a network deploying CLLR with PAC as a grooming policy achieves

a very high robustness by comparison to LLR under PAL.

6.2 Future Work

The future work can be in the following topics:

1. As stated in Chapter 5, CLR deals with a larger number of connections, therefore the
management overhead may be excessive as opposed to the smaller number of lightpaths
that LLR deals with. Hence, we intend to assess the overhead resulting from CLR and how
this could impact the robustness of network when CLR is implemented.

2. One major requirement vfor optical networks is to classify customer demands based
on their service availabilities. Hence, our future research will focus on designing protection
mechanisms for optical networks to satisfy their availability requirements.

3. Another possible extension is to compare the >path—based protection with p-cycle

protection in terms of their capacity requirements and robustness to dual failures.
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