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Abstract

Multi-Protocol Label Switching (MPLS) is an evolving network technology that is
used to provide Traffic Engineering (TE) and high speed networking. Internet service
providers, which support MPLS technology, are increasingly required to provide high

Quality of Service (QoS) guarantees and security.

One of the aspects of QoS is fault tolerance. It is defined as the property of a system
to continue operating in the event of failure of some of its parts. Fault tolerance
techniques are very useful to maintain the survivability of the network by recovering
from failure within acceptable delay and minimum packet-loss while efficiently utilizing
network resources. On the other hand, with the increasing deployment of MPLS
networks, security concemns have been raised. The basic architecture of MPLS networks
does not support security aspects such as data confidentiality, data integrity, and
availability. MPLS technology has emerged mainly to provide high speed packet
delivery. As a result security considerations have not been discussed thoroughly until

recent demands for security have emerged by most providers and researchers.

In this thesis, we propose a new method that has a two-fold objective: to provide
fault tolerance and to enhance the security in MPLS networks. Our approach uses a
modified (%, n) threshold sharing scheme (TSS) combined with multi-path routing. An IP
packet entering MPLS network is partitioned into n» MPLS packets, which are each
assigned to disjoint or maximally disjoint Label Switched Path (LSP) across the MPLS
network. Receiving MPLS packets from & out of n LSPs are sufficient to reconstruct the

original IP packet.
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From the security point of view, the modified TSS provides data confidentiality,
integrity, availability and IP spoofing. In addition, fault tolerance in MPLS is supported
using reasonable resources. The recovery from node/link failure and/or transmission
errors is provided with no delay or packet loss. Packet re-ordering may not be required if
packets are lost due to failure. However, sequencing is considered in our approach to
identify packets with transmission errors. In order to provide fault tolerance, our scheme
requires n > k. However, for security purposes, if the target is only to provide data
confidentiality, then only a modified (k, k) TSS algorithm is sufficient and consequently

no significant redundant bandwidth is required.

To verify that our approach does not require long processing time, we conducted
simulations that show the modified TSS processing time does not significantly affect the
packet transmission time. RSVP-TE is the MPLS signaling protocol used to establish

LSPs. Extensions required to support multi-path routing in RSVP-TE are also studied.

The impact of multi-path routing and modified TSS on MPLS security and fault
tolerance is investigated and compared with single routing. The connection intrusion
p‘robability and connection failure probability have shown lower values when multi-path
routing is used. The application of IPSec security protocol in MPLS networks is also

investigated.

Finally, we applied the modified threshold sharing scheme on MPLS multicast
networks, where both the source specific tree approach and the group shared tree

approach are considered.
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Chapter 1

Introduction

1.1 Thesis Motivation and Objective

Multi-Protocol Label Switching (MPLS) is a data-carrying mechanism that
belongs to the family of packet-switched networks. A number of different technologies
were previously deployed with essentially identical goals, such as frame relay and ATM.
MPLS technologies have evolved with the strengths and weaknesses of ATM in mind.
Many network engineers agree that ATM should be replaced with a protocol that requires
less overhead, while providing connection-oriented services for variable-length frames.
MPLS is currently replacing some of these technologies in the marketplace. MPLS
technology is used to provide Traffic Engineering (TE) and high speed networking.
MPLS technology gives network operators a great deal of flexibility to divert and route
traffic around link failures, congestion, and bottlenecks [1, 2].

Rapid growth and increasing deployment of MPLS technology have made it an
essential consideration in the design and operation of large public Internet backbone
networks. Therefore, there has been current demand on Internet Service Providers, which
support MPLS technology, to provide Quality of Service (QoS) guarantees and sccurity.

Fault tolerance is an important QoS factor that needs to be considered to maintain
network survivability. It is the property of a system that continues to operate the network

properly in the event of failure of some of its parts. The recovery from node/link failure



in MPLS networks can be accompanied by many problems and limitations. The main
issues of failure recovery in MPLS networks are recovery time, packet loss (i.e., due to
failure of node(s)/link(s), re-ordering of packets that can be received out of order at the
destination node), and reducing the size of redundant bandwidth that should be used to
provide fault tolerance. There are several research approaches that consider these issues
in MPLS networks based on two different recovery techniques (i.e., the dynamic
protection and the fast protection techniques). In the dynamic protection, there is no
bandwidth reservation required to provide fault tolerance. In other words, in dynamic
protection, the process to find an altermative path (also called backup path) starts after a
node/link failure occurs. Because of that, the recovery time and packet loss ratio (due to
node/link failure) can be high. Therefore, for real time applications which do not tolerate
long recovery time and large packet loss ratio, this technique may not be suitable. On the
other hand, the fast protection technique can provide lower recovery time and packet loss
ratio because the backup path is established prior to the occurrence of a node/link failure.
However, this technique requires bandwidth reservation for the backup path. In this
thesis, our goal is to come up with a new solution for fault tolerance in MPLS networks
that takes into consideration the previous fault tolerance issues mentioned above.

Another important issue of MPLS networks is its security. With increasing
deployment of MPLS networks, the security of traffic traversing through it has become a
crucial concern. In MPLS networks, the forwarding of IP packets is based on labels
instead of IP routing lookup (more details on how IP packets are forwarded in MPLS
networks are shown in the next chapter). The domain routers in MPLS networks

(excluding the edge routers) are not supposed to analyze the content of the IP packet



header and instead they only use the content of the MPLS header. Therefore, to provide
security in MPLS networks, any security approach should take into account the
characteristic of MPLS networks in order not to affect the performance of packets’
forwarding speed. Our goal in this thesis is to provide mechanisms to enhance the
security of MPLS networks. The security parameters to be covered in this thesis are: the
confidentiality and integrity of data, availability and IP spoofing. The detailed discussion

of these security parameters will be covered in the next chapter.

1.2 Contribution of the Thesis

This thesis introduces solutions for two main issues in MPLS networks, which are
fault tolerance and security.

We propose a mechanism to enhance the security (confidentiality, integrity,
availability) in MPLS networks by using multi-path routing combined with a modified (,
n) Threshold Secret Sharing (TSS) scheme. An IP packet entering MPLS ingress router
can be partitioned into » shadow (or share) packets, which are then assigned to disjoint or
maximally disjoint paths across the MPLS network. The egress router at the end will be
able to reconstruct the original IP packet if it receives any k share packets. The attacker
must therefore tap at least k paths to be able to reconstruct the original IP packet that is
being transmitted, while receiving k-1 or less of share packets makes it tough or even

impossible to reconstruct the original IP packet.

On the other hand, there is no solution until now that can provide a link/node
failure recovery with no packet loss and recovery delay. In addition, network resources

such as bandwidth have to be significantly utilized. Our proposed mechanism for security



can be easily applied to support fault tolerance in MPLS networks to handle single or
multiple path failures. It uses the same idea of the modified (k, n) Threshold Sharing
Scheme mentioned above with muiti-path routing, wherein & out of n LSPs are required
to reconstruct the original message. Our approach guarantees to continue the network
operation with no packet loss and recovery delay if there are enough number of LSPs
(i.e., k out of n disjoint or maximally LSPs are available at the destination side), and with
reasonable network resource utilization.

It is important to distinguish whether the paths in a multi-path connection are
node-disjoint or link-disjoint. The paths between a source and a destination are said to be
node disjoint if there are no shared node(s) and link(s) between any of these paths. The
paths between a source and a destination are said to be link-disjoint if there are no shared
links between any of these paths, however there may be shared node(s) between them. In
this thesis, we will refer to both cases of node or link disjoint paths by the term “disjoint
LSPS or paths”, however, if we want to identify either one of them (i.e., node-disjoint or
link disjoint) then this will be specified. When the paths are said to be link-disjoint and an
assumption is made that shared node(s) do not fail or are attacked, then both of the cases
of link and node disjoint paths have the same significance, and therefore we call both
cases as disjoint paths. On the other hand, when the LSPs in a multi-path connection have
link(s) in common, then we refer to this case by the term “maximally disjoint”. More
discussion on the effect of having a maximally disjoint multi-path connection on MPLS
fault tolerance and security is covered later in the thesis.

It is also important to distinguish that multiple paths between a source and a

destination can appear to be disjoint at the LSP level while at the physical level they may



not be. Therefore, we assume the LSPs are disjoint at the physical level, i.e., they belong
to different shared risk link groups (SLRG) in order for the modified (k, n) TSS to work
properly in real and practical network applications.

MPLS networks were initially designed to serve unicast traffic, but as point to
multipoint applications, such as multicast applications have emerged, extensions to
MPLS configuration and signaling protocols are needed. Therefore in this thesis we cover
the application of the modified (k, n) TSS scheme for the MPLS multicast traffic.

Because the threshold sharing scheme is used in combination with multi-path
routing, a performance evaluation is conducted to show the impact of using the multi-
path routing on MPLS security and fault tolerance and compare it with the unicast

routing.

1.3 Organization of the Thesis

The organization of the thesis is as follows:

In Chapter 2, we introduce a background overview on MPLS networks. After that,
a background on MPLS failure recovery methods is discussed. The main recovery factors
in MPLS fault tolerance are discussed. Related work on MPLS fault tolerance are
presented and discussed. The second part of this chapter presents a background on MPLS
security and the main security issues that will be addressed in this thesis, and followed by

related work on MPLS security.
Chapter 3 is dedicated to introduce the original threshold sharing scheme that is
adopted and modified by our approach to provide MPLS fault tolerance and security.

Some of the main applications of the threshold sharing scheme are presented.



Our approach for MPLS security and fault tolerance is discussed in Chapter 4. In
this chapter, we present our method and modify the threshold sharing scheme to provide
fault tolerance and security in MPLS networks. The distribution and reconstruction
processes are explained with theoretical examples. Moreover, measurement results for the
processing time of threshold sharing scheme and its impact on the total IP packet
transmission time are discussed. The impact of using our approach on network bandwidth
utilization is also explained. It is worth to note that the application of our approach can be
accompanied by some related issues such as the need for packets sequencing and Quality
of Service issues. Therefore, these issues are also discussed.

Chapter 5 discusses the deployment of the threshold sharing scheme on MPLS
fault tolerance and security. Simulation results for the deployment of the TSS approach
on MPLS fault tolerance have been conducted. On the other hand, the deployment of the
TSS approach on MPLS security has also been shown. In this chapter we also discuss the
case when paths in a multi-path connection are not fully node\link disjoint. In this case,
the paths are considered to be maximally disjoint, which means that the paths may share
some link(s) between them. In this chapter, we also studied the impact of using the
threshold sharing scheme combined with multi-path routing on fault tolerance and
security and compare it with single path routing. Finally, a comparison between the
threshold sharing scheme with other recovery mechanisms with respect to fault tolerance

and with IPSec with respect to security has also been discussed.

In Chapter 6 we studied the feasibility of applying our approach for multicast
traffic in MPLS networks. The discussion was divided into two parts, one part for source

specific trees and another part for shared group trees. The discussion takes into



consideration the fault tolerance and security issues within the scope of MPLS multicast
applications. The discussion in this chapter highlights the limitations of the application of
our approach in real and practical multicast networks. Finally, in Chapter 7 we conclude

the thesis and present our future plan.



Chapter 2

Literature Review

This chapter introduces MPLS technology and its main components. A
background on MPLS failure recovery techniques is presented followed by related work
on failure recovery approaches used to support fault tolerance in MPLS networks.
Besides, a background on MPLS security and the main security issues are also presented

along with related work on the MPLS security approaches.

2.1 Overview of MPLS Networks

One challenge in current network research is how to effectively transport IP traffic
over any network layer technology (ATM, FR, and Ethernet). Therefore, MPLS
technology has been introduced as an effective solution for traffic engineering and
increasing the speed of packet forwarding. MPLS technology belongs to the family of
packet-switched networks. MPLS operates at an OSI Model layer that is generally
considered to lie between traditional definitions of Layer 2 (data link layer) and Layer 3
(network layer), and thus is often referred to as a "Layer 2.5" protocol. It can be used to
carry many different kinds of traffic, including IP packets, as well as native ATM,

SONET, and Ethernet frames.



The basis of MPLS operation is the classification and identification of IP packets
at the ingress node with a short, fixed-length, and locally significant identifier called a
label, and forwarding the packets to a switch or router that is modified to operate with
such labels. The modified routers and switches use only these labels to switch or forward

the packets through the network and do not use the network layer addresses [1, 2].

The basic components of MPLS are categorized as described below.

Control and Forwarding Planes

A key concept in MPLS is the separation of the IP router’s functions into two
parts: forwarding (data) and control. The separation of the two components enables each
to be developed and modified independently.

The original hop-by-hop forwarding architecture has remained unchanged since
the invention of Internet architecture; the different forwarding architectures used by
connection-oriented link layer technologies does not offer the possibility of a true end-to-
end change in the overall forwarding architecture. For this reason, the most important
change that MPLS makes to the Internet architecture is the forwarding architecture. It
should be noted that MPLS is not a routing protocol but is a fast forwarding mechanism
that 1s designed to work with existing Internet routing protocols, such as Open Shortest
Path First (OSPF), Intermediate System-to-Intermediate System (IS-IS), or the Border
Gateway Protocol (BGP). The control plane uses the previous routing protocols above to

exchange information with other routers to build and maintain a forwarding table.



The control plane consists of network layer routing protocols to distribute routing
information between routers, and label binding procedures for converting this routing
information into the forwarding table needed for label switching. Some of the functions
accomplished by the control plane are to disseminate decision making information,
establish paths and maintain established paths through the MPLS network. The

component parts of the control plane and forwarding plane [1] are illustrated in Figure

2.1.
Routing updates Routing updates
< Routing Protocol < >
Control v
Routing Table
¥
¥ ai Forwarding Table
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Figure 2.1 Control and forwarding planes [1]

When a packet arrives, the forwarding plane (based on a label swapping
forwarding algorithm) searches the forwarding table maintained by the control plane to
make a routing decision for each packet.

The data plane (forwarding plane) is responsible for relaying data packets

between routers (LSRs) using label swapping. In other words, a tunnel is created below
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the IP layer carrying client data. The concept of a tunnel (LSP tunnel) is a key because it
means the forwarding process is not 1P based but label based. Moreover, classification at
the ingress, or entry point to the MPLS network, is not based solely on the IP header
information, but applies flexible criteria to classify the incoming packets such as class of

service required.

Forwarding Equivalent Class (FEC)

Forwarding Equivalent Class (FEC) 1s a set of packets that are treated identically
by an LSR. Thus, a FEC is a group of IP packets that are forwarded over the same LSP
and treated in the same manner and can be mapped to a single label by an LSR even if the
packets differ in their network layer header information. Figure 2.2 shows this behavior.
The label minimizes essential information about the packet. This might include
destination, precedence, QoS information, and even the entire route for the packet as
chosen by the ingress LSR based on administration policy. A key result of this
arrangement is that forwarding decisions based on some or all of these different sources
of information can be achieved by means of a single table lookup from a fixed-length

label [2].

LER (ingress) LSR LSR LER (F:gress)
IP1 A P IP1
l IP1 #L1 ] | IP1 #L2 I I IP1 #LBJ
IP1 #L1 1P1 #L2 IP1 #L3
P2 'y ™S P2

Figure 2.2 Forward Equivalent Class (FEC) [2]
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This flexibility is one of the key elements that make MPLS so useful. Moreover,
assigning a single label to different flows with the same FEC has advantages derived
from “flow aggregation”. For example, a set of distinct address prefixes (FECs) might all
have the same egress node, and label swapping might be used only to get the traffic to the
egress node. In this case, within the MPLS domain, the union of those FECs is itself a
FEC. Flow aggregation reduces the number of labels which are needed to handle a
particular set of packets, and also reduces the amount of label distribution control traffic

needed. This improves scalability and reduces the need for CPU resources [2].

Labels

A label called a “shim label”, or an MPLS “shim” header is a short, fixed-length,
locally significant FEC identifier. Although the information on the network layer header
1s consulted for label assignment, the label does not directly encode any information from
the network layer header like source or destination address. The labels are locally
significant only, meaning that the labels are only useful and relevant on a single link,

between adjacent LSRs. Figure 2.3 presents the fields of an MPLS “shim” header.

v

4 octets

A

Label Exp S TTL

Label: Label value, 20 bits
Exp: Experimental bits, 3 bits. Can be used to support CoS (Class of Service).

S: Stack, 1 bit
TTL: Time to Live, 8 bits

Figure 2.3 MPLS “shim” header format
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In MPLS the assignment of a particular packet to a particular flow 1s done just
once, as the packet enters the network. The flow Forward Equivalence Class (FEC)
which the packet is assigned to is encoded with a label. When the packet is forwarded to
the next hop, this label is sent along with it, that is, the packets are “labeled”. At
subsequent hops there is no further analysis of the packet’s network layer header. The
label itself is used as hop index. This assignment eliminates the need to perform the
longest prefix-match computation for each packet at each hop. The experimental bits in
the MPLS header can be used to support the required class of service for packets as
described in [91].

Label swapping is a set of procedures where an LSR looks at the label at the top
of the label stack and uses the Incoming Label Map (ILM) to map this label to Next Hop
Label Forwarding Entry (NHLFE). Using the information in the NHLFE, the LSR
determines where to forward the packet, and performs an operation on the packet’s label
stack. Finally, it encodes the new label stack into the packet, and forwards the result. This
concept is applicable in the conversion process of unlabeled packets to labeled packets in
the ingress LSR, because it examines the IP header, consults the NHLFE for the

appropriate FEC, encodes a new label stack into the packet and forwards it.

Label Switch Router (LSR)

A Label Switch Router (LSR) is a device that is capable of forwarding packets at
layer 3 and forwarding frames that encapsulate the packet at layer 2. It is both a router
and a layer 2 switch that is capable of forwarding packets to and from an MPLS domain.

The edge LSRs are also known as Label Edge Routers (LERs). The ingress LSR pushes
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the label on top of the IP packet and forwards the packet to the next hop. In this phase as
the incoming packet is not labeled, the FEC-to-NHLFE (FTN) map module is used. Each
intermediate/transit LSR examines only the label in the received MPLS packet, replaces
it with the outgoing label present in the label information based forwarding table (LIB)
and forwards the packet through the specified port. This phase uses the incoming label
map (ILM) and next hop label forwarding entry (NHLFE) modules in the MPLS
architecture. When the packet reaches the egress LSR, the label is popped and the packet

1s delivered using the traditional network layer routing module.
Label Switched Path (LSP)

A label Switched Path (LSP) is an ingress-to-egress switched path built by MPLS
capable nodes which an IP packet follows through the network and which is defined by
the label (Figure 2.4). The labels may also be stacked, allowing a tunneling and nesting of
LSPs. An LSP is similar to ATM and FR circuit switched paths, except that it is not

dependent on a particular Layer 2 technology.

LSP (Label Switched Path)

LER (ingress) Apply LSR LER (egress)

» » »
» » »

IP IP #L1 IP #12 IP #L3 P

Figure 2.4 Label Switched Path (LSP) [2]

Label switching relies on the set up of switched paths through the network. The

path that data follows through a network is defined by the transition of the label values
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using a label swapping procedure at each LSR along the LSP. Establishing an LSP
involves configuring each intermediate LSR to map a particular input label and interface
to the corresponding output label and interface. This mapping is stored in the Label
Information Base forwarding table (LIB).

There are two kinds of LSPs setup methods in MPLS networks. First, hop-by-hop
routed LSPs where the label distribution protocol (LDP) is used. To illustrate more, in
MPLS two adjacent label switching routers (LSRs) must agree on the meaning of labels
used to forward traffic between them and through them. The label distribution protocol
(LDP) is a protocol defined by IETF MPLS Working Group for distributing labels in
MPLS networks. Therefore, LDP is a set of procedures and messages by which LSRs
establish Label Switched Paths (LSPs) through a network by mapping network layer

routing information directly to data link layer switched paths.

Figure 2.5 shows a simple process for requesting and assigning labels in a MPLS
network. For example, an IP packet with IP prefix value 47.1 entering the MPLS network
is assigned labels L; and L, to setup an LSP used to forward the packet from the ingress
router towards the egress router. Therefore, each LSR that receives a MPLS packet with
Label IN value, after checking its FEC value, forwards the packet to the next router with

Label Out value.

The second kind for LSPs setup is explicitly routed if the path should take into
account certain constraints like available bandwidth, QoS guarantees, and administrative
polices. Explicit routing uses an advanced version of the LDP signaling protocol for this

purpose because the basic LDP signaling protocol is incapable to do explicit routing. The
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advanced version of the LDP is the constraint-routed label distribution protocol (CR-

LDP) [3].

Resource Reservation Protocol with traffic engineering extensions (RSVP-TE) [4]
is another signaling protocol used to establish LSPs. For example, in Figure 2.5 the

RSVP path and reservation messages are used for requesting and mapping the labels.

Label information Base:
LabelIN FEC Label Out
L7 47.1 L4

Label Information Base: i
LabelIN FEC Label Qut i
XX 471 L7 !
XX 47.3 L89 !
XX 52.3 |

Ingress LER . . M
WS | Label Information Format: |
i LabelIN  FEC Label Out |
| L4 474 XX |
- " . '

47.1 Wwee?

Figure 2.5 MPLS single path label distribution

The following section introduces the fault tolerance in MPLS and discusses the
main techniques used for failure recovery. In addition, related work in MPLS fault

tolerance is presented and discussed.

2.2 Failure Recovery in MPLS

The explosive growth of Internet and the real-time applications it supports, such

as voice and video, has resulted in new requirements for service providers. The customers
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expect the highest quality of service, including sustained continuity of service without
any disruption, during the time they pay for the service. Service disruption due to a
network failure may cause the customers significant loss of revenue during the network
down time, which may lead to bad publicity for the service provider [5]. The major

network failures are essentially of three types:

a. Node Failure due to equipment breakdown or equipment damage resulting
from an event such as an accidental fire, flood, or earthquake; as a result, all
or some of the communication links terminating on the affected node may
fail.

b. Link failure due to inadvertent wire or fiber cables cuts; the cables carrying
traffic from one telecommunication office to another is buried approximately
3 feet underground in a conduit, but due to ubiquitous construction activities,
accidental cable cuts occur frequently, despite increased network care and
maintenance efforts.

c. Software failure that can impact a large portion of the given network. If the
software application in a router for example is corrupted or is not functioning
correctly, then this will affect other network components that are connected

to it [5]. This type of failure is not considered in this thesis.

In order to avoid these problems, it requires routers and other network system

elements to be resilient towards node or link failures in the network. Therefore, a system
that is able to continue operating properly in the event of failure of some of its parts is

called a fault tolerant system.
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The recovery time that can be tolerated for a highly reliable service is in the order
of seconds down to 10s of milliseconds [6, 7]. The current routing algorithms used in IP
networks are robust and survivable. However, the amount of time that is taken to recover
a failure can be significant and unaccepted for time-critical communication such as real-
time applications. MPLS network is very vulnerable to failures because of its connection
oriented architecture. Path restoration is provided mainly by rerouting the traffic around a
node/link failure in a LSP, which introduces considerable recovery delays and may incur

packet loss.

2.2.1 Recovery Techniques in MPLS

Recovery schemes can be classified according to the following two criteria:
dynamic protection vs. fast protection, local repair vs. path protection. Figure 2.6
provides a general classification of protection techniques for MPLS networks. The path
supporting the transmission in normal conditions is called the primary path or working
path. Backup paths or restoration paths are secondary paths to be used in case the primary

path fails.

2.2.1.1 Recovery by Rerouting (Dynamic protection)

Recovery by rerouting or dynamic restoration is defined as establishing new paths or
path segments on demand for restoring traffic after the occurrence of a fault. The new
paths may be based upon fault information, network routing policies, pre-defined
configurations and network topology information. Thus, upon detecting a fault, paths or

path segments to bypass the fault are established using signaling. For this purpose, an

18



alternative or backup path apart from the primary path used by the current traffic is
needed. It is important for the primary and backup paths to be disjoint or if not possible to

be maximally disjoint.

MPLS recovery
models

Rerouting Protection switching
(or Dynamic) (or Fast Rerouting)

Global repair Local repair Global repair Local repair
(or Path protection) (or link/node

Dedicated Shared
! ' [ (I:n, m: n) ]
—
[ 1+1 J [ 1:1 J

Figure 2.6 A General classification of protection techniques for MPLS networks [9, 10]

A complete rerouting technique 1s described in the framework presented in [7] and
consists of several steps. The main steps that the rerouting method must accomplish are

fault detection, fault notification, alternative path computing, and rerouting of traffic from

the primary path to the alternative path.
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2.2.1.2 Fast Protection

Fast protection recovery mechanisms pre-establish a recovery path or path segment,
based on network routing policies, the restoration requirements of the traffic on the
working path, and administrative considerations. The recovery path may or may not be
disjoint with the working path. However, if the recovery path shares sources of failure
with the working path, the overall reliability of the construct is degraded. When a fault is
detected, the protected traffic is switched over to the recovery path(s) and restored. In fast
restoration model the backup LSP is established and configured in advance, therefore

bandwidth reservation has to be made.

The two common protection switching recovery mechanisms are local repair (or
link/node protection) and global or end to end repair (path protection) according to the
initialization locations of the rerouting process [11]. Indeed, both techniques local or
global repair can be applied to dynamic restoration or fast rerouting, however, local

repair is more common in dynamic restoration protection.

The global and local repairs in the scope of the fast rerouting technique can be

explained as follows:

e Global repair: In global repair, the protection is activated on end-to-end basis,
irrespective of where the failure occurs, as shown in Figure 2.7. That is, an
alternative or a backup LSP is pre-established from ingress to egress routers of the
path to be protected. It is noticed that in global repair a failure signal is propagated

to the source (ingress router) before switching the traffic to the backup path, which
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wastes valuable time because the failure notification has to traverse the entire
network (MPLS domain).

e Local repair: Local repair aims to fix the failure at the point of failure or within a
very short distance from the failure, thereby minimizing delay and total packet
loss. If local repair is attempted to protect an entire LSP, each intermediate LSR
must have the capability to initiate alternative, pre-established LSPs. This is
because it is impossible to predict where failure may occur within an LSP. A very
high cost has to be paid in terms of complex computations and extensive signaling
is required to establish alternative LSPs from each intermediate LSR to the egress
LSR.

— a—

Alternative
Ingress Protected Egress

Figure 2.7 Global repair [2]

2.2.2 Recovery Factors in MPLS

Several criteria comparisons between different MPLS—based recovery schemes
are defined in [12, 13]. The most important criteria are: packet loss, recovery time, re-
ordering, full restoration time, vulnerability, and quality of protection. In the following

we summarize the factors of our interest:

Packet Loss: Recovery schemes may introduce packet loss during switchover to/from a
recovery or backup LSP. It is a critical parameter for a restoration mechanism.
Throughput rates achieved for the service are seriously affected by packet losses. In real-

time applications (i.e., VolP, Multimedia, etc.) losses may interrupt the connection.
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Recovery schemes should guarantee minimal or if possible no packet losses during the
restoration period.

Packet Re-ordering: Recovery schemes may require packet re-ordering during
switchover from/to the working LSP. Packet re-ordering is mainly required at the egress
side.

Resource utilization: In order to provide fault tolerance in a system, especially pre-
planned protection (e.g., fast protection), redundant bandwidth has to be reserved or
dedicated. Therefore, the amount of redundant bandwidth required has to be effectivé]y
utilized.

Recovery time: It is the time from the start of failure detection, until the time when the
packets start flowing through the alternative or backup LSP. The message that is used to
inform the router responsible of switching traffic to the backup path is called Failure

Indication Signal (FIS).

Table 2.1 summarizes the main aspects of different combination of restoration and

repairing methods used to protect traffic from network failure.

Restoration and| Resource Speed of Packet Loss Protection Path
repair method | Requirements | Recovery (length)
Dynamic/Local | No Slow Minimum Might not be the
Repair SP available
Dynamic/Global | No As above High (compared | Path is shortest
Repair + FIS To above) available

Fast protection/ | Yes Fast Minimum May not be
Local repair optimal

Fast protection/ | Yes Fast, depends| High Better than
Global repair on FIS the above

Table 2.1 Comparison table for repair techniques, SP: shortest path, [12, 14].

22




The number of dropped packets in dynamic protection could be larger than fast
protection. However, resource utilization is more efficient in dynamic protection than fast
protection because reservation is only made after failure occurs. This scheme also
provides more flexibility in the establishment of a new backup LSP. The main advantage
of using a dynamic protection is that an optimal backup LSP may be established and the
bandwidth requirements are minimal. However, there is no guarantee to find available

bandwidth for the backup LSP as there is no reservation made in advance.

2.2.3 Related work in MPLS fault tolerance

The dynamic protection model may not be suitable for time sensitive applications
because of its large recovery time [7, 14]. For this reason, in this thesis we consider the
fast protection scheme because our main concern is to reduce the recovery delay and
packet loss.

The Simple-Dynamic [15] scheme proposed a simple dynamic protection repair
scheme, that is, the backup path is established after detecting a node failure in the
working path. The backup path is established up to the path merge LSR (PML) (i.e,
LSRI1 in Figure 2.8) router along a shortest transmission path that does not utilize any
working path. Figure 2.8 describes the protection scheme in [15]. When a failure in the
link between LSR4 and LSR9 occurs, the traffic can be rerouted along the following
backup LSP: LSR 4-3-7-8-9. Other rerouting or dynamic approaches can be found in [16,

17].
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- — —> Backup Path

Figure 2.8 Simple dynamic restoration example in MPLS network

The 1+1 “one plus one” protection scheme discussed in [7, 8, 15] can provide path
recovery without packet loss or recovery time. The resources (bandwidth, buffers, and
processing capacity) on the recovery path are fully reserved, and carry the same traffic as
the working path, requiring substantial amount of dedicated backup resources. Selection
between the traffic on the working and recovery paths is made at the path merge LSR
(PML) or the egress LER. In this scheme, the resources dedicated for the recovery of the
working traffic may not be used for anything else.

Generally speaking, protection schemes use 1:1 path protection where every link can
carry either regular traffic or backup traffic and thus does not require dedicated backup
links. This can be extendible to 1:N, and M:N shared protection where N working paths
share M backup paths for efficient bandwidth utilization. To support differentiated
services, normally if the network is safe, the capacity of the backup paths is utilized to
carry packets belonging to lower priority class types (e.g., best effort). In case of failure,
the lower class traffic is blocked to support backup for high priority traffic [18].

The paper by Makam et al. [7] proposes a PSL (Path Switched LSR) oriented path
protection mechanism that consists of three components: minimize the delay experienced

by notification message traveling from the fault detection node to the protection
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switching node (i.e., PSL) by building a fast and efficient reverse notification tree
structure, a hello protocol to detect faults, and a lightweight notification transport
protocol to achieve scalability. Basically, when a failure occurs a notification message is

sent to the ingress router and the traffic is switched to the pre-established backup LSP.

The paper by Haskin ez al. [19] is also based on pre-established alternative path. The
backup path is cémprised of two segments. The first segment is established between the
last hop working switch and the ingress LSR in the reverse direction of the working path.
The second segment is built between the ingress LSR and the egress LSR along an LSP
that does not utilize any working path. In Figure 2.9, if the link between LSR4 and LSR9
fails, all the traffic in working path is rerouted along the backup path, LSR 4-3-2-1-5-6-7-
8-9. Optionally, as soon as LSR1 detects the reverse traffic flow, it may stop sending
traffic downstream of the primary path and start sending data traffic directly along the

second segment.

(Egress)
LSR 1(Ingress) e

ey N O1KING Path
———» Backup Path

Figure 2.9 Path restoration examples [19]

In 1:1 protection method the bandwidth requirements are higher (because each
working LSP should reserve equal bandwidth for the backup LSP) than in shared path

protection (1: N or M: N) method. Figure 2.10 shows the basic principle for shared
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backup path protection in MPLS networks [9] where the recovery path may be shared if
its corresponding working paths are disjoint. In addition, the resources allocated for the

recovery path can be fully available to pre-emptible low- priority traffic.

. * backup L2 "W

(o -
O -

S

Figure 2.10 Working paths L1 and L2 may share backup capacity on XY only if L1 and

L2 are disjoint [9]

The authors of [11] present a solution to further reduce the Spare Capacity
Allocation (SCA) to near optimality by proposing a successive survivable routing (SSR)
algorithm for mesh based communication networks. First, per-flow spare capacity sharing
is captured by a spare provision matrix (SPM). The SPM matrix has a dimension of the
number of failure scenarios by the number of links. It is used by each demand to route the
backup path and share spare capacity with other backup paths. Next, based on a special

link matrix calculated from SPM, SSR iteratively routes/updates backup paths in order to
minimize the cost of total spare capacity. The network redundancy (which is the ratio of

the total spare capacity over the total working capacity) for shared path restoration cases

26



measured in this paper ranges from 35% to 70%. The paper, however, does not consider
recovery delay, packet loss and re-ordering.

To improve bandwidth utilization, [8] proposes path merging technique to allow
bandwidth sharing on common links among a service LSP and its backup LSPs. The
scheme extends the sharing principle and allows distributed sharing by including broader
bandwidth sharing among any backup LSPs from different service LSPs.

Seok et al. proposed in [20] a fault tolerant multi-path traffic engineering scheme for
MPLS networks with the objective to effectively control the network resource utilization.
The proposed scheme consists of the maximally disjoint multi-path configuration and the
traffic rerouting mechanism for fault recovery. The authors use the linear programming
formulation to configure disjoint multi-path and the traffic rerouting solution. So when
the statistical traffic demand is known between a source LSR and a destination LSR, then
the traffic engineering can be applied with the following objectives: set all LSPs
configuration in order to find disjoint paths for each node pair, subject to minimization of
the maximum of link utilization. When some link failures are detected, the proposed
mechanism routes the traffic flowing on the failed LSPs into available LSPs. Only
bandwidth utilization is considered in this approach; where other fault tolerance issues
such as recovery time and packet loss have not been discussed. However, this approach
applies the same mechanism used in any other path protection approach where recovery
time and packet loss occurs.

The paper by Buddhikot ez al. [21] addresses guaranteed uninterrupted connectivity
in case of link/node failure in primary path by finding a set of backup LSPs that protect

the links along the primary LSP. The authors introduce the concept of “backtracking”
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where the backup path may originate at the failed link (local restoration) or in the worst
case the backup paths may originate at the ingress node. In other words, it provides
algorithms that offer a way to tradeoff bandwidth to meet a range of restoration latency
requirements.

The paper by Virk et al. [22] presents an economical global protection framework
that is designed to provide minimal involvement of intermediate LSRs, reduction in the
number of Path Switch LSRs responsible to switch the traffic from failed working path to
the backup path, fast and cost effective fault notification. The proposed scheme uses a
directory service that is logically centralized and physically distributed database to
provide a fast lookup of information. In the paper, the performance evaluation only
considers packet loss.

A distributed LSP scheme to reduce spare bandwidth demand in MPLS networks
proposed in [24] is also based on pre-established protection scheme. Here the ingress
LER groups the incoming LSP, which is carrying the incoming IP packet flows, into
several sub-groups each of which is assigned to a distinct sub-LSP from a number of K
sub-LSPs. A single failure is only assumed; hence only one backup sub-LSP of the
amount 1/K is required. The scheme proposed in [24] does not however consider
reducing recovery delay and/or packet loss. A path failure results in switching over to the
backup path and therefore incurs considerable recovery delay.

The concept of spare capacity reallocation is also presented by authors in [25]. The
proposed algorithm called Short Leap Shared protection with spare capacity reallocation
(SLSP-R) that is used to initiate an on-line reconfiguration of the spare capacity, where

both the network dynamics and computation efficiency are jointly considered. The author

28



in [26] presented a methodology on how to implement the path restoration strategy to
achieve effective control, fast restoration, and economic network capacity placement in
MPLS and ATM networks.

Wang et al. proposed in [27] a new scheme to utilize the network resources. The goal
is to pre-identify backup paths but not to reserve them. The generalized vmode] is to assign
priorities for the primary and backup paths, based on a model for current networks where
flows are classified by their importance. In this model, higher priority flows are allowed
to preempt lower priority flows whenever there is any shortage of the bandwidth. The
backup paths in this model are considered to be of lower priority than primary paths,
which is differing from the reservation model where the backup paths are priced similarly
as the primary paths. This approach has a tradeoff between the availability of backup
paths and its cost. In particular, there is no guarantee that a backup path will be available
to a flow in case of a primary path failure since it may be in use by higher application. To
enhance the availability of backup paths, the scheme tries to achieve this by pre-
identifying multiple backup paths protecting each link on the primary path.

Ruan et a./ [28] proposed a restoration scheme called UNIFR, which tries to provide
fast restoration as local restoration repair scheme while achieving better bandwidth
efficiency than the local restoration does. The key idea is to let the upstream node that is
adjacent to the failure switch the traffic to a backup path from itself (i.e., the upstream
node) to the destination node immediately after it detects a failure. Like local restoration
repair scheme, UNIFR achieves fast restoration by eliminating the failure notification
delay incurred in the global restoration scheme. Unlike local restoration repair scheme,

this approach uses semi-global backup paths from the failure detecting node directly to
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the destination node. The semi-global backup paths offer better opportunity for spare
capacity sharing among themselves than the local backup paths used in local repair
restoration scheme.

In [29], the authors proposed a scheduling mechanism for failure restoration in
MPLS networks. The proposed scheme presents a scheduling mechanism for sending
notification messages of connections with different rerouting priorities, which ensures
that higher priority connections have preferential access to better routes and available
network resources, so that QoS performance of higher priority connections could be
guaranteed after restoration. In addition, recovery speed can be increased for higher
priority LSPs by preventing the quick setup of low priority LSPs.

A mechanism to share and provide better bandwidth utilization [30] proposes path
merging technique to allow limited bandwidth sharing on common links among a service
LSP and its backup LSPs. The scheme extends the sharing principle and allows
distributed sharing by including broader bandwidth sharing among any backup LSPs
from different service LSPs.

The paper by Avallone et al. [41] proposes a splitting infrastructure for load
balancing in an MPLS network. The paper proposes some operations to be performed at
edge routers to handle multi-path routing issues such as packet reordering and processing
resulted from the use of splitting technique. The mechanism proposed is based on the
idea of splitting flows on a per-packet basis. The authors proposed a use of extra MPLS
header in accordance of MPLS stacking to provide packet sequence numbering.
However, this approach might face practical implementation issues as they use the

experimental and TTL fields in MPLS header to identify splitting procedure.
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It is seen from the previous related work in MPLS fault tolerance that recovery time,
packet loss and bandwidth utilization are the main service parameters for real-time
traffic. However, most of the approaches in literature focus on reducing working and
recovery bandwidth utilization while considering the recovery delay. There is no scheme
that can provide path protection with no packet loss and no recovery delay except the 1+1
protection at the cost of 100% redundant bandwidth reservation, or disperse routing [31]
that can handle single failures with lower redundant bandwidth but requires to know the
location of the failure.

The following section introduces the second objective of this thesis, which is MPLS

security. Related work on MPLS security is discussed.

2.3 MPLS Network Security

With the increasing deployment of MPLS networks, security concerns have been
raised. The basic architecture of MPLS networks does not support security aspects such
as data confidentiality, data integrity, and availability. MPLS technology has emerged
mainly to provide high speed packet delivery. As a result security considerations have not
been discussed thoroughly until recent demands for security have emerged by most
providers and researchers.

The reason why MPLS does not provide encryption mechanisms is related to the
purpose it was built for. In the conventional IP networks, every router in the network has
a role in analyzing IP packet headers, to classify, and to process every packet passing
through it. This of course will add more overhead and delay in the network [32, 33]. In

MPLS networks, only two routers (the ingress and egress routers) are responsible for this

31



task. Core or Label Switch Routers (LSRs) in MPLS network will only forward packets
based on labels transmitted through a pre-established Label Switch Path (LSP). The use
of security protocols such as IPSec requires the core MPLS routers to analyze and
process packets’ header, which will result in reducing the performance of MPLS network
[34]. More discussion on issues regarding the application of IPSec over MPLS will be

provided in Chapter 6.

Generally, network security covers issues such as:

. Confidentiality: The property that information is not made available or
disclosed to unauthorized individuals, entities.

. Integrity: The property that information has not been modified or destroyed
in an unauthorized manner.

. Availability: The property of a system or a system resource being accessible
or usable upon demand by an authorized system entity.

. IP spoofing: refers to the creation of IP packets with a forged (spoofed)
source IP address with the purpose of concealing the identity of the sender or
impersonating another computing system.

. Nonrepudiation: A security service that provides protection against false

denial of involvement in a communication.

] Access control: Protection of system resources against unauthorized access.
. Authentication: The process of verifying an identity claimed by a system
entity.
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In this thesis, we consider the types of attacks we intend to protect the MPLS
network from. We are providing packet data confidentiality (including the header and
payload) so that an attacker cannot collect and analyze traffic data or understand routing
configuration. In this thesis we also propose a method to provide data integrity,

availability, and protection against IP spoofing.

2.4 Related Work in MPLS Security

Every layer of communication has its own unique security challenges. Network
security should be addressed at multiple layers to protect the network for different
vulnerabilities. For example, IPSec is used to enable secure transfer of packets at the IP
layer. A MPLS network requires the corporation of two network layers, IP and data link
layers.

Most of the existing work on MPLS security concentrates on MPLS-VPN
architecture. Behringer et al. [35] discussed MPLS VPN security. The authors present a
practical guide to hardening MPLS networks. They assumed “zones of trust” for MPLS
VPN environment. In other words, they assumed the MPLS domain to be secure or
trusted. As a result, the focus was on implementing security measures on MPLS edges
(i.e., Provider Edge routers). This assumption led to some security concerns such as VPN
data confidentiality and integrity. Therefore, there is no guarantee to VPN users that
packets do not get read or sniffed when they are in transit over the MPLS domain. The
authors left the issue of securing MPLS core routers (if they are not trusted) as an open

issue for more discussion. However, the authors proposed the application of IPSec over
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MPLS VPN network in order to support security features such as confidentiality and
integrity when the MPLS domain router are not trusted.

The implementation of IPSec in MPLS VPN networks may generally be applied
between MPLS network borders, i.e., edge routers. Edge routers are also named PE
(Provider Edge) routers while core LSRs are called P routers [35]. The P routers are only
responsible for applying forwarding packets based VPN MPLS labels, while the PE
routers have more complex tasks such as applying access control rules and analyses.
IPSec can be applied at various points, i.e., Customer Edge to Customer Edge (CE-CE
IPSec), or PE-PE IPSec, or Remote access as shown in Figure 2.11. In this work we only

focus on PE-PE IPSec implementation since this part applies to MPLS core network.
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Figure 2.11 IPSec Termination Points in an MPLS VPN Environment [70]

IPSec PE-PE provides suitable protection for the following threats:
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o Eavesdropping on lines between the PEs or P routers (The LSR router is
- called ‘P’ router), specifically, if the MPLS core is routed over untrusted

areas.

e Misbehavior of P routers, which can lead to packets being changed or routed

to the wrong egress PE.

Figure 2.12 shows a possible implementation of PE-PE IPSec in MPLS/VPN [70,
71]. In this mode, the LSPs in the MPLS core are replaced with IPSec tunnels. Therefore,
it is also an alternative for running MPLS layer 3 VPN networks. The VPN label is pre-
pended to the VPN packet as in normal MPLS; however, IPSec can only secure IP

packets, not labeled packets. Therefore,
a) the labeled packet is first encapsulated in Generic Routing Encapsulation (GRE),
b) the GRE packet can then be secured with IPSec. Because the endpoints of the

GRE tunnel are the same as for the IPSec tunnel, transport mode can be used, and

this reuses the GRE header.

1. Pre-Pend the VPN Label,
as in Normal MPLS

IP Header [Data |

2. Encapsulate: MPLS in GRE or
IP {Tunnel Between PEs)

. o o, ——

e ol
iPsec Transport Header Protected

Figure 2.12 IPSec Encapsulation for PE-PE Security [70]
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The paper by Lee et.al. [36] discusses some issues and procedures that should be
considered when providing MPLS VPN services such as security, and scalability, QoS.
The authors raised the concern that might occur by the use of security procedures in
MPLS performance such as slowing down network connections.

Another study by T. Saad e al. [32] discusses the effect of MPLS-based tunnels on
end-to-end virtual connection service and security. The study shows that applying IPSec
in MPLS-based tunnels reduces overall throughput of TCP flow and adds more overhead.

A cryptographic protocol to protect MPLS labels was proposed by Barlow ef al. [37].
The design applies simple encryption technique on labels to prevent header modification.
The protocol does not provide data confidentiality. The authors proposed the Blowfish
algorithm as an encryption algorithm. However, the approach proposes to use bits from
the experimental field bits and TTL field (two bits) of MPLS header to increase the
chance of detecting bad or invalid MPLS header resulted from label encryption.
However, this practice is not practical as experimental bits are used in MPLS to support
differentiated services.

Chung et al. [38] proposed a method for RSA [92] algorithm suitable for multi-path
topology. It was mentioned that the algorithm can be applied to MPLS networks however
the details are not provided. They proposed a modified RSA algorithm that can support
multi-path routing.

The authors in [39, 40] propose a framework for MPLS-based network survivability
against security threats. It requires digital signature of all the signaling messages for the
MPLS control plane protocols. This type of protection is necessary to protect the routing

information, e.g. the multi-path routing information.
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In reference [43] the authors discuss possible solutions to prevent or reduce
availability problems in IP/MPLS networks such as denial of service attack. The authors
discuss some useful practices that can help to achieve the availability.

Another work that addresses the need to secure signaling protocols in MPLS is
studied by Zhi et al. [42]. The work analyzes an authentication mechanism for securing
the RSVP and RSVP-TE control messages, and studies their performance. The time for
authenticating the signaling messages depends on the algorithm used, and increases
slightly in the order of MDS, SHA-1, RIPEMD160 and SHA-256 [93]. The performance
of the RSVP-TE with multiple sessions was measured.

The deployment of IP-MPLS networks between different ISP have some challenges
that should also be taken into consideration. The paper by Fang et al. [44] addresses
requirements, implementation option, and challenges for the deployment of IP-MPLS
between different service providers. General requirements for the interconnections end
users’ and service providers’ perspectives include security, scalability, and
manageability, QoS, and end-to-end SLAs. From an implementation and challenges
perspectives this includes methods for guaranteeing consistent QoS and security services
across providers’ boundaries.

The paper by Daugherty et al. [45] discusses the blind insertion attacks on MPLS
VPNs. If MPLS infrastructure is not trusted, then MPLS VPNS that use IP tunnels expose
customer networks to the possibility of blind-insertion attacks, in which an attacker
circumvents a provider’s defense perimeter of packet filters on edge routers and injects

spoofed packets toward a PE router servicing a customer VPN.
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From the previous discussion on related work of MPLS security we notice that most
of the research proposals concentrate on MPLS-VPN point of view. In other words, the
domain of a MPLS network is assumed to be trusted. The security control measurements
are mainly applied to MPLS-VPN edge routers. It is also seen that the application of
IPSec to provide confidentiality and integrity of data inside MPLS domain is
accompanied by significant overhead as it will be discussed in more detail in Section 5.5.
It is important to take into account not to reduce the performance of the MPLS network
such as high speed networking when applying security protocols. The security of the
MPLS domain may not always be assumed to be trusted. Therefore, in this thesis we
tackle this case where we assume that the MPLS domain is not trusted. It is worth to note

that the MPLS security subject is still a work in progress in IETF MPLS Working Group.

2.5 Summary

In this chapter we have introduced some background information about MPLS
networks. Both fault tolerance and security literature for MPLS have been investigated.
The literature review on MPLS fault tolerance shows that many approaches have been
proposed to protect the network against failure. There are two main techniques used for
recovery in MPLS networks, dynamic and pre-configured protection. Each of these
techniques has pros and cons in terms of recovery time, packet loss, packet re-ordering,

and bandwidth utilization.

The technique that we are interested to compare with is the pre-configured (fast
protection scheme) as it performs better than the dynamic technique for time sensitive

applications.
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In this chapter we also explored MPLS security issues and introduced some of
security approaches proposed until now. The security issue in MPLS network is an
evolving issue and has not been until now standardized. It is still until now a work in

progress in the IETF MPLS working group.
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Chapter 3

Background on the Threshold Sharing Scheme

In this chapter we discuss the basic idea of the Threshold Sharing Scheme. A
numerical example which illustrates the message distribution and reconstruction is
presented. Moreover, some applications where the threshold sharing scheme can be used

is discussed.

3.1 Threshold Sharing Scheme (TSS)

In cryptography, secret sharing refers to any method for distributing a secret amongst
a group of participants, each of which is allocated a share of the secret. The secret can
only be reconstructed when the shares are combined together; individual shares are of no
use on their own. More formally, the idea behind the threshold sharing scheme (TSS) is
to divide a message into » pieces, called shadows or shares, such that any & of them can
be used to reconstruct the original message. Using any number of shares less than £ will
not help to reconstruct the original message.

Adi Shamir polynomial approach known as Shamir’s (&, ») threshold scheme [47]
will be used to show this concept. Shamir’s (k, n) threshold scheme is one of the most
well-known examples of secret sharing schemes, which provides a very simple and

efficient way to share a secret among any % of the » participants.
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Let p be a prime number. A polynomial in the intermediate x over the finite field Z,

(Appendix A) is an expression of the form

fx)= X+t axitaix+ag mod p (3.1)

where each a; € Z,and n > k > 0. The element a; is called the coefficient of x; in f{x).

The largest integer k-1 for which a;.; # 0 is called the degree of f(x), a.; is called the
leading coefficient of f{x). If f{x) = ay (a constant polynomial) and ay # 0, then f{x) has

degree 0. If all the coefficients of f{x) are 0, then f{x) is called the zero polynomial.

The following is a description of the distribution process of Shamir’s (k, n) threshold

scheme:

Let K € Z,, where p > n+1 is a prime. Hence, the key K will be an element of Z,..

Initialization Phase:

The dealer or distributor, D, chooses » distinct, non-zero elements of Z,, denoted x;, 0< i

<n-1.For 0 <i<n-1,D gives the value x; to P;, (P; is a participant).

Share Distribution:

- Suppose D wants to share a kéy K & Z,. D secretly chooses (independently at

random) k-1 elements of Z, to be coefficients ay, ... , ax.;.

- For 0<i<n-1, D computes y;= a(x;), where
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k-1
a(x)=K+ ), a’ modp (3.2)
j=1

- For 0<i<n-1, D gives the share y;to P;.

In this scheme, the dealer D constructs a random polynomial a(x) of degree at most -7 in
which the constant term is the secret key, K. Every participant obtains a point (x;y;) on

this polynomial.
Reconstruction:

The following is a description of the reconstruction process of (k, »n) Shamir’s

threshold scheme.

The Shamir’s (k, n) threshold scheme is based on the Lagrange interpolation for
polynomials. The following Lagrange interpolation formula is used to reconstruct the
message in an explicit formula for the unique polynomial a(x) of degree at most k-/

which contains the pairs (x; , 3;), 0 <j < &-1.

k-1 X-X
a@)=Y v [] (3.3)
i=0 0<j<k-1j# Xi—X;

We will interpret Shamir’s (k, n) threshold scheme from the point of view of solving

systems of linear equations. An invariant polynomial y = f{x) of degree at most k-1 is
uniquely defined by % points (x;, y;) with distinct x;, since they define £ linearly

independent equations in k£ unknowns.
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Example: let the secret K be 11, then in a (3, 5) threshold sharing scheme, any three of
five shares can reconstruct K. First a quadratic equation should be generated, where the
coefficients a; and a, are chosen randomly, and the p value should be greater than any

coefficient value, in this case 13. The x-coordinates are x; =i, 1 <i <5, and
a(x)=(11 + 8x + 7x*) mod 13

Wherea; =8, anda; = 7.

The following shares are calculated:

a(1)=0 mod 13
a(2)=3 mod 13
a(3)=7 mod 13
a(4)=12mod 13

a(5)=5 mod 13

ay is reconstructed from any three of the above shares (let’s say a(2), a(3) and a(5)) using

the following equation:

X1 X2 X3 Xn

ax) = (@ay...a} | . . . ) mod p (3.4)

X< xF X!

(ap+a;(2)+a(2)*)=3mod 13

(a0+a1(3)+‘a;(3)2)57m0d 13
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(ao+a; (5)+a>(5))=5mod 13

The following solution is obtained after applying equation (3.3):

a()=(3. &) &5 17 -5 4 5 (x2)(-3) mod 13
(2-3) (2-3) (3-2) (3-5) (5-2) (5-3)

_ (3. GBS g (a1l g () mod 13
3 2 6

=(3.3)" (F-8x+15)+ 7. (-2)" (x*-7x+10) + 5. (6)" (x*-5x+6) ) mod 13

The inverse values in the above equation are calculated using the Extended Euclidean

algorithm as provided in appendix A.

=(3.(9) (*-8x+15) + 7. (6) (*-7x+10) + 5. (11) (x*-5x+6) ) mod 13
= (124 X’ — 785x + 1155) mod 13
=(7x+8x+11) mod 13

This system has a unique solution in Z;;: ap=11, a) =8, a; =7. The key is therefore K= aq

=11.

3.2 Applications of Threshold Sharing Scheme

In this section we present some of the areas which use threshold sharing to provide

security and fault tolerance.
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The use of threshold sharing from a networking perspective has been studied in
many proposals. Zhou et al. [48] proposed to combine secret sharing and multi-path to
improve the availability and security of certificate authority (CA) in ad hoc networks
(MANET). The threshold signature scheme used in [48] is shown in Figure 3.1. Given a
service consisting of three servers, let K/k be the public/private key pair of service. Using
a (2, 3) threshold secret sharing scheme, each server i gets a share s; of the private key £.
For a message m, server i can generate a partial signature PS (m, s;) using its share s;.
Servers 1 and 3 both generate partial signatures and forward the signatures to a combiner
C. Even though server 2 fails to submit a partial signature, C is able to generate the
signature (m), of m signed by server private key k. Another distributed certificate issuing

scheme has been suggested by Kang et al. [49].

L3}

/ server
m ~ @ |
\ server 2

"

server 3

~ (M

PS8im, s83)

Figure 3.1 Threshold signature K/k [48]

The paper by Castelluccia et al. [S0] presents two self-keying mechanisms for pair

wise key establishment in mobile ad hoc networks which do not require any centralized
support. The mechanisms are built using the threshold secret sharing, and are robust and

secure against a collusion of up to a certain number of nodes.
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The paper by Lou et al. [59] proposed to use the threshold secret sharing to provide
confidentiality of data in ad hoc traffic with the consideration of saving bandwidth. The
focus was to find the disjoint paths within the ad hoc environment. Other security
parameters such as data integrity have not been addressed. In this thesis, we adopted the
bandwidth saving mechanism used in this work.

The threshold secret sharing algorithm can protect a secret with high reliability and
flexibility. These advantages can be achieved only when all the participants are honest,
i.e., all the participants willing to pool their shares shall always present the true ones [47].
Cheating detection is an important issue in the secret sharing scheme. However, cheater
identification may also be required. If some dishonest participants exist, the other honest
participants will obtain a false secret, while the cheaters may individually obtain the true
one [11].

The use of threshold secret sharing to provide security for stored data has been also
proposed. The paper by Greenan et al. [S1] propose a secure, distributed, very long-term
archival storage system that eliminates the use of keyed encryption through the use of
unconditionally secure secret sharing. Another proposal for the use of threshold secret
sharing as a decentralized recovery for survivable storage systems is presented by Wong
[23]. The use of threshold secret sharing to provide fault tolerance for data networking

has not been considered to the best of our knowledge.

3.3 Another Coding Technique

There are other encoding models used to provide fault tolerant systems such as the

disparity routing model proposed by Maxemchuk er al. [31]. The model requires
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networks with multiple disjoint paths to spread the data from a source over several paths.
To provide redundancy, the message is divided into fewer sub-messages than there are
paths. Additional sub-messages are constructed as a linear combination of the bits in the
original sub-messages (e.g., modulo-2, parity check codes), such that the original
message may be reconstructed without receiving all of the sub-messages. For a (N, K)
system, N is the number of paths used and the original message is subdivided into K
parts, where N > K. For a modulo-2 system where N = K+1, and the system can only
tolerate single path failure. The missing sub-message creates holes in the codeword
whose position should be known and whose value can be reconstructed from the received
sub-messages. The scheme is incapable of providing multiple failures. Therefore, in order
to handle multiple failures their approach uses “Flooding” strategy (e.g., a (3, 1) system,)
where the entire message is transmitted on all three paths until at least one path is

received, thus requiring more redundant bandwidth.

Another work by Bheemarjuna et. al [52] has tackled the security and reliability
issues in ad hoc wireless networks. The scheme addresses the reliability in the context of
both erasure and corruption channels and quantifies the security factor in terms of the
number of eavesdropping nodes. Indeed, the authors did not address other security issues
like data integrity and IP spoofing. The coding scheme used is based on the Reed-

Solomon.
3.4 Summary
In this chapter, a background on threshold sharing is introduced. The original

scheme of Shamir’s secret sharing has been studied to help us understand its
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implementation which will be discussed in the next chapter. The scheme is used basically
to provide security for secret key sharing. The threshold secret sharing scheme can also
be used to provide resiliency for storage data and software. We also presented some

literature work on the use of the threshold secret sharing.

In the next chapter, a modified threshold secret sharing scheme is proposed to
provide data security and fault tolerance in MPLS networks. The proposed scheme
provides fault tolerance in MPLS network in a non-conventional concept which is
different from available recovery models for MPLS. The security of MPLS networks can

also be improved using the proposed approach scheme.
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Chapter 4

Modified Threshold Sharing for MPLS Networks

In the previous chapters, we introduced the fault tolerance and security issues (i.e.,
data confidentiality and integrity, availability, and IP spoofing throughout the thesis) in
MPLS networks in addition to the threshold sharing scheme.

In this chapter, we present our proposed work and demonstrate how to integrate the
original threshold sharing scheme to support fault tolerance and security in MPLS

networks.
4.1 Modified Threshold Sharing Scheme (TSS)

Our proposed algorithm can be used to provide security and fault tolerance at the
same time. We use the threshold sharing scheme described in previous chapter with a
modified version to suit MPLS networking requirements such as bandwidth utilization.
The original TSS algorithm is not suitable for network resource utilization as it will be
explained later in this section.

From a network point of view, if the whole message follows the same path to the
destination, the chance of risk that an attacker could intercept all information in the
message is high. However using a multi-path routing protocol combined with (k, n)
threshold sharing scheme makes it hard for the attacker to intercept all the information.

This procedure requires the attacker to compromise at least £ different node(s)/link(s) on
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k disjoint paths (here two paths are considered independent if no shared node(s)/link(s)
exist between a source and destination) to be able to reconstruct the original IP packet.

The same idea of threshold sharing scheme described in [59] can be applied to
provide fault tolerance in MPLS considering other requirements that could be different
from those needed in security. Recovery delay time and packet loss are the main
parameters in the event of MPLS network failure for applications that are sensitive to
delay and data loss. In order to overcome these problems, we introduce a novel approach
that guarantees to continue the MPLS network operation with no packet loss or recovery
delay and with reasonable network resource utilization in the event of single or multiple
LSPs failure. Our approach requires the existing of at least three disjoint LSPs between
an ingress and an egress routers to provide single LSP failure protection (i, £ = 2, n
=3). If it is not possible to have three disjoint LSPs, the algorithm should look for
maximally disjoint LSPs. Selecting paths which are maximally disjoint will affect the
fault tolerance performance for parameters mentioned above. The definition of
maximally disjoint paths was introduced in Section 1.2.

Our approach uses a modified version of the (k, n) threshold sharing algorithm with
multi-path routing wherein & out of n LSPs are required to reconstruct the original
message. For example, if we are using a (2, 3) threshold sharing algorithm, then it is only
enough for the egress router to receive MPLS packets or shares coming from two LSPs to
be able to reconstruct the original message which was divided and encoded at the ingress
router.

As we mentioned earlier, our concern is to provide fault tolerance mechanism with

reasonable bandwidth requirements in the network. We are using a modified version of
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the threshold sharing algorithm to fulfill the bandwidth requirement because its original
version is not suitable for the purpose of reducing redundant bandwidth. The idea to use
the threshold sharing for fault tolerance in networks has never been studied and
especially for MPLS networks to the best of our knowledge.

Figure 4.1 shows an architectural view of the system and shows how the original IP

packet is distributed and reconstructed in a MPLS network.
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Figure 4.1 Distribution and Reconstruction processes

When an IP packet enters a MPLS ingress router, a distribution process at the ingress
router is used to divide, encode and generate the »n share messages that will become the
payloads for » MPLS packets allocated over n disjoint or maximally disjoint LSPs
obtained using multi-path routing [5, 53, 54, 59] or Equal-Cost Multi-path (ECMP)
routing [55]. When an ECMP routing scheme is used, where all multiple LSPs found
have the same delay cost, at least £t MPLS packets will be received at the same time by
the egress router. In case of other multi-path routing protocols, at least K MPLS packets

should be received within the time frame of receiving a MPLS packet from the slowest
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LSP. Thereafter the reconstruction process at the egress router generates the original IP
packet from the first £ MPLS packets received.

Our approach provides no involvement of intermediate LSRs in the core of the
MPLS network. Only edge routers are responsible for the protection framework. The
following sections describe distribution and reconstruction processes at ingress and

egress routers.
4.1.1 Distribution Process

Figure 4.2 shows how the Distribution Process applies a (3, 4) Threshold Secret
Sharing scheme into an IP packet. The IP packet is first divided into m blocks S;, S», ...,
S,, where each block size L is a multiple of k bytes. The effect of block size L on packet
processing is shown later in Figure 4.4. From Equation (3.1), it can be easily seen that
there are three coefficients, ay, a; and a,, for a (3, 4) scheme where k£ = 3. Each block is
therefore divided in k equal parts (same as the number of polynomial coefficients), and
these coefficients are assigned values from the block (unlike original TSS scheme where
ay and a; are assigned random values [59]). For example ao = 06, a; = 28 (1C in hex), and
a; = 08 for the block §;. Next m quadratic equations f{iS;, x), where I <j < m, are
generated using the three coefficients from each of the m blocks, that is, every block
generates a quadratic equation. Each quadratic equation is solved n times using the n
different x;, 1 <i <n, values as agreed between a sender (ingress) and a receiver (egress).
Each MPLS packet payload therefore consists of m encoded values obtained from the m

quadratic equations using the same x; value, as shown in Figure 4.2. Each LSP can be
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said to correspond to a x; value. It can be easily seen that the size of each MPLS packet

payload is m * L / k or in other words is equal to the size of an IP packet divided by k.

For example, for block S}, the equation generated is

(81, x)= (8x*+ 28x + 6) mod 257
Figure 4.2 shows the equation generated for .S>.

The above equation is solved for different » values as follows:

f(Sjmr, x=1)= 42 f(S=2, x=1)= 116

f(S1,x=2)= 94 f(S=2,x = 2)= 112
f(Sj1, x = 3)= 162 f(Si=2, x = 3)= 256
f(S=1,x = 4) = 246 f(Sy=2,x = 4)= 34

In Figure 4.2, each of the four columns represents an MPLS packet share (i.e., MPLS
packet 1, MPLS packet 2, MPLS packet 3, and MPLS packet 4). As seen from the figure,
each MPLS packet share size is equal to 1/3 of the total original IP packet size. For a (3,
4) modified TSS, any three of these MPLS packet shares can be used to reconstruct the
original IP packet. Therefore, since we have four MPLS packet shares, the data
redundancy due to coding in this example is equal to 1/3 the size of original IP packet.
The details of redundancy in general for modified (k, n) TSS scheme is discussed in

Section 4.3.
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Figure 4.2 Distribution Process in the Ingress Router applying a (3, 4) modified TSS

Each block size used in Figure 4.2 consists of three bytes and therefore each
coefficient size is equal to one byte or 8 bits. However, the value obtained for the share
f(Sj=2, x = 3) is equal to 256. This means that the number should be represented with

more than 8 bits. Therefore, it is worth to note that in our implementation the operations
are simplified for finite fields of order 2", also called GF (2%) Galois fields [90] (where w

is an integer value) or binary fields, making these fields appropriate for the proposed TSS
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application. In other words, this will result in having share values that can be represented

with an equal size of coefficient, i.e., 8 bits.

One way to construct GF (2") is to use a polynomial basis representation [90]. Here,
the elements of GF (2") are the binary polynomials (polynomials whose coefficients are

in the field GF (2) = {0, 1}) of degree at most w —1.

GF (M) =aw1 2" ' tawaz"?+. . +ayzt+ayz+ag:a; € {0,1)

An irreducible binary polynomial f{z) of degree w is chosen (such a polynomial
exists for any w and can be efficiently found). Irreducibility of fz) means that f{z) cannot
be factored as a product of binary polynomials each of degree less than w. Addition of
field elements is the usual addition of polynomials, with coefficient arithmetic performed
modulo 2. Multiplication of field elements is performed modulo the reduction polynomial
fz). For any binary polynomial a(z), a(z) mod f{(z) shall denote the unique remainder
polynomial #(z) of degree less than w obtained upon long division of a(z) by f (z); this
operation is called reduction modulo f{z) [90].

The following are some examples of arithmetic operations in GF (2%) with reduction
polynomial f(z) = 2 +x*+ x>+ x+ 1. Here we represent each byze of the IP packet by a
characteristic 2 finite field with 8 terms. In other words, this 8 terms characteristic 2 finite

field represents the same concept of the prime number.

Addition: {0x CA inhex} + {0x 53 inhex} =" +x°+ X +x) + (®+x* +x+ 1) =x"+

x4+ %%+ 1= {0x 99 in hex} = {10011001} (in binary).
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Subtraction : {0x CA in hex} - {Ox 53 in hex} = (x’ + LR +0-C+xt+rx+ )=
{0x 99 in hex}. (As explained before, since the operations are done in characteristic 2

finite field, the addition and subtraction give the same value).
Multiplication: {0x 53in hex} * {Ox CA inhex} = (* +x* +x+1) o+ 4+ +x)
S E PR b S B N § U [ S B
+8 4+ x+ el A8
SG ENPUS AP B | B [ S
+x0+x%+ P +x
e B2y 10 9 B 65
+xt+ X +xP+x
Therefore,

A e e+ s rxmodulo Bt X+ 1 =
(11111101111110 mod 100011011) = {01} where the operation can be done through
long division, noticing that the XOR is applied in the example and not arithmetic

subtraction.

The complexity of the distribution process is deduced from the explanation above; it
is expressed in terms of the original packet size, the size of the blocks to be used, and the

number of LSPs over which the resulting MPLS packets are sent. More precisely, if a is
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the size of the original IP packet coming into the ingress router, b is the size of the blocks

resulting from the division of the IP packet, and c¢ is the number of LSPs used between

. . N . a
the ingress and egress routers then the complexity of the distribution process is O(~b— xc).

4.1.2 Reconstruction Process

Figure 4.3 shows the reconstruction process of the IP packet from any & of the »
MPLS packets received from the network of Figure 4.2. In the figure, MPLS packets
received from the LSP2, LSP3 and LSP4 are considered. Since both ingress and egress
routers use the same polynomial function, the order of coefficients ay, ay, ..., ai; are
already preserved and does not depend on the location of shares in a group of LSPs, as
can be seen in the following reconstruction process.

The following three equations are used to obtain the function f(S;, x) using Langrage

Interpolation:

(@o+a;(2) + a>(2)*) =94 (mod 257) ; from LSP2
(ao+a;(3)+a:(3)) =162 (mod 257) ; from LSP3
(ao+ a; (4) + a;(4))) =246 (mod 257) ; from LSP4

Using Equation (3.3), the following is obtained:

f(S1,x)=8x+28x+6 mod 257

where the original values of the coefficients for block S; obtained are a, = 8 (0x08 in

hex), a; =28 (0x1C in hex), and ay = 6 (0x06 in hex)
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Similarly, the following three equations are used to obtain the function f(S>, x) using

Langrage Interpolation:
(ao+a;(2)+a (2% =112 (mod 257) ; from LSP2
(ao+a; (3) +a>(3)) =256 (mod 257) ; from LSP3
(ap+a; (1) +a; (1)) =34 (mod 257) ; from LSP4

Using Equation (3.3), the following is obtained:

J(S5, X) = 74x* + 31x + 11mod 257

where the original values of the coefficients for block S, obtained are a; = 74 (0x4A

in hex), a;= 31 (0x1F in hex), and ap = 11 (0x0B in hex).

For the same reason mention before in the distribution process, the operations are

simplified for finite fields of order 2%, also called GF (2") Galois fields.

Similar to the distribution process, the complexity of the reconstruction process can
be easily derived from the previous explanation. It is expressed in terms of the number of
MPLS packets required to reconstruct the original IP packet, the number of blocks used,
and the complexity of the Lagrange linear interpolation. More precisely, if a is the
number of MPLS packets required and b is the number of blocks used then the

complexity of the reconstruction process isO(bxa’), where the complexity of the

Lagrange linear interpolation isO(a’) according to [89].
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Figure 4.3 Reconstruction Process in the Egress Router applying a (3, 4) modified TSS

The processing time that is needed for the application of modified threshold sharing

scheme on packet transmission is discussed in the next section.

4.2 Processing Time Measurements

This section illustrates the time required by the modified Threshold Sharing scheme

(TSS) when processing packets at ingress and egress routers. We want to show that

applying TSS application does not significantly affect the total time needed to send and

receive a packet between two routers (ingress and egress).
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The measurements were performed on 3 GHz Intel Pentium 4 CPU processor with 1
GB memory running under Linux operating system to measure the time taken by our
modified TSS scheme to distribute the original IP packet to n» MPLS packets and
reconstruct it at the ingress and egress routers respectively.

The implementation considers variable packet sizes. The packet is basically a text
file that is fed to the TSS application program which is written in C program, where we
used the MPZ functions under GNU Multiple Precision (GMP) Arithmetic Library. The
CPU time is measured for each packet that is processed by the modified (k, n) TSS
application.

In our implementation the Galois binary field GF (2%) is used. Indeed, the field
arithmetic GF (2%) is implemented on the base of irreducible polynomials of different
degrees w. Therefore, the degree value of each irreducible polynomial depends on the
block size selected.

The average packet processing time (in psec) for different IP packet sizes obtained
for the distribution process of a (k =3, n = 3) TSS at the ingress router is shown in Figure
4.4. Different block sizes L for the same IP packet size affects the average packet
processing time in the distribution process. For larger block sizes, packet processing takes
more time but is still of the order of usec. It was observed during simulation that the
packet processing time for reconstruction is similar to that required by the distribution

process. It is also clear from the figure that the packet processing time (i.e., in
microseconds) is much lower than the total packet transmission time (i.e., in

milliseconds) and can thus be neglected.
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The Maximum Transmission Unit (MTU) on a path across an MPLS network is
equal to 1500 bytes [56]. For that reason, we give examples of up to 8 Kbytes IP packets
for simulation purpose only, but in reality IP packets entering MPLS network should not

exceed MTU size, otherwise it has to be fragmented.

—%— Block Size = L=8 = 3 Bytes
—— Block Size = L =24 x 3 Bytes
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Figure 4.4 Average packet processing time for Distribution process using a modified

(3,3) TSS

The effect of variable (k, k) level, i.e., n = k, on IP packet processing time is shown
in Figure 4.5 for a IP packet size of 2Kbytes and a block size of (24 x k)bytes. It is worth
to note that when (k, k) modified TSS is used, this means that the value of » is equal to

the value of %, there are no redundant shares required and as a result there is no redundant
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bandwidth required. We conclude from the results that variable (k, k) level has no
significant effect on the IP packet processing time. The processing time results obtained
are within 10s of microseconds. Therefore, comparing to the total packet transmission
time which is in order of 10s milliseconds, our method does not impose a significant

impact.
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Figure 4.5 The effect of variable (k, k) modified TSS level on packet processing time

We also compared our method with the VSR model [57] that is used for survivable
storage systems and it uses the threshold sharing scheme for its implementation. The
author used MIRACL package for arithmetic integer precision. The scheme targets to
distribute data storage in multiple servers to preserve it for long time. The VSR model is

designed for data storage and was not intended for networking aspects. We compared the

62



processing time of our modified TSS scheme with VSR model as shown in Figure 4.6.
Our implementation improves processing time significantly because we performed our
modified TSS in smaller block sizes as it was indicated in by Figure 4.4, where in VSR
model the whole packet is considered as one block. Our implementation was able to
perform the job with much smaller block size to be able to reduce the packet processing

time. Our scheme is targeting networking application which is sensitive to the time issue.

T
== Avg. time {p sec) modified TSS """"""""""""""""""""""""""""""""""""""""""
—— Avg. time (p sec) VSR

......

..................................................................................................................................

..................................................................................................................................

Avg. Time in (4 Sec)

Figure 4.6 Comparison between Modified TSS and VSR model for packet size equal to
8K bytes

We also compared our work as shown in Figure 4.7 with the encryption technique
used in SSL (Secure Socket Layer) application [58]. The authors discussed the impact of

applying encryption on packet processing time. The purpose of this comparison is to
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show that when it comes to networking environment, any security method should not add
a significant processing time to the total transmission time. Moreover, from the results
obtained by our implementation for the threshold sharing scheme it is noticed that the

processing time is acceptable compared to available encryption techniques.

140 T T T T T T T

—#— modified TSS Avg. processing time in p sec. : :
—3— QS| encryption processing time in p sec. ! ! ;

120 }----

100

Avg. Time in ( J sec)

1K 2K 3K 4K 5K BK 7K

Packet size

Figure 4.7 A comparison between modified (k, k) TSS where (k = 3) and the encryption
application used in SSL

4.3 Network Resource Utilization

In this discussion, we compare between our modified TSS and the original TSS
scheme in terms of network resource utilization. MPLS header size (equals 4 bytes) is

assumed to be neglected compared to the total MPLS packet size.
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In the original TSS scheme, the secret message is the only value supplied to the
polynomial coefficients (to coefficient ag) where other coefficients values are selected
randomly. Assuming an IP packet of size Pg,.= Q bytes, and using the original (%, k)

Threshold Secret Sharing scheme. The total size of k MPLS packets is:
Total k packets size Ty iginarssiy = k * Q bytes 4.1

The original (k, k) TSS generates k shares of size Q bytes each. This is because the
coefficients a; and a, were selected to have random values. Figure 4.8 (a) demonstrates
that each generated share size, using for example the original (k = 3, n = 3) TSS, is equal
to O bytes which is the same size as the original IP packet size. Using a modified (%, k)
TSS, since all coefficients’ values of the polynomial are obtained from the original IP

packet, it results in having the total packets size of k shares/MPLS packets equal to:
Total k packets size Tpodifiearssi = Psize = O bytes 4.2)

Figure 4.8 (b) illustrates the result obtained by equation (4.2). The original IP packet
is coded and divided using a modified (3, 3) TSS into three shares. Each share value in

this example is equal to Q/3 bytes. In other words, each MPLS packet share size is equal

to (Q/ k) bytes.

Now, for a (k, n) modified TSS level, the total size for n MPLS packets for a Q bytes

IP packet in the modified TSS is:

Total n packets size Thodifiedrssm = —Z—x QO  bytes (4.3)

and,
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Redundant bandwidth required = (n=

Figure 4.8 (a) Original TSS of (3, 3) security level
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Figure 4.8 (b) Modified TSS of (3, 3) security level

(4.4)

From a fault tolerance point of view, we can conclude from equation (4.4) that the

th
redundant bandwidth required to protect one single failure is only equal ( Ilc_) of the

original IP packet size. This requires a (k, n) modified TSS of n =k +1.

Assuming a (3, 4) modified Threshold Sharing scheme used and an IP packet size of

3Kbytes entering the MPLS network. Referring to Figure 4.8, the distribution process

generates four MPLS packets, each of size =~ 1 Kbytes (i.e., 1024 bytes payload + 4 bytes

MPLS header + 4 bytes for MPLS extensions). The total size of four MPLS packets
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created is therefore ~ 4Kbytes. The redundant bandwidth for one extra share for a (3, 4)
TSS is 1/3 of the total original bandwidth. On the other hand, using the original TSS
method, the total size of four MPLS packets will be = 4 x 3 = 12Kbytes

Now, from security point of view, data confidentiality can be the only security level
required that can be achieved using a (k, k) modified TSS. This means that no additional
bandwidth is required (except for the additional header overhead for & shares) as can be
concluded from Figure 4.8 (b). Detailed discussion on bandwidth utilization in modified
TSS is discussed while covering security and fault tolerance deployment in the next
chapter.

In the following sections, we discuss some issues related to the application of multi-
path routing. In other words, the application of multi-path approach in MPLS security
and fault tolerance requires some additional considerations. These considerations include
packets sequencing to identify packets disordering due to transmission errors, and

considering multiple classes of quality of service.

4.4 MPLS Packets Sequencing

As explained earlier, each IP packet creates n MPLS packets; each MPLS packet is
sent over an LSP. MPLS packets generated are in the same order as the IP packet
received by the ingress router, and therefore the MPLS packets at each LSP will a{lso be

| received in the same order if there is no MPLS packet lost, for example packets not
received in sequence due to transmission errors, long queuing delays. Figure 4.9
illustrates an example for a (3, 3) modified TSS algorithm. It is clearly noticed that if

MPLS share 3 that belongs to IP packet 2 is assumed to be lost (e. g., due to transmission
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error), then group 2 in this case is going to include MPLS share 3 of IP packet 3. That
means if this share is to be included in the reconstruction process, then the obtained
original IP packet 2 is not correct. Therefore, we need a mechanism to preserve the
ordering of the shares received at the egress router. To identify packets lost due to
transmission errors, a sequence number can be used.
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Figure 4.9 Packet loss example for a (3, 3) TSS

We adopted the work of [64] to use sequence numbering for supporting packets
ordering for MPLS packet shares received from multiple LSPs at the egress node.
However, there are some challenges and issues that should be considered. In MPLS, the
shim header length is only four bytes long. The header format does not provide space for

the packet sequence number. Therefore, a Control Word (CW) can be added to the MPLS
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packet share payload. This requires the CW to be carried as the first four bytes of the

MPLS share payload. The format of the control code word is shown in Figure 4.10.

0 1 2 3
0123456789012345678901234567829398¢01
e s S e B e B s i Sl e B e R A e et e e e e

[Version| Flags |FRG|] Length | Sequence Number
R s T e e e R et e T e e e R T i A e e e e

Figure 4.10 Control Word (CW) format [64]

Flags (bits 4 to 7): These bits may be used for per-payload signaling.
FRG (bits 8 and 9): These bits are used when fragmenting MPLS packet share payload.

Length (bits 10 to 15): When the path between ingress and egress nodes includes an
Ethernet segment, the MPLS packet shares arriving network edges may include padding
appended by the Ethemet Data Link Layer. The length field is used to determine the size
of the padding added by the MPLS network, and hence extract the payload required for

reconstruction.

Sequence number (Bit 16 to 31): used for MPLS packet shares ordering.

The use of the version field in the CW is summarized as follows: All IP packets start
with a version number that is checked by LSRs performing MPLS payload inspection
[64]. Therefore, to prevent the incorrect processing of packets, MPLS packet payload
must not start with the value 4 (IPv4) or the value 6 (IPv6) in the first nibble, as those are
assumed to carry normal IP payloads. Indeed, in our proposed scheme, the payload of a

MPLS packet share is not an IP packet. In other words, it is an encoded payload produced
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by the distribution process at the ingress node. For that reason, to avoid having the
previous values in the beginning of MPLS packet share payload, the version field has to

be given a different value.

On the other hand, the egress node is responsible for checking the content of the CW
in the MPLS payload, and accordingly uses the sequence number value to synchronize

MPLS packet shares. The location of CW in MPLS packet is shown in Figure 4.11.

SIS

Header cwW : Fncoded data

MPLS packet share payload
Figure 4.11 CW as part of MPLS packet payload

The following procedure must be used for setting the sequence number:

¢ The initial MPLS packet shares allocated to multiple LSPs must be sent with

the sequence number one.

e Subsequent MPLS packet shares must increment the sequence by one.

e The sequence number that follows 65535 (Maximum unsigned 16-bit number)

is set to one.

Packets that are received out of order may be buffered until shares with same
sequence number are received on other LSPs. Buffering requirements at the egress node

will be discussed in Chapter 7.
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Supporting packet ordering requires extra bytes to be added. The R, represents the

effect of adding the CW bytes on the size of MPLS packet share which is given by the

following ratio:

SCW

Rey = (4.5)

P
—+H+S
k cw

where:
Scw : indicates the size of control word, 4 bytes

P: Original IP packet size (in bytes)

H: MPLS header size, 4 bytes

Indeed, the control word is considered an extra overhead in addition to the MPLS

header. The effect of this header overhead is more noticeable on small IP packets.

4.5 Considering multiple classes of Quality of Service

Our approach requires the use of the reserved bandwidth of all n LSPs that are part
of the (k, n) modified TSS. This means that even if there is no failure, the redundant
bandwidth can not be used to serve other traffic. Therefore, this is a drawback in our
approach. In order to make our approach more practical, we can use a nice feature in
MPLS networks where different treatments can be applied for different traffic by the use
of multiple classes of services. To clarify this point, consider the example shown in
Figure 4.12. There are two types of traffic traversing through the network. The first type

is a high priorty traffic demonstrated by C1 and C2 which are allocated into three
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disjoint LSPs following a (2, 3) TSS scheme. In our approach, high priority traffic does
not tolerate recovery delay or packet loss, and therefore can not be pre-empted. The
second type is a low priority traffic demonstrated by C3. This type has no stringent traffic
requirements such as recovery delay or packet loss, and accordingly can be pre-empted.
In other words, the amount of traffic dedicated for C3 on LSP 3 can be pre-empted to
serve another high priority, i.e., traffic C4, which can be a part of another network traffic
connection. In this case, C3 is reconstructed at the egress node from only two LSPs. As a
result, there will be no protection provided for traffic C3 if link/node failure occurs on the
two LSPs. Therefore, to recover from failure of traffic C3, fast protection techniques can
be used. In summary, our approach may only apply (k, k) modified TSS, where k£ = n, for

traffics that can tolerate recovery delay and packet loss.

Figure 4.12 Example on traffic protection with/without pre-emption
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4.6 RSVP-TE Signaling Protocol for Multi-path Routing

In order for LSPs to be used, the forwarding tables at each LSR must be populated
with the mappings from {incoming interface, label value} to {outgoing interface, label
value}. This process is called LSP setup, or labels distribution. The RSVP-TE and LDP-
CR are main signaling protocols used for label distribution in MPLS networks. These
protocols only consider point-to-point signaling between edge routers.

Currently, extension for RSVP-TE and LDP to support Point-to-Multipoint (P2MP)
is still work in progress [67]. An important application for P2MP is multicasting.
However, there is no work made so far for RSVP-TE or LDP signaling to support multi-
path routing in MPLS. There is a slight difference between P2MP and multi-path routing.
In multi-path routing there is one sender and one receiver wherein P2MP there is one
sender and multiple receivers. Moreover, non-edge routers in P2MP signaling may be
required to duplicate packets. In this part of the thesis, we discuss extensions for RSVP-
TE signaling protocol for path and reservation messages to support multi-path routing in
MPLS networks, which satisfy the set of requirements described in [4, 68].

For a Multi-Path LSP (MP-LSP) signaling, each path or tunnel is now identified by a
MP-LSP Session object. This object contains the identifier of the MP-LSP Session, which
includes the MP-LSP Identifier (MP-LSP ID), a tunnel Identifier (Tunnel ID), and an
extended tunnel identifier (Extended Tunnel ID). The MP-LSP 1D is a four octet number
and is unique within the scope of the ingress router.

The difference between the specifications proposed for MP-LSP and P2MP is that in
MP-LSP signaling we only focus in a multiple LSP connection which consists of one

ingress router and one egress router.
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According to [68], the ingress router may initiate one path message or multiple path
messages to support P2MP signaling. The use of multiple path messages maybe required
if the path message may not be large enough to contain all the multiple LSPs. The use of
one path message maybe feasible for P2MP signaling, however, for a MP-LSP approach
we believe multi-path messages are needed. Explanations to this requirement for MP-LSP

signaling can be summarized as follows:

e In MP-LSP routing, the modified TSS scheme requires that multiple LSPs per
connection to be disjoint. As a result, the multiple disjoint LSPs are initiated from
the ingress router toward the egress router.

e It is more convenient to use multiple path messages in MP-LSP signaling as these
path messages contains the upstream hops traversed by the path message. This
information is located in Record Route Object (RRO) which is part of the sender

descriptor object in the path message.

e In MP-LSP, the LSRs are not required to process additional tasks such as label
merging. However, label merging maybe considered for maximally disjoint LSPs

as nodes are shared.

The path messages are sent to the egress node where each message contains a
different Explicit Route object. The path message format should be modified to include
MP-LSP signaling.

The MP-LSP is identified by the combination of the MP-LSP destination address,
MP-LSP ID, and Extended Tunnel ID that are part of the MP-LSP Session object, and the

tunnel sender address and LSP ID of the MP-LSP Sender Template object. The Session

74



object has a similar structure as the existing point-to-point RSVP-TE Session object [4].
The destination address is set to the MP-LSP ID instead of the unicast tunnel endpoint
address. All LSPs that are part of the same MP-LSP share the same Session object. This
Session object identifies the MP-LSP tunne] ID.

The combination of the Session object, the Sender Template object identifies each
path of the MP-LSP. This follows the existing P2P RSVP-TE notion of using the Session
object for identifying a P2P Tunnel, which in turn contain multiple LSPs, each
distinguished by a unique Sender Template object.

The new MP-LSP Session and Sender Template objects are defined in Figures 4.13

and 4.14. The specifications are related to IPv4 protocol.

012 31

MP-LSP end point address
Must be zero MP-LSP ID
Extended Tunnel ID

Figure 4.13 Extended MP-LSP Session object Format

MP-LSP end point address: IPv4 address of the egress node for the MP-LSP tunnel.

MP-LSP ID: A 16-bit identifier used in the Session object that remains constant over the

life of the MP-LSP tunnel.

Extended Tunnel ID: A 32-bit identifier used in the Session object that remains
constant over the life of the MP-LSP tunnel. Ingress LSRs that wish to have a globally

unique identifier for the MP-LSP tunnel should place their tunnel sender address here. A
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combination of this address, MP-LSP ID, and Tunnel ID provides a globally unique

identifier for the MP-LSP tunnel.

012 31

IPv4 tunnel sender address

Reserved LSPID

Figure 4.14 Extended MP-LSP Sender Template object Format

IPv4 tunnel sender address: IPv4 address for sender node.

LSP ID: A 16-bit identifier used in the Sender Template and the Filter Spec that can be
changed to allow a sender to share resources with itself. Thus, multiple instances of the
MP-LSP tunnel can be created, each with a different LSP ID. The instances can share
resources with each other. The S2L sub-LSPs corresponding to a particular instance use
the same LSP ID.

The reservation style for the MP-LSP is similar to the one in [4]. However, MP-LSP
extensions described above has to be considered. All MP-LSP paths that belong to the

same MP-LSP tunnel must be signaled with the same reservation style.
4.7 Summary

In this chapter we discussed our proposed approach to provide MPLS fault tolerance

and security. The modification of the original TSS scheme is illustrated with examples.
To verify that our approach does not require long processing time, we conducted

simulations which show that modified TSS processing time does not affect significantly
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the packet transmission time. We also show how our scheme can better utilize the
network resources.

It should be mentioned that identifying packets with transmission error is considered
in our approach, however, packet re-ordering may not be required if it is caused by
failure. We also discussed issues that may be raised when supporting multi-path routing

signaling for RSVP-TE.
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Chapter 5

Deploying Modified TSS to Provide Fault

Tolerance and Security

In this chapter, we explain how the modified TSS can be applied in MPLS networks
to provide fault tolerance, and security (i.c., data confidentiality and integrity,
availability, and IP spoofing). Moreover, this chapter discusses the case of maximally
disjoint LSPs where the n paths in a (£, n) modified TSS application are not disjoint, i.e.,
neither node-disjoint nor link-disjoint. Moreover, a comparison between the modified
TSS and IPSec security protocol is presented. In addition, the buffering requirement

limitation in our approach is discussed.

5.1 Deploying modified TSS to Provide MPLS Fault Tolerance

The basic idea in our approach uses the threshold sharing scheme combined with
multi-path LSP routing in order to provide fault tolerance in MPLS network. Our

proposal for fault tolerance can easily handle single or multiple path failures.

In order to do so, an IP packet entering MPLS network is partitioned into » MPLS

packets, which are assigned to disjoint or maximally disjoint LSPs across the MPLS
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network. Receiving MPLS packets from £ out of n LSPs are sufficient to reconstruct the

original IP packet.

In this thesis, we focus on the following fault tolerance factors which have been

introduced earlier in Section 2.2.2:

e Network resource utilization

Failure recovery time

Packet loss

Packets out-of-order

The above factors are discussed and elaborated throughout Theorems 5.1 — 5.4.

Property 5.1:

By the application of the modified (k, n) TSS algorithm, we provide fault tolerance for

single/multiple LSPs failures with an approximate redundant bandwidth which is equal to

_(n=k)

p x(Q  bytes, where Q is the size of IP packet in bytes. Single failure protection

requires n = k+1 paths, and multiple LSP failure protection requires n > k +1 paths to
handle n — k failures. This property is valid under the assumption of being able to find n

node-disjoint LSPs between a source and a destination.

Explanation of property 5.1 can be obtained from equation (4.4) in the discussion of
bandwidth utilization of the modified TSS scheme in Section 4.3. The property 5.1 can be

explained as follows:
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- The ideal bandwidth “I” is equal to Q bytes.

- The bandwidth used for each share is Q/k, therefore the total bandwidth “T” used

for the n shares is equal to n x Q/k.

- The redundant bandwidth is simply the difference between T and I.

Now, to show the advantages and limitations of bandwidth utilization in our
approach for fault tolerance, the modified TSS is compared with 1: N and 1+1 models as

shown in Section 5.1.1 and 5.1.2.
5.1.1 Compared to (1: N) Shared Protection Scheme

Figures 5.1 and 5.2 show an example of bandwidth utilization in (1:3) shared
protection scheme and our method, respectively. Consider Figure 5.1 where the ingress
router in the MPLS network receives three different IP traffic ®@;, ®,, and ®s. For each
working path W;, W,, W; the bandwidth required for @, ®@,, and ®; is reserved
respectively. The backup path, which protects the three disjoint working paths and
handles single failure at any time of any of the three working paths, is also disjoint and

reserves bandwidth required for the largest traffic value as given by equation 5.1.
Extra Bandwidth for (1: N = 3) scheme = Max (@, ©,, ®3) (5.1)

On the other hand, our method presented in Figure 5.2 handles the same amount of
traffic received differently. The ingress router encodes each of the three traffic into four
shares allocated to four disjoint LSPs W;, W;,, W3, and W.. Each LSP therefore needs a
bandwidth of Average (®;, ®,, ®@;). The extra bandwidth needed in our method is

represented by the W, LSPs which amounts to the following:
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Extra Bandwidth for (k = 3, n = 4) TSS scheme = Average (9, ®2, ;) (5.2)

which is less than Equation (5.1) for a (/: N = 3) scheme.

Ingress 3 Egress

We': Max (¢1, ¢2, ¢3)

Figure 5.1 Shared Path Protection scheme: three working traffic sharing one backup path

W, = Average( P,, ,, P,)

LSP1

W, = Average( @,, D, D,)
LSP 2

W, = Average( D, P,, D, ) LSP 3

Ingress Egress

W, = Average( ®,, @,, P,)

Figure 5.2 Proposed (k, n) TSS: three working traffics encoded into four equal shares
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5.1.2 Compared to (1+1) Protection Scheme

In the 1+1 protection, the backup path carries the same traffic as the working path,

requiring 100% of dedicated redundant bandwidth reservation for each working traffic.

Extra Bandwidth for (1+1) scheme = Sum (P, ©,, O3) (5.3)

Table 5.1 compares redundant bandwidth required for different traffic sizes for (1: N
= 3), (1+1), and our modified (%, n) TSS approach. It is clear that our approach requires =
33.3 % (=1/3) of redundant bandwidth for a (3, 4) scheme, and is not affected by the
variation of different traffic values. It also performs better than the other approaches where

redundant bandwidth depends on the different traffic values.

(®,, B;, D) Traffic Redundant Bandwidth for
sizes (1: 3) (1+1) (3,4) TSS
6,6,6 6 or 33.3% 18 or 100 % 60r33.3%
6,6,9 9or 43 % 21 or 100 % 70r33.3%
6,3,9 9or 50% 18 or 100 % 60r33.3%
3,3,12 12 or 66.6 % 18 or 100 % 60r33.3%

Table 5.1 Redundant bandwidth required for (1: 3), (1+1) and our (3, 4) TSS approach

On the other hand, there are some limitations for the use of our approach compared

to 1+1 and 1: N protection techniques. These limitations are described below.
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1) Compared to 1: N shared protection:
The (k, n) modified TSS approach uses all the bandwidth reserved for all n LSPs.
Therefore, redundant bandwidth is used even if there is no failure. However, in
the 1: N shared protection, the bandwidth reserved for the backup LSP can be
used to serve low priority traffic.

2) Compared to 1+1 protection:
In our approach we need at least three LSPs to be able to support fault tolerance
(i.e., k =2, n = 3). On the other hand, 1+1 protection only needs two disjoint
LSPs. Therefore, the ability to find three disjoint LSPs is more difficult than
finding only two. Moreover, the ability to find more than two disjoint LSPs that
maintain acceptable variations between different paths lengths becomes more
difficult in terms of buffering size required at the destination side and more

dependable on the network topology that is used.

Figure 5.3 shows the effect of (k, n) on the redundant bandwidth when handling
single failures, where n = k + 1. It is seen that the redundant bandwidth needed goes
down as higher (k, n) TSS level is used. However, the number of disjoint LSPs is usually
limited by the network topology. The choice of the values of k and n used therefore

depends on the number of disjoint paths available.
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Figure 5.3 The effect of £ multiple paths on redundant bandwidth where n = k+1

Property 5.2:

By the application of the modified (k, n) TSS algorithm, we provide fault tolerance for
single/multiple LSPs failures with a recovery time that is equal to zero. Single failure
protection requires n = k+1 paths, and multiple LSP failure protection requires n > k +1
paths to handle n — k failures. This property is valid under the assumption of being able

to find n node- disjoint LSPs between a source and a destination.

The explanation of the property is seen from the basic concept of the (k, n) TSS
model. In our approach, the egress node has to receive packet shares from at least k£ LSPs
in order to be able to reconstruct the original IP packets. So, if there are n disjoint LSPs
available, then failure of LSR(s)/link(s) in node-disjoint paths or link(s) failure in link-
disjoint paths, in any number of (n - k) LSPs will not affect the reconstruction process at

the egress node. The concept of recovery time in terms of detecting a failure, sending
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fault indication signals, and switching from the working LSP to the backup LSP does not
apply in our approach and as a result, in our approach the network is able to continue
operating properly without introducing any recovery delay. To explain more, consider the
network topology shown in Figure 5.4. The path between the ingress and egress nodes is
recognized by the three disjoint LSP1, LSP2 and LSP3. Therefore, for example using a
(2, 3) TSS, a failure of any node(s)/link(s) in LSP; will not disrupt the operation of egress
node as it can reconstruct the original IP packets from two other LSPs. Note that all

LSPs in this example are node-disjoint.
Property 5.3:

By the application of the modified (k, n) TSS algorithm, we provide fault tolerance for
single/multiple LSPs failures with zero packet loss. Single failure protection requires n =
k+1 paths, and multiple LSP failure protection requires n > k +1 paths to handle n — k
failures. This property is valid under the assumption of being able to find n node-disjoint

LSPs between a source and a destination.

The same argument used to explain property 5.2 can be used to prove this property. To
illustrate more, consider the example of Figure 5.4. If node(s)/link(s) in LSP1 fail, then
packets lost or dropped from the failed link(s) or node(s) will not affect the operation of
the reconstruction process in the .egress node. The egress node can still be able to
reconstruct the original IP packets from packet shares coming from LSP2 and LSP3.
Therefore, packets shares lost in LSP1 have no impact on the operation of the egress
node, and subsequently there will be no packets missing in the egress outgoing IP packet

traffic. Packet loss due to reasons other than node(s)/link(s) failure does not apply for this
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property. For example, packet loss due to transmission errors or long queuing delays is

discussed in Section 4.4.

Property 5.4:

By the application of the modified (k, n) TSS algorithm, we provide fault tolerance for
single/multiple LSPs failures with zero packets that is out-of-order. Single failure
protection requires n = k+1 paths, and multiple LSP failure protection requires n > k +1
paths to handle n — k failures. This property is valid under the assumption of being able

to find n node-disjoint LSPs between a source and a destination.

The same argument used to explain properties 5.2 and 5.3 can be used to explain this
property. To illustrate more, when switching the traffic from the working LSP to/from the
backup LSP, packets received by the egress node can be out-of-order because for
example when switching from backup LSP after fixing the node(s)/link(s) failure in the
working LSP, packets arriving from the backup path may arrive at the same time with
packets arriving from the working path. This concept does not apply in our proposed
approach since the concept of switching between working and backup LSPs does not
apply. Therefore, our approach does not introduce packets that are out-of-order.
Moreover, the MPLS packet shares in each LSP are assumed to be arrived in order at the
egress node. However, if there are some MPLS packets shares lost or dropped due to

transmission error, in this case packet sequencing is required so that the egress node will
be able to detect any packets lost due to transmission and will be able to preserve the

order of shares, and consequently be able to reconstruct IP packets.
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In the following section we present our simulation results that confirm the above

theorems with regard to the recovery time, packet loss, and out of order packets.

5.1.3 Simulation Results

All existing recovery approaches aim to minimize the recovery time when switching
and rerouting the traffic to a backup LSP. Unlike other approaches, the recovery delay
time and packet loss has nothing to do with our approach due to the way the threshold
sharing scheme works. The egress router’s reconstruction process just needs to receive &
MPLS packets from any of the n LSPs. Therefore, if failure occurs in any of the (n — k)
LSPs, it does not affect the reconstruction process at the egress router, and consequently
no delay and packet loss occurs to reconstruct the original IP packet. The concept of
sending a fault notification message to the router that is responsible for rerouting the
traffic to another backup path is not required in our approach. The restoration time that
includes the failure detection time, notification time, recovery operation time, and traffic

restoration time [12] are therefore all absent in our approach.

Figures 5.5, 5.6 and 5.7 show our simulation results compared with other path
protection mechanisms (Makam [7] and Haskin [19]). The simulation was done on the
network shown in Figure 5.4 with the following parameters: link delay of 10ms? link
bandwidth 1 Mbps, IP packet size 200 bytes, Constant Bit Rate (CBR) traffic at 400Kbps
and each node uses drop tail queue. Single failure was injected at different link locations
of LSP1. Results from Figure 5.5 confirms that the recovery time is zero in our approach
if link/node failure occurred at any location in LSP1. In the simulation, the egress router

was able to reconstruct the original IP packets received from the other two LSPs (LSP 2
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and LSP 3) using a (2, 3) TSS. However, for the other two approaches (Makam and
Haskin), the recovery time was dependent on the location of the link failure. It increases
as the distance of the failure location increases from the ingress router, which is the

switching node for the backup path in the example shown.

LSR 1
ingress

Figure 5.4 Multi-path routing topology for a (2, 3) TSS

Figures 5.6 and 5.7 confirm that there is no packet loss in our approach as well as all
packets received are in order. For the other two approaches (Makam and Haskin), the
number of packets lost were dependent on the location of the link failure. It increases as
the distance of the failure location increases from the ingress router. Makam’s scheme
produces no packet re-ordering since it does not reroute packets from the failed link or
node before the switch over to backup path takes place as Haskin approach does,

however, more packets are lost in Makam’s approach.
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Figure 5.6 (b) Out-of-Order Packets received for different link failure locations in
LSP1

It is worth to note that delay, packet loss, and reordering may occur when the traffic
is to be switched back from the backup LSP again to the working LSP, this is called
reverting. However, in our approach this case does not exist because reverting from

failure has nothing to do with the reconstruction process.

5.1.4 Handling multiple LSPs failures

Our approach can be easily extended to provide multiple path failures by increasing
the number of » disjoint paths. The following equation provides the level of protection

based on the values of » and k.
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(" n—k =0, path protection can not be provided

Level of protection = < n—k = 1, single path failure protection

\_ n— k> 1, multiple paths failures protection

Our approach can handle multiple nodes or links failures within the same failed LSP.
In our approach, the number of nodes or links failed within the same LSP does not affect
the reconstruction process at the egress router. To illustrate more, consider the example
shown in Figure 5.7 that illustrates this point. Assume a (2, 3) modified TSS is applied. It
can be noticed that if one or more (node/link) failures occur within LSP1, these failures

will not affect the reconstruction of traffic at the egress side.

(Ingress)

\\\\\\\

(Ingress)

Figure 5.7 Example of multiple node(s)/link(s) failure within LSP1

91



It is clear that multiple disjoint failures protection is resource consuming. In other
words, more path protection requires more LSPs to be set up between the ingress and
egress routers, which means more extra bandwidth should be dedicated to the traffic
being carried. In general, the required bandwidth for multiple path failures protection is

given by:
Extra bandwidth for (k, n) TSS scheme = Average (¥, 2, ..., ®y) x (n—k) 5.4

5.2 Deploying modified TSS to Provide MPLS Security

In this section, a security analysis is made to show how our approach can support

data confidentiality, data integrity, availability, and IP spoofing in MPLS network.

5.2.1 Confidentiality

The data confidentiality is basically the main goal of the original threshold secret
sharing algorithm. The shares generated by the distributor process carry an encoded form
of the original IP packet. The confidentiality of data is therefore actually inherited from

the original TSS algorithm as shown in section 4.1.

It is worth to note that when our approach is applied to provide confidentiality only,
then there is no redundant bandwidth required. In other words, consider equation 4.2 and
Figure 4.8 — (b) which illustrate the redundant bandwidth required for any (%, k) modified
TSS. It will be noticed that our approach can provide confidentiality without introducing
extra overhead. However, the only overhead introduced results from the need of MPLS
header for each packet share. In other words, the (£, k) modified TSS produces £ MPLS

packet shares. The total size of the k shares is approximately equal to the original IP
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packet size (equation 4.2). Indeed, this approximation is due the MPLS header overhead
for each share generated in addition to the control word bytes that can be used to provide

packet ordering as it was mention in section 4.4.

5.2.2 Integrity

This section discusses the applicability of our approach in providing data integrity.
An IP packet entering an MPLS network may be attacked and modified along its LSP
path at one or multiple nodes toward egress node. Data integrity 1s a term used to ensure

that the data transferred between the source and destination nodes has not been modified.

We want to make sure that the egress or destination node is able to detect and
identify the LSP path(s) under attack. In this section, we present a method to enforce the
security of the modified TSS scheme with the ability to detect and identify the modified

shares which belong to the hijacked LSP.

5.2.2.1 Detection of data modification

To support data integrity we need to apply a (k, n) modified TSS scheme where n >
k. This means extra or redundant shares are needed. The impact of adding more shares on
network resource utilization was discussed in Section 4.3.

The detection of modified share(s) can simply be obtained by comparing values
reconstructed from different groups of shares as shown in Figure 5.8. The original IP
packet is divided into three shares ¢, €, €; and allocated into LSP1, LSP2, and LSP3
respectively using a (2, 3) modified TSS algorithm. As previously discussed in Section

4.1 each share represents an MPLS packet. At the egress node, the reconstruction process
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requires a group of at least two shares or MPLS packets to be able to reconstruct the
original message. The number of groups which contains different combinations of shares

is given by:

Gymrss = [ZJ where n >k (5.5)

For n = k +1, the number of groups G y « +17ss is equal to:

k+1
G panyrss = L =k+1 (5.6)

In Figure 5.8, for a (2, 3) modified TSS scheme the total number of groups obtained
are 3. In Figure 5.8-(a), all groups reconstruct the same message which represents the true
value of the original IP packet. However, if there is data modification the groups may
contain not-attacked, or all attacked, or partially attacked shares resulting in different
reconstructed messages, as shown in Figures 5.8-(b, c, d). The (k, £ +1) modified TSS
therefore results in providing detection of data modification. In other words, if the attack

occurred at any LSP path, our method can detect if the data integrity is at risk.

ER
eﬁeZ 91,93 92,93
Rmsg: Mi=M R'“5§= M2=M Rmsg =Mi=M
= Original message = Original message = Crigina’ message

\ \ |

(a)
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/_%
€4,6, €8, €563
RWD=MHM Rmsg=M2#M ng=M3#M
(c)
ER
S—
o - €,.8, €,8, €,,65
N X 2 ER .
Orginal ng =Mt EM ng =M2#M Rm =M3£M
massage £
| X X X
iR :ingress Rowter
ER :Egress Router
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CY

Figure 5.8 An example of a (2, 3) modified TSS used to detect data modification. (a) no
attack , (b) single path attack, (c, d) multiple path attacks detection
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From the previous discussion we conclude the following theorems:

Property 5.5:
For a (k, k +1) modified TSS algorithm, the reconstruction process at the egress node is

able to detect data modification that may occur at any LSP of the multi-path connection.

Explanation: The use of (k, k¥ +1) modified TSS requires only & shares or MPLS
packets to reconstruct the original message. Therefore, according to equation 5.6 there
will be k£ +1 groups available and each group consists of k£ shares. The modification of
one or multiple shares will result in having different calculated values of all groups
according to the threshold secret sharing scheme [47]. By referring to the example in
Figure 4.16, the set of different group combinations consists of the following shares: (e;,
e2), (€1, €3), (€2, €3) and the reconstruction process at the egress router produces the
following different reconstructed message values respectively Rige = M1, Rinsg = M2, and
Rmsg = M3. Therefore, the presence of different calculated values indicates that the values

of some shares have been modified.

Property 5.6:

For a (k, k +1) modified TSS algorithm; if an attack on the integrity of data occurs at
only one LSP, then there will be only one group that is able to reconstruct the true
original message. If the attack occurs on more than one LSP, then no group will be able

to reconstruct the true original message.

Explanation: From equation 4.9, the total number of groups is equal to £ +1. Only

one LSP attack 1s considered to occur at a time. Therefore by removing the shares coming
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from this path, the total number of groups which produce the true original message is

equal to[(k-’-l)—l) = (k) =1.
k k

However, with (k, k +1) algorithm it is not possible to know which reconstructed
message is the true one, because all reconstructed values shown in Figure 5.8 have
different values and therefore there is no way to know which one is the correct one.

Identification of the true reconstructed message is discussed in the next section.
5.2.2.2 1dentification of modified shares

To support identification of modified shares, the following requirement should be
available, which is » > k + I. Figure 5.9 illustrates this with an example of (2, 4)

modified TSS.

ER

" TS

91392 ehez. 81,94 63,83 82;94 esfe4
v Xy X 4 X

IR - Ingress Router M M1 M M2 M M3
ER : Egress Router

Figure 5.9 Identification of modified shares with (2, 4) modified TSS

The following observations can be obtained:
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e The groups that are able to reconstruct the same true original message are 3 and
they are (ej,e;), (e1,e4) and (ez,e4). We deduce that the reconstructed value is correct
iff it 1s reconstructed more than once. Note that LSP ej is not part of any group that
reconstructs the true original message. The remaining groups (ej,e3), (e2,e3) and
(es,e4) reconstruct different values. Notice again that e; is'the common element
among these different values and not in the other groups. We can conclude that the
shares coming from e3 are the modified shares.

e For any (k, n) modified TSS algorithm and for any m = number of multiple LSPs

attacks, the following result can be obtained.
The total number of groups producing true original message Gr is given by:
k) Kn-m—k)!

G, =(""m)—M where m < (n-k) (5.7)

For a (£, n) modified TSS algorithm, if attacks on the integrity of data occurs at m LSPs,

then the probability P; of being able to reconstruct the true original message is given

by:

i
P, = k _ (n—-m)(n—k)! (5.8)

T (n nl(n—-m-k)!
k

Forn= 4,k=2,andm=1, Pc, = 15, which is shown in Figure 5.9, that is 3 out of

6 groups are able to reconstruct the true original message.
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5.2.3 Availability

We focus on Denial of Services (DoS) as an example of attacks on network services
availability. A denial of service attack is an incident in which a user or organization is
deprived of the services of a resource they would normally expect to have. Although a
DoS attack does not usually result in the theft of information or other security loss, it can
cost the target person or company a great deal of time and money.

For a (k, n) modified TSS where n > k, the service continues if at most (n-k) LSPs are
under DoS attacks, since £ LSPs are enough to reconstruct the original message. This is

again inherited from the basic TSS model.
5.2.4 IP Spoofing Protection

IP spoofing is a technique used to gain unauthorized access to computers, whereby
the intruder sends messages to a computer with an IP address indicating that the message
is coming from a trusted host. To engage in IP spoofing, a hacker must first use a variety
of techniques to find an IP address of a trusted host and then modify the packet headers
so that it appears that the packets are coming from that host.

Our method can provide protection against IP spoofing because the IP packet
entering MPLS network is divided, encoded, and then allocated to multiple LSPs, where
each divided part is considered an MPLS payload. Therefore, in our approach the IP
header is itself part of the original IP packet division process. If an attack occurred at any
of the LSRs in the MPLS network, the hacker can not gain any information of the
original IP header and therefore has no knowledge of the IP address. Figure 5.10 shows

an example of how our approach can provide protection against IP spoofing.
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Figure 5.10 IP header as part of the whole IP packet division and encoded using a (%, »n)
modified TSS

5.3 Disjoint and Maximally Disjoint LSPs

In this thesis, generally we assume that » disjoint paths are available. We use the
expression disjoint paths to denote either node or link disjoint paths. When two paths are
said to be node disjoint, this also indicates that there are no links in common, however the
~ opposite is not true (i.e., when two paths are said to be link disjoint, it does not
necessarily indicate that they are node disjoint). In this thesis, we can use the disjoint
paths expression to denote node or link disjoint paths iff we assume that the node(s) in
link-disjoint case are secure and do‘ not fail. More details can be referred to the discussion
made in Chapter 1. Figure 5.11 (a) illustrates the scenario case for a link-disjoint multi-
path connection. A number of research proposals have focused on finding » > 2 disjoint
paths to provide network survivability. Bhandari [5] has proposed an algorithm to find n

> 2 disjoint paths by extending the modified Dijkstra approach that finds » = 2 disjoint
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paths in the same manner to obtain » > 2 disjoint paths. The » > 2 disjoint paths are
obtained from n iterations of the modified Dijkstra in a graph modified at the end of each
iteration. There are other approaches proposed to find multiple disjoint paths, some of

these approaches are found in [53, 54] [60-63].

LSPI: Ingress - LSR1 - LSR2 - Egress
LSP2: Ingress - LSR3 — LSR1- Egress
LSP3: Ingress — LSR4 - Epress

Figure 5.11-(a) The connection is link-disjoint, however, it is not node-disjoint as LSR1

is shared between LSP1 and LSP2.

In case those n disjoint LSPs are not available, maximally disjoint paths should be
found between the ingress and the egress pair, where one or more than one link(s) are
shared between two or more LSPs. Therefore, a pair of source and destination is said to
be maximally disjoint if the number of links shared by at least two LSPs is minimum.
However, network failure in the shared links will not be protected unless packets are

received from at least & paths.

In this thesis, referring to a maximally disjoint multi-path connection between a
source and a destination indicates that the multi-path connection has shared link(s) which
inherently means has shared nodes. This type of multi-path connection has more impact
on fault tolerance and security because the shared node(s) and link(s) may result in
preventing the egress router from receiving the required shares to be able to reconstruct
the original IP packets. Moreover, from security point of view, e.g., the confidentiality of

data, the maximally disjoint LSPs may result in giving the attacker enough number of
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shares to reconstruct the original IP packets and as a result of that being able to reveal
their contents. In Figure 5.11(b) the failure in link between LSR1-LSR2, or the failure of
any of these two nodes will have a serious impact on the reconstruction process at the
egress router. In other words, any shared link failure will prevent the egress node from
reconstructing the original traffic. The same applies for the failure in the link between
LSR3-LSR4 or the failure in the nodes them selves. In Figure 5.11 (c), the link between
LSR1-LSR2 will be overlapped by all LSPs between the ingress and egress routers. This

case represents the worst case where the modified TSS will not work.

In our approach, the search for maximally disjoint paths is needed when there are not
enough n disjoint paths between the ingress and egress routers for the required (%, n)
modified TSS scheme that is applied. There are research approaches which can compute
maximally disjoint paths between a pair of nodes. The work by Lee et al. [99] proposes
an algorithm for finding K-best paths between a pair of nodes. These K paths are found
with the least number of node(s)/link(s) in common. The complexity of the algorithm
isO(c(n,m,l)), where c(n,m,l) is the time complexity for minimum cost network flow
algorithm for a graph with n nodes, m links, and / units of flow. The algorithm output the

k paths with the lowest total cost and minimum number of common node(s)\link(s).

Applying (2, 3) modified TSS

LSP1: Ingress- LSR1-LSR2-Egress
LSP2: Ingress-LSR3-LSR4-LSR1-LSR2-LSR6-Egress
LSP3: Ingress-LSRS-LSR3-LSR4-Egress

Egress}

Figure 5.11 (b) A node(s)/Link(s) shared multi-path connection
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Figure 5.11 (c¢) The worst case where TSS will not work

The following provides an algorithm to find the best maximally disjoint multi-path
group that is comprised of #n LSPs for the required (&, ) modified TSS application. The

algorithm used has the following limitations:

1. It assumes that the ingress router is able to compute more than one path
toward the egress router where these computed LSPs are saved in a matrix.
This algorithm does not compute these LSPs. It takes as input the K best
LSPs obtained from other algorithms found in literature such as in [99]

mentioned above

2. It only takes into account the path length constraint parameter as its cost.

Other constraints can be considered for better evaluation of the best group.

Algorithm 5.1: Selecting the best maximally disjoint multi-path routes.

The purpose of this algorithm is to find the best maximally disjoint multi-path
connection between ingress and egress routers. The algorithm assumes that the best set of

K LSPs between the ingress and the egress routers are given (e.g., using the algorithm in
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From the previous discussion we conclude the following theorems:

Property 5.5:
For a (k, k +1) modified TSS algorithm, the reconstruction process at the egress node is

able to detect data modification that may occur at any LSP of the multi-path connection.

Explanation: The use of (k, k¥ +1) modified TSS requires only & shares or MPLS
packets to reconstruct the original message. Therefore, according to equation 5.6 there
will be k£ +1 groups available and each group consists of k£ shares. The modification of
one or multiple shares will result in having different calculated values of all groups
according to the threshold secret sharing scheme [47]. By referring to the example in
Figure 4.16, the set of different group combinations consists of the following shares: (e;,
e2), (€1, €3), (€2, €3) and the reconstruction process at the egress router produces the
following different reconstructed message values respectively Rige = M1, Rinsg = M2, and
Rmsg = M3. Therefore, the presence of different calculated values indicates that the values

of some shares have been modified.

Property 5.6:

For a (k, k +1) modified TSS algorithm; if an attack on the integrity of data occurs at
only one LSP, then there will be only one group that is able to reconstruct the true
original message. If the attack occurs on more than one LSP, then no group will be able

to reconstruct the true original message.

Explanation: From equation 4.9, the total number of groups is equal to £ +1. Only

one LSP attack 1s considered to occur at a time. Therefore by removing the shares coming
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Start

Y

For a graph G (E, V):
s Assumption 1: K LSPs between ingress and egress nodes are assumed to be
computed using (e.g., Ref. [99]).
e Assumption 2: Select the paths which satisfy the path length constraint.
Longer LSPs are to be eliminated. Other constraints can be added, e.g.,
probability of links failure, probability of nodes attacks.

v

Crsp = The number of candidate LSPs
e Total number of groups which satisfy the
required modified TSS level is given by:

c
N = LSP
o (TSS }

level

¢ Define a two dimensional matrix S[r}[c] to store
the candidate LSPs.
¢ Initialize :
r=Cyep,
¢ =2 x maximum number of links in the
longest LSP
(where half of the columns are used to store
the links numbers and the other half is used for
cost of each link)
e Initialize:

i =0,i, =i +1:"'alms,m, = lrss,-1 +1

i, =i, +1

i, =i, +1

i2<r-

(75810 = 2)

v

Figure 5.12 Selecting the best maximally disjoint multi-path routes
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Irsstevet = izssiever-1 T 1

Y
Lrssievel = Erssiever + 1 LrSS e <7
F
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P] = O P = 0
F
¥ —_
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! T T e
E &

costy[p1]=S[i;][p+ ¢/2] gilp)=S[i]lp]
costy[p1]=S[i,)p + ¢/2] &[p}=Sli.]lp]

cost TSS 1over [p1}=S[ irsskw, 1lp +¢/2] 8rss,.i [p]=S{ irss,_m, 1r]

A 4

For each group combination
Compare two LSPs for overlapping links

e Repeat this step for [T SS[M,J time to cover all
2

combinations between two LSPs in the group
The disjointness ratio is calculated using
equation (5.9)

The cost of each group is calculated using
equation (5.10)

Figure 5.12 Selecting the best maximally disjoint multi-path routes
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The complexity of the algorithm is O (Ngc xGy where Ngc is the number of different
groups which consists of n LSPs, and Gj is the number of iterations to find the

overlapping links between two LSPs in a group of n LSPs.

To measure the disjointness factor for each group of LSPs, the following formula can

be used:
T T, <n-k
Disjointness =1- ol 9 5.9
TLPC
where:

Tor: Total number of overlapping links value
Tor: The number of overlapped LSPs in each link
Tipc: Total number of links in the connection

From equation (5.9) it can be noticed that a group of LSPs is completely disjoint if
there 1s no overlapping. However, the disjointness factor alone may not be enough as a
selection method and especially if there exist groups that have the same disjointness ratio
value. Therefore, other factors can be used for group selection such as cost of each group,

where the cost function may be defined as the following:

Cost(g )= ) Cost(L,,) (5.10)

VL ;eg

There may be overlapped links which can cause a serious threat to the reconstruction
process at the egress router. To illustrate more, consider the example shown in the Figure
5.13-(a). It can be found that the total number of overlapping links value is equal to 4,
i.e., {(overlapping value of LSR1->LSR2 = 1) + (overlapping value of LSR2->LSR3 = 1)

+ (overlapping value of LSR1->LSR8 = 1) + (overlapping value of LSR8->LLSR9 = 1) =
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4}, and the modified TSS level used has £ = 2 and »n = 4. The scheme can provide
protection if a failure or an attack occurs in the overlapping links because the number of
overlapping LSPs in each link is not exceeding the value (n-k) = 2, i.e. each link may
overlap with a maximum of two LSPs.

Now, Part (b) of Figure 5.13 has the same value for total number of overlapping
links (i.e., equal to 4), however, it is not a suitable choice to provide protection because
the link between LSR1 and LSR2 overlaps with three LSPs, which is greater than the
value (n-k), and therefore a failure or an attack in this link make it impossible to protect
the connection between the ingress and egress routers. In this case the egress will receive
MPLS shares from only one LSP (i.e., LSR1 —> LSR8 —> LSR 9 —> LSR10 —> LSR11),
and therefore one LSP is not enough to reconstruct the IP packets using a (2, 4) TSS
scheme.

The overlapping links values in Figure 5.13 (a, b) are calculated as the following:

e A combination of two LSPs passing through a link is considered at each time.
e The total number of possible combinations representing the link overlapping
value for two LSPs passing through a Ilink is equal to

[2 LSPs passing
2

a link . X :
= 1, (e.g., see all links overlapping values in
Figure 5.13 (a)). Moreover, for three LSPs passing through a link the

= 3, (e.g., refer to

. ) 3 LSPs pasing a link
overlapping value is equal to

the overlapping value for the link LSR1-LSR2 in Figure 5.13(b)).

The overlapping values in Figure 5.13 (c, d) are calculated by a different procedure:
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e The overlapping value for a link is calculated by counting the number of
LSPs passing through this link. For example, if two LSPs are passing through

a link, then the overlapping value is equal to two.

Therefore, in Figure 5.13(c, d), the total number of overlapping links is equal to 6 as
shown in Figure 5.13-(c), and equal to 5 as in shown in Figure 5.13-(d). Indeed, part (d)
will remain not suitable to be chosen for the threshold sharing connection for the same
reason mentioned before although it has lower number of total overlapping links value.

As a result of that, we can conclude the following:

It is not preferable to consider a multi-path connection for a (k, n) threshold sharing
scheme when it consists of a link that has an overlapping value larger than n-k although

its total overlapping links value is lower compared to other connections.

Overiap= 1 LSR 3
LSR 2 - i

Cveriap= 1 7

;/
ingress S \\ o : LSR 11
LSR 1
LSR 6 g ’
== ~ #LSR7

Overiap= 1 TSP
LSR8 N ==

N e
i

Overlap= 1 LSR 10
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Egress
LSR 11

Egress
LSR11

(d

Figure 5.13 Different group combinations with variable overlapping values.
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Case study:

For the network graph shown in Figure 5.14, a connection is established between the
ingress node Ns and the egress node Nj3. Assume the following LSPs are selected to be

the candidate LSPs along with their links’ cost as shown in Table 5.2.

Link #
LSP1 | 10 11 16 12 17
Cost | 0.1 0.11 j0.16 |0.12 0.17
LSP2 |9 14 13 19
Cost 009 1014 |0.13 |0.19
LSP3 |10 11 15 7 13 19
Cost | 0.1 0.11 {0.15 |0.07 0.13 |0.19
LSP4 |9 20 8 17
Cost 009 |02 0.08 |[0.17
LSPS |9 20 8 12 18 19
Cost 0.09 0.2 0.08 |0.12 0.18 10.19
LSP6 |9 20 1 2 11 16 18 19
Cost | 009 |02 0.01 10.02 011 (016 |0.18 |0.19
LSP7 |9 14 7 15 16 12 17
Cost 0.09 (0.14 |0.07 |0.15 0.16 [0.12 |0.17
LSP8 |9 14 7 15 16 18 19
Cost 0.09 014 007 |0.15 0.16 [0.18 |0.19
LSP9 | 10 11 16 18 19
Cost 0.1 0.11 {0.16 |0.18 0.19

Table 5.2 Selected candidate LSPs and their corresponding link cost
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Figure 5.14 NSF network topology

The results in Figure 5.15 show the total number of maximally disjoint groups which
can be created for two modified TSS levels (i.€., TSSievel = 3, TSSievet = 4). The TSSjevel
refers to the total number of LSPs in each group. For example, a (2, 3) modified TSS
indicates that the modified TSS application requires three LSPs in each group to be able
to provide fault tolerance or data integrity, and accordingly the modified TSS level is
equal to 3. We used the link overlapping criteria of equation 5.9 to measure the
disjointness for each group of LSPs. For a TSS level = 3 the number of overlapping links
for each group starts from having a total overlapping value = 1 per connection, and
reaches for other connections to a total overlapping value = 10. For a TSSevet = 4, the
total number of overlapping links starts from having 6 per connection, and reaches for
other connections to 19. It can be noticed that for a higher TSS level the number of
overlapping links increase and therefore it becomes difficult to find groups with high

maximally disjoint ratio.
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Figure 5.15 The total number of possible groups for each number of overlapping links,
where two TSS levels are used.

The results obtained from Figure 5.16 — 5.17 can help to select the best connection
group which contains the required n LSPs for the applied (k, n) TSS application.

Figure 5.16 shows the disjointness ratio and the cost of each group. The minimum
total links overlapping value obtained are for the groups (1, 2, 4) and (2, 4, 9) for a TSS
level equals to three. There are two overlapping links in each group. It is noticed that both
groups have the same disjointness ratio because they have the same number of
ovérlapping links. The costs of overlapping links in each group are nearly the same.

On the other hand, Figure 5.17-(a) shows another example where the number of
overlapping links is equal to 6. The TSS level applied is also equal to 3. However, the

disjointness ratio varies for each group. The cost for each group is also presented in the
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same figure. Therefore, the group with the highest disjointness ratio and lowest cost can

be selected.

—© Disjointness ratio, TSS level = 3, Overlapping links = 2
& Cost of the group combnation, TSS level = 3, Overlapping links = 2

08

08

0.7

06

05

0.4

N3

0.2

............................

0.1

Disjointness ration and cost of each group

(1.2,4) 2.4.9)
Groups Combinations

Figure 5.16 Disjointness ratio and cost, overlapping links = 2, TSS level = 3

The disjointness ratio and cost of each group for a TSS Level equal to 4 is shown in
Figure 5.17-(b). The cost for a group is larger than a group cost obtained in Figure 5.17
(a) since the group combination for a TSS level = 4 consists of a larger number of LSPs
than a group combination of a TSS level = 3.

Moreover, in the previous case study example, both the ingress (Ns) and the egress
(N;3) nodes are of degree 2 (i.e., the number of incoming/outgoing links is equal to 2).
The TSSjeve1 used was equal to 3. By considering another scenario where the ingress node
is Ns (of degree = 2) and the egress node is Ng (of degree = 3), the number of overlapped
links can be reduced, and therefore the disjointness ratio is increased. The number of

overlapping links in a group combination of, (LSP1: {10, 11, 16}, LSP2: {9, 20, 8, 12},
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LSP3: {9, 14, 13, 18}), is only one and therefore, the disjointness ratio is improved and

equal to 90%.
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In the next section we investigate the impact of using threshold sharing scheme
combined with multi-path routing on MPLS security and fault tolerance. Afterward, a
comparison between the application of threshold sharing scheme and the IPSec security
protocol in MPLS is also covered. Moreover, we investigate the advantages of using the

modified TSS in MPLS technology domain instead of using it in the IP domain.

5.4 The Impact of Using Multiple and Single LSP Routing on MPLS Fault

Tolerance and Security

This section analyzes the impact of multiple LSP traffic allocation on MPLS network
fault tolerance and security. The analysis consists of two parts. The first part analyzes the
reliability performance obtained when a virtual connection takes multiple disjoint LSPs
to the egress node. The second part shows the contribution of our proposed algorithm in
providing a high failure protection level. Afterward, the impact on MPLS security is

investigated and primarily on finding the information leakage probability.

5.4.1 The Impact of Using Multiple and Single LSP Routing on MPLS Fault

Tolerance

We define that an LSP fails when at least one LSR on this LSP fails. The connection
failure probability is defined as the probability that all of the traffic sent by the ingress
node fails to reach the egress node. In the single path or LSP routing, it is only possible

that either all the traffic fails or successes to reach the destination.

When a connection disperses traffic on multiple LSPs, the connection failure

probability equals the probability that all LSPs of the connection fail. However, in a (k, n)
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TSS multi-path traffic scheme, there also exists a possibility that only part of the traffic
fails which corresponds to the event that only part of the LSPs that a connection takes

may fail.

The following discussion requires LSPs that take part in the multi-path connection to
be disjoint. The discussion does not cover the maximally disjoint LSP connection case.
For simplicity, but without loss of generality, we further assume that all the LSRs on the
same LSP have the same failure probability while other LSRs in other LSPs might have
different failure probability. Table 5.3 lists notations that will be used in the following

discussion.

To be able to measure the traffic failure probability, we have to calculate the whole

connection failure probability.

n the number of LSPs taken by a TSS
(k, n) connection.

P (n)| the probability that » LSPs are in

failure.

P the probability that a LSR on the
LSP i fails.

l; the number of LSRs on LSP §

Table 5.3 Notations (Fault tolerance)

Theorem 5.1:

If there are n node-disjoint LSPs allocated to a connection, the probability that the whole
connection is in failure, in other words, each LSR/link in each of the n LSPs fails; P(n) is

given by:
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n

P(my=]J1-0-P)"] (5.11)

i=1

Equation 5.11 can be used to determine how many disjoint paths, », are required to
provide the desired connection failure probability. Equation (5.11) holds because the n
LSPs are node-disjoint and under the assumption that the paths’ failures are independent.
Equation (5.11) can also be applied to link-disjoint LSPs given that node failure is
assumed not to happen, otherwise the equation does not hold. The equation does not hold
for maximally disjoint paths cases. With regard to the availability of disjoint LSPs
between ingress node to egress nodes, and suppose we have a predetermined threshold

required that a connection failure probability, P(n), is not larger than , i.e.
Pm)<C (5.12)

As a result, the lower bound of the modified (k, n) TSS algorithm, %4, can be
determined. On the other hand, the connection failure probability P(n) has the property

that it is a monotonic decreasing function of # and can be proven as follows.
P(n) =P(LSP, failure A LSP, failure n. . .ALSP, failure)
= P(LSP, failure) x P(LSP, failure). . .xP(LSP, failure) (5.13)

Note: LSPs belong to different SRLG [94]
Based on the fact that for any LSP the probability of failure is in the range of 0 <P
(LSPtainre) < 1, then P(n) keeps monotonically decreasing as » increases as shown in

Figure 5.18. Therefore, the following result is obtained.

P(n) < P(Single | prinye ) (5.14)
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Where P(Single;sprinre) denotes the probability failure for a connection that is comprised

of one or single path between a source and a destination.

0.12 : ; T

Probability for the whole connection to fail

Number of disjoint LSPs

Figure 5.18 The effect of multiple LSP allocation in reducing the probability that the
whole connection fails, for P; =0.02

5.4.2 The Impact of Using Multiple and Single LSP Routing on MPLS

Security

To complete this discussion, we briefly summarize the impact of multiple LSP
routing on MPLS security. Table 5.4 shows notations related to security and also
extended to serve for the presentation of the information leakage probability. We defined

security terms the same way as for fault tolerance. Therefore, we define that “an LSP is

attacked™ if at least one LSR on this LSP is attacked. The connection intrusion
probability is defined as the probability that all of the traffic sent by the ingress node to

the egress node is attacked.
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P(n)

the number of LSPs taken by a TSS
(k, n) connection.

the probability that » LSPs are
attacked.

the probability that a LSR on the
LSP i is attacked

the number of LSRs on LSP i

the number of LSRs being attacked
in the whole connection.

the number of L.SRs being attacked
at LSPi.

a subset of the n disjoint LSPs
which contain Y LSPs.

Theorem 5.2:

If there are n disjoint LSPs allocated to a connection, the probability that the whole

connection is attacked, in other words, each LSR in each of the n LSPs is attacked; P (n)

is given by:

Table 5.4 Notations (Security)

Pe) =] [0-(-B)"]

Equation (5.15) holds because the n LSPs are node-disjoint . Equation (5.15) can also be
applied to link-disjoint LSPs given that node attack is assumed not to occur, otherwise

the equation does not hold. The equation does not hold for maximally disjoint paths

cascs.

Moreover, the following equations are obtained:
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Suppose we have a predetermined threshold { that requires that the connection intrusion

probability, P(n), is not larger than {; i.e.

Pmn) < (5.16)
and,

P(n) = P(LSP,attack A LSP,attack n. . .ALSP, attack)
=P(LSPattack) x P(LSP,attack). . .xP(LSP, attack) (5.17)

P(n) < P(Single LSPattack ) (5']8)

where P(Single;spanac) denotes the intrusion probability for a connection that is
comprised of one or single path between a source and a destination.

From the previous equations, we notice that the connection intrusion probability for
our proposed method is smaller compared to connections which consist of only one path

between a source and a destination.

Information Leakage Probability:

This part focuses on the information leakage probability. It is noticed that when Ny
routers are attacked, these attacks may concentrate only on a subset of the n LSPs taken
by a connection (i.e., Y), which will be part of the information to be leaked out. In our (%,
n) modified TSS algorithm, if the number of these attacked LSRs includes k£ or more of

LSPs, then our (k, n) modified TSS algorithm fails to protect the confidentiality of data.

Lemma 1 (mainly extended from [69]): Among n LSPs of a connection, the probability

that Ny of the LSRs routers are attacked, P [N = Ny}, is given by:
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n-2

i , in( [,_,,Ng=) = " k;
P[N = N ]= Y ™o 5 mnChe 2o ko)

ky=0 ky =0
n ! k. (0, -k,
Hj:][kjj]pj}(l—pj) u(l, - k,) (519)

where k, = N, — >k, and u(.)is defined as:

u(x) = (5.20)

0 otherwise

Proof: The probability that at LSP j there is k; (k; < /;) LSR routers being attacked, 123 1S

given by Binomial probability distribution:

k,

J

I,
P, =[ ’ ijff (1-P)"™" (5.21)

where k; > [; , P, = 0. Now, the probability that at LSP; there are k; routers being

attacked, at LSP; there are &k, LSR routers being attacked, ... , at LSP, there are k, routers

being attacked, while totally there are Ny routers being attacked is given by:
" lj k URLY
Plk.k,,....k,,N = N;] =H,-=1 o 1P (A-p,)’ “ull, k) (5.22)
J

By summarizing all the possible values of & (j =1, 2, ..., n -1), the marginal
probability can be achieved. Figure 5.19 shows the impact of Multiple LSP allocation in

reducing the probability that Ny of the LSRs are attacked.
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Figure 5.19 The effect of multiple LSP allocation on reducing the probability that
Nr of the LSRs routers are attacked, P; used = 0.2

Lemma 2 (mainly extended from [69]): The probability that a subset of the » disjoint

LSPs, Y, which contains LSP iy, i, ..., iy , is attacked while Ny routers have been

attacked, P[ ', N=NR], is given by:

. ! , . , _ sy—zks
P[YyN :NR]= Z:l:’(:os‘ NR)...Z:lm( 1:;(,)-1 NR z:=31 )

iy ~1

wo 1 —y
H (k jpfl (l_pj)([l kj)u(l-‘y -—kiy) H:=l (I_Ps)]' (523)

J
J=5 .
J

sy —1

where ks, =N, - Z

ie ks ,wheres#1iy ... iy.

Proof: from the result obtained in lemma 1, the probability that in Y LSPs there are Ny

routers being attacked is given by:
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P(Y) — Z mi( 1y Ng) Z min( ["Y—l’NR—Z::);‘;Zk‘v)

k=0 kiy 1=0

y
J=i

W [ 1 . “k,
I [kj )pjj(l = p )T, - k) (5.24)
j

The probability that no other router is being attacked is given by:

IT I., - p,)" ,wheres#i...iy,

Therefore, P[Y, N=Ng] =P(Y) [] . (- p,)" (5.25)

From the definition of the conditional probability, we can obtain the following Theorem.

The probability that a subset Y of the »n disjoint LSPs in the a (k, »n) modified TSS
algorithm are attacked given the condition that Ny routers have been attacked, P[Y | N=
Ng ], is given by:

P[Y,N=N, ]

P[Y|N=N, ]= PN
I

(5.26)

Therefore, based on equation (5.26) we can measure the probability of attack for any
(%, n) TSS level by substituting the value of & instead of the Y.

In the single path case, when an attack is successfully made, all the information
along that LSP is leéked out. Otherwise, there is no information leaked out. In the
multiple LSP allocation case, each LSP hold an encoded part of the whole message of IP
packet. In our proposed method, an attack on a subset of LSPs less than £ will not help in

revealing the content of the original IP packet. We can define an information leakage
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ratio L used to guarantee that the leakage information ratio is smaller than the threshold

ratio which is given by:

Modified TSS threshold ratio, X = k (5.27)

n

We can also conclude the following result obtained from Theorem 5.9:

For a connection that uses a (k, n) modified TSS algorithm with multiple LSPs allocation,
the leakage information ratio for Ngr LSRs that are attacked among the n LSPs compared

to the single path allocation case is given by:

P

multiple — LSp

[L<X|N=N,12Pyyo:[L <X |N=N,]

= Boyyee[L =0| N =N, ] (5.28)

Indeed, in our (k, n) modified TSS approach we should have a predefined
information leakage threshold value X to maintain the security performance. That is,
when information leakage value L > X, it will cause severe problems. Therefore, we want

to minimize the probability that such an event occurs. This is equivalent to find a (, n)

TSS algorithm so that £, yipse-1sp[L < X | N = Ny ] is maximized.

5.5 Modified TSS vs. IPSec

In computer networks, IPSec is considered the most widespread protocol in use to
secure the network layer (IP) [32, 88]. Other internet security protocols that are widely

used include SSL, TSL and SSH, operate from transport layer and up (OSI layers 4-7).
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IPSec can be implemented and deployed in the end hosts or in the gateways/routers
or in both. In other words, IPSec deployment depends on the security requirements of the
users. The use of IPSec security protocols is combined with extra overhead. There are
two factors that can affect the amount of overhead. One factor is the cryptographic
algorithm overhead related to padding. The second factor is IPSec packet formatting

overhead related to the various IPSec modes.

Cryptographic algorithm overhead is created by padding that must be added to
packets for encryption and authentication algorithms before processing. Each of the
common encryption/decryption (DES, 3DES, AES) and hashing (SHA-1, MDS)
algorithms used for IPSec is a block-based algorithm that operates on specific size blocks

of data [88]. Figure 5.20 shows block sizes for common IPSec algorithms.

When data including minimum padding are not divisible by these block sizes,
padding must be added to reach the desired block size prior to algorithmic processing.
For example, SHA-1 and MDS5 require 512-bit blocks (64 bytes). When considering the
implied 64-bit length field, the real limit is 448 bits. If a packet came in at 456 bits (57
bytes), 504 bits (63 bytes) of padding would be added to "right size" the data to the
appropriate block size. For randomly sized packets, padding as a percent of throughput
increases as packet size decreases [88]. In extreme situations padding can nearly double
packet size and therefore decrease performance by nearly 50 percent. The effect of worst

case padding overhead by packet size is shown by Figure 5.21.

126



Algorithm Block size (in bits)
DES, 3DES 64
AES 128
SHA-1 512
MD5 512

Figure 5.20 Block sizes for common IPSec algorithms

In addition to cryptographic algorithm overhead, IPSec incurs significant overhead
caused by the addition of headers and message authentication bytes [88]. The IPSec
protocol requires that IPSec headers be added on top of the IP header. The overhead

varies across the four common IPSec modes.

AH provides robust authentication of IP packets without confidentiality (encryption).
ESP provides both confidentiality and authentication. Transport mode is designed for
host-to-host communication; tunnel mode can operate a) host to host, b) gateway to
gateway, c) or gateway to host. Tunnel mode adds a new 20-byte IP header in front of the
transported IP packet. ESP adds an additional 8-byte ESP header, 0-16 byte Initialization
Vector (IV), and a 16-byte ESP Trailer. AH adds a 24-byte AH header. The result is
significant overhead related to the various modes. The padding is up to 7 bytes in DES/3

DES, up to 15 bytes in AES, and up to 63 bytes in SHA1/MDS5.

The conclusion from above discussions is that the use of IPSec may add considerable
overhead. The overhead is resulted from cryptographic algorithm overhead and ESP/AH
header overhead. Indeed, both overhead factors may add more than 100 bytes overhead.

The effect of this overhead is more significant on a small packet size.
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Algorithm | Block size Packet Packet Packet Packet Packet

(bits) (57 bytes) (113 bytes) | (169 bytes) | (393 bytes) | (1537 bytes)

MD5 512 49% 32% 24% 14% 4%

Algorithm | Block size Packet Packet Packet Packet Packet

(bits) (49 bytes) (113 bytes) (161 bytes) | (401 bytes) | (1537 bytes)

AES 128 23% 11% 9% 4% 1%

Figure 5.21 The effect of worst case padding overhead by packet size

To compare between our modified TSS approach and the IPSec approach we need to

consider the following factors:

e The effect of overhead introduced is determined by the security level

(Confidentiality only ESP, Authentication Only AH, ESP and AH).

e The effect of overhead introduced is determined by the security mode

applied, i.e., transport or tunneled mode.

e The modified (k, n) TSS level applied.

The use of IPSec protocol security can provide data confidentiality, authentication,
confidentiality and authentication. Generally, additional security requirements are needed
for the application of IPSec over MPLS. For example, considering a GRE encapsulation

is also needed, the total overhead ratio can be calculated by equation 5.29.
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(IPSec-MPLS) Overhead ratio =

New IP header + IPSec _header + GRE _header + VPN _label

(5.29)
IP _header + IP _ payload _size

Where:

IPSec_header: can be ESP header, or AH only, or ESP and AH

New_IP_header: the new IP header added by the tunnel mode

To summarize the previous discussion, it is noticed that the use of IPSec in MPLS
adds considerable overhead. The effect of this overhead on small IP packets is very large.
Therefore, applying IPSec is notably affecting the network utilization. On the other hand,
our approach may have better performance over IPSec in this case because the overhead
incurred from the use of modified TSS will be less. For example, for an IP packet of size
90 bytes, and a (3, 4) modified TSS level, the redundant overhead is 90* (1/3) bytes +

MPLS header (4 bytes) + (4 bytes control word) = 38 bytes.

5.6 Modified TSS over IP networks

The application of modified TSS over other networks such as IP or ad hoc networks
may face some problems that could lower its efficiency. The major challenges are

summarized as follows:
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o The size of MPLS header is only 4 bytes while IP header size is at least 20
bytes. Therefore, IP shares’ headers add more overhead than MPLS shares do,
especially for small shares.

* OQur approach depends on multi-path routing. Multiple Paths should follow
disjoint routes from a sender to a destination. To specify a specific route in IP
forwarding, other mechanisms have to be used such as source routing. As a
result, the size of IP packet header will get larger than 20 bytes.

e The addition of, at least 20 bytes, IP header to each share is considered large

compared to MPLS header.

It is clearly noticed from the points above that the performance of the modified TSS
is reduced when it is applied on networks such as IP or ad hoc networks such as in [59]
for the reasons mentioned above. The architecture of MPLS networks can provide
explicit routing using labeled switched paths, and this makes the application of this
approach within MPLS environment more suitable especially for voice over IP
applications. In addition, the routing information in ad hoc networks keeps changing, as a

result this makes multiple paths routing more difficult and hard to be maintained.

5.7 Considering Variable Path Length (Buffer allocation)

One of the issues related to multi-path routing is the case of uneven length of paths.
The transfer delay may be different for the LSPs used to route the MPLS packets because
one LSP may be longer than the other. So, for the egress router to be able to reconstruct

successfully the original IP packet, it should on one hand possess enough buffers for
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storing the arriving MPLS packets and on the other hand use a timer to wait for the latest
MPLS packet to arrive. The value of the timer is dictated by the slowest LSP used [84].

To formalize this, let us consider an original traffic flow f with n subflows f; /> f,. The

end-to-end delay for a subflow f,, t =1 ... n, towards the egress node is denoted by d Frcars
and is calculated as follows:
diee = N d, (5.30)
(i,))eLSP,
where dj; is the delay of each link (i, j) in LSP,. Hence, the delay for the slowest f,

belonging to f is then:

f
dslowest

= max({df’"’”‘“ 1) (5.31)

Therefore, the timer used by the egress router to reconstruct the original IP packet should

be at least equal tod?,

slowest *

Moreover, the buffer size required at the egress should be large enough to store all
the k-1 subflows received while waiting for the slowest one, as well as any other traffic
originated from other IP packets and received before the slowest subflow of f. In other

words, the buffer size required for each subflow f, is:

Bfr,egress - (dfr,egress - dﬁ#@ﬁ&) . bf, (532)

slowest

and the buffer size needed by the reconstruction process is:

Bf,egress - Z Bfl,egrfss (5 33)

VLSP,

where b, is the bit rate arrival for the egress node from flow f,.
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Let us consider an example to illustrate more the calculation of the required buffer
size and the value of the timer at the egress router. Figure 5.22 shows a network topology

with a modified (2, 3) TSS model. The egress node receives shares from three disjoint

L.SPs (LSP1, LSP; and LSP3). In this case:

f €gress
doreEes = Z dij = dingress,3 + d3,5 + d5,7 + d7,9 + d9,egress = 4+5+3+5+3 =20

(i,j)<LSP,

f,(’ Tess — — — —
dre = zdrj - dingress,ll + d11,13 + d13,14 + d14,15 +d15,egress' 4+5+4+5+3=21

(i.)eLSP,

dlems = Sdy=dy gy +dyy tdyg Fdogdy g dyg e = 4F5H5HAE3+H4=25

(i,/)eLSP3

For this example, the value of the timer to be used by the egress router should be at
least equal to 25 ms and therefore the total buffer size equals to 1152 bits, when the bit

rate for all links is assumed to be equal to 128Kbps, as shown in Table 5.5.

df,,egm ms | ™% Partial Buffer (bits) T:it:el(l:;:tfsf;r
ﬁ,egress 20 (25-20)128 =640
Sregress | 21 (25-21).128 =512 1152
o egress | 25 25 0

Table 5.5 Buffer allocation required at the egress node

Figure 5.22 A (2, 3) modified TSS example
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The calculation shown above is only used to show how to calculate the buffering at
the egress router for the (2, 3) modified TSS multi-path connection. However, in real
networks, the bit rate value can be very large (i.e., in Mega or Giga bits per second). In
this case our approach may have a real challenge as the buffering size can be very large,

especially when there are high length variations between the LSPs.

5.7 Summary

In this chapter we introduced our proposed scheme that is used to provide fault
tolerance and improve security in MPLS network. From the security point of view, the
modified TSS can provide data confidentiality, integrity, availability and IP spoofing.
Providing data confidentiality does not require additional resources (not including header
overhead of shares) while the other security factors do. Fault tolerance in MPLS can be
supported with reasonable redundant bandwidth. The recovery from node/link failure can
be done with no delay, packet loss or packet re-ordering.

The impact of multi-path routing on MPLS security and fault tolerance has been
discussed in this chapter. The connection intrusion probability and connection failure
probability have shown lower values when multi-path routing is used.

The application of IPSec security protocol in MPLS networks has also been
investigated. The need to provide security within the MPLS networks is required if the
network is not trusted. Therefore, IPSec can be introduced as a solution, however, some
challenges may arise when it is implemented. These concerns and challenges are
presented and compared with the modified TSS approach. Finally, the feasibility of

applying modified TSS on IP networks has been investigated.
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Chapter 6

Modified TSS in MPLS Multicast Networks

All the work done so far in the previous chapters was in the scope of unicast
networks. In this chapter, we discuss the feasibility of applying the modified (k, n) TSS
approach in MPLS multicast networks. There are some challenges that can add
limitations to the application of our approach in real or practical MPLS multicast
networks. This chapter starts by an overview on multicast networks and related work to
MPLS in terms of fault tolerance and security. After that, we present our approach for

application of the modified TSS in MPLS multicast.

6.1 An Overview on Multicast Networks

Several applications like web services, video/audio on demand services, and
teleconferencing consume a large amount of network bandwidth. Multicasting is a useful
operation for supporting such applications. Using multicasting services, data can be sent
from one or more sources to several receivers at the same time. The data is distributed
with the use of a tree structure which is called a multicast tree. Multicast trees fit into two
categories: (1) source-specific trees where this category includes the multicast routing
protocols: DVMRP [72], MOSPF [73] and PIM-DM [74]; (2) Group- shared trees that

are built by the multicast protocols PIM-SM [75] and CBT [76]. The differences between
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these protocols lie mainly in the type of multicast routing trees they build. DVMRP,
MOSPF, and PIM-DM build multicast spanning trees that use shortest paths from every
source to any destination. PIM-SM, CBT build spanning trees that are shortest path from
a known central core, also called Rendezvous point (RP), where all sources in the session
share the same spanning tree. PIM-SM is the most widely implemented protocol.

The establishment and maintenance of multicast trees make multicast routing more
challenging than unicast routing. First, the creation of a tree requires the establishment of
routing state. For network-level multicasting, this state has to be installed in the
participating routes. As a result, the routing state is proportional to the number of active
multicast groups. Second, reliability and fault tolerance become exponentially more
challenging due to the multiplicity of receivers. For example, in contrast to unicast
communications, any packet loss or link failure can lead to a large number of
“complaining” nodes. Thus, a simple closed feedback protocol from unicast

communications cannot be applied here [77].

6.2 Related Work

MPLS Multicast is an evolving area of discussion. The security and fault tolerance

are the two main issues discussed in this thesis.

6.2.1 Related Work on MPLS Multicast Security

To the best of our knowledge, no work has been published on MPLS multicast
security. Very few resources have been found on this topic. Multicast operation in MPLS

VPN has been discussed in [78]. The confidentiality, integrity and other security issues
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have not been discussed. In MPLS working group of IETF [67], work is still in progress
to provide an MPLS security framework. The framework will address security
mechanisms for MPLS VPN deployment. Moreover, multicast security applications are

to be considered.

6.2.2 Related Work on MPLS Multicast Fault Tolerance

Several approaches have been proposed to deploy multicasting over MPLS networks.
Moreover, many approaches have been proposed to employ MPLS based failure recovery
methods in multicast trees. Most of these approaches satisfy some of the quality of
service requirements (e.g., recovery delay, packet loss, bandwidth utilization), but there is
no scheme that satisfies most of them. The existing schemes can be grouped in two
categories: preplanned and on-demand. On-demand approaches do not need to compute
backup routes beforehand, the computational and maintenance cost is therefore low.
However, these schemes usually experience longer recovery delay, since the whole
rerouting procedure is triggered on demand or in other words after the occurrence of the
failure. In contrast, preplanned failure restoration predefines the backup routes, which
introduces a large amount of computational and maintenance cost when there are large
number of groups ongoing in the network.

However, the advantage of preplanned protection type has shorter recovery delay,
which is desired by many real-time communications and some other time-critical
applications (e.g., video conferencing or streaming). Recovery from failure can be local
or global. Local recovery is used to protect segments of the working path and it is used to

protect against a link or a node failure. The main advantage of local recovery is that it

136



minimizes the amount of time required for failure propagation, but it consumes more
network resources. On the other hand, global recovery is used to protect traffic against
any link or node failure on a path. Global recovery is called end-to-end path recovery.
Usually, in global recovery the ingress router is considered responsible for switching the
traffic between the working path and the recovery path. In global protection, there is a
tradeoff between bandwidth utilization and recovery time.

The authors in reference [77] propose the use of aggregated multicast concept to
achieve better network design goals such as scalability and fast recovery. The key 1dea 1s
to force several multicast groups to share a single distribution multicast tree called
aggregated tree. This procedure helps in reducing the number of trees that are needed to
set up and maintain in the core of the network. Moreover, the paper reviewed four
protection techniques that can be applied for MPLS multicast fault tolerance. The
possible techniques are categorized as follows: link protection, path protection, Dual tree
protection, redundant tree protection (e.g. 1+1 tree protection).

Within the scope of the preplanned fast protection, the paper by Deshmukh. et. al
[80] proposes a method to set up the backup paths that are based on segmentation cluster
formation, in which backup paths are provided connecting segmentation points rather
than providing a backup between the receiver edge routers. Another paper by
Banimelhem et al. [82] proposes a method to divide the multicast tree into several
domains where each domain represents a sub-tree of the original one. In this approach,
the backup paths are built between the root of the domain and each leaf router which is
called a border router. The goal of this paper is to reduce the total capacity required for

reserving the backup paths and to reduce the time of the failure notification signal.
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The paper by Font et al. [85] discusses a solution to minimize the traffic
concentration in the shared group multicast trees. Usually, the Rendezvous Points are
selected in such a way to minimize the delay, however the authors propose an algorithm

that can distribute and select the RPs with regard to avoid traffic concentration.

6.3 Modified TSS in MPLS Multicast Networks

In this section, we investigate the application of the modified TSS approach in
MPLS multicast networks. We propose a novel approach for fault tolerance and security
for MPLS network based on multiple trees. From fault tolerance point of view, our
scheme falls in the category of preplanned protection, and is based on the modified
Threshold Sharing Scheme (TSS) discussed in chapter 4. We show that our scheme can
provide failure recovery without introducing delay or packet loss while minimizing the
required bandwidth overhead. In a multiple trees approach, trees may have variable
lengths or delays, which require the receivers to apply buffering. Therefore, this issue
will also be discussed in our approach.

In addition, our scheme can also be used to improve the security to current MPLS
multicast architecture. The same security issues discussed in the unicast application can
be applied to MPLS multicast networks (i.e., data confidentiality and integrity,
availability and IP spoofing). However, as it was mentioned earlier, there might be some
limitations for the application of our scheme. The ability to find enough disjoint multicast
trees for the modified (k, n) TSS may not be possible for all network topologies.

In multicast networks, the trees are established between a source and receivers that

belong to the same tree. In a multicast graph, more than one sub-graph can be found
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where any of these sub-graphs should contain all the receivers of the group. The term
spanning tree is used to indicate these sub-graphs. However, these spanning trees may
have different lengths. Therefore, when building a multicast spanning tree, it is preferable
to find the minimum length spanning tree (MST).

There are several algorithms that are used to build minimum spanning trees. The
main algorithms used to find the minimum spanning trees are:

¢ Prim’s algorithm [95]: This is an old algorithm used to find the MST. It runs
in O (E log V) time, where E represents the number of links (edges) and V the
number of nodes (vertices) in the graph. The Prim’s algorithm grows the
MST tree T one edge at a time. Initially, 7 is an arbitrary vertex. In each step
of the Prim’s algorithm, 7 is augmented with the least-weight edge (x, y) such
thatxeTandy ¢ T.

e Kruskal's algorithm [96]: is an algorithm in graph theory that finds a
minimum spanning tree for a connected weighted graph. This means it finds a
subset of the edges that forms a tree that includes every vertex, where the
total weight of all the edges in the tree is minimized. The algorithm creates a
set of trees where each vertex (node) in the graph is a separate tree. It also
creates a set S containing all the edges (links) in the graph. The algorithm
repeats the following steps a, b, and ¢ until the set S is empty: (a) remove an
edge with minimum weight from S, (b) if that edge connects two different
trees, then add it to the tree, (¢) otherwise discard that edge. At the
termination of the algorithm, the tree has only one component and forms a

minimum spanning tree of the graph.
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In order to apply our approach, we need to find the required » trees. It is worth to
note that in our approach, we assume that the spanning tree does not include all the
receivers in the graph (like in the Prim’s or Kruskal’ and algorithm), because this will
make the process of computing multiple disjoint trees not possible, and this is a limitation
in our approach.

The modified (k, n) TSS requires the trees to be disjoint or if not possible, maximally
disjoint. In our approach, multiple trees are said to be disjoint if there is no node or link in
common between any of the trees. Specifically, node disjoint trees indicate that there are
no links in common. A multiple tree connection is said to be maximally disjoint if the
number of links in common among the trees are minimum. We can use the algorithm
proposed by B. Mukherjee et al. [97] to establish multiple link-disjoint trees. The

algorithm to compute link-disjoint trees works as follows:

Computation of the link-disjoint trees: because the minimum cost spanning tree problem
is an NP-complete problem, a heuristic is used to compute the minimum-cost spanning
tree. The algorithm in [97] employs two common heuristics: pruned Prim’s heuristic
(PPH) [95] and minimum-cost path heuristic (MPH) [98]. In the first heuristic, a
minimum spanning tree (MST) is constructed first using Prim’s MST algorithm and then
pruned by eliminating unwanted links. In the second heuristic, the closest destination

nodes are picked one by one and added to a partially built tree.

The steps to compute the link-disjoint trees are:

Step 1. Create the first tree using heuristic H.
Step 2. Remove the links along the tree established from stepl.

Step 3. Create the second tree in the partial graph using heuristic H.
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Step 4. Repeat steps 2 and 3 unti] all n trees are computed.

The time complexity for the PPH heuristic as mentioned before is O(E log V), where
it is O(V3) for the minimum-cost path heuristic (MPH). The algorithm in [97] does not

provide a procedure to compute node-disjoint trees.

In order to find multiple trees which may share links (called in this thesis maximally
disjoint trees), Mukherjee et al. propose an algorithm to compute arc-disjoint trees in a
directed optical WDM mesh networks. The notion of “arc disjointness” indicates that two
arc-disjoint trees may share a link in opposite directions only. However, the authors argue
that a failure protection scheme which uses the link-disjoint and arc-disjoint trees is not
always an éfﬁcient approach (i.e., it is not always possible to find two or more link or arc
disjoint trees from a source to destination nodes); therefore they propose to protect each
segment in the primary tree by finding a segment-disjoint path. Another approach
proposed by Eppstein [100] can be used to generate a number of “good” trees, and then
find the best K best spanning trees in time O(E log S(E,V) + K°). In the literature, other

approaches that are used to compute multiple best trees can be found in [101, 102].

It is worth to note that in the next discussions for fault tolerance and security, we
assume that the disjoint or maximally disjoint trees are computed using available

algorithms such as [97].
6.3.1 Fault Tolerance

Our approach uses the (k, n) threshold sharing scheme with multiple tree routing

wherein k out of n trees are required to reconstruct the original message. For example, if
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we are using a (2, 3) threshold sharing scheme, then it is only enough for the egress
router to receive MPLS packets or shares coming from two trees to be able to reconstruct
the original message which was divided at the ingress router.

In this section we investigate two possible scenarios for the application of modified
TSS on MPLS fault tolerance. The first scenario is applied to the source-specific tree

category while the second scenario is applied to the group-shared tree category.
6.3.1.1 Source-Specific Trees Scenario

One of the multicast tree routing protocols is the Source-Specific Tree protocol. In
this protocol, there is only one sender for each group (G) which is represented by (S, G).
We propose to apply the modified (k, n) TSS scheme to provide fault tolerance by the use
of multiple disjoint or maximally disjoint trees. The fault tolerance factors (recovery
delay, packet loss, packet re-ordering, and bandwidth utilization) can be provided as we

have discussed before in Section 5.1.
The source specific tree is comprised of the following:

e One sender: the sender is the ingress node, therefore, each ingress node
establishes a tree that is able to reach all the receivers.
e Receivers: the receivers are the egress nodes; therefore, each group (G) is

comprised of the corresponding egress nodes that belong to this group.

In order to be able to apply the modified (k, n) TSS scheme, we need to find n
disjoint or maximally disjoint trees which connect the ingress router with its

corresponding receivers for the required multicast group.
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In the next section we present our scheme with examples. The well-known NSF
(National Science Foundation) [84] network shown in Figure 6.1 (Number of nodes |[N| =
14) is chosen. Indeed, two scenario cases are presented here. The first scenario illustrates
a multiple disjoint tree connection and the second scenario illustrates a maximally

multiple disjoint tree connection.

In the first scenario, we consider a subset of egress routers (receivers) E; = {Ny, No}
which have the same source Ny. For this subset, we can build three disjoint trees T, T,
and T; as shown in Figure 6.1. At the source router (ingress Np), the original traffic f is
split into three different shares based on a modified (2, 3) TSS model. Each share f, will
carry an encoded traffic of amount equal to the half of the original traffic f and allocated
to any one of the three trees T;, T,, and Ts. Accordingly, each receiver in E; should
receive at least two shares from any two trees to be able to reconstruct the original traffic
f. A failure in one tree (node(s) or link(s)) will not affect the reconstruction of the

original traffic as long as the other two trees have no failure.

The trees that are selected to apply the modified TSS may have some overlapping or
shared links in between. The example shown in Figure 6.2 illustrates this case and is
similar to the previous scenario example shown in Figure 6.1 except that the subset E;
now contains more participating receivers in the group E; = {N4, No, Nj,}. Figure 6.2
shows a possible establishment of maximally disjoint trees that cover E;. Note that T; and

T, are sharing the link between Ng and Ng. However, if a failure occurred on this link,
neither No nor Nj; will be affected because Ny and Ny, are still able to reconstruct the

original traffic from {T, and T3} and {T, and T3} respectively.
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Figure 6.1 Disjoint trees coverage

However, there are limitations on the maximally disjoint trees case as it depends on
the location of the overlapping between the trees. This issue has been studied previously
in Section 5.3, however, links overlapping in multicasting trees may have different

impact as will be discussed later in this chapter.
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Figure 6.2 Maximally disjoint trees coverage
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6.3.1.2 Group Shared Trees Scenario

In multicast networks the PIM-SM is the most widely implemented protocol. The
basic idea of PIM-SM can be summarized as the following: When more than one sender
belongs to the same multicast group, i.e., (*, G), they can share one central point called
Rendezvous Point (RP). A RP is a router that acts as a meeting point between all the
senders and receivers of the same group. Thus, one shared tree is built from the RP to all
the receivers, allocating group state information only in the routers along the shortest path
from the receivers to the RP. The same tree is valid for all the senders, because all the
sources of the same group send the information to the same RP.

The PIM-SM approach uses a single RP point which inherits the drawbacks of
centralized networking. The drawbacks for using a single RP approach can be
summarized as follows [85]:

e Relying on one RP for a multicast operation can result in a single point of
failure.

e Traffic concentration on RP results in longer delays and congestion.

e From a security point of view, the use of a single RP approach is considered a
security problem since it forces network providers to rely on a third party

when the RP is located in a network controlled by a different organization.

There are some papers that discuss the benefits of using multiple RPs over single RP
in PIM-SM [85-87]. In this thesis, we propose the use of multiple RPs scheme to provide
fault tolerance in MPLS multicast networks. Figure 6.3 shows an example of a multicast

group, G, consisting of egress routers LER1, LER2, LER4 and LERS. The nodes RP;,
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RP; and RP; are selected to be the rendezvous points. It is apparently seen that LER2 can
only receive data from two rendezvous points RP; and RP;. The senders for the group G
can be any of the following ingress nodes combinations {LERO}, {LER3}, {LERG6},
{LERO, LER3}, {LERO, LER6}, {LER3, LER6}, {LERO, LER3, LER6}. For an
example of (2, 3) modified TSS, three shared trees have to be established to provide fault

tolerance.

Consider two different multicast group connections. The first scenario case
demonstrates a maximally disjoint connection between the senders and the corresponding
RPs. The second scenario case demonstrates another maximally disjoint connection,
however, this time the connection between the RPs and the receivers contains shared

links.

Figure 6.3 A multicast example scenario with three RPs: RP;, RP, and RP;
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For the first scenario, Figure 6.4 represents a multiple multicast shared trees. The
multicast session Sessionl (*, G) is represented by the senders S = {LER1 and LER2},
and the receivers are represented by the group G = {LER3, LER4, LER5}. The graph
below shows only the involved senders, receivers and core routers for Sessionl. Multiple
rendezvous points RP1, RP2 and RP3 are chosen for this session. A (2, 3) modified TSS

is applied to illustrate single failure case.

The following observations are obtained for the first scenario case:

e One LSP is established between each sender and RPs. For the sender LER1, the
following LSPs are established, {LER1 -> LSR1 -> RP1}, {LERI1, -> LSR2 ->
RP2} and {LERI -> LSR3 -> LSR5 -> RP3}. Similarly for the sender LER2, the
following LSPs are established, {LER 2 -> LSR 4 -> RP1}, {LER 2, -> LSR2 ->

RP2} and {LER 2 -> LSRS -> RP3}.

.
.
.
.
-
.
®e
.

~—y LSR 7

RP 3 ......... . ’

e ey,

&% Core router (LSR)

@ Egress router
c, Rendezvous point

Figure 6.4 Multiple trees connection, disjoint from RPs side to receivers, and maximally
disjoint from senders side to RPs.

147



The links {LSR5 -> RP3} and {LLSR2 -> RP2} are shared. However, this does
not affect traffic reconstruction in the receivers in the event of single failure since
at least two of the three RPs will receive MPLS packet shares. This feature is
very important because we do not have to find disjoint paths for every sender.
Thereforé, we do not impose any additional requirements on multicast routing

between the sender and RPs.

From each RP point to receivers in the group G, a tree is established. This tree
can be link disjoint from other trees established by other RPs or maximally

disjoint as will be shown later.

The trees established from RPs to receivers in Figure 6.4 are link disjoint but are
not node disjoint. However, a single failure in nodes LSR6 or LSR7 does not

affect the reconstruction of Session! in any of the receivers in the group G.

A failure in one RP point does not affect the reconstruction of the multicast
session in any of the receivers in the group Gl. Therefore, our approach can
protect the network against single RP failure because the other RPs will be able
to operate the network properly without introducing any recovery restoration
delay or packet loss. Our approach overcomes the drawback of centralized RP
architecture where if a single failure occurs in one RP point, the whole shared
tree is disconnected which results in session disruption. Additionally, the
centralized RP architecture suffers from the concentration of traffics in one point

which leads also to traffic congestion.
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Beside the above observations, it is important to measure the network utilization
when applying multiple trees protection using modified threshold sharing scheme. Figure
6.5 provides a comparison analysis between the proposed scheme (using a (2, 3) TSS)
and the (1:2) protection scheme, where there are two working trees and one backup tree,
for the multicast topology of Figure 6.4. The analysis measures the bandwidth reservation
required. Equation 6.1 calculates the total bandwidth reservation in each shared tree

where each shared tree is identified by its corresponding rendezvous point.

Let us assume that there are three kinds of traffics that are to be sent from LERI to
the receivers in the group based on Figure 6.4 topology. Traffic A consists of two equal
sub flows (14 uvnits, 14 units) and they are allocated to Tree 1 and Tree 2 identified by
RP1 and RP2 respectively. Now, the backup tree is Tree 3 identified by RP3. The other
two traffics (B and C) are carrying two different sub flows. In other words, traffic B
consists of sub flows (18 units, 14 units) and traffic C consists of sub flows (24 units, 14
units) and respectively allocated to Tree 1 and Tree 2. The backup Tree 3 should be
allocated the highest sub flow value. From Figure 6.5 we notice that our approach
requires less bandwidth reservation compared to a (1: 2) protection scheme when variable
traffic amounts are used as in the case of B and C. However, both schemes perform

equally when an equal traffic sub flows amounts are used as in the case of A.

Total bandwidth required for tree 7} for each sender i 1s given by:

BW, =B,+ ) B, (6.1)

VeeG
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Where:

Jj : Represents the Rendezvous Point router number.
i: Represents sender (ingress router) number.

e: Represents receiver (egress router) number € G.
G: Represents a group of receivers.

¢

B; : Reserved bandwidth for the path between an ingress router i and a Rendezvous
Pointj.

B,, : Reserved bandwidth for the path between Rendezvous Point j and egress router e.

450

I 1
5] Proposed work '
-(1:2) Protection ' :

350 : ; el -

250 B0 CUNIGINORIRNY B NN R . —

200 - ] e - et 1 S -

Total Bandwidth Reservation

100 L SRR R . | e —

Traffic B (18, 14)

Traffic

Traffic A (14, 14) Traffic C (24,1

Figure 6.5 Bandwidth comparisons (in units) between (2, 3) modified TSS and (1:2)

protection scheme
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e The selection of RPs is very important issue. For example, the selection of LSR6
to be the rendezvous point instead of RP1 does not produce disjoint trees for the

multicast group G.

e Final observation resulted from the use of multiple trees approach is the ability to
support multiple failures in different trees without the need to use higher
modified TSS level. For example, if the links {LSR6 -> LER3} and {LSR7 ->
LERS}, {RP2 -> LSR7} all have failed simultaneously, then the receivers will be

able to continue operating properly (i.e., able to reconstruct original IP Packets).

Let us now consider the second scenario that is shown in Figure 6.6. The figure
represents another case where the trees established between the receivers and RPs are
shared in some links {LSR6 -> LSR8 and LSR7 -> LSR10}. Also, an additional receiver
LER6 joined the group G. Additional core routers {LSR8, LSR9 and LSR10} are
involved this time wherein the previous example they were hidden. It is clearly seen that
the overlapping between trees does not affect the reconstruction of traffic at the receivers’
nodes when single failure occurs. However, simultaneous failures on the shared links

may lead to disruption in service for some of the receivers (i.e., LERS and LER 6).

It is noticed that if the trees are overlapping it may or may not affect the

reconstruction of data at the receivers. We can obtain the following conclusions:

e The overlapping in the case of multicast may not have a direct or actual

impact on the reconstruction of original data at the receivers compared to
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the case of unicast. The topology and trees selection play an important
factor.

e In multicast application, the multiple failures of links in more than one
tree may not disrupt the operation of all receivers in the group. An
example of this case was shown in Figure 6.6. Obviously, this behavior

can not be achieved in unicast application unless n > k+1.

In the following section we explore the security aspect of the application of the

modified TSS in MPLS multicast networks.

& Core router (LSR)

@ Egress router

c, Rendezvous point

Figure 6.6 Multiple trees connection, maximally disjoint from RPs side to receivers,
and maximally disjoint from senders to RPs.
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6.3.2 Providing Security

MPLS multicast security can be provided by using modified threshold sharing
scheme. The same procedures for MPLS multicast fault tolerance can be used for the
application of the TSS on MPLS multicast security. The modified TSS level is

determined by the security option required. The security options that can be provided are:

e Confidentiality of data: The modified TSS level required is (%, k) TSS.

e Data integrity: The modified TSS level required is (k, n) TSS where n > k.

e Relying on a single RP point may be considered a security threat if the RP is
established in a non-trusted location or domain, and if the RP itself is not
trusted.

e If a RP point is hijacked (e.g., DoS attack), the service availability or
reliability could be at risk. Therefore, the distributed RPs or multiple RPs can

protect the network from such possible attacks.

Finally, an important issue that may result from the use of multiple trees is the
synchronization of packets, which may need buffer allocation in receivers. In next section

we discuss how to measure the required buffer size.

6.4 Limitations of our approach in MPLS multicast networks

The application of our modified (k, n) TSS scheme in MPLS multicast networks can

be faced by some challenges and limitations which are described below.
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1. Our approach depends on the network topology. The application of the modified
(k, n) TSS scheme requires to obtain » disjoint or maximally disjoint trees for the
multiple trees connection. This requirement can be very hard to achieve in real

networks especially for the case of » disjoint trees.

2. The number of receivers (egresses) of the multicast group plays an important role
in the ability to compute the » disjoint trees. Therefore, if the number of receivers
increases in a multicast group, then it will be more difficult to find the required
number of disjoint trees. It is worth to note that in our approach, we assume that
the spanning tree can not include all the nodes in the graph (like in the Prim’s or
Kruskal’ and algorithm), because this will make the process of computing

multiple disjoint trees impossible.

3. The variation in length between trees may require high buffering allocation in the

receivers’ side. This point is discussed in details in Section 6.5.

6.5 Buffer Allocation

The proposed scheme may require to buffer packets at the receiving nodes (egress
routers) due to the possibility of having some trees faster than the others in the multiple
trees. Therefore, buffer allocation is required [84] to synchronize packets received from

shorter paths. Here we calculate the buffer size required.

Consider an original traffic flow f with n subflows or shares f; (t =1, 2, ..., n). The

end-to-end delay for each share towards an egress node e is given by:
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d’ = Yd (6.2)

(i,))eT,

where according to our model, d;; is the delay of each link (i, j) in a tree T,.

The delay for the slowest f, belonging to the f to egress node e is:

d’e =max({d”"*}) forallT,e T (6.3)

slowest

Therefore, the buffer size B’ required for each f,, flow is:

B.fl,e — (dfl,e

slowest

—d™) . b, (6.4)

where b, is the bit arrival rate for node e from flow f,. It is noticed that a buffer for the

slowest path is not required. The total buffer size in an egress router ¢ for an original

traffic flow f is:

B*= ) B (6.5)

VT,eT

To illustrate more on how to calculate the required buffer size at the egress router (a
receiver), we present this example. The chosen topology is the NSF network shown in
Figure 6.7. The costs on the links represent the delays dj. The multicast group subset to
be considered is E = {N4, N9}, see Figure 6.7. In the case of applying a modified (2, 3)

TSS model, the original traffic flow is allocated into three disjoint trees.
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Figure 6.7 Representation of different link costs for T;, T, and T

Each egress router (N4 and Ny) receives shares from three disjoint trees Ty, T, and Ts.

In this case for tree T), d™* = Zd,.j =d,,+d,,=11+5=16. In the same way for the
()<t

rest, we obtain the values of Table 1. The total buffer size required at N4 and Ny are 1664

and 1408 respectively when the bit rate for all links is 128Kbps.

d’ms | max | Partial Buffer (bits) Total buffer
size (bits)
Si4 16 (25-16).128 = 1152
N 21 (25-21).128 = 512 1664
fia |25 25 0
fio 29 29 0
fos 20 (29-20).128 = 1152 1408
Sfro 27 (29-27).128 = 256

Table 6.1 Buffer allocation required at each egress router
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The calculation shown above is only used to show how to calculate the buffering for
each receiver in the multicast group. However, in real networks, the bit rate value can be
very large (i.e., in Mega or Giga bits per second). In this case our approach may have a
real challenge as the buffering size can be very high, especially when there are high

length variations between the trees.

6.5 Summary

In this chapter we have investigated the feasibility of applying the modified
threshold sharing scheme on MPLS multicast networks. We have presented two
application scenarios. The first scenario is based on the source specific tree approach and
the second 1s based on the group shared tree approach. The main discussion in this
chapter is focusing on MPLS multicast fault tolerance.

It is worth to note that when applying the modified TSS for multicasting, if some
links are shared among different trees, then the failure on these links may not prevent the
receivers from being able to reconstruct the original data as shown in Figure 6.7.

Another advantage of using the modified threshold sharing scheme is the ability to
prevent the single point of failure as has been shown for the group shared trees scenario.
The proposed scheme is able to provide network fault tolerance in case of a failure of
rendezvous point RP(s) which also depends on the threshold sharing level used.

Finally, the same mechanisms used in providing fault tolerance in MPLS

multicasting can also be considered to provide multicast security.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

With the current demand on Internet Service Providers, which support MPLS
technology, to provide Quality of Service (QoS) guarantees, fault tolerance and security
become essential part of any network design. Fault tolerance is an important QoS factor
that needs to be considered to maintain network survivability. It is the property of a
system that continues to operate the network properly in the event of failure of some of
its parts. Moreover, with increasing deployment of MPLS network, the security of traffic

traversing through it has become a crucial concern.

However, providing fault tolerance and security in MPLS network is still
accompanied by many problems and limitations. The solutions to these problems have to

be proposed accordingly.

At the beginning of this thesis we have introduced some background information
about MPLS networks. Both fault tolerance and security literature for MPLS have been
investigated. The literature review on MPLS fault tolerance shows that many approaches

have been proposed to protect the network from failure. In literature, there are two main
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techniques used for providing recovery which are dynamic and pre-configured protection.
Each of these techniques has pros and cons in terms of recovery time, packet loss, packet
re-ordering, and bandwidth utilization. The technique that we are interested to compare
with is the pre-configured (fast protection scheme) as it performs better than the dynamic
technique for time sensitive applications in terms of previously mentioned factors. On the
other hand, we also explored MPLS security approaches. The security issue in MPLS

network is an evolving issue and has not been until now standardized.

Furthermore, a background on the threshold sharing is introduced. This scheme is

used essentially to provide security for secret key sharing.

In this thesis, we have proposed a new method to provide fault tolerance and to
enhance the security in MPLS networks. Our approach uses a modified (%, n) threshold
sharing scheme combined with multi-path routing. An IP packet entering MPLS network
is partitioned into n MPLS packets, which are assigned to node/link disjoint LSPs across
the MPLS network. Receiving MPLS packets from & out of » LSPs are sufficient to

reconstruct the original IP packet.

In order to provide fault tolerance, our scheme requires » > k. From security point of
view, the modified TSS can provide data confidentiality, integrity, availability and IP
spoofing. Providing data confidentiality does not require additional resources (i.e., k = n)

while the other security aspects do.

Fault tolerance in MPLS can be supported using reasonable resources. The recovery
from node/link failure can be achieved with no delay or packet loss. It should be

mentioned that identifying packets in case of error transmission is considered in our
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approach, however, packet re-ordering is not required if it is caused by failure. To venfy
that our approach does not require long processing time, we conducted simulations which
show that modified TSS processing time does not affect significantly the packet
transmission time. Extensions required supporting multi-path routing signaling in RSVP-
TE and packet re-ordering requirements are also studied.

The impact of multi-path routing on MPLS security and fault tolerance has been
investigated. The connection intrusion probability and connection failure probability have
shown lower values when multi-path routing is used. The application of IPSec security
protocol in MPLS networks has also been investigated and results showed that our
proposed work performs better than IPSec in terms of bandwidth overhead, especially for
small IP packet. As a conclusion, the need to provide security within the MPLS networks
is required if the network domain is not trusted.

Finally, we have investigated the feasibility of applying the modified threshold
sharing scheme on MPLS multicast networks. We have presented two application
scenarios. The first scenario is based on the source specific tree approach and the second
is based on the group shared tree approach. Our proposed work can provide fault
tolerance with out producing recovery delay and packet loss, and it requires reasonable
redundant bandwidth compared to other approaches. In addition, we also presented the
use of multiple Rendezvous Points to support fault tolerance and security. We discussed
the advantages of this approach in providing a protection against the single point of
failure and availability.

In addition to security features such as confidentiality, integrity, and availability, our

approach can avoid the case of relying on a single RP point which may be considered a
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security threat if the RP is established in a non-trusted location or domain, or even if the

RP itself is not trusted.

7.2 Future Work

As a future work, we intend to study additional extensions, enhancements and
mechanisms required for the set up of multi-path routing and multiple multicast trees in
MPLS.

Besides, more performance evaluation for other network topologies should be
explored in order to strengthen this approach.

In terms of security aspect, we plan to investigate other security issues in MPLS such
as user authentication and the security of signaling protocols used to convey multi-path
and multicast routing information.

With regard to multicast application, the receivers in a group can join and leave a
session anytime. Therefore, this issue has to be considered when applying our proposed
scheme for multicast security.

We also plan to explore the security of Generalized Multiprotocol Label Switching
(GMPLS) which is an open area of discussion. Moreover, we intend to study the security
of MPLS when it belongs to heterogeneous networks. Some inter-provider regulations
and standards may vary between each and another. Therefore, the managing between
these networks is by itself a problem that needs to be clarified and hopefully

standardized.
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Appendix (A)

The extended Euclidean algorithm for integers

Let a and b be integers, not both 0. The greatest common divisor (gcd) of a and b,
denoted gcd(a,b), is the largest integer d that divides both a and b. Efficient algorithms
for computing gcd(a,b) exploit the following simple result. [Chapter 2: Finite Field

Arithmetic, http://www.springer.com/?SGWID=2-102-45-110359-4]

Theorem 1: Let a and b be positive integers. Then gcd(a,b) = gcd(b— ca, a) for all

integers c.

In the classical Euclidean algorithm for computing the gcd of positive integers a and b
where b > a, b is divided by a to obtain a quotient ¢ and a remainder r satisfying b = qa+r
and 0 < r < a. By Theorem 1, gcd(a,b) = ged(r,a). Thus, the problem of determining
ged(a,b) is reduced to that of computing ged(r,a) where the arguments (,a) are smaller
than the original arguments (a,b). This process is repeated until one of the arguments is 0,
and the result is then immediately obtained since gcd(0,d) = d. The algorithm must
terminate since the non-negative remainders are strictly decreasing. Moreover, it is
efficient because the number of division steps can be shown to be at most 2k where £ is

the bit length of a.
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The Euclidean algorithm can be extended to find integers x and y such that ax+by = d
where d = ged(a,b). Algorithm 1 maintains the invariants ax) +by; = u, ax; +by, = v, u <

V.

The algorithm terminates when « = 0, in which case v = gcd(a,b) and x = x,, y = y; satisfy

ax +by =d.

Algorithm 1 Extended Euclidean algorithm for integers

INPUT: Positive integers a and b with g < b.
OUTPUT: d = gcd(a,b) and integers x, y satisfying ax +by = d.

1. u—a, vb.

2. xl“—l, y1<—0, x2<—0, y2<—1 .

3. While u # 0 do
3.1 g |u/v], rev—qu, x—x; ~qx1, y—y ~gy1.
3.2 ve—u, ue—r , XoX1, X}<X, Yosy1, Y1<).

4. d—v, x—x3, y<=y>.

5. Return(d, x, y)

The extended Euclidean algorithm for polynomials

Let a and b be binary polynomials, not both 0. The greatest common divisor (gcd) of a
and b, denoted gcd(a,b), is the binary polynomial d of highest degree that divides both

a and b. Efficient algorithms for computing gcd(a,b) exploit the following polynomial

analogue of Theorem 2.

Theorem 2: Let a and b be binary polynomials. Then gecd(a,b) = ged(d —ca,a) for all

binary polynomials c.
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In the classical Euclidean algorithm for computing the ged of binary polynomials a and b,
where deg(b) > deg(a), b is divided by a to obtain a quotient g and a remainder r
satisfying b = ga+r and deg(r) < deg(a). By Theorem 2, gcd(a,b) = ged(r,a). Thus, the
problem of determining gcd(a,b) is reduced to that of computing ged(r,a) where the
arguments (r,a) have lower degrees than the degrees of the original arguments (a,b). This
process is repeated until one of the arguments is zero—the result is then immediately
obtained since gcd(0,d)=d. The algorithm must terminate since the degrees of the
remainders are strictly decreasing. Moreover, it is efficient because the number of (long)
divisions is at most £ where k = deg(a). In a variant of the classical Euclidean algorithm,
only one step of each long division is performed. That is, if deg(b) > deg(a) and j =
deg(b)—deg(a), then one computes r = b+z ja. By Theorem 2, ged(a,b) = ged(r,a). This
process is repeated until a zero remainder is encountered. Since deg(r) < deg(b), the
number of (partial) division steps is at most 2k where £ = max{deg(a) deg(b)}. The
Euclidean algorithm can be extended to find binary polynomials g and 4 satisfying ag+bh

= d where d = gcd(a,b). Algorithm 2 maintains the invariants

ag +bh1 =u

ags +bhy = v.

The algorithm terminates when u = 0, in which case v = ged(a,b) and agytbhy =d.
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Algorithm 2 Extended Euclidean algorithm for binary polynomials

INPUT: Nonzero binary polynomials a and b with deg(a) < deg(b).
OUTPUT: d = gcd(a,b) and binary polynomials g, /4 satisfying ag+bh = d.

1. u—a, v—-b.
2. g]*-l, g2<——0, h1<—'0, hzf—l.
3. While u # 0 do
3.1 je—deg(u)—deg®).
3.2 Ifj <Othen: u v, gy &gy, h <hy, j«—j.
3.3 ue—utz’ v. ,
3.4 g1—g; +z/ 22, mh +z7hs.
4. d—v, g—gs, h—hs.
5. Return(d, g,h)

Suppose now that f is an irreducible binary polynomial of degree w and the nonzero
polynomial a has degree at most w —1 (hence gcd(a, /) = 1). If Algorithm 2 is executed
with inputs a and £, the last nonzero u encountered in step 3.3 is v = 1. After this
occurrence, the polynomials gl and A1, as updated in step 3.4, satisfy ag,;+ f h; = 1.
Hence ag; = 1 (mod f) and so a”' = g;. Note that h; and h, are not needed for the

determination of g,. These observations lead to Algorithm 3 for inversion in GF(2") .

Algorithm 3 Inversion in GF(2") using the extended Euclidean algorithm

INPUT: A nonzero binary polynomial a of degree at most w —1.
OUTPUT: a ' mod .

1. u—a,v—f.
2. g1<—1, g2<--0.
3. Whileu #1 do
3.1 j—deg(u)—deg(v).
3.21Ifj <Othen: u «v, g1 g2 j—j.
33 u—utz’v.
3.4 g1—g1 +z7 2.
4. Return(g;).

177



