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Abstract
Contributions to Cyber-Forensics: Processes and E-Mail Analysis

Djamel Benredjem

The primary intent of this thesis is to contribute to cyber forensics by address-
ing two important aspects that are processes and analysis techniques. In this thesis,
first, the existing proposals of cyber forensic processes are compiled and evaluated
according to a priori, well-defined criteria. Beside this evaluation, a new digital foren-
sic process is developed Ithat uses the high potential of the previous proposals and
addresses their identified deficiencies. In addition, a new technique of e-mail evi-
dence investigation is presented to be used in cyber forensics analysis. The proposed
technique extensively uses and exploits data mining techniques for answering several
important questions that are extremely relevant in a forensic setting, such as e-mail
clustering, classification, social network computation and the author identification of
anonymous e-mails. Finally, towards this objective, the architecture and the design

of an environment are also elaborated that implement the aforementioned technique.
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Chapter 1

Introduction

1.1 Motivation

Ower the last few decades, the concept of Internet, web services, information systems,
wireless networks, hand-held devices and other emergent technologies have rapidly
evolved and penetrated almost every aspect of our lives. The developing array of
Internet and other interactive services represents an extraordinary advance in the
availability of informational resources across every sector of society. Consequently,
governments, corporations and institution are vitally dependent on information, com-
puters and network technologies. The widespread Internet connections and the avail-
ability of diverse information provide good opportunities for communication, busi-
ness and learning. Unfortunately, along with its advantages, the power and pitfalls
of Internet are often exploited in various ways for criminal purposes. Now-a-days,
cyber-crime has become the major concern facing institutions, individuals and the
worldwide online economy. Attacks on military, financial, communication and trans-
portation systems pose a serious threat to the critical infrastructure and hence to the
national security. In this context, security is turned to be one of the most important

challenges that have ever faced in computing research. The security design continues



to fall short of protecting individuals, corporations and organizations against the ex-
posure to various threats that may result in severe effects such as losses or danger of
human lives, financial losses, personnel information theft, denial of service, etc.

These attacks raise major concerns from the law enforcement standpoint. Due to
the borderless nature of cyber attacks and lack of supporting evidence, many criminals
and offenders have been-able to walk away. Therefore, cyber-forensics has emerged
as a new discipline in order to tackle cyber-crime and deter criminals by providing
scientifically proven methods and techniques to gather, process, interpret, and use
digital evidence to bring a conclusive description of cyber-crime activities, and above
all in proper way to meet the legal issues.

Accordingly, there is a desideratum that consists of designing and implementing

a framework that incorporates:

o Well-defined processes that guide the cyber investigator in verifying cyber inci-
dents, collecting clues and evidence, imaging the storage media, managing the

chain of custody, analyzing the evidence and reporting on a cyber-crime.

e Well-established techniques to conduct a thorough analysis of digital evidence
in order to determine the facts and their chronology and extract irrefutable

proofs to back a cyber-crime investigation.

In this respect, the primary objective of this thesis is to contribute to cyber-
forensics analysis by improving the state of the art in terms of forensic processes and

digital forensic analysis techniques.

1.2 Objectives

More precisely, the objectives of this research may be depicted as follows:



e A survey on the state of the art forensic processes.
e Carrying out a comparative study of these proposals.

Elaboration of a unified cyber-forensic process that may leverage the potential

of existing processes and their comparison.

Studying the state of the art on e-mail analysis.

o Developing digital forensic analysis techniques by proposing an innovative yet

practical approach for email analysis.

¢ Design and implementation of e-mail forensics techniques.

So, as a whole, the intent is to leverage useful and valuable contributions to
two important aspects of cyber-forensics that are processes and forensic analysis.
It is important to mention that the research reported in this thesis, is a part of a
major research project that is being executed at the Computer Security Laboratory
in collaboration with Bell Canada under the PROMPT Quebec research partnership
program. Accordingly, my research in this thesis, is turned into practical and efficient

tools that are implemented in this unified framework of the aforementioned project.

1.3 Thesis Organization

The rest of this thesis is organized as follows: Chapter 2 is dedicated to a presentation
of cyber-forensic processes as well as standalone evaluation. Chapter 3 is an elabo-
ration of the comparative study of the state of the art forensic processes. Chapter 4
is devoted to a presentation of our proposed unified digital forensic process. Chapter
5 illustrates an innovative and practical forensic analysis technique of email. Finally,
the conclusion is outlined in chapter 6 with valuable remarks on this research and a

discussion of future work.



Chapter 2

Cyber Forensic Processes

2.1 Introduction

A cyber-forensic process is an application that may structure a digital forensic investi-
gation. It consists of a precisely defined sequence of phases including their associated
sub-phases, inputs, outputs, requirements, orders, standards and considerations that
together constitute a framework for cyber-forensic investigation. The primary inten-
tion is to execute these phases during an investigation such as identification of the
incident, incident response, crime scene preservation, acquisition, analysis and report-
ing in a forensically consolidated way. Despite the importance of these process, only
a handful number of documents seems to be published on digital forensic processes
as compared to the publications on software engineering processes.

In this chapter, we elaborate the most prominent forensic processes in a literature
review. For each process, we recall the motivations and detail the underlying phases
of the process. Besides, we also provide an evaluation to highlight its potential and
weaknesses.

Before digging into the inner details of each process, we first depict the typical

forensic process requirements:



e (enerality: This requirement stipulates that the process needs to be general

enough to be applicable to a large variety of digital forensic cases.

o Specificity: This requirement stipulates that the process needs to be specific
enough in order to precisely guide the forensic investigator during the exercise

of his/her activities.

o Lawfulness: This requirement stipulates that the process should take into ac-
count the realization of the court of law considerations such as chain of custody,

traceability, authorizations, and the sound acquisition of evidence.

o [terativeness: This requirement stipulates that the process should have provi-
sions to repeat a certain number of steps as many times as required for the

proper execution of the investigation.

e Feedback: This requirement stipulates that the process should allow for a phase

to yield its output as input to another (potentially previous) phase.

o Computer Support: This requirement stipulates that the process should be en-
forced at the tools level. In other words the process should be implemented into

a tool that will guide the investigators through the process phases.

o Pertinence: This requirement stipulated that the process should have provisions
to obligate the investigator to collect and analyze only pertinent parts of the

evidence while not missing any precious piece of it.

When we compiled these processes, we went through all the published references
that we have been aware of. We did not exclude any published process. The studied

processes are.

o DFRWS Process: The Digital Forensics Research Workshop produced a process

[35, 45] that sets out the steps for digital forensic analysis. The proposal is not

5



meant to be a final comprehensive process, but rather a solid basis for future

research on this issue.

EEDI Process: The End-to-End Digital Investigation (EEDI) process [43] is a
very structured approach for conducting complex digital investigations using the
framework developed by the Digital Forensics Research Workshop (DFRWS).
The EEDI process allows the investigators to use a very structured investiga-
tion technique that combines computer technology with traditional investigative

methods.

Department of Justice Process: This forensic process [47], as issued by the US
Department of Justice in 2001, is a very detailed process that starts from the
first responder of the crime scene and ends to the court-room. This proposal

constitutes detailed guidelines to digital crime scene investigation.

Reith Process: This forensic process [28] is an abstract model that is applicable
to any technology or type of cyber crime. It is intended that the model can
be used as a basis for developing more detailed methods for specific types of

investigation with potentially new technologies.

Mandia Process: This forensic process [29] is meant to meet the needs of orga-

nization and/or individuals who must respond to computer security incidents.

Carrier and Spafford Process: In this forensic process [4], the authors relies on

the physical crime scene model to derive their own digital investigation process.

O Ciardhuain Process: This forensic process [1] combines previous existing pro-
cesses and adds new activities that were not present before. It captures the full

range of the investigation, even before processing the evidence.



o Cuasey and Palmer Process: This proposed process [7] is structured to encourage
a complete and rigorous investigation that ensures proper evidence handling,
and reduces the chances of mistakes that might be created by re-conceived

theories and other potential pitfalls.

o Beebe and Clark Process: This forensic process [3] aims at simplifying the com-
plex process of digital forensic investigation while providing a mechanism for

including layers of detail that are needed by its users.

In what follows, we present in details each of these processes.

2.2 DFRWS Process

The Digital Forensics Research Workshop (DFRWS) [35, 45] framework is the result of
a fruitful collaboration between researchers, investigators and practitioners in digital
forensic science. The intent of this framework is to define a process that incorporates
scientific methods into the evolving discipline of digital forensic Science. The proposal
is structured into several classes, which in turn contain various elements that are

essential to cyber-forensic investigations.

2.2.1 Process Description

During the workshop, a set of classes has been developed, as follows:
o Identification
e Preservation
e Collection

e Examination



e Analysis
o Presentation

In what follows, we further detail each of these classes. We will mark a phase by

a “*" to indicate that it is required.

Identification

In this class, the investigator is notified of a possible incident. Data, items and differ-
ent components are then associated with the allegation or incident. The identification

class contains the following elements:

o *Event/Crime detection: It implies the discovery of a direct evidence of an event

that indicates a potential cyber criminal activity.

e Resolve signature: It implies the use of signature analysis and mapping by an
automated system to detect an event, such as: an intrusion detection system or

an anti-virus software program.

e Profile detection: It implies the match of a particular profile instead of just an
explicit signature. Signatures usually apply to individual events. Events, on the
other hand, come together into an attack scenario, or attack profile. The profile
is composed of different events, a pattern of behavior, or a pattern of specific

results of an attack. The profile detection also relies upon an automated event

detection system.

e Anomalous detection: It implies the detection of unusual behavior patterns that

fall outside of the observed norm. It also needs to use of a detection system.

o Complaints: It relies on actual observers and their reporting of a potential

criminal event.



o System monitoring: It requires a security monitoring infrastructure that may
incorporate an anti-virus, a firewall, or an intrusion detection system. This

element may be used together with another element of this class.

o Audit analysis: 1t involves the recording and analysis of various audit logs that

are produced by different sources, targets and intermediate devices.

Preservation

This class refers to the integrity or state of the case evidence. The preservation class

considers the following elements:

o *Case management: It deals with the management and documentation of the
case investigation. Elements such as notes, process controls, quality control and
procedural issues should be documented along with the actions of the investi-

gators and digital forensic examiners.

o Imaging technologies: 1t refers to the technology, used for imaging computer
media. It includes the technology that is used to create an image of computer
media and the technology used to extract such items as logs from a device. In
this case, the log might be extracted from a bitstream image or it might be

read out of the device to a peripheral as a result of a command issued by the

investigator.

o *Chain of custody: It refers to the process of monitoring each access to the item
of evidence from the time it is collected until the time it is used in a court of
law. This ensures a limited and strictly controlled access to the evidence and a

better preservation of its integrity.



e *Time synchronization: It refers to the normalization and the synchronization
of all evidence pieces to the same timeline. This evidence could either be tem-
porally adjusted to a common device, or a common time zone. Universal Time
(UT) or Greenwich Mean Time (GMT) are examples of a common time zone.
The investigator should take note of the difference of a particular piece of digital

evidence from the pre-determined standard time.

Collection

This class refers to the methods by which the investigators and forensic examiners
acquire evidence in a digital environment. The preservation class is considered as an

element of this class. The specific elements of this class are:

e *Approved methods: The training and qualifications of the forensic examiners
and investigators as well as the techniques used by them to collect evidence

should be approved by a court of law.

o Approved software: This step refers to the software products that are used to
collect the evidence. To be admissible in an investigation, any software program
has to be completely identical to a software that went through the whole process
of court testing and that was already approved. If it is not the case, the program

in question should undergo court-testing before being used.

e Approved hardware: Similar to the methods and the software products, the
hardware devices, used in the investigative process, must be exactly the same

as the devices that have survived to the court challenges.

e *Legal authority: A complete legal authorization (e.g. search warrant, policy)

is necessary in order to be able to access any evidence and before extracting

10



information from computer media. Any evidence seized illegally would become

inadmissible in court.

e Lossless compression: This step refers to the eventual compression techniques
that are parts of encryption, backup or digital signature software used to collect
and/or preserve the evidence. The software program that uses compression has
to be absolutely lossless, and proved to be not altering the evidence on which

it is used.

e Sampling: Any sampling technique that is used in the collection phase must
be proven to preserve the integrity of the evidence. Sampling methods should
be valid and all the conclusions that can be drawn from the sample have to be

clearly defined.

o Data reduction: Any technique or program that is used to reduce data should
be used on a copy of the evidence, to ensure that the integrity is preserved. It
must be proven that these techniques and programs will produce results that

are valid and repeatable, and do not alter the collected evidence.

e Recovery techniques: The hardware, software and methods that are used by the

forensic examiner to recover and extract evidence should be approved.

Examination

This class includes the tools and techniques that are used to examine the evidence.
This class concentrates on evidence discovery and extraction and leaves the conclu-
sions for the analysis class. The preservation class still exists in this part of the

investigation. It is made of the following specific elements:

o *Traceability: For the conclusions to be deemed correct, valid and reliable at the

time of the investigation, investigators have to rely on a traceable and continuous

11



chain of evidence. By doing so, every piece of the evidence is documented and

the circumstances of its collection are known and verifiable.

Validation techniques: This step refers to the techniques that are used to support
the evidence. Usually, the latter is corroborated by other pertinent pieces of
evidence. If the technical validity of a digital evidence is determined, then it

may stand on its own.

Filtering techniques: If filtering techniques are used, they have to be identified
and described by the investigator. Filtering is used, among other things, to
extract evidence from a gross data collection, which is a file or files containing
data obtained from a digital source that contain individual evidentiary data.
Filtering techniques have to be properly understood by the investigator and

clearly defined.

Pattern matching: This step focuses on the methods, used to detect potential
events relying on some pre-determined signatures or patterns. When the sig-
natures or patterns are unclear, vague or demonstrate a large number of false
positives or negatives, the evidence and the conclusions drawn from them will

be doubtful and challenged in court.

Hidden data discovery: This step refers to finding evidence, which is hidden
on computer media, using encryption and steganography techniques. This step

also includes the deleted data that may be recovered forensically.

Hidden data extraction: This element refers to the extraction of hidden evidence

from a gross data collection.

12



Analysis

After the evidence has been found, collected, identified and extracted from a gross
data collection, it has to be analyzed using different techniques. These techniques
are required to be valid, because they will influence directly the conclusions obtained

from the evidence and the credibility of the evidence chain constructed from there.

Presentation

In this final class, the investigators will present all the conclusions of the investigation.
These conclusions have to be expressed in a structured, clear, concise and objective
report. Figure 1 depicts the six classes of this process, while Figure 2 depicts the

overall steps of the process.

2.2.2 Evaluation

DFRWS is a very useful efforts towards a more practical and comprehensive digital
forensic process. The authors devoted great effort to identify and structure the activi-
ties involved into a digital investigation. Furthermore, the process proposal is detailed
and accounted for most of the forensic tasks. However, as the process is purposed for
general cases, it does not elaborate on the legal steps required for the authorization
class based on a particular type of case or legal system. Furthermore, no provisions
are given for the incident reporting step in the identification class. Also, it does not
account for the packaging, transportation and storage of the evidence. Moreover, the
analysis phase needs to be more detailed. It is also important to mention that the
process does not make explicit the need for iterating over some previous phases or
providing them with feedback from subsequent steps. Actually, The process is pro-
posed as a linear proposal of phases. However, at some points during the analysis

phase, the investigator might require to go back to previous phases, for instance to

13
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collect omore pieces of evidence. Therefore a sound digital forensic process should

account for the iterative nature of forensic investigations.

2.3 EEDI Process

The End-to-End digital investigation process (EEDI) [43] is built on top of the
DFRWS process. It proposes a refined and structured approach to conduct complex
digital investigations. It can be seen as a collection of steps that should be included

in the collection, examination and analysis classes of the DFRWS Framework.

2.3.1 Process Description
The proposed steps of EEDI are as follows:
e Collecting evidence
e Analysis of individual events
e Preliminary correlation
¢ Event normalizing
e Event de-confliction

Second level correlation

Timeline analysis

Chain of evidence construction

Corroboration

In what follows, we detail each step of the aforementioned list.
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Collecting Evidence

When an incident occurs, it leads to a compromise (e.g. unauthorized access, modifi-
cation of system, data destruction). As soon as the incident is identified, the evidence
collection should begin. Each type of evidence has a particular method for its collec-

tion. The following evidence is important in this step:
e Image of affected computers
o Logs of intermediate devices, especially those on the Internet

e Logs of affected computers

e Logs and data from intrusion detection systems, firewalls, etc.

Analysis of Individual Events

Generally, the alert or incident is composed of one or more individual events, which
are reported in different logs from different devices. The investigator should, before
proceeding further, examine all these events, assess their importance with respect to

the ongoing investigation and identify how they might connect to each other.

Preliminary Correlation

Once the individual events are examined, they need to be linked into a chain of
evidence. This step of the investigation will first help in understanding what happened

on the underlying systems or devices. Second, it helps to judge the order of occurrence

of events.

Event Normalizing

When events are reported from multiple sources, they might have different syntax.

Prior to the analysis, the events need to be normalized i.e. brought to a common
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syntax where they are comparable. This will ease subsequent analysis. In addition,

the duplications, if any, should be removed.

Event De-Confliction

If the events are reported multiple times from different sources, the EEDI process
should view the group of events as a single event instead of multiple events. When-
ever events are conflicting, an analysis should be undertaken in order to resolve the

underlying conflicts. This process is referred to de-confliction.

Second Level Correlation

This step is a continuation of the preliminary correlation, except, at this point, the
events have been refined through normalization and/or de-confliction, which should

enable for more correlation.

Timeline Analysis

All the normalized and de-conflicted events are used to build a timeline. The whole
event analysis, correlation, de-confliction and timeline analysis are iterative, meaning
that as the investigation unfolds and new evidence is recovered, the iterative process

should constantly be updated.

Chain of evidence construction

Once the timeline of events is set up, the construction of a coherent chain of evidence
may begin. The main goal of this step is to come up with a chain of evidence where
each link is supported by one or more pieces of evidence, and will lead to the next
link in the chain. Nevertheless, a completely defined chain of evidence rarely happens

because there are often gaps in the evidence collection due to missing data and logs.
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Corroboration

In this step, the investigator tries to backup and support each evidence with another,
independent, evidence or events. As stated in [43], the best evidence is the one that
has been developed digitally and corroborated through traditional investigation or

vice versa.

Figure 3 depicts the overall steps of the EEDI process.

Figure 3: EDDI Forensic Process

2.3.2 Digital Investigation Process Language

A very useful and important feature of EEDI process is the proposition of a language

called the Digital Investigation Process Language (DIPL). DIPL is the first known
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modeling language for digital forensic science. It is derived from a LISP dialect, and

it permits the description of an investigation in formal functional terms.

2.3.3 Analysis

EDDI is a significant refinement and extension of the DFRWS process. It provides
more structure and details valuable guidelines in a digital forensic investigation. Be-
sides, the idea of introducing a dedicated language, such as DIPL, is a major contribu-
tion since it allows for the formal specification of cyber investigation activities. Such
an information may be extremely relevant for planning investigations, assessing pro-
ductivity (comparing what has been planned with what has been done), admissibility
analysis, investigation mining, analytics and statistics, etc. Nevertheless, EEDI does
not consider the verification of the authenticity of the events. This is of paramount
importance while fake events, generated by the attacker or the events, such as: the
log files are manipulated by the attacker to mislead the investigation. The event
de-confliction phase should also involve the event verification step. Furthermore, the
model assumes that in the beginning of the investigation, all the pertinent and neces-
sary events are known. However, as the investigation proceeds, more evidence will be
required. However, since the iterations of the proposed model are during the analysis

phases, it will become impossible to acquire new evidence.

2.4 Department of Justice Process

The U.S Department of Justice issued detailed guidelines to digital crime scene in-
vestigation [47]. These guidelines constitute an investigation process that starts with

the first responder of crime scene and ends at the court-room.
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2.4.1 Process Description

The main phased of this investigation are as follows: following:

¢ Securing and evaluating the scene

Documenting the scene

Evidence collection

Packaging, transportation and storage

Examination

Analysis
e Reporting

In what follows, we detail each of these phases.

Securing and Evaluating the Scene

During this phase, the first responder has the duty to take all the measures that are
needed to secure the crime scene. This is like cordoning a conventional crime-scene.
In other words, he has to ensure the safety of every person at the scene, and most

importantly protect the integrity and state of all the evidence.

Documenting the Scene

In any investigation, it is of paramount importance to document every detail of the
crime scene and each action taken by the investigators throughout the investigation.
The documentation includes pictures, notes, sketches, etc. It is also important to
precisely record the location, time and condition of computers, storage media, other

electronic devices and conventional evidence.
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Evidence Collection

Computer evidence must be handled with a very special care during the collection
phase to preserve its physical integrity as well as the data, it contains. Special con-
siderations should be given to the data that might get damaged or altered from
electromagnetic fields. The investigator needs to take appropriate measures in that
regard. It should be noticed that the search for evidence and its collection at an

electronic crime scene may require a search warrant.

Packaging, Transportation and Storage

Each electronic device should be handled with a special care and the investigators
should follow a strict protocol, such as: how to package, transport and store the
evidence. Many factors like humidity, temperature and static electricity can modify

the original state of the evidence. The whole process should be well-documented to

maintain the chain of custody.

Examination

Every digital crime should be handled according to its specificities. In a published
guideline [47], the U.S Department of Justice states different categories of digital

crimes, and what part of the evidence, the investigator should focus on examining for

each crime type.

Analysis

Once the evidence is examined, all the pieces that are extracted will be subjected to

extensive analysis in order to draw conclusions out of what was collected.
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Reporting

The whole investigation process, from the arrival at the crime scene to the conclusions
of the analysis, as well as the chain of custody, is described to a report that will then

be presented in a court of law. Figure 4 depicts all the steps of the Department of

Justice process.

Examination

Phases

Packaging

Securing & .
valuating th

v

time

Figure 4: Department of Justice Process

2.4.2 Analysis

The Department of Justice process has very efficient features such as a dedicated
phase to the crime scene investigation which is lacking in the previously presented
processes. In addition, it has a great support for different types of incidents. More-
over, the proposed process is the only one that has incorporated crime and evidence
categorization and in this way the process has provided more detailed sub-steps based
on the type of the crime and evidence at hand. In addition, the packaging, trans-
portation and storage are introduced as sub-steps of the collection phase that is an
indication of the fact that the process approximates a common investigation scenario.

Though being one of the most detailed proposed forensics processes, the process
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does not have a planing and follow-up phases. Also the process does not provide suf-
ficient guidelines for evidence analysis. Lastly, the process does not support feedback

and phase iteration, which are really needed in real-life scenarios.

2.5 Reith Process

Reith et al. researchers at the U.S. Air Force, proposed an abstract model for forensic
investigation in [28]. This model was developed as a result of a comparative study of

previous forensic processes. As stated by the authors, the process was meant to be:

o A consistent and standardized framework for digital forensic tool development
e Applicable to future digital technologies
e Usable by judicial members to relate technology with non-technical observers

e A model for incorporating non-digital electronic technologies

2.5.1 Process Description

The proposed abstract model includes the following steps:

e Identification

e Preparation

Approach strategy

Preservation

Collection

Examination
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o Analysis
e Presentation

e Returning evidence

In the following, we detail each of these steps.

Identification

It refers to the detection of occurrence for an incident and the identification of its

type.

Preparation

It refers to the organization of all what will be needed to undertake the investigation,

such as tools (e.g. software, hardware), search warrants, techniques, authorization,

etc.

Approach Strategy

It consists of setting up an appropriate approach depending on the nature of the
cyber-crime incident. This approach should cater for maximizing the collection of

evidence and reducing the impact on victims.

Preservation

It refers to the protection of the state and integrity of the crime scene and the physical

and digital evidence that it contains.
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Collection

It refers to the use of proper procedures and the gathering of all the evidence, found
on the scene. The digital evidence should be duplicated to preserve the state of the

original version.

Examination

It refers to the identification and the localization of highly relevant evidence together

with the preparation of a detailed documentation to be used by the analysis phase.

Analysis

In refers to the determination of significance, reconstruction of data fragments and

the drawing of conclusions, based on the found and reconstructed evidence.

Presentation

It refers to the production of a report that summmarizes and explains the conclusions

of the investigation.

Returning Evidence

This is to ensure that the digital and physical properties are returned to the owners.
The criminal evidence should be kept for further analysis or use in a court of law..

Figure 5 depicts the overall steps of the process.

2.5.2 Analysis

Reith and al. [28] proposal is a major attempt to introduce a general framework that
is easily understandable and applicable to different types of digital investigation. In

addition, this framework has introduced, for the first time, the concept of investigation
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Figure 5: Reith Forensics Process

planning. Moreover, the abstractness of the process make the incorporation of non
non-digital technologies possible. Nevertheless, the model is not detailed enough,
which may result into difficulties while used in real-life forensic investigation cases.
In addition, the model does not explicitly support the chain of custody. Moreover,
the model does not account for the iterative nature of some forensics investigation.
The proposed model describes a linear process. However, at some points during the

analysis phase, the investigator might require the collection of more pieces of evidence.

2.6 Mandia Process

In 2003, Mandia et al. [29]introduced a new forensic investigation process with the
belief that it meets the needs of any organization or individual in responding to

computer security incidents. The authors also argue that law enforcement personnel
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or hired investigators may use the proposed process, understand all of its phases even

if what they have to perform, in terms of actions, is just a portion of the entire

process.

2.6.1 Process Description
The process phases are as follows:
e Pre-incident preparation

e Incident detection

Initial response

Formulation of a response strategy

Data collection

o Data Analysis

Reporting

Resolution

In what follows, we detail each of these phases.

Pre-incident Preparation

Preparation leads to successful incident response and constitutes a proactive measure.
Ideally, preparation will involve not just obtaining the tools and developing techniques
to respond to incidents, but also taking actions on the systems and networks that
might be subjected to an incident, which will make them part of the investigation.
At the organizational level, a few strategies is needed to be prepared for a potential

attack. This includes the following:
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e Implementing host-based security measures

e Implementing network-based security measures

Training end-users

Deploying intrusion detection system (IDS)

Creating strong access control policies

Performing timely vulnerability assessments

Ensuring that backups are performed on a regular basis

Incident Detection

If an organization fails in detecting incidents, it cannot succeed in efficiently respond-
ing to them. Computer security incidents are normally identified when someone
suspects that an unauthorized, unacceptable, or unlawful event has occurred involv-
ing the organization’s computer networks or data-processing equipment. When the
incident is detected, it is very important to record every pertinent fact such as: cur-
rent time and date, who/what reported the incident, nature of the incident, when the

incident occurred, hardware/software involved, etc.

Initial Response

It involves determining the type of incident that has occurred and assessing the impact
of the incident. The idea is to gather enough information to begin the next phase,
which is developing a response strategy. The other purpose of the initial response

phase is to document the steps that must be taken.
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Formulation of a Response Strategy

The goal of this phase is to determine the most appropriate response strategy, given
the circumstances of the incident. The strategy should take into consideration the
political, technical, legal, and business factors that surround the incident. The final
solution depends on the objectives of the group or individual that has the responsi-

bility of strategy selection.

Data Collection

This refers to the the accumulation of facts and clues that should be considered during
the forensic analysis. The data is collected on the basis of the conclusions. While

collecting data, it must be handled in a manner that protects its integrity.

Data Analysis

This includes reviewing log files, system configuration files, trust relationships, web
browser history files, email messages and their attachment, installed applications and
graphic files. Software analysis is performed as well as a review of time/date stamps,
keyword searches, etc. Forensic analysis also includes performing more low-level tasks,
such as looking through information that have been logically deleted from the system
to determine if deleted files, slack space, or free space contain data fragments or entire

files that may be useful to the investigation.

Reporting

The challenge of this step is to create reports that accurately describe the details
of an incident, that are understandable to decision makers, that may withstand the

barrage of legal scrutiny, and that are produced in a timely manner.
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Resolution

The goal of this phase is to provide protection and correction solutions against the
security vulnerabilities that have lead to the compromise of a system. These includes,
deployment of security appliances such as IDSs, firewalls and restoring the system to

its secure operational state. Figure 6 depicts the steps of the Mandia process.

Phases

v

time

Figure 6: Mandia Forensics Process

2.6.2 Analysis

In compare to the rest of the introduced processes, the Mandia process leverages the
advantage of supporting the necessary iterations among the steps though it is not
explicitly stated. In addition, the process description contains enough guidelines in
the form of questions and checklists that are useful to choose the correct set of actions
in each step according to the case. On the other hand, although the process defines

a solid and abstract framework for digital investigation, it is not specific enough to
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subdivide each phase into more specific steps to guide the investigator through each
phase during the investigation. Besides, the process is really less explicit if not silent

on several technological aspects.

2.7 Carrier and Spafford Process

The main idea of the Carrier and Spafford process [4] is to rely on the the physical
crime scene to elaborate a practical and useful digital forensic process. To this end,

they consider the digital crime scene as an entity that has its own witnesses and

evidence.

2.7.1 Process Description

The main steps of the the Carrier and Spafford process are:

e Readiness
e Deployment
e Physical crime scene investigation
— Preservation of the physical scene
- Survey for the physical scene
— Documentation of the evidence and the scene
— Search for physical evidence

— Physical crime scene investigation

— Presentation of the complete theory
e Digital crime scene investigation
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— Preservation

— Survey

— Documentation

— Search and collection
— Reconstruction

— Presentation

e Review

In what follows, we detail each the aforementioned steps.

Readiness

It is an ongoing phase that is not attached to a particular incident or crime. The
purpose of this phase is to assure that the operations and infrastructures are able
to support any future investigation. This encompasses operation and infrastructure

readiness:

o Operation readiness: It is the activity where the people that are involved in the
investigation process receives the necessary training and equipments that allow

them to conduct efficient and rigorous digital investigations.

o Infrastructure readiness: During this activity, it is determined if there is actual
data that exists for future investigation to take place. As Carrier and Spafford
specified, this only applies to those who maintain the environment that could

be the target of a crime.
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Deployment

During this phase, a method is supplied for the detection and confirmation of

an incident. This phase consists of the two following sub-phases:

o Detection and notification: This refers to the the detection of an incident to-
gether with the notification of the appropriate authorities and officials in order

to trigger the investigation.

o Confirmation and authorization: This refers to the confirmation of the incident
and the receipt of the needed authorization to investigate the case and its crime

scene.

Physical Crime scene investigation

In this step, the main intent is to collect and analyze the physical evidence and try
to reconstruct the actions as precisely as possible that took place during the incident.

This is structured according to the following sub-phases:

o Preservation of the physical scene: This sub-phase refers to securing of the crime
scene, preventing or limiting the entrance/exit of individuals to/from the crime
scene as well as helping the ones that deserve assistance by identifying witnesses

and detaining any potential suspects.

o Survey of the physical scene: At this level, the investigator needs to get an idea
on how to handle the physical crime scene and what skills are needed. The
investigator and the first responder will take a walk around the crime scene to
identify obvious as well as fragile pieces of physical evidence, and subsequently

develop an initial theory about the crime.
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o Documentation of the evidence and the scene: This involves the recording of
any detail that may help the investigators in the analysis and reconstruction.
Photographs, sketches and videos of the crime scene should be taken together
with any evidence found. In the case of a digital incident, it is really important

to record the state of the computer.

o Search for physical evidence: This involves an in-depth search and collection on
the scene for additional physical evidence. Each type of evidence has its own
specific collection procedures to follow. When it comes to a digital incident,
this step may imply to looking for additional media and digital devices at the
crime scene. The physical evidence that is collected from the scene is then sent

to the laboratories for analysis and the results are used in the reconstruction

phase.

o Physical crime scene investigation: During this phase, the investigators elabo-
rate a theory for the incident using the analysis results from the collected phys-
ical an digital evidence and the photographs and sketches of the crime scene.
With a digital incident, the results of the digital crime scene investigation are

correlated with physical evidence to link individuals to the digital events.

e Presentation of the complete theory: At this level, the investigators present the
evidence and the theory that have been developed from the physical crime scene

to a court of law or corporate management.

Digital crime scene investigation

The following sub-phases approach to the computer system and search it for evidence

from a crime scene.
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e Preservation: This involves securing the access to the digital crime scene and
preserving the state of the digital evidence. This may include isolating the sys-
tem from the network, collecting volatile data that could be lost and identifying
any suspicious process that is running on the system. Also the suspect users
should be investigated who have logged into the system during the incident.

It also caters for the creation of duplicates of the evidence from the original

versions.

o Survey: This involves finding the pieces of digital evidence for the given class of
crime. The main purpose of this sub-phase is to find obvious pieces of evidence.
It will demonstrate to the investigator the skill level of the suspect and the

requirement of analysis techniques.

e Documentation: This sub-phase involves documenting Each piece of digital ev-
idence that is found on the crime scene in an accurate and perspicuous way as

it has been found.

e Search and collection: This sub-phase involves a thorough analysis of the system
for digital evidence. This sub-phase uses the results of the survey phase to focus

on additional analysis types.

e Reconstruction: This sub-phase involves putting the pieces of the digital puzzle
together. The digital evidence is classified and is assessed to determine the

amount of trust that can be placed on it and also to reconstruct the timeline of

events.

e Presentation: This sub-phase involves the presentation of the digital evidence
that was found to the physical crime scene investigation team. The physical

crime scene investigators integrate the results from each of the digital crime
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scenes. This phase documents and presents the findings of a specific digital

crime scene to other investigators.

Review

This phase involves reviewing the entire investigation to identify areas of improve-
ment. This includes reviewing the quality of each of the physical and digital investi-
gations and evidence that contributed to solve the case. Figure 7 depicts the steps of

the Carrier and Spafford process.
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Figure 7: Carrier and Spafford Forensics Process
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2.7.2 Analysis

One of the major contributions of the Carrier and Spafford process is the definition
of a digital investigation model that combines the physical and digital crime scenes
in the investigation process. Another important innovation of this model is the defi-
nition of a review phase to asses the quality of the investigation. This is an effective
measure to improve the quality of future investigations. Moreover, this model deals
with the infrastructure readiness in the investigation process to ensure that enough
evidence exists for a proper and effective investigation to take place. Nevertheless,
it should mentioned that the Carrier and Spafford process has some limitations. For
instance, it does not support the feedback and iteration concepts that are needed
in real-life investigations. A crime investigation is an iterative process during which
analysis of existing evidence leads to or requires the collection of new pieces of ev-
idence. Therefore, the process should support iteration between the analysis phase

and collection phase and in some cases of the authorization phase.

2.8 O Ciardhuain Process

In 2004, Séamus O Ciardhuain proposed a new a new cyber-forensic investigation
process [1] that combines the existing models and adds new activities that were not
addressed in the previous models. This model captures the full range of the investiga-

tion activities in an elaborated way including those that are pertinent before evidence

processing.

2.8.1 Process Description

The model’s steps are as follows:

e Awareness
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e Authorization

Planning

Notification

Search and evidence identification

Collection of evidence

Transport of evidence

Storage of evidence

Examination of evidence

Hypothesis

Presentation of hypothesis

Proof/defense of hypothesis

e Dissemination of information

Awareness

This refers to the creation of an awareness that an investigation is actually needed.
Such an awareness is generally created by events external to the organization, which
will carry out the investigation, e.g. a crime is reported to the police or an auditor
is requested to perform an audit. It may also result from internal events, e.g. an
intrusion detection system alerts to a system administrator that a system’s security
mechanism has been compromised. This step is important to ensure that the correct

approach is taken to conduct an investigation in a particular context.
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Authorization

Obtaining the needed authorization to conduct an investigation may be very complex
and require an interaction between external and internal entities to the organization.
Authorization varies depending on the type of investigation. Sometimes, a system
administrator may require only a simple verbal approval from company management
to carry out a detailed investigation of the company’s computer systems. In other
contexts, law enforcement agencies usually require a formal legal authorization (e.g.
court orders or warrants) that sets out, in precise terms, what is permitted in an

investigation.

Planning

Investigation planning is strongly influenced by information from both; inside and
outside the investigating organization. From outside, the plans will be influenced
by regulations and legislation, which set the general context of the investigation and
that are not under the control of the investigators. There will also be information
collected by the investigators from other external sources. Within the organization,
there will be the organizational strategies, policies, and information about previous
investigations. The planning activity may rise a need to backtrack and obtain further
authorization, for example when the scope of the investigation is found to be larger

than what has been originally planned for.

Notification

This refers to informing the subject of an investigation or other concerned parties
that the investigation is taking place. This activity may be inappropriate in some

investigations while required for others.
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Search and Identification of Evidence

This phase refers to the localization of the evidence together with its identification.

Collection of Evidence

In this phase, the investigating organization takes possession of the evidence in a
form that can be preserved and analyzed, e.g. imaging of hard disks or seizure of
entire computers. Any error or poor practice, at this stage, may result into a useless

evidence, particularly in investigations that are subject to strict legal requirements.

Transport of Evidence

Evidence must be transported to a suitable location for later examination. This could
be simply the physical transfer of seized computers to a safe location. However, it
could also be the transmission of data through networks. The means of transport

used have to preserve the integrity of the evidence.

Storage of Evidence

The collected evidence is often required to be stored because examination cannot take

place immediately on the crime scene. Always, the integrity of the evidence should

be preserved.

Examination of Evidence

This phase involves the use of a potentially large number of techniques to find and
interpret significant data. It may require the repair of damaged data in ways that
preserve its integrity. Sometimes, when there are very large volumes of data to be

examined, automated techniques to support the investigator are required.
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Hypothesis

Based on the examination of the evidence, the investigators have to construct a hy-
pothesis on the occurrence of incident. Backtracking from this activity to the exami-
nation activity is to be expected, as the investigators develop a greater understanding

of the events, which led to the investigation in the first place.

Presentation of Hypothesis

The hypothesis must be presented to persons other than the investigators. In a police
investigation, the hypothesis will be placed before a jury, while an internal company
investigation will place the hypothesis before management for a decision/action to be

taken.

Proof/Defense of Hypothesis

Generally, the hypothesis will not go unchallenged. A contrary hypothesis and sup-
porting evidence will be placed before a jury. The investigators will have to prove the
validity of their hypothesis and defend it against criticism and challenge. Successful
challenges will probably result in backtracking to the earlier stages to obtain and

examine more evidence, and construct a better hypothesis.

Dissemination

This phase refers to the partial/total dissemination of the results of the investigation.
Some information may be made available only within the investigating organization,
while other information may be more widely disseminated. Policies and procedures
will normally determine the details of the dissemination activity. The collection and
maintenance of this information are the key aspects of supporting the work of investi-

gators and are likely to be fruitful areas for the development of advanced applications
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incorporating techniques such as data mining and expert systems. Figure 8 depicts

the overall steps of the O Ciardhudin process.
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Figure 8: O Ciardhuain Forensic Process

The proposed process is a great proposition that included, for the first time, inves-

tigation planning as well as information dissemination among the model phases. In

addition, this model is tightly pertinent to real-life cases by accounting for hypothe-

sis proof and defence. One additional feature of this process is the explicit iteration

through the backtracking of information that flows from each step to the previous one.

As of the limitations of this process, it is important to mention that since the process

follows a waterfall-like model, it suffers from the deficiencies of this model. In spite



of the fact that the process contains authorization and planning phases, at the be-
ginning of the process model, it not always easy/possible to predict on all the needed
resources (e.g. personnel, authorizations). Besides, the waterfall model supposes that
after one phase finishes, the next phase begins. In some real-life scenarios the inves-
tigation does not have a linear model. For instance, while some actions related to
the analysis phase are performed, new evidence might be needed and therefore the
underlying authorizations become required. It not possible to account for all these
in the initial planning phase. Furthermore, due to the nature of the waterfall model,
false assumptions are detected very late such as during the hypothesis proof/defense.
However, if these flaws are detected early during the investigation, the cost and even

the result of the investigation may dramatically change.

2.9 Casey and Palmer Process

The investigative process, presented by Casey and Palmer in [7], is structured to
encourage a complete, rigorous investigation, ensure proper evidence handling, and
reduce the chance of mistakes created by pre-conceived theories and other potential
pitfalls. This model provides investigators and examiners with a logical flow of events

that, taken together, seek to provide:

e Acceptance: The steps and methods have earned professional consensus.

Reliability: The methods employed can be proven (trusted) to support findings.

Repeatability: The process can be applied by all, independent of time and place.

Integrity: The state of evidence is proven (trusted) to be unaltered.

Cause and effect: The process caters for logical connection between suspected

individuals, events, and exhibits.

43



e Documentation: The process caters for recordings that are essential for testi-

monial evidence (expert testimony).

2.9.1 Process Description
The process phases are as follows:
e Incident alerts or accusation
e Assessment of worth
e Incident/crime scene protocols
¢ Identification or seizure

Preservation

Recovery

Harvesting
e Reduction
e Organization and search

e Analysis

Reporting

Persuasion and testimony

Incident Alerts or Accusation

This step can be signaled by an alarm from an intrusion detection system, a system
administrator reviewing firewall logs, curious log entries on a server, or some combi-

nation of indicators from multiple security sensors installed on networks and hosts.
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This initial step could also be triggered by events in more traditional law enforce-
ment settings like citizens reporting possible criminal activity. When presented with
an accusation or automated incident alert, it is necessary to consider the source and
reliability of the information. Also, some initial fact gathering is usually necessary

before launching a full-blown investigation.

Assessment of Worth

The handling of this step in the process varies with the associated investigative en-
vironment. Applied in law enforcement environments, all suspected criminal activity
must be investigated. In civil, business, and military operations, suspicious activity
will be investigated but policy and continuity of operations often replaces legalities
as the primary concern. Regardless of environment, a form of triage is performed at

this step in the process.

Incident/Crime Scene Protocols

Protocols, practices, and procedures are employed to minimize the chance of errors,
oversights, or injuries. Whoever is responsible for securing a crime scene, whether
first responders or digital evidence examiners, should be trained to follow accepted
protocols. The output of this step is a secure scene where all the contents are mapped
and recorded, with accompanying photographs and basic diagrams to document im-

portant areas and items.

Identification or Seizure

Once the scene is secured, potential evidence of an alleged crime or incident must be
seized. Clear procedures and understanding of necessary legal criteria are essential

before activity can proceed successfully. The goal here for trained and experienced
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investigators is not to seize everything at a scene (physical or virtual) but to make
informed, reasoned decisions about what to seize and be prepared to document and

justify their actions.

Preservation

Working from the known inventory of confiscated or seized components investigators
must make sure that potentially volatile items remain unchanged. First, the original
material is catalogued and stored in a proper environmentally controlled location,
in an unmodified state. Second, an exact copy of the original material that will be

scrutinized as the investigation continues.

Recovery

Prior to performing a full analysis of preserved sources of digital evidence, it is nec-
essary to extract data that have been deleted, hidden, camouflaged, or that are oth-
erwise unavailable for viewing using the native operating system and resident file
system. In some instances, it may also be necessary to reconstitute data fragments
to recover an item. Whenever feasible, this process is performed on copies of original

digital evidence from the preservation step.

Harvesting

This stage in the process is where the actual reasoned scrutiny begins, where concrete
facts begin to take shape that support or falsify hypotheses built by the investigative
team. The investigator will look for categories of data that can be harvested for later
analysis (groupings of data with certain class characteristics that, from experience or

training, seem or are known to be related to the major facts of the case or incident).
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Reduction

It involves activities that help eliminating or targeting specific items in the collected
data as potentially germane to an investigation. The decision to eliminate or retain is
made based on external data attributes such as hashing or checksums, type of data,

etc.

Organization and Search

To facilitate a thorough analysis, it is advisable to organize the reduced set of material
from the previous step, grouping, tagging, or otherwise placing them into meaningful
units. It may be advantageous at this stage to actually group certain files physically

to accelerate the analysis stage.

Analysis

It involves the detailed scrutiny of data identified by the preceding activities. The
techniques employed here will tend to review and study of specific, internal attributes
of the data such as text and narrative meaning of readable data, or specific format of
binary audio and video data items. Additionally, classes and individual characteristics
found in this step are used to establish links, determine the source of items, and

ultimately to locate the offender.

Reporting

Final reports should contain important details from each step, including reference to
protocols followed and methods used to seize, document, collect, preserve, recover,
reconstruct, organize, and search key evidence. The majority of the report generally
deals with the analysis léading to each conclusion and descriptions of the supporting

evidence and analysis.
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Persuasion and Testimony

In some cases, it is necessary to present the findings in a report and address related
questions before decision makers can reach a conclusion. A significant amount of
effort is required to prepare for questioning and to convey technical issues in a clear
manner. This step includes techniques and methods used to help the analyst and/or
domain expert translate technological and engineering details into understandable
narrative for discussion with decision makers. Figure 9 depicts the overall steps of

the Casey and Palmer forensic process.
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Figure 9: Casey and Palmer Forensic Process
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2.9.2 Analysis

This process leverages an edge over the rest of the processes in two areas. First, it
introduces the persuasion and testimony phase, which is lacking in the rest of digital
forensic process models. In fact, successful completion of this phase is of paramount
importance to the success of the case. Any deficiency in this phase will directly lead
to the complete failure of the case if presented to a court of law. Second, the process
has particularly subdivided the collection and analysis phases into sub-phases, which
will cause the investigation to follow a more manageable and robust step-by-step flow.
As for the limitations of this process, it is important to mention that the porposed
model, does not support the iterative nature of forensic investigations. As it has been
noted before, during the forensic investigation, as the analysis phase proceeds, there
might be a need for new pieces of evidence, changes in the plan or authorizations.
However, the process fails to provide some evolutionary or feedback based mechanism
to support this iterative nature of forensic investigation. In addition, the process does
not have any provision for the preparation phase, which is of crucial importance to
any forensic investigation. Without, equipments, training and sufficient auditing data,

many investigations will fail simply due to the lack of enough supporting evidence.

2.10 Beebe and Clark Prcess

Beebe and Clark proposed in [3] a framework that simplifies the complex process of
digital forensic investigation, yet provides a mechanism for including layers of detail
that are needed by its users. Their primary goal was to ensure the framework’s ex-
pansion capability while integrating previous frameworks and models. The process
consists of phases and principles. Phases and sub-phases are the steps that the in-

vestigator should take during the investigation in a pre-specified order. On the other
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hand, principles are a set of objectives that should be achieved during the whole

investigation or throughout a subset of phases.

2.10.1 Process Description

The proposed process is made out of the following steps:
e Preparation
¢ Incident response

e Data collection

Data analysis

Presentation of findings

e Incident Closure

The principles that are defined over all the investigations are:
e Evidence preservation

e Documentation

e Proper investigative authority

o Sensitivity and classification

Investigative priority

Information flow and controls
o Case management
e Process improvement feedback

In what follows, we will detail each of these steps.
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Preparation

Thoughtful preparation can improve the quality and availability of the digital evidence
collected, while minimizing organizational cost and burden. Preparation activities

include, but are not limited to:

o Assess risk considering vulnerabilities, threats, loss/exposure, etc.
o Develop an information retention plan for both pre and post-incident

e Develop an incident response plan, including policies, procedures, personnel

assignments, and technical requirements definition
e Develop technical capabilities (e.g. response toolkits)
e Train Personnel
e Prepare host and network devices
e Develop evidence preservation and handling procedures

e Develop legal activities coordination plan for both pre/post-incident

Incident Response

This phase consists of the detection of initial, pre-investigation response to a suspected
computer crime related incident, such as: a breach of computer security, the use of a
computer to view contraband material, etc. The purpose of this phase is to detect,

validate, assess, and determine a response strategy for the suspected security incident.

Data collection

Data and information required to validate an incident and determine its impact that

will be initially collected during the incident response phase. Once a decision has been
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made to investigate the legal or administrative actions, the formal data collection
phase ensues. The purpose of that phase is to collect digital evidence in support of

the response strategy and investigative plan.

Data Analysis

It is the most complex and time consuming phase in a digital investigation process.
The goal of this phase is confirmation analysis (to confirm or refute allegations of sus-
picious activity) and/or event reconstruction (answer "who, what, where, when, why
and how" type questions). Collected data is surveyed, extracted, and reconstructed

during the data analysis phase.

Presentation of Findings

The aim of this phase is to communicate relevant findings to a variety of audiences,
including management, technical personnel, legal personnel, and law enforcement.
The presentation(s) are intended to provide both succinct and detailed confirmatory
and event reconstruction information regarding the data examined in the data analysis

phase.

Incident closure

It focuses on closure of the investigation. However, it is important to not only close
out this investigation and act upon decisions related to it, but also to attempt to
preserve knowledge gained to enhance subsequent investigations. Figure 10 depicts

the overall steps of the Beebe and Clark process.
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Figure 10: Beebe and Clark Forensic Process

2.10.2 Analysis

The process enhances the previous process models, as described above, in many direc-
tions. First, it introduces the nice concept of forensic principle. As Beebe and Clark
have mentioned, the process of the forensic investigation is an objective-based process
rather than the execution of a sequence of tasks in a pre-specified order. This is due
to the specificity and uniqueness of each investigation that necessitate a non-checklist
and abstract framework satisfying the needs of particular judicial systems and digital
crime scenes. Second, the Beebe and Clark process introduces the phase of incident
closure that contains the actions, which should be taken before closing the case in
order to review the quality of the investigation, document the effective techniques,
dispose of some pieces of evidence and apply the necessary corrective measures. Al-
though the process introduces some new phases, it still lacks the planning phase.
Moreover, the process does not support the iterative nature of forensic investigations.

Although the analysis phase has been described to be iterative, no considerations are
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provided for cases analysis that may require new pieces of evidence.
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Chapter 3

Comparative Study of Digital

Forensic Processes

This chapter is entirely dedicated to comparing the previously evaluated models with
respect to a variety of metrics. The basic idea is to identify the nice features and strong
points of theses processes as well as their deficiencies, limitations and flaws. The intent
is to design a new forensic process by leveraging those proposed nice features, while
avoiding the current flaws and fixing the corresponding deficiencies. On the other
hand, such approach would also provide appropriate guidelines for both researchers
and users to adopt adequate process models under different conditions. Indeed, digital
forensics process models thoroughly examined in the previous chapter incorporate
procedures and techniques designed to effectively tackle different situations related
to illegal activities commonly referred to as cyber crime. They cover the most widely
accepted tools in providing a consistent and standardized framework that supports
all stages of a digital investigation.

Tailored to specific tasks in the practice of digital forensics, these models exhibit

many differences in terms of definition, scope, and concepts. As stated above, this
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study introduces a methodological approach designed to provide the ability to con-
duct a comprehensive comparative evaluation of different models set to drive digital
investigative processes. Such evaluation framework refers to a set of thoroughly se-
lected metrics representing requirements and critical features that characterize the
digital forensics models. Building a well-defined, robust, and comprehensive compar-
ative framework is thus essential to highlight commonalities and differences, empha-
size weaknesses and strengths in existing digital forensics models, and finally address
appropriate research directions. Indeed, the proposed comparative approach stems
primarily from our own experience with process modeling technologies. It is also the
result of both a comprehensive literature review and brainstorming sessions. The
resulting requirements and features are broadly classified into seven categories below.
Figure 3 depicts the overall criteria on which we do the comparison of the proposed
processes. In what follows, we discuss each of these criteria.

Predisposition: This criterium reveals the impact of extra investigation process actions
on conducting a full high-performance investigation in different environments and
organizations. Such actions are not part of the cyber forensic investigation process.
However, they determine the natural aptitude of a system to be investigated and
an investigator to act correctly in specific circumstances. In turn, predisposition

incorporates such requirements and features as:

e Hardening: This feature represents all specific procedures that system admin-
istrators and incident response teams take as a measure intended to protect a
given system and handle reported incidents. Indeed, an organized and controlled

environment is susceptible of helping an investigator to effectively achieve good

results.

e Training: This is a vital requirement for investigators to focus on acquiring suf-

ficient knowledge and basic skills to enable them to adequately perform specific
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tasks regarding digital forensic investigation.

o Tools and equipment: An important feature regarding digital forensic models lies
in the need to provide investigators with appropriate, updated, and improved
techniques, software and hardware required to properly gather, analyze, and

handle evidence.

e Social networks: Perhaps one of the most interesting and useful features of any
digital investigation is the social network that an investigator can use to pur-
sue particular actions. Indeed, it is highly recommended for an investigator
to develop and maintain a strong collaboration with national and international
specialized agencies. Such collaboration provides the ability to deal with differ-

ent aspects and issues inherent to the transborder nature of cyber crime.

Functionality: Digital forensics investigation processes and tasks are required to pro-
vide powerful and effective functionalities in the course of challenging activities per-
formed to identify, gather, analyze, and present evidence. Indeed, the purpose of a
process model of digital investigation is to allow an investigator to perform a variety
of functions in accordance with established standards and legal requirements. In this
way, the investigator can produce outputs that meet the special challenge for the
admissibility of digital forensic evidence in a court of law. In this respect, the core

functions of a cyber forensic model can be clearly identified as:

e Collection: Collection or acquisition of data from a source is the most significant
function of a digital forensics investigation. While considered as a vulnerable
process, it allows investigators and examiners to first identify and then acquire
relevant data that may contain evidence, and finally guarantee its integrity at

a site of incident.
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o Fzamination: Once the necessary data has been collected and transported to
a digital forensic laboratory, the next step lies in the examination of digital
evidence. Using accepted forensic procedures, examination is thus a critical
function designed to provide the ability to identify, recover, and extract digital

evidence.

e Analysis: Analysis is an essential function through which a forensic investigator
derives useful information. It refers to the process of interpreting the extracted

data to reconstruct a chain of evidence and draw appropriate conclusions.

e Presentation: Presentation of evidence determines the outcome of a digital
forensic investigation. It refers to the important phase where the investiga-
tor assumes the arduous task of completely and accurately reporting his or her
findings and the results of the digital evidence analysis. It also encompasses the
prosecutor’s presentation of the digital evidence and testimony during trial in
court. In this respect, a well-documented case is much more likely to be admis-
sible. Hence, it is essential that the investigator keeps a complete, accurate, and
comprehensive documentation of all activities and actions he or she performed

during the investigation.

Case Closure: The final phase of a digital forensic investigation may include different
steps designed to focus, when appropriate, on closure of the case under investigation.
In this context, the challenge facing the investigator stems from the strategic need
to enhance subsequent investigations based on knowledge and experience acquired.
Hence, the final phase may well incorporate different activities designed to enable the

investigator to:
e Preserve all information related to the case.

o Identify lessons to be learned.
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e Submit appropriate recommendations.

e Undertake all actions designed to efficiently disseminate critical information
pertaining to problems encountered and best practices to authorized personnel

and agencies.

Admissibility: Admissibility of digital evidence in court is both a challenging legal
issue and an important requirement. Indeed, the ultimate purpose of conducting
a digital forensic investigation is to offer consistent evidence. In other terms, each
process, task, and action must be organized and performed to ensure and demonstrate

the validity, integrity, and reliability of digital evidence.

o Authorization: A legal authorization, typically in the form of a search warrant,
may be required prior to conducting a digital forensic investigation. Once the
authorization is gr;anted, an investigator can have access to or seize a device
or system, collect evidence, or conduct interviews. In the presence of critical
systems, additional permission may, however, be sought before a full analysis

can be conducted.

e Preservation: Preservation involves all measures designed to ensure the accuracy

and integrity of digital data and evidence across the whole investigative process.

e Chain of custody: Mistracking key data and evidence would compromise the
outcome of a digital forensics investigation. In this respect, establishing and
maintaining a proper and continuous chain of custody represents a significant
step towards preserving the integrity of digital data and validating how evidence

has been gathered, tracked and protected.

e Relevance: A legal requirement governing the admissibility of extracted and

analyzed digital evidence lies in the relevance of such evidence to the case under

investigation.
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o Accreditation: National and international efforts have specifically addressed the
issue regarding digital evidence. These efforts are directed towards achiev-
ing the harmonization of methods and practices. In 1997, the G-8 countries
have initiated an action plan recommending that nations "develop and em-
ploy compatible forensic standards for retrieving and authenticating electronic
data for use in criminal investigations and prosecutions." Tasked to develop
such standard, the International Organization on Computer Evidence (IOCE)
later proposed different guidelines regarding best practice, training, and quality
assurance and laboratory management. In addition, different non-profit orga-
nizations have been involved in similar efforts and finally established programs
"designed to provide a toolkit of templates and reference documents that can
be utilized by laboratories to develop and implement a quality system meeting
the requirements of accreditation." In this context, the concept of accreditation
has emerged as a vital requirement for laboratories engaged in activities related

to digital forensics.

Usability: Determines the degree of easy to use of the process and how well investiga-

tors can use the process to perform investigation’s tasks with effectiveness, efficiency

and satisfaction.

o General: The process should accommodate different realistic situations and

different contexts.

e Prescriptive: The process should provide and indicate the appropriate and de-

tailed procedures, guidelines, rules and techniques, which would lead to the

desired goal.

e Tools support: Indicates whether the process is backed by tools that implement

the functionalities and provide a convenient method of viewing and updating
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information on ongoing investigation.

Architecture: The structure of the digital forensics process should fit the purpose. It

allows traceability from the high level steps down to the underlying technology.

e [teration: An important feature of a cyber forensic investigation lies in the
continual need to recollect data, refine examination, and reconstruct the chain of
evidence. In order to address this requirement, a comprehensive digital forensics
model must incorporate interacting phases designed to enable iteration between

different processes.

o Fuvolution: Evolution refers to the attribute of a model of digital investigation
that is abstract enough, open, adapted to new technologies, and applicable to
different digital cases and environments. In other terms, a robust digital foren-
sics model is designed to provide a consistent and standardized framework that
supports all phases of an investigation, regardless of the current technologies,

the specific type of cyber crime, and the environment.

e Parallelism: Parallelism is another important feature of a digital forensic model
architecture designed to provide mechanisms for parallel execution of complex
investigations, while maintaining a predefined synchronization to achieve con-

sistent results.

Quality assurance: It is commonly acknowledged that digital evidence is both fragile

and vulnerable. Often described as "invisible and easily altered or destroyed", digi-
tal evidence requires "precautions to prevent alteration, special tools and equipment,
specialized training, and expert testimony". In this respect, the idea of introducing
best practices was first discussed in 1997 at the meeting of the International Organi-

zation on Computer Evidence (IOCE) held in The Hague, The Netherlands. While
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there is a clear consensus within the area of digital forensic investigation - a field
of growing complexity - regarding the meaning and importance of best practices, ef-
forts are, on the other hand, directed towards bringing together different concepts to
provide an adequate framework of best practices. As a result, quality assurance has
emerged as a vital ingredient to meet the combined requirements of control, accuracy,
and reliability of digital evidence. A quality assurance program incorporates differ-
ent mechanisms designed to provide the ability to continuously monitor, control and,
when appropriate, improve quality. Quality is planned, created, improved, and finally
delivered through a systematic effort. In order to create quality, law enforcement and
forensic organizations and agencies must established and maintain a "quality sys-
tem". Using the graphical model illustrated in Figure 12. A quality system can thus
be defined as "a set of interdependent processes that function harmoniously, using
various resources, to achieve the objectives related to quality". According to the ISO
8402 (1994), a quality system is "organizational structure, procedures, processes and
resources needed to implement quality management". The concept of quality extends
the administrative mission to include such activities as the measurement and con-
trol of quality at every phase from preparation and case closure, through evidence
examination, analysis, and presentation. Figure 12 depicts the overall criteria of the
process.

As already stated above, the analysis presented in Chapter 2 triggered the moti-
vation to compare prevalent digital forensic investigation models. In substance, these
models exhibit distinct characteristics and inherent advantages and disadvantages,
despite their striking similarities. Efforts to conduct a comprehensive comparison of
existing models of digital investigation were partly dedicated to drafting an initial
list of requirements and attribute features. This list has been constantly refined, ex-

tended, validated, and finally adopted. Based on these requirements and attribute
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Figure 12: Graphical Model of a System (Willborn and Cheng, 1994)

features, Table 3 provides a comparison of the activities, tasks, and processes corre-
sponding to each framework of digital investigation. At first glance, it can be seen
that each model adopts and incorporates a set of pre-investigative measures or tasks,
such as crime detection, personnel training, investigative tools and equipment, pro-
cedures, policies, incident response planning, etc. While they are not investigative by
nature, these activities are commonly considered to greatly influence the outcome of
a digital investigation, in terms of success or failure.

A common inherent feature characterizing these frameworks lies in the presence of
all basic functionalities that form the core of a cyber forensic process model: Collec-
tion, examination, analysis, and reporting. It reveals a general trend towards building
and implementing standardized frameworks of investigation designed to support and
deal with all types of cyber crime. Thus, activities, tasks, and processes pertain-
ing to specific types of crime are incorporated into the same phase or sub-phase to
support investigators in charge of minor internal incidents or law enforcement agents
in search of digital evidence destined to a court of law. In this respect, it can be
argued that such an approach would create considerable confusion that compromises
the admissibility of digital evidence. In addition, admissibility represents another dis-

tinguished characteristic pertaining to every model of digital investigation. Indeed,
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admissibility - as a legal issue - addresses the challenging question of whether evidence
resulting from a digital forensic investigation can be introduced at all to a court of
law. Thus, appropriate actions are performed at each step of the investigation process
in pursuit of the ultimate goal of securing the legal admissibility of digital evidence.
Hence, admissibility-related components such as legal authorization, search warrant,
evidence preservation and integrity, and chain of custody are incorporated in almost
every proposed framework to address legal issues.

While the DOJ-based framework is unique in providing features tailored to sup-
port specific types of investigative actions, the remaining digital forensics models of
investigation can be properly described as general. This attribute feature refers to
the degree to which an investigative platform is able to expand its usefulness. In-
deed, general models of digital investigation provide - through phases consisting of
multiple processes - the ability to perform different types of investigative actions and
processes: Forensic readiness process, incident response process, digital investigation
process, and digital forensic investigation process. Differences in the definition and
understanding of these concepts contribute significantly to the reigning of confusion
in this new area of research. In seeking to identify these ill-defined terms, it may
be possible to promote a common understanding of important concepts and thus
enhance communication amongst researchers. Indeed, forensic readiness may be de-
fined as the ability of an organization to maximize its potential to use digital evidence,
whilst minimizing the cost of an investigation [40]. Evidence may thus be collected
well in advance of a crime to help a given organization in deterring computer crime
and responding to successful attacks. In addition, forensic readiness-related actions
may also include a monitoring scheme to detect and deter major incidents, a policy
for securing storage and handling potential evidence, a staff training program in in-

cident awareness, and finally a set of evidence collection requirements [40]. On the
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other hand, the incident response process refers to decisions, procedure elements, and
actions related to computer security incident handling within an organization. It is
generally performed by a Computer Security Incident Response Team (CSIRT) en-
gaged in handling security violations and breaches intended to disrupt confidentiality,
integrity, and availability of information systems. Depending on the nature of the in-
cident, members of the team may be required to communicate with and assist law
enforcement agents, particularly in case cyber crime perpetrators are prosecuted [44].
Furthermore, the digital investigation process may be defined as a set of actions or
procedure elements intended to address "questions about digital states and events"
[2]. This type of investigation focuses on corporate security incidents. Its goal is
solely to investigate a given incident and present findings to managers and decision-
makers. This investigation is more often administrative in nature. The final decision
would, in this context, be oriented towards fixing the vulnerability of an information
system, punishing the offender, etc. Finally, the digital forensic investigation process
includes all procedure elements and appropriate actions undertaken in response to a
violation of the law. The ultimate goal of such actions is to present admissible digital
evidence to a court of law. The tasks pertaining to different steps are not, in this
case, homogeneous and fail to impose a clear separation between roles attributed to
different actors (system administration, security officer, computer security incident
response team, digital forensics examiner, digital forensics analyst, digital forensics
and legal prosecutor) involved in a digital forensic investigation process [17].
Regarding these definitions, the objectives are different from one model to another,
whereas the tasks executed in different steps remain the same. As a result of this
multi-views approach adopted by almost all the models, the phases may be not ho-
mogenous, for instance a phase can be viewed from a preventative information security

perspective where there is little need for digital evidence, a second phase viewed from
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a business perspective where collecting appropriate digital evidence would be bene-
ficial and a third phase viewed from law enforcement view requires an investigation
conducted in a systematic, formalized and legal manner to ensure the admissibility
of the evidence [40]. Testimony may be required to explain the conduct of the inves-
tigation. Thereof, there is no unique objective of the process and no clear separation
between roles of the different persons involved in a digital forensic investigation pro-
cess (system administration, security officer, CSIRT, digital forensics examiner,digital
forensics analyst, digital forensics and legal prosecutor) [17]. The examples that illus-
trate this confusion are the examination and analysis phases, reporting and testimony.
The examination phase is mainly technical, its action are performed by the digital
forensic examiner. Analysis differs from examination in that it refers to the interpre-
tation of examination recovered data and putting it in a logical and useful format
[47], it is performed by the digital forensic investigator. Some models such as Mandia
et al. [29], Carrier [4], and Beebe [3] simply ignored this step. They transferred
operations to the analysis step with no regard to the roles of the investigative mem-
bers team. The reporting and testimony are two other confused tasks. Most of the
models, for instance Reith et al. [28], Mandia et al. [29], Carrier [4], Casey [7], and
Beebe [3] provide for reporting and presentation to decision makers or between in-
vestigators team and no provisions to the court presentation. Except DEFRWS, DOJ
and Seamus models, the other do not treat the testimony issue. Therefore, from the
enforcement law view those models do not fit the purpose of complete digital forensic
investigation process. Furthermore, it is appropriate to note that the digital forensic
frameworks presented herein give little consideration to important features such as
architecture,usability and quality issues.

Although the proposed digital forensics process models have evolved to become

increasingly enhanced since the first proposed framework DFRWS, they still lacking
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in many ways. This fact incites us to propose a new cyber forensic investigation
process model to set right the shortcomings observed along the previous analysis and
comparative study. The new cyber forensic investigation process model should be seen
from a law enforcement perspective and with the major objective: present admissible
finding to a court of law. The other views can be considered as sub-perspective with

limited objectives.
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Chapter 4

Towards a Unified Cyber Forensic

Process

4.1 Motivations

In this chapter, the primary objective is to propose a unified digital forensic process
built on top of the literature review and comparative analysis presented in Chapters

2 and 3. The intent is to present a new process designed to:

e Build on top of the commonalities proper to the existing state of the art pro-

cesses.

Incorporate the most adequate features characterizing the reviewed processes.

Address deficiencies that have been identified in the proposed processes.

Propose new ideas highly suitable for digital forensic process.

The research reported in this chapter represents an attempt to contribute to the
state of the art cyber-forensic processes rather than to propose a comprehensive pro-

cess designed to subsume or even outperform the existing processes.
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In this respect, the characteristics of the resulting cyber- forensic process can be
summarized as as follows:

Principles versus Phases: A great idea inspired from the Beebe and Clark Prcess
[3] lies un the need to structure a process into principles and phases. Phases are
steps that an investigator is required to take in some pre-specified order during the
investigation. On the other hand, principles are a set of specific objectives that an
investigator is required to progressively achiev throughout the whole investigation.

Description Language: A key attribute, proper to End-to-End digital investigation
process (EEDI) [43], consists in using of a language for the description of planned and
executed forensic activities. To this end, the unified cuber-forensic process adopts an
XML-based format to describe, present, and further manipulate digital forensic activ-
ities. The choice of XML is, from the process standpoint, motivated by convenience.

Sophisticated Control and Iterotiveness: The proposed process accounts for the
iterative nature of forensic investigations. Actually, it is endowed with a control
structure that permits feedback from phases together with the iteration of some of
the steps when needed.

Computer Support: An important feature of the proposed process is communally
known as computer support. It means that the process has been embedded into a
forensic analysis software environment. It is directed towards guiding the investigator

through the process phases when conducting a cyber crime investigation.

4.2 Principles

As proposed in several reviewed processes, a principle represents a fundamental at-
tribute or requirement of a digital forensic process that cannot be uniquely associated
with a single phase. While it has to valid throughout the entire investigation, a prin-

ciple crosses more than one phase of the process. The principles of the proposed
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Unified Cyber-forensic Process are thus laid down and thoroughly explained in what

follows.

4.2.1 Evidence Preservation

Evidence preservation stipulates that all activity related to digital investigation must
be performed in a manner that guarantees safeguarding, accuracy, integrity, and re-
liability of the evidence.Indeed, digital evidence is fragile, vulnerable, often invisible,
and easily altered or destroyed. Thus, in every phase, the investigator is required
to collect, handle, transfer, and examine the evidence with precautions to prevent
alteration. For instance, during the acquisition phase, the evidence preservation prin-
ciple is essential. It stipulates that appropriate measures for storing and transporting
digital evidence are required to maintain its integrity in accordance with evidence
preservation standards. During the examination phase, this principle implies the
obligation for the the investigation team to work only with copies of the evidence so
as to keep the originals intact. It is very important to ensure that any changes to
the data are thoroughly documented and actually performed without any modifica-
tion. During the closure phase, a proper disposal of the evidence must be carried
out. While digital evidence legally authorized for destruction must be destroyed, au-
thorized evidence is returned to the owner and the remainder data is preserved and

properly archived.

4.2.2 Chain of Custody

The chain of custody principle refers to reliability and authentication of evidence. All
actions directed to monitor each access to the evidentiary data from the time it is
collected until the time it is used in a court of law must be clearly identified and well-

documented . Accordingly, during all the investigation phases, this principle imposes
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a limited and strictly controlled access to the evidence from the time it is seized,
transformed, and transported, until the closure of the case. The latter phase leads to
archiving, disposal or return of the evidence in question. Any improper handling of
the chain of custody may result into allegations of tampering or misconduct, which
would compromise the case in question and finally lead to the acquittal of cyber

criminals.

4.2.3 Documentation

The documentation principle stipulates that all activities executed within a digital
forensic investigation process activities must be fully documented. For instance, dur-
ing the verification and initial response phase, detailed notes must be maintained
together with pictures, videos, and sketches. It is of paramount importance to doc-
ument all information from the initial advisory that an incident may have occurred
to the formulation of the investigation plan. Further more, any event pertaining to
"who, what, where, when, why, and how" type questions, witness statements, and
damage information, including direct costs and personnel time, must be documented
[3]. During the acquisition phase, it is necessary to document in details all actions
undertaken and all techniques and methodologies used by the investigative team .
During the examination phase, the investigative team must use adequate tools to
document all actions performed together with results derived from these actions. In
deed, the results obtained must be accurately documented as they will form the basis
for the investigative report that will be submitted later to the prosecuting authority.
During the analysis phase, documentation is very prevalent. During the reporting and
presentation phases, documentation pertaining to the previous phases is put together
and compiled into an easy to understand document, which will be used to present

the sum of the investigation to the appropriate authorities. During the closure phase,
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it is important to maintain detailed documentation regarding the review and results
of the investigation, , and all preventive and corrective measures. It is essential to
document all details regarding the proper disposal of evidence. It is during this phase
that all documentation collected and created during the whole process is properly

archived to mark the end of the investigation.

4.2.4 Complete Authorization

The complete authorization principle aims to ensuring that the investigation is con-
ducted under proper authority in respect of full legality. For instance, during the
verification and incident response phase, once the nature of the incident and the type
of the required investigation are properly determined, proper investigative authori-
ties (e.g. warrants) are obtained in order to allow the investigative team to tackle
the next phases. During the acquisition phase, actual seizing of evidence occurs and
intrusive actions are consequently performed. In this context, it is essential that the
investigation team confirms the obtaining of appropriate warrants from the previous
phase prior to undertaking any action. During the closure phase, this principle is less

prevalent as all authorities to conduct the investigation have been already obtained.

4.2.5 Information Disclosure

The information disclosure principle is integrated to ensure that the information col-
lected during the investigation is only provided to legal and authorized principals.
For instance, during the verification and incident phase, this principle is critical as
any violation could tip off a perpetrator who may consequently, destroy evidence
and compromise the investigation. It is essential that an evaluation be made as to
who will be made aware of the situation and impending investigation. During the

examination phase through to the presentation of findings, it is important that the
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sensitivity of any information discovered or revealed during the course of the investi-
gation be managed appropriately. It is conceivable that, initially, a piece of evidence
may be assigned a sensitivity level, other elements may come to light and modify the
sensitivity level. In certain cases, it may be necessary to restrict access to specific
information. During the closure phase, this principle requires that appropriate levels
of security be assigned to all documentation. In addition, it is also required that all
elements be treated in accordance with policy regarding sensitive information. Dur-
ing the archiving process, elements are subject to different archiving standards based

on their security classifications.

4.2.6 Investigative Priority

The investigative priority principle deals with priority aspects of an investigation. For
instance, during the planning phase, the investigation plan is elaborated based on di-
rectives and priorities received from higher authorities. As a result, the investigation
plan makes the investigative priorities clear for the next phases. During the acqui-
sition phase, whenever the resources are not enough to conduct all of the evidence
collection, the investigative team must develop an action plan in accordance with the
established priorities. During the examination phase, the team must also examine
evidence in accordance with priorities. Since this process is inherently iterative and
possesses feedback, prioritized actions serve as feedback and could, as a result, be

used when it is required to return and collect additional evidence.

4.2.7 Quality Assurance

The quality assurance principle is integrated to ensure the high quality of all inves-

tigative activities. It stipulates that digital evidence requires "precautions to prevent
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alteration or destruction”. Thus, it is mandatory to provide special tools and equip-
ment, appropriate procedures, and specialized training in order to meet the combined
requirements of control, accuracy, and reliability of digital evidence. All phases, from
preparation to closure, need quality assurance mechanisms to monitor executed ac-

tions, control, and improve their outputs.

4.2.8 Accreditation

The Accreditation principle refers to the scientific and proven methods and techniques
used to gather, process and interpret digital evidence during criminal investigations
and prosecutions. It stipulates that harmonized methods and practices and standard-
ized equipment must be used to perform a digital investigation. For Instance, during
the acquisition and analysis phases all the methods and equipment used to collect and
examine the digital evidence must be accredited by a court of law and/or admitted

by the law enforcement agency.

4.2.9 Iterativeness and Control

The iterativeness and control principle stipulates that in all the process phases, and
throughout the investigation, feedback must be taken from previous phases according
to predicted controls. In addition, an iteration over some phase or sub-phase must

when needed proceed according to the iterativeness permitted in the process.

4.3 Phases

In this section, we will detail each of the processes by presenting a description, un-

derlying objective, inputs and outputs and a set of activities that should be carried

within this phase.
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4.3.1 Preparation

Description: This phase encompasses all the preparatory activities that will facilitate
the successful execution of the investigation.

Objectives: The primary intent of this step is to prepare the needed initial autho-
rization, infrastructure and equipments and also to establish the legal and policy
settings.

Input: In terms of input, we cite the mandate to prepare for potential cyber-crime
investigations in a particular geographic area and under some jurisdiction. We are
also given the type or list of potential organizations where these investigations are
going to take place together with underlying policies.

Output: In terms of output, all needed initial authorizations are granted, together
with a clear understanding of the underlying laws and policies that are proper to the
investigation.

Activities: The planned activities are:

1. Acquire and verify the primary authorization: During this step, the investigator
needs to acquire the first authorization needed to start working on the case and
to access the crime scene. The authorization should be written and signed by
the person/s of concern (the investigator’s supervisor, the owner of the company,

etc.).

2. Identify relevant laws: Depending on the location of the crime scene, the in-
vestigator may need to review the legislation and laws of that specific area, to

make sure that he/she does not violate any jurisdiction.

3. Identify relevant company policies: If the investigator is investigating a crime in

a company, before starting any action in the case, he/she needs to be familiar

with all of the company policies.
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4. Acquire the necessary tools and technigques: Depending on the crime, the inves-
tigator will need different tools and techniques to perform his/her investigation.
He/she should prepare all the tools and techniques that he/she generally needs
and look for some the specific ones that he/she may need for that type of in-
vestigation. The required list of tools and techniques will be updated at the
planning phase, when the investigator has a better idea of the type of crime

he/she is dealing with and the requirements for that specific crime.

4.3.2 Verification and Initial Response

Description: This phase encompasses incident verification and the elaboration /imple-
mentation of an initial response to consider or eradicate a cause of the incident. It
serves as a precursor to the entire investigation. Moreover, it allows the investigator
to rapidly develop an appraisal of the situation in order to determine whether an
incident is worth for investigation. If so, the crime scene is needed to be secured.
Objectives: The primary intent of this phase is to verify whether an incident is worth
for investigation has really occurred and to secure the corresponding crime scene.
Besides, the objective is also to formulate and implement a response strategy to
contain or eradicate the cause of the incident.

Input: This phase requires to input a reason to initiate a verification of an informa-
tion system or one of its elements. The input will be generally an allegation of an
suspected, abnormal or illegal event. Such events may include a company’s security
policy violation, a detected security breach, or a suspected criminal activity.
Qutput: As stated earlier, this phase will determine if the allegations are founded.
If so, the outputs to this phase are the acquisition of proper legal/administrative
authorities to conduct an investigation, the production of the investigative plan and

a secure crime scene for the collection of evidence phase.

77



Activities: The planned activities are:

1. Identify witnesses: When the investigator arrives at the scene, he/she needs to
identify every person present and to ask them to stay for questioning about the

incident and whatever they may know.

2. Document the scene: An organized step by step scene documentation is one
of the important stages in a proper processing of an investigation. The final
result of a properly documented crime-scene offers a finished product to others
that allow to either reconstructing the scene, the chain of events in an incident
and/or a court room presentation. In documenting the scene, there are actually
three functions or methods, used to properly document the crime scene. Those
methods consist of written notes, which will ultimately be used in constructing
a final report, crime scene photographs, and diagrams or sketches. Consistency

between each of these functions is paramount.

3. Physically secure the sceme: It is important that the first investigator on the
crime scene properly protects the evidence. The entire investigation hinges on
that first person being able to properly identify, isolate, and secure the scene.
The scene should be secured by establishing a restricted perimeter. This is done
by using some type of rope or barrier. The purpose of securing the scene is to

restrict access and prevent evidence destruction.

4. Digitally secure the scene: The investigator needs to secure the digital crime
scene and prevent data from changing. To do this, he needs to suspend suspect
processes, and acquire volatile and non-volatile data, and make sure that the

integrity of the evidence is protected.

5. Confirm that the incident occurred: The investigator verifies the systems and

looks for direct evidence that corroborates the existence of an incident. The
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10.

investigator will then confirm the occurrence of the incident and the need to

actually investigate it.

Interview witnesses: Each person, present at the scene, should undergo a ques-
tioning session with the investigator. In this step, the investigator tries to learn
the most about the incident circumstances and nature. Afterwards, he/she will
use this knowledge to conduct interviews and gather, as much as possible, useful

and important information about the incident.

Identify existing security procedures: In this step, the investigator verifies if
any security procedures were implemented by the company where the incident
occurred. He/she should also acquire a documentation of the actions taken

during the occurrerce of the incident and adjust his/her first response according

to those actions.

Identify potential suspects and detain them if needed: If the investigator has any
reasonable doubt that a specific person might be involved in the cyber-crime
incident, or he/she catches a suspect red handed, he/she has to detain him if
he/she has the authority to do so. In addition, he/she has to call the competent

authorities to come and pick up the suspect for further questioning.

Collect volatile evidence: In the same process of securing the digital crime scene,
the investigator needs to collect the volatile data that could be lost and make

sure that the collected items remain unchanged.

Establish an initial list of systems to be investigated: Once the investigator
becomes familiar with the crime scene, he/she should make an initial list of the
systems that he/she needs to investigate. This list is valuable in the planning of
the investigation. Note that, as the investigation unfolds, the investigator may

find out that new systems are required to be investigated.
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4.3.3 Planning

Description: This phase leverages the output from the previous phases in order to
elaborate a viable plan together with an investigation strategy that may lead to a
successful investigation. The aforementioned plan will guide the investigator in the
subsequent phases i.e. acquisition, analysis, reporting, presentation and closure.
Objectives: The main objectives is to categorize the cyber-crime incident according
to an established prior taxonomy. This would help in planning for the needed au-
thorizations, resources, infrastructure and equipment. In addition, the intent is to
elaborate a course of actions to be executed in order to carry out the investigation.
If the ultimate goal is prosecution, the elaborated course of actions should follow the
needed standards to be admissible in a court of law.

Input: In terms of input, we have the output of the previous phases i.e. preparation,
verification and initial response.

Output: In terms of output, this phase will produce information on the type of crime,
systems to investigate, required authorization, required infrastructure and resources
and a course of actions.

Activities: The planned activities are:

1. Categorization of crime: Before starting the collection of evidence, the investi-
gator needs to classify each crime in a different category according to an a priori

defined taxonomy. Each incident is categorized according to its severity and its

importance.

2. Identification of systems to investigate: Once the verification and initial re-
sponse phase is finished, the investigator should finalize his/her list of systems
to investigate. Every damaged, infected or corrupted infrastructure and system

should be placed on the list for further examination.
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3. Identification of the required authorization: The authorization is required in
every phase. In this particular phase, the investigator is going to plan for all
the authorizations that he/she may need for his/her investigation, according to

the crime category and to the systems he/she needs to investigate.

4. Identification of required resources: Each investigation has a different level of
importance. Some investigations need larger infrastructure and resources than
others depending on the importance and the severity of the incident. In this
step, the investigator will evaluate and estimate the human and technical re-
sources needed for the ongoing investigation, as well as, the cost and the amount

of time that should be spent on the case.

5. Preparation of the case plan: Every little detail on how the acquisition, exam-
ination, analysis, reporting, presentation and closure are going to be executed
is planned at this level. Once, it is detailed enough and the investigator has a
clear idea of the actions to be taken, he/she can carry on with the rest of the

investigation.

4.3.4 Acquisition

Description: In this phase, the investigator proceeds with the acquisition of the ev-
idence in a form that can be preserved, transported, stored, duplicated and later
analyzed. During the acquisition process, the investigator should follow strict proce-
dures and respect approved rules and regulations.

Objectives: The main objectives of this phase are evidence collection, packaging, trans-
portation, storage, preservation, compression, sampling, encryption and categoriza-
tion in addition to system recovery activities, as needed.

Input: In terms of input for this phase, we cite proper legal authorizations to conduct
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the acquisition activities in addition to the investigation plan and a secure crime
scene.

Output: As of the output, we cite a collection of data that preserves the integrity of
the evidence and that is extremely useful and pertinent for analysis purposes.

Activities: The planned activities are:

1. Collection: Computer evidence must be handled very carefully in a way that
preserves its physical integrity and that of the data, it contains. Special con-
siderations should be taken to the data that may get damaged or altered from
electromagnetic fields. The investigator needs to attend there before such an

incedent takes place.

2. Packaging: Each electronic device should be handled with care and the inves-
tigators should follow a strict protocol to package the evidence. Many factors
like humidity,temperature, static electricity, etc, can modify the original state

of the evidence.

3. Transportation: Evidence must be transported to a suitable location for later
examination. This could be simply the physical transfer of seized computers
to a safe location; however, it could also be the transmission of data through
networks. The means of transport used has to preserve the integrity of the

evidence.

4. Storage: The collected evidence, in most cases, are needed to be stored because
examination cannot take place immediately. Each piece of evidence should be
stored following a protocol that is specific to it, and in a way that will preserve

the integrity of the evidence.

5. Preservation of evidence (duplication): Every investigator should know that the

original evidence has to be preserved always and any analysis should be made
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11.

on a copy of that evidence. In this step, the investigator will duplicate the
evidence needed for analysis and store the originals in a safe environment for

proof of integrity.

Creation of integrity proof: Each evidence found should be well documented
and preserved to be able to proof its original state in case of an inquiry by the
court. The documentation will provide a good proof of integrity, which will

make the evidence admissible in court.

Compression: This step explains eventual compression techniques used by en-
cryption, backup or digital signature software used to collect and/or preserve
evidence. The software program, that uses compression, has to be absolutely

lossless, and proved to be not altering the evidence on which it is used.

Sampling: The sampling techniques used in the collection phase must be proven
to preserve the integrity of the evidence. If in fact the sampling technique had
an impact on the collected evidence, it has to be demonstrated clearly and
unambiguously. Every sampling method should be valid and all the conclusions

that can be drawn from the sample have to be defined clearly.

Encryption: Sensitive evidence should be protected through a cryptographic

systems/application .

Evidence Categorization: The collected evidence should be separated in different
groups to perform a better more specific analysis to each group. Some categories

may include: volatile evidence, memory, etc.

System recovery techniques: In this step, the investigator will recover a locked
system to a safe state. Once this system is safe, the investigator will be able to

examine it and extract useful information from it.
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4.3.5 FExamination

Description: This phase is critical for the continuation of the investigation. It ap-
plies some processing to the acquired evidence for the purpose of extracting valuable
information that will be subjected to extensive analysis.

Objectives: The intention is to extract relevant digital evidence from raw data that
was collected in the previous phase. The extracted information should be documented
in details in order to allow an appropriate exploitation.

Input: As input, we do have the data collected on the crime scene in the acquisition
phase.

Output: This phases produces as output valuable and relevant digital evidence that
is fully documented.

Activities: The planned activities are:

1. Data reduction: With the rising of computer capacities and the expansion of
network communication, the investigator faces a huge volume of information to
examine when he/she is conducting a digital investigation. It is very important
to maintain the focus on useful data. While the content of data is known,
some irrelevant data can be eliminated. For instance, the protected system files
included in a working copy of an image of a computer media might have no
relevance to the investigation and therefore should be filtered out. Another way
to minimize the volume of data is to eliminate the information related to events
that occurred in a certain period not relevant to the incident based on the file

timestamps and/or MAC times.

2. Evidence recovery: The forensic examiner can use different approved methods,
techniques, software and hardware to identify and recover every evidence and

information contained in the system or the media investigated. The recovery
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may include the deleted data, unallocated space, partition table, file system,
and file slack, emails/attachments, log files, etc. The recovered evidence should

be documented.

3. Categorization of findings: Based on the type of the evidence and its source,
the forensic examiner may categorize the piece of evidence and answer two
important questions: what is this evidence? and where did it come from? The
categorization of findings may appear very significant to investigative analysis

and reconstruction.

4.3.6 Analysis

Description: The collected data, in the acquisition phase, and identified /recovered
information, in the examination phase, are rigourously analyzed and interpreted in
ordered to bring together all pieces of the cyber crime puzzle, understand the events
that occured, reconstruct the timeline, establish the facts and identify the suspects.
Objectives: The intention is to prove the allegations and reconstruct the complete facts
by addressing the following inevitable questions: What happened (what)?, where did
it happen (where)?, who did it (who)?, How it has been done(how)?, what is the
motivation (why)?, and when did it happen (when)?

Input: As input, this phase takes the collected and examined digital evidence from
the previous phases.

QOutput: As output, this phase may produce facts, timeline and proof statements.

Activities: The planned activities are:

1. Timeline generation: The examined pieces of evidence are used to create a
sequence of events and set up a time of actions leading to the crime facts.
This temporal aspect of evidence may help the investigator to associate cyber

criminal actions happened to the principals involved.
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2. Chain of evidence construction: Individual pieces of digital evidence may not
be useful by their own but when they are integrated in a coherent chain of
evidence, where each link is supported by one or more pieces of evidence and
leads to the next link, they become very useful for the investigator to create
a relational reconstruction and identify important connections between people

and the investigated systems.

3. Hypothesis: It is very hard to get the entire picture of what occurred in a cyber
crime incident. The investigator must establish a hypothesis of what happened
based on the evidence that was left on the crime scene after subjecting it to
examination, correlation and extensive analysis. This hypothesis should be

strong enough to stand up against court scrutiny and challenges.

4. Extracting hidden doto: Hidden data may reveal precious information about
cyber criminals. Therefore, such data should be extracted. The functionality of
hidden data may have significant implication on what happened. The analysis
of protected, encrypted and compressed files as well as steganography can reveal

the attempt to conceal relevant data.

5. Low-level analysis: The investigator should perform low-level (system level)
tasks to recover valuable information that has been logically deleted from the
system such as memory analysis to determine if it contains data fragments that

may be useful to the ongoing investigation.

4.3.7 Reporting

Description: This phase describes, in details, the whole actions and activities (includ-
ing the techniques and procedures), performed by the investigative team within a

cyber forensic process. The first incident responders, the forensic examiners and the
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investigators should create an accurate report at the end of their tasks investigation.
All the reports together with the conclusions should be consolidates into a single
document that will be handed to the investigation lead and/or to the prosecutor.
Objectives: The reporting step aims at supplying the leading investigation and the
prosecutor with a clear, concise and understandable document about the underlying
activities taken to address the crime-incident.

Input: As input, in this phase, we have the the notes, sketches, pictures and reports
from the execution of the previous process phases.

Output: The output of the reporting phase is a comprehensive written report describ-
ing in details the steps, actions, and conclusions that the digital investigators have
made.

Activities: The planned activities are:

1. Activity Documenting: Any task, activity or results should be documented.
The description should be concise, clear and following an established reporting

standard as much as possible.

2. Findings description: The conclusions of the examination and analysis activities
should be communicated in more unambiguous way by making a comprehensive
and clear description of the supporting evidence. The findings are described

in more detail and then summarized as per the requirements of the intended

people.

3. Report Consolidation: All the reports should be consolidated in a single and

unique report that will be handed to the investigation lead or the prosecution

team.
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4.3.8 Presentation

Description: The presentation of evidence determines the outcome of a digital foren-
sics investigation. In this phase, the forensic examiner investigator and the prosecutor
will present the findings and supporting evidence and testify during the trial in court
(assuming that the result of the investigation is complete). In this respect, a well-
documented case is much more likely to be admissible. Hence, it is essential that
the investigator keeps a complete, accurate, and comprehensive documentation of all
activities and actions.

Objectives: The purpose of this phase is to present the findings of the investigation
together with and admissible evidence to a top management or in a court of law.
Input: The presentation considers the result of the reporting phase as an input.
Output: The output of this phase is a presentation of the findings together with the
supporting evidence to the target audience.

Activities: The planned activities are:

1. Preparation: This activity is about the preparation of the presentation of the
investigation conclusions. Time should be allocated to presentation, script-
ing, rehearsal with the appropriate participants (e.g. attorney), identification
of areas that need more clarifications, anticipation of audience questions, etc.
Conclusions should come first in the presentation and they should be supported

afterwards with a strong evidence.

2. Displaying digital evidence: The digital evidence should be displayed in the
testimony in order to back up the claims made and also to provide the needed
context for some facts. For a successful case presentation and testimony, time
should be allocated to figure out what to show in terms of digital evidence and

when to show it.
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3. Testimony: In this activity, the investigator will present, in a perspicuous way,
his/her case to a senior management or a court of law. He/She will proceed
according to a prepared script and display the needed digital evidence to back

up his/her claims.

4.3.9 Closure

Description: The final phase of a cyber forensic investigation process is obviously the
closing of the case undef investigation. Indeed, great consideration should be given
to this step in order to capitalize on the knowledge and experience gained and to
properly destroy, archive and return the evidence.

Objectives: The intent here is to proceed with the case closure by doing an appropriate
disposal of the evidence and also to share knowledge and experience to enhance the
execution of future investigations.

Input: As input in this phase, we have the output of all the previous phases in the
form of reports, evidence, etc.

Output: The output of this phase is the evidence disposal together with a set of recom-
mendations, and learned lessons to incorporate in the subsequent digital investigative
activities.

Activities: The planned activities are:

1. Buidence disposal: The investigation team together with other parties such as
the prosecution team should decide on which part of the evidence should be

destroyed, archived and/or returned to legal owners.

2. Lessons learned: The lessons, taught during the investigation, should be used
later in other cases in order to avoid errors, improve the execution of cyber

forensic actions and enhance the performance.
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3. Submit recommendations: Appropriate recommendations and best practices
about critical information pertaining to encountered problems should be sub-

mitted to the concerned parties.

4. Cross checking/referencing: A solved case can be used to deal with unsolved

similar cases.

5. Profiling: Undertake all actions to create profiles for investigators and digital

crime cases.

4.4 Control and Iterativeness

The proposed process is endowed with a pre-defined control that will allow iteration
over the process phases and also for feedback from phases. This feature may be
revealed important and essential when conducting real-life investigations. Actually,
as the investigation unfo.lds7 there may be a need to do, for instance, more evidence
acquisition, examination and/or analysis. In this type of situations, control becomes
an important aspect in a digital forensic process. Figure 13 depicts the pre-defined

control over the phases of the proposed process.

4.5 Description Language

A very important feature of the proposed process is the computer support together
with the design of a dedicated description language that is meant for the specification

of cyber forensic activities. The importance of this language stems from the following;:

¢ To provide computer support for the investigators on the field.

e To provide the software capability to plan for investigations.
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Figure 13: Control Aspects in the Proposed Process
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e To provide the capability of quality assurance and reporting over planned and

executed investigations.

The language comes in the form of XML. The choice of this format is motivated
by the extensive availability of APIs that facilitate the visualization, parsing, mod-
ification, transmission, and manipulation of XML documents. Figure 14 presents a

sample of the document format type.

«2wmil-version="1.0" encoding="utf-g" 7>
<IDOCTYPE InvestigationAndanalysisPrac: (View Source for full doctype; . }»
¥ BatiarAhd AhalyHisPrats:

vogMotess:
ecasestructures..x/CaseStructure>
Fhllegations

Alhvestigatorns., Lnvastigatonts
ENgmEs aMName>
<Afiliations-. </Affliatian>
£Pasitions:..</Positions

</ Irvestigatars
wxIhvestigatorandTeams
- EInugsti ¢ v stigatar oy

vge o
£ToantDs.io/Toamilis

d W& CustodpIDs
<Authii>.z/duthibs.
i/MathodiDs
Yotes>

£ClstodyIDs: . </CustadyIns
<DateSeizeds.i</DatsSeize>
«<Saizadfroms..¢/SeizedFroms:
<InvestigatorDes.</Investigatorin>
‘<Hashs -

wsportationtigtess

Figure 14: XML Forensic Description Language
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Chapter 5

E-mail Analysis

5.1 Motivation

E-mail may be considered as one of the main vectors of Internet communication, and
its traffic has been increasing tremendously since the advent of the World Wide Web.
Nowadays, it is estimated that more then two trillion E-mail messages are sent per
year either for business or personnel use.

Many companies and institutions rely on E-mail for business transaction. Since
a long time, individuals have adopted E-mail as an alternative to regular mail to
exchange and share information and news . With the increase in E-mail traffic, the
exploitation of E-mail for illegitimate practices is also becoming a common practice.
Some of the known examples are: sending spam, threats, hoaxes, bullying, harass-
ment, racial vilification, viruses and worms. As an example, on the 22 of February
2006, twelve Nigerians were arrested in Amsterdam and the city of Zaandam in E-
mail scam investigation. The arrests involved in this Internet E-mail scam are known
as 419 frauds, where the recipients are coerced into investing in an artificial scheme.

In this instance, most of those victims are found as US citizens, with a total of two
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million dollars in fraudulent earnings. In more serious cases, E-mail is used to carry-
ing out criminal activities such as drugs and human trafficking, plots, assassinations,
child pornography, etc.

One of the major difficulties facing E-mail investigators is the large amount of
E-mails to examine and the reliability of the information contained in these E-mails.
E-mail, by its nature, is very easy to send. The “From" address header field can be
easily forged as in the case of spam E-mails. The metadata containing the E-mail
header and the path along which the message has traversed can also be forged or
kept anonymous. An E-mail can also be routed through anonymous E-mail servers to
hide any information about its origin. Sometimes the only useful information to help

identify the author of an E-mail is the E-mail structure and the message it carries.

5.2 Objectives

As a result of the growing E-mail misuse, investigators need efficient automated meth-
ods and tools for analyzing E~mails. In this work, we propose to develop an E-mail
analysis framework to assist an investigator and to gather clues and evidence in such
an investigation. The framework needs to provide all sort of functionalities to handle
an E-mail corpus in order to extract the required knowledge.

Simple functionalities, such as E-mail storing, editing, searching and queering are
certainly needed, but not sufficient. We need to provide more advanced functionalities
for a multi-stage analysis to help the investigator gain a profound insight in the E-
mail corpus under investigation and achieve more ambitious goals. So our objective
lays in the following four directions: E-mail statistic analysis, E-mail data mining,
E-mail social networks and E-mail geographic localization.

Statistical analysis can without any doubt reveal some non straightforward infor-

mation about E-mails. For instance, the distribution of E-mails per sender or receiver
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in a specific period of time allows to identify periods of time with intense E-mail ex-
change and by the same suspicious activity partners. This in turn may help to restrict
the extent of E-mails for thorough investigation. A more advanced use of statistics
can also help compute profiles for E-mail authors to be used for authorship identifi-
cation [46, 20]. E-mail mining, on the other hand, has received great interest in the
context of computer forensics. Some applications showed big success in identifying
or categorizing authors of anonymous E-mails [41]. Other applications demonstrated
the power of machine learning tools for spam filtering and intrusion detection. E-mail
social networks allow to model user E-mail flows and behaviors to detect misuses that
manifest as abnormal E-mail behaviors [27]. Finally, the E-mail geographic localiza-
tion capability, leverages a means by which an investigator can identify and view

geographic locations associated with E-mail accounts and individuals.

5.3 E-mail Statistic Analysis

To compute statistics on an E-mail corpus, E-mails are first loaded from their raw files
and preprocessed. The preprocessing of an E-mail consists in extracting its relevant
information such as the sender and receiver, the subject, the message body, etc. We
use the Java Mail API (JMA) for this reason. The extracted information of each
E-mail is stored in a database according to the schema shown in figure 15.

The E-mail table collects information about the sender, receiver, and the date
on which the E-mail was sent. In addition, the table archives E-mail domains and
other information related to the clustering and classification of E-mails using data
mining tools. When a single E-mail has many receivers, the table inserts a row for
each receiver. This is because, conceptually, there is no difference between sending
an E-mail to many people at once and sending it to each one individually.

Each E-mail is associated with a folder name attribute for a virtual classification
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Email Body
emailld bodyld
senderEmail subject
receiverEmail message
date rawEmail
bodyld
folder
senderDomain Domain Info
receiverDomain domainName
senderName IPAddress
receiverName address
senderUser latitude
receiverUser longitude
class
cluster

User
userlD
address
latitude
longitude
class
cluster

Figure 15: E-mail database schema

of F-mails in folders. The body table stores information of the E-mail body composed
of the subject, the E-mail message and the E-mail itself in its raw format. The domain
table stores information about domain addresses and their geographic coordinates.
We use some Internet services to identify the physical address of an E-mail server and
its geographic location in terms of latitude and longitude. This information is later
used to provide a geographical localization of E-mail information on a map. The user
table stores information about E-mail users and their physical addresses.

In the current state of our framework, we compute mainly the statistical distri-
butions of E-mails. However the framework offers the possibility to dynamically add
further statistical operations by just specifying appropriate SQL statements.

The following distributions on E-mails are computed:
e E-mails per sender,
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o E-mails receiver,
e Ii-mails per sender domain,

e E-mails per receiver domain.

Note that, we compute all the statistics on E-mails, restricted to a specific period

of time and a specific list of users. Each statistic is associated with a chart in two or

three dimensions (See Figure 16).
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Figure 16: Statistics Viewer

97



5.4 E-mail Mining

5.4.1 E-mail Classification

The classification in data mining is achieved under supervised learning. The process
starts by building a model to map instances from a data set to well known classes.
Each instance is a vector of numerical attributes. Attributes can be nominal, but
they are ultimately converted to numeric representations before processing.

In general, to build a classification model, we feed a learning algorithm with a set
of already classified instances, called the training set. Learning algorithms are very
numerous in the literature. Some common examples are: decision trees [22], Bayesian
probabilistic approaches [30], support vector machines [23] and neural networks [39)].
To test the performance of the developed model, we use a different set of classified
instances, called the testing set. If the classification error of the model is judged
acceptable, the model can be used to predict the class of non-classified instances.
The accuracy of the built classifier depends largely on the size of the training set
and its representation capability with respect to the instances to classify. Generally,
the lager the size of the training set and the higher its representation capability, the
better is its predicting power.

E-mail classification deals in general with the classification of E-mail message
bodies and their subjects [48]. The message and the subject of an E-mail are converted
to vector of metrics, called also features. A typical conversion, starts by tokenizing
the message and the subject of an E-mail to a list of words, then a vector of words
frequencies or counts is produced. Depending on the purpose of the classification,
the words are stemmed to root, and a list of stop words (words to ignore) is used.
Sometimes thresholds are used to fix a limit above which, word frequencies and counts

are considered. In other situations, a totally different set of metrics is used. In our
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framework, we are concerned with two types of classifications. In the first one, we
classify E-mails per topics while in the second one, we classify E-mails per authors

for authorship analysis.

Classification of E-mails per Topics

The possibility to automatically classify E-mails per topics is an important issue in
an E-mail investigation. For instance, if the investigation is about drug trafficking
and we have a large number of E-mails to analyze, the possibility to isolate E-mails
related to this matter would have a big impact on both effort and time saving. One
could think about performing a simple search with the word “drug" or other related
keywords to achieve this goal. However, in some situations this is not satisfactory.
Very often, people use different names and some speech artifacts to hide information.
So the proper way to isolate interesting E-mails is to use a classifier which has already
been trained to identify drug related E-mails.

In our framework, topic classification is achieved using a near classical text mining
procedure. We start the process by selecting a training set, consisting of and already
classified as the collection of E-mails. Part of this set is used to form the testing
set [38]. E-mails are first passed through a preprocessing phase to extract their
constituents: the sender, the receiver, the subject and the meésage body. Each E-mail
is transformed into a vector of attributes, composed of the sender, the receiver, and
some features extracted from both the subject and the message body. The features
we extract are mainly word frequencies. We tokenize the message and the subject
of an E-mail in a list of stemmed words. Both punctuation and space characters are
ignored. We also use a stop list to ignore some structural words. For the classification,

we use a support vector machine learning algorithm [23].
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5.4.2 E-mail Classification for Authorship Analysis

Authorship analysis is one of the most important issues in cyber-crime forensics. It
consists in the examination of the characteristics of a written text in an attempt to
draw some conclusions about its author. In the case of authorship identification, we
try to determine the likelihood that a specific individual is the author of a piece of text
by examining some of his writings. For this purpose, we need to be able to construct
a profile for a suspected author by capturing some features of his/her writing style in

the form of metrics. In general, the main issues in authorship studies are:

e Which types of writing-style features are effective for the identification of au-

thors?

e Which classification techniques are effective for identifying the authorship of

E-mails?

Authorship identification in data mining is considered as a classification problem.
It requires the identification of sets of relevant features of a large number of writ-
ings. Up to now, there is no consensus on a best set of features for a wide range of
application domains.

In early studies, researchers analyzed word usage to identify authors. But since
this feature depends mostly on the content (topic) of the written text, the effectiveness
of this approach is limited. A generic authorship identification needs to be based on
content free features. In [15] and [16], the author proposed to use sentence length and
vocabulary richness. Burrows proposed a set of more than 50 high-frequency words
in [18]. Mosteller and Wallace in [31] demonstrated the discriminating capability
of function words (“if", “while", “then", etc) which was confirmed more recently in
other works [37, 18, 9, 12]. Functions words are classified as syntactic features. They

are content free but help to syntactically form sentences. Punctuation is another
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syntactic feature used in authorship identification. Holmes, in [8], analyzed the use of
some lexical features such as the use of two or three letter words and words beginning
with a vowel. However, syntactic features are proven to be more interesting.
Recently, Corney, Vel, Anderson, and Mohay in [25] investigated some other fea-
tures for authors with different education backgrounds. Koppel, Argamon, and Shi-
moni in [26] and Argamon, Saric, and Stein in [42] showed that there exists a difference
in writing styles between males and females, especially in the use of pronouns and
certain types of noun modifiers. In [33] and [34], the authors investigated new char-
acteristics to be used in the case of E-mail authorship analysis. Other studies focused
on comparing different types of writing style features and classification techniques.
Even if key-word-based features are not effective for author identification, in some
situations, the proper use of these features may improve the performance of authorship
identification in topic related to investigations, as they can express personal interests

[6, 41].

Techniques for Authorship Identification

Techniques for authorship identification can be classified in two categories: statistic
techniques and machine learning techniques. In early studies, most analytical tools
used in authorship analysis were statistical methods. Statistical techniques precede
machine learning techniques as proposed in a pioneering study of Mendenhall in
[46] in 1887. The technique constructs histograms of word-length distribution for
various authors and compare them to the distribution histogram of the text to classify.
Farringdon in [20] used a cumulative sum statistics procedure. The technique consists
in creating the cumulative sum of measured variable deviations and present it as a
graph to compare between authors. Burrows in [5] employed principle component

analysis on the frequency of function words.
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In recent times, machine learning techniques are more investigated for authorship
analysis. Machine learning methods achieve higher accuracy than statistical methods
and can deal with a larger set of features. They are also more tolerant to noise
and nonlinear interactions among features [10]. In 1996, Tweedie et al [13] were
successful in using a neural networks, to attribute authorship. Neural networks were
also used by Frank, Kowalczyk, and Ham in [21] to identify poets with an accuracy
of up to 90% using letter-sequence features. Diederich et al., in [19], used Support
Vector Machines(SVM) to identify with up to 80% accuracy the writings of seven
authors from a set of 2,652 newspaper articles written by several authors. De Vel et
al. in [34] used SVM to classify 150 E-mail documents from three authors with an
accuracy of 80%. Stamatatos et al. in [11] studied the impact of the training data
size on authorship-identification performance. They concluded that the classification
performance is improved as the number of writings from each author increases, but

drops as the number of authors increases.

Framework for Authorship Identification

Authorship identification techniques have achieved many successes in literary and
forensic applications. On the other side, E-mail authorship studies are very limited.

E-mails have very special characteristics compared with conventional writings such
as literary works and published articles. This makes the application of authorship
techniques to E-mail not so straightforward. E-mails are short texts, sometimes less
than few words. Ledger and Merriam in [14] established that authorship characteris-
tics would not be significant below 500 words. Forsyth and Holmes in 1996 reported a
difficulty in identifying the author of a text with less than 250 words. This is because

the vocabulary used in short text is limited and features such as vocabulary richness
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may not be apparent. Furthermore, authorship identification for conventional writ-
ing deals in general with no more than 10 authors. In E-mail investigations, E-mail
users are numerous, but E-mails available from each user may be limited. This makes
author identification a big challenge. However, E-mails have some special features
that conventional writings do not have. Some of these features are: structural lay-
out traits, unusual language usage, unusual content markers, sub-stylistic features,
special greetings and signatures, etc. All these special characteristics can be used to
construct an appropriate feature set. So an important step in our E-mail authorship
project is the proper selection of the set of features to use.

In our work, we developed an approach for authorship identification where we
considered three types of writing-style features: lexical, syntactic and structural. We

used machine learning techniques to build classification models to identify authorship.

Used Features Based on the review of previous studies, we use three types of
features: lexical, syntactic, and structural.

Lexical features include both character and word-based features [33, 38, 46, 34].
Syntactic features include function words and punctuation. These features are im-
portant because they capture author’s practices related to sentence structures [33].
Structural features are related to text organization such as paragraph indentation,

paragraph size and separation. We list in the following the set of features, we consid-

ered:

o Lexical features

— Character-based features

* Frequency of upper-case characters.
* Frequency of upper-case characters at the beginning of sentences.

*x Frequency of white space characters: space, tab, new line

103



* Frequency of special characters

- 3 @’ #) $, °/°) "&’ *’ “ -3 = ’+’ >, <’ [’ ]’ {, }) /, \, I

o Word-based features

— Frequency of vocabulary words
— Frequency of numbers
— Average sentence length in terms of word

— Percentage of different words
e Syntactic features

— Frequency of function words (320 features)

— Frequency of punctuation
o Structural Features

— Frequency of blank lines
— Average size of E-mails
— Average number of words per paragraphs

— Presence of a greeting

Authorship Identification Process Authorship identification is achieved using
classification techniques provided by the Weka API publicly available at “http://www.cs.waikato.
Some classifiers known to yield good results in authorship identification are the ID3
decision tree [22], backpropagation neural networks [39], and SVM [32]. In our study,
we used both SVMs, bayesian networks and the J48 decision tree classifier.

The process of authorship identification is based on the following steps (see Figure

17 for a graphical view of the process):
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1. E-mail Collection: The E-mail investigator has to collect as set of E-mails

written by suspicious known others.

2. Feature Extraction: E-mails are preprocessed to extract their message bodies
and subjects, then the relevant features are extracted using appropriate text
parsers. A profile is constructed for each E-mail. It consists of the set of

features structured as a vector of numbers.

3. Model Generation:

The constructed set of E-mails profiles is divided into two subsets. The first one
(the training E-mails) is used to train the learning algorithm, the second one
(the test E-mails) to evaluate the predicting power of the constructed model.
The effectiveness of the constructed model is a function of its ability to correctly

classify the test E-mails.

4. Author Identification:

After the classification model is built, it is used to predict the authorship of

suspected E-mails.

5.4.3 E-mail Clustering

Clustering is the process of grouping data in semantically close sets to achieve sim-
plification by modeling data using its clusters. The notion of clustering stems from
mathematical foundation, such as: statistics and numerical analysis. From a machine
learning perspective, clustering is an unsupervised learning process used to retrieve
hidden patterns [36]. In practice, clustering is used in data mining applications such
as scientific data exploration, computational biology, text mining, marketing, medical

diagnostics and many others. In the case of E-mail mining, we use clustering to infer
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Figure 17: Authorship Identification Process

E-mail’s discussion topics, user activities and authorship. We also use clustering to
initiate the process of creating classifiers.

To cluster E-mails per discussion topic, E-mails are processed for feature extrac-
tion in exactly the same way as for the classification per topic (see section 5.4.1).
After clustering, clusters are tagged with some statistics, namely the most and least
frequent keywords and the most and least frequent senders and receivers. Most fre-
quent keywords help to identify the topic of discussion, where as most frequent senders
and receivers help to tag people with their topics of interest. For authorship iden-
tification, E-mails are processed alike the classification for authorship analysis (see
section 5.4.2). After clustering, clusters are tagged with the most and least frequent
senders and receivers. Since E-mails are clustered according to writing styles, most
frequent senders may help to identify authors of anonymous E-mails. Another way

of identifying authors is to cluster E-mails with both known and unknown authors.
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If an E-mail with an unknown author appears in a cluster where a specific sender is

the most frequent, this sender may be the author of the E-mail.

5.5 E-mail Social Networks

Social network analysis is the study of connections between people. E-mail social
networks allow to model user E-mail flows and behaviors to detect misuses that
manifest as abnormal E-mail behaviors [24]. The social network of an E-mail corpus
can be depicted as a graph, where the nodes are senders and receivers and the edges
represent the E-mail traffic.

The structure of a person’s social network may convey a great deal of informa-
tion about his/her behavior and interaction with people (friends, colleagues, family
members, etc). For instance, we can know how often this person maintains distinct
relationships between groups of people, how often, and how much. Do these people
have few close friends, and do they have regular interactions? Are these interactions
separated based on roles (work, friends, family, etc)? What types of content do they
exchange? In an E-mail investigation, social networks can reveal interesting informa-
tion about potential suspects, like identifying collaborators, suspicious E-mails and
suspicious periods of times.

In our framework, we are mainly interested in visualizing E-mail social networks
and computing some statistics on E-mail flows. We use three types of graph to depict
social networks. The first one, called user network, is a graph where nodes are E-
mail accounts and the edges represent the E-mail traffic flow (see figure 18). The
traffic between individuals can be split according to the different classes of E-mails as
computed during the last classification. The second graph, called domain network, is
a graph where nodes are E-mail domains and the edges represent the E-mail traffic

flow. The traffic between domains can also be split according to the different classes
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of E-mails computed during the last classification. The last graph, called E-mail
temporal network, is the user network augmented with time information about E-

mails, to reflect how the E-mails exchange activity evolves with time.
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Figure 18: Social Network Viewer

5.5.1 E-mail Geographic Localization

In any investigation, localizing resources and individuals is an important issue. In
this perspective, we propose a geographic framework in the form of an interactive
map viewer where an investigator can visually localize and explore geographic sites of
relevance to the investigation. Some information, related to investigated E-mails can
also be rendered directly on the map viewer to guide the investigator. For instance,

an E-mail is rendered on the map as an arrow between the sender and receiver E-mail
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domains geographic locations. If the physical addresses of the sender and receiver are
known, an arrow between these two locations is also drawn.

Other information such as the flows of E-mail between E-mail participants can
be rendered directly on the map by appropriately labeling arrows that connect them

(see figure 19).
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Figure 19: Map Viewer

Map Retrieval

Maps from Internet GIS system, such as: Google, are accessible using a simple
browser. The map of region, at a specific zoom level, is recovered tile per tile from the
server using simple http requests, then reconstructed locally and displayed using a
Javascript code. The Mercator projection combined with some affine transformations

allows to locate positions on the map and navigate thought it.
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Google offers three different views of a map (see Figure 20):

1. The map view, where the map is rendered using simple drawing,
2. The satellite view with high quality satellite pictures,

3. The hybrid view where both satellite pictures and informative drawings are

combined.

Figure 20: Map, Satellite and Hybrid Views of Maps

Our solution to the map retrieval issue was to design map retrieval and map
reconstruction system in the same way as the browser works. To ensure that the
solution works even offline, a cache management system has been elaborated to persist
already explored maps on the local hard drive. This system can also be set to capture

the map of a whole region in a disk and even the whole planet, at different zoom levels
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and for the three different views (map, satellite hybrid). Note that, with this solution,
we avoid disclosing any information to the outside world. In fact since the map is
cached locally, all map manipulations such as localizing specific regions or drawing

on top of the map is performed locally.

5.6 E-mail Forensic Analysis Framework

An appropriate computer software is required to assist the investigator to success-
fully carry out his/her inquiries. In this context, we developed a tool we called E-mail
Forensic Analysis Framework (EFAF) as an integrated framework, where a security
analyst may perform a variety of tasks related to E-mail analysis. Some of these tasks
relate to the E-mail classification and clustering, authorship identification, and social
networks computation. With functionalities implemented in EFAF, several forensic
data sources can be presented together in a common interface. EFAF converts to
distributed data sources relevant to a forensic investigation and creates a common
easy-to-use view with some useful decision support functionalities for an E-mail in-
vestigation. These data sources can also be queried and explored using drill down
capabilities to gain insight in the data and extract knowledge. These tools can then
be used in a very simple and convincing way for data mining and statistical decision
making.

EFAF can be used to provide plenty of analysis ranging from simple statistic
models to sophisticated data mining models constructed using the tool Weka. Weka
is a powerful open source data mining environment integrated in the EFAF module.

The functionalities of EFAF include:

1. The inspection of E-mail archives and related information by browsing through

several data sources coming from different databases
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2. Develop data mining models to help classify E-mails in well established cate-

gories, or cluster them according to unknown relationships
3. Compute dependencies between users and cliques of users using social networks

4. Search through E-mails using keywords

The EFAF system is programmed in Java and uses several Java technologies such
as Java swing, Java mail and JDBC. Swing is used to build the graphical user interface
and render information in several visual formats (trees, lists, pictures,... ). Java mail
API is able to parse E-mails in several file formats and extract relevant information.
JDBC allows to store these information in any JDBC compliant database such as

Oracle , MySql and SQLserver.
EFAF is composed of five sub modules, which can be used separately or together,

to build and explore decision support models. These modules are:

1. Database browser,

2. Statistics explorer,

3. Data mining explorer,
4. Weka tool,

5. E-mail Explorer.

We start by giving a brief description of the first four modules then dig into the

details of the E-mail explorer and the capabilities it provides for an E-mail investiga-

tor.
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5.6.1 Inter Database Browser

As its name suggests, the inter database browser allows to interact with several het-
erogeneous databases (Oracle, Sybase SQL server..) from a single interface, with
a drill down capability. This capability allows to navigate through the data in a
database, as presented in tables or views, by using a tree structure. The navigation
in a database is based on relationships between tables as represented by foreign keys.
The inter database browser extracts the relationship information from the metadata
saved in the database, then use it to construct a physical entity relationship dia-
gram. To allow the navigation among several databases, the user can supply and
save relationships between tables of different databases to the inter database browser.
These inter database relationships are then used to create connections between the
entity relationship diagrams of several databases and expose them as a single entity

relationship diagram for all connected databases.

The main functionalities implemented in the database navigator are as follows:

1. Dynamic creation of connections to JDBC compliant databases
2. Presentation of data in tables and views with a drill down capability

3. Creation of relationships between different data bases to let the drill down

capability among several databases
4. Issuing and saving SQL statements

5. Preparing data sets to create data mining models using the tool Weka

Dynamically Create Connections to JDBC Compliant Databases

This capability allows the user to view, at the same time, to the contents of several

JDBC-compliant databases (see figure 21). The user may easily establish a connection
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to a new local or remote database server. The specification of a connection requires
to set the appropriate JDBC driver, the connection string which mainly indicates the
address of the database server on the network, and finally an appropriate username
and password. The user can also add JDBC drivers dynamically to the environment,

drop drivers and database connection as needed.

JDBC

=

*e e

BM DB2 Oracle Microsoft
Database SQL Server

Figure 21: Client Server Architecture of the Inter Database Browser

Explore the Data in Tables and SQL Queries with a Drill Down Capability

The data exploration in a database is achieved using a tree structure where database
connections appear at higher levels followed by tables and views (SQL queries).
Browsing a database connection opens a new level where tables and views are dis-
played, each one in a separate branch. Browsing a table (a view) opens a new level

where all records in the table (the view) are displayed, each one in a separate branch.
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Browsing a record, opens a new level where attributes of the record followed by their
values are displayed on deferent branches, with extra branches associated with for-
eign keys. These extra branches, allow to achieve a drill down capability by offering
the possibility to directly navigating in the records referenced by the corresponding

foreign keys.

Create Relationships between Different Databases

To make the drill down capability span among databases, the user can dynamically
create relationships between tables, even if these tables are in different databases.
When some fields in a database table are related (i.e., have the same meaning) to
some fields in another database table, a relationship between these tables can be
created and persisted. This relationship will play the same role as the one played
by foreign keys in establishing connections between tables in the same database. A

relationship is set by specifying the two related tables and their corresponding related

fields.

Issue and Persist SQL Statements

The users can query a database by issuing SQL statements from the interface. When-
ever an SQL statement is of some interest, it can be persisted for future usage. This
feature is similar to the creation of views in a database, except that the created SQL
statement is saved locally in the file system instead of the database. To persist an
SQL statement, the user has to provide a name for it and a text description, if needed.
Persisted SQL statements are listed in a tree structure in categories. These categories
are dynamically created by the user. A statement can be executed at any moment,

the results may be displayed in a table or chart and can printed or saved.
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Prepare Data Sets to Create Data Mining Models Using Weka

To construct a data mining model using the tool Weka, the requited data need to
be organized in a data set. The user may use the functionalities implemented in the
inter database browser (see figure 23) to create data sets from connected databases
or he/she can also provide data sets from external sources. A data set is simply a set
of records similar to a table in a database.

Weka native data storage method is ARFF format (see figure 22). It is easy to
convert a spreadsheet or a result of an SQL query to ARFF format. The bulk of an

ARFF file consists of a list of the instances. The attribute values for each instance

are separated by commas.

@relation weather

@attribute outlook {sunny, overcast, rainy}
@attribute temperature real

@attribute humidity real

@attribute windy {TRUE, FALSE}
@attribute run {yes, no}

@data
sunny,85,85,FALSE,no
sunny,80,90,TRUE, no
overcast,83,86,FALSE,yes
rainy,70,96,FALSE yes
rainy,68,80,FALSE, yes
rainy,65,70,TRUE,no
overcast,64,65, TRUE,yes
sunny,72,95,FALSE no
sunny,69,70,FALSE,yes
rainy,75,80,FALSE,yes
sunny,75,70,TRUE,yes
overcast,72,90,TRUE,yes
overcast,81,75,FALSE, yes
rainy,71,91, TRUE,no

Figure 22: Example of an ARFF File
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Figure 23: Inter Database Explorer

5.6.2 Statistics Explorer

The statistic explorer allows to associate SQL query with very elegant charts to gain
better insight from the data. Charts are constructed using the ExpressChart API.
This API provides a chart viewer with very sophisticated interactive functionalities
ranging from simple rotation, resizing, zooming operations to switching between sev-
eral possible views in two and tree dimensions.

Charts are displayed in a tree structure and groups of categories. The user can
dynamically create new categories and new charts (see figure 24)), and display them

by a simple click of a mouse.
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Figure 24: Statistics Explorer

5.6.3 Data Mining Explorer

Traditional business intelligence tools such as reports, interactive query and reporting
only report on what has happened in the past. They report on historical activities and
current status values. Online Analytical Processing (OLAP) provides rapid drill-down
for fast, more detailed information, roll ups, forecasting and trend analysis but usually
only for averages, sums, trends, and group-by aggregates. None of these approaches
can provide the deeper insights and views to the future like data mining. Data
mining uses machine-learning techniques, developed in the last decade and doesn’t
suffer from the same limitations. Data mining sifts deeper into data to discover
information, patterns, factors, clusters, profiles, and predictions that remain “hidden”

in the data. It allows to discover new insights, segments and associations, make more
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accurate predictions, find the variables that most influence business activities, detect
anomalies, and in general, extract more information from the data.

The data mining explorer (see figure 25) enables the user to directly interrogate
data mining models constructed using the tool Weka. The models are organized
in a tree structures in three main categories: Classifiers, Clusters and Association
rules. Data mining models can be dynamically constructed with the tool Weka,
then integrated in the data mining explorer in the appropriate category. Further

categories can be added dynamically to the data mining explorer tree to customize

the organization of its data mining models .
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Figure 25: Data Mining Explorer
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5.6.4 Weka Submodule

The Weka submodule is actually a complete integration of the Weka workbench. Weka
is a collection of state-of-the-art machine learning algorithms and data preprocessing
tools. It provides extensive support for the whole process of experimental data mining,
including preparing the input data, evaluating learning schemes statistically, and
visualizing the input data and the result of learning. With a wide variety of learning
algorithms, it also includes a wide range of preprocessing tools. It is designed so that
one can quickly try out existing methods on new data sets in flexible ways. This
diverse and comprehensive toolkit is accessed through a common interface so that its
users can compare different methods and identify those that are most appropriate for
the problem at hand.

Weka was developed at the University of Waikato in New Zealand, and the name
stands for Waikato Environment for Knowledge Analysis. The system is written in
Java and distributed under the terms of the GNU General Public License and available
from http://www.cs.waikato.ac.nz/ml/weka. It runs on almost any platform and has
been tested under Linux, Windows, and Macintosh operating systems, and even on a
personal digital assistant. It provides a uniform interface to many different learning
algorithms, along with methods for pre and postprocessing and for evaluating the
result of learning schemes on any given data set.

Weka provides implementations of learning algorithms that can be easily applied to
a data set. It also includes a variety of tools for transforming data sets. For instance,
it is possible to preprocess a data set, feed it into a learning scheme, and analyze
the resulting classifier and its performance, all without writing any program code
at all. The workbench includes methods for all the standard data mining problems:

regression, classification, clustering, association rule mining, and attribute selection.
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Getting to know the data is an integral part of the work, and many data visual-
ization facilities and data preprocessing tools are provided. All algorithms take their
input in the form of a single relational table in the ARFF format (a very simple text
format), which can be read from a file or generated by a database query. One way
of using Weka is to apply a learning method to a data set and analyze its output to
learn more about the data. Another is to use learned models to generate predictions
on new instances. A third is to apply several different learners and compare their
performance in order to choose one for prediction. The learning methods are called
classifiers and in the interactive Weka interface they are selected from a menu. Many
classifiers have tunable parameters, which are accessible through a property sheet or
object editor. A common evaluation module is used to measure the performance of all
classifiers. Implementations of actual learning schemes are the most valuable resource
that Weka, provides. But tools for preprocessing the data, called filters come a close
second. Like classifiers, filters are selected from a menu and tailored to the needed.
Weka, also includes implementations of algorithms for learning association rules, clus-

tering data for which no class value is specified, and selecting relevant attributes in

the data.

WEKA Usage

The easiest way to use Weka is through a graphical user interface called the Ezplorer
(see figure 26). This gives access to all of its facilities using menu selection and form
filling. For example, the user can quickly read in a data set from an ARFF file (or
spreadsheet) and build a decision tree from it. But learning decision trees is just the
beginning: there are many other algorithms to explore. The explorer interface helps
to do just that. It guides the user by presenting choices as menus, by forcing him to

work in an appropriate order by graying out options until they are applicable, and by
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presenting options as forms to be filled out. Helpful ¢o0l tips pop up as the mouse
passes over items on the screen to explain what they do. Sensible default values
ensure that the user can obtain results with a minimum of effort, but he has to think
about what he is doing to understand what the results mean. There are two other
graphical user interfaces to Weka. The Knowledge Flow interface (see figure 27) allows
to design configurations for streamed data processing. A fundamental disadvantage
of the explorer is that it holds everything in the main memory when a data set is
open, it immediately loads it all in. This means that it can only be applied to small to
medium-sized problems. However, Weka contains some incremental algorithms that
can be used to process very large data sets. The knowledge flow interface lets the
user drag boxes representing learning algorithms and data sources around the screen
and join them together into the needed configuration. It enables the user to specify a
data stream by connecting components representing data sources, preprocessing tools,
learning algorithms, evaluation methods, and visualization modules. If the filters
and learning algorithins are capable of incremental learning, data will be loaded and
processed incrementally.

Weka’s third interface, the Ezperimenter ( see figure 28), is designed to help an-
swer a basic practical question when applying classification and regression techniques:
which methods and parameter values work best for the given problem? There is usu-
ally no way to answer this question a priori, and one reason the workbench was
developed was to provide an environment that enables users to compare a variety
of learning techniques. This can be done interactively using the explorer. However,
the experimenter allows to automate the process by making it easy to run classifiers
and filters with different parameter settings on a corpus of data sets, collect per-
formance statistics, and perform significance tests. Advanced users can employ the

experimenter to distribute the computing load across multiple machines using Java
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remote method invocation (RMI). In this way one can set up large-scale statistical
experiments and leave them to run. Behind these interactive interfaces lies the basic
functionality of Weka. This can be accessed in raw form by entering textual com-
mands, which gives access to all features of the system. When Weka is started, it is
possible to choose among four different user interfaces: the explorer, the knowledge
flow, the experimenter, and the command-line interface (see Figure 29). An important
resource when working with Weka is the online documentation, which has been auto-
matically generated from the source code and concisely reflects its structure. It gives
the only complete list of available algorithms because Weka is continually growing
and being generated automatically from the source code, the online documentation is
always up to date. Moreover, the online documentation becomes essential to access

the library from a separate Java programs.

WEKA Screenshots

5.6.5 E-mail Explorer

The E-mail explorer (see figure 30) allows for a multi-stage analysis of a set of E-mails
using social networks, text mining techniques, geographic rendering and statistical
analysis, to gain in depth view into the underlying information.

The E-mail explorer works with a database (DB) back-end for a fast and conve-
nient analysis of E-mail data. E-mails are first loaded from their raw files using the
Java E-mail API, then structured and stored in a database according to the schema,
as shown in Figure 31.

The E-mail table collects information about the sender, receiver and the date and
time when the E-mail was sent. In addition, the table archives E-mail domains and
other information related to the clustering and classification of E-mails using data

mining tools. When an E-mail has many receivers, the table inserts a row for each
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receiver. This is because, conceptually, there is no difference between sending an
E-mail to many people at once and sending it to each one individually.

Each E-mail is associated with a folder name attribute, for a virtual classification
of E-mails in folders. The body table stores information of E-mail body composed
of the subject, the E-mail message, and its raw format (by raw we mean the E-mail
without formatting).

The domain table stores information about domain addresses and geographic co-
ordinates. This information is used to get geographical localization of E-mail infor-

mation on a map.

The user table stores information about E-mail users and their physical addresses.
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Figure 27: Weka Knowledge Flow Interface

5.6.6 E-mail Browsing and Exploration

The E-mail browser provides a structured view of E-mails in folders. The content
of each folder may be viewed separately or together. A folder is viewed in a folder
viewer where the list of its E-mails is displayed. Several folder viewers can be opened
at the same time with the possibility to perform E-mail movement between them.

An E-mail folder viewer offers some classical functionalities related to as E-mail
sorting, searching and also some advanced functionalities related to E-mail data min-
ing and social networks visualization.

Advanced functionalities are presented in the following view sets:

1. Details editor

2. Map viewer
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Figure 28: Weka Experimenter Interface
3. Statistic viewer
4. Social network viewer

5. Data mining viewer

Details Editor

The details editor (see figure 32) offers three different views of an E-mail content:
text, html and raw format. The text view shows the text content of an E-mail, the
HTML views shows its HTML view if it has an HTML content, and the raw view,

presents the E-mail in its raw state, as it was received.
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Figure 29: Command-Line Interface

Map Viewer

The map viewer (see figure 33) renders some E-mails information directly on real
geographic maps using an internet GIS. For instance, when an E-mail is selected in
the folder viewer, an arrow is drawn between the sender and receiver E-mail domains
geographic locations. If the physical addresses of the sender and receiver are known,

an arrow between these two locations is also drawn.

Other information such as the flows of E-mails between E-mail participants can
be rendered directly on the map by appropriate labeling of the arrows that connect

them.
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Figure 30: E-mail Explorer

Statistics Viewer

We compute several statistics on E-mail accounts and E-mail traffic, view them using
appropriate charts for better and easy interpretation. The computed statistics include
the distributions of E-mail flow per sender, recipient and domain. Other statistics
relate to the distribution of E-mail per class and cluster in a selected periods of times.
Statistics models are created in the statistic explorer then automatically inserted in

the static viewer (see figure 34). A statistic model is created by specifying an SQL

query to extract relevant data and associating it with the appropriate chart.
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Figure 31: E-mail Database Schema

Social Network Viewer

In order to study E-mail flows between users and groups of users, we compute a set
of cliques and display them in the form of networks (see figure 35), through a fully
fledged graph editor. The user may explore those networks and transform them if
needed to gain insight in the dynamics of E-mail traffic. These capabilities offer the
possibility to identify groups of related E-mail accounts that participate with each
other in common E-mail communications.

Different views of E-mail traffic can be displayed. The flow of E-mail/s between
users and groups of users is reflected by the thickness of the links that connect them.
This thickness increases with the intensity of the E-mail traffic. Colors are also used

to easily identity the different classes and clusters of E-mails.
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Data Mining Viewer

The Data mining viewer (see figure 36) enables to build machine-learning models
from different sets of E-mails, using several data mining models. It also allows to
evaluate these models on other sets of E-mails. The functionalities of the Data mining
viewer are split into two parts, classification and clustering. Classification allows to
build data decision models on sets of E-mails which are already classified, where as

clustering seeks to identify hidden relationships between unclassified E-mails.
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Figure 33: Map Viewer
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Chapter 6

Conclusion

Security is emerging as one of the most important challenges that are ever faced
by computing research. Individuals, corporations and organizations are exposed to
various attacks that lead to severe consequences ranging from life-threat, financial
loss to information theft, denial of service, etc. With the growing pace of Internet
technology, previously developed security mechanisms are becoming ineffective to
hinder the unauthorized and disruptive use of cyber resources and thereby protecting
the safety and privacy of cyber environments. In this context, cyber-forensics plays
a major role by providing scientifically proven methods to detect and respond to
cyber incidents by gathering, processing, and interpreting digital evidence in order
to establish a conclusive description of cyber-crime activities. Even though cyber-
forensics is at its infancy as a discipline, it is extremely pertinent as a security tool
now-a~-days more than ever. Accordingly, there is a desideratum for designing and
implementing a framework that incorporates dedicated processes, methodologies, and
techniques to enclose the whole cyber-forensics life cycle. Such a framework will help
the investigator in verifying incidents, responding to deliberate attacks, collecting
clues/evidence, and analyzing the evidence.

The contribution to this thesis is twofold. The first set of contributions is relative
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to cyber-forensic processes. In this respects, this thesis presents a detailed study
of the state of the art processes. It also focusses on a comparative study of the
existing digital forensic processes. With the detailed understanding of the potential
and pitfalls, a proposal is provided for a new process that may leverage the major
features of existing processes, while fixing their identified deficiencies. In addition,

the unified cyber-forensic process provides new features which can be summarized as

follows :

e Detailed principles

Investigative phases

Quality assurance

e Control and iteration

Description language

Computer support

The second set of contributions is relative to cyber-forensic analysis. Actually,
an emphasis has been placed on e-mail forensic analysis. Database and data mining
techniques are used to provide practical insights and useful abstractions that may help
the digital forensic investigations. The e-mail forensic analysis framework provides

the following functionalities:

e Statistical analysis

Geographical localization

Social Networks

Data mining analysis
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¢ Authorship identification

As the future work, we first require the incorporation of this process into the
software framework, being developed at the Computer Security Laboratory. Besides,
we suggest the extension of the e-mail analysis capabilities by having a high-level
query language together with the underlying execution engine and interface, which
will allow the forensic investigator to browse and navigate inside the e-mail evidence
and answer important questions that are related to the ongoing investigations. In
addition, we propose the elaboration of a language for the description, planning and

execution of cyber-forensic activities.
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