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ABSTRACT
Preserving Privacy in Web-based e-Health Systems
Yuan Hong

Safeguarding patients’ private information is one of the most challenging issues in the
design and implementation of modern e-Health systems. A patient’s consent should usually
be obtained before his/her private information can be disclosed. Recent advances in Hippocratic
Databases (HDB) show a promising direction towards the enforcement of privacy policies
in e-Health systems. With HDB, patients need to specify their privacy preferences about
what data to be disclosed to which recipients for what purposes. However, this may become
a daunting task in a complicated application that involves potentially a large number of
combinations of data recipients, purposes, and granularities of data. This thesis tackles issues
in applying the HDB design to e-Health systems. More specifically, I design an architecture
for integrating APPEL preferences with HDB, extend the original HDB design to support
fine-grained privacy authorizations demanded by patients and adapt the design to a multi-
dimensional model; I propose a series of methods for patients to more conveniently specify
their privacy preferences based on the hierarchies naturally existing in each dimension of
a privacy preference, define meta-policies to resolve potential conflicts between preferences
specified over time, and discuss how to represent such preferences with a snow-flake schema
in backend databases. Finally, I illustrate the implementation issues and justify my designs

with experimental results.
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Chapter 1
INTRODUCTION

1.1 Introduction on e-Health Systems

“e-Health is an emerging field in the intersection of medical informatics, public health and
business, referring to health services and information delivered or enhanced through the
Internet and related technologies” [Eys01]

The healthcare industry is undergoing fundamental changes. Examples of such changes
include a shift from hospital-centric services to a more ambulatory system (with home care,
day care clinics, and so on) and the treatment of chronic diseases that actively involves the
patient himself/herself [Bis05]. The emergence of Web-based e-Health portals is a natural
result of such changes because such portals provide patients and healthcare professionals
easy accesses to information no matter where they are. According to a recent survey, most
patients say they are very interested in and capable of accessing healthcare information and
services via a Web-based portal system [Eys01]. However, my research work is based on the
privacy-preserving issues in such a Web-based e-Health systems.

Furthermore, e-Health can encompass a range of services which are related to medicine or
healthcare and information technology: Electronic medical records (also called Electronic pa-
tient records), Telemedicine, Evidence based medicine, Consumer health informatics, Health

knowledge management, Virtual healthcare team and Medical research uses e-Health grids



[Wik]. Among those research, Electronic Patient Records (EPR) enables healthcare profes-
sionals to establish easy communication of patient data and various accesses on patients’
personal records. My research work concentrates on those processes and provides several

solutions on how to preserve privacy in such processes.
1.2 Privacy in e-Health Systems

Electronic healthcare systems are playing a critical role in today’s medical organizations.
How to safeguard patients’ private information is an important and challenging issue faced
by the designer and administrator of e-Health systems. The privacy issue is critical to
such systems because most medical data are about individual patients and highly sensitive
[AJO7]. Inappropriate disclosures of those data cause privacy breaches to patients, which
in turn lead to serious legal and financial consequences to the organization. At the same
time, the privacy issue is particularly challenging in e-Health systems due to the usually
complex design and implementation of such systems. There exist standards and solutions
for addressing the privacy issue in general-purpose applications. The Platform for Privacy
Preferences (P3P) developed by the World Wide Web Consortium (W3C) allows users and
websites to declare privacy preferences and policies in a machine-readable format [Con].
On the other hand, the Hippocratic Databases is a framework for enforcing privacy policies
based on database technologies [AKSX02a]. The integration of P3P and HDB is a natural
solution for preserving privacy in e-Health systems, which forms the basis of this research
work.

Meanwhile, the privacy issue in online systems has drawn considerable attentions lately.

Users may abandon an electronic service if they feel being requested for too much private



information. This fact calls for a more flexible way for users to specify their privacy pref-
erences rather than simply accepting or rejecting a fixed set of policies determined by the
service provider. For example, in an e-Health system, patients should be allowed to control
aspects like “which parts of their personal data will be disclosed”, “to whom the data will be
disclosed”, and “for what purposes the data will be disclosed” according to privacy legislation
and regulations [10496]. However, specifying such preferences becomes a daunting task in
a large and complicated application where personal data may exist at different granularity
levels, and such data may potentially be disclosed to a large number of recipients and for

many different purposes.
1.3 Objective and Motivation

The main objective of this research is to address following two pertinent issues in the collec-

tion phase of patients’ private data in an e-Health portal system:

e Demonstrate a model for representing privacy requirements of patients’ data based on
relational data model and multi-dimensional data model. The solution will extend the
well known Hippocratic Database (HDB) model to support fine-grained access control

and multi-dimensional database applications.

e Propose a method to simplify the tasks of patients in specifying privacy requirements.
The method will take advantage of hierarchies naturally existing in various dimensions

of privacy requirements.

The main motivation of this research comes from the unique requirements and specifi-
cations of e-Health systems. As described in Section 1.1, e-Health is a process to provide

healthcare via electronic approaches, especially over the Internet. E-Health systems share



lots of characteristics with other systems, such as e-Commerce systems or other e-Services
related systems. These characteristics include general security features (e.g. SSL), system
architecture, communication protocols .etc. However, e-Health systems also exhibit some
distinguishable features, in particular with respect to preserving privacy, that are rather

different from general e-Services systems:

e First, the data in e-Health systems are more sensitive than data in general e-Commerce
systems. This is evidenced by the fact that e-Health systems are usually under more

scrutinies from governments and organizations through regulations and laws, such as

HIPAA.

e Second, in contrast to general e-Commerce systems, e-Health systems require more
non-traditional data types, such as multimedia data (for example, Electrocardiogram
(ECG) or Magnetic Resonance Imaging (MRI)). The optimization of database schema
thus becomes critical since redundancy in such multimedia data can lead to significant

overhead in storage.

e Thirdly, e-Health systems have a broader range of services than general e-Commerce
systems. In e-Commerce systems, fnost applications are based on similar processes
(such as online transactions), whereas applications in e-Health systems cover online
operations on patients’ records, tele-consultant, tele-monitoring, and so on. This di-
versified colletion of services will significantly complicate the security and privacy re-

quirements.

e Finally, privacy reqirements in e-Health pose more technical challenges than in general
e-Commerce systems. In e-Commerce systems, personal data are generally submitted
only during the registration time. In e-Health systems, diagnosis results and other

4



sensitive information are constantly collected during actual services. These information
may have very different requirements in terms of privacy. Fine-grained control must

be supported to meet patients’ diversified needs.

Based on the above analysis of the comparison between e-Health systems and other e-
Services systems, this thesis presents several research outcomes on how to preserve privacy in
a web-based e-Health systems. More specifically, it addresses some new privacy-preserving
approaches to solve problems in analytical data warehouses. And therefore, my research work
also concentrates on a privacy-preserving model for e-Health systems with multi-dimensional
medical data warehouses, in particular over the web-based e-Health systems, which includes

a group of privacy-preserving approaches in such a model.

1.4 Research Contributions and Organizations

In this thesis, we tackle several issues around the integration of P3P and HDB technologies

in e-Health systems, and propose a hierarchical approach to address these issues.

e First, I design an architecture for integrating P3P preferences with HDB policies.
Patients’ preferences specified in APPEL (P3P’s Language for Privacy Preferences)
are mapped to privacy metadata tables stored in HDB. Doctors requesting for private

data are authorized against the privacy metadata.

e Second, we study how to support fine-grained privacy authorizations in HDB. The
normally used attribute-level access control turns out to be insufficient for e-Health

systems. We provide a solution based on a redesigned schema.

e Third, we extend HDB to support the multi-dimensional model. The original design of

HDB based on relational database model is not suitable for multidimensional models



used in medical data warehouses.

e Moreover, the hierarchical approach is based on the observation that hierarchies natu-
rally exist in each of the three dimensions of privacy preferences, namely, private data,
recipients and purposes. Specifically, private data can be disclosed in different levels of
generalization, to recipients with different privileges, and for purposes dominating each
other. We propose a series of methods for patients to more easily specify their privacy
preferences by taking advantage of the hierarchies. We then study meta-policies for

resolving potential conflicts that may arise between preferences specified over time.

e Meanwhile, we discuss how to encode the specified privacy preferences in backend
databases and provice a snowflake schema-based design for simplifying the represen-

tation of hierarchical authorizations.

e Finally, implementation issues and some experimental results are described.

The rest of this thesis is organized as follows: Chapter 2 reviews the literature; Chapter 3
discusses issues in multi-dimensional database schema using Hippocratic Databases; Chapter
4 proposes a hierarchical approach to the specification of privacy preferences and the related
issues of such an approach; Chapter 5 discusses implementation issues. Finally, Chapter 6
concludes the thesis.

Furthermore, here are some publications related to this thesis:

Refereed Conference Papers
1. Yuan Hong, Shuo Lu, Qian Liu, Lingyu Wang and Rachida Dssouli, “A Hierarchical
Approach to the Specification of Privacy Preferences,” Proc. 4th IEEE International Con-

ference on Innovations in Information Technology (Innovations’07), Nov. 18-20, 2007, pages



660-664.

2. Shuo Lu, Yuan Hong, Qian Liu, Lingyu Wang and Rachida Dssouli, “Access Control
in e-Health Portal Systems,” Proc. 4th IEEE International Conference on Innovations in
Information Technology (Innovations’07), Nov. 18-20, 2007, pages 88-92.

3. Qian Liu, Shuo Lu, Yuan Hong, Lingyu Wang and Rachida Dssouli, “Securing Tele-
health Applications in a Web-based e-Health Portal,” Proc. ARES 2008 - International

Conference on Awvailability, Reliability and Security, IEEE Press, To appear.

CIISE Technical Reports

4. Yuan Hong, Shuo Lu, Qian Liu, Lingyu Wang and Rachida Dssouli, “Preserving
Privacy in e-Health Systems Using Hippocratic Databases”.

5. Shuo Lu, Yuan Hong, Qian Liu, Lingyu Wang and Rachida Dssouli, “The Design and

Implementation of a Secure Web-based e-Health Portal”.



Chapter 2

LITERATURE REVIEW

In this chapter, necessary background related to my research is introduced in Section 2.1.

Related work is reviewed in Section 2.2.

2.1 Background

2.1.1 Service-Oriented Architecture

A Service-oriented Architecture (SOA), is a software architecture that uses loosely coupled
software services to support the requirements of business processes and software users. Re-
sources on a network in an SOA environment are made available as independent services
that can be accessed without knowledge of their underlying platform implementation. SOA
can be implemented using one of the protocols (REST, RPC, DCOM, CORBA and Web
Services) and might use, for example, a file system mechanism to communicate data to a
defined interface specification between processes conforming to the SOA concept. SOA can
also be regarded as a style of information system architecture that enables the creation of
applications that are built by combining loosely coupled and interoperable services. These
services interoperate based on a formal definition (e.g. WSDL) that is independent, of the

underlying platform and programming language.



The main drivers for SOA adoption are that they link computational resources and pro-
motes their reuse. Enterprise architects believe that SOA can help businesses respond more
quickly and cost-effectively to changing market conditions. Such an architecture promotes
reuse at the macro level (service) rather than micro level (objects). It can also simplify
interconnection to - and use of - existing IT (legacy) assets. Hereby, according to the macro

viewpoint of an object oriented system, service level partition would make the use of resources

much more effective.

2.1.2 HIPAA

After too many anguished victims let their issues be known on the health privacy protection,
the lawmakers finally noticed. In 1996 the US Congress addressed these issues head on, and
acted to pass a landmark law to eliminate all those problems by setting specific mandates in
all aspects of the transactions between healthcare companies, providers, and carriers. This
law is known as Public Law 104-191, the Kennedy-Kassenbaum Bill, more popularly known
as the Health Insurance Portability and Accountability Act (HIPAA). [NBO03]

Main Significations of HIPAA are as follows:

e Patient’s Access to Information
In order to eliminatc the potential problem and errors due to unavailable records,
the law states that patients can access their information any time and in a standard
format. This information should be immediately available to the patient and, on

request, to parties acting on their behalf, such as their new doctors and other healthcare

professionals.

¢ Standardized Information Exchange



HIPAA also mandates that the information related to health insurance must be ex-

changed in a standard, predefined way.

e Privacy of Information
HIPAA places a great deal of emphasis on the privacy issue that affects all of us in
some way or other. Medical records are considered private and should be protected,

just like any other tangible property, such as money.

The law mandates that organizations must establish a clear security policy that can be

verifiable and, more importantly, auditable.

2.1.3 Multi-Dimensional Data Warehouse/OLAP

A data warehouse is the main repository of an organization’s historical data. The most
important factor leading to the use of data warehouse is that data analysts can perform
complex queries and analysis on the information without slowing down the operating systems.

Data warehouses are the basis of important analytical applications, such as Online An-
alytical Processing (OLAP). OLAP is an approach to quickly provide answers to analytical
queries that are multi-dimensional in nature. OLAP is part of a broader category of business
intelligence, which also includes extract, transform and load (ETL), relational reporting and
data mining. The typical applications of OLAP are in business reporting for sales, marketing,
management reporting, business process management (BPM), budgeting and forecasting, fi-
nancial reporting and similar areas.

Data warehouses configured for OLAP employ a multi-dimensional data model, allowing
for complex analytical and ad-hoc queries with a rapid execution time. N. Pendse has
suggested an alternative and perhaps more descriptive term to describe the concept of OLAP:
Fast Analysis of Shared Multi-dimensional Information (FASMI) [Pen]. They borrow aspects

10



of navigational databases and hierarchical databases that are faster than their relational kin.

2.1.4 Hippocratic Databases

The Hippocratic Database (“HDB”) is a set of technologies that manages disclosure of elec-
tronic health records in compliance with data protection laws without impeding the legiti-
mate flow of information. HDB’s active enforcement component limits disclosure of personal
health information at a fine-grained level in strict accordance with enterprise policies, legal
regulations, and individual patient choices. These technologies [AJ07] include (1) active en-
forcement of fine-grained data disclosure policies, (2) efficient auditing of past database access
to verify compliance with policies, (3) privacy-preserving data mining, (4) de-identification
of personal data using an optimal method of k-anonymity, and (5) secure information sharing
among autonomous data sources.

Hippocratic databases include a group of technologies for securing electronic health
records [AJO7], such as privacy metadata, compliance auditing [ABF*04], privacy pre-
serving data mining [AS00], optimal k-anonymization [BAO5], .etc.

The privacy metadata in the Strawman architecture of Hippocratic database [AKSX02a]
use Purpose as a special identical attribute for authorizations in each table. The purpose will
be used for authorizations and policies in other two tables of the metadata called Privacy-
Authorization Table (PAT) and Privacy-Policies Table (PPT).

In PAT, four attributes are used for privacy authorization:

e Purpose: the purposes for the authorized users to use the private data
e Table: the table which the private attribute belongs to

o Attribute: the private attribute in the original database schema

11



o Authorized-users: the users authorized to access the data

Meanwhile, in PPT, there exist five attributes for policy recording:

Purpose: the same as in PAT

Table: the same as in PAT

Attribute: the same as in PAT

External-recipients: the actors to whom the data will be disclosed

Retention: the period during which the data item should be maintained

The privacy metadata in the architecture will be used to store corresponding special data

for attribute access control.

2.1.5 P3P and APPEL

The Platform for Privacy Preferences (P3P) is a standard for assisting web applications to
collect users’ data and corresponding disclosure elements in a machine-readable XML format,
and the specification defines the base data schema for data to be collected together with a
standard set of uses, recipients, data categories and the association of polices and websites
and so on.

In the P3P rspeciﬁcation [CLM™*02b], two types of standards are defined: Privacy Policies
which describes how to use the collected personal data by the websites (enterprises or medical
organizations) and Privacy Preferences which will be undergone a conformance checking
against the policies when recipients plan to access data relevant to the preferences.

P3P has provided a standard language to express users’ preferences on their personal
data, which is A P3P Preierence Exchange Language (APPEL) [CLM02a]. APPEL files

12



specify which data to be disclosed, with what purpose, and to whom, and it is not designed
to be read by end users but for applications which request policies to use the data. The
architectures for negotiating preferences and checking preferences will be presented later in
this thesis.

Privacy preferences will be expressed in APPEL rules [CLMO02a]. Users can describe their
preferences in a set of preference rules with APPEL. When recipients request the system to
access the disclosed data in the presence of some policies, whether to accept the request
for data access will be determined by those preferences rules in APPEL and the requested
policies in P3P. Since the set of rules are bound to those policies, the contents of the APPEL
specifications include some elements of the P3P policies as well. There are two components
in a rule: Rule Behavior which specifies the triggered actions once a rule takes effect and
Rule Body which provides the pattern which is matched against a policy. For the behaviors,
when the requested policy conforms to the preferences, the request will be acceptable and
the behavior can be valued “Request” to accept the request policy. However, if the requested
policy does not comply with the preferences, the request will be rejected and the behavior can
be specified “Block” to produce such actions. The requests could be somewhat acceptable if
the behavior is “Limited”.

The connective attribute within APPEL could define some logical operations for the
preferences. There are six APPEL connectives: or, and, non-or, non-and, or-exact, and-
exact. Two unusual connectives: or-exact and and-exact should be indicated. Or-exact
matches if at least one of the contained preference expressions exist in the policy and no
other preference expressions contained in that part of the policy, while and-exact matches if
all of the contained preference expressions exist at the correct positions in the policy and no

other preference expressions included in that part of the policy.

13



2.1.6 Fine-Grained Access Control

Privacy legislation, such as the Health Insurance Portability and Accountability Act (HIPAA)
(10496}, usually requires accesses to be granted to only users with appropriate privileges. A
typical requirement is that a patient’s private data can only be accessed by authorized per-
sons for intended purposes during a given time period. For example, a doctor can only access
data of those patients who are under his/her treatment [10496]. Such fine-grained access
control (FGAC) is traditionally handled at the application layer using filtering predicates
to modify database queries. This approach is not scalable for complex applications and its
security relies on the correct coding by application developers who are usually not familiar
with security requirements [Kyt99]. In case of third party canned applications, the ap-
proach becomes infeasible since the source code is normally out of the control of the medical
organization.

A common approach to FGAC supported by most modern database management systems
is the view-based security. That is to allow users to access only certain predefined views
instead of the tables. For example, Oracle’s implementation of FGAC, known as Row Level
Security (RLS) or Virtual Private Database (VPD), allows policies to be attached to tables
and triggered by accesses [Kyt99]; Sybase’s similar solution, named Row Level Access
Control [Ince|, allows users to define access rules that apply restrictions when retrieving
data from the system; Microsoft SQL Server primarily supports traditional view-based access
control with an optional feature called row level permissions usable only with table hierarchies

[Incd]; IBM DB2 supports FGAC through a combined mechanism based on views, triggers

and special registers [Incb.
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2.2 Related Work

2.2.1 E-Health and Privacy

E-Health systems have received significant attentions in recent years. Over thousands of
health care sites exist online, and a large number of them are web-based. A survey of research
topics and trends on e-Health systems can be found in [KGO06]. It reported that most of
current research is in Clinical Information Management (CIM) and Electronic Patient Record
(EPR), and research on Consumer Health Informatics (CHI) and Bio Medical Cognitive
Science (BCS) need to be developed, while efforts on Telemedicine (TEL) and Medical
Language Processing (MLP) are considerable. Protecting patients’ privacy is a mandatory
requirement in most e-Health systems according to privacy legislation and regulations, such
as the Health Insurance Portability and Accountability Act (HIPAA) [10496]. Threats to
patients’ privacy may arise from many aspects of a medical organization. For example,
published medical data can lead to attacks on patients’ privacy even though the data are
sanitized. The concept of k-anonymity requires identifying attributes to be generalized such
that any real-world individual can be linked to at least k records in the published data, which
is considered a tolerable privacy threat [SS98].

Since most of the private information in e-Health systems are recorded in Electronic Pa-
tient Records (EPR), we can initiate the research from EPR to find out those privacy issues
that we are concerned about. Many EPR research establish scientific basis or new technolo-
gies to improve the performance of clinical information systems. [BMA™01] supports viewing
of medical imaging exams and graphically-rich clinical reporting tools and conforms to the
latest emerging XML standard for digital documents. However, my research provides secu-

rity and privacy enforcement on EPR in the whole e-Health system, but not only improving
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the presentations of EPR system.

Section 1.3 has illustrated the distinguishable features of e-Health system, compared
with other e-Services system. Most of the differences result from the sensitive data (privacy)
and security requirements. Not only the sensitive data but also the data recipients roles
and authorization purposes in the e-Health systems are more complicated than those items
corresponding to other systems. Some contributions of my research work are based on
this feature for e-Health systems, such as the hierarchical preferences (sensitive data, data
recipients and authorization purposes). My research work also presents some improvements
on specifying preferences based on the details of those characteristics of e-Health systems to
enforce privacy protection. Some research also include some work on hierarchies in e-Services
systems. In [MMZ], the authors propose a flexible framework for preference negotiation
between customers and enterprises that adopt different processes for the same service. The
framework can help users fo use the service with minimal disclosures of their private data.
In [IY05], a hierarchical approach is presented to pose the least number of questions to users
about their privacy preferences. This can be considered as “asking” users for their privacy
preferences, whereas our approach lets users to “tell” the preferences. Furthermore, Role-
Based Access Control (RBAC) [SCFY96] [San95] supports hierarchical roles management in

all kinds of systems.

2.2.2 Access Control
Privacy threats within a medical organization may come from unauthorized accesses to
sensitive data. A basic requirement found in most privacy regulations is that accesses to

patient records should only be granted to users with appropriate privileges, for intended

purposes, and during a given time period [10496]. Such a requirement for fine-grained access
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control (FGAC) can be handled by the application layer or by database systems through
view-based security. For example in subsection 2.1.6, Oracle’s implementation of FGAC,
known as Virtual Private Database (VPD), allows policies to be attached to tables and
triggered by accesses [Kyt99]. Other popular commercial products like Sybase, Microsoft
SQL Server, and IBM DB2, all have different, degree of support for FGAC.

Traditional policy-dependent access control models include discretionary access control
(DAC) in which accesses are assigned by the owner of objects, mandatory access control
(MAC) in which accesses are based on security clearances and levels. The controls in DAC
are discretionary that an object with access permissions is able to pass the permissions
onto other objects (unless restrained by MAC), while the security policies are centrally
controlled by policy administrators (users cannot override the policy) with MAC. Policy-
neutral access control models and mechanisms also exist, such as the role-based access control
(RBAC) that leverages roles to simplify access control administration [SCFY96] and the
Flexible Authorization Framework (FAF) that uses meta-policies for conflict resolution and
policy derivation [JSSS01]. [LHL*07] addresses a two-tier approach to control access for
e-Health portals, which supplements existing RBAC capabilities with a rule-based access
control module based on the classical FAF model. With RBAC in e-Health systems, roles
are defined based on their different responsibilities, and we can simple control the permissions
on various roles, especially those data recipients in the privacy model.

This thesis focuses on the modeling and representation of privacy requirements in backend
databases. In terms of access control models such as RBAC, our focus is on internal details
of the permission component of such models. That is, how can we devise the permissions
to satisfy patients’ privacy requirements. Our work can thus be seamlessly integrated with

most existing access control model, including RBAC. As to our contribution of hierarchical
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specification of privacy requirements, it shares simliar ideas with the role hierarchies in

RBACG, but these are for completely different purposes.

2.2.3 Other Related Work

As mentioned in Section 2.1, the Platform for Privacy Preferences (P3P) is a standard for
encoding a user’s privacy preferences and an organization’s privacy policies in a machine-
readable format, such that a user’s browser can interact with the organization’s website
to determine whether the former’s privacy preferences matches the latter’s privacy policies
[Con|. P3P provides a standard language for specifying privacy preferences about disclosing
private data, namely, A P3P Preference Exchange Language (APPEL) [CLM02a]. APPEL
developed by the World Wide Web Consortium (W3C) [CLM02a] allows a user’s privacy
preferences to be specified in a machine-readable format. Tools exist for creating APPEL
specifications, such as the Java-based editor developed by the European Union’s Joint Re-
search Center (JRC) [Cen]. Using the tool, an APPEL rule can be created either by selecting
from predefined rules or by using the advanced mode that allows creating new rules. My
work can certainly employ APPEL as a standard interface between the client and server,
although it focuses on how to simplify a specification using hierarchies. [BCKO03] presented
a software to query a set of web sites for P3P policies, check the validity of each policy, and
analyze the information practices it describes. Meanwhile, totally 588 P3P-enabled web sites
have been analyzed by such a software and they presented the first major analysis of the data
practices of P3P-enabled web sites. Furthermore, [AJSX04] discussed how to implement
P3P, which enables web users to gain control over the private information using database
technology. Finally, [JZY*06] proposed a privacy policy of P3P by which current relational

database management systems can be transformed into their privacy-preserving equivalents.
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At the backend, Hippocratic Databases (HDB) is designed for preserving privacy in
database applications [AKSX02a], which is a promising solution to managing privacy poli-
cies and preferences using database technology [AJ07] [AKSX02a]. Privacy-authorization
tables in an HDB encode privacy preferences using attributes named “Authorized Users”
or “Purpose”. The “Active Enforcement” (“AE”) is a framework for deploying an HDB
[Incc], which supports a preference negotiation stage that ensures any access to private data
adheres to privacy policies. My implementation is based on HDB and the hierarchical ap-
proach complements the existing negotiation stage found in the HDB AE. Furthermore,
some other research also focus on the extension of Hippbcratic Database model, such as ex-
tending HDB for XML databases with tree-like hierarchies [LWHS06] compared to existing
HDB privacy metadata which integrates privacy protection into relational databases. The
database schemata and tables in my implementation are multi-dimensional based. Related
to data warehouse/OLAP, [SLXNO4| proposed an effective solution to preserve confiden-
tial information while still providing range query accuracy in OLAP data cube. [KKST97]
defined a security model for data warehouse which describes security constraints for roles
in the data warehouse. In 1996, Anderson proposed a security policy model for clinical
information systems [And96]. The model applies traditional confidentiality and integrity
models, such as the BLP model and Clark-Wilson model, to medical data. In contrast to
this high-level policy model, Chapter 4 of this thesis will address a specific issue in privacy

preference specification.
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Chapter 3

SCHEMA DESIGN FOR
HIPPOCRATIC DATABASES

In this chapter, a service-oriented system architecture and its components for privacy protec-
tion will be introduced in Section 3.1. Section 3.2 will describe how to integrate finer-grained
authorizations using Hippocratic databases and how to establish a multi-dimensional HDB
schema designed for Electronic Patient Records (EPR) with fine-grained authorizations sup-

port.

3.1 System Architecture

3.1.1 Service-Oriented System Architecture

Our e-Health system includes a portal and various services provided through the portal. We
adopt a service-oriented architecture for the e-health portal. Traditional designs of software
system usually have difficulties in meeting the functional requirements. The interoperability
among heterogeneous components requires a complicated integration process, which then im-
plies unacceptable downtime and efforts for the integration. In contrast, the service oriented
architecture (SOA) exposes resources of each software component as standard-conforming
services that can be accessed without understanding the underlying implementation details.

The main components of our design are portals interconnected via the Web Services for
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Figure 3.1: A Service-Oriented Architecture for e-Health Portal

Remote Portlets (WSRP) protocol. Each portal is a Web-based application that provides
users a unified interface to all the services provided by multiple organizations. The portal
allows its users to personalize desired content through creating customized webpage, namely,
portal interface. Each portal interface also plays the role of a content aggregator by including
a collection of related services. Navigation elements inside each portal interface allow users to
easily navigate among different collections of services just like surfing the Web. In our design,
all client-side processing is supported either by the built-in functionalities of a standard
Web browser or through applets that are automatically downloaded and installed into the
browser. Users are not required to possess sophisticated computer skills in order to use
services provided by the portal.

More details of the proposed architecture are depicted in Figure 3.1. The e-Health portal
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comprises the presentation layer of the architecture, which is decoupled from the implemen-
tation layer at service providers to allow independent development of services and to ease
the integration of such services. The separation of portal interfaces from portlets allows
portal administrators to easily customize the source of services using a content management
system. Interoperability and extensibility are both inherent to the architecture because the
portlets communicate with backend services through standard Simple Object Access Proto-
col (SOAP). As an exception, real-time services are allowed to bypass the portal since they
usually demand better performance than SOAP can provide. To access a service, a user con-
nects to the portal server via a standard Web browser. According to the user’s personalized
settings, a portal interface is displayed with a collection of portlets inside it. When the user
clicks on a button encapsulated in a portlet, the corresponding action of the service will be
performed at backend service providers (which may be governed by a remote portal). For
real-time services that bypass the portal, an applet downloaded to the browser will perform
the required actions on behalf of the users.

Meanwhile, the privacy protection components include preference negotiation, Electronic
Patient Record (EPR) services for data users, database and metadata schema and so on. In
the whole e-Health system, service container stores some EPR services that need to access
the private data in the backend database. Patients make preferences through the process of
preference negotiation which is integrated into the web interface of the architecture (portlets),
while the private data and metadata schemata exist separately from the components in
Figure 3.1. At the time users (such as doctors) want to access those data by some EPR
services, my privacy protection engine will be triggered and the access control supported by
privacy metadata will be invoked to limit users in accessing those privacy. The following two

subsections will introduce the details of the privacy protection components within a specific
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architecture.

3.1.2 Preference Negotiation and Data Access

‘The architecture of the privacy-protection subsystem of an e-Health system is illustrated
in Figure 3.2. T consider two types of users accessing the e-Health system. First, patients
state their opt-in and opt-out preferences through a web interface. Second, doctors need to
access the personal information of their patients for specific purposes (such as “Treatment”
and “Prescription”). Notice here the patient and doctor only refer to their roles in either
providing or requesting the private data. Other users of the e-Health system, such as a nurse,
may be considered as a patient, a doctor, or both depending on their roles with respect to
the private data.

In Figure 3.2, patients specify their preferences about disclosing private data in the AP-

PEL language through a web interface. The preferences are checked against the mandatory
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part of P3P policies for conformance between the client’s browser and the web server (this
can be implemented in either a client-centric or server-centric way [AKSX02b] [AJSX04]). If
the preferences match the policies, the preferences are mapped to and stored in the attributes
and records of privacy metadata tables in backend HDB for later references. When doctors
request for accesses to private data, the application will provide authentication credentials
and associated purposes together with queries. Based on the purposes and the requested
resources, such as records and attributes, the system checks corresponding metadata and
determines whether the doctor is a legitimate recipient of the requested private data. If the
doctor haven’t been authorized before the checking, the private data would be prohibited
for the services requested by the doctor.

Figure 3.3 shows a more detailed presentation on how to define policies and how to
specify preferences in my privacy-preserving model. Since my model adopts the metadata of
Hippocratic Databases to provide authorizations on EPR private data access, there exist two

different kinds of metadata, privacy policies and privacy preferences. Policies are defined by
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the hospital officials or some medical organizations. They define them to standardize limited
disclosure for data use and preference negotiation in the e-Health systems. It is applicable
to every role of the system, and all the authorizations should conform to the privacy policy
of that system. More specifically, patient make preferences for their specific authorizations.
For example, policy defines that patients should disclose their diagnosis information for
treatment purpose, whereas preference will be specified to let one patient Bob disclose his
diagnosis information for treatment purpose. Policy is a general concept, while preference
is more specific. When the patients specify preferences, the conformance checking between
the specified preferences and privacy policies will be executed, and then, the preferences
will be recorded into the metadata if they are consistent. On the other hand, when data
users (e.g. Doctors) initiate accesses on the EPR data (e.g. execute a query on the private
data), the authentication process will be triggered. The process can be provided by Java
Programming or DB Programming (triggers or procedures). Moreover, all those processes in
preference negotiation architecture and limited disclosure for data use (including the policy
and preference conformance checking, query processing, conflict resolution for preferences
and disclosure sets generating that will be introduced in Chapter 4) can be built as middle-
ware between users and Database Management System (DBMS), as shown in Figure 3.2 and
5.5.

Notice that our first contribution is an effort in extending the HDB model to address
its limitations in supporting fine-grained access control and multi-dimensional data model.
Like the original HDB model, our work focues on the modeling of privacy requirements
using eithef the relational model or the multi-dimensional model. The implementation of
those models can be supported by existing processing techniques. However, optimization

is certainly desired for improving the efficiency of privacy-enabled database applications, as
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indicated in [AJ07]. Such optimization of is beyond the scope of this thesis. Our second
contribution is part of the Web-based e-Health portal, and it focuses on the interaction with
users in collecting data. This requires additional development efforts (in our implementation
we used Java). Thé collected data will be stored in backend databases according to the

model in our first contribution. No additional implementation efforts are thus required in

the database.

3.1.3 Electronic Patient Records Database Schema

Our e-Health system adopts web interfaces (with APPEL integrated) to specify preferences
and employs privacy metadata of Hippocratic databases to record preferences for patients.
The database system includes schemata, for privacy metadata and Electronic Patient Record
(EPR) private data, which forms one of the most important concept in this research. Since
EPR data will be used for many purposes, such as “Research” or “Statistics”, an analytical
data warehouse may be required to improve the performance of analytical queries. Our
research focuses on multi-dimensional medical records and studies how to preserve privacy
in such a model. Therefore, a star schema for electronic patient records is given in Figure
3.4 based on the requirements and characteristics of private medical data warehouses.

As shown in Figure 3.4, a fact table (EPR) records the dimensional attributes linked to
other four dimensional tables, measurement attributes such as “Diagnosis”, “Prescription”,
.etc, and some other degenerate attributes. Besides the fact table, other dimensional tables
provide the specific information of Patient, Doctor, Date and Department for analytical
usage. For demo purpose, I have shown only a part of the attributes in each table. In reality,
other useful information may be required. Some tables in this simple schema will be referred

to in later paragraphs.
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Table 3.1: Schemata of the Original HDB Design

HDB based on Relational Database Schema
Table Attributes

EPR EPR-ID, Patient, Diagnosis, Purpose
Patient | Patient, Gender, Age, Address, City, Purpose

Authorizations in HDB Privacy Metadata
Table Attributes

Privacy-Authorization | Purpose, Table, Attribute, Authorized-Users

Table Privacy-Authorization

Purpose Table | Attribute | Authorized-Users
Treatment | EPR | Diagnosis Doctor
Treatment | Patient Age Analyst

Statistics | EPR | Diagnosis Analyst

3.2 Fine-Grained Authorization in HDB

R. Agrawal et. al proposed Hippocratic databases for preserving privacy using privacy
metadata[AKSX02a]. Table 3.1 shows schemata, of the original HDB design when applied to
an e-Health system. Table Patient and EPR store private data about patients’ information
and electronic records. Table Privacy-Authorization records which users are authorized to
access each combination of table, attribute and purpose (I shall only include a few attributes
for simplicity). In this example, attribute “Diagnosis” of table EPR may be accessible to
doctors for treatment purpose and to analysts for statistics purpose, whereas attribute “Age”
of table Patient is only for treatment purpose.

However, the above design has a limitation in that it does not support fine-grained
authorizations. In a typical e-Commerce website, a transaction will not even begin unless
the user’s preferences match all of the website’s policies. Each attribute can thus have a fixed
set of authorized users no matter in which record it appears. This all-or-none approach is

not suitable for medical organizations where, for example, a patient should not be refused of
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treatment simply because he/she disagrees to provide age or gender for statistics purposes.
Any patient should be allowed to opt out optional privacy policies or opt in with conditions.
For example, Bob may decide that his diagnosis information should be disclosed for statistics
purposes only if the symptom is Flu, and the information should be kept private for all other
symptoms. As another example, he may choose to allow or disallow a specific doctor in
accessing his diagnosis information for certain symptoms. Another patient Eve may have a
completely different preference about these private data. None of those requirements can be
represented in table Privacy-Authorization in Table 3.1.

Table 3.2 shows my redesigned schemata for supporting fine-grained access control when
the protected data are recorded in a data warehouse. I add an additional attribute “Authorization-
ID” to the tables and a foreign key constraint on the attributes from table EPR to table
Patient. In table EPR, for symptom Flu, Bob is willing to disclose his diagnosis information
for both statistics and treatment purposes and his name for treatment purpose but only
to Alice. For the symptom of Diabetes, Bob does not want to disclose any information for
any purpose. Also for symptom Flu, Eve has a preference different from Bob’s, which is to
disclose the diagnosis data to doctors. In addition, the fine-grained authorization can be
used in other tables, such as Patient. We can see that both of Bob and Eve authorized the
access on attributes ( “Age”, “Gender” .etc) for each tuples in the patient information table.

In summary, my redesigned schemata provide all necessary fine-grained authorization
described in the above examples. Other special authorizations will be illustrated later on.

The above design of table Privacy-Authorization assumes a closed policy. That is, unless a
user explicitly appears in attribute Authorized-Users in table Privacy-Authorization, the user
will by default be prohibited from accessing the attribute. Such a closed policy [SACdV04]

is inconvenient when a patient chooses to prohibit certain users while allowing all others to
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Table 3.2: Relational Schemata for Fine-Grained Authorizations

HDB Schemata

Table Attributes
EPR EPR-ID, Patient, Diagnosis, Purpose, Authorization-ID
Patient | Patient, Gender, Age, Address, City, Purpose, Authorization-ID

HDB Privacy Metadata Schema

Table

Attributes

Privacy-Authorization

Authorization-ID, Purpose, Table,
Attribute, Authorized-Users

Table PR
EPR-ID | Patient | Diagnosis | Purpose | Authorization-1D
000001 Bob Flu Treatment 1,2
000001 Bob Flu Statistics 3
000002 Bob Diabetes
000003 Eve Flu Treatment 1
Table Patient

Patient | Gender | Age | ... | Purpose | Authorization-ID

Bob Male 28 Treatment 4

Bob Male 28 Research 5,6

Eve Female | 23 Treatment 4

Table Privacy-Authorization

Authorization-ID | Purpose Table | Attribute | Authorized-Users
1 Treatment | EPR | Diagnosis Doctor
2 Treatment | EPR Patient Analyst
3 Statistics | EPR | Diagnosis Analyst
4 Treatment | Patient Age Doctor
5 Research | Patient Age Researcher
6 Research | Patient | Gender Researcher
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access his/her private data. For example, Bob does not want Alice to see his name but does
not care about other doctors accessing that data. It would be prohibitive to explicitly list
all other doctors’ names in attribute “Authorized-Users”.

I address this issue by making attribute Authorized-Users a signed attribute. That is,
each user appearing in the attribute is either to be allowed or disallowed, as denoted by a
preceding sign + or -. Table 3.3 shows an example where the second authorization prohibits
a specific user Alice from accessing the patient’s name while allowing all other doctors to
access the same data. An additional issue here is the potential conflicts between signed
values. For example, if Alice is a doctor, then the first signed Value +Doctor will grant
Alice the access (since she is a doctor) but the second value -Alice will prohibit this access.
The solution is to define meta-policies for resolving conflicts, such as the most-specific-take-
precedence meta-policy by which Alice will be prohibited (since Alice is more specific than
Doctor).

Furthermore, my mechanism supports the union of authorizations as well as the open pol-
icy. Take the authorization 3 in Table 3.3 as an instance, the information of “EPR.Patient”
can be disclosed to Nurse and Chris using the same tuple of Table Privacy-Authorization. In
that example, suppose that Chris is a doctor but not the nurse. However, if a patient makes
his/her preference, and he/she thinks that the private data should be disclosed to another
doctor, Chris, for the same purpose as well as the preference he/she is making for nurse at
the same time. The authorizations for this case can be represented as “Authorization 3” (a

union) in Table 3.3.
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Table 3.3: Signed Attribute Authorized-Users

Table Privacy-Authorization

Authorization-1D | Purpose | Table | Attribute | Authorized-Users
1 Treatment | EPR | Diagnosis +Doctor
2 Treatment | EPR | Patient +Doctor, -Alice
3 Treatment | EPR | Patient | +Nurse, +Chris

3.3 Multi-Dimensional Hippocratic Databases

The original design of HDB is based on the relational database model, which is suitable
for small to medium size operational applications. However, analytical applications dealing
with a large amount of data, such as a medical data warehouse, will typically adopt a multi-
dimensional model instead of the relational model [Pen]. I now extend the schema design
introduced in subsection 3.2.1 to a multi-dimensional model. I also make optimizations to
reduce the storage requirements of privacy metadata.

A multi-dimensional model such as a star schema, consists of a number of dimensional ta-
bles and a fact table, with foreign key constraints linking the two (a simple multi-dimensional
EPR database schema has been given in subsection 3.1.3). Table 3.4 shows a star schema
augmented with attributes “Purpose” and “Authorization-ID”. Table EPR is the fact table.
It can be observed that the fact table includes much redundancy due to various purposes asso-
ciated with the same record. Such redundancy may be acceptable in an operational database,
but it is usually prohibitive for analytical applications based on a multi-dimensional model
where the cardinality of the fact table can easily go beyond millions. This situation will be
exasperated when table EPR includes attributes of object data types, such as laboratory
test measurements in multimedia format (for example, X-ray, CT scan or MRI images).

To avoid the extra storage overhead introduced by multiple purposes, I decompose the
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Table 3.4: HDB in Star Schema

HDB based on Star Schema
with Fine-Grained Authorizations

Table Attributes
EPR Patient-ID, Doctor-ID, Date-ID, Diagnosis,
(fact table) , Prescription, Purpose, Authorization-ID
Patient Patient-ID, Name, Gender, Age, Address, City,
Region, Province, Country, Purpose, Authorization-ID

Table Fact Table EPR
Patient-ID | ... | Diagnosis | ... Purpose Authorization-1D
001 .. Flu ... | Treatment 1,2
001 Flu ... | Statistics 3
001 Flu ... | Prescription 4
001 Flu Research 5
001 ... | Diabetes | ... | Treatment 1,2

Table 3.5: Schema for Multi-Dimensional HDB

Table Attributes
EPR EPR-ID, Patient-1D, Doctor-ID, Date-ID
(fact table) Diagnosis, Prescription

Patient Patient-ID, Name, Gender, Age, Address, City,
Region, Province, Country, Purpose, Authorization-ID

Doctor Doctor-ID, Name, Gender, Age, Position, Address, City,
Region, Province, Country, Purpose, Authorization-ID

Purpose-Authorization EPR-ID, Purpose, Authorization-ID

fact table through schema normalization. As shown in Table 3.5, we add attribute “EPR-
ID” as a primary key to table EPR and at the same time remove attributes “Purpose”
and “Authorization-ID” from the table. I then introduce a new table Purpose-Authorization
to record the purpose and authorizations for each EPR record. I do not normalize the
dimensional tables since they typically have a much smaller cardinality than that of the fact
table and the redundancy introduced by multiple purposes is thus usually acceptable.
Another issue relevant to a multi-dimensional HDB is that there are two different levels

of authorizations for an attribute in the dimensional tables. For example, Bob may want his
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Table 3.6: Access Control for Dimensional Tables

Fact Table EPR

EPR-ID | Patient-ID Diagnosis
000001 001 Flu
000002 001 AIDS

Table Patient
Patient-ID | Name | Gender | Address
001 Bob

Table Purpose-Authorization

EPR-ID | Purpose | Authorization-ID
000001 | Treatment 1
Privacy-Authorization
Authorization-ID |  Purpose Table | Attribute | Authorized-Users
1 Treatment | Patient | Address Doctor

address to be disclosed to doctors for treatment purpose, which can be represented by an
authorization for table Patient and attribute Address. However, Bob may want his address
disclosed for symptom Flu but not for AIDS. This second authorization cannot be represented
as above because the “Authorization-ID” in table Patient is not associated with attribute
“Diagnosis” in the fact table. My solution is to allow an authorization in the fact table to
specify an attribute in the dimensional table. As shown in Table 3.6, the authorization has
its “Authorization-ID” appearing in the fact table (that is, table Purpose-Authorization) but
specifies an attribute “Address” in a dimensional table Patient.

From the fact table EPR, there exist two tuples for the same patient Bob, with different
Diagnosis: Flu and AIDS. Bob doesn’t want his address information to be disclosed along
with the diagnosis information. In this situation, the table Privacy-Authorization in the
multi-dimensional HDB provides authorizations for the relationship between fact table tuples
and information in dimensional tables. The authorization in table Privacy-Authorization (of

Table 3.6) limits the access to “Patient. Address” for doctors, simultaneously, the tuples in
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Privacy-Authorization limits the access at a finer-grained level, that is, only “EPR 000001”

can be disclosed with a diagnosis Flu.
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Chapter 4

HIERARCHICAL SPECIFICATION
OF PRIVACY PREFERENCES

This chapter proposes a hierarchical approach to the specification of privacy preferences.
First, Section 4.1 defines hierarchies that are inherent to each dimension of privacy pref-
erences. Section 4.2 then proposes methods to simplify a user’s tasks in specifying his/her
privacy preferences. Section 4.3 addresses conflict resolution for specified privacy preferences.

Finally, Section 4.4 describes the implementation of this hierarchical approach.
4.1 Hierarchies in Privacy Preferences

In a complicated application, such as an e-Health system, we are usually dealing with data
organized at different granularity levels, data recipients with different ranks and responsibili-
ties, and purposes that may dominate each other. For example, a patient’s address naturally
forms a hierarchy: “Address — City — Province — Country”. Here each arrow indicates a
further level of data generalization.

Two facts about hierarchies are worth noting. First, in terms of privacy, more generalized
data are usually less sensitive. For cxample, a patient may not want his/her exact address
to be published but he/she may be less concerned about the state or country. Second, the

levels of generalization usually form a partially ordered set (poset)[KBROO]. As depicted in
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Figure 4.1: Hierarchy on Private Data

Figure 4.1, the “Home-Address” and “Work-Address” may not be comparable in terms of
sensitivity, neither do the “State” ( “Province”) and “Region”.

Hierarchies are also inherent to the other two dimensions of privacy preferences, namely,
recipients of data and purposes. First, recipients of private data in an organization typically
have their privileges assigned based on their ranks or positions. For example, Figure 4.2
shows a simple hierarchy on data recipients in an e-Health system. In order to supervise
nurses, a supervisor may need to access the same data accessible to the nurses.

Second, purposes can usually be refined into sub-purposes. As mentioned in [MMZ], the
purpose “Shipping” dominates sub-purposes “Regular-Shipping” and “Shipping-by-Courier”,
“Delivery” dominates “Direct-Delivery” and “Delivery-by-Post”, and “Notification” domi-
nates “Notification-by-Faz” and “Notification-by-Email”. In an e-Health system, we consider
such purposes: “Treatment”, “Statistics”, “Research”, “Surgery”, “Prescription”, and “Di-

agnosis”. It is not difficult to see that “Surgery” and “Diagnosis” can be regarded as the
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Figure 4.2: Hierarchy on Data Recipients

sub-purpose of “Treatment”, as shown in Figure 4.3.

We can define a single hierarchy combining all three dimensions of privacy preferences.
However, additional cares need to be taken during such a combination because hierarchies
on those three dimensions have different semantics. I approach this issue by taking the point
of view of a user specifying his/her privacy preferences. For example, if the user agrees to
disclose the address, then likely he/she may not care about the city, state, or other coarser
grained data (we shall address exceptions later on). Similarly, if the user is willing to disclose
the data to a nurse, then the nurse’s supervisor may also need that access; if the consent is
obtained for shipping purpose, then the consent may simply extend to both sub-purposes.
That is, the three dimensions should be combined in such a way that the finest-grained data

will coincide with recipients with the least privileges and purposes that are not dominated

by others, as formally stated in Definition 1.
Definition 1: Let (D, <p), (R, <gr), (P, <p) be posets defined on private data, recipients,

and purposes, respectively; the relations <p, =g, and <p are defined in such a way that
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Figure 4.3: Hierarchy on Purposes

di=pdy if dy is less sensitive than dy, ri=gry if 11 has more privileges than rs, and p;=pps
if p1 is a sub-purpose of p,. We define the privacy preference poset as the product of these
three posets <M, <> where M=DxRx P, and =< is the composition of the three relations

=D, 2R, and =<p.
4.2 Specifying Preferences Using Hierarchies

I now propose methods for specifying privacy preferences. My methods aim to simplify
the specification of preferences by taking advantage of the privacy preference poset given
in Definition 1. More specifically, the poset is defined in such a way that the consent on
disclosures at a higher level in the poset implies the consent on disclosures at lower levels.
Such disclosure inheritance may allow a user to specify a privacy preference without explic-
itly enumerating all the levels he/she is willing to disclose. On the other hand, exceptions to
disclosure inheritance may certainly exist and users should be allowed to specify such excep-

tions inside a specification. The specification of exceptions can again employ the hierarchies
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Figure 4.4: Hasse Diagram for Hierarchy on Private Data

if necessary.

I consider three options for specifying a preference, with increasing degree of utilization
of the disclosure inheritance (notice that other options also exist but are not discussed
here). For each option, I show how to generate the effective set of attributes to be disclosed
according to the preference, namely, the disclosure set. I shall use the example of a poset
on the data dimension as given in Figure 4.1 for simplicity. Also for simplicity, I denote the
poset using an abstract version (H, <), as shown in Figure 4.4, where H = {a, b, ¢, d, e, f, g, h}
with a for “Home Address”, b for “Work Address”, ¢ for “Hospital Address”, d for “City”, e
for “Province/State”, f for “Region”, g for “Country”, and h for “Continent”. The relation

= remains the same.

4.2.1 Option 1

This option allows a user to explicitly specify either what to disclose or what to be kept

private. That is, the disclosure inheritance is not employed at all. Formally, given the privacy
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Figure 4.5: Disclosure Inheritance for Option 2

preference poset <M, <>, the privacy preference specification is simply a set selected by the
user XC M. We can then generate the disclosure set as either D = X (if X is to be disclosed)

or D = M-X (if X is to be kept private).

4.2.2 Option 2

The second option allows a user to partially utilize the disclosure inheritance. More specif-
ically, he/she can specify a range in the privacy preference poset to be disclosed but the
exception, that is what to be kept private, is still specified explicitly as a set. More precisely,
given the privacy preference poset <M, <>, the preference is specified with an upper bound
XCM, a lower bound YCM, and a set Z to be kept private. We can then generate the
disclosure set DCM as the set {d|3z € X,y € Y,y < d <z} — Z. For example, Figure 4.5
shows a specification where X = {b,c}, ¥V = {h}, and Z = {e, f}. The disclosure set is D =

{b,c,d, g,h}, as shown in Figure 4.6. Notice the relation (d, g) is due to transitivity.
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Figure 4.6: Disclosure Set Example for Option 2

4.2.3 Option 3

The third option allows a user to fully utilize the disclosure inheritance by specifying ranges
in the privacy preference poset both for disclosing and for keeping private. Given the privacy
preference poset <M, <>, the preference is specified with a pair of upper and lower bounds
XCM and YCM for disclosing, and another pair WCM and ZC M for keeping private. We
can then generate the disclosure set DCM as {d|3z € X,3y € Y,y < d < z} — {p|3w €
W,3z € Z,w < p < z}. For example, Figure 4.7 shows such a specification where X =
{b,c}t, Y ={h}, W ={d}, and Z = {g, f}. The disclosure set is D = {b, ¢, h} and is shown

in Figure 4.8.
4.3 Conflict Resolution

In my solution, each preference specified by users will be stored in the backend database
in the form of its corresponding disclosure set for later reference. However, preferences
specified over time may conflict with each other. Prompting the user to resolve the conflicts

by choosing a preference over the other is a possible solution. However, it is usually not
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Figure 4.8: Disclosure Set Example for Option 3
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feasible to completely rely on users for making every decision. Instead, we can provide users
general guidelines for resolving a potential conflicts, namely, meta-policies. We consider
three representative meta-policies (other meta-policies are also possible), namely, “Latest

Toke Precedence”, “Disclosure Take Precedence”, and “Denial Take Precedence”.

4.3.1 Latest Take Precedence

This meta-policy allows a user to update his/her preferences. That is, any potential conflict
between the new preference and existing preferences will be resolved by overriding the latter
with the former. Since we store previous preferences as their corresponding disclosure sets,
the positive part of a new specification (that is, what to be disclosed) will not cause conflicts
with existing preference. However, the negative part (that is, what to be kept private) may
cause a conflict if it overlaps with existing preferences.

More specifically, given the privacy preference poset <M, <>, let Dy C M be the disclo-
sure set of existing preferences, then the new disclosure set D; can be generated accord-
ing to different options of specification as follows. For the first option, D; = Dy|JX
(if X is to be disclosed) or D; = Dy — X (if X is to be kept private). For the sec-
ond option, Dy = Dy J{d|3x € X,3y € Y,y < d < 2z} — Z. For the third option,
Di=DyU{d3z € X,y eYy<d<z}—{pdweW3zec Zw<p<z Itis
worth noting that we cannot simply compute the disclosure set of the new specification,
and then union the result with the existing disclosure set. This is due to the simple fact
AU(B - C) # AUB — C. For example, for the second option, the union between the
existing and new disclosure sets would be Dy | J({d|3z € X,3y € Y,y < d <z} — Z), which

is different from Dy (J{d|Fz € X,Ty e Y,y <d <z} - Z.
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For example, if the existing disclosure set in Figure 4.2 is {a, b, ¢, d}, and the latest disclo-
sure set is {b, ¢, d, e, f} —{c, d}, the new disclosure set would be {a, b, ¢, d} | J{b, ¢, d, e, f}—{c,d} =

{a,b,e, f} but not {a,b,c,d,e, f}.
4.3.2 Disclosure Take Precedence

This meta-policy overrides any conflicting preferences with the consent to disclosure. The
meta-policy models the situation where accesses are not audited. In such a case, we must
assume that any disclosure may happen immediately after it is consented by the user, so
withdrawing such consent is not possible. Since we store previous preferences as their corre-
sponding disclosure sets, any conflict caused by the negative part of a new preference will be
ignored. Computing the new disclosure set by this meta-policy is straightforward, because
we simply union the new disclosure set with the existing one. More specifically, for the first
option, D; = Dy |J X (if X is to be disclosed) or D; = Dy (if X is to be kept private). For
the second option, Dy = Dy J({d|3z € X,3y € Y,y < d < x} — Z). For the third option,
Dy=DoU{dIFz € X,Fye Y,y <d<z}—{p|Fwe W,3z € Z,w < p < z}).

For example, if the existing disclosure set in Figure 4.2 is {a,b,c,d}, and the latest

disclosure set is {b,c,d, e, f} — {c,d}, the new disclosure set would be {a,b,c,d, e, f}.

4.3.3 Denial Take Precedence

This meta-policy is the dual to the “Disclosure Take Precedence” meta-policy. That is, a user
can disallow a disclosure even if it has previously been consented upon. This meta-policy may
be more desirable in the viewpoint of a user. Because we already store previous preferences
as disclosure sets, this meta-policy behaves in exactly the same way as the “Latest Take
Precedence” meta-policy, although they have different semantics. That is, we can generate

the new disclosure set by subtracting the negative part of the new specification from the
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union of the existing and new disclosure sets.

We have been assuming that preferences are stored in the form of disclosure sets. Some
applications may prefer the specification itself to be stored without explicitly computing
its corresponding disclosure set. For example, if most preferences involve a large portion
of the privacy preference poset, then storing specifications rather than disclosure sets will
lead to significant savings in storage (at the expense of more computational overhead for
computing the disclosure ret at run time). With such an approach, the negative part of
existing preferences and that of the new preference can both cause conflicts. Moreover, the
“Denial Take Precedence” meta-policy will need to be handled differently from the “Latest
Take Precedence” meta-policy. Specifically, for the “Latest Take Precedence” meta-policy,
we need to compute disclosure sets in an incremental manner. For example, for the first
option, this amounts to iteratively evaluate D; = D;_1|JX; (if X; is to be disclosed) or
D; = D;; — X; (if X; is to be kept private) starting from the first specification to the
current one. For “Denial Take Precedence” meta-policy, on the other hand, we can simply

compute the final disclosure set as |J D; — J X;.

4.4 Implementation Option

This section will discuss the implementation of hierarchical authorizations, introduce how to
represent those authorizations using privacy metadata of Hippocratic databases, and propose
a snowflake metadata schema to record the authorizations, which is capable of substituting

existing metadata when necessary.
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Table 4.1: Authorization under Original HDB Design

Authorization-ID |  Purpose Table | Attribute | Authorized-Users
1 Treatment | Patient City Nurse
2 Treatment | Patient | Province Nurse
3 Treatment | Patient | Country Nurse
4 Treatment | Patient City Nurse Supervisor
5 Treatment | Patient | Province | Nurse Supervisor
6 Treatment | Patient | Country | Nurse Supervisor
7 Surgery | Patient City Nurse
8 Surgery | Patient | Province Nurse
9 Surgery | Patient | Country Nurse
10 Surgery | Patient City Nurse Supervisor
11 Surgery | Patient | Province | Nurse Supervisor
12 Surgery | Patient | Country | Nurse Supervisor

4.4.1 Using HDB Metadata

As I have introduced in previous chapters (especially Chapter 3), we can implement fine-
grained authorizations based on Hippocratic Databases. HDB privacy metadata is the basis
of the hierarchical authorization as well as fine-grained authorization. In early section of
this chapter, I illustrated the three dimensions in Privacy-Authorization Table, the disclosure
set based on hierarchies and conflict resolution. We can use Privacy-Authorization Table to
record all the authorizations and a group of tuples (authorizations) to represent the disclosure
set. We extract this type of disclosure set from metadata schema to resolve conflicts resulting
from authorizations executed at different time.

For example, if an authorization is given as the following: {City, Province, Country},
{Nurse, N urseSuﬁervisor}, {Treatment, Surgery}(for the relationships of those elements,
refer to Figure 4.1, 4.2 and 4.3), then totally twelve authorizations will be derived, as shown
in Table 4.1.

There are twelve tuples in Privacy-Authorization Table. This original HDB solution

performs well for fine-grained authorizations after adding an “Authorization-ID” column.
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Nevertheless, we cannot recognize the hierarchies (especially the relationships) in those three
dimensions from the given authorizations. Thus, we cannot easily extract existing disclosure
sets to compare with latest disclosure set for conflict resolution. For this reason, I will discuss

another solution in subsection 4.4.2.

4.4.2 Using Snowflake Metadata

Hierarchies naturally exist in many aspects of an HDB, such as EPR data, authorized users,
and purpose. I have proposed a hierarchical approach for simplifying the specification of
privacy preferences and authorizations by leveraging such hierarchies. However, how to rep-
resent privacy authorizations in an HDB in the presence of such hierarchies is not addressed,
and I have discussed the shortcoming of representing hierarchical authorizations under orig-
inal HDB in section 4.4.1. I now describe a snowflake schema-based design to solve this
problem.

Privacy authorizations can be derived from hierarchies on EPR data, authorized users,
and purposes. For example, if “Address” has been authorized then less sensitive data of
“Clity” or “Country” are implicitly authorized altogether (exceptions to such inheritance are
handled in Section 4.2, and I shall not address it here). In the authorized user dimension,
if “Nurse” is authorized to access certain EPR data, then users with higher privileges, such
as “Nurse Supervisor” will be authorized to access the same data as well. For the purpose
dimension, if a purpose “Treatment” has been authorized then a more specific purpose (sub-
purpose) such as “Surgery” will also be authorized. It is worth noting that the inheritance
of authorizations is reversed for the purpose dimension in contrast to the other two. For
example, “Country” dominates “City” (in the sense that a country may correspond to many

cities) and authorizations on “City” imply those on “Country”, whereas purpose dominates
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Table 4.2: Snowflake Schema for EPR Data and Metadata

Hierarchies in EPR Schema

EPR Table Attributes

Address Address-1D, Address, City-ID
City City-ID, City, Province-ID
Province Province-1D, Province, Country-ID
Country Country-ID, Country
Hierarchies in Metadata
Metadata Table Attributes
Nurse Nurse-ID, Nurse-Name, Supervisor-ID
Supervisor Supervisor-1D, Supervisor-Name

Sub-Purpose Sub-Purpose-1D, Sub-Purpose, Purpose-ID
Purpose Purpose-ID, Purpose

sub-purpose but authorizations on purpose imply those on sub-purpose.

Neither the original HDB design nor the design in previous sections can provide effi-
cient implementation of such hierarchical authorizations. I provide a solution based on the
snowflake schema instead. Table 4.2 shows an example of my design. For simplicity, we only
include the address hierarchy in EPR data. In this schema, all tables are fully normalized,
and the hierarchical relationships between attributes are represented as foreign key con-
straints. The metadata tables include both the authorized user dimension and the purpose
dimension.

In the presence of hierarchies, authorizations can be given as any combination of three
sets of attributes where each set is from the EPR data, authorized user, and purpose dimen-
sion, respectively. Under the original design of HDB, this may result in a large number of
authorizations. For example in Table 4.1.

With my approach, the collection of authorizations in Table 4.1 can be conveniently
represented using a single record. More specifically, I redesign the Privacy-Authorization

Table as shown in Table 4.3. In addition to the attribute “Authorization-ID” (required for
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Table 4.3: Redesigned Schema for Hierarchical Authorizations

Table Attributes(Columns)
Privacy Authorization Authorization-1D, EPR Table, Data-ID, Purpose Table
(fact table) Purpose-1D, Authorized-Users Table, Authorized Users-ID

Table 4.4: Authorization under the Redesigned Schema

Authorization | EPR | Data Purpose Purpose Authorized Authorized
-1D Table -ID Table -ID Users Table User-1D
1 City All Purpose 1 Nurse All
Address 1 Sub-Purpose 2 Nurse Supervisor 2

fine-grained authorization as described in Chapter 5), each authorization now includes three
pairs of attributes. Each pair indicates the exact elements in the schema is authorized in
each of the three dimensious: EPR data, authorized users, and purpose.

Table 4.4 shows an example where the Data-ID is linked to Address-ID, City-ID, etc.
Due to the aforementioned hierarchies, the single record ( “Authorization 1”) in Table 4.4 is
sufficient for representing the twelve authorizations given in Table 4.1, in which “Purpose
17 represents “Treatment” in Table Purpose and the value “All” stands for all the disclosed
tuples for this elements.

From viewpoint of fine-grained access control, this snowflake metadata can represent
not only the hierarchical authorizations, but also the authorization in a single tuple. In
Table 4.4, the values of other three columns: Data-ID, Purpose-ID and Authorized Users-
ID can be used to determine authorizations on either none-or-all or exact instances. This
is consistent with the fine-grained authorizations introduced in Chapter 3. The fact table
Privacy-Authorization can record not only the elements to be disclosed (such as City, Nurse
in Table 4.4) but also the exact values of elements in the disclosure sets (such as Data-ID
and Authorized User-ID that refer to the fine-grained level data and recipients). As for

the disclosure purpose, we must use this fine-grained level of disclosure, because the exact
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sub-purpose or purpose (such as Surgery or Treatment) are what we need to complete the
disclosure inheritance. For example in Table 4.4, the record “Authorization 2” means that
“Address 1”(and more generalized data) is disclosed to “Nurse Supervisor 2” (and higher-
positioned recipients) for “Sub-Purpose 2.

Figure 4.9 illustrated the snowflake metadata schema for the implementation of hier-
archical authorizations. For simplicity, only a few attributes in the hierarchies have been

presented. Some facts are worth noting:

e Privacy-Authorization Table is the fact table of this schema, and it can be linked to
every table of the three dimensions with constraints on three foreign keys. In order
to provide better presentation of Figure 4.9, only Table Doctor, Nurse, Address, City,
Sub-Purpose and Purpose have been linked to the fact table. Actually, “Data-ID”
in the fact table can be linked to “Address-ID”, “City-ID” .etc; “Authorized-Users-
ID” can be linked to “Nurse-ID”, “Doctor” .etc; and “Purpose-ID” can be linked to

“Purpose-ID” and “Sub-Purpose-ID".

e In the fact table, the attributes: “EPR-table”, “Purpose-Table”, “Authorized-Users-
Table” have recorded the links from Privacy-Authorization Table. Once the names of
three tables are recorded in those three columns, respectively, such as City, Nurse and
Purpose, all the lower layer tables, such as Nurse Supervisor, Province, Country and

Sub-Purpose can be authorized together with the upper layer tables.

e As mentioned before, the inheritance of authorization on Purpose dimension is reversed

from the other two dimensions.

e Onme record could only handle one simple path of each dimension. Authorizations on

complex hierarchies require more records. For example, if the patient authorizes Doctor
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and Nurse to access his/her private data in one disclosure set, two tuples in the fact
table’s column “Authorized User-Table” would be Doctor and Nurse. Moreover, we can

slightly modify this schema to satisfy all the disclosure options in complex hierarchies.
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Chapter 5

IMPLEMENTATION

In this chapter, implementation issues are discussed. Firstly, I introduce the tools and
environments selected to implement the e-Health system and the privacy protection compo-
nents. Secondly, the schemata implementation details are illustrated with experiments on
redesigned and existing schemata. Thirdly, I describe implementation details for preferences
specification, which is an essential part to preserve privacy in e-Health system. Finally, a

scenario for private data access is introduced in section 5.4.

5.1 Implementation Environment

5.1.1 SOA with BEA Weblogic 8.1.2

Loosely coupled software services are more and more popular in business process handling
nowadays. Web services bring us easier software integration using XML, we thus determined
to use web service of Service Oriented Architecture (SOA) for our e-Health system imple-
mentation. Meanwhile, to provide a friendly interface for users (e.g. patients and doctors)
and make it easier to maintain and upgrade the whole system, a web-based platform has
been selected, while web pages (JSP or HTML .etc) represent the user interface for clients’
operations.

There are several popular deploying platforms for web service, such as Apache, the .Net
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framework, and J2EE. They can implement web service on the same platform for running
the web applications. There is a test for the two leading commercial J2EE servers, BEA
WebLogic and IBM’s WebSphere, plus a solid also-ran, Sybase’s EAServer, and the most
popular open source J2EE server JBoss. The test [f[JWSE] evaluates the related management
capabilities as well as the support for core web service standards, SOAP, XML-RPC (Remote
Procedure Call), WSDL and UDDI, flexible configuration and a set of features such as JMX,
JNDI, JMS and JTA that would be expected in any enterprise-class Java platform.

We make use of a powerful and robust web platform, WebLogic Workshop 8.1.2 provided
by BEA, to complete the system implementation.

Firstly, all the services are designed in the web service file (*.jws). Database control with
connection pooling has been used to access EPR data for different methods with different
purposes and different recipients. The SQL statements of data usage for each method are
also composed within the database control interface.

For user interfaces, we use jsp files controlled by Java Page Flow [Inca] which is a feature
set built upon a Struts-based Web application programming model. Java Page Flow features
include runtime support for the Web application programming model and tools that enable
developers to quickly and easily build applications based upon the model and it’s based on
Model-View-Controller (MVC) architectural pattern. The views (jsp files) and controller
(jof file) are generated by the web service file, recomposed and extended to entire functions
programming. The example of our EPR services will be illustrated in later part of this

chapter.
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Table 5.1: Web Service Deployment Platforms

Product

Cost

Platforms

Bottom Line

JBoss
3.2.1/

Apache Tomecat

5.0

Free

Java 1.3 (or
later) JVMs

1. Excellent support for
importing and exporting
existing web services

2. Good standard support

3. Require more expertise
and initial configuration

4. Lack many of simpler
enterprise class configuration
and management tools

Sybase
EAServer
4.2

From $7500
to $2800
per CPU

AIX,
HP-UX, Linux,
Windows 2000

1. Good integration between
app server and tools, a slick
and efficient interface.

2. it’s slightly hampered

by a heavy reliance on
server restarts and a

help system that could

use a little work

IBM
WebSphere
Application
Server 5.0

From $8000
to $25000
per CPU

AIX, Red
Hat Linux,
Solaris,
Windows
NT /2000

1. Allows granular control
of the app server and web
services and does so with
almost equal skill from its
GUI and CLI;

2. Confusing installation
process that can add up to
more than 1GB for even a
basic installation

BEA
WebLogic
Sever 8.1

Starts at
$10000
per CPU
includes
WebLogic
Workshop

Linux,
Unix,
Windows

1. Good integration between
tools and server, easy setup,
solid web server standards
support

2. Excellent IDE

3. Importing and
manipulating existing web
services would be easier
without some additional steps
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Table 5.2: Main Security Features of Database Products

Product | Authentication | Access Control | Encryption Auditing
Oracle Password FGAC by VPD | TDE, OAS Triggers
9i -based and SSL Fine-grained
Host-based Auditing
MS SQL | Connection String Execution Digital Triggers
Server/ Kerberos Context Certificates SQL Trace
2005 .ete SSL
IBM Kerberos ID based, Column Level DB2
DB2 .ete Role based, , Value Audit
Host-based .etc Level Trace
Sybase Password, DAC SSL, Audit
ASE15 | Kerberos, LDAP Policy hased Kerberos Trail
MySQL Password Hashing

5.1.2 Oracle 91 Database Support

Due to the stringent privacy and security requirement for data in various medical systems,
especially the data processed and stored in EPR systems, the database product selection is
chiefly based on the security features of various commercial database vendors.

We survey the products according to several security features: Authentication, Access
Control, Encryption, Auditing, Availability .etc. The candidate commercial database prod-
ucts are Oracle 9i, IBM DB2, Sybase ASE15, Microsoft SQL Server 2005 and an open source
database system: MySQL.

Moreover, as I have presented in Section 2.1, virtual private database (VPD) is the
aggregation of server-enforced, fine-grained access control, together with a secure application
context in Oracle database system. By dynamically appending SQL statements with a
predicate, VPD limits access to data at record level and ties the security policy to the table
or view itself.

Apparently, we need to limit the data access at the hospital level, because some hospi-

tals share the same EPR schema in the same database. Each EPR service belongs to one
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specific hospital, and the data usage for that service should be limited to the data of that
hospital, except that valid authorizations have been made for special purposes, the data can
be accessed across hospitals.

Assume that the table EPR is like this: EPR (EPR._ID Number (10), Patient_ID Number
(6), Diagnosis varchar2 (30), Hospital ID Number (3)). Even though administrator could
access all the data without any restrictions, if we want to allow applications to access only
data in the hospital which it belongs to, VPD can satisfy this demand.

Consequently, when the EPR services use the data, the application connects database
with the value of Hospital ID and execute statement: Select * from EPR;

Here, only the rows where Hospital_ID = {Hospital} are visible for the application.

Moreover, we can also limit data access at the USER level using USER_IDs (either Pa-
tient_ID or Doctor_ID) or the tuples level using Authorization_IDs according to the proposed
fine-grained authorization and access control mechanism. Since many kinds of privacy meta-
data have been designed in the database system, we can limit the access based on these
systems and implement the access control not only at application level but also at database
level. If we take advantage of these features of Oracle 9i to keep the authorization and access

control implementation at database level, the privacy protection can be enhanced.
5.2 Hippocratic Databases Schemata Implementation

In the privacy protection subsystem of our e-Health system, the redesigned schemata based
on multi-dimensional HDB, the existing schemata for multi-dimensional HDB and the pro-
posed snowflake metadata schema for hierarchical authorizations are deployed in backend
databases. First of all, some issues around schemata implementation will be described in

this section. Consequently, some experiments on my redesigned schema and existing HDB
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schema are illustrated.

5.2.1 Oracle Schemata Implementation

Three schemata: original FDB for multi-dimensional schema, redesigned multi-dimensional
HDB and snowflake privacy-authorization schema have been implemented as the EPR schema
in a specific user account of the Oracle system.

All the required tables, foreign keys, triggers, sequences, and procedures in the schemata
implementation constitute the schemata in my design.

To allow users to specify privacy authorizations, I implement an APPEL preference se-
lector through Web interfaces based on BEA WebLogic 8.1.2. I generate authorizations
from the selected options in the Web interfaces using a Java application. The application
then stores the generated authorizations in a backend Oracle 9i database. Oracle Enterprise
Edition supports fine-grained access control (FGAC) through the VPD feature, which is the
aggregation of server-enforced FGAC with a secure application context. My fine-grained
authorizations are implemented using this feature by defining policy functions. I implement
three schemata as described in Chapter 3 for fine-grained authorizations based on a flat
relational model, for multi-dimensional model without hierarchies, and for hierarchical au-
thorizations, respectively. In practice, however, an application may choose to implement

only one of those schemata based on its specific needs.

5.2.2 Experiments

To evaluate the previous designs, I populate the database with the adult dataset from the
UCI Machine Learning Repository [Rep] (which has been used in many related work on data

privacy). There are 32561 patients in the dataset. I made following assumptions. Each
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Table 5.3: Storage Requirements for Fine-Grained Authorization

# Table Attributes | Tuples Storage
Number | Number | (Bytes)
1 Patient in Table 15 32,661 | 5,242,880
3.4 0r3.5
2 EPR in Table 3.4 11 390,732 | 75,497,472
3 EPR in Table 3.5 9 97,683 | 16,777,216
4 | Purpose-Authorization 3 390,732 | 24,117,248
in Table 3.5
Summation of #1 and #2 80,740,352 Bytes
Summation of #1, #3, and #4 46,137,344 Bytes

patient owns three records in the EPR table, and each record is associated with four pur-
poses: “Treatment”, “Research”, “Statistics”, and “Prescription”. Table 5.3 shows that my
redesigned fine-grained authorization schema requires significantly less total storage than
that of the original HDB design, if the record-level fine-grained authorization is to be en-
forced. Clearly, with more purposes or attributes that hold more storage consuming data.
(for example, multimedia data), the difference would be more significant.

In addition to removing the limitations of the original HDB model, our solution may also
bring significant improvment to storage requirements of e-Health applications. For example,
in Table 5.3, it takes over 80 Megabytes if our e-Health system adopts original HDB for
privacy protection with fine-grained authorization. However, if our e-Health system take
use of the multi-dimensional HDB schema for the same purpose, the storage can be reduced
to nearly 46 Megabytes. The evaluation results are based upon the situation addressed in
the previous paragraph. When the database is extended to a larger model, the performance
improvement would be more clear.

Our contribution of hierarchical specification of privacy requirements will make patients’
job much easier in most cases. For example, if patients want to make all their private data in

Figure 4.1 be disclosed to all the data recipients in Figure 4.2 for all the purposes in Figure
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Table 5.4: Original HDB Preferences and Hierarchical Preferences
Tuples Number in Metadata | Specify Preferences Times
Original HDB Preferences 8x5 x b =200 8xH x 5 =200
Hierarchical Preferences 1 1
(Snowflake Metadata)

4.3, our e-Health system is able to adopt original HDB preferences specifying approach or my
solution, hierarchical preferences. The evaluation results for these two different situations
are shown in Table 5.4. If a patient should specify preference using original HDB, he/she
has to specify private data, data recipients and purposes one by one. Thus, when he/she
specifies all the elements in those three figures, he/she must specify them by 8x5 x 5 = 200
times, and the 200 tuples will be generated in the metadata schema. Nevertheless, if the
e-Health system takes advantage of hierarchical preferences, only one tuple in the Privacy-
Authorization Table of snow-flaked schema will be generated, and the patient only need to
specify the upper bounds of those three dimensions. He/she can specify it by once, which

brings a much more convenient mechanism.

5.3 Preferences Negotiation Implementation

Patients specify their preferences in the frontend of our e-Health system. I implement the
preferences negotiation using a web interface, and integrate it into the front end of our
web service based portal system. There are three important components in the preference
negotiation process, which are generating disclosure set, conflict resolution and APPEL

preferences. The implementation issues of these three components will be introduced in this

section.
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Figure 5.1: The Hierarchy Used in Implementation

5.3.1 Generating Disclosure Set

In the preference negotiation web interface, there is a hierarchy consisting of the nodes of
three dimensions, as illustrated in Chapter 4. Patients are able to make preferences with
hierarchical authorizations. A simple example for hierarchies used for disclosure inheritance
is shown in Figure 5.1.

Three dimensions in the implementation are:

e Private Data: Address, City, Province, Country, Region

e Data Recipient: Nurse, Nurse Supervisor, Director, CEO, (Doctor)
e Purpose: Treatment, Surgery, Statistics, Research, Prescription

The patient specify the preferences using a web interface shown in Figure 5.2, in which the

patient selects the upper bounds of private data, data recipients and purposes, and their lower
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Figure 5.2: Specifying Preferences in Web Interface

bounds. Consequently, a disclosure set based on the selected bounds of those three hierarchies
are generated, and the disclosure inheritance are triggered with the generated disclosure set.
Finally, a group of authorizations will be inserted into the Table Privacy-Authorization (if
we still use the original HDB metadata design), or in my redesigned snowflake metadata
(the fact table Privacy-Authorization).

From the selected bounds shown in Figure 5.2, there are 4 x 3 x 3 authorizations gen-
erated by a single disclosure, and all of the 36 tuples have been inserted into the backend
database simultaneously. The differences (before specifying preferences and after specifying
preferences) for the rows of the “Privacy-Authorization Table” in the database schema is

shown in Figure 5.3 and 5.4.

5.3.2 Meta-Policy for Conflict Resolution

Conflict resolution for preferences has been illustrated in Chapter 4. In this subsection, the
implementation details will be discussed. There are three meta-policies defined for conflict
resolution, which are “Latest- Tauke-Precedence”, “Disclosure-Take-Precedence” and “Denial-

Take-Precedence”. Here, I will take the “Latest- Take-Precedence” as the example to describe
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the meta—pélicy implementation.

When a patient makes preferences through the web interface, he/she should select the
meta-policy if there are some potential conflicts. After a hierarchical authorization has been
made by the patient, the system will generate a disclosure set that represents a group of
preferences. Consequently, the conflict inspection is triggered.

Conflict inspection is based on the existing preferences, either a single preference or a
group of them represented in the snowflake schema, and the new preferences made by the
same patient. For example, if the patient disclosed his/her data: Address, City and Province,
and the new disclosure set includes City, Country but not Province. During the conflict
inspection, a message is displayed: “Conflict Found!!!”. The system executes the conflict
resolution with the pre-selected meta-policy (such as “Latest- Take-Precedence”). Finally,
the new disclosure set will be generated. In the above example, the disclosure on Province
for all the purposes and data recipients will be removed and Country will be inserted into
the database with corresponding purposes and data recipients. The detailed procedures of

the preference negotiation, especially for conflict resolution is shown in Figure 5.5.

5.3.3 APPEL Integration

In previous sections, I presented the server-centric architecture [AJSX04] [CLM*02b]. In
this subsection, the tools and resources for building P3P into the service websites will be
illustrated.

Referring to the P3P implementation from W3C [Con], there are some policies creating
tools such as P3PEidt, P3PBuilder, .etc. P3PEdit, is a commercial P3P policy generator
whose easy-to-use Web based Wizard could quickly generate P3P policies that satisfy In-

ternet Explore’s new privacy requirements. P3PEdit generates: XML format P3P policies,
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P3P Compact Policies, HTML format Privacy Statements. It includes instructions and ex-
amples, technical support, staff review of the P3P implementation, and P3P Policy updates.
P3PBuilder is a P3P policy generator that creates privacy policies to the W3C specification,
and it’s also web based, easy to use.

For creating APPEL preferences, a Java-based editor: JRC APPEL Preference [Cen| can
assist developer to create preferences. The APPEL RULE can be created either by selecting
a set of the predefined rules, or by using an advanced mode that provides options to create
new rules.

JRC P3P Proxy [Cen] is an intermediary agent which handles the access control for
remote web servers based upon the existing privacy preferences. It will be used for the
conformance checking between policies and preferences.

All these three tools with different goals will be combined for the service development and
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Figure 5.6: Web Interface for EPR Service to Use Private Data

data processing. They performs efficiently in those two architectures, preference negotiation

and limited disclosure, which are based on the server-centric architecture of P3P.

5.4 A Scenario for Electronic Patient Record Data Ac-
cess

This section presents a data usage scenario to introduce the privacy protection. The interface
is used by various data recipients, such as doctors, nurse. etc.

From the scenario, a doctor (Alice) makes use of the web application, a specific EPR
service to read the records of a patient, Eve. She will be authenticated firstly with her
credential and purposes, and only the authorized data for her and the matched purposes

can be accessed by Alice (a simple example for the web interface is shown in Figure 5.6).
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If Eve authorizes doctors to access some of his private data (e.g. Patient Name, Age, and
Diagnosis), Alice is able to access those data as a doctor. The results of the queries are
presented in Figure 5.7. Note that all the records for the same patient (Eve) are created
at different time and they are totally different. If Eve hasn’t authorized doctors to access
the requested data, Alice will be refused to view Eve’s records using that query. However,
if there’s no matched records, but Alice is still authorized, an exception will occur that no
records are found.

In addition, for the fine-grained authorization in this scenario, only the authorized tuples
in the multi-dimensional EPR schema and the authorized attributes (private data) for Alice
with matched purposes can be used by her.

A serial of EPR services including “Accessing Private Data by Doctor”, “Access Private

Data by Patient”, “Create EPR by Doctor” are integrated in the e-Health architecture for
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single sign-on (SSO) with different roles in the system.
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Chapter 6

CONCLUSION AND FUTURE
WORK

This thesis addressed the issue of preserving patients’ privacy in e-Health systems. It pro-
posed to allow patients to specify their privacy preferences in APPEL, which will be recorded
as authorization policies in the backend HDB. Doctors are then authorized against such poli-
cies when their applications request for privacy data. It identified the lack of fine-grained
authorizations as a limitation of the original HDB design and provided a solution based on
a modified schema. It extended the HDB design to support the multi-dimensional model
so it can be used to preserve privacy in analytical data applications. Moreover, it proposed
to simplify the task of specifying privacy preferences by exploiting hierarchies inherent to
various dimensions of a preference. It also described several options for users to specify a
preference based on the hierarchies. It studied how to generate the effective disclosure set
in each case and how to resolve potential conflicts that may arise between preferences with
pre-defined meta-policies. It showed how hierarchies can be leveraged to simplify the repre-
sentation of authorizations, and experimental results justify the design. It is my belief that
the proposed solution can be integrated into existing e-Health systems to provide patients

with better privacy protection.
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6.1 Conclusion

Our group established a web-based e-Health portal system and my research concentrated on
the privacy-preserving issues in it. There are many different roles in such a system and only
two different kinds of them for privacy protection: one type to specify preferences and the
other type to use data. Therefore, two kinds of architectures are required: one for preference
negotiation and the other one for data use based on limited disclosure.

With my privacy-preserving model, e-Health system is capable of providing fine-grained
authorization (record level) and hierarchical preferences (for more convenient preference-
specifying). Furthermore, my preference negotiation architecture enables patients to specify
fine-grained authorizations and preferences with hierarchies and select meta-policy to resolve
conflicts. My data access architecture enables authorization checking, query processing (re-
writing) to limit the data users’ accesses. My metadata schemata provides support for
fine-grained authorization with less storage and hierarchical preferences with better repre-
sentation for hierarchies along with less storage on disclosure sets, compared with original
HDB metadata model.

In short, my research shows that it is possible removes two limitations of the HDB model
to make it more broadly applicable, and it proposes a novel method for more user-friendly

specification of privacy requirements.

6.2 Future Work

With those completed contributions, I finished this thesis. What’s more in the future, we

can do some extra work on a few aspects that has been mentioned in this thesis.
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1. Firstly, we can integrate P3P policies and APPEL preferences into my privacy-
preserving model by not only building the conformance checking between policies and pref-
erences, but also setting up matching between P3P policies to HDB policies and APPEL
preferences to HDB preferences.

2. Secondly, this privacy-preserving model can be established through more mathematical
computations and definitions. It is much easier to evaluate and calculate with some formal
definitions.

3. Finally, I can present more comparisons and evaluations between the privacy solu-
tions on (web-based) e-Health systems and other e-Commerce systems if possible (upon the
analysis upon some other commercial systems). It contributes more to our whole e-Health

system architecture design and privacy-preserving model.
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Glossary

APPEL

BCS

BPM

CIM
CHI

CORBA

Closed Policy

DCOM

A P3P Preference Exchange Language: A standard
language to express users’ preferences on their per-

sonal data based on P3P specification

Bio Medical Cognitive Science

Business Process Management: An merging field of
knowledge and research at the intersection between

managment and IT

Clinical Information Management

Consumer Health Informatics

Common Object Request Broker Architecture: A
standard enables software components written in
multiple computer languages and computers to
work together (Defined by Object Management
Group)

Authorizations specify permissions for an access
Distributed Component Object Model: A com-
munication technology among distributed software

components across networked computers (By Mi-

crosoft Inc.)
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E-Health

EPR

ETL

FASMI

FGAC

HIPAA

HDB

HTML

JRC

Healthcare practices supported by electronic pro-
cesses and communication, such as Electronic Pa-

tient Records, Telemedicine .etc

Electronic Patient Record: The patients’ digital
records, including personal information, diagnosis,

prescription .etc

Extract, Transform, and Load: a process in es-
tablishing data warehouses, extracting data from
outside sources, transforming it to fit business re-

quriements, and loading it to data warehouses

Fast Analysis of Shared Multi-dimensional Infor-

mation: Another concept to describe OLAP

Fine-Grained Access Control: Implement access
control with security policies or functions in a fine-

grained level

Health Insurance Portability and Accountability
Act: was enacted by the US Congress in 1996

Hippocratic Databases: a set of technologies that
manages disclosure of electronic health records in
compliance with data protection laws without im-

peding the legitimate flow of information

Hypertext Markup Language: a markup language

for web pages

European Union’s Joint Research Center
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JPF

JSP

MVC

MLP

OLAP

Open Policy

P3P

REST

RPC

Java Page Flow: A feature set built upon a Struts-

based Web application programming model

Java Server Pages: A Java technology that enables
to dynamically generate HTML, XML or other file

types for response upon the Web client request

Model-View-Controller: A multi-tier architecture

pattern used in software engineering

Medical Language Processing

Online Analytical Processing: An advanced for of

data analysis for data warehousing environments

Authorizations specify denials for an access

Platform for Privacy Preferences: A specification
allows users and websites to declare privacy pref-
erences and policies in a machine-readable format
(developed by the World Wide Web Consortium
(W3C))

Representational State Transfer: A style of soft-
ware architecture for distributed hypermedia sys-

tems

Remote Procedure Call: A technology that enables
a computer program to make a procedure execute

in another address space without explicitly coding
the details
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RLS

Snowflake Schema

Star Schema

SQL

SOA

SOAP

TEL

Row-Level Security: Another term for Oracle’s im-
plementation of Fine-Grained Access Control, be-
sides VPD

Arranging tables in a relational databases and re-
sembling the database schema into a snowflake
shape. Since the speed of data retrieval (queries)
is more important than data insertion, star schema
and snowflake schema are commonly found in data

warehouses

A database schema commonly found in data ware-
houses consisting a fact table referencing any num-

bers of dimension tables

Structured Query Language: A database com-
puter language designed for data retrieval, database
schema creation, modification or access control

mechanisms

Service-Oriented Architecture: a software architec-
ture that uses loosely coupled software services to
support the requirements of business processes and

software users

Simple Object Access Protocol: A protocol for ex-
changing XML-based messages over computer net-

works, which is the basis of web services

Telemedicine: A developing technology for clinical
medicine where medical information is transferred
via telephone, Internet for remote medical diagnosis

or examination

80



VPD

W3C

WSDL

WSRP

XML

Virtual Private Database: Oracle’s implementation

of Fine-Grained Access Control

World Wide Web Consortium: The main interna-

tional standards organization for the World Wide
Web

Web Services Description Language: An XML-
based language which provides standard format to

define web services

Web Services for Remote Portlets: A network pro-
tocol standard designed for communications with

remote portlets (defined by OASIS)
Extensible Markup Language: A general purpose

standardized markup language, which can be de-

fined in many platforms and various systems
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