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ABSTRACT

Modelling and Simulation of Blockchain based Education system

Navneet Kaur Bajwa

Since Bitcoin’s launch in early 2009, the industrial and academic interest in Blockchain and other
cryptocurrencies have grown rapidly. Blockchains have been applied in many areas outside of
finance such as healthcare, commerce and judiciary already. This technology promotes the creation
of a decentralized environment where transactions and data are not under the control of any third-
party organization. Blockchain is a fundamentally new technology that could revolutionize the
future of transaction-based exchanges. Extensive research is being done in order to implement
this technology various sectors. Blockchain technology comes with an edge of inbuilt auditability,
trust and transfer of value which also makes it irresistible.

This work explores an agent based Blockchain-based Education System through mathematical
modeling and simulation tools. The model is constructed to explore how Blockchain technology
can be used to verify credit score of students, identify the occurrence and prevention of potential
attacks. Along with technical characteristics of Bitcoin and Blockchain; cost, time and behavioural
considerations of the system are also made. This is followed by analysing of the number of
transactions, size of blockchain, network efficiency, cost analysis of the system along with the
network efficiency. The proposed model, based on the blockchain technology shifts the education
grading and credit rewarding system from the analog and physical world into a globally efficient,
transparent and universal version. The work contributes a foundation for advancing current
understanding of blockchain systems, and to further the development of simulation models of

blockchains.
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Chapter 1:

Introduction

1.1 Definition

Today’s world has a never-ending need for improved efficiency. This statement can be extended
to almost every field and industry like finance, jurisdiction and healthcare. Educational systems
are no exception for a need of incorporating latest technology to improve their overall coherence.
Blockchain technology allows the foundation of a decentralized environment where data is not
under the control of any third-party organization. All the transaction ever completed is recorded in
a public ledger permanently. This technology is anticipated to revolutionize the functioning of
commerce, industry, and education and promote the rapid development of knowledge-based
economy on a global scale. Blockchain technology is distributed in nature and uses the consensus
algorithms and cryptograph techniques to determine the features of decentralization, immutability,
traceability, and service properties [1]. These properties have the probable potential to prompt
many innovative applications for education. Blockchain can gather and save a complete set of
records of all the educational activities including the procedure and results in formal as well as
informal learning environments. Also, it records teachers’ teaching behaviors and performance
and hence provides a reference for teaching evaluation. In this way, blockchain has great potential

applications for both students and teachers [2].
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Figure 1-1: Educational Stakeholders likely to use Blockchain Technology [2]

Educational institutes spend millions every year to attract students from all around the globe in
their programs and courses. This expenditure increases as their approach to do so widens which
comes with an added costly and time-consuming activity of verifying each student’s credentials
and making sure of their authenticity. With the introduction of blockchain on system, the cost and
time of this process can be immensely reduced. The Professors in the system will not be challenged
for evaluating exams and awarding credits as every single detail for awarding marks and credits
can be covered using pre-programed smart contracts. The students will have a say in their
assessment before their results get published and recorded on the blockchain resulting in a fair
formative crediting system. The students can also apply for further studies, internships and jobs
anywhere in the world without the constriction of language time or distance. The potential
employees are also set to profit from such a system as they can approach the upcoming talent

globally.



1.2 Motivation

Most of the higher education institutions store their students’ completed course records in
proprietary form. These databases are formed to be exclusively used by that institution's staff in a
committed online system with almost no interoperability. These institutions also have their own
specialized system to which students can have external access in a restricted and password
protected manner to view or print their completed course records. There are numerable important
points in regard to such systems which include storage location, standardization of data and safety.
How to analyze, filter and securely share this data is also an important issue. Further, for legal
reasons the Educational institutes must maintain the anonymous nature of students' completed
course records. These records are mostly stored in different standards hence making it difficult to
exchange records between different institute. Depending on the country’s policy some institutions
do not share their students' information, not even the completed course records. This results in
students experiencing difficulties in transferring to another Institute. This problem is even more
complicated in cases when a student wants to transfer to another country, where more language,
script and administrative barriers exist. When the student applies for a job position and has to prove
his academic degree in a foreign country, problems arise from the centralized storage of students'
complete course records due to their inaccessibility and lack of standardization. The students have
to translate and notarize their academic certificate which is always a difficult and lengthy
procedure. The notarization of documents includes the translation of all official documentation
into the language of the applying institution, which is still subjected to reviewing and validation
so as to examine matching or similar content. The problem faced by majority of graduates is that

they do not have access to the online academic grading system. In such a case, if a student loses



his academic certificates, he has to visit his home institute and request a new copy, which is again
an expensive and time-consuming process. Although there are some consolidated standards for the
academic credit system like the ECTS, the adoption and implementation of a global decentralized,
trusted, secure credit platform, is a challenge. Many of the obstacles come from the fact that
students' academic records are sensitive and have complex management regulations in place.

With an increasing number of diploma mills all around the world handing out fake degrees and
diplomas a need to have a secure and authentic storage and record system is in great need.
Currently, it costs universities more than £2m annually to fulfil degree verification requests which

can completely be eliminated upon 100% implementation [3].

1.3 Thesis Objectives
The primary objectives of this research are:
e To simulate a Blockchain based Education system.
e To improve the efficiency of verifying student’s credit records using Blockchain.

e To reduce the possibility of attack on the Blockchain-based Education system.

These objectives are expected to be met by addressing the following study questions:
e What are the existing vulnerabilities in the Education systems?
e How these existing vulnerabilities be overcome using Blockchain?
e What are the attack vectors for the security threats posed on Blockchain systems?

e How can these problems be addressed and what are the possible solutions?



1.4 Thesis Contribution

This study presents an analysis of a blockchain-based Educational system. A simulation model is
built that uses agents to form a framework of a working education system. An important insight is
provided to the current issue of frauds being committed in the form of fake degrees, experience
and faulty resumes to get into a university or a job. The proposed model uses a distributed ledger
technology to create a globally trusted education grading system that would produce universally
approved and adopted “learning passports”. The model developed in Netlogo, differentiates the
working of a blockchain based education system and the current education system. The five main
agents used in the model include: main, participant, transactions, blocks, and local records. The
participants are: Blockchain manager, Administration, Professor and student. Each of the
participant uses their multi-signature private key to use the blockchain services. This multi-
signature private key consists of the participant information (that is also stored in the central
database) and biometric information. If this private key is lost or hacked, it will not be possible to
use the services unless both the signatures are put together to revive the account. A comparison is
made between the frauds and faulty practices being identified by the current system and the new
proposed system. The model is formed using Gresham’s Law and Trust function associated with
Bitcoin and blockchain. Any model is considered to play three potential roles: generators,
mediators, or predictors, as shown below in Figure 2. Generator is used to develop new theories
about how systems behave, predictors provide specific outputs to study already well understood

systems, while mediators have properties of both generator and predictor models [97].
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Figure 1-2: Role of a Simulation [97]

The proposed model is a mediator model as it provides insight into the behavior of the Bitcoin
network while also providing some computational results. Three different experiments are
performed on the system if a fraud is identified on the system or if the blockchain system is
attacked (51% attack). The possible solutions identified for this problem are: Increase the waiting
time and number of confirmations required for each transaction, Boycott the attacking entity,
Attack the attacking entity using Distributed Denial od Service (DDOS). Our study sets a path for
future research to expand the model for extended services like: payment of fee using and student
registration using blockchain and the potential employees collaborating with the universities for

starting specified courses to increase employment for the future graduates.

1.5 Organization of Dissertation

The remainder of this report encompasses the following chapters:

Chapter 2 provides a literature review of Education Systems Blockchain and blockchain

based systems, agent-based modeling and simulation.



Chapter 3 presents the methodology including proposed model, simulation framework,

agents, parameters and state variables.

Chapter 4 The results and discussion found during the analysis.

Chapter5 presents the conclusions and future scope of this research summarizing the

outcomes of the analysis and gives recommendations for future work.



Chapter 2:

Literature Review

This literature review is broken into sections that describe modeling and simulation related
works, blockchain or Bitcoin related works and blockchain in education. Some resources are
multidisciplinary in nature, such as the application of modeling and simulation to education

networks and application of modeling and simulation to blockchain networks.

2.1 Simulation

A predictor model can be built in a way that a simulation will behave in a precise manner if a
system is well understood. Such a model will provide realistic outputs when given realistic inputs.
The role of simulation moves towards being a generator model as less information is known
regarding the behavior of a system. Generator models can be used to hypothesize about the
underlying structure and resulting behavior in a complex, poorly understood system. Agent based
modeling is particularly useful as generator models by observing, modeling, and then simulating
individual behaviors for agents, one can try to duplicate emergent properties from the real world
from the interactions that occur between the simulated agents.

An insight to the purpose of developing models and simulations is revealed by assuming that
simulations can give valuable information without needing to completely replicate a true system.
The simulation is used as a representation of the true system. Heath identifies three roles that a

simulation may serve depending on the level of understanding about the real system [3].



Simulation is best adapted to analyze complex practical problems when it is not possible to solve
them through a mathematical method. The simulation software used in this thesis is Netlogo [4].
It is a multi-agent programming language and modeling environment for simulating complex
phenomena. It is outlined for both education and research purposes and is used across a broad
range of disciplines and education levels. In this paper, though, we focus on NetLogo as a tool
for research and for teaching at the undergraduate level and higher. Simulation in Netlogo is
flexible, hence changes in the system variables can be made to select the best solution among the
various alternatives. The experiments in simulation are carried out with the model without
disturbing the system. Moreover, Policy decisions can be made much faster by knowing the
options well in advance and by reducing the risk of experimenting in the real system [4]. Also,
NetLogo is an environment that is simple and enable researchers and students to create their own
models, even if they are not professional programmers. After five years of development, NetLogo
is a mature product that is stable and reliable. It comes with extensive documentation and tutorials
and a large collection of sample models. The software was best suited to represent a complex and

distributed network like Blockchain and any blockchain-based model.

2.2 Blockchain

A blockchain is a distributed database of records of all transactions or digital events that have been
executed and shared among participating parties. The participants of the system validate all the
transaction in the public ledger is validated by consensus of most of the participants of the system.
And, once entered, information can never be erased. The blockchain holds a verifiable record of

every single transaction ever made thus resulting in universality of these records.



2.2.1 How can Blockchains add value to the Education systems? Strengths

Through its typical features, the blockchain can add value to education systems and education

systems digitalization in several ways and are connected to building trust, network expansion,

visibility, provision of secure data [1].

Trust: Because blockchain is based on shared consensus among different parties, the
information on the blockchain is reliable. The participants build up a reputation on the
blockchain over time which demonstrates their credibility to one another. Moreover, a
third party, that arranges trade between two partners will no longer be necessary because
of the trust present in the blockchain network. To establish enough trust and to become
connected in a blockchain network, the motives of the involved parties must be clear [27].
The reputation of the participating organizations is now transparent and grows over time.
In the education systems, it is important that companies in the chain can trust each other
to share information and increase efficiency in shared processes.

Enhanced Security: The validity of the information stored on the blockchain is ensured
by an encryption mechanism. This results in a solution for the difficult process of writing
information on the ledger and validating it. The complex technique not only ensures the
authenticity of the information, but also prevents fraud. Practically, changing the
information stored on the block becomes highly unlikely after six blocks have been added

onto each other.

Greater transparency: Transaction histories are becoming more and more transparent by
using blockchain technology and can thus only be updated through validation, which

means everyone must agree on it. All subsequent records and the collusion of the entire

10



network needs to be changed to alter a single transaction. It is also available to all
participants who have permissioned access [2].

Network Expansion: The blockchain technology stimulates interconnectivity and
network expansion thus adding value to the education systems. In the case of a public and
open blockchain solution, the network would become decentralized and the participants
(learners, teachers, employers) would be able to connect individually and not just via a
centralized party. This will result in standardisation of technology used in education
systems all around the world thus allowing different education systems opportunities to

work together in a unique way.

Improved traceability: Since all the transactions are recorded permanently on the
blockchain network, any exchange of data or requests ever made can be completely and

effortlessly traced.

Increased efficiency and speed: When paper-heavy processes are used all the processes
are time-consuming and prone to human error. By automating and streamlining these
processes with blockchain, processes can be completed faster and more efficiently. When
all the participants have access to the same information, it becomes easier to trust each
other without the need for several intermediaries [5,6,7].

Reduced costs: Cost reduction is a priority for most of the enterprises. With blockchain,
no middlemen are needed to make guarantees. Instead, all the participants just must trust
the data on the blockchain. Also, participants must review all the included documentation
to complete a request because everyone will have permissioned access to a single,

immutable network.
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2.2.2 Limitations of Blockchains

The blockchain industry is still in the infancy of development and comes with many kinds of
prospective limitations. These external and internal limitations comprise of technical issues with
the underlying technology, public perception, government regulation, and also

the thought adoption of technology [23].

2.2.3 Issues in Practical implementation

Prior to the development of current applications of blockchain technology,
there are many considerations that must be addressed. These are largely associated with the
transformation that must happen within the institute and therefore the amendment in mental
attitude that must occur. The subsequent main considerations will be outlined: issue of adoption,

lack of trust, want for governance and legal problems.

e Difficulty of adoption: The difficulty of adoption isdivided into technical
and functional considerations. Consultants within the field of blockchain technology
foresee an eternal method of trial and error of single-use applications that may cause
uncertainty among educational institutes to take a position. First, single-use
applications should  be developed. ~ Over time, the paradigm shift of
innovation can occur within the type of a single-use application or an extended version of
a single-use application, can replace obsolete applications.
However, additional computing power is needed to implement the blockchain technology

on a very large scale.

12



Lack of trust: In a nutshell, implementing blockchain technology raises
queries regarding the responsible knowledge of the participants. The second concern to
relocate data systems would be the resistance to share information with supply chain
partners. Corporations don't seem to be doubtless to share important knowledge that
might make them vulnerable. A blockchain configuration changes this attitude since the
technology itself works as a guarantee of trust within the parties.
Need for governance: Once more participants are connected, queries about the
governance of the system can arise, such as who is authorized to access data (accessibility)
and who owns the data (ownership) shared in the blockchain. Moreover, within the case of
a private blockchain network, there is the question of who the neutral party to blame of
setting the network rules and granting access permission is.
Legal issues: No clear regulations are yet in force in this area (need for regulation), since

the blockchain remains to be an emerging technology.

2.2.4 Architecture

This section provides a summary on blockchain technology for clarification of its operating
mechanism, most of the applications and the key features. It aims to elucidate the practical
framework of Blockchain network therefore making further chapters of this thesis simple to
understand. A blockchain is a platform for retentive transactions that are shared among all the
participants of a network. The peer-2-peer network utilizes a consensus mechanism that records
the ledger once ensuring a valid transaction. The participant who wants to make a transaction must

experience a validation process transaction by providing the same hash as the other participants of

13



the network. The hash is a unique code that describes a message with specific data. This valid

information is registered on a block [5].

e Blockchain Phenomenon

There are different measures of blockchain technology on the market. For example, the
technologies operating as the backbones of Bitcoin and Ethereum introduce completely different
standards and that they represent different platforms, even though they are each decentralized
consensus networks. The blockchain applications are implemented on top of a given platform to
provide extra functionalities which are not initially available. The blockchain services do not need
a technical link to the blockchain and they make use of the present functionalities of a blockchain

or an application that is more effective [6].

Blockchain Platform

Smart Contract
Sharing economy
Crowd Funding
Governance
Supply chain auditing
File storage
Prediction markets
Potential of intellectual
property
Blockchain Platform = Internet of Things
= Identity Management
Data Management
Stock Trading

Blockchain Services

Figure 2-1: Framework of Blockchain analysis (Blockgeeks)
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e The 4 Ps of Blockchain
The initial blockchain construct was 100% de-centralized and utterly public. However,
since separate applications require separate level of security this structure does not prove
economical for all timestamped ledger applications. Thus, blockchain architecture designs
are often classified as either public or private and permissioned or permission-less [8]. The
public and private blockchain are distinguished at level of platform accessibility. In a
Public platform all the participants involved in the Blockchain are allowed to create
transactions whereas in a Private Blockchain such authorization is given to a selected

participant. [9].

PROPERTY PUBLIC BLOCKCHAIN PRIVATE BLOCKCHAIN
CONSENSUS All Parties One party
DETERMINATION

READ PERMISSION Public Public or Private
IMMUTABILITY Nearly impossible to corrupt  Could be corrupted
EFFFICIENCY Low High

CENTRALIZED No Yes

CONSENSUS PROCESS Permission-less Permissioned

Table 2-1: Comparison between Public and Private Blockchain

Unlike Private and Public Blockchains the distinction between permissioned and permission-less
blockchains relies on the authorization of writing and voting on the platform. In a Permissioned
ledger the selected participants can counsel an update and participate in validation process. On the
other hand, in Permission-less ledgers anyone has equal authorization in these processes. Hence in

such system, there is no single owner of the data: everyone who has access to the data is an owner.

15



PROPERTY PERMISSIONED PERMISSIONLESS

BLOCKCHAIN BLOCKCHAIN
CONSENSUS Selected Parties All party
DETERMINATION
READ PERMISSION Private Public or Private
IMMUTABILITY Nearly impossible to corrupt  Could be corrupted
EFFICIENCY Low High
CENTRALIZED Yes No

Table 2-2: Comparison between Permissioned and Permission-less Blockchain

e Nodes and ledger Architecture

The Blockchain is a network that runs on a network of distributed servers. The main application
may be a transaction database modeled as a secure ledger. Any node running the Blockchain
software will run the complete Blockchain locally. Blockchain data can often be recorded in a file

or in a relational database looking on user preferences.

The key feature of Blockchain technology resides in its distributed nature [18]. It is completely
different from centralized and decentralized networks because a distributed computing network
system could be a system where data and resources are opened out on varied hardware nodes.
Moreover, every node maintains an information of historical and valid transactions, which is sent
among the nodes within the network. Despite every node holds a replica of the ledger, only those

participants that hold the signature on it can access the data.



The nodes determine one another by their IP address, whereas participants address to each other
through their public key. Every node represents a physical/virtual machine that communicates via
different nodes [17]. Therefore, every node will send a transaction to every other node in the
network if it is aware of the receiver’s public key, without any central authority involved in the

transaction.

(a) centralized (b) de-centralized {c) distributed

Figure 2-2: Types of networks [17]

The absence of a central server strengthens the system’s security, since it makes harder for a
network to experience attacks such as 51% attack or Sybill’s attack. Moreover, altering a
transaction of the chain needs large hash-recalculations for each block registered once the changed
block, resulting in an improved security protection. Therefore, the blockchain is constructed on a

consensus mechanism that represents a trust-worthy invisible authority [15].

The following architecture diagram captures the main layers of the Blockchain along with their

roles.
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Figure 2-3: Blockchain architecture [15]

The first layer is called fabric layer and is a common conception within the global blockchain
development community. The second layer contains the application logic of services enforced in
variety of smart contracts. Services based on one or more smart contracts are commonly called

Decentralised Applications (DApps) [17].

The Fabric Layer. It is important to notice that there is a robust centralisation of management of
the fabric layer. Whoever develops and maintains the fabric layer is in the final control of the full
system's functioning. Even if the participant cannot directly modify the state of the system as
represented by the blockchain information, the fabric layer is developed by a one institute and also
the code base is not open source, the full system can continually be in the hand of this institute. If
it is kept open source, the organization of developers and maintenance of the code is a lot more
complicated. We refer to [19, 20, 21, 22] for background on open source communities. This is

often something that has to be thought about in the context of software system adoption by
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institutions as is emphasized by [29]. The fabric layer fulfills basic services.
Databases typically associate with an integrated module to manage differing kinds of users which
will have completely different levels of permission. As an example, a user would possibly be able
to browse certain subsets of the information and is not allowed to send any transactions, i.e.,
changes to the information. The permissioned participant usually has the full set of rights or can
grant them. Blockchain systems, thus far build no differentiating between users and user
management modules and only offers rudimentary practicality like account creation and
basic countersign management. This additionally implies that each user has full transparency
concerning the transactions and deployed smart contract code of alternative blockchain system

UuSsers.

The Application Layer. The blockchain itself is developed by a group of architects and
developers and thus is often in restraint of these development groups. On the other hand, the code
of the application layer is written to the system by any participant. The code itself is in restraint of
the participant who deployed the piece of code. It follows, that the management at the application
layer is distributed among the participants who deployed the code. Once the system begins and
users start deploying their own code onto the blockchain system. Consequently, the management
of the application layer is pushed into the hands of decentralised participants. The code of smart
contracts can be in-built so that the management is entirely left over to the piece of code deployed.
If a transaction includes a smart contract code, a new user (address) is registered within the system.
The code becomes autonomous if there is no access control mechanism implemented by the
participant who deployed the smart contract. This results in a setup where only the piece of code

itself 'determines' once it is triggered, supported on the programmed rules it contains.
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Blockchain is a sequence of blocks which contains a list of transaction records like conventional
public ledger [10]. Each consecutive block is connected to the immediate previous block by a
reference that is notably a hash value of the previous block referred to as a parent block. The uncle
blocks (children of the block’s ancestors) hashes would also be stored in Ethereum blockchain

[11]. The first block of a blockchain is called genesis block which has no parent block.

 —— . » T . , TR ol
Block Header Parent Block e | Block Header Parent Block | Block Header Parent Block
Hash Hash Hash
Transaction Counter Transaction Counter Transaction Counter
TX TX TX TX TX TX TX TX TX
Block i-1 Block i Block i+1

Figure 2-4: Connection of Blocks [11]

Each node within the network features a set of public and private keys. Before a transaction, the
sender needs his private key and the receiver’s public key. Moreover, before being recorded on the
Blockchain, the transaction needs to undergo two phases: a signing phase and a verification phase.
On the one hand, the sender’s encryption of the data with the private key is defined as the signing
phase. On the other hand, the verification phase consists of the solution of a computational problem

which ensures that the same transaction is not happening twice [13].

The understanding of Blockchain technology can be made better through the introduction of some

of some fundamental concepts:

1. Node: A Blockchain is maintained by software that runs on a computer called a node

or peer. Each node is connected to the Blockchain network and might submit and
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Block

receive transactions. every node collaborating within the Bitcoin network, for instance,
has its own copy of the Blockchain, that is synchronic with different nodes employing
a peer-to-peer protocol.

Network: Organizations and presumably participants maintain computer systems
referred to as nodes, these nodes run Blockchain software to communicate with one
other and form a Blockchain network.

Smart Contracts: Transactions or contracts that are converted into code to be executed
on a Blockchain are known as scripts or smart contracts.

Submit Transaction: The users submit the transactions to by sending them to nodes on
the network, who sends them to all alternative nodes on the network and finally on
Blockchain.

Transaction Validation: Nodes on the Blockchain network receive, process and
cryptographically validate each transaction. The network ignores invalid transactions.
Block: Nodes collect and group valid transactions together into a bundle known as a
Block. Blocks should follow a pre-determined set of rules for them to be valid. As an
example, they should not exceed a maximum size in bytes, contain more than a
maximum number of transactions, and should reference the foremost valid block.
Blockchain: Each new block contains a respect to the foremost recent valid block and
is connected to the block. i.e., it's placed afterward block within the database, forming
a “chain of blocks”.

Consensus: The process of making sure that every node agrees on the Blockchain.

A block consists of the block header and the block body.



Block Header
e Parent
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Figure 2-5: Architecture of a block [13]

The block header includes:

1. Block version: indicates which set of block validation rules to follow.

2. Merkle tree root hash: the hash value of all the transactions in the block.

3. Timestamp: current time as seconds in universal time since January 1, 1970.

4. nits: target threshold of a valid block hash.

5. Nonce: a 4-byte field, which usually starts with 0 and increases for every hash calculation

6. Parent block hash: a 256-bit hash value that points to the previous block.
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Figure 2-6: Description of a parent block hash [108]

The block body is composed of a transaction counter and transactions. The maximum number of
transactions that a block can contain depends on the block size and the size of each transaction.
Blockchain uses an asymmetric cryptography mechanism for the purpose of validation and
authentication of transactions [13]. Digital signature based on asymmetric cryptography is used in

an untrustworthy environment. We next briefly illustrate digital signature.

e Digital Signature
Each user owns a pair of private key and public key. The private key that shall be kept in
confidentiality is used to sign the transactions. The typical digital signature is involved
with two phases: signing phase and verification phase. For example, a user Alice wants to
send another user Bob a message. (1) In the signing phase, Alice encrypts her data with her
private key and sends it to Bob. (2) Bob validates the value with Alice's public key in the
verification phase. Now Bob could easily check if the data has been tampered. The typical
digital signature algorithm used in blockchains is the elliptic curve digital signature

algorithm [16].
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Transaction mechanism

The transaction mechanism can be described in five key phases [14]:

Transaction Definition: The sender induces the transaction in which the details of the
receiver’s public key (it consists of the receiver’s address) and the value of the transaction
is specified. Moreover, this transaction has to be authorized with the sender’s
cryptographic digital signature, which proves the digital authenticity [13]

Transaction Authentication: Once sent to the network, the transaction is received by the
nodes, which authenticate the message validity by decrypting the digital signature. This
transaction is waiting in a pool of pending transactions until a block is created [14]

Block Creation: A node of the network takes charge of the transaction by combining it
with other pending transactions and creating a block, which is an updated version of the
ledger. Once created, a block is broadcasted to the network for validation.

Block Validation: The nodes in charge of validating the block receive the proposed block
and they start an interactive process to validate it. However, there might be a divergence
among blockchain’s branches when the different nodes do not share the same perspective
of the entire network state. Therefore, it is necessary to reach a consensus on the block
validity among the different nodes based on a validation technique. As previously
described, Bitcoin Blockchain is based on a “Proof-of-work mechanism, while Ethereum
is built on “Proof-of-stake”. Despite of the consensus mechanism chosen, this phase
ensures the validity of every transaction avoiding fraudulent attempts of transaction [12]
Block Chaining: Once every transaction recorded in a block has been accepted, the new

block is registered on the being linked to the last block chained in time. The updated chain
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is then broadcasted to the network, which accept it as the verified version of blockchain

on which future blocks will be recorded. [14]
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Figure 2-7: Process of Block-chaining [14]

These technologies are being established for a number of different industries and applications, and
as such require a myriad of different specifications. The technologies being developed are aiming
to address and solve the scalability and throughput capacity of Blockchains, and ensuring their
security, robustness and performance. These areas are presently being self-addressed by a
spread of various varieties of distributed ledger technologies with variable degrees of

decentralization.

Performance metrices

A Blockchain node processes transactions and stores the current and past state of the entire
network. The performance of a Blockchain architecture can be evaluated based on a number of

qualitative and quantitative metrics described below:

1. Submission Throughput: The maximum number of transaction possible per second

possible by the complete network.
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Maximum/Average Validation Throughput: maximum/ average number of
transactions/ blocks validated per second possible/ permitted by the network. This
parameter determines the maximum/ average transaction processing speed of the
network.

Average Transaction Validation Latency: the average length of time it takes for a
transaction to be validated from the time of submission. This parameter determines
how long on average a user needs to wait for their transaction to be validated and
placed in a block.

Latency Volatility: The volatility of transaction validation latency. This is a measure
of how varied the transaction processing time could be.

Security: System security evaluation requires a threat model that defines the types
and scope of adversaries and attacks on the system. Threat models vary across
Blockchain applications. A security evaluation may include analysis of:

a. Transaction and block immutability b. Transaction censorship resistance

c. Denial of Service (DoS) resilience d. Trust requirements of users and oracles

e. Protocol governance and node membership services f. Transaction
confidentiality and user anonymity.

Confidentiality: Two nodes transacting on a Blockchain may not want other nodes to
"know" the contents of the transaction and in some cases may not want other nodes to
even "know" their identity as having participated in that transaction.

Transaction fees: In many of the technologies users must pay a small transaction fee

to the network in order to process transactions or execute smart contracts. These fees
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support the upkeep prices of the Blockchain and supply protection from light or
malicious procedure tasks like spam transactions or infinite loops in smart contracts.

viii.  Hardware requirements: a. Memory/storage: total memory/storage capacity required
per node b. Processor: amount of processing resources required to validate
transactions and blocks c. Network usage over time, including throughput and
latency requirements d. Hardware requirements will change as the network scales.

iX. Scalability a. Number of nodes: system performance change as the number of nodes
increases b. Number of transactions: system performance change as the number of
transaction submissions per second increases c. Number of users: system
performance change as the number of active users submitting transactions increases
d. Geographic dispersion: system performance change as the geographic dispersion
of nodes increases.

X. Validation process: not a performance metric but an important factor in determining
the performance of the network.

xi. Complexity: a measure of the maintenance, development and operation complexity of
Blockchain infrastructure.

xil.  Smart-contract limitations: There are a number of private and public Blockchain
infrastructures provided by various market participants who offer different levels of
performance with respect to the metrics discussed above. Some of the key market

participants, products, and infrastructures are presented below.

2.3. Applications

2.3.1 Smart contracts
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Contract law has been critical to the formation of sophisticated human societies. Self-enforcing
“smart contracts” were proposed by Nick Szabo in 1993, but the communications infrastructure at
that time weren't adequate to support them [28]. Ethereum’s feature for complex smart contracts
gives insurance contracts, financial exchanges and many other kinds of transactions to be
accurately defined and executed. Extending contracts to include information and interactions in
the physical world are additionally simple to actualize. These include ownership records for real
estate, vehicles and automated room rental [29]. A discussion of legal issues is available [30].
Modern corporations are defined by a set of contracts with investors, management, employees,
customers, and suppliers. These entities might buy and sell things, make decisions, and hire and
fire contractors without human management. It is also possible to create human-run organizations

which make decisions by voting on the blockchain [31].

e Definition

Smart contracts are self-executing contracts with the terms of the agreement between customer
and marketer being directly written into code. The pre-programmed agreement contained in the
code exist across a distributed, decentralized blockchain network. Smart contracts allow
transactions to be carried out among random parties without the actual need for an external
enforcement mechanism. They render transactions, traceable, transparent, and irreversible. Take
an example of two Transaction parties headed by Bob and Alice. These two parties are considering
of signing a contract which include Regulators and auditors of both the parties, Banks/Insurers of
both the parties along with the current Capital market conditions. A smart contract records the
Terms of a contract between both the parties and share it on a distributed ledger between all
participants. It makes a connection and serves as a platform for Bank’s internal systems (Oracle

services) and external world (account balance, prices). The smart contract waits for external
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triggers to evaluate pre-defined conditions and rules hence making Data available for the Auditors
and Regulators for compliance and reporting. Upon fulfilment of all the conditions the contract

self-executes via triggers resulting in completion of the process [32].

Smart contracts in blockchains are typically programmed in a step wise procedure. Solidity is one
procedural language in which these contracts can be coded [33,34]. In this language, the
programmer writes a particular sequence of steps that are performed to produce what must be done.

[35].
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Figure 2-8: Smart contracts [35]

e Smart contract licensing
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Smart contracts have the capability of disrupting the way licensing is presently done all Supply
chains and has the potential to revolutionize the software industry. For example, using smart
contracts the mass distribution of software products under a smart license from the developer can
be monitored. Upon expiry, the software product stops working based on the terms of the smart
contract and the users renew their software license by purchasing tokens on the blockchain
network. Other users who are no longer interested in using some software could also re-sell their
license on such distributed networks [36]. A micropayment system permits Supply chain members
to be share digital copies of their content by the piece. In other words, this personally grants
participants the license to use the content (they want to share via Blockchain platform) in a ‘smart’

way.

e Smart contract types

Blockchain networks like Ethereum and Bitcoin have input and output limitations due to their
security constraints that limit access to external data (e.g., price, weather, location, etc.) which are
needed for contractual performance and forms of payment preferred by parties involved in these
contracts. Because of this, trusted links to external data sources are required for some smart
contracts to be executed. Thus, smart contract can be further divided into deterministic and non-

deterministic smart contracts [37,38].

Deterministic Smart Contracts Non-Deterministic Smart
Contracts

e For an effective working, these e For an effective working,

contract codes do not require any these contract codes require

outer information other than the some external state (Oracle
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Working

public information provided on

the Blockchain platform.

There can be 0 or more state
transitions for every input that
can be internal or external. There
is always more than one path for
the decision- making process to
follow for every transaction and

prediction.

etc.) during the process since
the network responsible for
facilitating the smart code
does not include sufficient
information to make
decisions.

There’s exactly one state
transition for every external
input ie. no  decision,
prediction or transition can be
made after that outer
intervention. For the decision-
making process to go further,
a new input is needed at every

stage.

Example

Peer-to-peer lottery: the funds
are held on the blockchain
network and random numbers are
also generated by the smart
contract code. In the end, the

funds are transferred the winners

Value flow-based decisions
on human behavior, events
(price drop or hike) or

predictions [38].
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account via his or her address on

the blockchain network [37].

Table 3-1: Comparison between Deterministic and non-deterministic smart contracts

2.3.2 Smart contracts for Supply chains

According to Matt Levine at Bloomberg [43], the best opportunity for smart contracts is embedded
in business organizations. The capability of the blockchain to eliminate the need for trust will allow
people to stop working for aged style organizations, instead everyone will be an entity in a
commercial system operating on the blockchain. The functions of a company’s leaders and board
can be reduced to smart contracts implemented in computer programs. Investors can make
decisions over e-voting and such a decentralized organization will be exempt from external
influence because it will operate just the way it has been programmed to. The old way was that a
group of individuals came together to set up an organization for commercial purpose, another
group brought the investment to run it, others ran the business and others worked for it and
decisions on how to share the benefits or profit at the end of the day were difficult to make [43].
The new way is that a group of individuals put their money into a company organized with smart
contracts without any difficult decisions to make in the future apart from how and whether to
retrieve their money if a hacker steals it. Research has shown that people agree with the premise
that the smart contract approach is better than the previous approach which requires human activity
[43]. The biggest challenge facing the potentials of smart contracts in organizations is likely the

human element [44].
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Figure 2-9: Origin to Mainstream adoption of Smart contracts [43]

Individuals like their freedom, and the blockchain must find a way to detach them from
organizational hierarchies and not making them subject to a new leader; the blockchain itself.
However, smart contract should not be underrated. Some ideas for using smart contracts are
amazing. Toyota Financial services has played with the idea of connecting blockchain smart
contracts to cars such that if people miss their car finance payments, the car will not turn on and
the ownership of the car can be reassigned to a new owner. But people would rather use this option
to finance their car because they will get a better deal at a cheaper rate without the need a bank or
for an investor acting as a middleman [44], they will pay directly to Toyota and this will reduce
finance interests. Smart contracts act in real time and reduce the chance of human error and cases
of fraud prone processes, increase privacy and trustworthiness. These are no doubt features of

smart contracts that can be added on top of existing business processes for improved efficiency. A
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company based in San Francisco called SmartContract [45] has developed technology capable of

connecting smart contracts to external data feeds, internal infrastructure and external payments.

Organizational benefits

Smart contracts decentralize a centralized or federated service to improve transparency, reduce the

need for trust and sometimes gain economic efficiency because you no longer must pay a central

arbitrator to do a particular task. Having a central party governing contracts poses so many risks,

such as; data privacy, reliability, trust, monopoly, expensive, privacy, and authenticity [39]. Some

of the benefits of smart contracts are listed below:

ii.

iii.

iv.

vi.

Anonymity: participants can be completely anonymous but transfer of value from one party
to another is guaranteed. In a commerce scenario, because the system ensures that the
buying party can pay, the seller does not need to know the identity of the person buying.
The smart contract ensures that the funds reach the account of the seller upon fulfilling a
pre-agreed condition. This ensures that peoples credit card information is protected and
cannot be stolen or used for fraud [30].

Value can only be spent or transferred the way parties intended.

Self-enforceable. Smart contracts can automatically execute the contract, e.g., allocate
resources autonomously regardless of trust between parties. There is no need to trust third
parties such as escrow services or credit card companies [40].

The cost of changing the rules is extremely low. Computer code can ‘easily’ be re-written
depending on programmer’s experience.

Immutability: objects cannot be changed [41].

Permanence: objects are permanent and stored on a blockchain (history of linkable and

traceable transactions) [42].

34



vii.

viii.

ix.

None of the communication or transactional anonymity developed for blockchain
platforms must be sacrificed to use smart contracts. For example, anonymous voting
system or lottery system.

Atomicity: because of the mining concept of the blockchain where each node in the
network is rewarded for carrying out a transaction, an entire operation runs, or nothing does
[37].

Synchrony: no two operations can interfere with each other.

Immortality: According to Hoskinson, objects can never be deleted, unless they are
removed by mutual consent of all the participants [37].

Challenges in Implementation

Despite the enormous potentials of smart contracts, several challenges that need to be addressed

still lie in the pipeline. For smart contracts to be ‘complete’ to a large extent, authors have

highlighted some of these challenges and some have also gone further to advocate possible

solutions. These challenges are discussed as follows:

Technological challenges: The main necessity for smart contract code is that the code
should execute successfully and accurately to completion, within a reasonable time. During
the processing time of this code there can be scalability in speed of execution of the
program. In real-world situations, the initial agreement is usually not the final say.
Agreements are sometimes negotiated if possible and modified to cater for unforeseen
circumstances that were difficult to predict at the beginning. The self-enforcement
characteristic of pre-written logic (smart contracts) means that the current smart contracts

in distribution are not flexible to changes in the real world.
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ii. Legal challenges: Legal authorities think smart contracts to be marginally improved legal
agreements, without any appreciating the fuller potential of smart contract code to extend
beyond law’s reach. On the other hand, developers consider smart contracts and see the
limitless possibilities of software, without appreciating the subtleties and commercial
realities reflected in traditional legal agreements. As with any interdisciplinary field, both

must learn from the other [46].

Other challenges include: Organizational challenges (hardware & software, governance of
decision making process and code generation), Privacy, security and Inflexibility of the Smart

contracts.

e Recommendations of Adoption of Smart contracts

1. The first step in designing smart contracts is to understand the problems being solved by
any existing paper contracts or legal documents. If a smart contract is to replace the paper
contract, then it should be able to solve all the problems or provide benefits to parties that
exceed the costs of not solving all the problems.

2. The second step would be to develop smart contracts that preserve some of the abilities of
traditional paper contracts. For example, implementing the ability for parties to renegotiate
at any point in time in cases whereby the parties increase or decrease or want to reveal their
identities. The replacement of one smart contract with another should also not pose any
difficulties. This also applies to the use of smart contract templates—the smart contract
should be easily editable to provide some flexibility for reuse [46].

3. Finally, the people aiming to implement smart contracts should also give serious
consideration to what happens in those circumstances where renegotiation is convenient,

but the parties cannot reach an agreement. There are examples of appealing to the relevant
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community for a decision in the paper world, but it is relatively rare. The problem with
these types of approaches is that participants in the decision may make a decision based on
their own personal interests. What the parties to most contracts are looking for, however,
is to place jurisdiction over the contracts in a place where the parties have confidence that
their case will be fairly determined by a disinterested court applying well-developed legal

standards [40, 47].

Therefore, smart contracts can have an optimistic future but face some problems that must be
addressed beforehand, such as dealing with the potential for coding errors. However, to reach
their potential fully, smart contracts are going to have to be flexible and adaptable to real life
situations because in the real world the initial contract or agreement is not always the final say

[40, 47].

2.3.3 Internet of Things (10T)

The Internet of Things (IoT) is the “network of interconnected sensor-equipped electronic devices
that collect data, communicate with each other, and can be monitored or controlled remotely over
the Internet” [48]. The main objective of the [oT’s is to make a connection between the physical
world and the Internet or to wireless networks and allow making objects, machines and work
environments interactive. By using sensors, objects will be capable of exchanging data with other
machines without the need of human intervention [49]. The IoT is not an anticipation but a
plausible trend that is moving forward, rapidly. It is estimated that by 2020, 50 billion devices

around the world are anticipated to be connected to the Internet. One third of these devices will be
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computers and smartphones and remaining will be sensors and newly invented intelligent devices

[50,53,54].

IoT is turning into a rising Internet-based industrial data design that's used to facilitate data flows
among supply chain networks across the world. The importance of [oT lies in streamlining supply
chain operations, providing real timedata, andin pursuit of business processes
at numerous stages. Several new opportunities in applying IoT to produce efficient supply

management are out there these days or may be foretold in close to future. [55,56,57].
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Figure 2-10: Growth of Internet of Things [58]

By the 2020 around 50 to 100 billion things will be connected electronically by internet [59]. The
above figure shows the growth of the things connected to the internet from 1988 to forecast 2020.
The Internet of Things (IoT) will provide a technology to creating the means of smart action for
machines to communicate with one another and with many different types of information [60].
The success of IoT depends on standardization, that provides ability, compatibility, dependability,

and effective operations ona world scale [61]. Nowadays many firms are operating with
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standards, like IETF, IEEE and ITU to specify new scientific discipline primarily based
technologies for the web of Things [62]. The planning of the IoT standards is needed to
contemplate the economical use of  energy and network capability, furthermore as
respecting different constraints like frequency bands and power levels
for frequency communications [63,64]. As IoT evolves, it should be necessary to review such
constraints and investigate ways that to make sure enough capability for growth, for instance just

in case of extra spectrum allocation because it becomes obtainable [65].

Internet of things promises many applications to make life easier, smart and safe. There are many
applications such as smart cities, homes, transportation, energy and smart environment. Internet of
things faces two major challenges to guarantee efficient network access: the first issue is the fact

that today different networks coexist, the second issue is related to the big data size of the [oT.

2.4 Getting Started with Blockchain

Once a corporation understands and acknowledges the potential of blockchain technology to
drive potency and worth, consequent step isto determinea roadmap for application. this
could begin from a mindset to collaborate and involve building blockchain data and capabilities

with target driving worth for all stakeholders.
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Figure 2-11: Simplified decision tree for identifying blockchain use cases [58]

e Create a culture of collaboration

When an institution accepts the idea of blockchain technology, it is signing up for an intensely

collaborative journey because a huge portion of this journey includes facilitating trusted
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collaboration between different parties including both public and private entities of all kinds. These

can be government agencies, industrial organizations and even competitors.

Collaboration platforms have been created for competitors in highly competitive financial services
industry, to work together researching the application of blockchain technology. More value is
created for each participating organization when more parties agree to use a single blockchain

solution.

e Build up blockchain knowledge and capabilities

Knowledge and capabilities change organizations to spot and notice the worth of
recent operative models. So, it is essential to supply empowering partner organizations and
individual contributors with the time, tools, and resources they have to with success contribute to
every blockchain project. These contributors should be ready to negotiate effectively among the
blockchain system and with relevant technology players, implementation partners and

associations.

e Focus on value and engage with stakeholders on blockchain opportunities

Realizing the complete worth of this technology depends on collaboration with the
complete neutral scheme, and participants should be prepared for this.
When distinguishing promising blockchain use cases, firms ought to scrutinize every plan to
ascertain its dependency on blockchain technology. The design-and-plan part builds toward
a image for the proof of construct. throughout the proof-of-concept part, stakeholders ought
to learn all the nuances of mistreatment blockchain technology within
the planned application. within the pilot part, stakeholders ought to check the

appliance on low scale whereas finishinga  high-level  assessment of roll out at
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scale. it's imperative to incorporate all stakeholders during this pilot part, therefore this step

involves a  shift of  perspective —  from  achieving  success  with an

inside answer to currently onboarding multiple parties and testing the answer across a network.
The final stage in an exceedingly blockchain implementation involves scaling the answer and
realizing comprehensive edges. this needs a big transformation of business processes across
not simply internal parties however additionally multiple stakeholders, as well as business
partners and even competitors. Therefore, answer success depends heavily on neutral uptake and

acceptance. The success of the project hinges on everybody adjusting their business practices and

full investing the ~ blockchain

foremost crucial success step about blockchain adoption.
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Figure 2-12: The steps for a blockchain implementation [58]

2.5 Blockchain in Education

arguably the

The blockchain technology is proposed as a disruptive technology that has the ability to transform
the finance and commerce sectors. But for its relevance in education, it is imperative to understand

its features before adapting it for educational use. The best known, but not the only, blockchain is
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the one at the heart of the Bitcoin system of digital money [93,94]. There is the ‘distributed
consensus’ method to check if a new block is legitimate and whether or not should it be added to
the chain. Each block in the blockchain can hold a small amount of data (typically up to 1 Mb)
which could be any information that is required to be kept secure yet distributed. These records of
currency transactions can be exam credentials or records of learning. This information is recorded
for all participants and can be viewed by anyone possessing the cryptographic ‘public key’ but
cannot be modified, even by the original author. The data records are timestamped, providing a

trusted and timed record of the added data [95].

e Education market Analysis:
The global market for education is $4.4 trillion and is anticipated to grow on a regular
basis. A survey in 2015 showed that in countries like China, India and Malaysia this
industry is grows around 50% every year. Three of the best universities in the world:
Harvard, Yale and Stanford account for around $70 billion with an average tuition of an
undergraduate $45,000and average salary of the professor $200,000. Top 100 universities

in the world have a total of around $433 billion endowment in 2015 [96].

Market Size in Billion USD

250 250
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Market Size

@ Total E-Learning Market @ E-Learning Market by Companies @ Top 100 Universities in the USA
@ Harvard, Yale & Stanford ] Independent Consultants Market
@ Edgecoin Valuation as of ICO price (too small to show)

Figure 2-13: Education market [96]
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Problems in Education Systems:

ii.

iii.

iv.

Non-immutable record keeping- Since there is no standard guideline accepted by
all the companies, countries and institutions, verification of services and validation
of skills remain to be a big issue. Finishing a course gives a certificate but does not
provide with the skills achieved and hence there is a huge gap in workforce.

Poor data protection and security- Current technical infrastructures and software
systems used in the education sector lack the adequate data protection and security.
Data can be easy stolen, and fraud is very hard to prevent with the current way of
issuing and storing certificates. This results in fines and security violations related
to data protection laws and regulations. This results in a big risk for not only the
universities but also for the companies looking for potential employees.

Data storage- Data storage is an increasing problem faced by the universities
today. As more and more students enroll in the universities, it will eventually
become impossible to store a paper database of the certificates up to date.
Inefficient degree transfer process- Growth in admissions and complexity of
degree programs makes it harder to maintain and stores certificates and transcripts.
Creating such certificates on paper is also a long and insufficient process. Graduates
seeking copies of their certificates have to wait for months due to the presence of

many middlemen like translators, official authentication etc.

Blockchain Solutions:
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iv.

Cost efficiency- The average price of issuing and verifying diplomas in traditional
way is around 50 USD per student. By implementing blockchain services,
universities will cut their costs down to 10 USD thus resulting in 80% saving [115].
Fraud protection- Blockchains not only protects the front-end design of
certificates but also makes them immutable while validating them. This results in
their protection against fraud, loss or damage. With specifying the fingerprint of
certificates like font size, signatures and other features, unique documents can be
created.

Time saving- By using blockchain technology as a decentralized service, a paper-
free and thus environment friendly validation process can be created in a matter of
seconds thus being dramatically faster than current processes which take weeks and
sometimes months.

Indestructible certificates- All the blockchain data is unalterable and is therefore

indestructible.

2.6 Research Gap

The cited research papers provide an insightful background and technical concepts of Blockchain

and blockchain-based systems. There are a numerous other research papers that focus on the

simulation aspects of various distributed systems. The review of these papers points out a research

gap in these studies especially in the analysis of a blockchain based education system. These

analyses have been done in the field of commerce, jurisdiction and health-care but education

systems have not gained much attention. The three main research gaps found in the existing

literature and addressed in this work are:
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Most of the research papers execute mathematical modelling of Bitcoin and blockchain by
considering only the traditional equations like: Metcalf’s law and Gresham’s law and a
limited research is done by considering the Trust function.

Secondly, most of the literature focuses on the technical characteristics while performing
mathematical modelling and not on the other parameters like cost and time analysis and
the behavioural aspect of such a system if it is subjected to attack.

Further, there is no simulation work done to construct a model of working of a Blockchain-

based education system.

This paper takes a step ahead by considering these three research gaps as following:

While performing mathematical modelling, the most important aspect of any distributed
ledger system: trust was taken into consideration. This is done to increase the security of
such a system and avoiding attack.

To address the second research gap, along with technical characteristics, other parameters
of the system are also modelled which are cost, time and system behaviour under attack.
Finally, a preferential network system is modelled for the blockchain based education

system.
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Chapter 3:

Methodology and Model Design

3.1 Simulation Objective

The main objectives of this simulation are:
e To generate a model that shows the basic working of a blockchain-based Education system
e Reduce time and cost factors for verifying student’s credit records.

e Avoid possible Sybill and 51% attack on the Blockchain network.

A proof of concept model was developed to demonstrate how an Education Institute focused
blockchain in a hypothetical system involving three agent groups — Administration, Professor and
student. All participants in the system can access relevant data in a distributed manner by utilizing
a hypothetical blockchain, with a native cryptocurrency — tokens. The model was built using
Netlogo modeling software, which uses the Java programming language. The model includes a
cryptographic peer-to-peer ledger with a very basic mining algorithm put into place to maintain
consensus. Each participant has its own public identifier (known as a public key), a copy of the
blockchain data, and a set of local records. Transactions can migrate between states of being
initiated, in memory pool, shared and added on blockchain, verified and validated and finally been
added to a new block. This design reduces the amount of data stored in the public blockchain, since

it only includes the dynamic location of records, rather than the full record. The model also
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implements functionality allowing any participant to compile a verifiable complete history of any
other participant of interest’s records by only using the participant of interest’s public key. The
model concretely demonstrates the auditability, availability, universality and reconciliation of
these student records distributed throughout the blockchain network. Such a system may also
reduce fraud, reduce costs, incentivize student engagement and improve the overall system. The
proposed architecture is simulated and empirically scored based on the technical features,
operational capabilities, and requirements discussed earlier. These scores can be used to facilitate

future research as to the optimal architecture of a blockchain-based Educational system.

Database Services
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Student applies. Aske for Blockchain Checks the - No
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forwards the request using Student ID and tokens credited Database verified

exam 1D

Figure 3-1: The flow control of the model for application verification
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Figure 3-2: The flow control of the model for issuing a learning passport
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The professor verifies the results and publishes them after a student takes an exam. The results are
stored in the central database only when professor is able to individually register completion of
student's course obligations. If not, the administration office is notified to perform the procedure
needed for student’s obligations. The results can be simultaneously stored in the centralized
database of the Educational institute and the blockchain system. The administration office along
with professor’s consent asks the Blockchain manager to find the student's blockchain address in
the central database and find the amount tokens the course has set to transfer to his blockchain
address. The transaction is processed through the blockchain network. When the transaction is
confirmed, the administration office and the professor are informed so as to record the successful

transfer into the central database.

3.2 Mathematical Modelling
3.2.1 Modelling of distributed network
The network is made by using the Barabasi-Albert algorithm [24]: a first number of initial nodes
is set, and they are fully connected. Then the number of links per iteration (L) is fixed. At each
iteration of the algorithm a new node is created and is connected to L already existing nodes. This
process is repeated until the network reaches the desired dimension. In this way a scale-free
network is created. Therefore, we will notice that the distribution of degrees of nodes follows a
power law, instead of a Poisson distribution as in a random network. This means that our network
will have a lot of nodes with a low degree and very few nodes with a high degree. It is a feature of
large networks to be scale-free [21]. This means that for large k we will have a power law

distribution of degrees. It is observed that random graphs can't reproduce this property, as the
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distribution results in a Poisson one. It is crucial to underline that a random network assumes that

the probability of linking two nodes is independent of the nodes degree, in fact the attribute random

means that the probability of creating a link between two nodes is uniformly distributed between

0 and 1.
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Figure 3-3: Random network versus Barabasi-Albert network distribution of

degrees. Source: Albert-Laszlo Barabasi. Network science, chapter 4.
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There is a limit in the quantity of tokens that can be mined according to Gresham Law. The
probability that a new node will connect to an old node # is given by the following:

(k)™ = k/(3_j. k) @.1)
Numerical simulations show that a network generated with this method evolves into a
power law distributed with exponent = 3. [91] The only two parameters of the model are the
initial number of nodes N and the number of links created at each time step. At every time step
there is a probability (k)" n that a new node will link to the node n. Therefore, the working

equation becomes:

(d(k)*n)/at = Lr(k)™n 2.2)

where L is the number of links and ¢ is the time-step function. By assuming that the nodes are

added to the network at equal time intervals, the t; have a constant probability density given by:

P(ti)= 1/(N +1t) (2.3)
where N is the number of nodes at time t = 0. Now the Probability distribution P(k) of the
degrees can be represented as:

P(k) = (dP(k(t) < k) )/ok (2.4)

taking the limit t to oo we get:

P(k) ~ 1/B L"(1/B) k"(=¥) (2.5)
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Where =1/ + 1, following Power law and putting =2 we get § =2+1 = 3. The resulting
number of nodes is independent from L which means the network thus formed is not centralized
and does not depend on a single authoritative node hence formation of a de-centralized and

distributed network [109].

3.2.2 Modelling of Blockchain and Trust function
Blockchain is a Block of certificates and each block contains a reference to the previous block. It
can also be referred to as the ledger of certificates. To understand the mathematics behind this
composition, refer to the equations below:
Block = Merkle tree of certificates + header(block)
Header (Block) = Merkle root + Hash (previous block-header) + (date or time)

To create a series of Blocks it is essential to recognize and connect to the official blockchain. The
difficulty associated with this process of connecting a block B; to the Blockchain such that
(B)o<i<n can be written as Y., D;.

Due to this composition it is very easy to check whether the certificate in question belongs to the
ledger. If any modifications or changes are made to the ledger, it is automatically detected. The
Merkle tree of certificates is basically the tree of hashes where each leaf is considered to be a hash
(block) and top hash is the Merkle root [101]. The next step in the creation of Blockchain is to
establish that a document was created after a given moment in time. Hence, it is necessary to report

events that could not have been predicted before they happened. To establish that a document was
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created before a given moment in time, it is necessary to cause an event based on the document,
which can be observed by others.

Let D be a document such that Certificate (D: = Hash(D); to sequence the appearing of documents
along with time each certificate includes hash of the present document and the previous certificate.
Thus, the certificates can be timestamped as shown below [102]:

Certificate(D"): = Hash(D'|Certificate(D))

The transaction of every certificate creation includes the signing script and the public key script.
In this thesis, an attempt is made to replace the traditional signing script with a Multi-signature
script so that whenever a transaction is made, more than one signatures will be required for the

signing process. To model trust in the blockchain network an introduction of gamma functions is
made. Let 0 < q < % where q is the relative hash power of the group of attackers. Hence the

representation of honest miners can be made as p = 1-q. After z blocks have been validated by the

honest miners, the probability of success of the attackers is

1
P(2) = Lipg(2;) (2.6)
A(a+b) —_ -
I, (a,b) :=mfo"ta 11 —t)b-14dt (2.7)

where I, (a, b) is the regularized incomplete beta function and t is the trust function, by assuming

s= 4pg<1 z and tends to infinity the probability of success of the attackers become:

Z

P@)= (2.8)

n(1-2z)s

Looking for y such that F(xjy)<Target

x1=Version
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x2=hash Previous Block

x3=hash Merkle Root

x4=Timestamp

x5=Target

Block Header =xjy.

The time it takes to mine a block is memoryless

P[T >t1+12| T >12] = P[T >11]

. e . . 1
The random variable T has the exponential distribution with parameter o. = 200

fr(t) = ae™*
where o is the mining speed, E[T |= é
Inter-block times T1,.... T,, are independent identically distributed exponential random variables.
The sum
s, = T1+...T,, 1s the time spent to get n blocks

The random variable Sn has a Gamma distribution with parameter (n, a):

(@)™ n-1,-
fsn (0 = ooy "l (2.9)

Let N (¢) be the number of blocks already mined at t-time. Start is at t=0. The random process N

is a Poisson process with parameter « i.e.

PIN(1)=k] = &2 g-at (2.10)

k!

The letters T;s, N (resp. T 0; 0, s,0; N) are reserved for honest miners (resp. attacker).
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3.2.3 Interpretation of Speed Mining
Inter-block Time is T. Time used for mining k-th blockT). Mining speed a (honest) and a'
(attacker). Probability p (honest) and ¢ (attacker).
We note also ¢ = 600 seconds =10 minutes.

p=P[T<T"]

S
+
S
I

<

2.11)

<l

The random variable Inf(T, T") has the exponential distribution with parameter @ + a'. Denote
by 4 (resp. h'.) the hashrate of the honest miners (resp. attacker) and t, (resp. t,’) the average

time it takes for mining a block. Total hashrate of the network =A+h’. Proof-of-work: search for

256

a nonce in Block Header such that Hash (Block Header) < Target. Set m= 2

Target we have

q a+a’

(hth") ¢ =m

hto =m

ht," =m (2.12)
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So, a, h, p are proportional.

3.2.4 Interpretation of Cost of Mining
Mining during ¢ with hashing power /4 has a cost C (for honest miners) which is proportional to ¢
and /: A > 0 such that

Cht)=Aht

Let B be the block reward. Parameter A is adjusted so that

C(h+h',0)=B
Which implies,
AMh+h',d)=B
and
_ ht
Ch )= T ¢B
Similarly, for an attacker
qt
=—B
C(h,t b

Cost is a random variable Cost function at 7'=0 and is represented as:

_ar
C Py B
where 7 is the stopping time:
T=Inf{t> S,|N'(t) = N@©)} (2.13)
Economic evaluation:
—EM™B
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_4B
=2E [1]

= + [e'e)
Possible solution: In our assumption, the attacker will stop mining when he reaches z + 1 blocks
on the fraudulent branch or when the honest miners reach z +1 blocks on the main branch,

whichever happens first.

= —qT’
C=E[ B]
B '
=5E (521 A 8741 ] (2.14)

where S,,; and S',,, are two independent random variables that has a Gamma distribution. It is
the cost for mining z blocks. The security of a transaction increases with the number of
confirmations that it receives, where an attacker benefits from the increasing goods at risk but is
also throttled by the increasing proof of work required. Additionally, if a participant imposes a
conservative confirmation deadline, the eclipse attack does not increase an attacker's profit when
his share of the mining power is less than 35% or more than 10 confirmations are required.
3.2.5 Modelling of an attack prone network

Anonymous attack: A single output may not be used as an input to multiple transactions. At 7'
=0, an agent N receives a transaction t, from A (= attacker). A transaction t,, is issued from an
UTXO t,, and honest Miners start mining openly and transparently while attacker A starts mining
secretly. As soon as the z-th block has been mined, A keeps on mining secretly and as soon as A
has mined a blockchain with a length greater than the official one, A releases his blockchain to the
network. Transaction t, then disappears from the official blockchain. The attacker has a

probability p of winning one unit and g =1- p of loosing one unit. We denote by Xn attacker's
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fortune at time n. Possible states are: {0}, {1},.....{N} and follows the behaviour of Markov’s

chain. The Transition probability Py ;, given that k = {1, 2,... N-1} can be represented as:

Conditioning on the outcome of the initial play:

P =pPy1 +qP;_4

This gives:

(1—(%) ool
— -4 2
i 1
W Tr#;

Specific attack: When an attacker attacks keeping in mind a particular agent’s address, at the
beginning, gambler's fortune = banker's fortune minus #» units. Gambler's fortune can be negative

and a competition between attacker and agent starts. This competition ends if gambler's fortune =
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banker's fortune at a certain time ¢. To determine the probability of success q,, we have: g, =1

and q,, tends to 0 when n tens to o. Also, by Markov's property,

n =49 qn-1+tp qnt1

We have q,, = (g)” when n> 0 and q,, = 1 whenn <0 [103].

3.2.5.1 Approach 1
To detect the occurrence of an attack on the network the random variable Xn is assigned which
has a negative binomial distribution with parameters (n, p), i.e., for k>0 [104]. To determine the

attacker’s success probability let’s reconsider the equation (2.9):

(@)™ n-1,.—
fSn (t):mtn 1e at

Now the probability of the random variable Xn can be given as:

P[Xn=k] = ["” P[N'(Sn) = k|Sn = t fg,(t)dt]

= +OOM —a'tin-l —at
fo k! (n—l)!t € dt

N i T I S
_(n—l)!k!fo t dt

n .k
=ﬁ(k+n—1)! (2.15)

Thus, by introducing a negative binomial distribution the attacker’s potential progress does not

remain a Poisson distribution.
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3.2.5.2 Approach 2

The agent waits for z blocks before making a transaction. Once it has been done, he knows how

long it took and will denote this number by 71. On an average, it should take E [z T] = z%.

Generally, the transition variable k is considered to be a dimensionless parameter and is set to 1

[105] but we will consider the dependency of k such that: k = ZZ)TT;. Hence, instead of computing the

probability of z blocks, P(z) we will compute the concrete probability transition of z blocks P(z,
k). Let the number of bocks mined by the attacker at 7= 71 be unknown to the merchant. By
considering Poisson distribution parameter we get:

A (zk) = a'tl

Thus equation (2.91) can be modified as:

Z9 10k

P[N'(t1)=k] = pk!) e

24t
>

(2.16)

Hence, the risk of attacked is modelled more precisely and the occurrence can be detected by
taking into account all the above considerations.
4 Input Analysis
The model comprises of 5 agent main types, and 4 agent sub-types. All the agent sub-type assumes
all the characteristics from its main type. The 5 main agents include main, participant, transactions,
blocks, and local records. The 4 sub-types are all inherited from the participant main type and
include Blockchain manager, Administration, Professor and Student.

e Main: A function in the main agent randomly distributes the layout of the network before

the initial setup. It decides the number of confirmed/unconfirmed transactions to be present
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in the memory pool, the number of links formed with the previous nodes based on the trust
function and the more trusted nodes to be preferentially attached for every new node
formation.

Participants: All the participants have parameters for a public key (treated as a unique
identifier for each participant) and a private key. Variables are initialized to store the
number of blocks in the blockchain. The Blockchain Manager (BM) is responsible for
managing all the transactions. BM develops the code for all services provided by the
blockchain systems, smart contracts depicting the transfer of tokens and credits,
verification of student’s profile by the potential employers and interested parties that wish
to provide direct internships and scholarships to the students. BM manages both the
database services and Blockchain services simultaneously so as to explore the full potential
of such systems. BM has 2-2 multi-signature private key to all the blockchain addresses
and overviews any scenario of attack of hack of this key. The procedure of activities during
any suck attack is discussed further in the report. The Administration comprises of all the
current activities of any Higher Educational institute. It records the relevant information of
all the current employees and students and checks the smooth execution of all the
processes. In this model, the only processes being considered are the ones which involve
crediting the student on a specific course and recording that information. All the other
processes like registering of a new student, fee payment etc are not the part of this model
but the model can surely be extended to include all such features. The educational institute
develops student records that are indestructible and universal. This facilitates developing
of a global standard of accreditation that will not need any verification or notarization thus

eliminating the time to do such activities. It will expand the opportunities for the students
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on a global scale and if in any case a student loses his academic records, he can get it from
his home university at any point of time within a matter of seconds unlike now when he
has to go through formal procedures to go through any such situation. The professor
verifies the results and publishes them after a student takes an exam. Other records related
to every student like: attendance records, informal assessment, behaviour, remarks on
leadership qualities etc can also be stored on the student’s blockchain address. The
proposed system focuses on the importance of formative assessment hence the student’s
say in evaluation is taken in account to avoid in future contradiction and to make sure that
all the assessment is done in a fair manner. Before publishing the results, the students are
informed to log into their accounts and check the manner of evaluation and are given a
clear step by step protocol to refer to. Professor answers to any query the student might
have regarding his evaluation and finally publishes the results. If there is a disagreement,
the professor notifies the administration to step in and resolve the matter. In either case,
the outcome is recorded in student’s Blockchain address with his public key. Thus, results
are stored in the central database only when professor is able to individually register
completion of student's course obligations. The student is the pivoting participant in this
model. He can always access his records using a private key but cannot change anything
in them. He can approach any organization for the purposes of internship, scholarship and
employment without the barrier of country, language or time. During any such situation,
he can share his one-time usable private key with the interested institute. The employer
will also save time in verifying if the records are authentic since it is present on student’s
university blockchain address with a timestamp and digital certificate. Each participant is

only connected to two other participants in a ring-type fashion to reduce the total number
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of connections in the model. Each participant contains a population of blocks, transactions

and local records.

Agents ‘
Blockchain %
Manaaer
Administration CD ‘ Professor CD‘ ‘ Student CO‘

Figure 3-4: Participants of the proposed model

e Transactions: Transactions contain parameters to specify the time when the transaction
was created, a unique identifier for that particular transaction and name of the sender and

the receiver.

o valid transaction
‘ ’ invalid transaction

Figure 3-5: Process of Transaction formation [98]

e Blocks: Each block contains parameters to determine the hash string of the previous block,
the number of transactions contained within the block, a timestamp for when the block was
created, the total amount of toke transacted by all transactions within the block and the

total number of tokens credited to that particular blockchain address.
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e Local records: Local records contain information for the database service of the
Educational Institute. It includes the names, student IDs and biometric information of
students; names and identification number of Professors and Administration staff and the
Blockchain Manager. Other parameters like the time the local record was created, the

corresponding transaction ID on the blockchain addresses are also present.

3.3 Model design

At the initialization stage of the simulation every agent is equipped with several tokens and a trust
(in digital currency) function. The number of different networks, the dimension and the density
can be set independently. The simulation run can be initiated by “SETUP” and then begin by
pressing the “GO” button. The model starts with a number of transactions laying around in the
memory pool: some of them recent and the others which are yet unconfirmed. Theses transactions
are represented in the model as nodes. Some of the nodes are shown to be connected with one or
multiple links. The nodes arrange themselves in a scattered format thus inferring its de-centralized
format. At each step, a new node randomly but with some bias, connects to the old node. Every
new node only connects to the previous node if the previous node is verified and validated. More
specifically, anode’s chance of being selected is directly proportional to the number of connections

it already has, or its “trust”. The algorithm for initiating the model is shown below:

to setup

clear-all

[

set-default-shape turtles "circle”
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make-node nobody

make-node turtle 0

/

[ set-default-shape turtles "square"”
create-turtles number-of-initial-transactions

let num-links (number-of-initial-transactions) / 2
while [count links < num-links |

[

ask one-of turtles

[

let choice (min-one-of (other turtles with [not link-neighbor? myself])
[distance myself])
if choice != nobody [ create-link-with choice |
7
7

repeat 10

[

layout-spring turtles links 0.3 (world-width / (sqrt number-of-initial-transactions)) 1

7
7
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The code for making a connection is shown below:

to make-node [old-node]

create-turtles 1

set color blue

if old-node! = nobody

[ create-link-with old-node [ set color gray]

move-to old-node

18

end

The single GO button runs the simulation for one time-frame and will add one new node unlike
the GO forever button which continuously and randomly links up the nodes. The code for

simulation on GO button is as follows:

to go

ask links [ set color yellow |

make-node find-partner
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ask turtles

[ ifelse fraud-identifier >= fraud-check-frequency

[become-infected]

[become-susceptible]

set fraud-identifier fraud-identifier + 1

if fraud-identifier >= fraud-check-frequency

[ set fraud-identifier 0]

tick

layout

end

reset-ticks
end
For the possibility of attack, detection of attack and prevention of attack on the network the

following algorithm is followed:
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to become-attack
set infected? true
set resistant? false

end

to become-susceptible
set infected? false
set resistant? false

end

to become-resistant
set infected? false
set resistant? true
ask my-links [ set color gray - 2 |

end

to spread-attack

ask turtles with [infected?]

[ ask link-neighbors with [not resistant?]

[ if random-float 100 < attack-spread-chance

[ become-infected ] | |
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end

to do-attack-checks

ask turtles with [infected? and attack-check-timer = 0]

if random 100 < recovery-chance

[

ifelse random 100 < gain-resistance-chance

[ become-resistant |

[ become-susceptible |

/

end
This procedure builds the network following preferential attachment algorithm. The procedure
“setup” creates the network as a cluster of the connected nodes (referred to as “turtles”) putting

all of them close to each other. In this way a clearer graphical vision of hubs can be obtained.
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Figure 3-6: UML class diagram of Blockchain model

e SWOT Analysis:
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Figure 3-7: SWOT analysis of the Blockchain based education system
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3.4 Output analysis

The proposed model is envisioned for processing, managing and controlling tokens as academic
credits and resting on a globally distributed Peer to Peer network, where peers of the blockchain
network are Educational institutes and users of the platform are students and organizations (e.g.
companies as potential employers). The tokens are an equivalent to student's credit value for
completed courses. Each student will hold a dedicated blockchain address, where he will collect
the corresponding tokens, i.e. the value of credits assigned by the Administration for his completed
courses. Every time a student completes a course, his home educational institute will transfer the
appropriate number of tokens to his blockchain address. The transfer information is stored on the
blockchain address along with the following data: (1) the sender- presented as the related
educational institute, (2) the receiver - student is anonymously identified, (3) token — course credit
value, and (4) course identification. Now the student’s blockchain address will be able to globally
prove his completed courses, without any administrative, script or language obstacles by simply
presenting his blockchain address. For the sake of security, students will be assigned a 2-2 multi-
signature address (student’s fingerprint and password) by home educational institute. Hence the
student’s will not be able to transfer any of tokens to other addresses. The process of assigning
students with tokens and institute’s ability to prove the possession of those will be handled by a

blockchain manager assigned by the institute.

¢ Blockchain services: The basic services provided by the Blockchain depends upon the

type of network it is being used in. as mentioned earlier, it a tool and not a solution. When
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employed in our system, it provides six basic services that can be used for improving the

overall efficiency of the entire system.

Blockchain Services

Issue Certificates Create Contracts Creates Transactions Grant Permissions Revoke Permissions Mine Blocks

Figure 3-8: Different types of services provided by the Blockchain-based Education

System

The most important service is Issuing certificates or Learning Passports to the students.
Students will record proof of learning received from any source themselves, and a
blockchain would be employed for instant verification of the authenticity of these
documents. Apart from formal qualifications like degrees, this service can also hold and
keep track of job experience, training courses volunteer work and certifications etc.
Initially, two smart contracts are submitted to the blockchain by the administration. The
first smart contract supports management of identities in the Blockchain for Education
platform and the second one manages the lifecycle of certificates issued over the

blockchain.
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Figure 3-9: Certification in Blockchain [65]

The institute collects all information that a certificate consists of. The dataset comprises
qualification or title, name and address of the certification authority, name of the certifier, name
of the learner, and the date. Then the certificate is signed by the certifier and stored on the
document management system and its fingerprint is written into the blockchain. Once the
contracts are deployed, it is the Blockchain manager registers the public keys of administration as
the legitimate issuer of certifiers in the contract and to submit public and non-personal profile
information to the public storage. The profile information is read-only and publicly readable, i.e.
it 1s not subject to the access control mechanisms of the smart contract. It contains only the long-
term profiles of the institute like their name and country and not any personal information of
certifiers or even students. The output analysis of system requirements along with blockchain

features is shown below:
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Blockchain features

System requirements

!

Transfer

of value

Security

Auditability

Decentralization

Reduction in process

time

Cost reduction

Fraud detection

Fraud prevention

Record availability

Universality of records

Student satisfaction

Teacher satisfaction

Trust

Table 4: Output analysis of the proposed system

Connecting with Blockchain: When a participant wishes to connect with the Blockchain
for using its services, a request is made to the Blockchain manager. The participant is
then providing with the specified Block Generator URL, network token and Blockchain
address through which he wants to access the network. The Blockchain manager verifies
the information provided by the participant and approve his request if it is authentic, if

not the process is terminated. The participant then downloads the required data form the

blockchain and connects to the services using his private key.
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Figure 3-10: Process flow diagram of connecting with the Blockchain

Creating a Transaction: The blockchain-based Education system is a publicly shared
immutable ledger where transactions are contained in blocks which are linked together
through a series of hash pointers. For creating a new transaction in the model, a request to
do so is made by Administration, professor or the student. The Blockchain Manager
receives the request and verifies the conditions under which the request is made. There are
five different contexts under which the requests can be made: Regular Transaction, Issue
new Asset, creating new Stream, Manage Permissions or Creating a Contract. For a regular
transaction, the Blockchain manager asks to specify the name, quantity of transaction and
receiver's address. Example of a regular transaction can be adding student’s ID number on
his personal profile. The transaction name and quantity need to be set for issuing a new
asset like crediting the student’s blockchain address with tokens after every successful
course completion. For creating a new stream like starting a payroll for the student with a

new scholarship, the stream name and details must be specified. For managing all the
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permissions related to any regular activity, the permission is checked for its nature and
validity. Lastly, to create a new smart contract if requested by the administration, the
contract code, address and input data is particularized. The next step for any of the above
five requests is to sign the transaction with a unique hash and timestamp and send it to the
associated Blockchain address. This results in creation and addition of a new transaction.

The process flow of the entire procedure is shown in the figure below:

Create a Transaction =
Request 2
| transaction |
| Verify the input request
with associated
Permission
Issue new Create new Manage
Regul
Traer?sijtri e Ascet Stream Permissions Create Contract
Specify the name, Set the Set the Set address Set contract
quantity of transaction stream and code, address
transaction and name and name and permissions and input
receiver's address quantity details data

Sign the transaction with a unique

hash + timestamp and send it to the |
associated Blockchain address

l

 Transaction
created |

Figure 3-11: Process flow diagram of creating a transaction

Generating a new Block: The participants make transactions which sit pending
in the memory pool. When they start making a new block and requesting
transactions, the transactions become "verified" with 1 confirmation from all
nodes. The process starts with receiving the previous block from the network.

The unverified transaction is added to the block followed by attaching hash of
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the previous block and completing valid transaction generation. The proof of

work is then calculated, and the new block is submitted to the network.

Block Generation =
Previous block Create a new Add unverified Attach hash of Complete valid 5 Submit Block y
received from |, block ” transactionsto |, the previous transaction | alculate ___ ,/Block created

—* toth
network the block black generation Proof of Work n:twcerk

Figure 3-12: Process flow diagram of generating a new block

Validating the Block: New transactions are broadcast to all nodes and as each node collects
new transactions into a block and works on finding a difficult proof-of-work for its block, it
finds a proof-of-work, it broadcasts the block to all nodes. Once the block is received and
validated, the participant uses his private key sends it to the Blockchain manager for
verification. Only if all the transactions are present in the block will a node accept that block.
Nodes accept the block by creating the next block in the chain, using the hash of the accepted
block as the previous hash. Always the longest chain will be considered the correct one by

nodes and the nodes will keep working on extending it.
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Figure 3-13: Process flow diagram of consensus mechanism
3.6 Concepts and assumptions
The assumptions made during the construction of this blockchain protocol are stated below:
e All participants have an equal chance at mining the next block.

e All transactions are of the same size ie. 1 kilobyte.

e Any participant who will initiate the transaction will also store the corresponding local

record of that transaction.

e All the blocks are of the same size.

e [t is very difficult to calculate the initial setup cost of the system since it depends upon

Database management system costs: 5% to 10%, Infrastructure costs: 10% to 20%,

Software costs: 15% to 30% and Human resources costs: 40% to 60% [106]. As a result,

we take that the initial cost of setting up our proposed system is $1 million if it is adopted

for a large university.
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3.7 Model Verification and Validation
The total number of transactions, total size of the blockchain, and network efficiency were plotted
over time, to validate the behavior of the model relative to the real Bitcoin network historically.

The general direction of all the parameters also coincided with the real Bitcoin network.

Blockchain Size
177.7 GB 4

2017-08-06 blockchain.info/charts 2018-08-05

Figure 3-14: Growth of Blockchain from 2017 to 2018 [110]

When viewing the total number of transactions seen in Figure 3.8a, the final number of transactions
in the simulation is 106,0045,000, while the real value is 128,612,806 [111], creating a difference
of 21.3%. This difference was never more than 21.7% in the rate of transactions throughout the
simulation. The resulting size of a blockchain is directly related to the amount of transaction data
contained within it. The source of collection of data for the network efficiency of the real Bitcoin
network is from one particular Bitcoin node. The data is highly variable, as the number of
connected peers may vary at any given time [112]; however, in general, the average bandwidth

consumption in the simulation coincided with the direction of the real Bitcoin network. Based on
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the performance of the mentioned parameters, it seems to be a reasonable conclusion that one can

use the proposed model to replicate specific behaviors of blockchain-based networks.
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Chapter 4

Results and Discussion

As a single run of the simulation is performed, the confirmed transactions in the memory pool start
connecting through links in a decentralized manner. The unconfirmed transactions float around in
the memory pool until they are confirmed. Once the transaction has waited for a time limit of T,
it automatically gets removed from the memory pool and the participant who initiated that
transaction is notified. 16 unique runs were performed and the graphs were collected for the most

valid run. A screenshot of the model simulation in progress in Netlogo is shown below:
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Figure 4-1: Screenshot of the model simulation in progress
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It is observed that the number of transactions of a blockchain system increases with the passage of
time following the power-law while the number of transactions of a traditional system increases
following the normal exponential distribution. The curve is a fluctuating ascending graph by taking
into considerations factors like number of participants and possibility of attack. While on the other
hand, the curve for a traditional system follows the same path as that of the blockchain system at
the initial stage of transactions but the number of transactions starts to decrease after the peak
because a greater number of participants results in congestion on the network with decreased
efficiency. The network efficiency of the proposed system corresponds to the number of
transactions processed, time taken to process each transaction and the cost analysis of the system.
Unlike the blockchain network, the traditional network follows an exponential distribution. It was
observed that both the systems show and initial rise in total number of transactions irrespective of
the number of pending or initial transactions in the system. But with increase in the initial
transactions both the systems start behaving differently. While the curve for blockchain network
do not vary much, the peak for the traditional system’s curve is achieved much later if the initial
transactions in the system are more. The behaviour of both the systems with a random of 68 initial

number of transactions is shown in Figure 4-2.
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Figure 4-2: Number of transactions on a blockchain based network vs on a traditional network
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A comparison between network efficiencies of blockchain system and the traditional education
system is made. The efficiency is computed by considering the following parameter: total time for
the transaction to complete, average number of participants, average number of transactions and
tolerance to possible attack. The network efficiency of the blockchain based system increases with
every tick (time unit) while on the other hand it decreases for the traditional system. An observation
is made at this point that the network efficiency of the traditional system will keep on decreasing
with time even if the average number of participants and average number of transactions do not
vary. This implies that the traditional education system is always in a constant need of checks, data
storage clearance and restarts which results in service disruption and further decrease in efficiency.
With increase in the occurrence of an attack on the network, network efficiency of both the systems
decrease but the overall efficiency of the blockchain network still remains higher than that of the
traditional system. The network efficiency of the blockchain network increases with the increase
in number of attack-check frequency but that of the traditional system remains almost the same.
When chance of both the networks to become resistant to attack increases, they show an increase
in network efficiency. The network efficiency of both the systems with resistance-chance = 71%,
attack check frequency = 66%, chance of occurrence of attack = 82% and initial number of
transactions = 68 is shown in Figure 39. Under this circumstance, the efficiency of the blockchain
system is around 76% while that of a traditional network is around 32%. Hence it can be inferred
that the efficiency of the educational system increases by almost twice on a blockchain network

under the above said circumstances.
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Figure 4-3: Network efficiency of a blockchain based network vs of a traditional network

To ensure that the proposed system is working as anticipated and to examine all the transactions
ever happened on the blockchain it is important to calculate the total size of the blockchain during
the simulation runs. For our simulation run, the size of blockchain becomes 100 GB in time = 571
days. With the variations in resistance-chance, attack check frequency, chance of occurrence of

attack and initial number of transactions there is less to no variation in the size of Blockchain and

can be seen in Figure 4-5.
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Figure 4-4: Total size of blockchain in GB
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The number of transactions in the memory pool of the system is important to determine because it
reflects the possible number of transactions the system will work with. A number of 68 transactions
in the memory pool at any given moment is considered as a threshold as the proposed model
responds best to this number. This results in a fluctuating graph inferring that the number of
transactions in the memory pool remain close to the initial number of transactions without any
affect of resistance-chance, attack check frequency and chance of occurrence of attack because
these transactions make new for new transaction requests once they are confirmed or deleted from
the memory pool due to lack of validation. The graphical result of this inference is shown in Figure

4-6.
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Figure 4-5: Number of transactions in memory pool

As mentioned in the previous chapter it is extremely difficult to estimate the initial cost of setting
up a new system hence an assumption is made of $ 1 million. It is observed that the cost of running
and managing a blockchain system reduces with time. After the initial setup cost, it does not require
any maintenance cost as long as the blockchain system works with the same activities that it was
set up with and no additional activates are added into the system.. There is no affect of resistance-

chance, attack check frequency, chance of occurrence of attack and initial number of transactions
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on the cost of Blockchain. It decreases visibly after the setup and becomes almost constant with

time as shown in the Figure 4-7.

Cost Analysis
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Figure 4-6: Cost analysis of the blockchain based education system

Under the condition of an attack on the blockchain network, the nodes of the network get prone to
this attack become infected. The proposed system detects the infected node and tries to remove it.
This is done by increasing the number of confirmations required for each transaction to occur along
with increasing the waiting time for every transaction. This means that the transaction requests
will be received and viewed by the system but not verified instantly even if they appear to be valid
transactions. This will decrease the probability of attack on the system. Also, the system will
become susceptible to such attacks and wait for such an attack to occur so that it can boycott the
attacker by deactivating the infected node. If the attack is still consistent, re-programming of the
system can be done so as to make the system resistant to such attacks. The behaviour of the system
under attack is shown in the Figure 4-8. As depicted in the figure, 100% of the nodes are assumed
to be infected as the simulation starts and its curve declines with time. On the other hand, the
number of infected nodes increase when the simulation starts because the system becomes aware
and starts detecting them. Once past this stage, the number of infected nodes decrease and does

not peak again. The system becomes more and more resistant to the attack with time as seen from
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the figure below. The following observation is made by setting the system parameters at resistance-
chance = 71%, attack check frequency = 66%, chance of occurrence of attack = 8.2% and initial

number of transactions = 68.
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Figure 4-7: System behaviour under attack, scenario 1: at attack check frequency = 66%,

chance of occurrence of attack = 82%, initial number of transactions = 68

With all the other parameters to be same, if we reduce the attack-check frequency to 20 % from
66% following graph is obtained shown in Figure 4-9. It shows that if there are fewer checks for
the attack on the system the number of susceptible nodes will decrease but the number of infected
nodes will surge up. The number of resistant nodes will show a dramatic increase, but it will not
improve the efficiency of the system since only the suspected nodes are becoming resistant. Less
the number of suspected nodes, more is the overall number of resistant nodes. The system
behaviours of reducing the initial number of transactions and reducing the chance of attack are

shown in Figures 4-10 and 4-11 respectively.
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Figure 4-8: System behaviour under attack, scenario 2: at attack check frequency = 20%,

chance of occurrence of attack = 82%, initial number of transactions = 68

Network Status
[ susceptible

100
| Minfected
[H resistant

% of nodes

- "

e \l"L-wﬁ,-n,L_. i
Fr

o - ety S
A %4r| W ’irmlr*i-“* MM\IW (T W e

524

time

Figure 4-9: System behaviour under attack, scenario 3: at attack check frequency = 66%,

chance of occurrence of attack = 35%, initial number of transactions = 68

Network Status
W susceptible

1007
| Minfected
| [ resistant

\

[

N

(W' s
/ T e

1| 9
| N
| w‘w i

% of nodes

|
ij \f‘m_ﬂw’ku)#ufﬂmd‘“m.}mww“www‘”*'*vn"‘\"""""‘"'

Figure 4-10: System behaviour under attack, scenario 4: at attack check frequency = 66%,

chance of occurrence of attack = 35%, initial number of transactions = 20
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Chapter 5:

Conclusion and Future Work

5.1. Conclusion

Blockchains have the potential to revolutionise various industries besides finance. In this thesis,
an agent-based model was developed in Netlogo modeling software to study blockchain and
proposed a hypothetical blockchain-based Education System. The first objective of our work was
met by successful implementation of this model. Since distributed ledger systems like Blockchain
and Education systems (where the activities and working can never be completely predicted or
generalized) are both complex systems, their modelling and simulation is extremely challenging.
The work provides a comprehensive review of blockchain-based Education systems and
demonstrates how such a system is constructed and is used to further facilitate discussion
surrounding effective design of such a system. The model is formed using Gresham’s Law and
Trust function associated with Bitcoin and blockchain. Overall efficiency of the system is analysed
by determining the total number of transactions happening during the simulation, memory pool
size of the blockchain, total size of the blockchain and by analysis cost of the system. It is found
out that the total number of transactions of the system is 106,0045,000 for the simulative run for
571 days and varies by 21.3% from the real Bitcoin values. After initial setup cost of the
blockchain, the overall cost of the system declines and remains constant unlike traditional systems
which require regular maintenance. The total size of the blockchain system over this time period

becomes around 100 GB which is also close to the size of an actual blockchain if observed over
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same amount of time. The third objective of our work is met by examining the behaviour of system
under attack by varying the input parameters of the system. The model shows best behaviour when
the attack check frequency of the system is set to 66%, chance of occurrence of attack is 82%,
initial number of transactions in the memory pool are 68. Under these circumstances, the system
quickly becomes aware of infected or attacked nodes and increases its resistance towards them.
This resistive nature can be obtained by increasing the number of nodes, increasing the number of
confirmations required for each transaction and by boycotting the infected node altogether.

Demonstrating the requirements of a blockchain-based education system with a basic simulation
must be emphasised to the education industry as it introduces new challenges in addition to
demonstrating the underlying operational capabilities and technical features offered by blockchain.
Varying design decisions can be made when constructing a blockchain-based education system
that affect the ability of certain requirements to be met. Blockchains may be used as a valuable
tool for the transfer and auditing of information within an educational ecosystem, but further
research remains to be done that explores the performance trade offs involved when moving from
legacy systems to the integration of more decentralized blockchain-based systems. Blockchains
and cryptocurrency technologies are still in their infancy, and it may take several years until they

can be used in commercial production environments, but their potential remains promising.

5.2. Strengths and Limitations
The strengths offered by our model are:
e The objectives of our study were completely met as the simulation model behaved like a

real blockchain network and the satisfactory results were obtained.
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The most important feature of a decentralized network: trust function is taken into account
while performing mathematical modelling to increase the security of such a system and
avoiding attack.

Different parameters of the system like cost, time and system behaviour under attack are

modelled.

Limitations of our work is as following:

Though the hype of Blockchain technology has been there for a while now but still there
are not many real-world implementations to look at and for proper understanding. This
results in a very narrow section of research and work which has been done so far. With a
limited number of literatures to work with, this work faced a scarcity to reference.
Secondly, Blockchain-based systems are still in their infancy as industries find it difficult
to trust a new technology for its full implementation and recording its confidential data on
a globally accessible network. Our work also comes with these two limitations, but they
can be eventually removed once more and more research is done in this area and
Blockchain-based systems start proving themselves to be trustworthy and reliable. The
limitations of our model are:

The model is built on predictive equations based on power-laws that were initially used to
build Bitcoin, Blockchain and other cryptocurrencies and have not been updated or

improved since then.

5.3 Future scope

While our model demonstrates the efficiency and feasibility of a blockchain-based educational
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System, the model can be extended to explore complete optimal design and architecture. These

topics may include:

Simulation and modeling of varying token incentive structures like: a) modifications to the
mining and initial distribution of the tokens associated with using the blockchain network,
b) models with an increased number of system participants and agents, ¢) models can be
created with interaction of the potential employees with the university for the intent of
providing internships, scholarships and jobs and d) payment of student fee using
blockchain.

Simulating and estimating resource requirements for system participants. These
requirements will limit the amount of data and number of participants that can use such a
system. Simulation tools have already been used to predict latency of blockchain-based
systems.

Internal processes could be added to model the execution of smart contracts. Mathematical
modelling of introduction of Smart contracts in the simulation model should be made.
More research and solutions can be formed for the privacy and security concerns for data

stored, shared or secured in a blockchain.
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