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Abstract

Cyber-Security of Over-Actuated Cyber-Physical Systems: A Study on
Dynamic Positioning Systems

Sina Ghodsi

Over-actuated systems, are crucial for advanced control functionalities in various in-
dustries, with Dynamic Positioning (DP) systems serving as a prime example. DP systems,
commonly found in marine vessels and offshore platforms, maintain fixed positions using
multiple thrusters. As Cyber-Physical Systems (CPS), DP systems integrate computation,
communication, and physical components to achieve control objectives. However, their
reliance on communication networks makes them vulnerable to False Data Injection (FDI)
cyber-attacks, where adversaries can compromise signals sent from the controller to the
thrusters. This thesis presents methods for secure estimation, attack reconstruction, isola-
tion, and compensation within a centralized thrust allocation framework. Key contributions
include achieving these goals without relying on strict input-output matrix conditions, and
allowing thrusters to remain operational even when affected by FDI attacks. Furthermore,
the thesis addresses the challenge of reducing and shifting the attack surface, particularly
in over-actuated systems, where numerous communication links increase vulnerability. To
mitigate this, the allocation scheme is transformed from a centralized to a decentralized
framework. In this approach, control signals are sent to a randomly chosen thruster, peri-
odically switching to prevent successful attacks. Thrusters then coordinate through a con-
sensus network to realize the control commands, while the consensus protocol is resilient

under attacks on the communication channels between the thrusters. The decentralized

il



protocol is effective in both closed-loop and open-loop operations. Finally, the estimation
and compensation techniques developed earlier in the thesis are also applied to enhance the

resilience of the decentralized architecture.
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Chapter 1

Introduction

1.1 Preliminaries

1.1.1 Marine Vessels and Cyber-physical Systems

Over-actuated systems play an essential role in various engineering applications due to
their enhanced capabilities in maneuvering and control. These systems are prevalent across
industries ranging from aerospace to marine, offering flexibility and robustness in handling
complex operations. Among these applications, surface vessels stand out as a notable ex-
ample of over-actuated systems. Ships are crucial in global trade. Export and import of
goods and commodities across the world heavily rely on ships. Furthermore, ships are also
used for oil drilling, scientific expeditions, leisure and travelling, and maritime defense.
Ships also have significant environmental impacts, that range from sea pollution, green-
house gas emissions, and habitat destruction. Thus, it is of great importance to study the
operations of ships considering the mentioned factors.

For the stated reasons, maritime safety is a crucial topic. The safety of marine vessels

and the associated protocols for vessels’ safe operations are vital to preventing collisions



and accidents, preventing environmental catastrophes, warding against piracy and hijack-
ing, and ensuring coordinated response.

Ships are complex systems that consist of various subsystems. These subsystems in-
clude propulsion system, power management system, position, navigation and timing (PNT),
course keeping and steering system, etc. Traditional and legacy marine vessels employed
standalone subsystems that were controlled separately, and were generally isolated from
the the rest of the subsystems, or at least the communication between them was mini-
mal. Furthermore, these vessels heavily relied on a human operator for seamless operation.
Therefore, these conventional ways of controlling and operating the marine vessels suffered
from lack of integration and automation and a centralized monitoring.

In order to overcome the above shortcomings, industrial settings, including marine ves-
sels, have taken advantage of communication and digitization and resorted to networked
control systems (NCS). Since hardware devices for networks and network nodes have be-
come cheaper, closed control loops over a communication network have become increas-
ingly prevalent. Control systems communicating with sensors and actuators over a network
are called NCSs [3]. In addition to enabling remote data transfers, networks also reduce
wire connection complexity and media costs, and they facilitate maintenance [4].

Having touched upon the advantages of NCS in optimizing maritime control and op-
erations, the discourse naturally progresses towards the emerging framework of Cyber-
Physical Systems (CPS). Cyber-physical systems employ interconnected communication
networks for the supervision and control of operations, facilitated by distributed sensors,
actuators, and embedded computers [S]. Recently, marine vessels have adopted the concept
of Integrated Platform Management System (IPMS) as an NSC. IPMS is a set of hardware
and software elements that enable the automation, control and supervision of almost all
shipboard equipment. Given that the IPMS of a ship integrates with physical processes,

enables real-time monitoring and control, employs distributed sensors and actuators, and



resorts to communication networks for the transmission of data, it certainly qualifies as a
CPS. The concept of integrated automation of surface vessels is not new. It was previ-
ously the responsibility of the Integrated Machinery Control System (IMCS) or Machinery
Control and Surveillance System (MCAS) to integrate the supervisory control of various
subsystems on board a vessel, such as machinery control, dynamic positioning system,
propulsion control, power management, auxiliary systems, etc. IMCS has gradually been
replaced by IPMS in recent years, with more and more subsystems and components of ves-
sels being incorporated into IPMS. There are some instances where IPMS and IMCS, or
MCS (Machine Control System) can be used interchangeably. A variety of IPMS solutions

and configurations are available according to the vessel’s needs [6].

1.1.2 Dynamic Positioning System

One of the most important subsystems of IPMS onboard most of the marine vessels,
is dynamic positioning (DP) system. DP is a system responsible for simultaneous control
of three horizontal motions (surge, sway and yaw motion). The Norwegian classification
society, defines DP as following:

”A dynamically positioned vessel, is a vessel which maintain its position (fixed or a prede-
termined track) exclusively by means of thrusters” [7]. Traditionally, dynamic positioning
systems have been associated with oil industry. They have been used extensively on off-
shore drilling vessels, mainly for the purposes of maintaining the position and orientation
of the vessel. However, nowadays, DP is being employed on a variety of vessels including
supply vessels [8], ice management vessels [9], under water vehicles and Remotely Oper-
ated Vehicles (ROVs), [10] and offshore floating wind turbines [11]. At present, DP is not

only used to maintain the position and orientation, but also to follow a predetermined path.



Dynamic positioning systems use various sensors onboard the vessel in order to esti-
mate and control the position, orientation and speed of the vessel in the presence of environ-
mental forces. These sensors generally include, but are not limited to Global Positioning
System (GPS), Hydro-acoustic Position Reference, Taut Wire, Gyro-compass and/or mag-
netic compass, Intertial Measurement Unit (IMU), and environmental sensors [12]. The
detailed descriptions of these sensors are provided in the following chapter.

The essential part of dynamic positioning system, is the use of active thrusters. In con-
trast to sole dependence on the main propeller and a rudder, dynamic positioning systems
utilize tunnel thrusters and azimuth thrusters in addition to the main propeller that is in-
stalled at the aft of the ship in order to achieve the desired states in surge, sway and yaw.
The number of thrusters depends on various factors such as the type of the vessel, size, en-
vironmental conditions, etc. In some DP applications, vessels deploy as many as 8 thrusters
to meet their needs [13]. It must be noted that in some DP configurations, rudders could
also be employed [14].

A DP system is basically a control system that receives feedback from sensors, esti-
mates the system states including speed, wind and wave forces, and controls the vessel’s
position and orientation. There is also one important module inside DP called thrust allo-
cation, which is responsible for optimizing and distributing the commanded control signal
to the active thrusters. Figure 1.1 shows the representation of DP as a feedback control

system within the IPMS network.

1.1.3 Cyber Threats to Marine Vessels and Dynamic Positioning Sys-

tem

Owing to the increased reliance on digitization, integration and communication in Ma-
rine vessels, maritime operations are becoming more and more susceptible to cyber threats

[15]. Adapting the paradigm of NCS and IPMS for marine vessels, in addition to producing



IPMS

Workstation
/Command
&Control
» Controller —— Thrust . Thrusters-Vessel
Allocation Dynamics-Sensors
Observer

Figure 1.1: Schematic of DP as a feedback control system.

the benefits that were discussed previously, brings about vulnerabilities in the cyber domain
that need to be taken seriously and investigated.

The infamous cyber-attack on Maersk in 2017 led to increased attention and concern
over cyber threats in maritime industry. Approximately 300 million dollars worth of losses
were caused by the ransomware attack on Maersk’s operations in 13 international ports
[16]. Although previously there had been several recorded cyber-attacks targeting the mar-
itime industry, the attack on Maersk was a turning point. This mentioned attack had targeted
the IT domain of the ship. The systems onboard the vessels that could suffer from cyber-
attacks are either information technology (IT), or operational technology (OT). Hackers
could also target the OT systems as well.

An OT system is a cyber-physical system that interacts with the environment and con-
trols the physical devices onboard the vessel [15]. Power management system, navigation
system and dynamic positioning system are OT systems. Due to the fact that OT tech-

nologies are transforming into cyber-physical systems which are not standalone physical



systems anymore that used to be controlled separately from other subsystems, and that
these systems operate in the context of the IPMS network, they directly interact with the
cyber domain and rely on communications to accomplish their objectives. And exactly as
a consequence of this, OT systems could be compromised and pose a greater risk to human
life compared to the situations where IT systems are compromised. There are multiple
ways an attacker could penetrate the IPMS network of the ship and target the operational

technologies onboard the vessel, which are provided in the following:

* Connection to upper level networks: IPMS of ship operate in similar manner as
Supervisory Control and Data Acquisition (SCADA) in industrial settings. The field
network which accommodates controller that control the physical plants, is con-
nected to the process network where the supervisory control is situated. Sometimes
This supervisory layer is connected to a higher level network such as a corporate
network or data processing network [17]. A malicious entity could exploit this con-
nections and find its way into the process network and eventually the field network

and impose a directed cyber-attack on the OT systems.

* Autonomous ships: There is a growing interest for deploying autonomous ships,
especially in oil and gas industry. Once ships are operational in an autonomous
manner, human operators need to have access to and control the vessel remotely
[18]. This remote access and control poses a great threat to the cyber-security of the
autonomous ship. A hacker could intercept the communication signals between the

remote controller and the ship and exert a cyber-attack.

* Internet of Things (IoT): Implementing IoT solutions onboard vessels is considered
highly profitable for the ships. Data analytics and the accessibility to a wealth of in-
formation from multiple sources are two of the significant benefits of IoT. A modern

ship could host several sensors that could operate as as an IoT device. Some of these



sensors are part of the IPMS network. A network is as secure as its most vulnerable
device. Therefore, embracing [oT onboard vessels, will lead to huge risks associated

with cyber threats [18].

* Spreading malicious malware through USB : The periodic updating of electronic
navigational charts, or other software onboard the bridge or IPMS workstations, com-
monly performed by plugging a USB memory stick, may lead to infection and prop-
agation of malicious code. This malicious code could target the OT systems of the

vessel in the form of a cyber-attack. [19].

In 2013, a malware penetrated the communication links between the controller and
thrusters in dynamic positioning system of a drilling vessel in the gulf of Mexico, leading
to a halt in operation. The malware had found its way into the DP system when the crew
onboard the ship accidentally connected malware infected PCs and USB devices to the
ship’s local network [20]. If a malicious entity breaches into the IPMS network, which
houses the dynamic positioning system, through any of the means mentioned above, it
could launch targeted and devastating attacks at the DP and it components. The most
significant components of the DP that could be compromised, are the thrusters. Dynamic
positioning systems of modern vessels that have adopted IPMS as a networked control
system rely on communication channels to send the commanded signals to each of the
thrusters. Once the attackers manage to compromise these communication channels, they
could attack the thrusters and manipulate the vessel’s position, heading and speed. The
attackers might be motivated by financial gains or geopolitical interests. In any case, a
compromised DP, and by extension, compromised thrusters, is serious issue and must be

investigated in depth.



1.2 Problem Statement

The problem of interest in this thesis is to develop methodologies in order to maintain
a secure control of thrusters in dynamic positioning systems in the scenarios where dy-
namic positioning system has been compromised and as a result, the communication links
between the controller and the thrusters are infected with cyber-attacks.

In dynamic positioning system, each thruster receives their set-points or control com-
mands from the thrust allocation module. The thrust allocation module receives the de-
manded force vector from the controller, or the operator. The thrust allocation module,
controller and the operator reside at the bridge of the ship or the command and control
center of the ship, where the IPMS work stations are situated. As a result, the set-point
for each thruster is transmitted through communication lines. The vulnerabilities here lie
at the communication links between the controller-Thrust allocation and each thruster. A
malicious entity could intercept these links and inject a false data injection attack on the
control signal.

In dynamic positioning systems, we are dealing with an over-actuated vessel, meaning
the number actuators/thrusters is bigger than the degree of freedom (DoF). In dynamic po-
sitioning systems, the DoF is usually 3 - surge, sway, and yaw. The number of thrusters is
usually around 7-8. Therefore, if there are n number of thrusters onboard the vessel, there
would be n communication lines between the thrusters and command and control. In other
words, the problem turns into an actuator attack, where n number of control commands
from the controller to the actuator/thrusters are susceptible to false data injection attacks.
The purpose of this thesis is threefold: 1- Developing a novel framework for thrust alloca-
tion in a way that the number of communication lines from the controller to the thrusters is
minimized, hence reducing the attack surface. 2- Should a false data injection attack occurs
in the new thrust allocation framework, the system remains resilient to those attacks, mean-

ing that the attacks would not destabilize the system and would only result in a bounded



deviation . 3- Securely estimating the true systems states along with estimating the attack
vector in the presence of false data injection attack. Accomplishing these goals will result
in a secure estimation and control of the thrusters in the dynamic positioning system in the

presence of false data injection attacks.

1.3 Literature Review

1.3.1 Cyber-security of CPS

As mentioned previously, OT systems onboard the vessel which operate within the
framework of IPMS, are considered Cyber-physical systems. The dynamic positioning sys-
tem of a vessel is one of them. In the event of potential corruption by cyber-attacks, lever-
aging the literature on cyber-security of CPS from a control theoretic perspective, would be
useful in order to diagnose the attack and continue controlling the system notwithstanding

the presence of attacks [21].

Attack Models

As far as the cyber-security of the IT domain is concerned, three main properties are
considered. Confidentiality, availability and integrity [1]. Confidentiality is defined as
privacy and non-disclosure of the data to unauthorized entities. Integrity of the data refers
to the their authenticity and availability is defined as timely access to the data. Unlike in IT
systems where cyber-security is mainly concerned with the protection of the information
and data, cyber-attacks on networked control systems and OTs, would affect the physical
parts due to the communication links in the control and feedback loops. Therefore, the
attack space would be wider in cyber-physical systems compared to traditional IT systems.
Teixeira et al. [1] exhibits the attack space in cyber-physical systems in Figure 1.2.

Figure 1.2 shows three axes, each representing a dimension in the capabilities of the
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Figure 1.2: The attack space in cyber-physical systems [1].

attacker. These capabilities or resources are categorized into disclosure resources, disrup-
tion resources and system knowledge. Depending on which of these resources or their
combinations the attacker possesses, different attacks could occur.

Disruption attacks are cyber-attacks that disrupt the flow of information in networked
control systems through compromising their availability or integrity. If the attacker dis-
rupts the availability of data, the attack is called Denial of Service attack (DoS), and if the
integrity of the data is compromised, it is a False Data Injection (FDI) attack.

DoS attacks prevent the delivery of control and measurement packets. This could hap-
pen when a malicious node sends multiple requests to a server in the network. Another
form of DoS attack is jamming the wireless transmissions. These attacks could be per-
formed on various wireless technologies such as GPS, Wi-Fi, and mobile communications
[22].

Long et al. [23] Proposed two models to approximate the behaviour of packet trans-
mission under the influence of DoS attacks in NCSs and two methods were presented. In
the first model, the attack occurs on an endpoint in the network. This endpoint could be a
controller or a plant. In the second model, DoS attack is approximated in the case where

the attacks is performed remotely on the service-provider-edge routers. Experiments show
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that these attacks tend to slow down the transmission of data between a controller and a
remote plant.

FDI cyber-attack is a cyber-attack that happens when a malicious entity gains access to
the communication links between the components of a NCS and injects erroneous data
packets. The injection of inaccurate data packets on the original signal can cause the
state estimation signals in the NCS to generate false values, which may bring about un-
predictable and unstable responses, hence disrupting a system’s desired operation [24].
False data injection attack is generally modeled as a bias signal being superimposed on
the original signal. Therefore, this attack is also referred to as bias injection attack. FDI
attacks are one of the most common and feasible cyber-attacks due to their low resource
requirements, making them a significant threat to cyber-physical systems (CPS).

There are other forms of cyber-attacks in the attack space which are more sophisticated
and demand more resources. These are replay attacks, covert attacks and zero dynamics
attacks. Replay attacks are cyber-attacks in which the attacker replaces the real-time data
with the former recorded data. The recorded data are usually sensor measurements. Two
steps are carried out in this attack. Firstly, the attacker gathers sensor readings and stores
the data, and then replays the gathered data to the controller [25]. In order to perform this
attack, the attacker does not need to know the model of the system.

The most challenging type of attack to deal with is covert attack. Covert attacks rely
on the complete system knowledge and complete access to the control input signals as well
as to the sensor signals transmitted over the network. Here, the attacker injects corrupt
signals on the control channel and cancels the influence of the additive attack signal by
calculating the resulting output and subtracting it from the sensor readings. Hence, the
diagnosis system located on the controller side of the network receives data which does not
contain any information on the attack [25]. Another destructive and hard to detect attack

is zero-dynamics attack. In this type of attack, the attacker knows the complete knowledge
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of system and does not need to read the input and output of the system. They just inject
an attack as input on actuator channel in the same frequency of the right-half zero of the

non-minimum phase system, which makes the system internally unstable [25].

Preventive Measures

The first layer of defense against malicious entities that intend to inflict cyber-attacks on
the system is the preventive measures. These measures are employed to safeguard against
the breach of attackers and securely transmit the data within the network. Two of the
most notable preventive measures are authentication and encryption-decryption methods.
Towards this end, the works of [26] and [27] have employed authentication based method-
ologies. More specifically, Jovanov and Pajic [26] have applied intermittent authentication
to enforce the integrity of sensor readings that are transmitted from sensors to controller.
Another notable preventive measure which has been used extensively in the I'T domain but
has found its way into the cyber-security measures for CPS, is encryption-decryption. In
[28] the authors have employed a fully homomorphic encryption algorithm for the trans-
mission of the data between the sensor and the controller, and also between the controller
and the actuator. In [29] the authors have performed encryption on the sensor readings of
the agents before sending them over to the neighboring agents. The data then is decrypted
and processed for the consensus protocol.

The major problem with the use of encryption-decryption methods in real-time applica-
tions such as DP, is the computational and communication overhead that is brought about,

which could hinder the desired operation of the system.

Attack Surface Shifting and Reduction

Sometimes adversaries manage to bypass the authentication and encryption-decryption

protocols and breach into the system. Therefore, further measures are needed to safeguard
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the system. Another way of increasing the security of the system against cyber-attacks, is
manipulating the attack surface. Attack surface is defined as the set of the resources of the
system that can be exploited through cyber-attacks [30], or a set of system properties that
can be used to launch cyber-attacks [31]. Therefore, it follows that in order to increase the
security of the system, changing the attack surface would be a reasonable idea.

Changing the attack surface would increase uncertainty for the attacker and will make it
harder for them to perform a successful attack. Towards this end, moving target approaches
have been employed as a means to shift the attack surface [32], [31]. Moving target de-
fense (MTD), is a proactive cyber-defense mechanism which aims at continually changing
a system’s attack surface over time through reconfiguration — which could be exe