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Abstract 

Design of multi-sine watermark using power spectral analysis for replay attack detection 

Sunitha George 

 

Replay attacks are a critical security concern in cyber-physical systems (CPS), where adversaries record 

legitimate data transmissions and maliciously retransmit them later to disrupt normal system operations. 

These attacks are particularly dangerous because they often replay legitimate data, making them difficult 

to detect using traditional intrusion detection systems. As CPS continue to integrate deeper into critical 

infrastructure such as power systems, industrial automation, and transportation networks, the need for better 

safety measures becomes increasingly urgent.  

One promising line of defense involves watermarking techniques, in particular, using multi-sine watermarks 

with switching frequencies. This thesis studies the problem of choosing the parameters of multi-sine 

watermarks to achieve replay attack detection with desired level of confidence. The proposed method is 

derived from a power spectral analysis of the output of the plant in both normal (no attack) and during 

attack operation.  

A flow control process involving a tank is utilized as an illustrative example. Through this example, the 

effectiveness of the proposed method is validated, showing its capability to design a watermark that can 

successfully detect replay attacks and thus enhance the security of the control system. 
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Chapter 1 

Introduction 

A cyber-attack on control systems involves malicious activities aimed at disrupting, damaging, or 

gaining unauthorized control over Industrial Control Systems (ICS) and Supervisory Control and 

Data Acquisition (SCADA) systems, which are widely used in critical infrastructure sectors such 

as energy, water treatment, transportation, manufacturing, and utilities. These systems monitor and 

control industrial processes, ensuring the safe and efficient functioning of physical machinery. 

When compromised, the impacts can range from operational downtime and financial loss to severe 

physical damage, environmental hazards, or even threats to human life [1]-[2].  

In this thesis, the problem of detecting one group of cyber-attacks know as replay attacks is 

examined. Replay attacks are a type of cyber threat in which previously recorded legitimate data 

is captured and retransmitted to the system at a later time, with the goal of misleading the system 

into accepting false information as genuine. These attacks are particularly difficult to detect 

because the replayed data closely mimics normal system behaviour, often bypassing standard 

security measures. As Cyber-Physical Systems (CPS) become increasingly integrated into critical 

infrastructure, the risks associated with such attacks are heightened [3]-[4]. Therefore, the 

detection of replay attacks is treated as a critical security concern. 

1.1 Cyber Attacks on Control Systems 

Cyber-attacks on control systems have become an escalating concern with the increasing 

digitization and connectivity of industrial infrastructure. These systems, which govern critical 

processes in the energy, manufacturing, and transportation sectors, have been targeted by a range 

of sophisticated cyber threats. Notable real-world incidents include the Stuxnet worm [5], which 

in 2010 was used to sabotage Iran’s nuclear centrifuges by manipulating control system behaviour 

while hiding its presence, and the BlackEnergy malware [6], which played a key role in the 2015 

Ukrainian power grid attack that caused widespread outages. Another significant incident involved 

the Triton malware [7], which targeted safety instrumented systems in a Saudi petrochemical plant, 

potentially putting human lives at risk. In addition to replay attacks, which involve the 
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retransmission of previously captured valid data to deceive systems, other common cyber threats 

include False Data Injection (FDI) attacks [8], where attackers corrupt sensor or control data to 

mislead system decisions, and denial-of-service (DoS) attacks [9], which aim to overwhelm system 

resources, causing loss of control or functionality. These cases highlight the vulnerability of 

control systems and emphasize the need for advanced detection and mitigation strategies. In this 

context, understanding and addressing specific types of attacks—such as replay attacks—is 

essential to safeguarding the stability and safety of modern control systems. 

A replay attack on an ICS typically unfolds in two key stages: recording and replay. In the 

recording stage (𝐹𝑖𝑔. 1.1(𝑏)), the attacker passively intercepts and records legitimate 

communication between sensors and the controller, capturing normal system behaviour without 

altering any data or triggering alarms. In the replay stage (𝐹𝑖𝑔. 1.1(𝑐)),  the attacker replaces real-

time sensor data with the previously recorded sequence, effectively deceiving the controller into 

responding to outdated but valid data while the actual system state may drift into unsafe or 

undesired conditions. Because the replayed data was once legitimate, this type of attack can bypass 

many traditional detection mechanisms and pose a serious threat to the safety and reliability of 

industrial processes. 

 

   (𝑎)    (𝑏)    (𝑐) 

𝐹𝑖𝑔. 1.1. Block diagram of a control system (𝑎) under safe conditions (𝑏) being recorded by 

attacker and (𝑐) under a replay attack. 
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1.2 Literature Review 

In this section, a review of existing research related to cyber-attacks on ICS, with a particular focus 

on replay attacks and the various strategies developed to detect them is presented. The discussion 

begins with an overview of common cyber threats targeting ICS, emphasizing the growing risk 

posed by stealthy attacks such as replay. It then explores the concept of replay attacks highlighting 

their unique challenges and the limitations of traditional detection techniques. Furthermore, the 

use of signal watermarking as a defence mechanism is examined, including different watermark 

designs and their integration into control systems. Recent advances in replay attack detection 

mechanisms and their practical applications are also surveyed, providing a foundation for the 

development of the methodology proposed in this thesis. 

Cyber-attacks can have severe consequences, especially in ICS that manage critical infrastructure 

like power plants, water treatment facilities, and manufacturing processes [10]. If not mitigated, 

they can lead to operational disruption as attackers can cause devices or systems to repeat actions, 

leading to production line halts, equipment malfunctions, or process inefficiencies [11]. In safety-

critical systems, cyber-attacks could trigger hazardous conditions, such as overloading equipment, 

causing leaks or shutdowns, or compromising safety controls [12]. Majority ICSs rely on old, 

unencrypted communication protocols that are vulnerable to interception and replay [13]. These 

systems lack advanced security features that can prevent replay attacks [14]. In some 

environments, security measures like encryption or message authentication are either absent or 

poorly implemented, making replay attacks even easier to carry out [15].  

Watermarking in ICS is a security technique used to detect cyber-attacks, particularly replay 

attacks, by deliberately embedding known, distinguishable signals into the control loop. These 

signals, referred to as watermarks, are designed such that their presence can be verified in the 

sensor measurements, allowing the system to determine whether the data being received is genuine 

or has been tampered with or replayed [16]. Under normal operation, this watermark propagates 

through the plant and affects the sensor measurements. The detector can then check whether the 

expected effect of the watermark is present in the incoming data. However, during a replay attack, 

the attacker replays old sensor data that does not contain the current watermark signal. As a result, 
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the inconsistency between the applied watermark and the system response becomes detectable, 

indicating the presence of an attack. Watermarks are carefully designed to be: 

• Undetectable to attackers, so they cannot be easily filtered out or replicated. 

• Non-disruptive to system performance, ensuring control objectives are not compromised. 

• Statistically or spectrally distinguishable, to aid in reliable detection. 

In essence, watermarking converts the replay attack detection problem from a passive monitoring 

task to an active verification process, enhancing the resilience of ICS against stealthy adversaries 

[17]. 

Numerous attempts have been made in the past to design an effective watermarking technique with 

reliable detection methods. In [18], a design mechanism for injecting the watermarking signal 

using a plug and play approach without affecting the predefined system controller was proposed 

and illustrated using a numerical application example. The method of injecting a series of secret 

noisy control inputs called physical watermarking was explored in [18] where the adversary was 

assumed to have information access to the system. Model inversion physical watermarking was 

explored in [20] that simultaneously helped with performance tracking and security performance. 

An on-line approach to physical watermarking was presented in [21]. A physical dynamic 

watermarking design was implemented in [22] that was evaluated on a water distribution network.  

A series of limitations and challenges were identified for physical watermarking. [23] analyzed the 

usage of finite sequences as physical watermarking method tested on a four-tank system, thereby 

detecting the replay attack using zonotopes. The use of zonotopes for the design of watermark 

signal was explored in [24] where the analogy between stochastic and deterministic fields was 

extended to optimal control of a Linear Quadratic Gaussian (LQG) system. A simultaneous 

synthesis of optimal watermarking signal and robust controller was proposed in [25] and 

implemented over a simplified three-tank chemical system.  

Attempting to improve on the control effort, an Adaptive Generic Model Control is proposed and 

evaluated against the Generic Model Control [26]. The estimation of the time-varying parameters 

is made robust, and this method was found to perform well for the control of complex chemical 

processes. Attack models and scenarios for Networked Control Systems (NCSs) are a major focus 
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in the security of CPS [27]-[28], where control loops are closed through communication networks. 

NCSs are found in power systems, industrial control systems, autonomous vehicles, etc., making 

their resilience to cyber-attacks critically important. Control laws are designed to maintain stability 

and performance even under certain classes of attacks. Techniques such as watermarking, state 

estimation with anomaly detection or redundancy and secure communication protocols are 

generally used for safeguarding NCSs. A stochastic game approach was presented in [29] that aims 

to balance security overhead with control cost. Further, [30] proposed a countermeasure with a 

fixed false alarm rate to optimize the trade-off between detection delay and LQG performance by 

decreasing control accuracy or increasing control effort. 

A lot of efforts to optimize the existing detection methods have also been made. Replay attack 

detection using a watermarked control strategy shared among the agents through the network was 

introduced in [31] with minimum loss effect. A strategy through sensor watermarking was also 

recorded [32]. A 𝜒2 detector was modified by incorporating a watermarking signal through a 

random number generator in [33]-[34]. The modified 𝜒2 detector was used to detect and mitigate 

FDI attack and replay attack. [35] proposed a replay attack detection method using a frequency-

based signature method which used a sinusoidal signal with time-varying frequency as the 

watermark. The impact of a zonotopically bounded watermarking signal was assessed for replay 

attack detectability in [36] along with a Linear Quadratic Zonotopic (LQZ) controller. In [37], a 

Linear Time-Varying (LTV) dynamic watermarking was tested on a car model in CarSim and a 

1/10 scale autonomous rover and was proven to quickly detect replay attacks in a repeatable 

fashion. Time-Varying Dynamic Watermarking was proposed to detect Generalized Replay 

Attacks (GRAs) [38] simulated using an LTV vehicle. Multiplicative watermarking based active 

detection of GRAs was detailed in [39]. A stealthy replay attack was detected using dynamic 

watermarking approach based modified 𝜒2 detector [40] for a 3—DOF helicopter benchmark 

system. A dynamic watermarking method for detecting replay attacks was tested in controlled 

discrete LQG systems [41] and was found to have a better performance than IID watermarking 

signal. Optimal watermarking schemes in order to minimize the control costs are being researched 

upon on a large scale to facilitate detection of replay attacks better [42]-[43].  

A switching multi-sine watermarking technique was introduced in [44]. The parameter choice for 

the technique was made with the main objective of transient response suppression. In [44], since 
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the energy of the watermarking signal was primarily concentrated at certain frequencies due to the 

nature of the sine signal, a periodogram was employed for detection purposes. The periodogram is 

a fundamental tool used to estimate the Power Spectral Density (PSD) of a signal, which represents 

how signal power is distributed across different frequencies. It involves computing the Discrete 

Fourier Transform (DFT) of a finite-length signal and then squaring the magnitude of the result, 

typically normalized by the signal length [45]. While simple and widely used, the basic 

periodogram can be a noisy estimate due to its high variance, especially for short data records. To 

improve reliability, techniques like windowing and averaging are often applied, making the 

periodogram a foundational tool in spectral analysis [46]. Precisely, the confidence bounds for 

periodogram were used to authenticate the watermarking signal by detecting the frequencies 

present in the signal. 

Watermarking is relevant to other applications as well. One such example is that of smart grid 

systems. A random signal was added periodically for a small duration of time providing sufficient 

frequency detection capability proposing an effective detection method for replay attacks [47]. 

Another detection method using power state sampled to detect the replayed states is presented and 

evaluated on the IEEE bus systems [48]. In [49], a blockchain-based decentralized mechanism for 

replay attack detection is explored for large scale power systems. A comprehensive review on the 

countermeasures for replay attack on smart grids is presented in [50]. [51] employs the switching 

multi-sine watermarking technique that was introduced in [44] for replay attack detection in smart 

grids. 

1.3 Thesis Objectives and Contributions 

The main objective of the thesis is to develop and propose an effective method for designing multi-

sine watermark signals for replay attack detection. The goal is to provide an algorithm for choosing 

the parameters of the multi-sine watermarking signal. This algorithm is intended to yield a multi-

sine watermark custom made for a particular application authenticated using periodograms with a 

chosen level of confidence.  

The major contributions of this thesis have been as follows. 

1. An algorithm is developed for choosing watermark frequencies and watermark power to 

ensure a desired rate of false alarm. 
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2. In the process of the algorithm, an analysis of the power spectral density of watermarked 

output is performed that provides some of its characteristics. These results in future can be 

used to determine other performance measures such as detection time.  

3. The proposed algorithm is used to design watermark for flow control system. The 

performance of watermarking is explored using computer simulation. 

1.4 Thesis Outline 

This thesis is structured into five chapters, each addressing key concepts related to watermarking 

and its analysis. Chapter 1 provided an overview of the research, beginning with a literature review 

that summarized relevant studies and contextualized the work within existing knowledge. It 

outlined the thesis objectives and contributions, specifying the research goals and unique 

contributions to the field. The thesis outline offers a structured overview of the subsequent 

chapters. Chapter 2 covers essential background material, introducing key concepts such as the 

replay attack followed by an exploration of multi-sine watermarking and a discussion on power 

spectral density using periodogram analysis. Chapter 3 focuses on multi-sine watermarking signal 

parameters, starting with the problem statement to identify challenges, then detailing the proposed 

design method, and concluding with a summary. Chapter 4 presents a case study, including the 

algorithm for using the proposed method and the simulation results obtained through testing, 

culminating in a conclusion that summarizes the findings. Finally, Chapter 5 wraps up the thesis 

by summarizing the key points and suggesting directions for future research to extend the work 

done in this study. 
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Chapter 2 

Background 

Control systems are particularly vulnerable to cyber-attacks due to their reliance on legacy 

technologies, limited patching capabilities, and increased connectivity with corporate IT networks 

and the internet. With growing digitization and the rise of the Internet of Things (IoT) in industrial 

environments, the attack surface is expanding, necessitating stronger cybersecurity measures to 

protect critical infrastructure from potentially catastrophic cyber incidents. 

One of the techniques considered for securing control systems is the implementation of robust 

watermarking techniques, which serve as an effective means of detecting and mitigating cyber 

threats. Watermarking involves embedding a uniquely identifiable signal into system, allowing for 

the verification of system integrity and the detection of unauthorized intrusions. However, 

designing an effective watermarking scheme presents challenges, including maintaining a balance 

between detectability and stealth, minimizing the impact on system performance, and countering 

adversarial strategies aimed at removing or bypassing the watermark. Addressing these challenges 

requires a comprehensive understanding of control system, signal processing, and cybersecurity 

principles to develop resilient and adaptive defense mechanisms. 

2.1 Replay Attack 

A replay attack in control systems refers to a cybersecurity threat where an adversary intercepts, 

records, and later replays legitimate sensor readings to deceive the system into acting on outdated 

or manipulated data. This attack undermines system integrity by exploiting the system's inability 

to distinguish between real-time and previously captured signals, potentially leading to unsafe 

operational states or a loss of control and stability. Replay attacks are particularly harmful in 

critical infrastructures such as power grids, transportation and industrial automation where real-

time data integrity is essential for safe and accurate functioning. 

Replay attacks are relatively easy to perform because they do not require deep knowledge of the 

intercepted communication. The attacker does not need to understand the data. Simply capture and 

retransmit is sufficient. Many control systems and network protocols are designed with a focus on 
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efficiency and reliability rather than security. They often assume that once a message has been 

authenticated, it can be trusted without further checks. Replay attacks exploit this trust by using 

valid, previously authenticated data to bypass security controls.  

A replay attack in control systems is particularly effective when launched after the system has 

reached steady state. In steady state, sensor readings and control signals exhibit minimal 

fluctuations. Since the replayed data is nearly identical to legitimate steady-state values, anomaly 

detection mechanisms may not flag the attack. When an actual disturbance occurs, the controller 

needs fresh sensor data to react properly. However, when old steady-state data is replayed, the 

controller remains unaware of the change, potentially leading to unsafe operation or instability. 

 

   (𝑎)    (𝑏)    (𝑐) 

𝐹𝑖𝑔. 2.1. System (𝑎) under safe conditions (𝑏) being recorded by attacker and (𝑐) under a replay 

attack [44]. 

The attacker monitors the system communication until it reaches steady state and then records 

sensor data as shown in 𝐹𝑖𝑔. 2.1(𝑏). Later during an attack window, the attacker replays the 

previously recorded data as shown in 𝐹𝑖𝑔 2.1(𝑐). This leads the controller to operate based on 

stale, replayed data rather than real-time conditions. The system fails to respond to disturbances or 

changes. In critical systems, this can cause physical damage or financial losses. For example, in a 

power grid, Automatic Generation Control (AGC) maintains frequency stability. If the attacker 

records frequency and power flow data when the system is stable and later, when demand 

fluctuates, if the attacker replays this steady-state data, then controller will not respond to real-

time load changes, leading to grid instability or even blackouts. Furthermore, during a replay 
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attack, the attacker can replace control signal with another, creating disruption or damage to the 

plant (𝐹𝑖𝑔. 2.1 (𝑐)). 

2.2 Replay Attack Detection using Watermarking 

Watermarking is a technique widely applied in cybersecurity, particularly in image processing, to 

provide integrity and authenticity assurances by embedding identifying signals or patterns (the 

"watermark") within transmitted data. In the context of detecting replay attacks, watermarking 

serves as a proactive defense mechanism.  

In control systems, watermarking typically involves adding a low-amplitude, pseudo-random, or 

deterministic signal to the input commands as shown in 𝐹𝑖𝑔. 2.2. This embedded signal is chosen 

to be imperceptible in regular operation but detectable during verification processes. By altering 

the command signal with these watermarks, control systems can verify the temporal integrity of 

incoming data, ensuring that each received signal contains the watermark pattern.  

 

(𝑎)    (𝑏)    (𝑐) 

𝐹𝑖𝑔. 2.2. Block diagram of system with watermarking (𝑎) under safe conditions (𝑏) being 

recorded by attacker and (𝑐) under a replay attack. 

During a replay attack, when a replayed signal is introduced to a control system, the watermark 

patterns will misalign with expected values. As these watermarks are designed to change 

dynamically, the replayed data will likely lack the correct watermark sequence, making the 

replayed data immediately suspicious. The effects of watermarking in the system output during 
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attack is not consistent with the watermark at that time. This inconsistency can be used to detect 

the replay attack.   

The watermark signal can be designed to be system-specific, leveraging parameters unique to the 

operational dynamics of the control system. This ensures that the watermark is neither easily 

replicated nor guessed by adversaries.  

2.3 Multi-sine Watermarking 

In this section, we review the switching multi-sine watermarking of [44]. Consider a single-input 

single-output plant under control at steady state around a set point. The block diagram of the linear 

model around the set point and watermarking is shown in 𝐹𝑖𝑔. 2.3. 

 

𝐹𝑖𝑔. 2.3. Block diagram of linear system with watermarking. 

In 𝐹𝑖𝑔. 2.3, 𝐾(𝑠) is the controller transfer function, 𝐺(𝑠) the plant transfer function, 𝑟(𝑡) the input 

signal,  𝑦(𝑡) the output sensor signal, 𝑢(𝑡) the control signal, 𝑚(𝑡) the watermarking signal, 𝑤(𝑡) 

the input disturbance and 𝑣(𝑡) the measurement noise.  

Multi-sine watermarking uses sine waves as the authentication signal. The frequency of the sine 

wave is switched frequently to keep it from being detected by the attacker. The time period over 

which the frequency of the sine wave is kept constant is called a frame. Watermarking signal over 

a frame is given by the following equation [44]. 

𝑚(𝑡) = ∑ 𝐴𝑖sin (𝜔𝑖𝑡 + 𝜙𝑖)
𝑛𝑚
𝑖=1   0 < 𝑡 < 𝑇𝑓 (2.1) 

where 𝑡 is measured from the start of frame, 𝑛𝑚 is the number of unique frequencies within a frame 

and 𝑇𝑓 is the frame length. 𝐴𝑖, 𝜔𝑖 and 𝜙𝑖 represent the amplitude, frequency and phase of the sine 



 

 12 

components, respectively. At the end of each frame, another frame with another set of sinusoids is 

used for watermarking. 

Let 𝑓𝑖 = 
𝜔𝑖

2𝜋
 and 𝑇𝑖 = 

1

𝑓𝑖
 denote the frequency (in 𝐻𝑧) and period (in 𝑠) of each sinusoidal 

component in 𝑚(𝑡). To simplify the design, the frequencies are chosen such that: 

𝑓1

𝑛1
=

𝑓2

𝑛2
= ⋯ =

𝑓𝑛𝑚

𝑛𝑛𝑚
      (2.2) 

where 𝑛1, 𝑛2, … , 𝑛𝑛𝑚 are relatively prime integers. This ensures that 𝑚(𝑡) is a periodic signal with 

period 𝑇𝑐𝑜𝑚𝑏 = 𝑛1𝑇1 = 𝑛2𝑇2 = ⋯ = 𝑛𝑛𝑚𝑇𝑛𝑚. The size of each frame for watermarking is chosen 

to be a multiple of 𝑇𝑐𝑜𝑚𝑏. Therefore, 𝑇𝑓 = 𝑘𝑇𝑐𝑜𝑚𝑏 for some positive integer 𝑘.  

Example 2.1: Suppose we have a multi-sine signal defined by three sinusoids at frequencies 10 𝐻𝑧, 

20 𝐻𝑧, and 50 𝐻𝑧. The frame will contain these components superimposed and captured as: 

𝑚(𝑡) = 𝐴1 sin(2𝜋 × 10 × 𝑡 + 𝜙1) + 𝐴2 sin(2𝜋 × 20 × 𝑡 + 𝜙2) + 𝐴3sin (2𝜋 × 50 × 𝑡 + 𝜙3) 

𝑓1 = 10 𝐻𝑧 or 𝜔1 = 2𝜋 × 10 and 𝑇1 =
1

𝑓1
=

2𝜋

𝜔1
= 0.1 𝑠𝑒𝑐𝑜𝑛𝑑  𝑛1 = 1 

𝑓2 = 20 𝐻𝑧 or 𝜔2 = 2𝜋 × 20 and 𝑇2 =
1

𝑓2
=

2𝜋

𝜔2
= 0.05 𝑠𝑒𝑐𝑜𝑛𝑑  𝑛2 = 2 

𝑓3 = 50 𝐻𝑧 or 𝜔3 = 2𝜋 × 50 and 𝑇3 =
1

𝑓3
=

2𝜋

𝜔3
= 0.02 𝑠𝑒𝑐𝑜𝑛𝑑  𝑛3 = 5 

For proper detection, the minimum length of frame size should be long enough to accommodate 

at least one complete length of sine wave of every frequency.  

𝑇𝑐𝑜𝑚𝑏 = 𝑛1𝑇1 = 𝑛2𝑇2 = 𝑛3𝑇3 = 0.1 𝑠    (2.3) 

Therefore, 𝑇𝑐𝑜𝑚𝑏 = 0.1 𝑠𝑒𝑐𝑜𝑛𝑑 is the required minimum frame length for the signal considered 

in this example.  

When switching from one frame of sine frequencies to another with a different set of sine 

frequencies, an abrupt shift from one sinusoidal signal to another forces the output signal to 

undergo a transient response until the new steady state is reached. From a frequency-domain 

perspective, this sudden change introduces unintended frequency components which show up as 
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transient disturbances in the output. [44] shows that by properly choosing the amplitudes, phases 

and number of unique frequencies in each frame, the transient responses can be suppressed as 

explained below. 

Suppose  

𝐺𝑦𝑚(𝑠) = 
𝐺(𝑠)

1+𝐾(𝑠)𝐺(𝑠)
    (2.4) 

 is an 𝑛𝑡ℎ order strictly proper system described by the differential equation 

𝑑𝑛𝑦

𝑑𝑡𝑛
+ 𝑎𝑛−1

𝑑𝑛−1𝑦

𝑑𝑡𝑛−1
+⋯+ 𝑎0𝑦(𝑡) = 𝑏𝑛−1

𝑑𝑛−1𝑚

𝑑𝑡𝑛−1
+⋯+ 𝑏0𝑚(𝑡) 

Therefore,    

𝐺𝑦𝑚(𝑠) = 
𝑏(𝑠)

𝑎(𝑠)
  = 

𝑏𝑛−1𝑠
𝑛−1+⋯+𝑏1𝑠+𝑏0

𝑠𝑛+𝑎𝑛−1𝑠
𝑛−1+⋯+𝑎1𝑠+𝑎0

     (2.5) 

Also, suppose the input is a multi-sine pulse 

𝑚(𝑡) = {
0                         𝑡 < 0 𝑎𝑛𝑑 𝑡 > 𝑇𝑓

∑ 𝐴𝑖sin (𝜔𝑖𝑡 + 𝜙𝑖)
𝑛𝑚
𝑖=1                          0 < 𝑡 < 𝑇𝑓

    (2.6) 

To achieve transient suppression, it is shown in [44] that 𝑀(𝑠) can be chosen as  

𝑀(𝑠) = 
𝑐(𝑠)𝑎(𝑠)

(𝑠2+𝜔1
2)…(𝑠2+𝜔𝑛𝑚

2 )
    (2.7) 

where 𝑐(𝑠) is any polynomial in 𝑠 and the number of sinusoids 𝑛𝑚 is chosen so that  

𝑛𝑚 ≥ 𝑛 + 
𝑑𝑒𝑔(𝑐(𝑠))

2
           (2.8) 

Once 𝑀(𝑠) is chosen, the amplitudes 𝐴𝑖 and phases 𝜙𝑖 will be known. A straightforward choice 

for  𝑐(𝑠) is 𝑐(𝑠) = 𝑐0 and scalar 𝑐0 can be used to adjust the power of watermarking signal 𝑚(𝑡) 

so that the watermark frequencies can be detected using periodogram. If 𝑐(𝑠) = 𝑐0 is used, then 

(2.7) reduces to 𝑛𝑚 ≥ 𝑛. 
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The periodogram, an estimate of the power spectral density (PSD), of the output signal received 

by the controller (𝐹𝑖𝑔. 2.4) is used for analyzing its frequency content and detecting the multi-sine 

watermarking signal.  

 

(𝑎)     (𝑏)     (𝑐) 

𝐹𝑖𝑔. 2.4. Block diagram of system with watermarking detection using PSD (𝑎) under safe 

conditions (𝑏) being recorded by attacker and (𝑐) under a replay attack. 

The frequency resolution of a periodogram refers to the smallest frequency difference that can be 

distinguished in the spectral estimate. It determines how well two closely spaced frequency 

components can be resolved. The frequency resolution is influenced by several factors, primarily 

the length of the signal and the sampling rate. Let 𝑁 denote the number of samples and  𝑓𝑠 the 

sampling frequency. The frequency resolution of a periodogram is given by: 

∆𝑓 = 
𝑓𝑠

𝑁
 = 

1

𝑁𝑇𝑠
             (2.9) 

Since the periodogram is computed for one single frame at a time, in multi-sine watermarking a 

longer frame length (larger 𝑁) results in finer frequency resolution. The frequency resolution for 

frame is given by: 

∆𝑓 = 
1

𝑇𝑓
     (2.10) 

where 𝑇𝑓 is the size (in 𝑠𝑒𝑐) of the frame. We know from (2.3) that 
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𝑇𝑓 = 𝑘𝑇𝑐𝑜𝑚𝑏 = 𝑘𝑛1𝑇1 = 𝑘𝑛2𝑇2 = ⋯ = 𝑘𝑛𝑛𝑚𝑇𝑛𝑚    (2.11) 

∆𝑓 = 
1

𝑘𝑇𝑐𝑜𝑚𝑏
=

𝑓1

𝑘𝑛1
=

𝑓2

𝑘𝑛2
= ⋯ =

𝑓𝑛𝑚

𝑘𝑛𝑛𝑚
   (2.12) 

𝑛1, 𝑛2, … , 𝑛𝑛𝑚 are relatively prime integers and suppose they are in ascending order. Therefore, 

𝑓𝑛𝑚is chosen close to the highest frequency that can be detected within a frame. The numbers 

𝑛1, 𝑛2, … , 𝑛𝑛𝑚 are kept low such that the frequencies 𝑓1, 𝑓2, … 𝑓𝑛𝑚  are appropriately spaced from 

each other for successful detection. It can be shown that for any 𝑘 ≥ 1 [44],  

𝑓𝑖+1 − 𝑓𝑖 ≥ ∆𝑓          (2.13) 

We know that the borderline case 𝑓𝑖+1 − 𝑓𝑖 = ∆𝑓 occurs when 𝑛𝑖+1 − 𝑛𝑖 = 1. To avoid this, we 

must take 𝑘 ≥ 2. Hence, the frame size 𝑇𝑓 ≥ 2𝑇𝑐𝑜𝑚𝑏. 

Example 2.2:  Consider 𝑛1 = 3, 𝑛2 = 5, 𝑛3 = 7 and 𝑛4 = 8 are four relatively prime numbers 

chosen for the 𝑖𝑡ℎ frame consisting of four unique frequencies. If 100 𝐻𝑧 is the highest possible 

frequency that is considered in this frame, we can find the values of other frequencies as follows: 

𝑓4 = 100 𝐻𝑧 

𝑓3 = 100 𝐻𝑧 ×
7

8
= 87.5 𝐻𝑧 

𝑓2 = 100 𝐻 ×
5

8
= 62.5 𝐻𝑧 

𝑓1 = 100 𝐻 ×
3

8
= 37.5 𝐻𝑧 

𝑇4 = 0.01𝑠, 𝑛4 = 8, 𝑇𝑐𝑜𝑚𝑏 = 0.08𝑠 and therefore, 𝑇𝑓 = 0.08𝑘 𝑠 is the frame size. Further, we 

must have  

∆𝑓 =
1

0.08𝑘
≤ 𝑓2 − 𝑓1 = 25 𝐻𝑧 

           
1

0.08𝑘
≤ 𝑓3 − 𝑓2 = 25 𝐻𝑧 
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1

0.08𝑘
≤ 𝑓4 − 𝑓3 = 12.5 𝐻𝑧 

Therefore, 𝑘 ≥ 2. We can choose any 𝑘, however, 𝑘 is preferred to be kept small to have shorter 

frames. Selecting lower values for the watermarking signal frequencies 𝑓𝑖  results in a longer 

combined period 𝑇𝑐𝑜𝑚𝑏 and a larger frame size 𝑇𝑓. This extended period increases the time 

available for an adversary to detect the watermark and adapt their strategies accordingly. 

Conversely, increasing the frequencies introduces additional challenges. At higher frequencies, the 

𝑆𝑁𝑅 tends to degrade due to a reduction in the system’s frequency response magnitude. To mitigate 

this SNR reduction, higher amplitude 𝐴𝑖 watermarking signals may be employed; however, this 

approach can be undesirable as it increases the watermark's visibility and potential intrusiveness. 

Additionally at high frequencies there is greater modeling uncertainty, meaning the accuracy of 

the system’s behavior predictions decreases. This can lead to lower accuracy in the designed 

watermarking signal. Therefore, there is a trade-off between the choice of lower frequencies and 

higher frequencies for watermarking. 

By estimating the power spectral density (PSD), a periodogram reveals the distribution of signal 

power across different frequency components, allowing for the detection of periodic structures or 

hidden patterns within noisy data. A brief review of PSD and some of its estimation methods is 

provided in the following section. 

2.4 Power Spectral Density using Periodogram 

The PSD estimate of the sampled output is computed to characterize its frequency content and 

power distribution. PSD is a function that expresses how the power of a signal is distributed across 

different frequencies. It is often used in signal processing to analyze the frequency content of 

signals that may not be purely periodic, such as noise or time-varying signals. The PSD shows the 

power present in a signal as a function of frequency, which makes it useful for identifying the 

dominant frequencies or patterns within the signal. A discussion of PSD estimation is presented in 

this section since we used it in analyzing watermarks to detect replay attacks. 

For a continuous-time real-valued signal 𝑥(𝑡), the average power is 
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𝑃 = lim
𝑇→∞

1

𝑇
∫ |𝑥(𝑡)𝑤𝑇(𝑡)|

2∞

−∞
𝑑𝑡         (2.14) 

where  

𝑤𝑇(𝑡) = {
1            −

𝑇

2
≤ 𝑡 ≤

𝑇

2

0                𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
         (2.15) 

We define  

𝑥𝑇(𝑡) = 𝑥(𝑡)𝑤𝑇(𝑡)          (2.16) 

It follows from Parseval’s Theorem that 

𝑃 = lim
𝑇→∞

1

𝑇
∫ |ℱ{𝑥𝑇(𝑡)}|

2∞

−∞
𝑑𝑓         (2.17) 

where 𝐹{𝑥𝑇(𝑡)} is the Fourier Transform of 𝑥𝑇(𝑡) which we will denote as 

𝑋𝑇(𝑓) = ℱ{𝑥𝑇(𝑡)} 

The PSD of 𝑥(𝑡) which shows the density of power in various frequencies is defined as [45]: 

𝑆𝑥𝑥(𝑓) = lim
𝑇→∞

1

𝑇
|𝑋𝑇(𝑓)|

2    (2.18) 

If 𝑥(𝑡) is ergodic, then using Weiner-Khinchin theorem we can show that 

𝑆𝑥𝑥(𝑓) = ∫ 𝑟𝑥𝑥(𝜏)𝑒
−𝑗2𝜋𝑓𝜏∞

−∞
𝑑𝜏 = 𝑅𝑥𝑥(𝑓)    (2.19) 

where 𝑟𝑥𝑥(𝜏) is the autocorrelation function. 

𝑟𝑥𝑥(𝜏) = 𝐸(𝑥(𝑡 + 𝜏)𝑥(𝑡))     (2.20) 

and 

𝑅𝑥𝑥(𝑓) = ℱ{𝑟𝑥𝑥(𝜏)} 
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By calculating the PSD, one can determine the power density at each frequency. This is important 

in many applications like telecommunications, audio processing, and control systems, where 

understanding the frequency distribution is critical to signal analysis and design. 

A periodogram is an estimate of the PSD of a signal. Suppose continuous-time signal 𝑥(𝑡) is 

sampled with sampling period 𝑇𝑠 and denote the samples 𝑥[𝑛] = 𝑥(𝑛𝑇𝑠) with 0 ≤ 𝑛 ≤ 𝑁 − 1. 

Using 𝑁 samples the periodogram is calculated as 

𝑃𝑥𝑥(𝑓) = 
𝑇𝑠

𝑁
 |𝑋𝑁(𝑓)|

2     (2.21) 

where 𝑋(𝑓) is the discrete-time Fourier transform of 𝑥[𝑛] assuming 𝑥[𝑛] = 0 for 𝑛 < 0 and 𝑛 >

𝑁. 

𝑋𝑁(𝑓) = ∑ 𝑥[𝑛]𝑒−𝑗2𝜋𝑓𝑛𝑇𝑠𝑁−1
𝑛=0     (2.22) 

Remark 2.1: Consider a signal 𝑦[𝑛] obtained from 𝑥[𝑛] and padded with 𝐿 zero values: 

𝑦[𝑛] = {
𝑥[𝑛]              0 ≤ 𝑛 ≤ 𝑁 − 1
0           𝑁 ≤ 𝑛 ≤ 𝑁 + 𝐿 − 1

    (2.23) 

Then, 𝑦[𝑛] has 𝑁 + 𝐿 sample values. The periodogram of 𝑦[𝑛] is similar to that of 𝑥[𝑛] except 

that it is scaled by 
𝑁

𝑁+𝐿
. 

𝑃𝑦𝑦(𝑓) = 
1

𝑁+𝐿
∑ 𝑦[𝑛]𝑒−𝑗2𝜋𝑓𝑛𝑇𝑠𝑁+𝐿−1
𝑛=0               (2.24) 

𝑃𝑦𝑦(𝑓) = 
𝑁

𝑁+𝐿
×

1

𝑁
∑ 𝑥[𝑛]𝑒−𝑗2𝜋𝑓𝑛𝑇𝑠𝑁−1
𝑛=0    (2.25) 

𝑃𝑦𝑦(𝑓) = 
𝑁

𝑁+𝐿
 𝑃𝑥𝑥(𝑓)                                         (2.26) 

Remark 2.2: The resolution of a periodogram depends on the length of the sampled signal. Two 

sinusoids with the same amplitude can be resolved if their frequencies are apart by at least 
1

𝑁𝑇𝑠
. In 

other words, the resolution is [45] 

∆𝑓 = 
1

𝑁𝑇𝑠
     (2.27) 
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When the signal contains noise, the resulting periodogram will be stochastic with variance that 

does not decrease even when 𝑁 → ∞. Welch’s method is a popular technique for estimating the 

PSD of a signal, serving as an improvement over the traditional periodogram. It reduces the 

variance of the spectral estimate by averaging multiple periodograms that are computed from 

overlapping segments of the signal, providing a smoother and more accurate estimate of the PSD. 

The key concept behind Welch’s method is segmenting the signal, windowing each segment, 

calculating periodograms for each windowed segment, and averaging the results. The main steps 

in Welch's Method are listed as follows. 

1. Segmenting the Signal: The signal is divided into 𝑀 overlapping segments. If the total length of 

the signal is 𝑁, and the segment length is 𝐿, each segment typically overlaps by 50% or more. 

Overlapping ensures that more data points contribute to each frequency estimate, reducing the 

variability of the estimate across different realizations of the signal. This leads to a more stable 

and consistent PSD estimate by reducing fluctuations caused by the randomness of individual 

segments. 

2. Windowing: Each segment is multiplied by a window function to reduce spectral leakage. 

Windowing tapers the ends of each segment to zero, minimizing the discontinuities at the 

boundaries of the segments. 

3. Computing the Periodogram: For each windowed segment, the periodogram is computed using 

the DFT or FFT. The periodogram for each segment is given by: 

𝑃𝑥𝑥
𝑘 (𝑓) =

𝑇𝑠

𝐿
|∑ 𝑥𝑚[𝑛]𝑤[𝑛]𝑒

−
𝑗2𝜋𝑓𝑛

𝑀
𝑇𝑠𝐿−1

𝑛=0 |
2

   (2.28) 

where 𝑥𝑚[𝑛] is the 𝑚𝑡ℎ segment of the signal, 𝑤[𝑛] is the window function, 𝑀 is the length of 

each segment and 𝑓 represents the frequency. 

4. Averaging: The periodograms from all the segments are averaged to produce a final PSD 

estimate. This averaging reduces the variance of the PSD, yielding a more reliable estimate. The 

Welch’s estimate of the PSD is given by: 

𝑃𝑥𝑥̂(𝑓) =
1

𝑀
∑ 𝑃𝑥𝑥

𝑘 (𝑓)𝑀
𝑚=1        (2.29) 
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where 𝑃𝑥𝑥̂(𝑓) is the Welch PSD estimate, 𝑀 is the number of overlapping segments and 𝑃𝑥𝑥
𝑚(𝑓) is 

the periodogram of the 𝑚𝑡ℎ segment. 

Averaging multiple periodograms reduces the variance of the PSD estimate compared to a single 

periodogram, making it more reliable for noisy or nonstationary signals. By adjusting the segment 

length, overlap, and window function, Welch’s method offers flexibility in balancing frequency 

resolution and smoothing. Shorter segments provide better smoothing but reduce frequency 

resolution, while longer segments improve resolution but may increase variance.  

2.5 Confidence Interval of Periodogram 

As previously mentioned, if 𝑥[𝑛] is a random process, the periodogram will be a random process. 

It can be shown that the expected value of 𝑃𝑥𝑥(𝑓) tends to the PSD when 𝑁 → ∞ [45]-[46] is 

lim
𝑁→∞

𝐸(𝑃𝑥𝑥(𝑓)) = 𝑆𝑥𝑥(𝑓)     (2.30) 

Further, the variance of 𝑃𝑥𝑥(𝑓) (when 𝑓 is not close to 0 or ±
1

2𝑇𝑠
) is 

𝑣𝑎𝑟(𝑃𝑥𝑥(𝑓)) ≈ 𝑆𝑥𝑥(𝑓)     (2.31) 

Note that the variance does not depend on 𝑁 and could be high even when 𝑁 → ∞. One way to 

reduce the variance is to divide the 𝑁 samples of 𝑥[𝑛] into 𝑀 segments of length 𝐿 (𝑁 = 𝑀𝐿), 

find the periodogram of each segment 𝑃𝑥𝑥
𝑚(𝑓) with 𝑚 = 0,… ,𝑀 − 1 and then form the average 

periodogram. 

𝑃𝑥𝑥,𝑎𝑣𝑔(𝑓) =
1

𝑀
∑ 𝑃𝑥𝑥

𝑚(𝑓)𝑀−1
𝑚=0       (2.32) 

If 𝑥[𝑛] is WSS Gaussian, then data blocks will be approximately uncorrelated and the 

periodograms will be independent. Thus 

𝑣𝑎𝑟 (𝑃𝑥𝑥,𝑎𝑣𝑔(𝑓)) =
1

𝑀
𝑣𝑎𝑟(𝑃𝑥𝑥

𝑚(𝑓))     (2.33) 

If 𝑥[𝑛] is WSS Gaussian, then 𝑋𝑁(𝑓) will be WSS Gaussian and that 
2𝑀𝑃𝑥𝑥,𝑎𝑣𝑔(𝑓)

𝑆𝑥𝑥(𝑓)
 will have a 𝜒2𝑀

2  

distribution [45]. Thus, the 𝛼% interval of confidence will be  
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2𝑀𝑃𝑥𝑥,𝑎𝑣𝑔(𝑓)

𝜒2𝑀
2 (

𝛼

2
)

 < 𝑆𝑥𝑥(𝑓) < 
2𝑀𝑃𝑥𝑥,𝑎𝑣𝑔(𝑓)

𝜒2𝑀
2 (1−

𝛼

2
)

   (2.34) 

Example 2.2: Consider a process: 

𝑥(𝑡) = 3 sin(2𝜋𝑓1𝑡 + 𝜃1) + 3 sin(2𝜋𝑓2𝑡 + 𝜃2) + 𝑣𝑛(𝑡) 

where 𝑓1 = 50 𝐻𝑧, 𝜃1 =
𝜋

6
, 𝑓2 = 100 𝐻𝑧, 𝜃2 = 0 and 𝑣𝑛 is Gaussian noise with zero mean and 

variance 𝜎𝑣
2 = 1. Suppose 𝑓𝑠 = 1000 𝐻𝑧. The periodogram with 95% confidence bounds of noise 

𝑣𝑛(𝑡) and 𝑥(𝑡) are shown in 𝐹𝑖𝑔 2.5(𝑎) and 𝐹𝑖𝑔. 2.5(𝑏), respectively. 

 

(𝑎) 
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(𝑏) 

𝐹𝑖𝑔. 2.5. Example 2.2: 95% confidence bound periodogram of (𝑎) 𝑣𝑛(𝑡) (𝑏) 𝑥(𝑡). 

We can see in 𝐹𝑖𝑔. 2.5(𝑏) that the lower bound estimates at 𝑓 = 50 𝐻𝑧 and 𝑓 = 100 𝐻𝑧 are higher 

than the upper bound estimates at the other frequencies which points to the two sinusoidal 

components with a confidence of 95%. This demonstrates the utility of confidence bounds in the 

context of using a periodogram for detection of frequencies. 
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Chapter 3 

Multi-Sine Watermark Design 

In this chapter, we develop a methodology for choosing the parameters of the multi-sine 

watermarking signal. The detection of attack is based on the power spectral density of the received 

output signal. Thus, in this chapter, we first provide an analysis of the PSD before and during a 

replay attack. Next, using our analysis, we present our algorithm for choosing watermark 

parameters to achieve the desired confidence level in attack detection. 

3.1 Problem Statement 

Consider the LTI system with watermarking shown in 𝐹𝑖𝑔. 3.1. Watermarking starts when the 

closed loop system reaches steady state. 

 

𝐹𝑖𝑔 3.1. Block diagram of LTI system. 

In 𝐹𝑖𝑔. 3.1, as described in chapter 2, 𝐾(𝑠) is the controller transfer function, 𝐺(𝑠) the plant 

transfer function, 𝑟(𝑡) the reference input signal,  𝑢(𝑡) the control signal, 𝑚(𝑡) the watermarking 

signal, 𝑤(𝑡) the input disturbance, 𝑣(𝑡) the measurement noise and 𝑦(𝑡) the measured output 

signal. Signals 𝑤(𝑡) and 𝑣(𝑡) are considered to be IID Gaussian with mean and variance given by 

(0, 𝜎𝑤
2) and (0, 𝜎𝑣

2), respectively. The closed loop system is assumed to be stable and in steady 

state. We consider multi-sine watermarking. Let the multi-sine watermarking signal over a frame 

be given as: 

𝑚(𝑡) = ∑ 𝐴𝑖sin (𝜔𝑖𝑡 + 𝜙𝑖)
𝑛𝑚
𝑖=1     (3.1) 



 

 24 

where 𝑡 is measured from the start of frame, 𝑛𝑚 is the number of unique frequencies within a frame 

and 𝑇𝑓 is the frame length. Furthermore, 𝐴𝑖, 𝜔𝑖 and 𝜙𝑖 represent the amplitude, frequency and 

phase of the sine components, respectively. The frequencies in 𝐻𝑧 and periods are denoted by 

𝑓𝑖 =
𝜔𝑖

2𝜋
          (3.2) 

𝑇𝑖 =
1

𝑓𝑖
          (3.3) 

As discussed in section 2.3, within a frame, the frequencies are chosen such that  

𝑓1

𝑛1
=

𝑓2

𝑛2
= ⋯ =

𝑓𝑛𝑚

𝑛𝑛𝑚
     (3.4) 

for positive integers 𝑛1, … , 𝑛𝑛𝑚  with 𝐺𝐶𝐷(𝑛1, 𝑛2, … 𝑛𝑛𝑚) = 1. Thus, with 𝑇𝑐𝑜𝑚𝑏 defined as 

𝑇𝑐𝑜𝑚𝑏 = 𝑛1𝑇1 = 𝑛2𝑇2 = ⋯ = 𝑛𝑛𝑚𝑇𝑛𝑚 ,     (3.5) 

the frame length is chosen as 

𝑇𝑓 = 𝑘𝑇𝑐𝑜𝑚𝑏       (3.6) 

for some 𝑘 ≥ 2. The watermark signal is chosen to be 

𝑀(𝑠) =
𝑐(𝑠)𝑎(𝑠)

(𝑠2+𝜔1
2)…(𝑠2+𝜔𝑛𝑚

2 )
     (3.7) 

with  

𝑛𝑚 ≥ 𝑛 +
1

2
deg (𝑐(𝑠))      (3.8) 

to do watermarking and prevent generating transient response. Assuming  

𝑐(𝑠) = 𝑐𝑜  (i.e. deg(𝑐(𝑠)) = 0)     (3.9) 

(3.8) becomes 

𝑛𝑚 ≥ 𝑛.     (3.10) 

When the multi-sine watermarking signal is added to the plant input, it introduces a known, low-

power sinusoidal signal into the output response. This watermarking signal is designed to be 
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distinguishable from noise, allowing it to be detected and analysed without significantly affecting 

the system's performance. Its presence helps in monitoring, identification, and validation of the 

system's behaviour. Therefore, the watermarking signal must be chosen to achieve the following 

main goals: 

𝐺1) In the absence of replay attack, the watermark's presence in the system output must be 

detectable with sufficient confidence despite the effects of plant disturbance and measurement 

noise. 

𝐺2) During a replay attack, the watermark's change or absence in the system output must be 

detectable with sufficient confidence. 

To address the above, we examine the PSD estimations and the impact of the choices of the 

following parameters of 𝑚(𝑡): 

𝑛𝑓: number of frames 

𝑛𝑚: number of watermark sinusoids in each frame 

𝑓𝑖: watermark frequencies for each frame 

𝑐𝑜: scaling factor to adjust the power of 𝑚(𝑡) 

[44] provides certain conditions to design some of the parameters, namely, (3.4), (3.6) and (3.8). 

In this chapter, we examine the PSD before and during replay attack to obtain an algorithm for 

choosing the above watermarking parameters. Our objective is to satisfy goals 𝐺1 and 𝐺2. We start 

with an analysis of PSD of output before replay attack. 

3.2 Watermark Detection Before Replay Attack 

Choosing the right parameters is important to ensure that the watermark is detected in the output, 

remains hidden from the attacker, and does not exceed the output fluctuation limits. The selection 

process balances a trade-off between strength of the watermarking signal and output signal 

regulation quality, i.e. to minimize output fluctuations while keeping the watermark detection 

reliable. The following discussion outlines the criteria and methods used to determine the optimal 

parameter values for effective watermarking before replay attack. 
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The multi-sine watermarking signal results in fluctuations in plant output. The amplitudes 𝐴𝑖 

should be chosen so that the output perturbations are small enough that do not degrade the quality 

of output regulation but at the same time, the output perturbations should be large enough for 

watermark to be detected and distinguished from noise. The periodogram provides insight into the 

frequency content of the output signal, helping us to identify dominant frequencies and noise 

characteristics. Confidence intervals help quantify the uncertainty associated with the periodogram 

estimates, providing a range within which the true PSD is likely to lie. This is important because 

it allows us to assess the reliability of the frequency estimates and make more informed decisions 

when designing or tuning the watermark. A narrower confidence interval indicates higher precision 

in the spectral estimate while a wider interval suggests greater variability or noise in the data. By 

considering confidence intervals, we can better distinguish between meaningful signal components 

and random noise, improving the robustness and accuracy of watermark detection. Confidence 

interval for periodograms are available, as discussed in Section 2.5, for wide-sense stationary 

(WSS) IID Gaussian signals. We show that in the system under our consideration (𝐹𝑖𝑔. 3.1), the 

noise present in the output is WSS Gaussian. 

Theorem 3.1. Suppose in the system of 𝐹𝑖𝑔. 3.1, 𝑣(𝑡) and 𝑤(𝑡) are WSS Gaussian with zero mean. 

Then the noise in the sampled output 𝑦[𝑛] will be WSS Gaussian. 

Proof. To examine the noise in the output, let all inputs other than 𝑣(𝑡) and 𝑤(𝑡) are zero i.e., 

𝑟(𝑡) = 0 and 𝑚(𝑡) = 0. Suppose the closed-loop system has reached steady state with transfer 

functions: 

𝐺𝑦𝑤(𝑠) = 
𝑌(𝑠)

𝑊(𝑠)
     (3.11) 

and 

𝐺𝑦𝑣(𝑠) = 
𝑌(𝑠)

𝑉(𝑠)
     (3.12) 

Let 𝑔𝑦𝑤(𝑡) = 𝐿−1{𝐺𝑦𝑤(𝑠)} and 𝑔𝑦𝑣(𝑡) = 𝐿−1{𝐺𝑦𝑣(𝑠)}. Then the output will be 

𝑦 = 𝑦𝑤 + 𝑦𝑣      (3.13) 

               = 𝑔𝑦𝑤 ∗ 𝑤 + 𝑔𝑦𝑣 ∗ 𝑣     (3.14) 
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where ∗ denotes convolution. Further, we observe that 

𝐸(𝑦𝑤(𝑡1)𝑦𝑣(𝑡2)) = 𝐸((𝑔𝑦𝑤 ∗ 𝑤)(𝑡1)(𝑔𝑦𝑣 ∗ 𝑣)(𝑡2))    (3.15) 

= 𝐸(∫ 𝑔𝑦𝑤(𝑡)𝑤(𝑡1 − 𝑡)𝑑𝑡
+∞

−∞
∫ 𝑔𝑦𝑣(𝑡

′)𝑣(𝑡2 − 𝑡
′)𝑑𝑡′

+∞

−∞
)        (3.16) 

= 𝐸(∫ ∫ 𝑔𝑦𝑤(𝑡)𝑔𝑦𝑣(𝑡
′)𝑤(𝑡1 − 𝑡)𝑣(𝑡2 − 𝑡

′)𝑑𝑡
+∞

−∞
𝑑𝑡′

+∞

−∞
)        (3.17) 

= ∫ ∫ 𝑔𝑦𝑤(𝑡)𝑔𝑦𝑣(𝑡
′)𝐸(𝑤(𝑡1 − 𝑡)𝑣(𝑡2 − 𝑡

′))𝑑𝑡
+∞

−∞
𝑑𝑡′

+∞

−∞
        (3.18) 

     = 0    (since 𝑤 and 𝑣 are independent with zero mean)   (3.19) 

Furthermore 

𝐸(𝑦𝑤(𝑡)) = 𝐸(𝑔𝑦𝑤 ∗ 𝑤)      (3.20) 

= 𝐸(∫𝑔𝑦𝑤(𝑡)𝑤(𝑡1 − 𝑡)𝑑𝑡)       (3.21) 

= 0   since 𝐸(𝑤(𝑡)) = 0     (3.22) 

Similarly,        

𝐸(𝑦𝑣(𝑡)) = 0        (3.23) 

Signals 𝑦𝑤(𝑡) and 𝑦𝑣(𝑡) are the output of LTI systems with WSS Gaussian inputs. Therefore, they 

are also WSS Gaussian. Furthermore, (3.22) and (3.23) show that they have zero mean and (3.19) 

shows that they are uncorrelated and thus independent. As a result, 𝑦𝑤[𝑛] = 𝑦𝑤(𝑛𝑇) and 𝑦𝑣[𝑛] =

𝑦𝑣(𝑛𝑇) are WSS independent Gaussian signals. This implies that 𝑦[𝑛] = 𝑦𝑤[𝑛] + 𝑦𝑣[𝑛] is WSS 

Gaussian. 

∎ 

Example 3.1: Consider the system given in 𝐹𝑖𝑔. 3.1 with 𝐾(𝑠) = 3 and 𝐺(𝑠) = 
1

𝑠+1
. For this 

system, suppose the watermark is the sinusoidal signal with the frequency 𝜔1 = 1 𝑟𝑎𝑑/𝑠: 

𝑀(𝑠) = 𝑐𝑜
𝑠 + 4

𝑠2 + 1
 

We know that 
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𝐺𝑦𝑚 =
𝑌(𝑠)

𝑀(𝑠)
=

𝐺(𝑠)

1 + 𝐾(𝑠)𝐺(𝑠)
=

1

𝑠 + 4
 

Signals 𝑤(𝑡) and 𝑣(𝑡) are WSS Gaussian with zero mean and variance 𝜎𝑤
2 = 𝜎𝑣

2 = 1. We take 

𝜔1 = 1 𝑟𝑎𝑑/𝑠, 𝑇1 =
2𝜋

𝜔1
 and 𝑇𝑓 = 𝑘𝑇1 = 4𝑇1 (suppose 𝑘 = 4). Also, 

𝐺𝑦𝑤 =
𝑌(𝑠)

𝑀(𝑠)
=

1

𝑠 + 4
 

𝐺𝑦𝑣(𝑠) =
1

1 + 𝐾(𝑠)𝐺(𝑠)
=
𝑠 + 1

𝑠 + 4
 

The frame size and sampling period are chosen as 𝑇𝑓 = 8𝜋 𝑠 and 𝑇𝑠 = 0.01 𝑠, respectively. 

Furthermore, we also consider two different values of 𝑐𝑜 to observe how it influences the detection 

using 95% confidence bound periodogram. First, we choose 𝑐0 = 0.05. 𝐹𝑖𝑔. 3.2 shows the output 

periodogram with 95% confidence intervals with noise set to zero (𝑤(𝑡) = 0 𝑎𝑛𝑑 𝑣(𝑡) = 0). 

𝐹𝑖𝑔. 3.3 shows the same for 𝑐0 = 50. We see that in both 𝐹𝑖𝑔. 3.2 and 𝐹𝑖𝑔. 3.3, the lower bound 

at 𝜔1 = 1 𝑟𝑎𝑑/𝑠 is ~13𝑑𝐵 higher than upper bounds at most other frequencies. Thus, the 

watermark can be detected with 95% confidence for both values of 𝑐0 since there is no noise 

present. 

 

𝐹𝑖𝑔. 3.2. Example 3.1: Periodogram of output without noise for 𝑐𝑜 = 0.05. 
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𝐹𝑖𝑔. 3.3. Example 3.1: Periodogram of output without noise for 𝑐𝑜 = 50. 

Next, we observe the 95% confidence bound periodograms with noise present as shown in 𝐹𝑖𝑔. 3.4 

for 𝑐0 = 0.05 and 𝐹𝑖𝑔. 3.5 for 𝑐0 = 50. In 𝐹𝑖𝑔. 3.4, the frequency is undetectable but in 𝐹𝑖𝑔. 3.5, 

for a higher value of 𝑐0, the lower bound for 𝜔1 = 1 𝑟𝑎𝑑/𝑠 goes to ~13 𝑑𝐵 higher than the upper 

bound at other frequencies. Thus, when there is noise present, the sine wave of 𝜔1 = 1 𝑟𝑎𝑑/𝑠 can 

be detected with 95% confidence only when 𝑐0 is high enough (𝑐0 = 50 in this case). 

 

𝐹𝑖𝑔. 3.4. Example 3.1: Periodogram of output with noise for 𝑐𝑜 = 0.05. 
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𝐹𝑖𝑔. 3.5. Example 3.1: Periodogram of output with noise for 𝑐𝑜 = 50. 

3.3 Watermark Changes During Replay Attack 

In this section, we discuss the characteristics of the PSD of watermarked output during a replay 

attack. During attack, a previously recorded portion of output which contains watermarking is 

replayed repeatedly. Therefore, we assume a replay attack is taking place and the received output 

signal for the frame under consideration is a replayed signal from other frames. 

An attacker records and replays a segment of the output. Let 𝛿 denote the length of the recorded 

segment. Suppose this segment is replayed during a frame 𝑖 with length 𝑇𝑓𝑖 (𝑖 = 1,2, … , 𝑛𝑓). We 

consider the following two cases (𝐹𝑖𝑔. 3.6): 

(1) 𝛿 ≪ 𝑇𝑓𝑖     

(2) 𝛿 ≫ 𝑇𝑓𝑖     
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(𝑎) 

 

(𝑏) 

𝐹𝑖𝑔. 3.6. Demonstration of (𝑎) case (1): 𝛿 ≪ 𝑇𝑓𝑖 and (𝑏) case (2): 𝛿 ≫ 𝑇𝑓𝑖. 

In case (1), the replayed segment is shorter than all frames. Assuming that the frame sizes are of 

the order of closed loop settling times or longer, in case (1), the repeated segment is shorter than 

the settling time. This is the case in process industries where settling times are of the order of 

several minutes and the replayed segment could be of the order of seconds (For instance, in the 

case of Stuxnet the replayed segment was 21𝑠 long). 

In case (2), the replayed segment is longer than all frames. This case typically occurs in power 

system applications where settling times are of the order of a second. 
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3.3.1 Short Repeated Segments 

Now, we examine the case of 𝛿 ≪ 𝑇𝑓𝑖. Let 𝑦(𝑡) denote the output received by controller and 

suppose it is a sinusoid with period 𝑇 =
2𝜋

𝜔0
: 

𝑦(𝑡) = 𝐴 sin(𝜔0𝑡 + 𝜙)     (3.24) 

The frame length 𝑇𝑓 is a multiple of 𝑇 and since 𝛿 ≪ 𝑇𝑓 , 

𝛿 < 𝑇 

Let the slice of 𝑦(𝑡) between 𝑡 = 0 and 𝑡 = 𝛿 be denoted by 𝑦̃(𝑡) and the signal obtained by 

replaying 𝑦̃(𝑡) be 𝑦̃𝑝(𝑡): 

𝑦̃𝑝(𝑡) = 𝑦(𝑡 − 𝑘𝛿)    0 < 𝑘𝛿 ≤ 𝑡 < (𝑘 + 1)𝛿      (3.25) 

For example, 𝐹𝑖𝑔. 3.7 shows 𝑦(𝑡) with 𝑇𝑠 = 0.001𝑠, 𝑇𝑓 = 𝑇 = 1𝑠 and 𝛿 = 0.1𝑠. 𝐹𝑖𝑔. 3.8 shows 

𝑦̃𝑝(𝑡) for 0 ≤ 𝑡 ≤ 1𝑠. 

 

𝐹𝑖𝑔. 3.7. 𝑦̃(𝑡): a slice of 𝑦(𝑡) between 𝑡 = 0 and 𝑡 = 𝛿 shown in orange. 
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𝐹𝑖𝑔. 3.8. 𝑦̃𝑝(𝑡) obtained by replaying 𝑦̃(𝑡). 

𝑦̃𝑝(𝑡) is periodic for 𝑡 > 0 and its spectrum contains frequency 𝜔𝛿 =
2𝜋

𝛿
 and its harmonics 

𝑘𝜔𝛿  (𝑘 ≥ 2). Let us find the power of the main harmonic 𝜔𝛿. Consider the Fourier series of 𝑦̃𝑝(𝑡): 

𝑦̃𝑝(𝑡) = ∑ 𝑐𝑛𝑒
𝑗𝑛𝜔𝛿𝑡

+∞

𝑛=−∞

 

where  

𝑐𝑛 =
1

𝛿
∫ 𝑦(𝑡)𝑒−𝑗𝑛𝜔𝛿𝑡𝑑𝑡
𝛿

0

 

For 𝑛 = 1, 

𝑐1    =     
1

𝛿
∫ 𝐴 sin(𝜔0𝑡 + 𝜙) (cos𝜔𝛿𝑡 − 𝑗 sin𝜔𝛿𝑡) 𝑑𝑡
𝛿

0

 

                                  =       
𝐴

𝛿
∫ (sin(𝜔0𝑡 + 𝜙) cos𝜔𝛿𝑡 − 𝑗 sin(𝜔0𝑡 + 𝜙) sin𝜔𝛿𝑡) 𝑑𝑡
𝛿

0

 

Further, we observe that 
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∫ sin(𝜔0𝑡 + 𝜙) cos𝜔𝛿𝑡 𝑑𝑡
𝛿

0

 

= ∫
1

2
(sin[(𝜔0 + 𝜔𝛿)𝑡 + 𝜙] + sin[(𝜔0 − 𝜔𝛿)𝑡 + 𝜙]) 𝑑𝑡

𝛿

0

 

         =
1

2
[
− cos[(𝜔0 + 𝜔𝛿)𝑡 + 𝜙] |0

𝛿

𝜔0 + 𝜔𝛿
+
[−cos[(𝜔0 − 𝜔𝛿)𝑡 + 𝜙] |0

𝛿]

𝜔0 − 𝜔𝛿
] 

                               =
𝜔0

𝜔𝛿
2−𝜔0

2 (cos𝜙 − cos (𝜔0𝛿 + 𝜙)) 

Similarly 

∫ −sin(𝜔0𝑡 + 𝜙) sin𝜔𝛿𝑡 𝑑𝑡
𝛿

0

 

= ∫
1

2
(cos[(𝜔0 + 𝜔𝛿)𝑡 + 𝜙] − cos[(𝜔0 − 𝜔𝛿)𝑡 + 𝜙]) 𝑑𝑡

𝛿

0

 

                              =
𝜔𝛿

𝜔𝛿
2−𝜔0

2 (sin𝜙 − sin (𝜔0𝛿 + 𝜙)) 

Therefore, 

𝑐1 =
𝐴

𝛿(𝜔𝛿
2 − 𝜔0

2)
(𝜔0(cos𝜙 − cos(𝜔0𝛿 + 𝜙)) + 𝑗𝜔𝛿(sin𝜙 − sin (𝜔0𝛿 + 𝜙)) 

If 𝛿 ≪ 𝑇, then 𝜔𝛿 ≫ 𝜔0 and 𝜔𝛿
2 − 𝜔0

2 ≈ 𝜔𝛿
2. Thus 

𝑐1 ≈
𝐴

2𝜋
[
𝛿

𝑇
(cos𝜙 − cos(𝜔0𝛿 + 𝜙)) + 𝑗(sin𝜙 − sin(𝜔0𝛿 + 𝜙))] 

The amplitude of the base harmonic is 

|𝑐1| + |𝑐−1| = 2|𝑐1| =
𝐴

𝜋
[
𝛿2

𝑇2
(cos𝜙 − cos(𝜔0𝛿 + 𝜙))

2 + (sin𝜙 − sin(𝜔0𝛿 + 𝜙))
2]

1
2

 

If 
𝛿

𝑇
≤ 10, then 

𝛿2

𝑇2
≤ 0.01 and sin (

𝜔0𝛿

2
) ≤

1

3
; therefore, 

|sin𝜙 − sin(𝜔0𝛿 + 𝜙)| = 2 |cos (𝜙 +
1

2
𝜔0𝛿)| |sin

𝜔0𝛿

2
| ≤

2

3
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|cos 𝜙 − cos(𝜔0𝛿 + 𝜙)| = 2 |sin (𝜙 +
1

2
𝜔0𝛿)| |sin

𝜔0𝛿

2
| ≤

2

3
 

Therefore, an upper bound for the amplitude of the base harmonic will be 

2.2

3𝜋
 𝐴       (3.26) 

Thus, the power of the first harmonic drops by (
3𝜋

2.2
)
2

= 18 or 13 𝑑𝐵. Note that the original signal 

and replayed signal have different frequencies. Thus, the small change in periodogram is due to 

the difference in frequency. 𝐹𝑖𝑔. 3.9 shows the periodogram of 𝑦(𝑡) and 𝐹𝑖𝑔. 3.10 shows that of 

𝑦̃𝑝(𝑡) from 𝐹𝑖𝑔. 3.8. 

 

 

 

 

 

 

 

 



 

 36 

 

 

𝐹𝑖𝑔. 3.9. Periodogram of 𝑦(𝑡) shown in 𝐹𝑖𝑔. 3.7. 
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𝐹𝑖𝑔. 3.10. Periodogram of 𝑦̃𝑝(𝑡) shown in 𝐹𝑖𝑔. 3.8. 

It can be observed from the above figures that there was a drop from −2.937 𝑑𝐵 to −14.45 𝑑𝐵 in 

the main harmonic, i.e. ~11.5 𝑑𝐵 in the periodogram. 

In summary, for case (1) , the periodogram of the frame shows a periodic signal at frequency very 

much higher than the watermarking signal. Due to the reduction in amplitude that was just 

discussed, it is possible that the periodic signal becomes indistinguishable from noise. 

 



 

 38 

3.3.2 Long Replayed Segments 

Now, we turn our attention to the case of 𝛿 ≫ 𝑇𝑓𝑖. We consider the case where recorded data from 

some frame 𝑗 is replayed over another frame 𝑖. The range of frame sizes are expected to be close 

and that is why from now on, we assume  

𝑇𝑓𝑖

𝑇𝑓𝑗
 < 2  ∀𝑖, 𝑗 = 1,2, … 𝑛𝑓. (3.27)  

This case can be further classified into the following three cases based on the nature of the replayed 

data as shown in 𝐹𝑖𝑔. 3.11. 

Case (2𝐴) The replay attack carried over the 𝑖𝑡ℎ frame contains the replayed signal of a single 

frame 𝑗. 

Case (2𝐵) The replay attack carried over the 𝑖𝑡ℎ frame contains the replayed signal of two frames 

𝑗 and 𝑗 + 1. 

Case (2𝐶) The replay attack carried over the 𝑖𝑡ℎ frame contains the replayed signal of three frames 

𝑗, 𝑗 + 1 and 𝑗 + 2. 

 

(a)    (b)    (c) 

𝐹𝑖𝑔. 3.11. Depiction of (𝑎) Case (2𝐴) (𝑏) Case (2𝐵) (𝑐) Case (2𝐶). 

Case (2𝐴): Frame 𝑗 is replayed over frame 𝑖 and the replay of frame 𝑗 covers all of frame 𝑖.  

Let 𝛼 be the portion of the frame 𝑗 replayed over the length of frame 𝑖. Therefore, in case (2𝐴): 

𝛼 = 
𝑇𝑓𝑖

𝑇𝑓𝑗
     (3.28) 
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Since 𝑇𝑓𝑗 = 𝑘𝑇𝑐𝑜𝑚𝑏 and 𝑘 ≥ 2, for each frequency in frame 𝑗, at least one period is played back 

given the assumption 𝑇𝑓𝑖 < 2𝑇𝑓𝑗. 

Example 3.2. Consider the watermark to be 𝑥(𝑡) = sin (2𝜋𝑓𝑗𝑡) where 𝑓𝑗 = 1 𝐻𝑧, 𝑇𝑗 = 1𝑠, 𝑘 = 2 

and 𝑇𝑓𝑗 = 2𝑠 that is replayed on frame 𝑖 with 𝑇𝑠 = 0.001𝑠. For different values of 𝛼, the 

periodogram of frame 𝑖 compared to the original periodogram of frame 𝑗 is shown in 𝐹𝑖𝑔. 3.12. 

 

(𝑎)  
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(𝑏)  

 

(𝑐) 

𝐹𝑖𝑔. 3.12. Periodogram of frame 𝑖 during attack for (𝑎) 𝛼 = 1, 𝑇𝑓𝑖 = 2𝑠 (𝑏) 𝛼 = 0.75, 𝑇𝑓𝑖 =

1.5𝑠 (𝑐) 𝛼 = 0.5, 𝑇𝑓𝑖 = 1𝑠. 

We observe that as the portion of frame 𝑗 replayed, 𝛼, decreases, the PSD widens making it harder 

to detect the frequencies present in the replayed data using a periodogram. Therefore, we can 

conclude that the periodogram of frame 𝑖 will be similar to that of frame 𝑗 only with a resolution 
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of 
1

𝑇𝑓𝑗
 worsened to 

1

𝑇𝑓𝑖
. So, the PSD will spread out when compared to the original form of 

periodogram of frame 𝑗.  

Case (2𝐵): Frame 𝑗 and frame 𝑗 + 1 are replayed over frame 𝑖. Frequencies 

𝑓1
𝑗
, … 𝑓𝑛𝑚

𝑗
, 𝑓1

𝑗+1
, … 𝑓𝑛𝑚

𝑗+1
 are present in frame 𝑖 under attack.  

We consider that 𝛼1 portion of frame 𝑗 is replayed in frame 𝑖 and 𝛼2 portion of frame 𝑗 + 1 is 

replayed for the rest of frame 𝑖. Therefore, the signal replayed over frame 𝑖 is 

𝑥(𝑡) = {
𝑥𝑗(𝑡 − 𝑡0)                  0 < 𝑡 ≤ 𝛼1𝑇𝑓𝑗
𝑥𝑗+1(𝑡 − 𝑡0)           𝛼1𝑇𝑓𝑗 < 𝑡 ≤ 𝑇𝑓𝑖

        (3.29) 

where 𝑡0 is the time from when the attacker records frame 𝑗 and to the time it replays frames 𝑗 and 

𝑗 + 1.  

 

𝐹𝑖𝑔. 3.13. Significance of nomenclature used. 

Let 𝛽 be the portion of the frame 𝑖 that contains replayed frame 𝑗, then, 𝛽𝑇𝑓𝑖 = 𝛼1𝑇𝑓𝑗. The replayed 

signal can be rewritten as 

𝑥(𝑡) = {
𝑥𝑗(𝑡 − 𝑡0)                  0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖
𝑥𝑗+1(𝑡 − 𝑡0)           𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖

        (3.30) 

Let 𝑥1(𝑡) and 𝑥2(𝑡) denote the above two segments padded with zeroes: 

𝑥1(𝑡) = {
𝑥𝑗(𝑡 − 𝑡0)                  0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖
0                      𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖
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𝑥2(𝑡) = {
0                        0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖

𝑥𝑗+1(𝑡 − 𝑡0)          𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖
 

Based on the conclusion drawn in section 2.4 on padding a signal with zero, we can observe that 

the periodogram of the samples of 𝑥𝑗(𝑡 − 𝑡0) over 0 ≤ 𝑡 ≤ 𝛽𝑇𝑓𝑖 and the periodogram of samples 

of 𝑥1(𝑡) over 0 ≤ 𝑡 ≤ 𝑇𝑓𝑖 are the same except that the latter is a scaled version of the former by a 

factor of 𝛽. Similarly, the periodogram of 𝑥2(𝑡) is 1 − 𝛽 times the periodogram of samples of 

𝑥𝑗+1(𝑡 − 𝑡0) over 𝛽𝑇𝑓𝑖 ≤ 𝑡 ≤ 𝑇𝑓𝑖.  

Example 3.3. Assume the watermark for frames 𝑗 and 𝑗 + 1 to be 𝑥𝑗(𝑡) = sin (2𝜋𝑓𝑗𝑡) where 𝑓𝑗 =

1 𝐻𝑧 and 𝑥𝑗+1(𝑡) = sin (2𝜋𝑓𝑗+1𝑡) where 𝑓𝑗+1 = 3 𝐻𝑧, respectively, replayed over frame 𝑖 with 

𝑇𝑓𝑖 = 4𝑠, 𝛽 = 0.5 and sampling frequency 𝑓𝑠 = 1000 𝐻𝑧. The periodograms of 𝑥𝑗(𝑡) v/s 𝑥1(𝑡) 

and 𝑥𝑗+1(𝑡) v/s 𝑥2(𝑡) are presented in 𝐹𝑖𝑔. 3.14 (𝑎) and (𝑏), respectively.  

 

(𝑎) 
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(𝑏) 

𝐹𝑖𝑔. 3.14. Example 3.3. Periodogram of sine signal v/s sine signal with padded zeroes in  

(𝑎) frame 𝑗 and (𝑏) frame 𝑗 + 1 with 𝛽 = 0.5. 

From 𝐹𝑖𝑔. 3.14, we observe that the peak amplitude of the periodogram is multiplied by a factor 

of 0.5 in frames 𝑗 and 𝑗 + 1. The same example is simulated for a different value of 𝛽, namely, 

𝛽 = 0.25 and the results are presented in 𝐹𝑖𝑔. 3.15. 
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(𝑎) 

 

(𝑏) 

𝐹𝑖𝑔. 3.15. Example 3.3. Periodogram of sine signal v/s sine signal with padded zeroes in  

(𝑎) frame 𝑗 and (𝑏) frame 𝑗 + 1 with 𝛽 = 0.25. 

From 𝐹𝑖𝑔. 3.15, we verify that the peak amplitude of periodograms of a sine signals 𝑥𝑗 and 𝑥𝑗+1  

padded with zeroes reduce by a factor of 0.25 and 0.75, respectively.  
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Proposition 1. The PSD of 𝑥(𝑡) is the sum of PSD of 𝑥1(𝑡) and PSD of 𝑥2(𝑡).  

Proof. We know that 

𝑥(𝑡) = 𝑥1(𝑡) + 𝑥2(𝑡) 

and energy over [0, 𝑇𝑓𝑖] 

∫ |𝑥(𝑡)|2𝑑𝑡
𝑇𝑓𝑖
0

= ∫ |𝑥1(𝑡)|
2𝑑𝑡

𝑇𝑓𝑖
0

+ ∫ |𝑥2(𝑡)|
2𝑑𝑡

𝑇𝑓𝑖
0

           (3.31) 

since 𝑥1(𝑡)𝑥2(𝑡) = 0 for 0 ≤ 𝑡 ≤ 𝑇𝑓𝑖. Next, we show the energy in small frequency range [𝑓0, 𝑓0 +

∆𝑓] in 𝑥(𝑡) is the sum of energies in 𝑥1(𝑡) and 𝑥2(𝑡) in that frequency range. The energy in 

[𝑓0, 𝑓0 + ∆𝑓] can be obtained from 𝑥∆(𝑡) as shown in 𝐹𝑖𝑔. 3.16(𝑎). Here, 𝑥∆(𝑡) is 𝑥(𝑡) filtered by 

an ideal band pass filter (BPF) 𝐻𝐵𝑃(𝑓). Due to the linearity of BPF,  

𝑥∆(𝑡) = 𝑥(𝑡) ∗ ℎ𝐵𝑃(𝑡) = 𝑥1(𝑡) ∗ ℎ𝐵𝑃(𝑡) + 𝑥2(𝑡) ∗ ℎ𝐵𝑃(𝑡)    (3.32) 

i.e. passing 𝑥(𝑡) through the BPF gives the same result as passing 𝑥1(𝑡) and 𝑥2(𝑡) separately 

through the BPF and then summing the outputs as shown in 𝐹𝑖𝑔. 3.16(𝑏). Therefore, the energy 

in 𝑥∆(𝑡) is the sum of energies in 𝑥1𝑓(𝑡) and 𝑥2𝑓(𝑡). From this the proposition follows. 

 

 

 

(𝑎) 
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(𝑏) 

𝐹𝑖𝑔. 3.16. Signal (𝑎) 𝑥(𝑡) passed through the BPF and (𝑏) 𝑥1(𝑡) and 𝑥2(𝑡) passed through the 

BPF and summed. 

Despite the proposition, the periodogram of 𝑥(𝑡) is not necessarily the sum of the periodograms 

of 𝑥1(𝑡) and 𝑥2(𝑡): 

𝑃𝑥𝑥(𝑓) ≠ 𝑃𝑥1𝑥1(𝑓) + 𝑃𝑥2𝑥2(𝑓) 

This can be justified by the fact that periodogram is an estimate for PSD. We explore this issue 

further using two specific cases.  

(a) Suppose 𝑥1(𝑡) and 𝑥2(𝑡) are sinusoids with same frequencies. 

𝑥1(𝑡) = {
sin𝜔0𝑡                       0 ≤ 𝑡 ≤ 𝑇0
0                             𝑇0 ≤ 𝑡 ≤ 2𝑇0

 

𝑥2(𝑡) = {
0                                   0 ≤ 𝑡 ≤ 𝑇0
sin𝜔0(𝑡 − 𝑇0)      𝑇0 ≤ 𝑡 ≤ 2𝑇0

 

where 𝑇0 =
2𝜋

𝜔0
, 𝑇𝑓𝑖 = 2𝑇0 and 𝑇0 = 𝑁𝑇𝑠 where 𝑇𝑠 is the sampling time. Hence 𝑇𝑓𝑖 = 2𝑁𝑇𝑠. 

                   𝑥2[𝑛]   = 𝑥2(𝑛𝑇𝑠) = 𝑥1(𝜔0(𝑛𝑇𝑠 − 𝑇0)) 𝑁 ≤ 𝑛 ≤ 2𝑁 − 1  

= 𝑥1(𝜔0(𝑛 − 𝑁)𝑇𝑠))                  

= 𝑥1[𝑛 − 𝑁]        

Therefore, for discrete-time Fourier Transform: 

   𝑋2(𝑒
𝑗Ω) =  𝑋1(𝑒

𝑗Ω)𝑒−𝑗Ω𝑁       
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|𝑋(𝑒𝑗Ω)|
2
= |𝑋1(𝑒

𝑗Ω) + 𝑋2(𝑒
𝑗Ω)|

2
         

      = 𝑋1(𝑒
𝑗Ω)𝑋1

∗(𝑒𝑗Ω) + 𝑋1(𝑒
𝑗Ω)𝑋2

∗(𝑒𝑗Ω) + 𝑋1
∗(𝑒𝑗Ω)𝑋2(𝑒

𝑗Ω) + 𝑋2(𝑒
𝑗Ω)𝑋2

∗(𝑒𝑗Ω)  

      = |𝑋1(𝑒
𝑗Ω)|2 + |𝑋1(𝑒

𝑗Ω)|2𝑒𝑗Ω𝑁 + |𝑋1(𝑒
𝑗Ω)|2𝑒−𝑗Ω𝑁 + |𝑋1(𝑒

𝑗Ω)|2   

      = 2|𝑋1(𝑒
𝑗Ω)|2(1 + cos𝑁Ω)        

That means 

𝑃𝑥𝑥(𝑓) = 2𝑃𝑥1𝑥1(𝑓)(1 + cos𝑁2𝜋𝑓𝑇𝑠) ≠ 𝑃𝑥1𝑥1(𝑓) + 𝑃𝑥2𝑥2(𝑓)   (3.33) 

In 𝐹𝑖𝑔. 3.17, function (1 + cos𝑁Ω) is plotted for 0 ≤ Ω ≤ 𝜋. 

 

𝐹𝑖𝑔. 3.17. (1 + cos𝑁Ω) plotted for 0 ≤ Ω ≤ 𝜋. 

(b) Suppose 𝑥1(𝑡) and 𝑥2(𝑡) are sinusoids with different frequencies. 

𝑥1(𝑡) = sin𝜔1𝑡 

𝑥2(𝑡) = sin𝜔2𝑡 

and assume 

𝜔2 − 𝜔1 =
𝑓2 − 𝑓1
2𝜋

≫ ∆𝑓𝑖 =
1

𝑇𝑓𝑖
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i.e. frequencies are far apart. Then, the energy of 𝑥1 is concentrated around 𝑓1 =
𝜔1

2𝜋
 𝐻𝑧 

and the energy of 𝑥2 around 𝑓2 =
𝜔2

2𝜋
 𝐻𝑧. Hence, 𝑋1(𝑒

𝑗Ω)𝑋2(𝑒
𝑗Ω)~0 for any Ω because 

either 𝑋1(𝑒
𝑗Ω) = 0 or 𝑋2(𝑒

𝑗Ω) = 0. 

|𝑋(𝑒𝑗Ω)|
2
= |𝑋1(𝑒

𝑗Ω) + 𝑋2(𝑒
𝑗Ω)|

2
 

= 𝑋1(𝑒
𝑗Ω)𝑋1

∗(𝑒𝑗Ω) + 𝑋1(𝑒
𝑗Ω)𝑋2

∗(𝑒𝑗Ω) + 𝑋1
∗(𝑒𝑗Ω)𝑋2(𝑒

𝑗Ω) + 𝑋2(𝑒
𝑗Ω)𝑋2

∗(𝑒𝑗Ω) 

≅ |𝑋1(𝑒
𝑗Ω)|

2
+ |𝑋2(𝑒

𝑗Ω)|
2
 

Therefore, 

𝑃𝑥𝑥(𝑓) ≅ 𝑃𝑥1𝑥1(𝑓) + 𝑃𝑥2𝑥2(𝑓)      (3.34) 

where 𝑃𝑥𝑥, 𝑃𝑥1𝑥1  and 𝑃𝑥2𝑥2 represent the periodograms of signals 𝑥(𝑡), 𝑥1(𝑡) and 𝑥2(𝑡), 

respectively.  

Example 3.4. Consider the same replay signal as presented in Example 3.3. We have 

𝑥1(𝑡) = {
sin (2𝜋𝑓𝑗𝑡)            0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖
0                            𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖

 

𝑥2(𝑡) = {
0                               0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖
sin (2𝜋𝑓𝑗+1𝑡)     𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖

 

This time 𝑇𝑓𝑖 is shorter with 𝑇𝑓𝑖 = 2𝑠 and the corresponding frequency resolution of ∆𝑓𝑖 = 
1

𝑇𝑓𝑖
 =

0.5 𝐻𝑧. With sampling time 𝑇𝑠 = 0.001𝑠 and 𝛽 = 0.5, we consider the following four cases. 

(i)  The first case is an example of case (a). Let 𝑓𝑗 = 𝑓𝑗+1 = 0.5 𝐻𝑧, 𝑇𝑓𝑗 = 𝑇𝑓𝑗+1 = 4𝑠, 𝛼1 =

0.25 and 𝑇𝑓𝑖 = 2𝑠. The time domain representation of these signals followed by the 

comparison of periodogram of these signals over [0, 𝑇𝑓𝑖] are shown in 𝐹𝑖𝑔. 3.18. 
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(𝑎) 

 

(𝑏) 

𝐹𝑖𝑔. 3.18. Example 3.4(i) (𝑎) Time domain representation of 𝑥1(𝑡) and 𝑥2(𝑡) (𝑏) Periodogram 

of 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥(𝑡) on the same scale. 

From 𝐹𝑖𝑔. 3.18, we can observe that 𝑃𝑥𝑥 ≠ 𝑃𝑥1𝑥1 + 𝑃𝑥2𝑥2 
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(ii) Next, consider different but close frequencies. Let 𝑓𝑗 = 0.5 𝐻𝑧 , 𝑓𝑗+1 = 0.75 𝐻𝑧, 𝑇𝑓𝑗 =

𝑇𝑓𝑗+1 = 4𝑠, 𝛼1 = 0.25, 𝑓𝑖 = 0.5 and 𝑇𝑓𝑖 = 2𝑠. The time domain representation of these 

signals followed by the comparison of periodograms of these signals over [0, 𝑇𝑓𝑖] are 

shown in 𝐹𝑖𝑔. 3.19. 

 

(𝑎) 
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(𝑏) 

𝐹𝑖𝑔. 3.19. Example 3.4(ii) (𝑎) Time domain representation of 𝑥1(𝑡) and 𝑥2(𝑡) (𝑏) Periodogram 

of 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥(𝑡) on the same scale. 

From 𝐹𝑖𝑔. 3.19, we can observe that 𝑃𝑥𝑥 and 𝑃𝑥1𝑥1 + 𝑃𝑥2𝑥2 are very different and the 

frequencies of 𝑥1 and 𝑥2 (0.5 𝐻𝑧 and 0.75 𝐻𝑧) are not visible in 𝑃𝑥𝑥. 

(iii) Let 𝑓𝑗 = 2 𝐻𝑧, 𝑓𝑗+1 = 0.5 𝐻𝑧, 𝑇𝑓𝑗 = 𝑇𝑓𝑗+1 = 4𝑠, 𝛼1 = 0.25, 𝑓𝑖 = 1 𝐻𝑧 and 𝑇𝑓𝑖 = 2𝑠. 

The time domain representation of these signals followed by the comparison of 

periodograms of these signals over [0, 𝑇𝑓𝑖] are shown in 𝐹𝑖𝑔. 3.20. 
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(𝑎) 

 

(𝑏) 

𝐹𝑖𝑔. 3.20. Example 3.4(iii) (𝑎) Time domain representation of 𝑥1(𝑡) and 𝑥2(𝑡) (𝑏) Periodogram 

of 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥(𝑡) on the same scale. 

From 𝐹𝑖𝑔. 3.20, we can observe that frequencies of 𝑥1 and 𝑥2 can be seen in 𝑃𝑥𝑥 but a large 

side lobe at 1.25 𝐻𝑧 is also present. In this case,  
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𝑓𝑗 − 𝑓𝑗+1 = 1.5 𝐻𝑧 = 3∆𝑓𝑖 

(iv) Let 𝑓𝑗 = 3 𝐻𝑧, 𝑓𝑗+1 = 0.5 𝐻𝑧, 𝑇𝑓𝑗 = 𝑇𝑓𝑗+1 = 4𝑠 and 𝛼1 = 0.25. The time domain 

representation of these signals followed by the comparison of periodogram of these 

signals over [0, 𝑇𝑓𝑖] is shown in 𝐹𝑖𝑔. 3.21. In this case, 

𝑓𝑗 − 𝑓𝑗+1 = 2.5 𝐻𝑧 = 5∆𝑓𝑖 

We can see that the two peaks at frequencies 𝑓𝑗 = 3 𝐻𝑧 and 𝑓𝑗+1 = 0.5 𝐻𝑧 can be 

observed and 𝑃𝑥𝑥 ≅ 𝑃𝑥1𝑥1 + 𝑃𝑥2𝑥2. 

 

(𝑎) 
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(𝑏) 

𝐹𝑖𝑔. 3.21. Example 3.4(iv) (𝑎) Time domain representation of 𝑥1(𝑡) and 𝑥2(𝑡) (𝑏) Periodogram 

of 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥(𝑡) on the same scale. 

To summarize, from 𝐹𝑖𝑔. 3.21, we can observe that frequencies of 𝑥1 and 𝑥2 are 

distinguishable in 𝑃𝑥𝑥. 

When the frequencies 𝑓𝑗 and 𝑓𝑗+1 are close to each other, the periodogram is deformed and does 

not yield the clean peaks at frequencies as expected due to spectral leakage. However, when the 

frequencies are far apart, the periodogram holds the expected shape with clean peaks letting us 

detect the frequencies present. Therefore, when placed sufficiently apart, we can use 𝑃𝑥𝑥(𝑓) =

𝑃𝑥1𝑥1(𝑓) + 𝑃𝑥2𝑥2(𝑓) in all aspects of our analysis. Hence, we conclude that the separation of the 

frequencies should be at least 4∆𝑓𝑖 for (3.32) to tend to equality. This further yields the result that 

in a replay attack of the type considered in case (2𝐵), the frequencies present in the replayed signal 

are successfully detected when found to be sufficiently apart as in 𝐹𝑖𝑔. 3.21(𝑏). In 𝐹𝑖𝑔. 3.19(𝑏), 

since the frequencies are close to each other, the periodogram cannot detect the frequencies 

present. In either case, the presence of unexpected frequencies or the absence of expected 

frequencies is confirmed during detection, thereby conveying the occurrence of a replay attack. 

However, in this conclusion there was only one frequency present per frame. The same result is 

investigated for two frequencies present per frame in the following example. 
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Example 3.5. Consider the replayed signal to be 

𝑥(𝑡) = {
𝑥1(𝑡)                  0 < 𝑡 ≤ 𝛽𝑇𝑓𝑖
𝑥2(𝑡)               𝛽𝑇𝑓𝑖 < 𝑡 ≤ 𝑇𝑓𝑖

 

where 𝑥1(𝑡) = sin(2𝜋𝑓1𝑡) + sin(2𝜋𝑓2𝑡) where 𝑓1 = 1 𝐻𝑧 and 𝑓2 = 5 𝐻𝑧 and 𝑥2(𝑡) =

sin(2𝜋𝑓3𝑡) + sin(2𝜋𝑓4𝑡) where 𝑓3 = 7.5 𝐻𝑧 with 𝛽 = 0.5 replayed over frame 𝑖 with 𝑓𝑖 = 0.5 

and 𝑇𝑓𝑖 = 2 𝑠. With resolution, ∆𝑓𝑖 =
1

𝑇𝑓𝑖
= 0.5 𝐻𝑧 and sampling period, 𝑇𝑠 = 0.001𝑠, multiple 

values of 𝑓4 = [1.5, 2, 3, 4, 4.5, 5.5, 6, 7, 8, 8.5] 𝐻𝑧 are considered to demonstrate the complexity 

in detection of multiple frequencies present in frames with reduced resolution as shown in 

𝐹𝑖𝑔. 3.22. 

 

(𝑎) 𝑓4 = 1.5 𝐻𝑧     (𝑏) 𝑓4 = 2 𝐻𝑧  

 

(𝑐) 𝑓4 = 3 𝐻𝑧      (𝑑) 𝑓4 = 4 𝐻𝑧 
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(𝑒) 𝑓4 = 4.5 𝐻𝑧     (𝑓) 𝑓4 = 5.5 𝐻𝑧 

 

(𝑔) 𝑓4 = 6 𝐻𝑧      (ℎ) 𝑓4 = 7 𝐻𝑧 

 

(𝑖) 𝑓4 = 8 𝐻𝑧      (𝑗) 𝑓4 = 8.5 𝐻𝑧 

𝐹𝑖𝑔. 3.22. Periodogram of 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥(𝑡) on the same scale. 

When the frequencies get too close to each other, i.e. when any two of the four frequencies are 

~∆𝑓𝑖 = 0.5 𝐻𝑧 apart from each other (shown in 𝐹𝑖𝑔. 3.22(𝑎), (𝑒), (𝑓), (ℎ), (𝑖)), the PSD lobes 
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interact with each other and their magnitude increases compared with the other peaks observed in 

the periodogram. Therefore, in these cases, the periodogram detects inaccurate frequencies (i.e. 

frequencies that were not present in frame 𝑗 or 𝑗 + 1) to be present in the system. This can also be 

viewed as a complex extension of case (ii) of Example 3.4. 

When frequencies are ~2∆𝑓𝑖 = 1 𝐻𝑧 apart from each other (shown in 𝐹𝑖𝑔. 3.22(𝑏), (𝑑), (𝑔), (𝑗)), 

the individual PSD lobes interact with each other and spread out the resulting PSD due to the 

interaction of the side lobes. In these cases, the periodogram is unable to detect conclusively 

frequencies of frame 𝑗 or 𝑗 + 1. This case is an extension of case (iii) of Example 3.4. 

When frequencies are ~4∆𝑓𝑖 = 2 𝐻𝑧 apart from each other (shown in 𝐹𝑖𝑔. 3.22(𝑐)), the individual 

PSD peaks are clear and the periodogram is able to detect frequencies of frame 𝑗 or 𝑗 + 1. This 

case can be considered an extension of case (iv) of Example 3.4. 

Hence, the results obtained from Example 3.4 can be extended for more complex cases as 

necessary. However, a change in the value of 𝛽 will result in an unequal presence of frames in the 

replayed signal ending up suppressing the frequencies of the shorter frame. For instance, if 𝛽 =

0.25, then frame 𝑗 will be shorter in the replayed signal and the frequencies of frame 𝑗 will have a 

lower PSD value in the periodogram. In any case, if the frequencies are placed apart enough, the 

detection of frequencies of frame 𝑗 + 1 will point us towards the presence of a replay attack. 

Case (2𝐶) is the scenario where the replayed data is from three different frames. We analyze the 

possible outcomes based on the proportion of signal replayed from each frame. Let 𝑡1 be the 

duration of the first frame replayed in the 𝑖𝑡ℎ frame,  𝑡2 the duration of the second frame replayed 

in the 𝑖𝑡ℎ frame and 𝑡3 the duration of the third frame replayed in the 𝑖𝑡ℎ frame as shown in 

𝐹𝑖𝑔. 3.23.  
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𝐹𝑖𝑔. 3.23. Depiction of Case (2𝐶). 

Let 𝑥(𝑡) denote the output of frame 𝑖 under replay attack and suppose it is a combination of 

sinusoidal signals described as: 

𝑥(𝑡) =

{
 
 
 
 

 
 
 
 
∑𝐴𝑖

1 sin(𝜔𝑖
1𝑡 + 𝜙𝑖

1)                                                    𝑡0 < 𝑡 ≤ (𝑡0 + 𝑡1)

𝑛𝑚

𝑖=1

∑𝐴𝑖
2 sin(𝜔𝑖

2𝑡 + 𝜙𝑖
2)                              (𝑡0 + 𝑡1) < 𝑡 ≤ (𝑡0 + 𝑡1 + 𝑡2)

𝑛𝑚

𝑖=1

∑𝐴𝑖
3 sin(𝜔𝑖

3𝑡 + 𝜙𝑖
3)              (𝑡0 + 𝑡1 + 𝑡2) < 𝑡 ≤ (𝑡0 + 𝑡1 + 𝑡2 + 𝑡3)

𝑛𝑚

𝑖=1

 

where 𝑡1 + 𝑡2 + 𝑡3 = 𝑇𝑓
𝑖. When 𝑡1, 𝑡3 ≪ 𝑡2, this case can be treated as case (2𝐴) with 𝛼 = 1 since 

we can approximate 𝑡2~𝑇𝑓𝑖 and the replayed data can be considered to be from the second frame 

for the entire duration. Also, case (2𝐶) can be considered as an extension of case (2𝐵) with three 

different frames present in the replayed signal and a similar conclusion can be extended to this 

case. Namely, if a frame has a sinusoid with a frequency 𝑓0 and 𝑓0 is sufficiently apart from 

sinusoids, then 𝑓0 will be detectable in 𝑃𝑥𝑥(𝑓). 

3.4 Proposed Watermark Design Guidelines 

In this section, based on the analysis of the previous section, we present guidelines for choosing 

the parameters of the multi-sine watermark. We begin by providing a summary of the conclusions 

of the previous section. 
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Case 1 (𝛿 ≪ 𝑇𝑓𝑖 for 𝑖 = 1,2, … , 𝑛𝑓): PSD contains frequency 
2𝜋

𝛿
 and its harmonics. 

Case 2 (𝛿 ≫ 𝑇𝑓𝑖 for 𝑖 = 1,2, … , 𝑛𝑓) divided into the following sub-cases: 

Case 2𝐴: PSD includes frequencies of frame 𝑗. In the extreme case 𝛼 = 0.5, the PSD drops in 

magnitude by a factor of 0.5 or reduces by 3 𝑑𝐵.  

Case 2𝐵: The frequency of frame 𝑗 can be observed in PSD if it is separated from other frequencies 

by at least 4∆𝑓𝑖. In this case, the periodogram with confidence interval for the worst case 𝛼 = 0.5, 

𝛽 = 0.5 gives the false negative rate. 

Case 2𝐶: This case is considered an extension of Case 2𝐵. The conclusion of Case 2𝐵 can be 

extended to this case. 

If each frame has a unique frequency at least 4∆𝑓𝑖 apart from other frequencies in that frame and 

all other frames, then we can detect the presence of the frequency during attack with the desired 

confidence interval.  

This confidence interval gives the false negative rate. For case (2𝐴), the worst case for detecting 

the replay attack is when 𝛼 = 0.5. In this case, the periodogram at the identifying frequency drops 

by 0.5 (or −3𝑑𝐵). The gain 𝑐0 in watermark can be chosen to have sufficient confidence for case 

(2𝐵). For cases (2𝐵) and (2𝐶), a similar argument holds, with the worst case for detection 

occurring when 𝛼 = 0.5 and 𝛽 = 0.5. 

Therefore, in designing the multi-sine watermarking signal, the range of frequencies 𝑓1
𝑖 , … , 𝑓𝑛𝑚

𝑖  

must be set in a strategic manner (Note that the number of frequencies per frame 𝑛𝑚 is chosen 

from (3.8)). One approach is described in the following. 

Each frequency is placed within certain frequency intervals we call bins. These frequency bins are 

at least max4∆𝑓𝑖 = max
4

𝑇𝑓𝑖
 apart from each other. In order to be able to detect replay attack, we 

make sure that each frame has at least one unique frequency with its bin. No other frequency will 

be in that bin. Let 𝑛𝑏 be the number of frequency bins and  

∆𝑓𝑏 = 4 ∗ max (∆𝑓𝑖)   for 𝑖 = 1,2, … , 𝑛𝑓   (3.35) 

where 𝑛𝑓 is the number of frames. Then, to satisfy the above conditions: 
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𝑛𝑏 ≥ 𝑛𝑓 + 𝑛𝑚 − 1        (3.36) 

where 2 ≤ 𝑛𝑓 ≤ 𝑛𝑏. The gain 𝑐0 is chosen to provide sufficiently tight confidence interval for 

detection before and during attack. 

The width of every frequency bin can be very small. In fact, one frequency can be chosen from 

each 𝑛𝑚 − 1 bins and assigned to all frames. The 𝑛𝑚
𝑡ℎ frequency in each frame chosen from a 

unique frequency bin stands to be the distinguishable frequency. In general, more bins can be 

considered if desired to have more than one distinguishing frequency per frame. 

Example 3.6.  Suppose the closed loop bandwidth of the system is 𝑓𝐵𝑊 = 10 𝐻𝑧. Also, suppose 

𝑛𝑚 = 3. If we choose three frames, i.e. 𝑛𝑓 = 3, then from (3.36) 𝑛𝑏 ≥ 5. So, we take 𝑛𝑏 = 5. We 

choose the frequencies in the range of 1 𝐻𝑧 to 20 𝐻𝑧 and check the frame sizes for the detection 

of frequencies. 

Consider five narrow frequency bins at 1, 6, 10, 15 and 21 𝐻𝑧 as given in Table 3.1 and depicted 

in 𝐹𝑖𝑔. 3.24. Frequencies 10, 15, 21 𝐻𝑧 are the distinguishing frequencies. 

Table 3.1. Example 3.6. Frequencies present in each frame. 

Frequency (𝐻𝑧) 𝑓1
𝑖 𝑓2

𝑖 𝑓3
𝑖 𝑇𝑓𝑖 ∆𝑓𝑖 

Frame 1, 𝑖 = 1 1 6 10 2 ∗
1

𝑓1
= 2 

1

2
 

Frame 2, 𝑖 = 2 1 6 15 2 ∗
1

𝑓1
= 2 

1

2
 

Frame 3, 𝑖 = 3 1 6 21 3 ∗
1

𝑓1
= 3 

1

3
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𝐹𝑖𝑔. 3.24. Frequency bins for a multi-sine watermarking signal. 

∆𝑓𝑏 = 4 ∗ max{∆𝑓1,∆𝑓2,∆𝑓3} = 2 𝐻𝑧 

Note that ∀𝑖, 𝑗 (𝑖 ≠ 𝑗),
𝑇𝑓𝑖

𝑇𝑓𝑗
< 2 and all bins are separated by more than ∆𝑓𝑏 = 2 𝐻𝑧. The time 

domain watermarking signal split in three parts is shown in 𝐹𝑖𝑔. 3.25. The periodograms of each 

frame is shown in 𝐹𝑖𝑔. 3.26. 

 

𝐹𝑖𝑔. 3.25. Watermark of each frame with frequencies chosen in Table 3.1. 
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𝐹𝑖𝑔. 3.26. Periodogram of each frame with frequencies chosen in Table 3.1. 

Therefore, in case of a replay attack, frequencies 10 𝐻𝑧, 15 𝐻𝑧 and 21 𝐻𝑧 will be the 

distinguishing frequencies for frame 1, 2 and 3, respectively. 

Remark 3.1 The minimum number of frequencies for the multi-sine watermark considered in [44] 

were 𝑛𝑓𝑛𝑚 as compared to the proposed 𝑛𝑓 + 𝑛𝑚 − 1 in this work. This was concluded as an 

investigation of the plant output under replay attack was taken into account to design the multi-

sine watermark as opposed to [44] where only the normal operation of the plant was considered. 

[44] considers distinguishing frequencies of each frame during normal operation, i.e. resolving 

frequencies in a frame. This thesis also considers distinguishing frequencies in one frame from 

those in others, i.e. resolving frames from one another. We consider what happens during both 

normal operation and during attack. 

3.5 Conclusion 

In this chapter, the problem statement was presented to indicate the existing issue that this thesis 

aims to resolve. A need for the systematic design method of multi-sine watermark was observed. 

The multi-sine watermark as found in the existing work was analyzed using power spectral 

analysis under two different cases: system under normal operation and system under replay attack. 
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The results were utilized to make the necessary modifications in order to make the watermark 

secure. Finally, a design methodology for the multi-sine watermark was proposed.  

In the following chapter, the proposed design method was used to design a multi-sine watermark 

for a flow control system. This watermark was tested on multiple test cases mirroring real-life 

scenarios following the same structure of chapter 3. The designed watermark for the case study 

and its performance analysis are provided in detail in chapter 4. 
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Chapter 4 

Case Study: Flow Control System 

In this chapter, we design the watermark for a flow control system based on our proposed method 

presented in the previous chapter. The performance of the multi-sine watermark is then evaluated 

for multiple cases following the same trend as of chapter 3. The cases are picked to mirror real life 

scenarios while also giving us a set up for verifying if the watermark enhances the security of the 

system. We begin by defining our case study model in section 4.1. The proposed design method is 

followed in section 4.2 to arrive at the desired multi-sine watermark followed by the simulation 

and analysis of the same in section 4.3. Finally, the conclusion of the analysis is presented in 

section 4.4.  

4.1 Plant Model 

A flow control system is considered for the case study. It is a system used to monitor, regulate, and 

manage the flow of fluids or materials through a network of pipes, channels, or other conduits. The 

primary function of a flow control system is to ensure that the rate of flow remains within desired 

parameters, which can be critical in many industrial processes, such as manufacturing, chemical 

processing, water treatment, and power generation.  

A single water tank used in a flow control system is taken as the plant. Figure 4.1 shows the 

schematic diagram of the tank system. 

 

Fig. 4.1. Schematic diagram of single water tank system. 
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From mass balance equation, we know that 

𝐴 
𝑑𝐻

𝑑𝑡
 = 𝑄1 − 𝑄2      (4.1) 

where 𝐴 is the tank area, 𝑄1 and 𝑄2 are input and output volume flow, respectively, and 𝐻 is the 

water level. The output flow is given by: 

𝑄2 = 𝑎𝑧𝑆(2𝑔𝐻)
1

2      (4.2) 

where 𝑎𝑧 is the outflow coefficient, 𝑆 is the cross-sectional area of output pipe and 𝑔 is acceleration 

due to gravity. Applying 𝑔 = 9.81 𝑚/𝑠2 and 𝑎𝑧 = 0.45, 𝑆 = 5 𝑋 10−5 𝑚2, 𝐴 = 0.0154 𝑚2 

following model AMIRA three tank system DTS200 as given in [26], we get the nonlinear 

equations of the tank: 

{
𝑑𝐻
𝑑𝑡

= −6.49 × 10−3√𝐻 + 64.9𝑄1

𝑄2 = 0.997 × 10
−4√𝐻                    

    (4.3) 

This tank is part of a flow control system in which 𝑄1 is adjusted to regulate 𝑄2. We use the same 

operating point values and controller as given in [44] and the model is linearized based on the same 

operating point.  

𝑄20 = 5.46 × 10
−5 𝑚3/𝑠 = 54.6 𝑚𝑙/𝑠   (4.4) 

or 

𝐻0 = 0.3 𝑚.     (4.5) 

Input and output disturbances, 𝑤(𝑡) and 𝑣(𝑡), respectively, are both assumed to be WSS Gaussian 

with zero mean and variances  

𝜎𝑤
2 = 2 × 10−14 (

𝑚3

𝑠
)
2

,  𝜎𝑣
2 = 8.25 × 10−15 (

𝑚3

𝑠
)
2

   (4.6) 

respectively. These correspond to standard deviation of 0.14 𝑚𝑙/𝑠 and 0.09 𝑚𝑙/𝑠. The linearized 

model around the operating point along with the disturbance is 

{
𝑑ℎ
𝑑𝑡
= −5.9 × 10−3ℎ(𝑡) + 64.9𝑞1(𝑡) + 64.9𝑤(𝑡)

𝑞2(𝑡) = 9.1 × 10
−5ℎ(𝑡) + 𝑣(𝑡)                              

   (4.7) 
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Thus, the tank transfer function is  

𝐺(𝑠) = 
1

169𝑠+1
     (4.8) 

 and the controller is a PI controller [44]  

𝐾(𝑠) = 
5.5𝑠+0.1

𝑠
     (4.9) 

Together, they form the control loop as shown in 𝐹𝑖𝑔. 4.2. In 𝐹𝑖𝑔. 4.2, 𝑟(𝑡) is the input, 𝑞1(𝑡) is 

the input flow deviation from set point, 𝑞2(𝑡) is the output flow (deviation from set point), 𝑚(𝑡) 

is the multi-sine watermarking signal.  

 

Fig. 4.2. Block diagram of the flow control system. 

The step response characteristics of the closed loop system are given in Table 4.1. The bandwidth 

of the closed-loop system 𝐺𝑦𝑟(𝑠) = 
𝑌(𝑠)

𝑅(𝑠)
 is 0.046 𝑟𝑎𝑑/𝑠. 

Table 4.1. Step response characteristics of the flow control system in closed loop. 

Characteristics Value 

Rise Time 41.48 𝑠 

Settling Time 206.46 𝑠 

Overshoot 11.85 % 

Poles −0.0192 ± 𝑗0.0149 
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From Fig. 4.2, we arrive at the following transfer functions: 

𝑌(𝑠)

𝑅(𝑠)
 = 𝐺𝑦𝑟(𝑠) = 

5.5s+0.1

169.2s2+6.5s+0.1
    (4.10) 

𝐺𝑦𝑤(𝑠) = 𝐺𝑦𝑚(𝑠) = 
s

169.2s2+6.5s+0.1
            (4.11) 

𝐺𝑦𝑣(𝑠) = 
169.2s2+s

169.2s2+6.5s+0.1
     (4.12) 

𝐺𝑢𝑟(𝑠) = 
929.5s2+22.42s+0.1

169.2s2+6.5s+0.1
     (4.13) 

4.2 Proposed Design of Watermark 

Watermarking signal over a frame is given by: 

𝑚(𝑡) = 𝑐0∑ 𝐴𝑖sin (𝜔𝑖𝑡 + 𝜙𝑖)
𝑛𝑚
𝑖=1     (4.14) 

where 𝑡 is measured from the start of time, 𝑛𝑚 is the number of unique frequencies within a frame 

and 𝑇𝑓 is the frame length. Furthermore, 𝐴𝑖, 𝜔𝑖 and 𝜙𝑖 represent the amplitude, frequency and 

phase of the sine components, respectively. For each frame, the frequencies in 𝐻𝑧 and periods are 

denoted by  𝑓𝑖 = 
𝜔𝑖

2𝜋
 and 𝑇𝑖 = 

1

𝑓𝑖
, respectively (here, we have chosen 𝑐(𝑠) in (2.6) as 𝑐(𝑠) = 𝑐0). 

Following (2.6) from chapter 2 with 𝑐(𝑠) = 𝑐0, we have 𝑛𝑚 ≥ 𝑛 and the order of the closed-loop 

system is 𝑛 = 2. We choose 𝑛𝑚 = 2 and include two frequencies in each frame. To explore all 

possible attack and detection combinations, the number of frames was kept three (𝑛𝑓 = 3) similar 

to [44]. Therefore, 

𝑚1(𝑡) = 𝑐0
1 × (𝐴1 sin(𝜔1𝑡 + 𝜙1) + 𝐴2 sin(𝜔2𝑡 + 𝜙2))  (frame 1) (4.15) 

𝑚2(𝑡) = 𝑐0
2 × (𝐴3 sin(𝜔3𝑡 + 𝜙3) + 𝐴4sin (𝜔4𝑡 + 𝜙4))  (frame 2) (4.16) 

𝑚3(𝑡) = 𝑐0
3 × (𝐴5 sin(𝜔5𝑡 + 𝜙5) + 𝐴6sin (𝜔6𝑡 + 𝜙6))  (frame 3) (4.17) 

Here, for each watermark, 𝑡 is with respect to the start of frame. Based on the discussion in section 

3.4, we consider 𝑛𝑏 = 4. The bandwidth of the closed-loop system is 0.0446 𝑟𝑎𝑑/𝑠. To have short 

frame size, we choose watermark frequencies from around bandwidth and higher. To avoid high 
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frequency noise and modeling uncertainty, we choose frequencies less than 10 times of bandwidth. 

Thus, we choose the frequencies (𝑟𝑎𝑑/𝑠) to be 0.06, 0.18, 0.30, 0.42. The assignment of 

frequencies, the corresponding integers 𝑛𝑖, amplitude 𝐴𝑖 and phase  

𝜙𝑖  are given in Table 4.2. Note that the first frequency (0.06 𝑟𝑎𝑑/𝑠) is common and the other 

three serve as the distinguishing frequencies. 

Table 4.2. Values proposed for the watermark. 

 Frame 1 Frame 2 Frame 3 

Variable sinusoid 1 sinusoid 2 sinusoid 3 sinusoid 4 sinusoid 5 sinusoid 6 

𝑛𝑖  1 3 1 5 1 7 

𝜔𝑖 0.06 0.18 0.06 0.30 0.06 0. 42 

𝐴𝑖  371.14 1062.50 123.71 588.47 61.86 411.59 

𝜙𝑖  2.4879 −0.2141 2.4879 −0.1282 2.4879 −0.0915 

 

For frame 1, 𝑇𝑐𝑜𝑚𝑏 = 
2𝜋

0.06
 and we choose 𝑇𝑓1 = 3𝑇𝑐𝑜𝑚𝑏 = 100𝜋 = 314𝑠. 

For frame 2, 𝑇𝑐𝑜𝑚𝑏 = 
2𝜋

0.06
 and we choose 𝑇𝑓2 = 2𝑇𝑐𝑜𝑚𝑏 = 

200

3
 𝜋 = 209𝑠. 

For frame 3, 𝑇𝑐𝑜𝑚𝑏 = 
2𝜋

0.06
 and we choose 𝑇𝑓3 = 2𝑇𝑐𝑜𝑚𝑏 =

200

3
 𝜋 = 209𝑠. 

Therefore, frame 1 begins at 𝑡 = 0𝑠 and ends at 𝑡 = 314𝑠, frame 2 begins at 𝑡 = 314𝑠 and ends 

at 𝑡 = 523𝑠 and frame 3 begins at 𝑡 = 523𝑠 and ends at 𝑡 = 732𝑠. Resolution,  

∆𝑓 = max
i
∆𝑓𝑖 = max

i

1

𝑇𝑓𝑖
= 0.0048 𝐻𝑧 

and  

4∆𝑓 = 0.0192 𝐻𝑧 

or 

4∆𝜔 = 0.12 𝑟𝑎𝑑/𝑠 
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Therefore, the frequency bins are appropriately placed. Now, suppose that the maximum allowable 

fluctuation in water level due to watermarking is 2 𝑐𝑚, or 6.7% of the operating point. Then the 

maximum output flow fluctuation is 𝛿𝑚 = 1.8 ml/s, which corresponds to 3.3% of the operating 

point value (54.6 𝑚𝑙/𝑠). During every frame, the impact of watermarking is  

𝑐0∑𝐴𝑖|𝐺𝑦𝑚(𝑗𝜔𝑖)| sin(𝜔𝑖𝑡 + 𝜙𝑖 + ∡𝐺𝑦𝑚(𝑗𝜔𝑖))

𝑛𝑚

𝑖=1

 

An upper bound for the above is 

𝑐0∑𝐴𝑖|𝐺𝑦𝑚(𝑗𝜔𝑖)|

𝑛𝑚

𝑖=1

 

We select 𝑐0
𝑖  such that 

𝑐0
1(𝐴1|𝐺𝑦𝑚(𝑗𝜔1)| + 𝐴2|𝐺𝑦𝑚(𝑗𝜔2)|) = 𝑐0

1 × 69.4596 ≤ 𝛿𝑚 (frame 1) (4.18) 

𝑐0
2(𝐴3|𝐺𝑦𝑚(𝑗𝜔3)| + 𝐴4|𝐺𝑦𝑚(𝑗𝜔4)|) = 𝑐0

2 × 23.1525 ≤ 𝛿𝑚 (frame 2) (4.19) 

𝑐0
3(𝐴5|𝐺𝑦𝑚(𝑗𝜔5)| + 𝐴6|𝐺𝑦𝑚(𝑗𝜔6)|) = 𝑐0

3 × 11.5767 ≤ 𝛿𝑚 (frame 3) (4.20) 

Following section 3.2, 𝑐0
1 ≤ 0.026, 𝑐0

2 ≤ 0.078 and 𝑐0
3 ≤ 0.155.The values of 𝑐0

𝑖  are chosen so 

the peaks of periodogram are in the 95% confidence bound region and the lower bound exceeds 

the upper bound by at least +3𝑑𝐵 at the expected frequencies. When the system of 𝐹𝑖𝑔. 4.2 in 

steady state is under safe operation, the frame-wise detection using 95% confidence bound 

periodogram with 𝑇𝑠 = 0.01𝑠 as shown in 𝐹𝑖𝑔. 4.3 is used to tune the values 𝑐0
1 = 0.003, 𝑐0

2 =

0.008 and 𝑐0
3 = 0.015 to maintain a difference of at least +8 𝑑𝐵 at the expected frequencies. For 

example, in 𝐹𝑖𝑔. 4.3(𝑎), the lower bounds at frequencies 0.06 𝑟𝑎𝑑/𝑠 and 0.18 𝑟𝑎𝑑/𝑠 are 

−3 𝑑𝐵/(𝑟𝑎𝑑/𝑠) whereas at other frequencies, the upper bounds are below −28 𝑑𝐵/(𝑟𝑎𝑑/𝑠). 
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(𝑎) 

 

(𝑏) 
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(𝑐) 

𝐹𝑖𝑔. 4.3. Periodogram of the output simulated under safe conditions for (𝑎) frame 1, (𝑏) frame 

2, and (𝑐) frame 3, respectively. 

The resulting control input to the plant for the case study is shown in 𝐹𝑖𝑔. 4.4. 

 

𝐹𝑖𝑔 4.4. Plant input with multi-sine watermarking signal over three frames. 
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In the following section, a detailed analysis of the case study simulated along with the designed 

multi-sine watermark is presented. The detection of the watermark before and during a replay 

attack are studied in different scenarios following the format discussed in chapter 3. 

4.3 Simulation Results 

The system discussed in the previous section is simulated using MATLAB. The system described 

in 𝐹𝑖𝑔. 4.2 is simulated and is divided into cases as discussed in chapter 3. In section 4.2.1, the 

system operating under safe/normal conditions is covered and in section 4.2.2, the system under a 

replay attack is analyzed. The 95% confidence bound periodogram is used for detecting the 

frequencies present in the signal. 

4.3.1 Before Replay Attack 

In this section, the analysis of the system with multi-sine watermarking under normal conditions 

is reiterated. The closed loop system is considered to be in in steady state. When this system is 

under safe operation, i.e. it is not under a replay attack, the frame-wise detection using 95% 

confidence bound periodogram is as was shown in 𝐹𝑖𝑔. 4.3. 

We can observe that at the expected frequencies (i.e. at 0.06 𝐻𝑧 and 0.18 𝐻𝑧 for frame 1, 0.06 𝐻𝑧 

and 0.30 𝐻𝑧 for frame 2 and 0.06 𝐻𝑧 and 0.42 𝐻𝑧 for frame 3), the lower bound of the 95% 

confidence bound periodogram is above the upper bound at other frequencies. Hence, the expected 

frequencies in each frame are detected according to the 95% confidence bound criteria for each 

frame, respectively. Therefore, the detection mechanism returns the result that the system is free 

from a replay attack and operating under safe conditions with a false alarm rate of 5%. 

4.3.2 During Replay Attack 

In this section, the closed loop system with watermark 𝑚(𝑡), disturbance signals 𝑤(𝑡) and 𝑣(𝑡) 

present is considered. It is assumed that an attacker records and replays a segment of the output, 

hence, the system with multi-sine watermarking is under a replay attack. The frame-wise detection 

using 95% confidence bound periodogram varies according to the nature of the replayed signal. 

Therefore, as discussed in section 3.3 of this thesis, two cases are considered, namely, 𝛿 ≪ 𝑇𝑓𝑖 

dealt with in sub-section 4.2.2.1 and 𝛿 ≫ 𝑇𝑓𝑖 analyzed in sub-section 4.2.2.2. It should be noted 
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that the former case is expected in process control but not the latter. In this section, we also present 

the second case to illustrate the discussion in chapter 3. 

4.3.2.1 Short Repeated Segments 

Analysis 1: For case (1) when 𝛿 ≪ 𝑇𝑓𝑖, we analyze frame 1 under replay attack. The replayed data 

is 1/10𝑡ℎ of frame 3 recorded and repeated in frame 1. The attack commences and lasts for 314𝑠 

during the entire frame. Figure 4.5 shows the replayed signal in time domain. 

 

𝐹𝑖𝑔. 4.5. Analysis 1: Time domain representation of 1/10𝑡ℎ of frame 3 repeated and replayed in 

frame 1. 

The output frequencies detection using 95% confidence bound periodogram is shown in Fig. 4.6. 
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𝐹𝑖𝑔. 4.6. Analysis 1: Periodogram of the frame 1 output under replay attack (replay of frame 3). 

It is evident from 𝐹𝑖𝑔. 4.6 that when the system is under attack, for this case, frequency 
2𝜋

𝛿
=

2𝜋

20.9
≈

0.3 𝑟𝑎𝑑/𝑠 and its multiple harmonic frequencies are detected since the repeated signal introduces 

these in the frequency spectrum. Also, we note a drop of ~5𝑑𝐵 in the PSD of the base harmonic 

compared to the original response in frame 3, as is expected in line with the discussion of section 

3.3.1. Therefore, the presence of unexpected frequencies concludes the presence of a replay attack. 

It is noteworthy that the amplitude of the harmonics decreases as they diverge from the base 

frequency and eventually the PSD at the harmonic frequencies goes undetected by 95% confidence 

bound periodogram. 

Analysis 2: For case (1) when 𝛿 ≪ 𝑇𝑓𝑖, we analyze frame 2 under replay attack. The replayed data 

has been recorded from 1/10𝑡ℎ of frame 1 and repeated for the duration of entire frame 2. Figure 

4.7 shows the time domain representation of the replayed signal. 
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𝐹𝑖𝑔. 4.7. Analysis 2: Time domain representation of 1/10𝑡ℎ of frame 1 repeated and replayed in 

frame 2. 

The 95% confidence bound periodogram of the output signal is shown in 𝐹𝑖𝑔. 4.8. 

 

𝐹𝑖𝑔. 4.8. Analysis 2: Periodogram of the frame 2 output under replay attack (replay of frame 1). 

Similar to the result of Analysis 1, it can be observed that frequency 
2𝜋

𝛿
=

2𝜋

31.4
≈ 0.2 𝑟𝑎𝑑/𝑠 and its 

multiple harmonic frequencies are present in the output signal based on the peaks observed in the 

periodogram in 𝐹𝑖𝑔. 4.8. However, in this case, they remain undetected in the 95% confidence 
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bounds. There is a reduction of ~16 𝑑𝐵 in the PSD of the base harmonic as discussed in section 

3.3.1. Therefore, there is no successful detection of any frequencies including frame 2 frequencies. 

The absence of the expected unique frequency of frame 2 at 𝜔4 = 0.30 𝑟𝑎𝑑/𝑠 confirms that the 

system is undergoing a replay attack. 

4.3.2.2 Long Replayed Segments 

For case (2) when 𝛿 ≫ 𝑇𝑓𝑖, we analyze the sub cases (2𝐴), (2𝐵) and (2𝐶) as discussed in section 

3.3.  

Analysis 3: Case (2𝐴): Consider frame 3 under attack with replayed data that was recorded from 

frame 2 with 𝛼 = 1. The attack lasts for the whole duration of the frame. The recorded signal is 

assumed to be as shown in 𝐹𝑖𝑔. 4.9. 

 

𝐹𝑖𝑔. 4.9. Analysis 3: Time domain representation of frame 2 output replayed in frame 3. 

The 95% confidence bound periodogram of the output signal is shown in 𝐹𝑖𝑔. 4.10. 
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𝐹𝑖𝑔. 4.10. Analysis 3: Periodogram of the frame 3 output under replay attack (replay of frame 2). 

Since the whole frame is under a replay attack and the replayed data was recorded from frame 2, 

which was a frame of equal size, we observe peak at the frame 2 unique frequency (𝜔5 = 0.30) 

detectable in the 95% confidence bound periodogram. Therefore, the detection of unexpected 

frequency can be used to confirm the occurrence of a replay attack.  

Analysis 4 Case (2𝐴): Consider frame 2 under attack with replayed data that was recorded from 

frame 1 (92𝑠 to 301𝑠). The attack lasts for the entire duration of the frame. With 𝛼 = 0.67, the 

replayed signal is assumed to be as shown in 𝐹𝑖𝑔. 4.11. 
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𝐹𝑖𝑔. 4.11. Analysis 4: Time domain representation of frame 1 output replayed in frame 2. 

The 95% confidence bound periodogram of the output signal is shown in 𝐹𝑖𝑔. 4.12. 

 

𝐹𝑖𝑔. 4.12. Analysis 4: Periodogram of the frame 2 output under replay attack (replay of frame 1). 

Since with 𝛼 = 0.67, the whole frame is under a replay attack and the replayed data was recorded 

from frame 1, we observe a peak around the differentiating frequency of frame 1 (𝜔2 = 0.18) in 

the periodogram. Despite the amplitude being dampened with a loss in resolution from 0.02 𝑟𝑎𝑑/𝑠 

to 0.03 𝐻𝑧, frame 1 unique frequency at 0.18 𝑟𝑎𝑑/𝑠 is successfully detected in the 95% 
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confidence bound periodogram. Therefore, the detection of unexpected frequency can be used to 

confirm the occurrence of a replay attack.  

Analysis 5: Case (2𝐵): Consider frame 3 under attack with replayed data that was recorded from 

frames 1 and 2 (270𝑠 to 479𝑠) with 𝛼1 = 0.14 and 𝛽 = 0.21. The attack lasts for the whole 

duration of the frame. The recorded signal is assumed to be as shown in 𝐹𝑖𝑔. 4.13. 

 

𝐹𝑖𝑔. 4.13. Analysis 5: Time domain representation of output of frames 1 and 2 replayed in frame 

3. 

The 95% confidence bound periodogram of the output signal is shown in 𝐹𝑖𝑔. 4.14. 
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𝐹𝑖𝑔. 4.14. Analysis 5: Periodogram of the frame 3 output under replay attack (replay of frames 1 

and 2). 

As the data recorded from two different frames was replayed over frame 3, there were more than 

two frequencies present in the frame. Although the differentiating frequency of frame 2 

(0.30 𝑟𝑎𝑑/𝑠) shows a peak, the presence of multiple frequencies stretches and dampens the 

amplitude in the 95% confidence bound periodogram. Anyways, the expected frequencies are not 

found and confirm the presence of a replay attack. 

Analysis 6: Case (2𝐵): Consider frame 3 under attack with replayed data that was recorded from 

frames 1 and 2 (210𝑠 to 419𝑠) with 𝛼1 = 0.33 and 𝛽~0.5. The attack lasts for the whole duration 

of the frame. The recorded signal is assumed to be as shown in 𝐹𝑖𝑔. 4.15. 
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𝐹𝑖𝑔. 4.15. Analysis 6: Time domain representation of output of frames 1 and 2 replayed in frame 

3. 

The 95% confidence bound periodogram of the output signal is shown in 𝐹𝑖𝑔. 4.16. 

 

𝐹𝑖𝑔. 4.16. Analysis 6: Periodogram of the frame 3 output under replay attack (replay of frames 1 

and 2). 

In this case, the PSD is stretched and dampened even more than in Analysis 5. A dome is observed 

over the frequencies of our concern. Therefore, a similar conclusion as of Analysis 5 is drawn since 
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the data recorded from two different frames was replayed over frame 3. The expected frequencies 

are not found and confirm the presence of a replay attack. 

4.4 Conclusion 

Replay attack is one of the easiest forms of cyber-attacks on control systems as the intruder needs 

little information about the system dynamics. This attack is successfully detected by a multi-sine 

watermarking signal that is designed based on the procedure using power spectral analysis as 

proposed in this thesis. This watermarking signal that is used as the authentication signal is verified 

using a periodogram to detect the frequencies present in the signal. The 95% confidence bound 

periodogram successfully authenticates the signal aimed at detecting a replay attack at early stages. 

Various cases mirroring the real-life scenarios wherein a replay attack may be carried out starting 

from different points of time with altering durations within a single frame and across multiple 

frames were considered and the detection mechanism succeeded in detecting the replay attack.  
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Chapter 5 

Conclusion and Future Research 

5.1 Conclusion 

This thesis presented an algorithm for the design of a multi-sine watermarking signal used for the 

detection of replay attacks. To be precise, the parameters of the multi-sine watermarking signal, 

namely number of frames, number of watermark sinusoids in each frame, watermark frequencies 

for each frame and the scaling factor 𝑐0 were designed using power spectral analysis. The 

confidence bounds of periodogram were used to investigate the output for the presence of the 

watermark frequencies during normal operation and during a replay attack and to adjust the false 

alarm rate. 

The periodogram was used to detect the watermark frequencies in the appropriate frames under 

normal operation. However, during a replay attack, the analysis of output was divided into two 

different cases. In case (1), the replayed segment consisted of a small portion of the recorded 

signal replayed repeatedly. The periodogram detected unexpected frequencies dependent on the 

length of the recorded portion in the output, thereby indicating a replay attack. In case (2), a long 

portion of the recorded signal was replayed. The periodogram of the frame confirmed the absence 

of the expected frequencies and the presence of unexpected frequencies with a reduced resolution 

in some cases. Therefore, in either case, the presence of unexpected frequencies or the absence of 

expected frequencies confirmed a replay attack in progress. 

Through detailed case study simulations and analysis, the design process of the multi-sine 

watermarking signal was assessed, showing its ability to withstand replay attacks. 

5.2 Future Work 

While this research has demonstrated the effectiveness of the multi-sine watermarking technique 

for replay attack detection, several areas remain open for future exploration.  

1. Measurement and reduction of detection time using the proposed watermark could also be 

explored to improve efficiency.  
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2. An extension of the multi-sine watermarking technique would be valuable to multi-input 

multi-output (MIMO) systems. 

3. Development of adaptive watermarking schemes that adjust the multi-sine parameters 

based on real-time feedback from the system. This dynamic adaptability could significantly 

enhance the technique's ability to detect more sophisticated and evolving attacks.  

4. Further exploration into the integration of machine learning or artificial intelligence 

algorithms could further enhance the technique's detection accuracy and allow it to learn 

from attack patterns over time. 

5. Finally, experimental validation of the technique in real-world environments would provide 

valuable insights into its performance and effectiveness, helping to ensure that it can meet 

the demands of practical, large-scale implementations. 
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