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Abstract

Securing Federated Learning: A Comprehensive Defence Against Privacy Attacks

M A Moyeen, Ph.D.

Concordia University, 2025

In this information age, machine learning (ML) applications drive smart living through innova-

tions such as personalized healthcare, intelligent transportation, and smart homes. However, despite

these advancements, businesses and industries continue to face significant challenges in safeguard-

ing data privacy, as ML systems increasingly rely on vast amounts of user data. In this direction,

Federated Learning (FL) has emerged as a promising solution, enabling collaborative model training

while keeping user data on local premises without the need to share raw data. However, FL faces

significant challenges also, including expensive communication costs, system heterogeneity, and

vulnerability to various attacks. In particular, it is susceptible to poisoning attacks, where malicious

participants corrupt models and data as well as inference attacks that exploit gradients to reveal sen-

sitive information through membership inference or model inversion techniques. These attacks can

extract sensitive information from shared gradients, undermining the fundamental privacy guaran-

tees of federated systems. Thus, effective defence mechanisms are fundamental for fully leveraging

the advantages of FL. Numerous defences, such as FoolsGold, Flod, Flad, MADDPG, and others,

are in place to secure the FL systems.

However, the majority of the defence mechanisms suffer from accuracy degradation, computa-

tional overhead, and inadequate attack prevention. Most client selection methods cannot reliably

separate malicious and straggler clients, with even cutting-edge approaches struggling with herd-

ing and cold-start issues. Furthermore, recent state-of-the-art techniques frequently fail to defend

against inference attacks adequately. These methods typically employ Secure Multiparty Computa-

tion (SMPC), Homomorphic Encryption (HE), or Differential Privacy (DP) as defensive measures.
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However, SMPC and HE suffer from high computational complexity, while DP often leads to de-

graded model accuracy.

Thus, this research addresses these limitations by proposing five different defence mechanisms

that ensure robust FL with protected gradients. The proposed mechanisms consist of FedChallenger,

Fed-Reputed, SignDefence, Ada-Sign, and SignMPC. The proposed FedChallenger introduces a

dual-layer defence mechanism that comprises the zero-trust challenge-response-based authentica-

tion at the first layer and a variant of Trimmed-Mean aggregation at the second layer that leverages

pairwise cosine similarity and Median Absolute Deviation (MAD). Extensive evaluation on MNIST,

FMNIST, EMNIST, and CIFAR-10 datasets demonstrates 3-10% accuracy improvement over state-

of-the-art approaches with 1.1-2.2 times faster convergence and 2-3% higher F1-scores.

Subsequently, the reputation-based client selection approach, Fed-Reputed, leverages device ca-

pability information and a modified Bellman equation within a hierarchical framework, integrated

into a Deep Q-Learning Network (DQN)-based Imbalanced Classification Markov Decision Process

(ICMDP) classifier for enhanced client selection. Testing on MNIST and FMNIST datasets demon-

strates 9-50% accuracy gains and 1.3-1.7 times faster convergence while effectively detecting both

malicious and straggler clients.

Moreover, existing methods often suffer from the dying ReLU problem, where neurons perma-

nently deactivate during training. To counter the dying ReLU problem, SignDefence implements a

sophisticated aggregation scheme that utilizes sign direction and LeakyReLU-based aggregation, in-

corporating Jaccard similarity derived from binary-encoded model weights. This technique demon-

strates consistent accuracy and F1-score improvements across different attack conditions.

Despite its benefits, SignDefence remains vulnerable to inference attacks and suffers from lim-

ited generalization due to its fixed threshold across diverse benchmark datasets. To address these

limitations, a lightweight strategy, Ada-Sign, employs adaptive threshold computation and incorpo-

rates DP mechanisms. This approach maintains comparable accuracy to SignDefence while provid-

ing enhanced gradient protection through adaptive DP. Extensive evaluation on MNIST and HAR

datasets reveals 3-20% accuracy improvement for Ada-Sign over the majority of state-of-the-art

techniques.

Finally, to enhance the protection of both SignDefence and Ada-Sign against inference attacks,
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SignMPC integrates highly configurable SMPC, HE, and DP algorithms. This combined approach

ensures comprehensive communication security and gradient privacy while avoiding significant

performance bottlenecks. Comprehensive evaluation on MNIST and HAR datasets demonstrates

4-17% accuracy gains for SignMPC over established approaches while maintaining computational

efficiency and robust privacy guarantees.

Keywords: Differential Privacy, Federated Learning, Homomorphic Encryption, Inference Attacks,

Machine Learning, Poisoning Attacks, Robust Aggregation, Secure Multi-Party Computation.
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Chapter 1

Introduction

The expeditious evolution of Artificial Intelligence (AI) has blessed us with numerous smart

and life-easing applications, creating a decent-sized global AI market valued at 136.55 billion USD

in 2022 [105]. However, the demand for intelligent AI applications continues to increase day by

day due to the need for intelligent applications that can learn, adapt, and produce new concepts

and results. According to [87], the AI market is expected to expand at a 37.3% annual growth

rate between 2023 and 2030. However, the core component of AI is the Machine Learning (ML)

algorithm, which builds statistical models through the accumulation of knowledge using training

data. In this process, the ML algorithm initially learns the mapping between input data and output

data on a centralized server. After multiple rounds of training and verification, the model is prepared

for prediction on unseen data samples. Therefore, the model requires a substantial amount of data

for accurate predictions.

This demand for data aligns with the proliferation of the Internet of Things (IoT) devices, which

has led to exponential growth in data generation. Specifically, IoT devices are projected to produce

more than 600 zettabytes (ZB) of data by 2030 [97], driven by the expected rise of interconnected

devices to 500 billion by then [6]. This growth has created new opportunities for ML to extract

insights from the data and enable intelligent decision-making.

However, the privacy concerns including including potential data breaches, unauthorized access,

and the misuse of confidential information of edge IoT devices often become a barrier to the evolu-

tion of smart applications. Federated Learning (FL) has shown promise in addressing these privacy
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concerns due to its architectural benefits. In vanilla FL, a central server selects random clients that

are edge devices wishing to participate in the federated training process and initiates them with the

base model. These clients train the base model with their respective local data without revealing it

outside their periphery. Furthermore, frequent updates of client-server model parameters and server-

side aggregation enhance the model’s accuracy during training. As a result, federated training not

only improves efficiency but also serves as a privacy-preserving alternative to traditional machine

learning solutions.

1.1 Motivation

FL appears to be a promising type of ML training architecture as it ensures zero movement of

sensitive data from client machines. However, the benefits of privacy-preserving FL are limited by

various types of issues and security attacks, namely, poisoning attacks, inference attacks, backdoor

attacks, device heterogeneity, and extensive communication overhead [73, 112]. Amongst these is-

sues, poisoning attacks, a type of Byzantine attack [64], and inference attacks are considered severe

security issues that hinder the adoption of FL systems since these attacks can compromise model

accuracy and data privacy. Thus, The primary focus of this research is on poisoning attacks and

inference attacks. The former can be categorized into model poisoning and data poisoning attacks.

Model poisoning attacks involve an attacker intentionally manipulating the model parameters during

ML training to introduce biases or inaccuracies that will ultimately compromise the model’s ability

to make accurate predictions [131]. On the other hand, data poisoning attacks involve an attacker

manipulating the data used to train an ML model to cause the model to make incorrect predictions

[54]. This can be accomplished by adding intentionally mislabelled data or by manipulating exist-

ing data features to change their meaning. Additionally, this research focuses on inference attacks

[106], which exploit various techniques to deduce sensitive information from seemingly innocu-

ous data, including membership inference and model inversion attacks [60]. These attacks aim to

uncover private details about individuals or the training data used in ML models.

The research suggests that the first line of defence against poisoning attacks is to select non-

malicious clients [39]. Trusted client selection may eliminate the existence of malicious updates and
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prevent attack propagation to the FL aggregation process. In this direction, client reputation-based

systems [108] can ensure the selection of trusted clients; however, they are limited to classification

challenges between trusted and untrusted participants. Furthermore, determining the reputation

score is difficult to define at the initial stages of communication.

Despite proper client selection, privacy breaches and model poisoning can occur through unpro-

tected communication, potentially undermining the FL benefit. Thus, in order to circumvent these

shortcomings, Secure Multi-Party Computation (SMPC) strategies are often found to be helpful in

defending poisoning attacks as a second line of defence because they do not reveal individual model

parameters [19]. In particular, these techniques may integrate Homomorphic Encryption (HE) or

Differential Privacy (DP) while performing secure aggregation. However, these approaches have

significant performance bottlenecks and are often found to be impractical to use and are mostly not

scalable [39].

Therefore, a third line of defence mechanism may incorporate an efficient server-side aggre-

gation mechanism to remove the impact of malicious updates in the model parameter aggregation

process. Thus, researchers have proposed various central server-side aggregation mechanisms in-

cluding Krum [15], FedAvg [79], Trimmed-Mean [143], and Fang et al.’s approach [34]. Krum

selects the k clients with the smallest Euclidean distance from the median of all model updates from

all clients and aggregates their updates. In contrast, the Trimmed-Mean calculates pairwise Eu-

clidean distance but removes model updates that exceed the median of model updates. Meanwhile,

Fang et al.’s approach removes outliers by analysing the loss impact of model parameters. However,

FedAvg, the baseline approach of FL, does not remove any outliers; instead, it aggregates model

parameters with the Federated Averaging (FedAvg) algorithm. Despite the benefits of aggregation

strategies, they are only suitable when extreme values skew the results.

For stronger security, Byzantine fault-tolerant algorithms with model verifications [64] can han-

dle malicious client updates propagated to a central server for aggregation. Thus, the aggregation

mechanism does not need to be concerned about malicious aggregation. However, these algorithms

are vulnerable to collusion attacks. Unlike traditional Byzantine fault-tolerant methods that assume

independent malicious actors and use statistical filtering, colluding attackers coordinate their model

updates to appear consistent. This coordinated manipulation can poison the global model, degrading
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performance or introducing backdoors [139].

Moreover, aggregation mechanisms often run out of samples due to the removal of malicious

updates. Therefore, the FL server has to restart the training process, which incurs substantial com-

munication and computational overhead [152]. Hence, to alleviate this problem, a predictive data

recovery strategy can regenerate the data points to meet the required sample size for aggregation.

However, existing regeneration strategies are mainly based on optimization strategies and consider

a pre-trained local model. Thus, they incur more computational overhead and loss of accuracy [29,

155]. Although, the scheme proposed in [32], named as Flod overcomes the majority of the data

clipping problems with sign-magnitude and Hamming distance-based τ clipping. However, it still

struggles with increased data noise and the dying ReLU problem [146].

Indeed, hybrid defence strategies often combine multiple security and privacy techniques for

better privacy protection. However, recent hybrid defence techniques such as Stake [31], Shapley-

based methods [56], and Cluster-based approaches [50] each employ distinct strategies against poi-

soning attacks but face two significant challenges: high computational costs and reduced accuracy

with non-IID data distributions. For conciseness, we refer to these methods as Stake, Shap, and

Cluster hereafter. The Stake method utilizes blockchain technology for majority voting, along with

client reward and penalty calculations, which enhances security but also introduces significant pro-

cessing delays. Shap relies on SHAP value computations, creating substantial computational de-

mands, especially for complex models. Meanwhile, the Cluster technique analyses gradients from

client updates to identify source and target classes before applying Hierarchical Density-Based Spa-

tial Clustering of Applications with Noise (HDBSCAN) [142] clustering to detect malicious updates.

This approach proves particularly sensitive to variations in data distribution.

In summary, current FL defence mechanisms against poisoning and inference attacks are limited

by high computational costs, reduced accuracy with non-IID data, and vulnerabilities to sophisti-

cated collusion. Thus, there’s a critical need for an efficient and robust defence strategy that can

overcome these practical challenges while maintaining high security and performance.

4



1.2 Problem Statement

Despite existing defences, a critical challenge in FL is developing poisoning and inference

attack-resistant systems that integrate robust client selection and SMPC, and importantly, can ef-

ficiently recover from malicious disruptions with minimal computational and communication over-

head. [49]. In this direction, the literature suggests that the existing defence mechanisms in FL

attempt to protect against model or data poisoning attacks using verification-based rejection [9,

154] or robust aggregation [15, 143, 34] strategies. However, to prevent the propagation of com-

promised samples in global aggregation, it is necessary to detect and remove compromised devices

and their respective updates before they affect the performance of the trained model. Moreover,

devices do not know if they are interacting with compromised devices and/or aggregating compro-

mised model updates, and existing verification-based defence mechanisms for models suffer mainly

from accuracy and performance bottlenecks [131]. The existing approaches based on aggregation

strategies require adjusting their approach based on data type and dimensions. More importantly,

most of them cannot provide alerts when the affected sample does not skew the results [34].

Beyond these concerns, the selection of clients from existing algorithms is mainly based on

random sampling [27] or weighted performance feedback [47] or reinforcement learning [149],

increasing the chance of including malicious clients [115]. Some reputation-based scoring mech-

anisms have attempted to alleviate this problem [124], but, they are subject to the correctness of

reputation scores; which in turn might be altered by the malicious actors. Moreover, collusion at-

tacks make the situation even worse, as multiple malicious clients can alter the system’s behaviour.

In addition, the communication channel between clients and servers remains a critical point

for attackers. Attackers can breach the information propagating through these channels and devi-

ate model parameters. Therefore, a DP approach [118] has been proposed in the literature; which

ensures that data remains unaltered over the open communication channel. However, DP mecha-

nisms are not fully secure and degrade model accuracy [126]. Thus, it requires special encryption

strategies without degrading system performance. Even though HE solutions are found to be useful

in alleviating the problem of insecure communication related to privacy leakage, they incur huge

computational overhead and require a significant amount of information exchange [148]. Moreover,
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other strategies, such as secure aggregation or trust-based computation, cannot fully guarantee ef-

ficiency; instead, they degrade the model’s accuracy [131]. Furthermore, aggregation mechanisms

may run out of samples for accumulation because of their outlier removal strategy and can trigger

repeated training rounds [29]. Also, state-of-the-art techniques [32] that employ gradient signing

for poisoning attack mitigation struggle with the dying ReLU problem and often lose accuracy due

to the choice of the wrong gradient direction. Additionally, recent hybrid methods [31, 56, 50] may

advance poisoning detection, but their practical deployment remains constrained by computational

and data distribution limitations in real-world FL scenarios.

Since state-of-the-art techniques do not guarantee a poisoning-free environment, a robust de-

fence mechanism capable of detecting, preventing, and efficiently recovering from such attacks

remains critical.

1.3 Goals and Objectives

In this research work, we consider a multilayer defence mechanism against poisoning and infer-

ence attacks to ensure the data privacy and integrity of federated systems. The overall objective is

to fully defend against and recover from poisoning and inference attacks irrespective of the dataset

and training environment. This research has the following three main objectives.

• Develop a highly efficient, robust aggregation strategy to recover from poisoning attacks irre-

spective of datasets and training environments.

• Devise an adaptive client reputation system that can predict client reputation scores for device

selection and client update selection.

• Design an efficient SMPC algorithm to defend against inference attacks.

The overall goal is to design and evaluate an efficient and robust defence mechanism that can detect

compromised devices, and then discard their malicious updates. Overall, it focuses on defending

against poisoning and inference attacks without incurring excessive overhead. We will discuss these

concepts in more detail in subsequent chapters.
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1.4 Thesis Contributions

The main contribution of this thesis is to design and develop a secure defence mechanism that

can defend against poisoning attacks and recover from any attack impacts. The defence mechanism

involves assessing device reputations and devising reliable client selection approach. It also incor-

porates SMPC systems to protect the open communication. The recovery phase aims to develop

dataset and training environment-independent aggregation strategies to remove malicious updates

or reconstruct benign updates from malicious ones. The reconstruction ensures that model training

does not suffer from a lack of data samples. In summary, the contributions of this thesis comprise

of three connected components: robust aggregation, client selection, and inference attack-resistant

techniques.

1.4.1 Robust Aggregation

The robust aggregation mechanism defends against poisoning attacks by mitigating the impact

of malicious client updates during model aggregation. To achieve this, this thesis component pro-

poses FedChallenger, which not only serves as an aggregation strategy but also helps in restricting

malicious participants using a challenge-response mechanism and cosine-similarity-based filtering.

The proposed technique has two versions. The former version incorporates fixed threshold-based

cosine similarity filtering [82]. The latter version introduced a revised zero-trust challenge-response

architecture [88] that actively authenticates all participating devices before and during training ses-

sions. The framework incorporates an improved robust aggregation algorithm utilizing Median Ab-

solute Deviation (MAD)-based [46] trimming to enhance resilience against poisoning attacks. Fur-

thermore, the performance of the extended version is evaluated across multiple benchmark datasets

[135], including comparisons with the most recent techniques [31, 56, 50].

The major contributions of this thesis component are as follows.

• Propose a zero-trust challenge-response-based defence mechanism named FedChallenger to

detect and prevent poisoning attacks.

• Present a trust-based attack detection algorithm that relies on challenge-response information

to compute trust.
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• Introduce a robust aggregation mechanism that applies cosine similarity-based consensus

boosting to benign weights and dynamically prunes malicious updates via MAD for adver-

sarial updates.

• Evaluate the performance of the proposed approach on MNIST, FMNIST, EMNIST, and

CIFAR-10 datasets [135] using different evaluation metrics such as convergence time and

accuracy.

Often challenge-response information accumulation may not be feasible due to deployment en-

vironment or communication burden. Therefore, we proposed another lightweight alternative to

FedChallenger using sign-magnitude of gradients called SignDefence [83]. The major contribu-

tions of this thesis component are highlighted as follows:

• Design the SignDefence technique that uses sign magnitude of gradients and LeakyReLU

with Jaccard Similarity for weight estimation to effectively mitigate poisoning attacks.

• Present an FL architecture that utilizes SignDefence aggregation strategies.

• Propose the SignDefence algorithm to train the model with no or minimal impact of poisoning

samples.

• Evaluate the performance of the proposed SignDefence technique using the Human Activ-

ity Recognition (HAR) dataset [41] with current state-of-the-art Krum [15], Trimmed-Mean

[143], FedAvg [79], Flame [86], and Flod [32] techniques. Further, the evaluations are rigor-

ously conducted under no-attack, attack on Trimmed-Mean, attack on Krum, Min-Max attack,

Min-Sum attack, and Label Flipping attack scenarios.

1.4.2 Client Selection

This component of the thesis introduces Fed-Reputed, a Deep Q-Learning Network (DQN)-

based reputation-driven client selection framework tailored explicitly for HFL in biomedical de-

vices. It is a Deep Reinforcement Learning (DRL)-based HFL strategy that utilizes DQN with Im-

balanced Classification Markov Decision Process (ICMDP) [65] for the unbiased selection of edge

servers and clients, thereby alleviating the rising privacy concerns. More specifically, the ICMDP
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utilizes device capability information to overcome the cold-start problem. The overall contributions

of this thesis component can be summarized as follows:

• Propose Fed-Reputed, a strategy inspired by state-of-the-art DQN strategies and ICMDP to

select proper clients during cold-start and regular phases of training.

• Devise an HFL architecture that leverages the benefits of ICMDP to classify and penalise

malicious and straggler nodes efficiently.

• Propose a modified Bellman equation by incorporating the reputation score, which is com-

puted by the historical Q value, straggler status, malicious status, model training performance,

and resource usage, respectively.

• Extensively evaluate Fed-Reputed on the MNIST and FMNIST datasets and compare it with

SCS [113], MADDPG [77], and RS [79] approaches under different straggler and malicious

scenarios.

1.4.3 Inference Attack-Resistant Techniques

To ensure inference attack resistance, this thesis component introduces Ada-Sign and SignMPC.

Ada-Sign is an adaptive sign-based aggregation method that significantly enhances the robustness

of FL against poisoning attacks and data heterogeneity. Ada-Sign builds upon the concept of signed

gradients but introduces several key innovations:

• Introduce a dynamic thresholding mechanism that automatically adjusts the contribution weight

of each gradient dimension based on Jaccard similarity of gradient signs and MAD computa-

tion, eliminating the need for manual threshold tuning of SignDefence.

• Propose a novel soft weighting scheme that replaces SignDefence’s binary weighted aver-

age with continuous weights, reducing information loss from false positives. Also, Leaky

Weighted aggregation prevents the dying ReLU problem effectively like LeakyReLU with

stable accuracy improvement.

• Devise a DP robust aggregation algorithm to protect gradients against inference and recon-

struction attacks.
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• Introduce a Jaccard-based reliability metric that detects subtle sign-flipping attacks effectively

and retains SignDefence’s computational efficiency while protecting from inference attacks.

By incorporating these advancements, Ada-Sign provides a more resilient, adaptive, and efficient

defence mechanism for FL, ensuring the integrity and performance of the global model even in the

presence of sophisticated adversaries and diverse data distributions. Moreover, it is resilient against

inference and reconstruction attack types due to the involvement of DP.

To further enhance the privacy and security of model updates, SignMPC incorporates Secured

Multi-Party Computation (SMPC). It leverages a multi-layered defence strategy, integrating state-

of-the-art privacy-enhancing techniques with an innovative robust aggregation mechanism. The

framework’s core novelty lies in its ability to adaptively aggregate client updates based on direc-

tional consensus, even when those updates have been perturbed for privacy and transmitted securely.

The key contributions of this work are summarized as follows:

• A unified, multi-layered FL aggregation framework, SignMPC, that synergistically combines

DP, SMPC, and a novel robust aggregation strategy to offer comprehensive protection against

both privacy breaches and poisoning attacks.

• An optimized robust aggregation algorithm that dynamically weights client contributions

based on an adaptive Jaccard similarity threshold of their gradient signs. This approach offers

superior resilience to data poisoning and model divergence attacks compared to traditional

methods.

• The seamless integration of client-side DP to perturb individual gradient updates, ensuring

privacy guarantees for client data before transmission.

• The incorporation of SMPC principles to facilitate the secure transmission and aggregation

of client updates, preventing the central server from observing raw, individual gradient con-

tributions even after DP perturbation.

• A detailed architectural design for SignMPC, elucidating the functional modules on both the

client and server sides, and illustrating the precise data flow through each privacy and robust-

ness enhancement stage.
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1.5 Organization

The remainder of this thesis is organized as follows. In the next chapter, the relevant background

is presented. In Chapter 3, the literature review is discussed. Chapter 4 illustrates the first defence

mechanism, i.e., FedChallenger. Chapter 5 introduces our second mechanism named SignDefence.

The details for the third mechanism namely, Fed-Reputed is provided in Chapter 6. Chapter 7 deatils

Ada-Sign. Following this, Chapter 8 describes the proposed SignMPC technique. Finally, Chapter

9 concludes the thesis with future research directions.
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Chapter 2

Background

In this chapter, we present the relevant background to this thesis. In particular, this chapter

discusses the following topics: classical ML, FL, Byzantine Attacks, Robust Aggregation, Client

Selection, Secure and Private Communication Channels, Adversarial Training, Model Parameter

Recovery, and Byzantine Attack Defence Framework.

2.1 Machine Learning

Classical ML algorithms are designed to find patterns in the data and make predictions based

on those patterns. These algorithms were initially based on statistics and probabilistic reasoning by

measuring the distance between data points, vectors, directions, values, intensities, etc.

Supervised ML and unsupervised ML are two main branches of classical ML. In supervised

learning, supervision is used to show the algorithm the correct output label. This data is labeled,

hence the name supervised learning. On the other hand, in unsupervised learning, the machine is

left to figure out the structure of the data it feeds. This data is not labeled, nor does it have a teacher,

and therefore is called unsupervised learning.

However, classical ML involves centralized data training, where the data is gathered, and the

entire training process executes at the central server. Therefore, data leaves the user machine in the

untrusted world and raises serious privacy concerns. In Fig. 2.1, the classical ML architecture is

shown [66]. The architecture suggests that the data moves from the client to the central server.
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Figure 2.1: Classical ML Training [66].

2.2 Federated Learning

FL is an ML approach that allows multiple devices or entities (such as smartphones, IoT devices,

or edge servers) to collaboratively train a model while keeping the data decentralized and at its

source. This decentralized approach has numerous advantages and applications in various domains.

Figure 2.2: FL Training [144].

One of the key benefits of FL is privacy preservation. Instead of uploading raw data to a central
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server, FL trains a model locally on each device, using data that remains on the device. Only the

model updates (such as gradients) are shared and aggregated across devices. This ensures that

sensitive data, such as personal information or proprietary business data, doesn’t leave the user’s

device or organization’s infrastructure, reducing the risk of data breaches or leaks. Fig. 2.2 shows a

sample FL architecture wherein it is evident that the client does not send their data to the server.

Another advantage of FL is its ability to handle large-scale distributed data. With the prolifer-

ation of edge devices and IoT devices that generate large amounts of data, FL allows these decen-

tralized devices to collaborate and collectively learn from the data without the need to centralize

and transfer the data to a central server. This significantly reduces the bandwidth and computational

requirements, making FL feasible for resource-constrained devices.

FL also enables personalized and context-aware models. Since the training occurs locally on

individual devices, models can be tailored to the specific user’s preferences and behaviour. For

example, in the case of predictive text on a smartphone keyboard, the model can learn the user’s

typing patterns without needing to know the exact text being typed. Additionally, FL can capture

the context of individual devices, such as location, time, or user interactions, without compromising

user privacy.

In terms of applications, FL has numerous use cases. One prevalent application is in healthcare

[2], where sensitive patient data can be kept secure while enabling collaborative model training

across hospitals or research institutions. This allows for the development of robust predictive models

while complying with strict privacy regulations. Also, FL has applications in industries like finance

[76], where financial institutions can collaboratively train models on customer data to detect fraud

patterns without sharing sensitive customer information. Furthermore, FL is helpful in scenarios

where internet connectivity is limited or unreliable, such as remote areas or onboard vehicles. In

these cases, devices can locally train a model and periodically synchronize with a central server

when connectivity is available [152].

Beyond these, FL is increasingly applied in smart city initiatives, allowing various urban sen-

sors and devices to collectively improve services like traffic management, energy optimization, or

public safety without centralizing all raw data [85]. In the realm of personalized user experiences,
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mobile devices can leverage FL to learn user preferences (e.g., keyboard prediction, recommenda-

tion systems) directly on the device, enhancing privacy while improving model accuracy. Moreover,

FL is being explored in industrial IoT for predictive maintenance, where machinery from different

factories can collaboratively train models to predict equipment failures without sharing proprietary

operational data [152]. Lastly, in edge computing, FL enables distributed intelligence, allowing

devices at the network edge to process and learn from data locally, reducing latency and bandwidth

consumption while improving overall system responsiveness [123].

2.3 Byzantine Attacks

The byzantine attack poses a significant challenge in FL because it breaks the assumption that

participating clients are honest and follow the predefined protocol. Data poisoning and model poi-

soning are both considered Byzantine attacks in FL. In data poisoning attacks, malicious clients

upload poisoned data to the global model, which can lead to a significant drop in the model’s accu-

racy. Fig. 2.3 represents a data poisoning attack where label two is trained as label seven. Thus, the

poisoned model outputs label seven instead of two.

Figure 2.3: Data Poisoning (Label Flipping) Attack [92].

In model poisoning attacks, malicious clients upload poisoned models to the global model,

which can also lead to a significant drop in the model’s accuracy. Fig. 2.4, which has been modified
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from [89], shows that the adversary adds up malicious updates, and that propagates in federated

averaging. Therefore, the poisoned model outputs a dog instead of a computer. In a Byzantine

Figure 2.4: Model Poisoning Attack.

attack such as this, some participating clients behave dishonestly or maliciously. These clients may

intentionally send incorrect or misleading updates to the central server aggregating the model. This

attack aims to undermine the accuracy and integrity of the learned model. Since FL operates in a

distributed setting, it is difficult to identify and isolate malicious clients, making it challenging to

defend against Byzantine attacks.

In order to mitigate the Byzantine attack, several defence mechanisms have been proposed,

such as robust aggregation, SMPC, secure aggregation, client reputation Systems, and so on. The

following segments discusses some of these approaches.

2.3.1 Robust Aggregation

FL is a distributed ML mechanism, and each client trains a model in their local data. Thus, to

get a concrete global model, the model parameters from the clients need to be aggregated. More

robust aggregation techniques can be employed instead of using a simple averaging mechanism

to aggregate model updates from clients. These techniques detect and mitigate the influence of
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malicious clients by assigning lower weights to their updates or using techniques like Krum [15],

FedAvg [79], Trimmed-Mean [143], etc. Some of these techniques are discussed below:

Trimmed-Mean

The Trimmed-Mean is calculated by removing a certain percentage of the extreme values from

both ends of the dataset and then taking the average of the remaining values. This method reduces

the impact of outliers while still considering the majority of the data. Equation 1 represents the

Trimmed-Mean calculation process [143].

X (p)←
1

n−2pnp

n−p

∑
i=p+1

x(i) (1)

Here, X (p) represents the Trimmed-Mean, n is the total number of observations, np is the number of

observations to be trimmed from both ends and x(i) is the ith order statistic.

Federated averaging

Federated averaging (FedAvg) is a communication-efficient algorithm for distributed training

with many clients. In FedAvg, clients keep their data locally for privacy protection, and a central

parameter server is used to communicate between clients [79]. The algorithm alternates between

a few local stochastic gradient updates at client nodes and a model-averaged server update. The

rationale behind this generalization is that in Federated Stochastic Gradient Descent (FedSGD) [63],

if all local nodes start from the same initialization, averaging the gradients is equivalent to averaging

the weights. However, in practice, the local nodes may not start from the same initialization, and the

gradients may not be aligned with the weights. Therefore, FedAvg allows local nodes to perform

more than one batch update on local data and exchanges the updated weights instead of the gradients.

wt+1←
∑

n
i=1 niwt,i

∑
n
i=1 ni

(2)

Equation 2 presents the federated averaging mathematical expression [79], where w is the model

weight, n is the number of clients, ni is the number of samples held by client i, and t is the current
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round of training. This equation computes the weighted average of the model weights across all

clients, where the weights are proportional to the number of samples each client holds.

Krum

Krum is a robust aggregation method for FL that aims to tolerate Byzantine participants in

a distributed setting by selecting fewer models for aggregation, attempting to exclude malicious

participants. Each client computes a local model update in Krum and sends it to the server. The

server selects a subset of the clients with the smallest Euclidean distance from the updates of the

other clients. The server aggregates the selected updates using a weighted average. Krum effectively

mitigates Byzantine attacks and outperforms classical aggregation approaches in terms of robustness

when the level of corruption is high while being competitive in the regime of low corruption.

wt+1←
∑

n
i=1 niwt,i−Krum(wt,1, ...,wt,n)

∑
n
i=1 ni−1

(3)

Equation 3 presents the Krum aggregation [15], where w is the model weight, n is the number of

clients, ni is the number of samples held by client i, and t is the current round of training. The

function Krum computes the weighted median of the model weights across all clients, where the

weights are proportional to the number of samples each client holds. The weighted median is

computed by first computing the Euclidean distances between each pair of model weights, then

selecting the model weight with the smallest sum of distances to all other model weights.

FLRAM

FLRAM is a robust aggregation technique for FL that employs a set of strategies during the

client model gradient uploading phase, such as gradient median estimation, distance detection, and

clipping transformations, to filter out benign clients that positively influence the convergence of the

global model.

Robust aggregation techniques are particularly useful in situations where the data is prone to

errors or when outliers are possibly skewing the results. For example, in financial analyses, where

extreme values can significantly affect overall performance indicators, robust aggregation methods
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can provide a more accurate representation of the underlying trend.

2.4 Client Selection

Regarding data dissemination and hardware setups, clients in FL show notable variability. The

local updates from heterogeneous clients may not be effectively utilized by randomly picking clients

in each training cycle, which could lead to decreased model accuracy, a slower rate of convergence,

compromised fairness, etc. Diverse client selection methods have been developed to address the FL

client heterogeneity problem, demonstrating a potential improvement in performance [39]. Before

each training session, client selection algorithms select preferred users to take part in based on

factors such as the users’ data, device performance, and level of trust. Improved model accuracy,

increased fairness, stronger robustness, and reduced training overhead can all be achieved with an

efficient FL client selection approach. In the following subsections, we are going to discuss some

client selection strategies.

2.4.1 Randomized Sampling

Randomized sampling techniques should be used in the client selection process to prevent tar-

geted attacks. This lessens the possibility that Byzantine clients may coordinate their operations on

particular rounds or client subsets. The fundamental concept of Randomized Sampling is to choose

a subset of clients at random to take part in the training session. Lowering the influence of mali-

cious clients can aid in lessening the effects of Byzantine attacks. Stratified sampling is one method

for carrying out Randomized Sampling. This method divides the clients into strata according to

reputation scores. One stratum is designated for clients with high reputation scores and another for

those with poor scores. When it is necessary to choose a subset of clients, those clients are chosen

at random.

2.4.2 Client Reputation Systems

Client Reputation Systems (CRS) are a class of mechanisms that can be used to defend against

Byzantine attacks in distributed systems. The basic idea behind CRS is to assign a reputation score
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to each client based on their past behaviour. Clients with high reputation scores are trusted more

than those with low scores. This can help to mitigate the impact of Byzantine attacks by reducing

the influence of malicious clients. One approach to implementing a CRS is to use a weighted voting

scheme [147]. In this scheme, each client is assigned a weight based on its reputation score. When

a decision needs to be made, the clients’ votes are weighted according to their reputation scores.

This can help ensure that the most trustworthy clients make decisions. Another approach is to use a

threshold-based scheme [107]. In this scheme, clients are classified into trustworthy and untrustwor-

thy. Clients that are classified as trustworthy are allowed to participate in the system, while those

that are classified as untrustworthy are excluded. The threshold for classifying clients can be set

based on their reputation scores. There are several challenges associated with implementing a CRS.

One challenge is to ensure that the reputation scores are accurate. This can be difficult to achieve in

practice, as clients may be able to manipulate their reputation scores. Another challenge is ensuring

the system is resilient to collusion attacks, where multiple malicious clients work together to subvert

the system.

Despite these challenges, CRS can be an effective mechanism for defending against Byzantine

attacks. By assigning reputation scores to clients, CRS can help reduce the impact of malicious

clients and improve the system’s overall security.

2.5 Secure and Private Communication Channels

Secure and Private Communication Channels (SPCC) are a class of mechanisms that can be

used to defend against Byzantine attacks in FL. The basic idea behind SPCC is to ensure that the

communication channels between the clients and the server are secure and private. This can help to

mitigate the impact of Byzantine attacks by reducing the influence of malicious clients. To ensure

secure and private exchange SMPC, and HE are used [52].

Secure Multi-Party Computation

SMPC is a cryptographic technique that enables different parties to perform a computation using

their private data without revealing it to each other [156]. SMPC is a subfield of cryptography that
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aims to create methods for parties to jointly compute a function over their inputs while keeping

those inputs private.

The foundation for SMPC started in the late 1970s with the work on mental poker, crypto-

graphic work that simulates game playing/computational tasks over distances without requiring a

trusted third party. Traditionally, cryptography was about concealing content, while this new type of

computation and protocol is about concealing partial information about data while computing with

the data from many sources and correctly producing outputs.

SMPC provides a protocol where no individual can see the other parties’ data while distributing

the data across multiple parties. It allows data scientists and analysts to compute privately on the

distributed data without exposing it. The computation is based on the secret sharing [53] of all the

inputs and zero-knowledge proofs for a potentially malicious case, where most honest players in the

malicious adversary case assure that bad behaviour is detected and the computation continues with

the dishonest person eliminated or their input revealed. SMPC has been used in various applications

such as privacy-preserving data mining, secure auctions, and secure voting [156].

Homomorphic Encryption (HE)

HE is a cryptographic technique that enables computations to be performed on encrypted data

without decryption [150]. In FL, HE can be used to protect user data privacy during model training

and aggregation. By encrypting the model weights and gradients, clients can securely transmit their

updates to the server without revealing their private data [74]. Researchers have proposed various

secure aggregation protocols for FL, such as Secure Aggregation via Secret Sharing (SAS), Secure

FL framework using HE and Verifiable Computing (HEVC), and Privacy-preserving FL based on

Multi-key Homomorphic Encryption (MKHE) [75]. These protocols aim to provide strong security

guarantees for FL while preserving the accuracy and efficiency of the learning process.

E(m1) ·E(m2) = E(m1 +m2) (4)

Here, Eq. 4 demonstrates the additive homomorphic property of HE, where E is the encryp-

tion function, m1 and m2 are plaintext messages, and + is the addition operation. This additive
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homomorphic property allows the encrypted sum of two plaintext messages to be computed by

multiplying their corresponding ciphertexts.

Differential Privacy

DP provides provable protection against inference attacks in FL by ensuring model updates

reveal minimal information about individual data points. A randomized mechanism M satisfies

(ε,δ )-DP if for all neighboring client update setsW,W ′ differing by one client’s data:

Pr[M(W) ∈ S]f eε ·Pr[M(W ′) ∈ S]+δ (5)

FL systems implement DP through three core techniques [3]:

1) Gaussian Noise Injection: Clients perturb updates withN (0,σ2), where σ = ∆2

ε

√

2ln(1.25/δ ).

2) Update Clipping: Enforces L2-sensitivity bounds via ||wi||2 f τ .

3) Privacy Amplification: Achieved through secure aggregation and subsampling [11].

2.6 Adversarial Training

A method for strengthening ML models’ resistance to adversarial attacks is called adversarial

training. Adversarial training can be applied in FL to strengthen the security of the model updates

during aggregation. Through the creation of adversarial instances and their integration into the

training procedure, the model can acquire increased resilience against these types of attacks [99].

Researchers have proposed numerous adversarial training techniques, including Federated Ad-

versarial Training (FAT) [160], Federated Adversarial Learning (FAL) [62], and Federated Adver-

sarial Training with Dynamic Weighting (FedDynAT) [99]. By using these techniques, FL models

should be more resilient to several types of adversarial assault, including evasion, inference, and

poisoning attacks.
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2.7 Model Parameter Recovery

In FL, malicious clients can poison the global model by sending malicious model updates to the

server. The robust aggregation strategies remove malicious client updates [34, 15, 79] to recover

from poisoning attacks. However, there is a chance that the federated server runs out of minimum

samples for aggregation. In this scenario, the federated server has to call for repeated training.

Therefore, model parameter reconstruction can recover an accurate global model from poisoning

attacks with a small computation and communication cost for the clients. The key idea is that the

server estimates the clients’ model updates instead of asking the clients to compute and commu-

nicate them during the recovery process. In particular, the server stores the historical information,

including the global models and clients’ model updates in each round, when training the poisoned

global model before the malicious clients are detected. During the recovery process, the server

estimates a client’s model update in each round using its stored historical information [21].

2.8 Byzantine Attack defence Framework

Byzantine attacks are a significant threat to the security and privacy of FL systems. To mitigate

this threat, researchers have proposed various defence mechanisms, such as Byzantine-resistant

aggregation algorithms, client selection strategies, and secure communication protocols [102, 119].

However, these mechanisms may not be sufficient to provide complete protection against Byzantine

attacks.

Researchers have proposed Byzantine attack-proof frameworks that provide strong security

guarantees for FL systems to address this issue. These frameworks typically involve a combina-

tion of multiple defence mechanisms, such as Byzantine-resilient aggregation, client selection, and

secure communication, to achieve robustness against Byzantine attacks [102, 130].

However, existing frameworks utilize techniques that suffer from accuracy and efficiency. There-

fore, a robust defence framework that can be efficient and accurate is required.
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Chapter 3

Literature Review

In this chapter, we compare and contrast relevant related works of this thesis. We subdivided the

related works into client selection, protected communication techniques, and aggregation strategies.

3.1 Aggregation Strategies

In FL [79], the federated server averages model parameters accumulated from participating

clients. However, the standard averaging mechanism cannot prevent the impact of malicious updates

on the model. Therefore, robust Byzantine aggregation and verification-based strategies have been

proposed in the literature to mitigate the effects of poisoning attacks.

In Byzantine attacks, adversaries ultimately control authenticated client devices to alter their

behaviour, which can affect the model’s accuracy. Krum [15] and Fang et al.’s [34] approach can

offer defence against Byzantine attackers with a robust aggregation strategy. Krum removes poi-

soned updates by computing the Euclidean distance between model updates. However, a single

model parameter can influence Euclidean distance [34]. Therefore, Bulyan first selects local model

updates based on the Euclidean distance. Before aggregation, it identifies the model parameters

closest to the median and computes their mean to select as one of the model parameters. However,

Bulyan can be affected by attacks that are effective on Krum, as it executes Krum many times and

computes the pairwise Euclidean distance. Therefore, Fang et al.’s scheme [34] removes outliers in

model parameters that negatively impact the accuracy and loss of the model. However, to estimate a
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particular benign model parameter, Trimmed-Mean [143] orders the model parameters and discards

the smallest and largest values from the model parameters while calculating their mean. Another

strategy, named FABA [132], offers fast aggregation against Byzantine attacks by iteratively dis-

carding model updates that are distant from the average model updates. Liu et al. [67] discard

model updates by detecting the difference between benign and malicious updates using the Pearson

correlation coefficient.

Some defence mechanisms [13, 117, 111] compute the negative impact of data samples by

considering their contribution to the error rate. These types of strategies remove training samples

with a more considerable negative impact. However, another defence mechanism TRIM [48] tries

to minimize the loss function while inferring a training subset from a given model parameter and

discards data samples that do not belong to the inferred subset.

While a verification-based strategy, BAFFLE [9] utilizes a feedback-based learning mechanism

using a set of validating clients to determine if global communication round updates have been

poisoned. However, validating clients may not detect malicious updates, as attackers might use

other datasets or techniques to blend poisoned samples. On the other hand, the FAT technique

[160] can predict the gradient using another model to detect and mitigate the impact of the poisoned

update. However, this technique requires another model and may need to be revised when applied

to a new dataset. In [154] and [55], authors utilize Generative Adversarial Networks (GAN) [28] to

generate auditing datasets. Using that dataset along with a classifier, they try to predict adversarial

updates. To do so they train a classifier to predict malicious samples [42].

However, GAN behaves differently on IID and non-IID datasets [10, 158]. Also, the different

distribution of data of FL affects this solution [1]. Another verification strategy proposed by Yu et

al. [25] considers a digital signature and a trusted environment to detect any alteration in the model.

On the other hand, Ronald et al. [30] and Jithish et al. [51] trains an SVM classifier to distinguish

between benign and malicious updates. FLARE [120] can assign a trust score to the local model

updates by calculating the penultimate layer representation vector, showing an enormous difference

between benign and malicious models. However, their trust computation often requires significant

initial information [18].

Recent advancements have brought forth several key techniques to defend against poisoning
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attacks in FL, including Stake [31], Shap [56], and Cluster [50]. Stake utilizes blockchain tech-

nology for update aggregation, where clients submit their local updates to a blockchain network.

The aggregation occurs on the chain, and designated ”voters” then validate these updates. Accep-

tance by a majority rewards both voters and proposers, while unaccepted updates result in penalties

for the involved parties. While robust, this method’s reliance on blockchain can introduce signifi-

cant computational complexity. In contrast, the Shap technique employs SHAP values to identify

telltale signs of poisoning attacks within the feature space. However, this approach requires a refer-

ence dataset for SHAP computation, which conflicts with the privacy principles of FL. The Cluster

technique, on the other hand, uses source and target neurons as distinctive features for detecting La-

bel Flipping attacks, enabling an HDB-SCAN cluster [142] to differentiate between malicious and

benign samples. Yet, clustering techniques are generally limited to common clustering problems,

and analyzing the feature space often demands prior knowledge about the dataset. Beyond these,

methods like FLGuardian [157] have pioneered layer-wise defence mechanisms, using cosine sim-

ilarity or Euclidean distance and weighted trust scoring to detect anomalous updates by comparing

pairwise similarities across neural network layers. However, FLGuardian struggles against adap-

tive poisoning attacks that cunningly manipulate gradients to evade distance-based detection. Its

reliance on static clustering algorithms may also falter against dynamic attacks that gradually shift

malicious updates to mimic benign patterns, especially in non-IID settings where natural layer-wise

variations exist. Additionally, such methods can face high computational overhead when scaling to

complex models, as pairwise comparisons across all layers and clients become prohibitively expen-

sive. In a different vein, AIDFL [24] introduces a novel information-theoretic framework that lever-

ages conditional entropy and mutual information metrics. These metrics are inherently independent

of data distributions and detect poisoning attacks by examining the structural relationships between

data and model layers. Unlike traditional methods that employ static clustering or aggregation rules,

AIDFL implements a multi-level defence protocol that combines K-means clustering [104] with dy-

namic anomaly detection based on information flow patterns across network layers. While AIDFL’s

information-theoretic approach effectively handles non-IID data, its reliance on mutual entropy cal-

culations incurs higher computational overhead, and it lacks explicit client authentication for update
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verification. Further defence mechanisms include MSGuard [140], which integrates sign statis-

tics, cosine similarity, and spectral anomaly scores within a Mean Shift clustering model to detect

Byzantine attacks without requiring prior knowledge of attacker counts. However, its dependence

on gradient magnitude filtering might inadvertently discard legitimate updates in non-IID settings,

and the computational cost of multi-feature clustering could impede scalability in large-scale FL

systems. In contrast, TDF-PAD [7] utilizes the Interquartile Range (IQR) to categorize models as

poisoned, benign, or ambiguous, and subsequently applies Z-score analysis to the ambiguous cases.

While its adaptive thresholds enhance robustness in non-IID scenarios, computational costs might

slow convergence, and dynamic attacks could still evade detection. Lastly, PurifyFL [93] combines

Homomorphic Encryption (HE) with poisoning attack detection through cosine direction analysis of

updates. While its single-server design improves practicality by supporting additive and multiplica-

tive ciphertext operations, this approach may inadvertently filter benign updates due to directional

thresholds. It can impose significant computational burdens on resource-constrained devices.

While these existing defence mechanisms can defend against particular attack types, they present

significant limitations that hinder their effectiveness in real-world FL deployments. Table 3.1 pro-

vides a comprehensive analysis of these research gaps and demonstrates how the proposed Fed-

Challenger and SignDefence techniques address these critical limitations. The study reveals that

current approaches suffer from fundamental issues, including the lack of attack propagation mitiga-

tion, the absence of multi-layer defence strategies, reactive rather than proactive attack prevention,

high computational overhead, and limited adaptability to different deployment environments.

As illustrated in Table 3.1, the existing defence mechanisms do not consider mitigating attack

propagation in federated aggregations. Additionally, they do not offer multi-layer defence with

challenge-response and aggregation to prevent and mitigate poisoning attacks. The proposed Fed-

Challenger addresses these limitations through a zero-trust challenge-response architecture that in-

corporates continuous authentication and MAD-based robust aggregation. FedChallenger utilizes

a trust-based attack detection algorithm that relies on challenge-response information to compute

trust scores and introduces a robust aggregation mechanism that applies cosine similarity-based

consensus boosting to benign weights while dynamically pruning malicious updates.

For environments where challenge-response information accumulation may not be feasible due
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Table 3.1: Research Gap Analysis: Comparison of Existing Limitations and Proposed Solutions

Research Gap Description Existing Limitations FedChallenger Solu-

tion

SignDefence Solution

Attack Propaga-

tion Mitigation

Existing mechanisms

don’t consider mitigat-

ing attack propagation in

federated aggregations

Current defences focus

on individual attack de-

tection but don’t prevent

the spread of malicious

updates across the feder-

ation

Zero-trust challenge-

response architecture

that actively authenti-

cates all participating

devices before and dur-

ing training sessions

Sign-magnitude gradient

analysis prevents prop-

agation by identifying

malicious patterns at the

gradient level

Multi-layer de-

fence

Lack of comprehensive

multi-layer defence

combining challenge-

response and aggrega-

tion mechanisms

Most solutions provide

single-layer protection

(either detection OR

aggregation, not both)

Dual-layer approach:

Challenge-response

authentication + robust

aggregation with MAD-

based trimming

Lightweight multi-layer:

Sign-magnitude analysis

+ LeakyReLU with

Jaccard Similarity for

weight estimation

Real-time Attack

Prevention

Existing methods are re-

active rather than proac-

tive in preventing attacks

Solutions like Krum

[15], Bulyan [81], and

Trimmed-Mean [143]

detect attacks after they

occur

Proactive prevention

through continuous

device authentication

and trust computation

Immediate detection

through real-time gradi-

ent sign analysis

Computational

Efficiency

Heavy computational

overhead in existing

robust aggregation meth-

ods

Methods like Bulyan re-

quire multiple Krum ex-

ecutions and pairwise

distance calculations

Cosine similarity-based

consensus boosting

reduces computational

complexity while main-

taining robustness

Lightweight design

using sign-magnitude

operations, significantly

reducing computational

burden

Dynamic Thresh-

old Adaptation

Fixed threshold-based

approaches cannot adapt

to varying attack intensi-

ties

Solutions like FABA

[132] and correlation-

based methods use static

thresholds

MAD-based dynamic

pruning adapts thresh-

olds based on statistical

deviation of updates

Adaptive sign-

magnitude thresholds

adjust based on gradient

patterns

Trust-based Au-

thentication

Lack of continuous trust

assessment for partici-

pating devices

Existing solutions as-

sume device authenticity

after initial verification

Trust-based attack detec-

tion algorithm continu-

ously computes and up-

dates device trust scores

Implicit trust through

gradient consistency -

devices with consistent

sign patterns are deemed

trustworthy

Communication

Overhead

Heavy communication

requirements for valida-

tion and verification

Solutions like BAFFLE

[9] require additional

validating clients, in-

creasing communication

burden

Optimized challenge-

response protocol

minimizes communica-

tion overhead

Minimal communication

- uses only sign informa-

tion of gradients, reduc-

ing data transmission

Deployment Flexi-

bility

Limited adaptability to

different deployment en-

vironments

Most solutions require

specific infrastructure or

additional models (like

FAT [160] requiring an-

other model)

Configurable architec-

ture with two versions

(fixed and dynamic

threshold) for different

deployment scenarios

Environment-agnostic

design that works across

various deployment con-

texts without additional

infrastructure

Attack Type Gen-

eralization

defence mechanisms are

specialized for particular

attack types

Solutions are effective

against specific attacks

but vulnerable to others

Comprehensive defence

against multiple attack

types through combined

authentication and ag-

gregation

Broad spectrum protec-

tion effective against

Min-Max, Min-Sum,

and Label Flipping

attacks

Performance Un-

der non-IID Data

Limited effectiveness in

FL’s inherent non-IID

data distribution

GAN-based solutions

[154, 55] and other

methods perform poorly

with non-IID data distri-

butions

Robust performance

across different data

distributions through

statistical aggregation

methods

Distribution-agnostic

approach using sign-

magnitude analysis that

works regardless of data

distribution

to deployment constraints or communication burden, SignDefence provides a lightweight alterna-

tive. SignDefence leverages sign-magnitude of gradients with LeakyReLU and Jaccard Similarity
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for weight estimation to effectively mitigate poisoning attacks while maintaining minimal commu-

nication overhead. This approach offers broad spectrum protection against various attack types in-

cluding Min-Max, Min-Sum, and Label Flipping attacks, making it suitable for diverse deployment

scenarios.

Both proposed solutions represent significant advances over existing approaches by providing

comprehensive, efficient, and adaptable defence mechanisms that address the fundamental research

gaps identified in current FL security literature, as comprehensively analyzed in Table 3.1.

3.2 Client Selection Approaches

Client selection is a critical stage of FL, and improper client selection can lead to the inclu-

sion of malicious clients. This section presents a detailed examination of various client selection

algorithms, highlighting their strengths, weaknesses, and the implications of their application in FL

environments. Client selection algorithms are subdivided into randomized selection [91], weighted

sampling [159], performance-based selection [39], reinforcement learning-based selection [95], and

reputation-based selection [77]. A comprehensive comparison of these approaches and their lim-

itations is presented in Table 3.2, while the specific research gaps addressed by Fed-Reputed are

detailed in Table 3.3.

Randomized client selection algorithms randomly choose a subset of clients for model updates

in each round. These algorithms are simple to implement and require minimal communication

overhead [91]. Randomization can also provide fairness in client participation [23]. However,

the lack of control over the quality of client updates and potential imbalances in the distribution of

updates may result in slow convergence and suboptimal model performance [124, 39]. Additionally,

Lei et al. [39] suggest that clients cannot be randomly selected; instead, they should be chosen based

on their utility.

Weighted client selection algorithms [159, 38] assign different weights to clients based on their

characteristics, such as available computational resources or data distribution. They enable the

prioritization of more capable or representative clients, potentially improving overall learning ef-

ficiency and model performance [159]. However, determining appropriate weights and accurately

29



representing client capabilities can be challenging [72]. Additionally, weighted sampling may lead

to biased model updates if not carefully calibrated [38].

On the other hand, performance-based algorithms select clients based on their historical per-

formance, considering factors such as model update quality and convergence speed [39]. Using

the client’s performance history can help identify high-quality contributors, thereby enhancing the

overall learning process [94]. However, the need for continuous monitoring and evaluation of client

performance may introduce additional computational overhead [4]. Moreover, clients with poor ini-

tial performance might be excluded, potentially limiting the exploration of the global model space

[103].

Some proximal algorithms consider both local and global model parameters, penalizing clients

whose updates deviate significantly from the global models. They can promote model consistency

between clients, reducing the risk of model divergence [17]. However, determining appropriate

penalty functions and tuning hyperparameters can be non-trivial [145]. Additionally, these methods

may be sensitive to outliers, which can affect convergence.

Reinforcement learning-based [149] client selection algorithms employ reinforcement learning

techniques to adapt the client selection strategy dynamically. Adaptive client selection allows for

real-time adjustments based on the evolving FL environment. A DRL approach proposed in [95]

considers heavy resource consumption as a sign of attacker presence. They even consider longer

training times to be suspicious behaviour. Their DRL algorithm utilizes Q-Learning and identifies

trusted and non-trusted clients. However, the approach did not address the solution to the cold-start

problem. Training effective reinforcement learning models for client selection requires significant

computational resources [151]. Moreover, the interpretability and transparency of such models may

be limited [12].

Another technique called FedMCCS [5] models the FL client selection as a multi-objective

regression function and filters out clients based on training time, memory, CPU, and energy con-

sumption. Another energy-saving approach, called FedLE [128], considers the available battery life

of edge-IoT devices and utilizes a Convolutional Neural Network (CNN) to select the proper client.

They train part of the model to identify similar clients and cluster them, ensuring that similar clients

are preserved for backup selection and preventing the selection of low-powered clients.
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Another cluster-based approach named Flame [86], group similar updates using HDBSCAN

with cosine distance before applying adaptive noise and clipping. While Flame enhances resilience

against certain attacks, its reliance on cosine similarity in high-dimensional spaces can result in

misclustering under sign-flipping attacks, and its noise injection may degrade model performance.

A Multi-Armed Bandit approach [8] considers training time and local loss as criteria for client

selection, and based on these criteria, it rewards clients. FedMiNT [125], on the other hand, employs

a matching strategy for client association with the proper server and utilizes a bootstrapping server to

gather initial training accuracy. However, these approaches could not resolve the cold-start problem

[125] correctly, and they are specific to particular client selection problem types. Therefore, Fed-

Reputed has been proposed as a standalone solution for client selection, considering the cold-start

problem and the detection of clients’ misbehaviour.

Client reputation systems can be a practical approach to address the challenges of client selection

in FL [124]. They may help identify honest and dishonest clients within the network, which can

enhance security mechanisms and learning performance. Client reputation is often determined by

the performance and contribution of the client to the environment. These measurements can be used

to identify honest (high contribution) and dishonest (low contribution) clients in the network, which

can help security mechanisms to be more effective [122]. In a different approach [134], a reverse

auction mechanism was implemented alongside an incentive system for reputable clients. This work

used a Deep Reinforcement Learning (DRL) algorithm to select highly reputable clients optimally.

A reputation-aware stochastic integer programming-based FL client selection method (SCS)

[113] considered client selection cost and modelled the client selection problem as a stochastic in-

teger program (SIP) to handle the uncertainties in proper client selection, including the cold-start

problem. It also considers optimal client selection from both low- and high-reputation pools to en-

sure fairness in selection. However, this approach employed a third-party defence called FoolsGold

[40] for attack detection and prevention. Moreover, SIPs lead to additional complexity in the FL

training process and incur high computational costs. Alternatively, the MADDPG approach [77]

utilizes the DRL mechanism known as Multi-Agent Deep Deterministic Policy Gradient to adjust

the reputation threshold. However, this approach did not effectively address the cold-start problem.

Additionally, it relied on a third-party defence mechanism for malicious node detection.
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Table 3.2: Comparison of Client Selection Techniques and Research Gaps Addressed by Fed-

Reputed

Technique Key Approach Strengths Limitations Gap Ad-

dressed by

Fed-Reputed

Cold-Start

Handling

Randomized

Selection [91]

Random subset

selection

Simple implemen-

tation, fairness

No quality con-

trol, slow conver-

gence

Device

capability-

aware selection

No

Weighted

Sampling

[159]

Weight-based

prioritization

Resource-aware se-

lection

Difficult weight

calibration, bias

risk

Automated

weight learning

via DQN

Partial

Performance-

based [39]

Historical

performance

metrics

Quality contributor

identification

Excludes poor ini-

tial performers

Balanced

exploration-

exploitation

No

Proximal Al-

gorithms [17]

Local-global

parameter devi-

ation

Model consistency

promotion

Hyperparameter

sensitivity

Adaptive

penalty via

Bellman equa-

tion

No

DRL-based

[95]

Q-Learning for

trust assessment

Adaptive real-time

selection

High compu-

tational cost,

cold-start issue

ICMDP with

hierarchical

framework

No

FedMCCS [5] Multi-objective

regression

Resource con-

sumption filtering

Specific to re-

source constraints

Comprehensive

misbehavior

detection

No

FedLE [128] CNN-based

clustering

Energy-aware

selection

Limited to

battery-powered

devices

Universal de-

vice capability

handling

Partial

Multi-Armed

Bandit [8]

Reward-based

selection

Training time opti-

mization

Limited explo-

ration strategy

Enhanced ex-

ploration via

ICMDP

No

FedMiNT

[125]

Matching strat-

egy

Server-client asso-

ciation

Bootstrapping de-

pendency

Self-contained

reputation sys-

tem

Partial

SCS [113] Stochastic

integer pro-

gramming

Fairness guarantee High complexity,

third-party depen-

dency

Independent

defence mecha-

nism

Yes

MADDPG

[77]

Multi-agent

DRL

Adaptive threshold Third-party

dependency, cold-

start

Integrated mali-

cious detection

No

Fed-Reputed DQN-based

ICMDP with

modified Bell-

man equation

Comprehensive

misbehavior de-

tection, cold-start

handling, device-

aware selection

- All above gaps

addressed

Yes
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Table 3.3: Key Research Gaps and Fed-Reputed Solutions

Research Gap Existing Limitations Fed-Reputed Solution

Cold-Start Problem Most techniques fail to

handle new clients with-

out historical data

Hierarchical framework with device

capability bootstrapping

Malicious vs Straggler

Differentiation

Existing methods treat

both as similar problems

ICMDP classifier specifically designed

for misbehavior classification

Third-Party Dependency Many approaches rely on

external defence mecha-

nisms

Self-contained reputation and detection

system

Herding Problem High-reputation clients

are over-selected

Modified Bellman equation balances

exploration-exploitation

Device Heterogeneity Limited consideration of

diverse device capabilities

Comprehensive device capability in-

formation integration

Computational Complex-

ity

Complex mathematical

models (SIP, MADDPG)

Efficient DQN-based approach with

manageable complexity

Fairness vs Performance

Trade-off

Difficulty in balancing

fair selection with optimal

performance

Reputation-based fair selection with

performance guarantees

Real-time Adaptability Static approaches cannot

adapt to dynamic FL en-

vironments

Dynamic reputation updating with

Markov Decision Process

As illustrated in Table 3.2, existing client selection techniques suffer from various limitations,

including the inability to handle cold-start scenarios, difficulty in differentiating between malicious

and straggler clients, dependency on third-party mechanisms, and computational complexity issues.

Table 3.3 specifically outlines how Fed-Reputed addresses these fundamental challenges through

its comprehensive approach, incorporating device capability information, modified Bellman equa-

tions, and ICMDP-based classification. The proposed Fed-Reputed technique addresses multiple

research gaps simultaneously, offering a comprehensive solution that existing approaches handle

only partially or not at all.

3.3 Inference Attack-Resistant Techniques

Secure Multi-Party Computation (SMPC) serves as a fundamental component in safeguarding

privacy and security within FL, a collaborative machine learning paradigm that encompasses mul-

tiple participating entities. SMPC-integrated FL frameworks typically require several rounds of
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communication between participants to achieve secure parameter aggregation, which remains fun-

damental for mitigating inference attacks [74]. Vertical Federated Learning (VFL) has emerged

as a practical approach to multi-party secure computation in machine learning contexts, facilitating

the acquisition of comprehensive datasets while maintaining the privacy of individual data custodi-

ans [59]. Furthermore, FL implementations frequently require the incorporation of multi-party com-

putation methodologies to deliver robust privacy assurances, mitigating potential inference attacks

and ensuring that untrusted aggregation servers cannot access isolated responses from participating

entities during the training phase [136].

One notable approach [109] enables the execution of distributed machine learning in a privacy-

preserving framework, where end-hosts remain unaware of clients’ actual model architectures. An

alternative methodology involves utilizing blockchain technology to enhance FL security [138].

Blockchain-integrated FL systems can protect individual data point privacy while ensuring that

model parameters do not disclose information regarding the specific data points employed in local

model training [90]. The BlockchainMPC framework [52] introduces a decentralized, verifiable

FL architecture that leverages blockchain technology for secure aggregation and tamper-resistant

storage, while critically employing SMPC for privacy-preserving model verification, directly elim-

inating poisoned models and protecting local parameters from inference and stealing attacks.

This methodology prioritizes privacy preservation while eliminating compromised local models

through an encrypted inference process via SMPC for verification prior to aggregation, protecting

membership inference and parameter-stealing attacks. However, this technique demands substantial

computational resources and requires extended convergence times, as highlighted in Table 3.4.

Another significant technique for SMPC implementation in FL involves HE. HE represents an

encryption paradigm that enables computations to be executed on encrypted data without requiring

prior decryption. This capability proves particularly valuable in FL contexts as it permits model

parameters to be encrypted before transmission to central servers, thereby ensuring the protection

of individual data point privacy. López-Al et al. [71] proposed an NTRU encryption system [44]

based on LTV12, which utilizes linearization and modulus switching technologies to achieve a

levelled multi-key fully HE scheme. However, this approach suffers from the substantial compu-

tational complexity associated with decryption operations. While more efficient protocols, such as
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DHS16 [33], have been proposed, NTRU-based MK-FHE schemes remain impractical due to their

considerable decryption complexity and high communication overhead.

The application of alternative types of FHE schemes for MK-FHE was initially discussed by

Michael et al. [71]. Further simplifications in the ciphertext extension process and multiple multi-

party computations (MPC) rounds have been introduced [36]. Nevertheless, the ciphertext size

in these schemes increases exponentially with the number of participants, resulting in infeasible

communication and storage costs for practical implementation scenarios. In 2019, Chen et al. [69]

proposed MK-BFV and MK-CKKS, multi-key variants of the fully HE schemes BFV [127] and

CKKS [110]. In these schemes, the ciphertext length increases linearly with the number of par-

ticipants. The implementations of MK-BFV and MK-CKKS provide the first experimental results

of MK-HE with packed ciphertexts. However, the distributed decryption of a multi-key ciphertext

requires an additional secure method, as it poses the risk of privacy leakage.

Beyond the realm of FHE, other privacy-preserving techniques in FL face their own set of chal-

lenges. For instance, secure differentially private stochastic gradient descent (DPSGD), as demon-

strated by Ruan et al. [96], can effectively prevent membership inference attacks. The authors claim

their approach minimizes accuracy loss caused by differential privacy (DP) through local data-based

model initialization and data-independent feature extraction.

However, recent studies have revealed unexpected vulnerabilities even in these privacy-preserving

FL methods. While DP is designed to protect against inference attacks, Hossain et al. [45] show that

it can inadvertently enable stealthy model poisoning (DeSMP). The DP noise can mask malicious

updates, making them harder to detect. To counter this, they propose a reinforcement learning-

based defence that dynamically adjusts DP noise levels, albeit introducing latency due to iterative

policy updates. Complementing these efforts, Zhi et al. [35] presented a dual-party secure com-

munication framework utilizing a semi-homomorphic Gradient Boosting Machine (SecureGBM).

While they claimed to reduce communication overhead caused by Homomorphic Encryption (HE)

through stochastic approximation, their approach still incurred a 3% accuracy loss. These con-

trasting findings highlight the complex trade-offs between privacy, security, and performance in

designing robust FL systems.

Another gradient boosting strategy, SimFL [61], utilizes locality-sensitive hashing to determine
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data similarity. The experimental evaluation suggests accuracy improvement, but the approach is

limited to horizontal FL applications.

In another investigation, Shi et al. [101] proposed an efficient Multi-participant Vertical FL

based on Secret Sharing (MVFLS). Secret sharing replaces HE in their improved multi-party VFL,

significantly enhancing communication and computation efficiency. In a separate study, Wang et

al. [121] proposed a novel FL scheme based on SMPC and DP. The scheme prevents inference

during both the learning process and output inference phases. Maurya et al. [78] developed an

SMPC-based healthcare framework with dynamic edge thresholding, though communication over-

head and data heterogeneity issues persist.

Another approach to SMPC implementation in FL involves secure aggregation [106]. Secure

aggregation is a technique that enables central servers to aggregate model parameters from all par-

ties without revealing individual model parameters. A recent study proposed a secure aggregation

framework, Multi-RoundSecAgg [106], with multi-round privacy guarantees. This framework in-

troduces a novel metric to quantify the privacy guarantees of FL over multiple training rounds.

It develops a structured user selection strategy that guarantees the long-term privacy of each user

across any number of training rounds. The framework also carefully considers fairness and the

average number of participating users at each round. Another paper [16] proposes a practical and

secure aggregation protocol for FL on user-held data. It considers training a deep neural network in

the FL model using distributed stochastic gradient descent across user devices. The proposed pro-

tocol allows a collection of mutually distrustful parties, each with a private value, to collaboratively

compute the sum of those values without revealing the values themselves.

However, despite the potential of SMPC in FL, several limitations and challenges require atten-

tion. Existing studies have identified that current SMPC approaches need to be more efficient and

effective for practical implementation. Additionally, for certain types of computation, the final re-

sult can reveal information about the inputs, posing a significant challenge to the privacy guarantees

provided by SMPC. Furthermore, the efficiency and scalability of SMPC-based FL remain areas of

concern, particularly in industrial-scale applications, as detailed in Table 3.4.

To address these limitations, researchers have proposed various approaches and frameworks.
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Table 3.4: Research Gaps in Existing Techniques and Solutions Provided by Ada-Sign and Sign-

MPC

Technique Key Research Gaps How Ada-Sign Addresses How SignMPC Addresses

SMPC-FL [74] High computational

overhead, slow

convergence, lacks

adaptive mechanisms

DP integration provides pri-

vacy with lower overhead,

adaptive threshold eliminates

manual tuning

Combines HE+DP+SMPC

for comprehensive protec-

tion, adaptive aggregation

improves convergence

Blockchain

MPC [52]

Extremely resource-

intensive, impractical

for real-world deploy-

ment

Lightweight sign-based oper-

ations with DP protection

Eliminates blockchain over-

head while maintaining se-

curity through multi-layered

HE+DP+SMPC approach

HE [71] Exponential complex-

ity growth, ciphertext

size explosion, poor

scalability

Avoids HE entirely, uses DP

for privacy with sign-based

efficiency

Optimized HE integration

within multi-layered frame-

work, balanced with DP and

SMPC

MK-

BFV/CKKS [69]

Complex decryption

requirements, privacy

leakage risks, high

overhead

Eliminates complex encryp-

tion, DP provides sufficient

privacy guarantees

Strategic HE use combined

with DP and SMPC elimi-

nates decryption vulnerabili-

ties

SecureGMBM [35] Accuracy degradation

(3% loss), still depen-

dent on HE overhead

Maintains accuracy through

leaky weighted aggregation,

no HE dependency

Comprehensive protection

maintains accuracy while

providing stronger security

than HE-only approaches

MVFLS [101] Limited to vertical FL

scenarios, lacks hori-

zontal FL support

Adaptive mechanisms work

for both horizontal and verti-

cal FL settings

Multi-layered approach sup-

ports all FL architectures with

comprehensive protection

Multi-

RoundSecAgg [106]

Complex user selec-

tion strategy, requires

careful coordination

Eliminates need for com-

plex selection through adap-

tive threshold mechanisms

Continuous protection with-

out user selection complexity

through unified framework

DeTrust-

FL [137]

Decentralized coor-

dination complexity,

scalability challenges

Centralized efficiency with

distributed privacy through

DP

Maintains centralized ef-

ficiency while providing

distributed security guaran-

tees

FLAD [114] Requires server

dataset for training,

limited to detected

attack patterns

No server dataset require-

ment, adaptive detection

through Jaccard similarity

Comprehensive protection

against all attack types, not

limited to pre-trained patterns

DPSGD [96] Accuracy degrada-

tion from DP noise,

single-layer protec-

tion

Efficient DP integration with

sign-based aggregation mini-

mizes accuracy loss

Multi-layered protection

(HE+DP+SMPC) provides

stronger guarantees than DP

alone
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For instance, DeTrust-FL [137] has been introduced as an efficient, scalable, and secure aggregation-

based privacy-preserving FL decentralized trust approach, aiming to resolve the dilemma of secure

multi-party aggregation efficiency and centralized trust. Another trust-based aggregation called

FLTrust [22] evaluates local updates by comparing them to a root model using cosine similarity and

ReLU-based clipping. While effective in some scenarios, FLTrust’s static trust threshold struggles

with non-IID data distributions. Additionally, a secure federated transfer learning framework has

been developed [68], requiring minimal modifications to the existing model structure and providing

the same level of accuracy as the non-privacy-preserving approach. Furthermore, efforts have been

made to extend SMPC schemes to achieve improved efficiency and privacy guarantees.

Another technique named FLAD [114] offers Byzantine-robust FL against model poisoning by

detecting malicious gradients. It uses neural networks (FEMs) trained on a small server dataset to

extract gradient features. Malicious gradients are identified by comparing their features to server

dataset criteria using clustering (e.g., DBSCAN) and similarity metrics (such as cosine similarity

and relative length difference). This enables FLAD to filter out poisoned contributions, ensuring

robust model aggregation even in the presence of numerous attackers. PFLAD further enhances

privacy by employing CKKS homomorphism [26] and Random Permutation to protect transmitted

gradients.

A sign-based approach named Flod [32] converts model updates into binary representations

and computes a weighted average based on Hamming distance, discarding outliers via τ-clipping.

Despite its efficiency, Flod’s dependence on Hamming distance makes it sensitive to sparse gradi-

ents, and its ReLU-based aggregation suffers from the dying ReLU problem, leading to irreversible

neuron deactivation.

Another well-known defence strategy called FoolsGold [40] is proposed to defend Sybil-based

poisoning attacks in FL, which adapts client learning rates based on contribution similarity to iden-

tify and mitigate malicious behaviour. Unlike prior defences that require explicit bounds on the

number of Sybils, FoolsGold [40] operates without such assumptions and is shown to be effective

against Label Flipping and backdoor attacks across diverse datasets and model types. However, it

is essential to note that FoolsGold [40] is not designed to mitigate attacks from a single malicious

client, where techniques like Multi-Krum might be more effective.
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In conclusion, the literature highlights the significance of SMPC in FL, emphasizing its role in

preserving privacy, preventing inference attacks, and ensuring the security of collaborative machine

learning. The integration of HE and DP into FL frameworks demonstrates the ongoing efforts to

address privacy and security concerns in multi-party FL collaborations. The research gaps identified

in Table 3.4 indicate areas where Ada-Sign and SignMPC play a crucial part.
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Chapter 4

FedChallenger: A Robust

Challenge-Response and Aggregation

Strategy to Defend Poisoning Attacks in

Federated Learning

This chapter introduces FedChallenger, a dual-layer defence framework that detects and pre-

vents malicious client participation in FL training. The first layer employs zero-trust challenge-

response authentication, while the second layer utilizes an enhanced Trimmed-Mean aggregation

strategy incorporating pairwise cosine similarity and Median Absolute Deviation (MAD) to miti-

gate malicious model parameters. The following subsequent sections details the motivations and

functional components of the proposed FedChallenger approach.

4.1 Motivations and Contributions

As discussed earlier, FL ecosystems are increasingly targeted by evolving model poisoning and

data poisoning attacks [131], specifically threatening consumer privacy [112]. In model poison-

ing, adversaries manipulate model parameters to degrade overall performance. Conversely, data
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poisoning involves adversaries altering training data labels, causing the model to learn incorrect

predictions for specific samples. These manipulations typically rely on data sampled from Gaussian

distributions or computed via inverted loss functions [43]. Both attack types can lead to significant

accuracy degradation, potentially resulting in severe consequences and undermining the fundamen-

tal benefits of FL-based systems, rendering the technology obsolete. The proliferation of attack

incidents targeting FL-based system privacy has led to the proposal of numerous central server-

based aggregation mechanisms designed to mitigate their impact. Notable contributions in this area

include Krum [15], FedAvg [79], Trimmed-Mean [143], and Fang et al.’s [34] defence strategies,

with the latter combining ERR and LFR approaches, subsequently referred to as DUEL.

Current defences against model and data poisoning attacks employ diverse aggregation strate-

gies, each with inherent limitations. FedAvg, the foundational approach, naively averages all client

updates without discrimination, making it susceptible to basic poisoning where malicious clients

submit manipulated gradients. Krum enhances resilience by selecting updates closest to their neigh-

bours through Euclidean distance minimization; however, it struggles against coordinated poisoning

attacks where multiple adversaries craft seemingly legitimate updates that collectively distort the

global model. Trimmed-Mean addresses outliers by eliminating extreme values based on median

deviation, but its fixed trimming ratio cannot adapt to dynamic poisoning strategies that gradually

introduce bias. The DUEL approach offers an innovative methodology for detecting malicious sam-

ples through parameter-wise loss impact analysis. Yet, like other existing defence mechanisms, it

employs a reactive strategy, only mitigating poisoning attacks after they have already compromised

the training process. This fundamental limitation persists because current methods lack proactive

safeguards to prevent poisoned data from initially contaminating the training pipeline. Furthermore,

DUEL’s effectiveness is constrained by two critical factors: (1) the loss function’s capacity to rep-

resent model performance accurately and (2) the tendency of error-based rejection mechanisms to

discard legitimate predictions alongside malicious ones inadvertently.

Most cutting-edge approaches defend against poisoning attacks through either robust aggrega-

tion [15, 143, 34] or verification-based rejection [154, 9]. Robust aggregation strategies depend

on outlier removal using statistical techniques. In contrast, verification-based strategies identify
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changes in model updates and data integrity issues using ML or cryptographic techniques to elim-

inate attack samples. However, these approaches still lack precision and cannot entirely defend

against poisoning attacks. Moreover, they seldom provide any mechanism to prevent these attacks,

allowing attackers’ modified samples to propagate into the aggregation computation.

Recent hybrid defence techniques such as Stake [31], Shapley-based methods (hereafter Shap)

[56], and Cluster-based approaches (hereafter Cluster) [50] each employ distinct strategies against

poisoning attacks but encounter two significant challenges: high computational costs and reduced

accuracy with non-IID data distributions. The Stake method employs blockchain technology for

majority voting, combined with client reward and penalty calculations, which improves security

but introduces substantial processing delays. Shap depends on SHAP value computations, creat-

ing considerable computational demands, particularly for complex models. Meanwhile, the Cluster

technique analyzes gradients from client updates to identify source and target classes before apply-

ing HDBSCAN [142] clustering to detect malicious updates. This approach demonstrates particular

sensitivity to variations in data distribution. While these methods advance poisoning detection,

their practical deployment remains limited by these computational and data distribution constraints

in real-world FL scenarios. Since state-of-the-art techniques do not guarantee a poisoning-free en-

vironment, a robust defence mechanism capable of detecting, preventing, and efficiently recovering

from such attacks remains essential.

This chapter proposes an extension of our previously designed FedChallenger approach [82],

which can detect and prevent malicious participants from engaging in FL training using challenge-

response mechanisms. The extended approach introduces a revised zero-trust challenge-response

architecture [88] that actively authenticates all participating devices before and during training ses-

sions. The framework incorporates an enhanced robust aggregation algorithm utilizing Median Ab-

solute Deviation (MAD)-based [46] trimming to strengthen resilience against poisoning attacks.

Furthermore, the performance of the extended version is evaluated across multiple benchmark

datasets [135], including comparisons with the most recent techniques [31, 56, 50].

The key contributions of this research are as follows:

• Propose a zero-trust challenge-response-based defence mechanism named FedChallenger to

detect and prevent poisoning attacks.
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• Present a trust-based attack detection algorithm that relies on challenge-response information

to compute trust.

• Introduce a robust aggregation mechanism that applies cosine similarity-based consensus

boosting to benign weights and dynamically prunes malicious updates via MAD for adver-

sarial updates.

• Evaluate the performance of the proposed approach on MNIST, FMNIST, EMNIST, and

CIFAR-10 datasets [135] using different evaluation metrics such as convergence time and

accuracy.

4.2 Proposed FedChallenger Design and Architecture

This section outlines the architectural and design aspects of the proposed FedChallenger tech-

nique, which aims to mitigate poisoning attacks.

Figure 4.1: The Architecture of FedChallenger.
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FedChallenger adopts a modular zero-trust [88] architecture, comprising core components: the

Challenger, Responder, Authenticator, and Aggregator. Fig. 4.1 illustrates the overall architecture

of the proposed FedChallenger strategy.

The architecture arranges the Federated server, S, Communication Network, CN, and Edge

Devices, ED, in a hierarchical structure. Within this configuration, both ED and S incorporate

dedicated challenge-response modules. These modules are composed of Challenger, Responder,

and Authenticator submodules. The Challenger submodule poses questions to the target device,

while the Responder submodule provides answers to inquiries from the Challenger submodule of

another device. The Authenticator submodule is responsible for making decisions and verifying

devices based on their challenge-response interactions.

The management console at S defines the criteria for the questions to be posed. The federated

controller, FC, orchestrates model training, removes malicious nodes, eliminates attack samples,

aggregates model updates, and implements management decisions. The process of eliminating at-

tacker nodes and attack samples is coordinated among the FC, the challenge-response module, and

their respective submodules. Each ED is equipped with a Local Training Controller, LTC, and a

neural engine. These components utilize initial model parameters and receive training instructions

from the FC. Using this preliminary information, their LTC manages model training with their

respective local datasets. The refined model parameters are then transmitted back to the S for aggre-

gation. The FC aggregates model parameters once received from multiple participants through the

aggregator submodule. Should the FC identify any malicious model updates or devices, they are

immediately isolated upon detection to prevent their adverse impact on the training process. The

aggregator submodule can also filter out anomalies originating from adversarial participants.

At the commencement of the training process, the management console instructs the FC to

disseminate the details of the model training and to gather participants from the EDs. Interested

participants, denoted as I = (i1, i2, ..., in) ∈ ED, respond to the FC’s request and establish a shared

secret key, Ki,S, for their subsequent communications.

Following this, each interested participant, i, and S independently generate a set of management-

defined questions, Qi,S and QS,i respectively, to construct their corresponding challenge matrices,

CMi,S and CMS,i, for future challenges. These questions cover a spectrum of system attributes,
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including CPU speed, memory capacity, fan speed, data folder size, and cryptographic hash values

of data points at randomly chosen indices. All participants possess their peer’s challenge matrix,

CMi,S and CMS,i, which contain unaltered challenge-response data. This information is subsequently

utilized to detect changes in a participant’s behaviour, potentially leading to the early identification

of malicious entities. With the questions and answers in place, the FC initiates the training rounds.

In the initial round, the FC challenges participants with random questions QS,i′ drawn from

its question pool. Each participant responds with Ri′,S and, in turn, poses questions Qi′,S to the S.

The FC cross-references the received answers with its pre-established challenge matrix CMS. In

the event of a discrepancy, the FC removes the corresponding participants from its list and blocks

further interactions, coordinating with the attacker node removal submodule. For the remaining

participants, the FC provides the answers RS,i′ to each of their questions and transmits the initial

model M0 and weights W0. Upon receiving this information, each participant I first verifies the

server’s Response RS,i′ against their stored CMi′,S. If a mismatch is detected, they may opt out of the

training process.

Algorithm 1 Malicious Device Detection

Input:

Decrypted Challenge, C′i,S
Shared secret (Ki,S), Challenge Matrix (CM), Expected Results (ERi,S), Similarity Threshold (ST ), Trust Factor

(T F) Trust Score (Ti,S) & Trust Threshold (T T H)

Output:

Malicious Status (Mi)

1: Selected Challenge, CS ∈ Rand(CM,Total(CM))
2: for each c ∈CS do

3: Encrypted Challenge, ECi,S = Ki,S(c)
4: Response, R = challengedEntity(ECi,S)
5: Expected Response, C′i,S = ERi,S(c)

6: Response Similarity, Csim = similarity(C′,R)
7: if Csim > ST then

8: Ti,S = Ti,S×T F

9: else

10: Ti,S = Ti,S/T F

11: end if

12: end for

13: if Ti,S > T T H then

14: Mi = False

15: else

16: Mi = True

17: end if

18: Return Mi

45



Otherwise, they proceed to use the initial model M0 and weights W0 to commence training. The

LTC at each I utilizes these initial parameters and their local data to train the model using Stochastic

Gradient Descent (SGD) [70].

4.2.1 Malicious Device Detection:

Algorithm 1 outlines the strategy for detecting malicious devices across all client and server

components. For identifying malicious clients, the S challenges participant I with a selected chal-

lenge set CS ∈CM to receive its Response, R. Each challenge c ∈CS is encrypted using a shared

secret Ki,S between the client and server prior to transmission, ensuring the confidentiality and in-

tegrity of the challenge.

Subsequently, the S calculates the similarity between R and the Expected Response, C′i,S, for

the corresponding challenge, c ∈CS, where the ERi,s module accumulates the responses. A higher

similarity, when compared to a management-defined threshold, ST , leads to a multiplicative increase

in trust by a trust factor T F ; conversely, trust is penalized by the same factor. After computing the

overall trust for each CS, the trust threshold determines the malicious status of the device.

4.2.2 Client-side Defence:

Algorithm 2 illustrates the client-side defence and training procedures.

This algorithm executes challenge-response modules to enable a challenge-response-based de-

fence through a question-answering approach. Initially, client i expresses its interest in participating

in the training to the S via a training request T RRi. Successful acceptance of this request leads to

the establishment of shared secrets, Ki,S, and initial model-related information. During the training

process, the detection of malicious activity using Algorithm 1 results in a reduction of the S’s trust

score, leading to a halt in training. Otherwise, the mini-batch SGD determines the model weights

W ′ for each batch, b ∈ B. Finally, these weights are returned to the S for subsequent processing.
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Algorithm 2 Training with Defence at Client, i

Input:

Batches, B

Model, M′

Weights, W ′

Output:

Weight (W ′B)

1: Training Request, T RRi = RequestToParticipate(S)

2: Run Parallel ChallengeResponseModule()

3: Shared Secret, Ki,S = establishSharedSecret()

4: if T RRi then

5: if isMAlicious(S,Ki,S) then

6: ReduceTrustScore(S)

7: end if

8: for b ∈ B do

9: W ′[b] =W ′[b−1]∪MiniBatchSGD(M′i ,W
′
i )

10: end for

11: end if

12: Return W ′B

4.2.3 Defence at Federated Server:

Algorithm 3 illustrates the dual-layer defence and federated training process implemented at the

S. Here, a continuous background broadcast of training requests, T RRs, leads to the accumulation

of interested devices, EDs. This accumulation process and broadcast continue to operate to ensure

the required number of participants is available. In each communication round, a random subset of

client devices, I, is chosen, and Algorithm 1 is executed in parallel to identify and remove malicious

participants. In the initial communication round, M0, W0, and a shared secret key Ki,S are established

for each training participant. The management determines M0 and W0, while Ki,S is established via

a Diffie–Hellman exchange [133]. Only non-malicious clients, as determined by Algorithm 1, are

permitted to train the model, and their weights are accumulated in Wi,r. At the conclusion of each

communication round, the cosine similarity among client weights, XS, is computed using Equation
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Algorithm 3 Incorporated Defence at Federated Server, S

Input:

Initial Weights (W0), Communication Rounds (R), Loss threshold (LT H ), & Initial Model (M0)

Output:

Global Model (M)

1: Broadcast training request, T RRS,∗

2: Run Parallel, ED = getInterestedParticipants()
3: for each r ∈ R do

4: Random Picked Clients, I = randPickClientset(ED)
5: for i ∈ I do

6: if r = 0 then

7: Shared Secret, Ki,S = establishSharedSecret()
8: Wi,r−1 =W0

9: Mi,r−1 = M0

10: else

11: if isNotMalicious(i,Ki,S) then

12: Wi,r∪Train(Wi,r−1,Mi,r−1,Ki,S)
13: end if

14: end if

15: end for

16: Cosine Similarity Between Weights, XS,I,r = cosSim(WI,r)
17: WI′,r = PickmWeights(WI,r,XS,i,r)
18: W a

I,r = FedAV G(WI′,r)
19: MI,r = Load(MI,r−1,W

a
I,r)

20: LI,r =ComputeLoss(W a
I,r,MI,r)

21: if LI,r > LT H then

22: Discard(W a
I,r)

23: else

24: M = M∪MI,r

25: end if

26: end for

27: Return M
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(6).

XS[ j, j′] =
WWW j ·WWW j′

∥WWW j∥∥WWW j′∥
, ∀ j, j′ ∈ {1, . . . ,n}, j ̸= j′. (6)

Subsequently, Equation (7) determines the weights WI′,r for federated averaging (FEDAVG) to

obtain W a.

WWW I′,r =















{

WWW j +λ · sim j · (WWW j−WWW med)
}n

j=1
, max(MAD j)f γ

{

WWW ( j)

}m

j=1
, otherwise

(7)

where MAD j = med
k′

∣

∣XS[ j,k
′]−med(XS)

∣

∣ ,

γ = med(MADk′)+Var(MADk′),

m =

⌊

n ·
med(MADk′)

med(MADk′)+Var(MADk′)

⌋

,

sim j = medk′(XS[ j,k
′]),

WWW med = element-wise median of {WWW j}
n
j=1

Under normal operating conditions (where max(MAD j) f γ for all clients j ∈ n), the weights

are enhanced through a consensus-boosting operation: Wj + λ · sim j · (Wj −Wmed). Here, γ =

med(MADk) +Var(MADk) and sim j = medk(XS[ j,k]) represents client j’s median cosine simi-

larity. In the presence of adversarial conditions, the system selects m =
⌊

n ·
med(MADk′ )

med(MADk′ )+Var(MADk′ )

⌋

weights by arranging all weights in ascending order according to their MAD j values (with k′ denot-

ing the index of the weight vectors).

Subsequently, the averaged weights are loaded into the current model state MI,r−1 to compute

the loss LI,r. A significantly high loss leads to the discarding of these model updates. The final

global model M is achieved once the model reaches the desired level of accuracy.
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4.2.4 Theoretical Analysis

This subsection provides theoretical proofs regarding the robustness and convergence properties

of the proposed algorithms.

Theorem 1 (Robustness against Poisoning Attacks). The FedChallenger design is robust against

poisoning attacks due to its challenge-response mechanism and malicious device detection algo-

rithm. Specifically, the probability of a malicious participant maintaining a trust score Ti above the

threshold Tthresh after d challenges is bounded by:

P(Ti g Tthresh)f

(

1

α

)d−logα (Tinit/Tthresh)

,

where α > 1 is the trust factor, Tinit is the initial trust score, and Tthresh is the trust threshold.

Proof. The following mechanisms ensure the robustness of FedChallenger:

1. Challenge-Response Mechanism: Each participant i is challenged with a set of questions

Q = {q1,q2, . . . ,qn}. The expected response r j for each challenge q j is computed as r j = f (q j),

where f (·) is a deterministic function known only to legitimate devices. A malicious participant

providing incorrect responses r′j ̸= r j is detected with high probability, as the probability of guessing

all responses correctly is:

Pmalicious =
n

∏
j=1

P(r′j = r j)f

(

1

|R|

)n

,

where |R| is the size of the response space.

2. Trust Score Dynamics: The trust score Ti of participant i is updated as:

Ti←















Ti ·α, if r′j = r j (correct response),

Ti/α, if r′j ̸= r j (incorrect response),

where α > 1 is the trust factor. Let Tinit be the initial trust score. After l incorrect responses, the

trust score becomes:

Ti = Tinit ·α
−l.
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The participant is marked as malicious if Ti < Tthresh. Solving for l, we get:

l > logα(Tinit/Tthresh).

Thus, the number of incorrect responses required to mark the participant as malicious is:

lrequired = +logα(Tinit/Tthresh),.

The probability that a malicious participant provides fewer than lrequired incorrect responses out of d

challenges is bounded by:

P(Ti g Tthresh)f

(

1

α

)d−logα (Tinit/Tthresh)

.

3. Federated Aggregation with Cosine Similarity: The server computes the cosine similarity

matrix XS for the weights W = {w1,w2, . . . ,wn} submitted by participants:

XS[i, j] = cos(wi,w j) =
wi ·w j

∥wi∥∥w j∥
.

The server filters out outliers by selecting m benign weights using m =
⌊

n ·
med(MADk′ )

med(MADk′ )+Var(MADk′ )

⌋

.

Where, MAD j is computed using

MAD j = med
k′

∣

∣XS[ j,k
′]−med(XS)

∣

∣ .

This ensures that only weights from non-malicious participants are included in the federated aver-

aging process. Thus, the FedChallenger design is robust against poisoning attacks.

Theorem 2 (Convergence of FedChallenger). The FedChallenger design converges to a global

model that minimizes the loss function, assuming that most participants are non-malicious and the

learning rate is appropriately chosen.

Proof. The following steps ensure the convergence of FedChallenger:

1. Local Training Process: Each non-malicious participant i performs local training using

51



mini-batch SGD. The updated rule for the weights wi in next round denoted by r+1 is:

wi,r+1 = wi,r−ηr∇Li(wi,r),

where ηr is the learning rate and Li(w) is the local loss function. Under standard assumptions

(e.g., Li(w) is Lipschitz smooth and convex) [57], mini-batch SGD converges to a local minimum

of Li(w).

2. Federated Averaging: The server aggregates the weights W = {w1,w2, . . . ,wn} from

non-malicious participants using federated averaging:

wa =
1

|W |

|W |

∑
i=1

wi.

By the convexity of Li(w), the federated average wa satisfies:

L(wa)f
1

|W |

|W |

∑
i=1

Li(wi),

where L(w) is the global loss function.

3. Global Model Update: The global model is updated iteratively as:

wr+1 = wr−ηr∇L(wr).

Under the assumption that the majority of participants are non-malicious, the global model

converges to a minimum of L(w).

4. Loss-Based Filtering: At each communication round, the server computes the loss L(wa)

and discards updates if L(wa) > Lthresh, ensuring that only meaningful updates are applied to the

global model.

Thus, the FedChallenger design ensures convergence to a global model that minimizes the loss

function.

Lemma 1 (Trust Score Dynamics). The trust score Ti of a participant i decreases exponentially with
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the number of incorrect responses. Specifically, after l incorrect responses, the trust score becomes:

Ti = Tinit ·α
−l,

where Tinit is the initial trust score and α > 1 is the trust factor.

Proof. The trust score Ti is updated as:

Ti← Ti/α (for each incorrect response).

After l incorrect responses, the trust score becomes:

Ti = Tinit ·α
−l.

Thus, the trust score decreases exponentially with the number of incorrect responses.

4.2.5 Security Analysis of Challenge-Response

The FedChallenger framework utilizes a mutual secret key (Ki,S)-based challenge-response

mechanism to safeguard against poisoning attacks in FL. Therefore, the security of this challenge-

response mechanism is fundamentally contingent on the confidentiality of Ki,S and the unpredictabil-

ity of the generated challenges. The encryption of challenges via ECi,S = Ki,S(c) offers information-

theoretic security when Ki,S has a key length of λ g 128 bits. The probability of compromising Ki,S

through a brute-force attack is given by Equation (8).

Pr[Compromise Ki,S]f ε(λ )≈ 2−λ , (8)

where ε(λ ) signifies the negligible success probability.

Furthermore, the unpredictability of the challenge-response is linked to the random genera-

tion of CS ∈ CM. Here, CM integrates multiple sources of entropy, including the device’s static,
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dynamic, and ephemeral characteristics. Static traits encompass, but are not limited to, device fin-

gerprints and historical patterns. Dynamic characteristics, conversely, include recent activity logs

and temporal usage patterns. Ephemeral information comprises session-specific nonces. The prob-

ability that an attacker correctly guesses the i-th challenge, ci, given their knowledge (A) about the

participant, is provided by Equation (9).

Pr[Successful guess] =
n

∏
i=1

Pr[ci ∈CS|A]. (9)

Moreover, without knowledge of Ki,S, the probability is Pr[ci ∈CS]≈ 1
|CM| . Even if the attacker

possesses partial knowledge of CM, the probability Pr[ci ∈CS] remains negligible. Additionally, the

trust score mechanism provides adaptive protection. Consequently, the challenges and responses

offer sufficient security for most practical scenarios.

4.3 Experimental Configuration

This section describes the experimental framework designed to assess the FedChallenger method’s

effectiveness in countering model and data poisoning attacks. All experiments were performed on

a MacBook M1 Pro workstation featuring an 8-core processor, 14-core graphics unit, 16GB of

memory, and 512GB of solid-state storage. The selected neural architecture was ResNet-18, which

initiates with a 7×7 convolution layer using 64 filters at a stride of two with ’same’ padding, followed

by batch normalization, ReLU nonlinearity, and 3×3 maximum pooling. The network structure con-

tinues with four consecutive residual modules: the initial pair utilizes two 3×3 convolutional layers

with 64 and 128 filters correspondingly, each preceded by batch normalization and ReLU, while the

subsequent modules scale up to 256 and 512 filters, maintaining identical kernel dimensions, inte-

grating skip pathways to address gradient dissipation. Final feature representations undergo global

average pooling before passing through a classification layer consisting of one linear transformation

with softmax output for multi-category prediction. The optimization process utilizes mini-batch

SGD with a 0.001 learning rate and 20 samples per batch, performing five local training cycles per

participant across 100 clients with non-identical data distributions.

54



Table 4.1: Data Partitioning Statistics

Dataset Total Examples Training Testing Validation

MNIST 60,000 45,000 10,000 5,000

FMNIST 60,000 45,000 10,000 5,000

CIFAR-10 60,000 45,000 10,000 5,000

EMNIST 382705 3,00,000 50,832 31,873

The heterogeneous data evaluation environment was established using MNIST, FMNIST, EM-

NIST, and CIFAR-10 datasets following [135] for thorough dataset-specific analysis. These four

benchmark collections were selected due to their varying complexity levels and established status

in FL experimentation. MNIST offers elementary grayscale numeral recognition, whereas FM-

NIST raises difficulty with apparel classification at identical dimensions. EMNIST broadens the

scope by incorporating handwritten characters alongside digits. CIFAR-10 presents additional chal-

lenges with colored imagery and intricate object identification. Collectively, these datasets facilitate

comprehensive assessment across diverse data configurations and problem complexities, spanning

from elementary pattern recognition to advanced visual categorization. Their consistent formats and

prevalent adoption in FL studies guarantee fair comparisons with recent techniques while encom-

passing the crucial range of non-IID data obstacles. Table 4.1 displays the data distribution where

MNIST, FMNIST, and CIFAR-10 each contain 60,000 instances, with 45,000 allocated for model

training, 10,000 for testing, and 5,000 for validation. The EMNIST collection utilizes 300,000

training examples, 50,832 test cases, and 31,873 validation samples. During non-IID data prepara-

tion, each participant received data from exactly two categories according to McMahan et al.’s [80]

methodology. Additionally, the error threshold served as the stopping condition for the experiments.

For model poisoning, we implemented the widely-used Gaussian noise injection [141] where the jth

weight is substituted with a value sampled from a normal distribution. Regarding data poisoning

simulation, we employed the extensively-studied label replacement approach [50], randomly swap-

ping the original class label with other valid labels from the dataset.

FedChallenger’s assessment was performed under three conditions: i) no-attack, ii) Model Poi-

soning attack, and iii) Data Poisoning attack. The Gaussian noise method was applied for model
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parameter tampering, with FedChallenger’s prediction accuracy recorded across varying propor-

tions of affected nodes. In the absence of attacks, the accuracy was assessed to underscore the

robustness of the proposed methodology. Additionally, measurements of the average convergence

time underlined the efficacy of FedChallenger under benign conditions. When subjected to a data

poisoning attack, model accuracy was quantified across varying percentages of data Label Flipping.

The proportion of compromised devices present in the system directly influenced the extent of Label

Flipping. To establish FedChallenger’s advantages, these evaluation conditions included compar-

isons against DUEL [34], Trimmed-Mean[143], Krum [15], FedAvg [79], Stake [31], Shap[56], and

Cluster [48] methodologies.

4.4 Results and Discussions

(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.2: No Attack Scenario: Evaluation of Accuracy.
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This section delves into the performance evaluation of the FedChallenger technique, contrast-

ing its effectiveness with several established approaches: FedAvg, Krum, Trimmed-Mean, DUEL,

Stake, Shap, and Cluster. The comprehensive evaluation is organized into three distinct scenarios:

no-attack scenario, model poisoning scenario, and data poisoning attack scenario.

4.4.1 No-Attack Scenario:

Fig. 4.2 illustrates a comparative assessment of the test accuracy achieved by FedChallenger

against several established baseline methodologies, including FedAvg, Krum, Trimmed-Mean, and

the DUEL approach. This comparison spans the MNIST, FMNIST, EMNIST, and CIFAR-10

datasets, all evaluated under benign conditions. FedChallenger’s novel aggregation mechanism,

which heavily relies on cosine similarity, allows it to attain competitive accuracy using fewer com-

munication rounds. Concurrently, it offers enhanced stability, a characteristic especially beneficial

within non-IID settings.

During the MNIST dataset evaluation, FedChallenger’s performance proved to be on par with

that of both FedAvg and Trimmed-Mean, consistently exceeding 96% accuracy within the initial

training rounds. Conversely, Krum’s method and the DUEL approach required additional com-

munication rounds to reach their peak accuracy of 95%. This observed difference in performance

primarily arises from Krum’s inherent constraint of exclusively relying on a single client update per

round, which severely limits the diversity of gradients considered. Meanwhile, the DUEL approach

encounters computational inefficiencies primarily due to its reliance on dual rejection mechanisms,

which integrate both Loss Function Rejection (LFR) and Error Rate Rejection (ERR). FedChal-

lenger’s comparable performance in this context is attributable to its strategy of consensus boosting

updates. This approach ensures that updates maintaining strong directional alignment with the

global model, as determined by cosine similarity, contribute effectively, thus promoting stable con-

vergence while diligently preserving all beneficial updates.

For the FMNIST dataset evaluations, FedChallenger clearly established a significant accuracy

advantage, outperforming Trimmed-Mean by 1.5%, Krum by 4.1%, FedAvg by 1.3%, and the

DUEL approach by 3.4%. Simultaneously, it demonstrated notably steeper initial learning curves.

Krum, Trimmed-Mean, and the DUEL approach exhibited a slower capacity to adapt to FMNIST’s
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inherently complex feature space. In contrast, FedChallenger’s similarity-driven weighting mecha-

nism effectively managed to balance contributions across a diverse array of clients. This particular

capability proved exceptionally valuable in mitigating noise that arises from non-IID data distribu-

tions. The comparative strategies of Krum and DUEL exhibited notably flatter learning curves, a

consequence of their respective limitations—Krum’s excessive rigidity in its update selection pro-

cess and the DUEL approach’s tendency towards unnecessarily discarding updates.

The EMNIST dataset evaluation further demonstrates FedChallenger maintaining performance

equivalency with FedAvg and Trimmed-Mean, while concurrently achieving considerable accuracy

improvements of 3.9% over Krum and 2.9% over the DUEL approach. FedChallenger’s excep-

tional stability, particularly under non-IID conditions, is directly derived from its consensus-boosted

weights and the rigorous enforcement of gradient alignment through a cosine similarity matrix. This

methodological approach effectively averts destabilisation that might otherwise result from skewed

local updates. Such destabilisation is a vulnerability particularly evident in methods like FedAvg

and Trimmed-Mean, given their inherent lack of explicit mechanisms for verifying geometric con-

sistency.

Within the CIFAR-10 dataset experiments, FedChallenger consistently matched the accuracy

levels exhibited by FedAvg and the DUEL approach, while substantially surpassing Krum by 6.4%

and Trimmed-Mean by 3.1%. The observation of early convergence in Fig. 4.2 distinctly high-

lights FedChallenger’s pronounced efficiency, mainly when operating within high-dimensional data

spaces. In such environments, Krum’s similarity-based selection criteria often prove inadequate in

maintaining sufficient gradient diversity. Trimmed-Mean, conversely, struggles with the inherent

properties of the CIFAR-10 dataset and its reliance on a fixed threshold-based rejection methodol-

ogy. In contrast, FedChallenger’s lightweight cosine-based weighting approach successfully main-

tains both scalability and robust performance.

A pivotal observation drawn from the analysis across all datasets reveals that FedChallenger ex-

hibits a markedly reduced degree of accuracy fluctuation under non-IID conditions when contrasted

with the baseline methods, as comprehensively illustrated in Fig. 4.2. This substantial advantage in

stability is a direct consequence of FedChallenger’s gradient alignment enforcement strategy, which

intelligently weights client updates based on their directional consistency. This methodical approach
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(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.3: Model Poisoning Attack Scenario: Evaluation of Accuracy under 40% Compromised

Devices.

effectively mitigates the issue of client drift without resorting to the aggressive pruning characteris-

tic of Trimmed-Mean or Krum’s problematic over-reliance on single updates. In contrast, FedAvg’s

straightforward uniform averaging inevitably aggregates variance stemming from divergent client

contributions. In contrast, the DUEL approach’s rejection-based methodology often unnecessarily

discards potentially valuable updates even in benign operational environments. Furthermore, Fed-

Challenger incorporates MAD-based adaptive pruning of gradients, a design feature that guarantees

zero filtered records in the context of the no-attack scenario.

4.4.2 Model Poisoning Attack Scenario

In the model poisoning attack scenario, adversarial actors substitute the target device’s model

parameters with values sampled from a Gaussian distribution. Fig. 4.3 presents the accuracy com-

parison between FedChallenger, Krum, Trimmed-Mean, FedAvg, and DUEL approaches through-

out consecutive iterations under this attack condition. The experiment examines the substitution of
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(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.4: Model Poisoning Attack Scenario: Evaluation of Accuracy under Different Compro-

mised Device Percentages.

40% of clients’ model parameters with Gaussian-distributed values, with experiments performed on

MNIST, FMNIST, EMNIST, and CIFAR-10 datasets to validate FedChallenger’s resilience.

The findings show notable accuracy variations in Krum and FedAvg, establishing them as

the poorest-performing techniques. FedChallenger exhibits considerable accuracy enhancements

across all datasets, attaining 2.9, 3.2, 3.68, and 6.7 times superior accuracy compared to FedAvg

on MNIST, EMNIST, FMNIST, and CIFAR-10, respectively. Relative to the DUEL approach, Fed-

Challenger sustains accuracy improvements of 1.41, 1.54, 1.66, and 2.38 times across the identical

datasets. Additionally, FedChallenger achieves absolute accuracy enhancements of 2.65%, 14.24%,

11.15%, and 24.85% over Trimmed-Mean on MNIST, FMNIST, EMNIST, and CIFAR-10, respec-

tively. Krum’s Euclidean distance-based intensive outlier elimination shows particular susceptibil-

ity, producing 1.9, 2.6, 1.4, and 3.6 times reduced accuracy compared to FedChallenger on the
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corresponding datasets. The evaluation definitively establishes FedChallenger’s reliable superior-

ity across all datasets. Its adaptive m update selection, utilizing MAD-based estimation, facilitates

dynamic pruning of updates while guaranteeing cosine similarity emphasizes update direction over

absolute magnitudes. This methodology renders FedChallenger resistant to Gaussian noise and

distorted gradients resulting from non-IID data.

The evaluation framework examines FedChallenger’s resilience across varying percentages of

compromised devices. Fig. 4.4 displays the accuracy patterns from 0% to 30% poisoning rates,

where malicious clients introduce Gaussian-distributed noise into model parameters. Aligned with

theoretical predictions, all baseline techniques exhibit progressive accuracy deterioration as poi-

soned updates escalate.

FedChallenger sustains outstanding performance across all datasets, obtaining accuracy im-

provements of 2.2, 2.6, 2.5, and 4.9 times compared to FedAvg in MNIST, EMNIST, FMNIST, and

CIFAR-10 evaluations. Relative to the DUEL approach, FedChallenger demonstrates comparative

accuracy gains of 23.6%, 32.8%, 35.4%, and 69.7% across the identical datasets.

Although Trimmed-Mean appears as the most formidable competitor, FedChallenger preserves

steady advantages of 5.2%, 8.3%, 7.8%, and 17.2% in MNIST, FMNIST, EMNIST, and CIFAR-10

evaluations, respectively. This performance benefit originates from FedChallenger’s sophisticated

aggregation strategy, which extends Trimmed-Mean by integrating cosine similarity for improved

robustness. Particularly, it dynamically eliminates updates through MAD computation, modifying

the m value to strengthen resilience additionally.

Krum’s core constraint of selecting merely a single client update per aggregation round proves

especially damaging, causing severe accuracy deficits of 40.1%, 55.2%, 51.2%, and 83.8% com-

pared to FedChallenger across FMNIST, EMNIST, and CIFAR-10 evaluations. These thorough ex-

perimental findings conclusively establish FedChallenger’s superior accuracy and robustness across

all examined scenarios and datasets.

4.4.3 Data Poisoning Attack Scenario:

In this experiment, the target label within the training set is substituted with a randomly cho-

sen label from the available list, ensuring the current label is excluded. Fig. 4.5 visually depicts

61



(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.5: Data Poisoning Attack Scenario: Evaluation of Accuracy under Different Compromised

Device Percentages.
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(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.6: 20% Data Poisoning Attack Scenario: Evaluation of Average Convergence Time.

the data poisoning attack scenarios, with a primary focus on random Label Flipping. This evalua-

tion examines cases where 0% to 30% of the clients’ labels undergo flipping. The obtained results

clearly demonstrate that FedChallenger consistently outperforms other established methods. As the

percentage of Label Flipping increases, the accuracy of Trimmed-Mean experiences a significant

decline, specifically, under a scenario involving 30% compromized devices, Trimmed-Mean expe-

riences an accuracy drop of 4.6% on MNIST, 7.6% on EMNIST, 8.2% on FMNIST, and 7.2% on

CIFAR-10. Similarly, while Krum maintains consistency in model poisoning and no-attack sce-

narios, its performance becomes unstable as Label Flipping intensifies. FedChallenger achieves

considerably higher accuracy than Krum, with improvements reaching up to 47.2% on MNIST,

61.5% on CIFAR-10, 47.8% on FMNIST, and 49.7% on EMNIST when 30% of device labels are

flipped.

Furthermore, when compared to FedChallenger, both FedAvg and the DUEL approach exhibit

substantial accuracy degradation under 30% Label Flipping. FedAvg endures drops of 93.5% on

CIFAR-10, 56.4% on MNIST, 88.4% on FMNIST, and 80.4% on EMNIST, whereas the DUEL
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method shows declines of 5.6% on CIFAR-10, 7.1% on MNIST, 7.4% on FMNIST, and 7.8% on

EMNIST.

Despite 30% of data labels being flipped, FedChallenger consistently maintains superior perfor-

mance, demonstrating significantly higher accuracy than competing methods. These findings con-

firm that FedChallenger exhibits robustness against both model and data poisoning attacks. This re-

silience is directly attributable to its challenge-response-based mechanism and its cosine similarity-

based weight selection. The challenge-response mechanism dynamically verifies the credibility of

participant updates, and cosine similarity coupled with adaptive m-value pruning utilizing MAD,

effectively eliminates inconsistent updates.

Convergence Guarantee: Beyond enhancing accuracy, FedChallenger guarantees the most rapid

convergence among the compared baseline approaches across varying intensities of model and data

poisoning attacks. Fig. 4.6 provides a comparative analysis of the average convergence times for

FedChallenger, Trimmed-Mean, Krum, FedAvg, and the DUEL approach, evaluated on MNIST,

EMNIST, FMNIST, and CIFAR-10 datasets when 20% of client data is poisoned.

On the MNIST dataset, FedChallenger achieves a 19.5% reduction in convergence time when

compared to Trimmed-Mean and outperforms the DUEL method by 32.2%. This performance ad-

vantage becomes even more pronounced when benchmarked against FedAvg and Krum, showcasing

improvements in convergence time of 57.1% and 56.2%, respectively. This substantial disparity in

performance originates from FedChallenger’s highly efficient cosine similarity-based aggregation

mechanism, which effectively filters malicious updates while diligently preserving valid gradient

contributions.

The FMNIST evaluation yields similar outcomes, with FedChallenger converging 24.2% faster

than Trimmed-Mean and 17.8% faster than the DUEL approach. The baseline methods of FedAvg

and Krum demonstrate notably slower convergence, requiring 55.9% and 49.4% more time, respec-

tively, to reach comparable accuracy levels.

EMNIST experiments further validate FedChallenger’s robustness, showing convergence time

improvements of 53.7% over FedAvg and 52.5% over Krum. When compared to more sophisti-

cated approaches, FedChallenger maintains a 19.2% advantage over Trimmed-Mean and an 18.6%

improvement over the DUEL method.
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The consistent performance observed across diverse datasets emphasizes the effectiveness of

FedChallenger’s aggregation strategy in managing varying data complexities. The most challeng-

ing CIFAR-10 evaluation reveals FedChallenger’s strongest performance advantages, particularly

against vulnerable baseline methods. FedChallenger converges 60.0% faster than FedAvg and

52.0% faster than Krum. When compared to more robust approaches, it maintains significant

leads of 31.2% over Trimmed-Mean and 27.4% over DUEL. This definitively demonstrates Fed-

Challenger’s scalability to complex, high-dimensional data spaces while preserving its convergence

advantages.

The comprehensive evaluation conducted across MNIST, FMNIST, EMNIST, and CIFAR-10

demonstrates that FedChallenger achieves consistent convergence time improvements ranging from

17.8% to 60.0% when compared to existing approaches. These results conclusively indicate that

FedChallenger’s background challenge-response and lightweight cosine similarity-based aggrega-

tion utilizing MAD computation collectively achieve both faster convergence and enhanced robust-

ness against poisoning attacks across diverse datasets and complexity levels.

4.4.4 Performance Comparison with Contemporary Methods

To assess FedChallenger’s effectiveness relative to state-of-the-art defence mechanisms—namely,

Stake [31], Shap [56], and Cluster [50]—against poisoning attacks, a comprehensive evaluation was

performed for both data and model poisoning cases.

The Stake framework implements a blockchain-driven consensus protocol incorporating par-

ticipant incentive mechanisms. During evaluation, Stake’s functionality was replicated through an

Ethereum smart contract setup [58] with ε = 0.5 using Web3.py [31]. Shap employs SHAP (Shapley

Additive exPlanations) values for poisoning attack detection, where 10% of testing instances formed

the reference dataset for SHAP calculations. The Cluster method analyzes gradient updates from

participating clients to distinguish source and target categories, followed by HDBSCAN clustering

[142] to isolate malicious contributions.

In model poisoning simulations, network parameters from randomly chosen clients were substi-

tuted with values drawn from a Gaussian distribution. For Label-Flipping attacks, original training

labels were randomly swapped with alternative class identifiers. The experimental configuration
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(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.7: No Attack Scenario: Evaluation of Average Convergence Time.
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matched previous evaluations to maintain consistency. Performance metrics encompass both model

convergence time and classification accuracy under data poisoning and model poisoning attack con-

ditions.

Convergence Time Guarantee: Fig. 4.7 displays the mean convergence duration for Stake, Shap,

Cluster, and FedChallenger methods under no-attack conditions, demonstrating their efficiency in

standard operational settings. The results indicate that dataset characteristics and size influence

model convergence rates.

During MNIST testing, Shap requires approximately twice the convergence time of FedChal-

lenger due to computational overhead from SHAP value derivation. At the same time, Stake exhibits

nearly 63% longer convergence owing to blockchain-related computations. Cluster employs HDB-

SCAN clustering, resulting in roughly 38% slower convergence compared to FedChallenger. Fed-

Challenger implements an efficient challenge-response protocol alongside cosine similarity-driven

consensus enhancement before aggregation, achieving substantially reduced computational over-

head relative to Stake, Shap, and cluster-based approaches.

Figure 4.8: Model Poisoning Attack Scenario: Evaluation of Accuracy Under 40% Compromised

Device Scenario.

Extended evaluation using EMNIST, FMNIST, and CIFAR-10 datasets demonstrates FedChal-

lenger’s superior computational efficiency compared to recent methods. For EMNIST, FedChal-

lenger achieves convergence 2.2, 2.4, and 2.5 times faster than Stake, Shap, and Cluster techniques,

67



(a) MNIST (b) EMNIST

(c) FMNIST (d) CIFAR-10

Figure 4.9: Data Poisoning Attack: Evaluation of Accuracy under Different Compromised Device

Percentage.
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respectively. Similarly, in FMNIST experiments, FedChallenger maintains performance advantages

of 1.8, 1.6, and 1.4 times over Stake, Shap, and Cluster approaches, correspondingly.

The CIFAR-10 evaluation demonstrates FedChallenger’s superior efficiency, achieving 46%,

42%, and 50% faster convergence compared to Stake, Shap, and Cluster techniques, respectively.

These findings validate FedChallenger as a computationally efficient alternative to contemporary

state-of-the-art defence mechanisms.

Model Poisoning Attack: This experiment provides a thorough assessment of model poisoning

resistance by systematically analyzing FedChallenger and Stake aggregation approaches across

MNIST, EMNIST, FMNIST, and CIFAR-10 datasets. Other defence methods were omitted from

this analysis as they primarily target data poisoning rather than model poisoning scenarios. The

experimental setup assumes adversarial manipulation affecting 40% of client model parameters.

The outcomes, illustrated in Fig. 4.8, reveal distinct performance patterns between the two de-

fence strategies. FedChallenger demonstrates enhanced robustness in MNIST and CIFAR-10 en-

vironments, delivering accuracy gains of 0.5% and 1.1% respectively over Stake. However, Stake

performs marginally better on EMNIST and FMNIST datasets, with accuracy improvements of

2.4% and 9.5% respectively. These variations suggest dataset-specific effectiveness patterns, with

FedChallenger showing powerful generalization capabilities in complex CIFAR-10 environments.

Data Poisoning Attack Evaluation: The data poisoning scenario involved random substitution of

class labels with distinct alternatives. Testing spanned MNIST, EMNIST, FMNIST, and CIFAR-10

datasets with compromised device percentages ranging from 10% to 40%. Fig. 4.9 displays the

attack outcomes across different compromise levels and datasets.

For MNIST, FedChallenger shows minimal accuracy improvement over Shap, while Stake and

Cluster exhibit accuracy reductions of approximately 3% and 6% respectively at 40% compromised

device scenario. EMNIST evaluation reveals Cluster suffering a 6% accuracy deficit compared to

FedChallenger at 40% compromised device scenario, with Shap showing a 1.5% decrease. Stake

performs poorest in this scenario, trailing FedChallenger by over 10% accuracy.

FMNIST evaluation at 40% compromised device scenario shows Cluster as the weakest per-

former with a 20% accuracy deficit relative to FedChallenger, while Stake and Shap lag by 9.5%
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Label: 3 Label: 7 Label: 5

(a) Original samples (labels: 3, 7, 5)

Poisoned: 2 Poisoned: 8 Poisoned: 9

(b) Poisoned samples (flipped to: 2, 8, 9)

Corrected: 3 Corrected: 7 Corrected: 5

(c) FedChallenger corrections

Figure 4.10: Demonstration of Label Flipping attack and mitigation on MNIST samples.

and 6% respectively. CIFAR-10 analysis demonstrates greater accuracy degradation across all meth-

ods compared to FedChallenger, with Shap showing abysmal performance (15% accuracy loss),

followed by Stake (10%) and Cluster (12%).

The evaluation confirms FedChallenger’s effectiveness, attributable to its challenge-response

protocol and enhanced Trimmed-Mean aggregation incorporating MAD-based adaptive m value

pruning with cosine-similarity analysis. Results demonstrate consistent robustness across diverse

datasets and faster convergence enabled by the method’s computationally efficient algorithms.

4.4.5 Demonstration with Exemplary MNIST Data

An empirical validation of the FedChallenger methodology was conducted using a subset of the

MNIST dataset subjected to Label Flipping attacks. Figure 4.10 illustrates both clean and poisoned

samples alongside FedChallenger’s corrective process. The unaltered samples correctly display

digits 3, 7, and 5, while the compromised versions are mislabeled as 2, 8, and 9, respectively.

FedChallenger successfully restores the original labels (3, 7, and 5) through its mitigation process.

Table 4.2 provides quantitative analysis of MNIST classification performance under 30% La-

bel Flipping attacks. The experimental validation demonstrates FedChallenger achieving 86.7%

classification accuracy under Label Flipping attacks, surpassing baseline approaches by margins

ranging from 4% to 57%. Figure 4.11 visualizes the cosine similarity mechanism for detecting

malicious client updates, clearly showing successful identification of poisoned updates (similarity
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Figure 4.11: Gradient cosine similarity between benign and poisoned clients.

Table 4.2: Accuracy comparison with 30% Label Flipping on MNIST

Method Accuracy (%)

FedAvg 48.2 ± 1.4

Krum 53.7 ± 2.1

Trimmed-Mean 83.5 ± 1.8

FedChallenger 86.7 ± 0.9

scores < 0.3) while preserving legitimate updates (similarity scores > 0.7).

4.4.6 Ablation Study

To examine the effects of adversarial conditions and parameter configurations, we perform an

ablation study.

Impact of Compromised Device Percentages

Table 4.3 details our ablation study evaluating the state-of-the-art techniques’ performance

across different proportions of compromised devices with poisoned data. The analysis employs

the following experimental configuration:

• Datasets: Two widely used datasets, EMNIST and CIFAR-10, are employed to evaluate the

techniques.

71



Table 4.3: F1-Score for Techniques Under Different Percentage of Compromised Devices.

Techniques α = 0 α = 10 α = 20 α = 30

EMNIST CIFAR-10 EMNIST CIFAR-10 EMNIST CIFAR-10 EMNIST CIFAR-10

Trimmed-Mean 91.34 83.93 87.56 76.35 82.54 68.55 74.52 60.37

Krum 89.25 78.67 80.34 67.54 65.81 51.46 48.24 34.22

FedAvg 91.84 83.34 72.33 57.38 53.17 38.48 34.35 23.46

DUEL 90.26 81.43 78.53 78.39 82.47 71.54 74.37 61.33

Stake 91.94 82.94 89.39 79.86 84.75 74.50 79.47 63.91

Shap 91.19 84.14 90.86 80.83 86.53 73.75 81.58 64.87

Cluster 90.54 81.54 86.85 77.83 83.75 70.75 76.87 60.87

FedChallenger 92.48 83.98 91.37 81.45 86.74 75.45 80.4 65.53

• Adversarial Conditions: The percentage of compromised devices α is varied at 0%, 10%,

20%, and 30% to simulate increasing levels of adversarial influence.

• Metric: The F1-Score is used to measure the performance of each technique.

The findings of the ablation study are highlighted as follows:

• Baseline Performance (α = 0): All techniques perform well without adversarial influence.

FedChallenger achieves the highest F1-Score of 92.48% on the EMNIST dataset, while the

Shap technique achieves the highest F1-Score of 84.14% on CIFAR-10. Stake remains a

close contender on EMNIST with an F1-Score of 91.94%, and FedChallenger ranks second

on CIFAR-10 with an F1-Score of 83.98%.

• Impact of Adversarial Conditions (α > 0): As the percentage of compromised devices

increases, the performance of most techniques degrades. FedChallenger maintains the highest

F1-Score across most levels of α , demonstrating its robustness. However, it achieves the

second-highest F1-Score on the EMNIST dataset when 30% of devices are compromised,

with Shap emerging as the clear winner. In contrast, FedAvg shows significant vulnerability,

with its F1-Score dropping sharply from 83.34% at α = 0 to 23.46% at α = 30 on the CIFAR-

10 dataset. Krum is the second most vulnerable strategy, with F1-Scores of 48.24% and

34.22% in the 30% compromised device scenario on the EMNIST and CIFAR-10 datasets,

respectively.
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• Comparative Analysis: FedChallenger consistently outperforms other techniques, highlight-

ing its effectiveness in adversarial conditions. Techniques like Stake, Shap, and Cluster ex-

hibit moderate robustness, while FedAvg and Krum are the most vulnerable to adversarial

influence.

Impact of Batch Size and Learning Rate

This experiment evaluates the effects of batch size (B) and learning rate (η) variations exclu-

sively through F1-Score measurements on the CIFAR-10 dataset, with a fixed α = 20. The outcomes

are presented in Table 4.4 where the

Table 4.4: F1-Scores (%) under varying B and η .

Techniques B = 10 B = 20 B = 20

η = 0.001 η = 0.001 η = 0.01

FedAvg 36.54 38.48 40.69

Krum 48.37 51.46 55.64

FedChallenger 83.15 75.45 80.11

Key Findings are:

• Batch Size: Larger batches (B= 20) generally improve robustness (e.g., FedAvg gains +1.94%

over B = 10).

• Learning Rate: Increasing η to 0.01 boosts performance for FedAvg (+5.75%) but may upset

Krum.

• FedChallenger retains its robust characteristics across different configurations, though B =

10 surprisingly outperforms at η = 0.001.

The findings of this study demonstrate the importance of robust aggregation techniques within

FL, particularly in adversarial environments. FedChallenger proved to be the most effective method

for sustaining high performance despite considerable adversarial influence. Consequently, it repre-

sents a compelling candidate for real-world deployments where device data poisoning presents a
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significant challenge. While the default parameters (B = 20, η = 0.001) achieve a balance of sta-

bility and performance, fine-tuning η holds the potential for even greater mitigation of poisoning

effects.

4.5 Chapter Summary

Current defence mechanisms against model and data poisoning attacks demonstrate insufficient

protection against malicious sample propagation during the aggregation process. To address these

limitations, this work introduces FedChallenger, a zero-trust challenge-response framework that

leverages device behavioural analysis for detecting compromised data or model parameters. The

system incorporates a dual-mode adaptive defence strategy, combining cosine similarity-based con-

sensus boosting during regular operation with MAD-based filtering when attacks are detected. Com-

prehensive evaluation across MNIST, EMNIST, FMNIST, and CIFAR-10 datasets demonstrates

FedChallenger’s consistent superiority, achieving 8.2%, 47.8%, 88.4%, and 7.4% higher accuracy

than Trimmed-Mean, Krum, FedAvg, and DUEL, respectively, under 30% Label Flipping attacks on

FMNIST. The technique also shows significant computational advantages, converging 60%, 52%,

31%, and 27% faster than these baseline methods in 20% Label Flipping scenarios. For more se-

vere 40% model poisoning attacks on CIFAR-10, FedChallenger maintains substantial performance

leads, outperforming comparative approaches by factors ranging from 1.24 to 6.7 times. When eval-

uated against contemporary techniques, FedChallenger demonstrates 36%, 47%, and 54% faster

convergence than Stake, Shap, and Cluster, respectively, on the CIFAR-10 dataset. These results

validate FedChallenger as a robust, dataset-independent solution that effectively addresses the limi-

tations of existing defence mechanisms through its multi-layered architecture, combining challenge-

response verification with enhanced consensus-based aggregation, proving particularly effective at

neutralising diverse poisoning threats while maintaining model performance across all tested sce-

narios.
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Chapter 5

SignDefence: Byzantine-Robust

Federated Learning with Sign Direction

and Leaky ReLU

In this chapter, we introduce SignDefence, a sign direction and LeakyReLU-based aggregation

technique, which considers the direction of the gradients and overcomes the performance issues

related to the dying ReLU problem. Moreover, the proposed SignDefence computes Jaccard Sim-

ilarity over binary encoded model weights and remains robust across sparse data. The following

sections details the functional component of SignDefence and its significance with experimental

validity.

5.1 SignDefence and Its Contributions

While FL offers numerous advantages, malicious actors may target its weaknesses to execute

either model poisoning or data poisoning attacks [41]. To protect these systems, robust and ef-

ficient aggregation mechanisms are essential. Numerous studies have already proposed to lessen

the impact of such attacks through various aggregation methods. Notable examples include Krum

[15], Trimmed-Mean [143], and FedAvg [79], which rely on robust aggregation techniques. Other

approaches, like Flod [32], are based on sign direction, while Flame [86] uses clustering to detect
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and remove corrupted samples. However, each of these methods comes with its own set of chal-

lenges. FedAvg, the foundational aggregation technique rooted in the Federated Averaging (FA)

algorithm [79], remains susceptible to attacker modified gradients. Krum aims to find suboptimal

gradients near the median but assumes that client data is IID [34]. This assumption often doesn’t

hold true, which can affect Krum’s performance. While Trimmed-Mean is considered more robust,

it discards a certain percentage of gradients from both ends after sorting the data. This trimming

of data points leads to information loss, and accurately estimating the optimal cutoff proportion is

difficult, often negatively impacts its effectiveness. To address precise trimming and better identify

poisoned samples, the Flame strategy employs HDBSCAN-based clustering with cosine similarity

as a distance measure [86]. Yet, Flame’s performance is sensitive to hyperparameters like noise

levels and clustering thresholds. Flod, recognized as an efficient sign direction technique for feder-

ated aggregation, also faces issues due to hyperparameter sensitivity and the dying ReLU problem

[146], especially when considering τ-clipping with Hamming distance and the Rectified Linear Unit

(ReLU) activation [32].

Most current state-of-the-art aggregation strategies struggle with either incorrectly removing

legitimate samples or, conversely, including poisoned samples as valid updates. Furthermore, many

of these techniques are highly sensitive to increased noise and often demand careful hyperparameter

tuning. Although Flod successfully addresses most data clipping problems using sign-magnitude

and Hamming distance-based τ-clipping, it still falters with increased data noise. Consequently,

poisoning attacks significantly degrade Flod’s performance, and it additionally contends with the

dying ReLU problem. This highlights a clear need for an updated strategy that can aggregate data

efficiently while considering these persistent challenges.

In response to these issues, this chapter introduces a new variant of the Flod technique, named

SignDefence. This proposed method specifically addresses noisy gradients and Flod’s inherent dy-

ing ReLU problem. Our key contributions include:

• Design the SignDefence technique, which uses the sign magnitude of gradients and LeakyReLU

with Jaccard Similarity for weight estimation to effectively mitigate poisoning attacks.

• Present an FL architecture that utilizes SignDefence aggregation strategies.
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• Propose the SignDefence algorithm to train the model with no or minimal impact from poi-

soning samples.

• Evaluate the performance of the proposed SignDefence technique using the HAR dataset [41]

against state-of-the-art Krum, Trimmed-Mean, FedAvg, Flame, and Flod techniques. Fur-

thermore, these evaluations were rigorously conducted under scenarios including no-attack,

attack on Trimmed-Mean, attack on Krum, Min-Max attack, Min-Sum attack, and Label Flip-

ping attack.

5.2 Comprehensive System Architecture

This section outlines the architectural framework and operational methodology of the proposed

SignDefence aggregation approach.

The SignDefence technique uses a structured modular architecture as shown in Fig. 5.1. This

architecture enables collaborative model training between multiple participating client devices C ∈ i

and a central federated server (FS) component. The federated server includes several important

operational modules that work together: The Device Selector (DS) module implements client se-

lection mechanisms using either random sampling techniques or more advanced trust-based and

performance-based selection strategies as documented in [39]. The Federated Training Controller

(FTC) serves as the central coordination hub that manages the complete federated training lifecycle.

It maintains constant communication with all other FS modules while orchestrating client device in-

teractions and issuing training directives throughout the learning process. The Aggregation module

represents the core defensive component of the system. It consists of multiple specialized computa-

tional submodules that collectively provide robust protection against various threats. These include

the Weight Accumulator (WA) that receives and distributes model parameters, the Binary Encoder

(BE) that performs critical encoding operations, the Median Function (MF) that calculates cen-

tral tendency metrics, the Sign Computation Function (SCF) that processes weight signatures, the

Jaccard Similarity (JS) module that analyzes model update relationships, the LeakyReLU Module

(LM) that implements advanced activation functions, and finally the Weight Estimator (WE) that

computes the final aggregated updates. The WA submodule initially receives the model weights

77



Figure 5.1: Complete Architectural Schematic of SignDefence Framework

Wi from the FTC and distributes them to three parallel processing pipelines: the SCF submodule

processes Wi to derive the mathematical signs Si of the weights according to Eq. (10), while the MF

submodule calculates the median value Med of the weights through Eq. (11), and the BE submodule

generates binary encoded representations Bi of the weights using Eq. (12).

Si = {Sign(Wk)}i
k=0 (10)

Med = Median(Wi) (11)

Bi = {I(−Med <Wk < Med)}i
k=0 (12)
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The JS submodule processes the binary encoded weights Bi to compute pairwise similarity metrics

Ji following the mathematical procedure outlined in Eq. (13). This similarity measure was selected

for its robustness against noise contamination and its ability to effectively handle input sequences of

varying lengths. The LM submodule then generates preliminary weight estimates Jk values against

a predefined security threshold th through the application of a LeakyReLU activation function as

defined in Eq. (14). This nonlinear transformation was chosen over standard ReLU implementations

due to its superior ability to prevent dying ReLU problem that frequently occur in deep learning

systems.

Ji = {J(Bk,Bi)}i
k=0 (13)

We = {LeakyReLU(th− Jk)}i
k=0 (14)

The WE submodule performs the final aggregation step by combining the estimated weights We with

their corresponding signs Si to produce the ultimate global model updates Wg through the weighted

aggregation formula specified in Eq. (15). These computed updates are then applied to the current

global model M, with performance evaluation conducted after each training round r. The FTC ini-

tiates subsequent training rounds by coordinating with the DS module to select appropriate client

devices for participation, while system administrators can configure various training hyperparame-

ters and establish operational rules through the dedicated Management Interface. On the client side,

each participating device independently executes local Linear Regression (LR) computations using

their respective private datasets while incorporating the most recent global model Mr and associated

weights Wr received during each communication round r.

Wg =
∑

i
k=0We,k ·Sk

∑
i
k=0We,k

(15)

Algorithm 4 provides the complete formal specification of the SignDefence aggregation method-

ology in pseudocode format. The procedure begins by initializing the global model M0 with its

corresponding parameters W0 and selecting appropriate participant devices through a parallelized

selection process. During each training round r within the total number of rounds R, every par-

ticipating client device independently computes its local model updates Wi by executing Linear
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Regression (LR) using the current global model parameters. The algorithm then processes these

collected updates through multiple sequential defensive operations: First computing the mathemat-

ical signs of all weights, then determining the median value of the weight distribution, followed

by generating binary encoded representations of the model parameters, and subsequently analyzing

pairwise similarities between client updates.

Algorithm 4 SignDefence Aggregation Procedure

Input:

1: Initial global model M0 with parameters W0

2: Security threshold th

3: Total training rounds R

4: Client selection pool C

Output: Robust global model M

5: M←M0 (Global model initialization)

6: W ←W0 (Weight initialization)

7: for each round r ∈ R do (r in total rounds R)

8: Cr← SELECTCLIENTS(C) (Parallel client selection)

9: for each client i ∈ Cr do

10: Wi← LOCALLR(M,W ) (Client i’s local update)

11: end for

12: Si←{sign(Wi,k)}n
k=1 (Signs for client i’s weights)

13: Med←median({Wi}i∈Cr
) (Median weight)

14: Bi←{I(−Med <Wi,k < Med)}n
k=1 (Binary encoding)

15: Ji←{J(Bk,Bi)}k∈Cr
(Pairwise similarities)

16: We←{LeakyReLU(th− Ji,k)}n
k=1 (Estimated weights)

17: Wg,r← ∑
n
k=1 We,k»Sk

∑
n
k=1 We,k

(Aggregated weights)

18: M←M←Wg,r (Model update)

19: end for

20: return M

The LeakyReLU activation function is then applied to estimate robust weights while mitigating

potential gradient issues, ultimately leading to the computation of final aggregated weights Wg,r

through a weighted combination of the estimated weights and their corresponding signs. These

aggregated weights are then incorporated into the global model Mr for the current round. This
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iterative process continues until global model reaches the stable peak performance, at which point

the final robust global model M is produced as the output of the complete SignDefence procedure.

5.3 Evaluation Results

The complete simulation was carried out using PyTorch and SAFEFL [41] on a Macbook M1

Pro chip, featuring an 8-core CPU, 14-core GPU, 16GB of RAM, and a 512GB SSD. The FL con-

figuration included 30 clients and a single server. The chosen HAR [41] dataset encompasses data

from six activities performed by thirty human subjects, with data distributed in a non-IID manner

among the participating clients. For training, a batch size of 64 was selected, and the learning rate

was set to 0.005. The evaluations employed a Linear Regression (LR) classifier, comparing the

performance of SignDefence against Trimmed-Mean [143], Krum [15], Flod [32], FedAvg [79],

and Flame [86] techniques. These comparisons were conducted across several scenarios: no-attack,

attack on Krum, attack on Trimmed-Mean, Label Flipping attack, Min-Max attack, and Min-Sum

attack.

In the Krum attack scenario, the local model parameter (W ′) is intentionally crafted from a

compromised model parameter (C′) to maximize its deviation from the true global parameter (W ).

For the Trimmed-Mean attack, the adversary manipulates the local model parameter W ′ using either

the minimum or maximum of benign local model parameters, depending on the inverse direction

of the global model parameters. A Label Flipping attack involves the attacker substituting one

class label for another to degrade the model’s performance. In a Min-Max attack, a malicious

weight (δWk) is chosen such that its maximum distance from other weights Wi is less than the

maximum distance between any two benign weights. Conversely, during a Min-Sum attack, the

attacker identifies a δWk whose sum of distances from other weights is less than the sum of distances

between other benign weights. These evaluations assumed that 20% of the client’s total model

parameters and data were compromised. Each experiment ran for 2000 fixed training rounds, with

models assessed after every training round.

To establish the robustness of the proposed SignDefence technique, its performance was bench-

marked against the state-of-the-art Trimmed-Mean [143], Krum [15], Flod [32], FedAvg [79], and
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Flame [86] techniques. The evaluation metrics included training accuracy and average F1 Score.

Accuracy quantifies the overall proportion of correct predictions, while the F1 score offers a bal-

anced measure of model performance by combining precision and recall. In each communication

round, the global model (M) was updated, and this updated M was then tested with the test dataset to

measure its accuracy. The average F1 score was computed at the conclusion of all communication

rounds. These evaluation measures were repeated for all techniques and attack combinations. The

subsequent subsections present the detailed evaluation results and discussions.

5.3.1 No-Attack Scenario

In the no-attack scenario, no data or model parameters were intentionally altered. Fig. 5.2 illus-

trates the accuracy of SignDefence in comparison to the state-of-the-art techniques. The evaluation

results indicate that the proposed SignDefence is 10% more accurate than Krum and approximately

7% more accurate than Trimmed-Mean, Flame, and FedAvg under no-attack conditions. Krum’s

sub-optimal selection of model parameters closest to the median contributes to its performance drop.

In contrast, Trimmed-Mean’s accuracy suffers because it discards important data trends through its

trimming process. FedAvg’s lower accuracy can be linked to the data distribution and the drift of

local client models from the global model. Meanwhile, Flame’s sensitivity to hyperparameters and

local evaluation metrics may lead to degraded accuracy.

Figure 5.2: Accuracy Vs Iterations Under No-Attack Scenario.

However, SignDefence does not remove any information and relies on the signed direction of
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the model parameters. Furthermore, it estimates model updates by considering the signed magni-

tude and Jaccard Similarity of binary encoded gradients, and it employs LeakyReLU for weight

estimation. SignDefence, being a variant of Flod, exhibits accuracy similar to the Flod technique.

Nevertheless, it shows a 1% improvement due to its incorporation of median-based binary encoding,

Jaccard Similarity, and LeakyReLU.

5.3.2 Attack On Krum

The attack on Krum was executed with 20% malicious clients, following the attack procedure

detailed in [34]. Fig. 5.3 presents the evaluation results of the proposed SignDefence compared

to existing techniques. Since this attack is specifically designed for the Krum technique, Krum

experiences a substantial accuracy drop. Compared to the proposed SignDefence, Krum is 56% less

accurate because it selects sub-optimal model parameters based on median difference. Conversely,

SignDefence demonstrates consistent performance under the attack on Krum scenario as it utilizes

Jaccard Similarity measures between binary encoded data. It estimates model parameters using

LeakyReLU and incorporates the sign magnitude of weights along with the estimated ones. For

similar reasons, it shows approximately a 10% accuracy improvement over Trimmed-Mean and an

8% improvement over both FedAvg and Flame techniques. Although the final accuracy of Flod and

SignDefence do not differ significantly, Flod appears more susceptible to outliers.

Figure 5.3: Accuracy Vs Iterations Under Attack on Krum.
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5.3.3 Attack on Trimmed-Mean

The attack on Trimmed-Mean was performed according to the process outlined in [34], in-

volving 20% malicious clients. Fig. 5.4 displays the results of the attack on Trimmed-Mean for

SignDefence and its counterparts. Flod is the poorest performer in this evaluation, losing 15% ac-

curacy compared to SignDefence. Similarly, FedAvg, Krum, Trimmed-Mean, and Flame are 12%,

5%, 8%, and 4% less accurate, respectively, than the proposed SignDefence technique. Flod’s re-

liance on Hamming distance-based τ-clipping and boolean encoding strategy did not adapt well to

changes in data. However, SignDefence consistently maintains its accuracy curve and shows less

sensitivity to outliers due to its use of LeakyReLU and sign direction for weight estimation.

Figure 5.4: Accuracy Vs Iterations Under Attack on Trimmed-Mean.

5.3.4 Label Flipping Attack

In this experiment, 20% of clients had their labels flipped to another class. Fig. 5.5 presents

the results of the Label Flipping attack for Trimmed-Mean, Krum, Flod, SignDefence, FedAvg, and

Flame strategies.

The experimental results indicate that the proposed technique is nearly 9% more accurate than

both Krum and FedAvg, attributable to their sensitivity to class distribution. Additionally, Trimmed-

Mean and Flame are approximately 6% less accurate than SignDefence. Being a variant of Flod,

SignDefence still performs better under a Label Flipping attack, with an accuracy gain of almost 1%

compared to Flod.
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Figure 5.5: Accuracy Vs Iterations Under Label Flipping Attack.

Table 5.1: F1 Score for State-of-the-art Techniques Under Different Attacks

Attack / Technique No Trimmed-Mean Min-Sum Krum Label Flipping Min-Max

Trimmed-Mean 0.78 0.69 0.73 0.72 0.77 0.71

Krum 0.76 0.76 0.32 0.28 0.76 0.26

Flod 0.91 0.80 0.93 0.90 0.91 0.84

SignDefence 0.92 0.88 0.94 0.92 0.91 0.88

FedAvg 0.78 0.65 0.74 0.73 0.74 0.73

Flame 0.77 0.76 0.75 0.76 0.77 0.75

5.3.5 Min-Max Attack

In this evaluation, the Min-Max attack was simulated using the technique described in [100].

Fig. 5.6 presents the evaluation results of the Min-Max attack on Trimmed-Mean, Krum, Flod, Sign-

Defence, FedAvg, and Flame techniques. The evaluation results suggest that Krum’s accuracy drops

by nearly 67% compared to the SignDefence strategy, primarily due to its sensitivity to outliers and

sub-optimal selection of model parameters. Conversely, SignDefence estimates weights based on

the sign magnitude of the weights and LeakyReLU computation, incorporating Jaccard Similarity,

which operates on binarized weights. This allows SignDefence to follow the direction of weight

changes and maintain consistent performance. For similar reasons, Trimmed-Mean, FedAvg, and

Flame techniques are 8%, 5%, and 4% less accurate than SignDefence, respectively. However, Flod

predominantly struggles due to its reliance on ReLU and Hamming distance-based clipping strategy.

Consequently, it shows an over 6% accuracy drop compared to the proposed SignDefence technique.
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Figure 5.6: Accuracy Vs Iterations Under Min-Max Attack.

5.3.6 Min-Sum Attack

Fig. 5.7 presents the results of the Min-Sum attack on the Trimmed-Mean, Krum, Flod, Sign-

Defence, FedAvg, and Flame techniques. Here, the Min-Sum attack was engineered according to

the strategies presented in [100]. Since the Min-Sum attack aims to minimize the sum of distances

among all weights, almost all existing techniques, with the exception of Krum, exhibit consistent

performance comparable to the no-attack scenario. Krum, however, shows nearly 65% degraded ac-

curacy compared to SignDefence because it relies on selecting suboptimal model parameters closest

to the median. Trimmed-Mean, FedAvg, and Flame are nearly 11% less accurate than SignDe-

fence, which can be attributed to the proposed technique’s sign-magnitude and LeakyReLU-based

implementation. In this instance, Flod again demonstrates accuracy similar to the proposed Sign-

Defence, with the proposed method being 1.3% more accurate than Flod due to its incorporation of

LeakyReLU and sign magnitude-based model parameter estimation.

5.3.7 F1-Score Analysis

Finally, this subsection presents the average F1 score for SignDefence, Krum, Trimmed-Mean,

Flod, Flame, and FedAvg techniques under no-attack and various attack scenarios. Table 5.1 indi-

cates that the proposed SignDefence is robust irrespective of the different attack types and consis-

tently offers a better F1 score than its counterparts.
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Figure 5.7: Accuracy Vs Iterations Under Min-Sum Attack.

Since SignDefence relies on the sign magnitude that defines the direction of the gradients, it per-

forms effectively regardless of compromised samples. Furthermore, its weight estimation, which

uses LeakyReLU and incorporates Jaccard Similarity, resolves the dying ReLU problem and per-

forms better on highly skewed data distributions. Techniques other than Flod generally show much

lower F1 values, which is also reflected in their accuracy results. SignDefence, as a variant of Flod,

follows a similar performance pattern, though some attack types cause Flod to exhibit significantly

degraded performance because of its reliance on ReLU and Hamming distance-based clipping.

5.4 Chapter Summary

Poisoning attacks targeting Big Data-dependent AI systems pose significant threats and can

undermine their practical benefits, resulting in substantial losses. Current defence strategies primar-

ily depend on robust aggregation techniques or anomaly clustering methods. However, these ap-

proaches often fail to effectively eliminate the influence of malicious samples and sometimes lead

to the unintended removal of legitimate samples. This research introduces SignDefence, a novel

Flod technique variant that employs the Sign direction strategy combined with LeakyReLU and

Jaccard Similarity for model weight estimation. Evaluation results on the HAR dataset under vari-

ous attack scenarios demonstrate that the proposed technique maintains consistency and surpasses

all existing state-of-the-art defence mechanisms.

Furthermore, SignDefence demonstrates robustness and consistently achieves superior F1 scores
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across all attack and non-attack scenarios. This improvement stems from its consideration of gradi-

ent sign direction and its solution to the dying ReLU problem.
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Chapter 6

Fed-Reputed: Reputation-Aware Client

Selection in Hierarchical Federated

Learning

This chapter introduces Fed-Reputed, a reputation-aware client selection framework tailored for

HFL. Unlike existing reputation-based approaches that suffer from herding effects, cold-start limi-

tations, and imbalanced classification datasets, Fed-Reputed integrates a modified Bellman equation

within a Deep Q-Learning framework. This formulation guides client selection using an Imbalanced

Classification Markov Decision Process (ICMDP), leveraging both device capability and historical

behavior.

The following sections highlights the working principle and significance of the proposed Fed-

Reputed technique.

6.1 Motivations and Contributions

As discussed earlier, centralized FL systems [14] utilize a coordinating server that manages dis-

tributed training across client devices, keeping data close to its source. The global model undergoes

continuous improvement from aggregated updates gathered from clients after each training cycle.

This structure ensures that sensitive information stays on the originating device, reducing the risk of
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privacy breaches. However, such centralized models face challenges in scaling and adapting, mainly

when used across diverse networks with mobile health devices [2]. As a result, HFL has emerged as

a practical solution within the FL research community. HFL designs add intermediate edge servers

positioned near client groups, which assist the central server [129]. These edge nodes handle local

data aggregation before sending information to the central server, creating a multi-level learning

system. This design is especially beneficial for resource-constrained consumer electronics used in

healthcare environments, where constant communication with a central server may not be feasible

or could drain energy. Nevertheless, real-world FL applications face notable operational challenges.

Client devices vary significantly in their computing power, network connectivity, and data quality

characteristics [39]. Straggler nodes (devices that struggle with poor connectivity or processing ca-

pability takes indefinite time to respond) and malicious users (potentially compromised by attackers)

can significantly hinder system performance by delaying convergence or launching model poison-

ing attacks [98, 153]. In privacy-sensitive biomedical settings, such behaviour can lead to serious

ethical, security, and health consequences. Since it is not feasible to achieve an environment en-

tirely free of malicious or straggler nodes, it is crucial to develop effective client selection methods

to reduce their impact on model training while maintaining accuracy and speeding up convergence.

Current FL methods mainly use random client selection (RS), performance-based strategies,

cluster-based methods, weighted tactics, and reputation-based choices [79, 94, 77]. Randomly se-

lecting clients during each training round does not fully leverage local updates from diverse partici-

pants, leading to lower model accuracy, longer convergence times, and potential fairness issues [39].

Moreover, RS often includes malicious and straggler clients in the selection pool, causing significant

drops in model performance [124]. This problem is especially severe in semi-supervised biomedical

contexts, where limited labelled data necessitates maintaining model accuracy. Performance-driven

strategies [39] assess the training effectiveness of clients to make informed selection decisions.

However, metrics often fail to reflect the full characteristics of clients accurately. Cluster-based

methods [37] aim to group similar clients and pick representatives from different distributions.

Nonetheless, there is still a risk of including malicious and straggler participants, as resource-limited

or misbehaving clients might be selected during training. Weighted selection methods [84] priori-

tize capable devices but may lead to biased model updates and unfair selections. Additionally, these

90



strategies do not eliminate the risk of including malicious and straggler clients. Thus, reputation-

based client selection has gained traction in FL research [77]. These methods assign reputation

scores to clients based on their past behaviour, excluding those below certain thresholds from selec-

tion. The threshold values can change dynamically, and the reputation scores are calculated using

deep deterministic policy gradients [77]. While more robust, many of these approaches encounter

cold-start issues, as they need a sufficient history of interactions to make informed decisions [125].

The Stochastic Client Selection (SCS) method [113] tackles cold-start challenges by considering un-

certainties. It also accounts for client hiring costs and includes participants with varying reputation

levels during training rounds. However, it lacks support for HFL architecture and might unintention-

ally select malicious clients in initial rounds. On the other hand, Multi-Agent Deep Deterministic

Policy Gradient (MADDPG) methods [77] effectively manage HFL but still face cold-start chal-

lenges and require subsequent interaction data for accuracy. Unfortunately, malicious clients might

compromise the models before these strategies reach their optimal state. Furthermore, the distribu-

tion of malicious or straggler nodes compared to benign clients is not uniform across communication

rounds, resulting in imbalanced datasets. Therefore, there is a strong need for reliable client selec-

tion frameworks for HFL that can use available device data, effectively address cold-start issues, and

identify misbehaving clients without compromising model security and privacy. Additionally, these

frameworks should function smoothly within hierarchical architectures and support FL setups by

ensuring dependable client participation while taking both current and historical data into account

and addressing dataset imbalance.

This research fills these gaps by presenting Fed-Reputed, a DQN-based reputation-driven client

selection framework created explicitly for HFL in consumer biomedical devices. It incorporates a

Deep Reinforcement Learning (DRL) strategy that utilizes DQN, along with an ICMDP classifier

[65], for the unbiased selection of edge servers and consumer clients, addressing the growing pri-

vacy concerns surrounding consumer electronics. Specifically, ICMDP leverages device capability

information to tackle cold-start challenges. The key contributions of this research work are outlined

below:

• Development of the Fed-Reputed framework, drawing inspiration from cutting-edge DQN

methodologies and ICMDP techniques to facilitate optimal consumer client selection across
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both initialization and standard training phases.

• Design of a HFL architecture that harnesses ICMDP capabilities to effectively identify and

impose penalties on malicious participants and straggler devices.

• Formulation of an enhanced Bellman equation that integrates reputation scoring mechanisms

derived from historical Q-values, straggler identification, malicious behaviour detection, train-

ing performance metrics, and computational resource utilization.

• Comprehensive performance assessment of Fed-Reputed using MNIST and FMNIST bench-

mark datasets, with comparative analysis against SCS [113], MADDPG [77], and RS [79]

methodologies across diverse straggler and malicious participant configurations.

6.2 Fed-Reputed Architecture and Algorithms

This section outlines the architectural framework and operational methodology of the proposed

Fed-Reputed approach. The system architecture, depicted in Fig. 6.1, comprises three fundamental

components: a federated server S, multiple edge servers E, and participating consumer clients I.

The central server S implements management directives through its dedicated sub-module while

overseeing the model training workflow.

The server infrastructure incorporates three core sub-modules: the Federated Controller (FC),

Aggregator (AG), and device selection (DS) mechanism. The DS component integrates a DRL-based

selection mechanism that identifies suitable edge servers E, which are subsequently maintained in

a device pool for round-robin allocation [5] during global communication rounds. The FC man-

ages the federated training process by coordinating with selected edge servers and consolidating

their model updates (We) via the AG sub-module. These aggregated updates (µW ′) are applied to

the baseline model (M0), with the enhanced model’s performance determining subsequent training

iterations until convergence criteria are satisfied.

Each edge server e ∈ E implements four principal components: an agent program (AP), Edge

Aggregator (EA), Edge Training Controller (ETC), and a DRL module with associated device pool.
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Figure 6.1: Architectural Overview of Fed-Reputed Framework

The AP facilitates background operations including metadata exchange, cryptographic key man-

agement, and participation request processing. The ETC orchestrates local training operations and

performs intermediate aggregation with EA following each edge round er ∈ ER. The DRL module

processes client participation requests ID ∈ I through a DQN algorithm with ICMDP classification

[65], evaluating devices based on behavioural metrics.

The ICMDP classifier utilizes a modified Bellman equation incorporating reputation scoring

through Eq. (16), where RSt+1 derives from previous state parameters including Qt , RSt , RUI,t , GAt ,

SSt , and MSt , aggregated over intervals l = 1 to t. The resource utilization metric RUt encompasses

computational resources including processing capacity, memory allocation, and energy consump-

tion, with a scaling factor ψ normalizing reputation scores.

RSt+1 = ψQtRSt
(RU(I, t)+θGAt +αSSt +βMSt)

∑
t
l=1(GAl +SSl +MSl)

(16)
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The Q-value computation under policy π for state-action pair (s,a) follows Eq. (17), integrating

RSt+1 with expected rewards and discounted future values. This Q-value feeds into the ICMDP loss

function, ultimately yielding converged Q-network parameters that, when combined with a softmax

layer [65], form the device selection classifier. Compliant devices enter the round-robin scheduling

pool [5] for subsequent training rounds.

Qπ (s,a) = RSt+1 ∗Eπ [rt + γQπ (st+1,at+1)|st = s,at = a] (17)

Algorithm 5 formalizes the device selection process, accepting inputs ID, T , MDπ , and weight-

ing factors θ , α , β . The procedure collects device metrics including RU , GA, SS, and MS during

each training round t ∈ T , computing RSI,t+1 via Eq. (16) and subsequent Q-values through Eq. (17)

for ICMDP processing.

Algorithm 5 Device Selection Algorithm

Input:

Training Rounds, T ,

Accuracy, Malicious, and Straggler weight factors θ , α , and β , respectively

Management Defined Selection Policy, MDπ ,

Q-value at state t, Qt

Output:

Selected Devices (SD)

1: ID = getInterestedDevices()
2: for t ∈ T do

3: for I ∈ ID do

4: RUI,t = getDeviceResourceUsage(I, t)
5: GAI,t = getGlobalAccuracyContrib(I, t,Mt)
6: SSI,t = getStragglerStatus(I, t,SSI,t−1)
7: MSI,t = getMaliciousStatus(I, t,MSI,t−1)

8: RSI,t+1 = ψQtRSt
(RU(I,t)+θGAt+αSSt+βMSt )

∑
t
l=1(GAl+SSl+MSl)

9: RUN ICMDP with Q-value computed using RSI,t+1 by Eq. (17)

10: DCt = getSo f tmaxAddedQNetwork(t)
11: if DCt(I) ∈MDπ then

12: SDt = SDt ∪ I

13: else

14: SDt = SDt ∩ I

15: end if

16: end for

17: end for

18: Return SD

The ICMDP algorithm maintains state memory for DQN convergence, with the resulting Q-

network and softmax layer forming the Device Classifier (DC) that governs device pool member-

ship. Consumer clients implement AP, LTC, and local datasets, with LTC employing mini-batch
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SGD [79] for local model training.

The training protocol coordinates operations across S, E, and C components, initiating with

parameters W0 and M0. Edge servers execute Algorithm 6, incorporating parallel device selection

that collects DMI during each er ∈ ER. Client devices Cer are selected via round-robin scheduling,

with accepted models satisfying SDπ criteria through importance metric IM evaluation.

Algorithm 6 HFL Training at Edge Server, E

Input:

Initial Global Model, M0

Initial Model Parameters, W0

Selected Device Policy, SDπ

Output:

Global Model, M

1: RUN Parallel SDC = getSelectedDevices(DMI)
2: for er ∈ ER do

3: Mer−1 = M0

4: Wer−1 =W0

5: Cer = sample(SDC)
6: for c ∈Cer do

7: DMIc = getDevicePMI(er)
8: Mc,er = train(c,Mer−1,Wer−1)
9: DMI = DMI∪DMIc

10: if IM(c) ∈ SDπ then

11: Accept Mc,er

12: end if

13: end for

14: Mer = Mer−1∪ ∑
count(Eer )
j=1 Mc,er

count(Eer)

15: end for

16: Edge Model After All Edge Round, M = Mer

17: return M

Following edge round completion, aggregated parameters form Mer, with comprehensive edge

models transmitted to S for final aggregation using Algorithm 6. The server iteratively evaluates

model performance after each communication round until it achieves the desired performance.

6.2.1 System Model and Definitions

We rigorously characterize Fed-Reputed’s framework through the following core mathematical

constructs:

Definition 1 (FL Objective). The global model w is trained by minimizing:

min
w

F(w) = Ei∼P [Fi(w)] (18)
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where Fi(w) =L(w;Di) represents the local loss function calculated over client i’s local datasetDi,

with P denoting the client’s data distribution. This formulation ensures non-IID data distribution

across clients while safeguarding privacy by decentralized data.

Definition 2 (Reputation Update Strategy). The reputation score for client i, RSt(i) at communica-

tion round t is obtained by:

RSt(i) = ψQt−1(i)RSt−1(i)
RUt(i)+θGAt(i)+αSSt(i)+βMSt(i)

∑
t
τ=1(GAτ (i)+SSτ (i)+MSτ (i))

(19)

where:

• RUt(i): Resource utilization metric consisting of CPU, memory, and bandwidth consumption

• GAt(i): Global accuracy contribution (measured by validation performance)

• SSt(i): Straggler detection indicator (binary flag for delayed responses)

• MSt(i): Malicious behavior flag (gradient deviation detection)

• ψ: Learning adaptation parameter to control reputation score

• θ ,α,β : Accuracy, Malicious, and Straggler weight factors

• Qt−1(i): Q-value from previous round

This equation dynamically adapts client trust level based on multiple performance metrics to bal-

ance computational efficacy, model accuracy, and system robustness.

6.2.2 Straggler Mitigation Strategy

Fed-Reputed detects and overcomes straggler’s impact through its reputation-oriented client

selection strategy:

Theorem 3 (Straggler Detection Bound). Consider any client i that exhibits straggler behavior,

defined by a delay ∆ti exceeding a predefined threshold τth. The likelihood of selecting this client at

time t, denoted by pt(i), diminishes exponentially as follows:

pt(i)f exp

(

− α2t

2σ2
SS

)

(20)
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Here, σ2
SS represents an upper bound on the variance observed in the patterns of straggler behavior,

and α is the weight assigned to the straggler penalty, as defined in Definition 2.

Proof. The proof relies on three fundamental observations: First, the identification of straggler

events, SSt(i) = I(∆ti > τth), constitutes a series of independent Bernoulli trials, owing to the binary

nature of the threshold-based detection. Second, the mechanism for updating client reputations

behaves as a supermartingale. This is because the penalty term αSSt(i) introduces a consistent

negative bias, effectively reducing the reputation of clients that are stragglers. Third, by apply-

ing Hoeffding’s inequality, we can establish a bound on the cumulative deviation caused by these

penalties, thereby deriving the exponential probability bound.

This theorem provides an assurance that clients consistently exhibiting slow performance will

be exponentially deprioritized within the selection process. This mechanism effectively mitigates

training delays without the need for manual intervention. The tightness of this bound increases

proportionally with the number of rounds t and with a greater magnitude of the straggler penalty α .

6.2.3 Byzantine Resilience Guarantees

Fed-Reputed offers verifiable security against malicious participants:

Theorem 4 (Malicious Client Detection Paraphrased). For clients behaving maliciously, character-

ized by a gradient deviation ∥∇Fi−∇F∥ g δ , where δ is the threshold for detection, the probability

of identifying them as malicious satisfies:

P(MSt(i) = 1)g 1− exp

(

− tδ 2

2L2

)

(21)

Here, L denotes the Lipschitz constant of the loss function F(w).

Proof. The proof unfolds in three stages: First, we establish that malicious clients, by definition of

their gradient deviation, must produce updates satisfying ∥wi−w∗∥g δ/L, where w∗ represents the

optimal model. Second, we constrain the dispersion of gradients from honest clients by leveraging

the Lipschitz continuity property. Third, we show that the reputation score diminishes rapidly when
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MSt(i)= 1, primarily because the term βMSt(i) dominates the numerator in the update rule specified

in Definition 2.

This finding indicates that substantial model poisoning attacks (i.e., those with δ > 0) will be

detected with a probability that approaches 1 as the number of rounds, t, increases. The sensitivity

of this detection is contingent on the ratio δ/L, implying that the bound becomes tighter for more

pronounced attacks or when the loss landscape is smoother.

6.2.4 Cold Start Adaptation

The system efficiently manages new clients through their reputations converging rapidly:

Lemma 2 (Reputation Convergence Rate Paraphrased). New clients’ reputation estimation error is

bounded as follows:

|RSt(i)−RS∗t (i)| f κρ t where ρ = max(ψ,1−λmin(Q)) (22)

In this expression, κ is a constant dependent on the initial conditions, ψ represents the learning

adaptation factor, and λmin(Q) is the smallest eigenvalue of the Q-learning matrix.

Proof. The analysis is based on three key observations: The initial reputation, RS0(i) =Ci+Ki, pro-

vides robust default values by combining a platform-wide constant Ci with a client-specific prior Ki.

The Q-learning parameters Qt exhibit geometric convergence due to their inherent contraction map-

ping properties. Finally, the complete reputation update forms a composite contraction mapping, as

both the multiplicative and additive components outlined in Definition 2 are non-expansive.

This lemma guarantees that new participants attain appropriate reputation levels within loga-

rithmic time, specifically O(log(1/ε)) rounds. This prevents exploitation during the onboarding

process while simultaneously ensuring fairness. The convergence rate ρ is influenced by both the

speed of learning adaptation (ψ) and the minimum exploration rate (λmin(Q)).

6.2.5 Global Convergence Properties

We establish the end-to-end convergence guarantees for Fed-Reputed:
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Theorem 5 (Convergence Rate Paraphrased). Given a learning rate ηt = 1/(t + 1), the model

achieves the following:

E[F(wT )]−F∗ f C1

T
+C2 exp

(

−β 2T

d

)

(23)

Here, F∗ denotes the optimal loss, d represents the effective dimension of the client distribution,

and C1,C2 are constants determined by the problem parameters.

Proof. The decomposition of the error reveals three distinct components: The O(1/T ) term ac-

counts for the standard optimization error originating from honest clients, which aligns with central-

ized Stochastic Gradient Descent (SGD) rates. The exponential term O(e−β 2T ) bounds the residual

influence of adversarial actions, demonstrating that malicious effects diminish rapidly due to the β

penalty introduced in Definition 2. The proof integrates these components by carefully telescoping

the bounds across communication rounds, utilizing the reputation-weighted client sampling proba-

bilities.

This theorem illustrates that Fed-Reputed not only maintains the optimal convergence rate char-

acteristic of FL but also exponentially suppresses the impact of adversarial activities. The parameter

β directly regulates this suppression rate, enabling explicit trade-offs between the desired robustness

and the achieved convergence speed.

6.3 Experimental Setup

This section details the experimental environment configured to assess the efficacy of the pro-

posed Fed-Reputed technique, specifically under challenging conditions imposed by malicious and

straggler consumer clients. Malicious clients are defined as those aiming to corrupt the globally

aggregated model, thereby diminishing its accuracy. Conversely, straggler clients introduce delays

that can lead to outdated training updates and a consequent decline in global model accuracy.

The entire simulation environment was developed using PyTorch and Gymnasium [116]. It

was executed on a Macbook M1 Pro chip, equipped with an 8-core CPU, 14-core GPU, 16GB of

RAM, and a 512GB SSD. The FL environment setup consisted of 3000 client devices, uniformly

distributed across six edge servers. Each client’s local dataset was composed of samples from the
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MNIST and FMNIST datasets. To simulate a non-IID data scenario, multiple clients shared similar

data distributions. The local client sample size ranged from 100 to 150 samples, inherently prevent-

ing completely distinct datasets for each device. From the total of 60,000 samples available in both

MNIST and FMNIST datasets, 45,000 training samples were selected and distributed among the

clients using a random data sampling algorithm. The remaining 15,000 samples were reserved as

test data, utilized by both the edge servers and the central server for evaluating the global model’s

performance. For local client-side training, a mini-batch Stochastic Gradient Descent (SGD) op-

timizer was employed with a Multilayer Perceptron (MLP) model, using a batch size of 10. The

Deep Q-Network (DQN) algorithm leveraged the ICMDP [65] to construct the necessary classifier

for effective device selection.

The evaluation framework examined the impact of malicious and straggler clients on three pri-

mary metrics: global model accuracy, the number of correctly detected malicious and straggler

nodes, and the average convergence time. Global model accuracy was determined by the ratio of

correct predictions to the total number of predictions made on the test dataset. To emulate the be-

havior of a malicious node, its model parameters were replaced with random values drawn from

a Gaussian distribution, following the methodology proposed in [20]. Straggler clients were ran-

domly chosen, and their simulation ensured that their model updates never reached their designated

commanding server, thus mimicking delayed or lost updates. The effectiveness of the detection

mechanism for malicious and straggler clients was evaluated by maintaining a counter that tracked

the total number of injected malicious or straggler clients and comparing it against the number of

clients accurately identified by the proposed technique. To assess convergence time, the total train-

ing duration was accumulated until the global model achieved a predefined convergence criterion

under the combined influence of both malicious and straggler clients. The overall experimental re-

sults were bench-marked against the performance of state-of-the-art algorithms, namely SCS [113],

RS [79], and MADDPG [65].
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(a) MNIST (b) FMNIST

Figure 6.2: Global model accuracy versus percentage of malicious clients.

(a) MNIST (b) FMNIST

Figure 6.3: Global model accuracy versus percentage of straggler clients.

6.4 Results and Discussion

This section details the results and provides a discussion concerning the performance evaluation

of the proposed Fed-Reputed approach. Its performance is compared against the state-of-the-art

methods, specifically SCS, RS, and MADDPG. The comprehensive evaluation outcomes are cate-

gorized and presented across three distinct scenarios: the Impact on Global Model Accuracy, the

Convergence Time Guarantee, and the Detection Performance.

6.4.1 Impact on Global Model Accuracy

This subsection investigates the effect on global model accuracy under varying percentages of

straggler and malicious clients present within the environment.
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Malicious Clients

The global model accuracy is assessed in scenarios featuring between 0% and 40% malicious

participants for both the MNIST and FMNIST datasets. The malicious participants were chosen ran-

domly from the pool of participating clients, and their model parameters were altered by replacing

them with values drawn from a Gaussian distribution.

The experimental outcomes for the MNIST dataset are shown in Fig. 6.2a. This figure illustrates

that Fed-Reputed attains a global model accuracy that is 20.15%, 36.94%, and 11.21% higher than

SCS, RS, and MADDPG, respectively, when approximately 40% of clients are malicious. This per-

formance disparity arises because RS employs random client selection, rendering it highly suscepti-

ble to an increasing proportion of malicious participants. Conversely, SCS utilizes a SIP to compute

device reputation, relying on a third-party attack detection framework. While SCS circumvents the

cold-start problem and maintains consistent performance during initial training rounds, its accuracy

deteriorates as the number of malicious devices rises. MADDPG, despite employing policy-based

gradients for device selection, fails to account for the imbalanced distribution of malicious partici-

pants within the training dataset.

The FMNIST evaluation results concerning model accuracy in the presence of malicious clients

are presented in Fig. 6.2b. This figure reveals a trend similar to the MNIST evaluation, with a no-

table exception: both Fed-Reputed and MADDPG exhibit a sharp degradation in accuracy at 40%

malicious samples, in addition to the performance drops observed in RS and SCS. Nevertheless,

Fed-Reputed consistently maintains superior performance, achieving a global model accuracy that

is 21.12%, 49.27%, and 10.21% higher than SCS, RS, and MADDPG, respectively, when 40% of

devices are malicious. These consistent results across both datasets indicate the sensitivity of these

approaches to image datasets. In the FMNIST evaluation, similar reasoning explains the advan-

tages of Fed-Reputed over competing approaches. RS demonstrates the lowest accuracy among all

methods due to its random sampling technique, which increases the likelihood of including ma-

licious clients during model training. Meanwhile, the SIP-based reputation computation in SCS

proves insufficient for effectively prioritizing legitimate clients, attributable to algorithmic limita-

tions. MADDPG emerges as a close competitor to Fed-Reputed in the FMNIST evaluation due
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(a) MNIST (b) FMNIST

Figure 6.4: Average convergence time versus percentage of malicious clients.

(a) MNIST (b) FMNIST

Figure 6.5: Average convergence time versus percentage of straggler clients.

to its policy-based gradient approach to device selection. However, MADDPG ultimately under-

performs relative to Fed-Reputed because of its failure to address dataset imbalance. Consequently,

Fed-Reputed demonstrates the best accuracy across both MNIST and FMNIST datasets. Addition-

ally, Fed-Reputed and SCS achieve approximately 84% and 78% accuracy, respectively, during the

cold-start phase.

Straggler Clients

To assess the impact of straggler clients on global model accuracy, we conducted model training

with varying percentages of straggler clients, ranging from 0% to 40%. In this experimental setup,

updates from selected straggler devices were systematically excluded from aggregation into the

global model.
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Fig. 6.3a presents the global model accuracy results for the MNIST dataset under different strag-

gler client percentages. The evaluation demonstrates that Fed-Reputed achieves 9.28%, 38.11%, and

19.3% higher global model accuracy compared to SCS, RS, and MADDPG, respectively. The RS

approach exhibits significant performance degradation relative to Fed-Reputed due to its inherent

probability of randomly selecting straggler clients. Similarly, SCS shows reduced accuracy because

its SIP-based detection mechanism fails to account for dataset imbalance. MADDPG’s accuracy suf-

fers substantially due to its exclusive reliance on policy-based gradients without addressing dataset

imbalance issues.

The FMNIST evaluation reveals a similar trend in global model accuracy when varying the

percentage of straggler clients from 0% to 40%, as shown in Fig. 6.3b. The results indicate that

Fed-Reputed outperforms SCS, RS, and MADDPG by 11.65%, 43.8%, and 25.73% in global model

accuracy, respectively. Notably, the RS technique demonstrates approximately 5% greater accuracy

degradation in FMNIST compared to MNIST evaluations, which we attribute to dataset character-

istics. The random client selection mechanism in RS continues to pose significant risks of straggler

inclusion. Both SCS and MADDPG exhibit inferior accuracy compared to Fed-Reputed due to

inherent limitations in their respective implementations.

These consistent results across both datasets highlight Fed-Reputed’s superior performance in

handling straggler clients. The maintained accuracy advantage, particularly in the more complex

FMNIST evaluation, underscores the effectiveness of Fed-Reputed’s DQN-based algorithm for

straggler client identification and mitigation. This performance consistency further validates the

necessity of specialized approaches for straggler client management in FL systems.

6.4.2 Convergence Time Guarantee

This subsection presents a comprehensive analysis of the total computational time required for

the global model to achieve complete convergence when operating under varying percentages of

both straggler clients and malicious clients. The convergence time represents a critical performance

metric in FL-based systems, as it directly impacts the practical deployment feasibility and oper-

ational efficiency of the learning framework. Our evaluation examines this crucial aspect across

different adversarial scenarios and dataset conditions.
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Malicious Clients

The convergence time analysis for environments containing malicious clients reveals substantial

performance variations among the evaluated approaches, highlighting the effectiveness of different

client selection methodologies. As clearly demonstrated in Fig. 6.4a, Fed-Reputed achieves remark-

ably faster convergence, specifically 1.37 times faster than SCS, 1.54 times faster than RS, and 1.43

times faster than MADDPG respectively, when operating with 40% malicious clients in the MNIST

dataset environment. This significant performance advantage can be attributed to multiple factors

that warrant detailed examination.

The RS approach consistently exhibits the slowest convergence characteristics among all eval-

uated methods due to its fundamental random sampling mechanism, which statistically guarantees

the frequent inclusion of malicious participants in the training rounds. Each inclusion of a mali-

cious client inevitably corrupts the model aggregation process, requiring additional training rounds

to compensate for and overcome these adversarial contributions. This creates a compounding effect

that substantially delays the overall convergence timeline.

In contrast, both SCS and MADDPG demonstrate moderately improved convergence character-

istics compared to RS, as they incorporate mechanisms to detect and subsequently exclude malicious

participants from the aggregation process. However, their performance remains notably inferior to

Fed-Reputed due to inherent limitations in their respective architectures. The SCS method, while

effective in malicious client detection through its SIP algorithm, suffers from substantial compu-

tational overhead during the reputation calculation phase. This overhead manifests as increased

convergence time despite its improved selection accuracy.

MADDPG offers a different strategy using a policy-gradient method, but it struggles to achieve

optimal convergence speed for two main reasons: the high computational cost of constant policy

updates, and its inability to perfectly exclude malicious clients due to policy approximation er-

rors. Fed-Reputed, on the other hand, achieves superior convergence through an innovative hybrid

approach that merges efficient classification-based decision-making with a sequential evaluation

process. This design allows for quick and precise participant evaluation, greatly lowering the com-

putational load while keeping selection accuracy high.
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(a) MNIST (b) FMNIST

Figure 6.6: Total malicious devices detected versus percentage of malicious clients.

The evaluation using the FMNIST dataset, fully detailed in Fig. 6.4b, confirms these findings

and uncovers additional dataset-specific traits. In this setting, Fed-Reputed shows even greater

benefits, converging 1.48 times faster than SCS, 1.75 times faster than RS, and 1.67 times faster than

MADDPG, respectively, when 40% of clients are malicious. RS’s performance decline is especially

severe here, taking almost twice as long to converge as Fed-Reputed. This larger difference is likely

due to the FMNIST dataset’s more intricate feature space, which makes the model more vulnerable

to disruptions from malicious updates, thus worsening the negative effects of RS’s random selection

method.

SCS maintains its relative standing in performance, but its algorithmic complexity is more ev-

ident in the FMNIST environment, leading to convergence times roughly 1.5 times slower than

Fed-Reputed. The higher computational requirements arise because the SIP algorithm needs to

process more intricate feature patterns in the FMNIST dataset. MADDPG’s policy-gradient setup,

while theoretically sound, shows practical limits here due to the significant computational cost of

ongoing policy updates and less-than-ideal client exclusion choices. These elements together make

MADDPG about 1.6 times slower than Fed-Reputed in achieving model convergence.

Fed-Reputed’s steady performance across both datasets comes from its advanced yet efficient

design. The system’s background reputation estimation runs continuously with low overhead, while

its quick classification method allows for rapid and accurate determination of a node’s status. This

two-part approach effectively separates the computational expense of evaluating clients from the
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main training process, leading to better convergence.

Straggler Clients

The impact of straggler clients on convergence time shows patterns similar to the malicious

client scenario, yet with distinct characteristics. Fig. 6.5a illustrates detailed MNIST evaluation

results, confirming Fed-Reputed’s consistent performance advantage. It converges 1.38 times faster

than SCS, 1.72 times faster than RS, and 1.31 times faster than MADDPG when operating with

40% straggler clients.

RS suffers from the same core limitation in this scenario as it does with malicious clients: its

random selection protocol offers no mechanism to avoid or account for straggler participants. Each

instance of a straggler’s inclusion delays the aggregation process, as the system must either await

belated updates or proceed with incomplete information, both of which negatively affect conver-

gence time. This effect is particularly pronounced in FL environments where strict synchronization

is required.

SCS shows moderately improved performance over RS due to its SIP-based selection mecha-

nism. However, it remains hindered by the computational overhead of continuous reputation cal-

culations. While these calculations are useful in identifying stragglers, they introduce significant

latency into each training round. Furthermore, the SIP algorithm’s complete reliance on historical

performance metrics makes it less responsive to sudden shifts in a client’s straggler status.

MADDPG’s performance in straggler scenarios highlights interesting limitations of pure policy-

gradient approaches. While theoretically capable of learning optimal selection policies, in practice,

the algorithm struggles with two key challenges: first, the computational overhead of continuous

policy updates, and second, difficulty in accurately modeling the complex, often non-stationary

patterns of straggler behavior. This results in suboptimal client selection decisions that delay overall

convergence.

The FMNIST evaluation results, comprehensively depicted in Fig. 6.5b, confirm and extend

these findings. Fed-Reputed maintains its superior performance, achieving 1.44 times, 1.71 times,

and 1.34 times faster convergence than SCS, RS, and MADDPG, respectively, at 40% straggler

participation. The performance gaps remain consistent with the MNIST scenario, though slightly
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(a) MNIST (b) FMNIST

Figure 6.7: Straggler detection performance across different participation rates demonstrating Fed-

Reputed’s consistent superiority

more pronounced due to FMNIST’s more complex feature space and correspondingly stricter syn-

chronization requirements.

RS continues to exhibit the poorest performance, with its random selection protocol proving par-

ticularly detrimental in the FMNIST environment, where timely updates from high-quality clients

are crucial for efficient convergence. MADDPG’s deterministic policy gradient computation, while

theoretically sound, shows practical limitations in dynamic environments with stragglers due to its

relatively slow adaptation to changing network conditions and computational resource availability.

Although SCS’s SIP mechanism demonstrates improvements compared to purely random par-

ticipant selection, its effectiveness is limited by the static nature of its reputation computation frame-

work. The algorithm’s inability to rapidly adjust to abrupt shifts in client performance leads to less

than optimal selection decisions that negatively impact convergence rates.

Fed-Reputed’s consistently outstanding performance across all evaluated datasets and adver-

sarial scenarios (encompassing both malicious participants and stragglers) stems from its unique

hybrid framework design. The system’s reputation assessment integrates various quality measures

with dynamic performance monitoring, facilitating more precise participant selection processes.

Concurrently, its ICMDP-based sequential decision mechanism for background processing delivers

remarkable efficiency in assessing and selecting devices. This dual-architecture approach enables

Fed-Reputed to achieve accelerated convergence across all experimental conditions while maintain-

ing both model performance and resilience.
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6.4.3 Detection Performance Evaluation

This evaluation investigates detection capabilities for both malicious participants and straggler

nodes across varying adversarial scenarios ranging from 0% to 40%. This thorough analysis pro-

vides essential insights into each methodology’s effectiveness in identifying adversaries throughout

FL operations.

Malicious Client Detection

Figure 6.6a presents the malicious client detection rates across different adversarial intensities.

Fed-Reputed exhibits exceptional detection performance, identifying 15.01%, 37.86%, and 8.57%

more malicious clients than SCS, RS, and MADDPG, respectively. This substantial advantage

results from its innovative reputation-biased Bellman equation that efficiently captures suspicious

behavioral patterns through continuous reputation adjustments.

The comparative evaluation reveals several significant observations. Initially, SCS’s SIP-based

detection exhibits considerable limitations when confronting sophisticated attacks, especially when

integrated with the FoolsGold defence mechanism as documented in [161]. Additionally, MAD-

DPG’s policy gradient methodology proves fundamentally insufficient for managing the inherent

dataset imbalance present in malicious scenarios. Furthermore, RS’s random selection mechanism

leads to the statistically unavoidable inclusion of malicious participants due to its absence of dis-

criminatory functionalities.

The FMNIST validation outcomes in Figure 6.6b substantiate and expand these observations.

Fed-Reputed preserves its detection superiority with 17.35%, 33.21%, and 9.57% enhanced mali-

cious client identification rates compared to SCS, RS, and MADDPG, respectively. The consistency

demonstrated across both MNIST and FMNIST datasets emphasizes two essential aspects of the as-

sessment. RS’s random selection methodology fails dramatically with 33.21% inferior detection

performance, while both SCS and MADDPG exhibit comparable yet ultimately inadequate detec-

tion rates due to their common susceptibilities to dataset imbalance and attack complexity.
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Table 6.1: F1-Score Under Increasing Malicious Clients (FMNIST, B = 10)

Technique 0% 10% 20% 30% 40%

SCS 0.87 0.82 0.77 0.72 0.59

RS 0.87 0.76 0.67 0.59 0.38

MADDPG 0.87 0.82 0.79 0.76 0.66

Fed-Reputed 0.88 0.85 0.83 0.80 0.74

Straggler Client Detection

Figure 6.7a comprehensively displays the straggler detection performance, where Fed-Reputed

consistently shows clear advantages, achieving detection rates that are 8.88%, 40.11%, and 19.3%

higher than SCS, RS, and MADDPG, respectively. These outcomes highlight important attributes of

each method. RS’s inherent reliance on randomness leads to a 40.11% lower detection performance,

significantly limiting its practical value. MADDPG’s policy gradient implementation notably strug-

gles, showing a 19.3% detection deficit, while SCS’s SIP mechanism offers only modest, ultimately

insufficient, improvements over the baseline methods.

The FMNIST validation results, illustrated in Figure 6.7b, highlights these observations. Fed-

Reputed achieves 10.83%, 43.51%, and 20.34% superior straggler detection compared to SCS, RS,

and MADDPG, respectively. Several key trends arise from this extensive evaluation. RS’s perfor-

mance worsens further, showing a 43.51% detection gap, which presents its fundamental limitations.

MADDPG remains unsuitable for scenarios with stragglers due to its architectural constraints, and

SCS demonstrates limited improvement, still performing significantly worse than Fed-Reputed’s

robust detection framework.

Fed-Reputed’s consistent superior performance across all test conditions and datasets results

from its innovative, integrated detection framework. This framework combines two essential com-

ponents: a modified Bellman equation for dynamic reputation modeling and an ICMDP classifier

for thorough participant evaluation. This dual-mechanism approach forms the basis for its depend-

able performance in both detecting malicious clients and stragglers, positioning Fed-Reputed as

the most effective solution among all compared approaches for secure participant selection in FL

environments.
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Table 6.2: Performance Comparison Under Straggler Conditions (FMNIST, B = 10)

Method 0% 10% 20% 30% 40%

SCS 0.87 0.83 0.79 0.75 0.67

RS 0.87 0.76 0.67 0.59 0.43

MADDPG 0.87 0.82 0.76 0.67 0.56

Fed-Reputed 0.88 0.86 0.83 0.79 0.74

Table 6.3: Batch Size Impact Analysis with 30% Adversarial Clients (FMNIST)

Approach B = 10 B = 20 B = 32 B = 64

SCS 0.72/0.75 0.71/0.73 0.68/0.71 0.65/0.69

RS 0.59/0.59 0.58/0.60 0.55/0.58 0.52/0.56

MADDPG 0.76/0.67 0.74/0.67 0.72/0.65 0.70/0.63

Fed-Reputed 0.80/0.79 0.78/0.78 0.77/0.76 0.74/0.74

6.4.4 Ablation Study

To systematically assess the framework’s resilience, we conducted a comprehensive ablation

study investigating both adversarial scenarios and hyperparameter variations. Using the FMNIST

dataset, we evaluated different approaches for maintaining model accuracy under data poisoning

attacks and straggler-related delays.

Resistance to Adversarial Participants

Table 6.1 reveals distinct resilience patterns against malicious actors. Fed-Reputed sustains su-

perior performance metrics, attaining a 0.740 F1-Score with 40% adversarial clients - demonstrating

22.39% and 10.8% improvements over SCS and MADDPG respectively. The reputation evaluation

mechanism shows effectiveness in identifying and filtering compromised updates as attack intensity

grows, with performance differentials expanding from a modest 0.91% baseline to the significant

22.39% advantage under maximum threat conditions. Random selection (RS) proves particularly

vulnerable in high-threat environments, emphasizing the necessity for advanced participant filtering

approaches.
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Handling of Straggler Participants

Table 6.2 illustrates Fed-Reputed’s consistent performance even in the presence of straggler

clients. The time-sensitive weighting system demonstrates particular efficacy, maintaining a 0.738

F1-Score with 40% stragglers - surpassing SCS by 9.21%, RS by 53.17%, and MADDPG by 26.3%.

Unlike the sharp performance declines caused by malicious actors, stragglers generate more gradual

accuracy reductions across all methods. Fed-Reputed’s stable operation despite increasing system

asynchrony confirms its practical value for real-world deployments with inevitable network delays.

Batch Size Variation Effects

Table 6.3 provides a detailed batch size examination using dual-metric presentation, where each

cell shows F1-Scores for both adversarial (left) and latency (right) scenarios. Fed-Reputed displays

exceptional consistency across configurations, with merely 7.9% and 7.1% performance decreases

for adversarial and straggler conditions respectively as batch sizes grow from 10 to 64. This minimal

degradation contrasts markedly with baseline methods: RS exhibits 11.7% and 6.4% drops, SCS

shows 9.7% and 7.6% reductions, while MADDPG experiences 8.63% and 6.62% declines for the

respective scenarios.

The reputation mechanism maintains efficacy regardless of batch size, with performance varia-

tions between threat types remaining under 0.015 F1-Score points. This stability suggests the core

Q-value estimation and temporal weighting processes function independently of update frequency.

At batch size 32, for example, the framework achieves nearly equivalent results (0.768 vs 0.765) for

both challenge types.

Practical implementations should weigh computational efficiency against model accuracy. While

Fed-Reputed’s relative advantages persist across settings, absolute metrics confirm smaller batches

typically deliver better outcomes. Critical applications should favor smaller batches when feasi-

ble, while latency-sensitive deployments may opt for larger batches with reasonable performance

compromises.

Experimental analysis indicates Fed-Reputed’s batch size adaptability originates from its persis-

tent reputation updates between aggregations. This differs from SCS’s unstable SIP-based choices
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that deteriorate with larger batches due to inadequate data filtering, and MADDPG’s policy gradient

inconsistencies. These contrasting behaviors highlight Fed-Reputed’s unique appropriateness for

dynamic environments with variable batch sizes resulting from fluctuating network conditions or

device heterogeneity.

Based on the investigation into Fed-Reputed, three primary conclusions emerge. Firstly, the

technique’s Q-value assessment provides strong defence against model poisoning, ensuring sig-

nificantly better accuracy even as the number of malicious participants rises. Secondly, its tem-

poral weighting method effectively handles straggler clients, consistently outperforming other ap-

proaches. Lastly, the framework demonstrates considerable flexibility with varying batch sizes,

making it adaptable to diverse deployment scenarios. Taken together, these characteristics estab-

lish Fed-Reputed as a dependable solution for real-world FL applications operating in challenging

adversarial environments.

6.5 Chapter Summary

Effective client selection is crucial for achieving accurate global models in FL training. How-

ever, existing selection strategies often struggle with several key challenges: handling the cold-start

problem for new clients, accurately computing client reputations, and efficiently detecting misbe-

having consumer clients. This chapter introduced Fed-Reputed, a novel technique that addresses

these limitations by leveraging the benefits of the ICMDP strategy and incorporating a reputation-

biased Bellman function to compute Q-values.

Fed-Reputed’s core innovation lies in its ability to perform both client selection and misbehaving

client detection using the same DQN algorithm. Our experimental results consistently demonstrate

Fed-Reputed’s robustness, not only in scenarios with benign clients but also when dealing with

varying percentages of straggler and malicious clients. This robustness translates into significantly

higher global model accuracy compared to state-of-the-art approaches like SCS, RS, and MADDPG

across different adversarial conditions.

Specifically, in the MNIST dataset evaluation with 40% malicious nodes, Fed-Reputed achieved
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approximately 15.01%, 37.86%, and 8.57% higher global model accuracy than SCS, RS, and MAD-

DPG, respectively. In the 40% straggler node scenario on MNIST, Fed-Reputed was 8.88%, 40.11%,

and 19.3% more accurate, and also 1.38, 1.72, and 1.31 times faster than SCS, RS, and MADDPG.

The superior performance extends to the FMNIST dataset. With 40% malicious nodes, Fed-

Reputed showed 21.12%, 49.27%, and 10.21% greater accuracy, and was 1.48, 1.75, and 1.67 times

faster than SCS, RS, and MADDPG. Furthermore, in the FMNIST dataset with 40% straggler nodes,

the proposed technique exhibited 11.65%, 43.8%, and 25.73% higher global model accuracy, while

remaining 1.44, 1.71, and 1.34 times faster than SCS, RS, and MADDPG.

These substantial gains are attributed to Fed-Reputed’s unified reputation metric, which jointly

optimizes for both data quality and temporal consistency, as well as its adaptive Q-value estimation

that dynamically weights client contributions based on their behavioral history.
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Chapter 7

Ada-Sign: Adaptive Sign-Based

Byzantine Resilience for FL

This chapter presents Ada-Sign, a robust aggregation strategy for FL that dynamically adjusts

the contribution of client updates based on their alignment with a baseline gradient to defend against

adversarial updates. The proposed technique computes an adaptive threshold using Jaccard similar-

ity and MAD to filter out malicious or noisy updates while retaining useful information from benign

clients. The subsequent sections highlight the significance and working principle of Ada-Sign along

with the obtained results.

As discussed earlier, the distributed nature of FL makes it inherently vulnerable to various at-

tacks, particularly poisoning attacks where malicious clients can send arbitrary, often deliberately

corrupted, updates to subvert the global model. Furthermore, data heterogeneity, where client data

distributions differ significantly (non-IID data), can also negatively impact model convergence and

performance. These challenges undermine the core benefits of FL, such as privacy-preserving col-

laborative learning. Thus, efficient and reliable aggregation mechanisms are crucial for safeguard-

ing FL systems against poisoning attacks. Several proposed strategies aim to mitigate these attacks

through robust aggregation such as FedAvg [79], Krum [15], Trimmed-Mean [143], Flame [86],

etc. FedAvg [79] is the fundamental aggregation technique, but is vulnerable to poisoned gradi-

ents. Krum [15] identifies suboptimal gradients near the median, assuming IID data [34]. But,
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its performance suffers with non-IID data. Trimmed-Mean [143] discards a percentage of gradi-

ents from both ends after sorting. This can lead to information loss and challenges in determining

the optimal cut-off proportion, negatively impacting performance. Flame [86], on the other hand,

uses HDBSCAN-based clustering with cosine similarity to detect and remove poisoned samples,

addressing some of the trimming issues of Trimmed-Mean. However, Flame is sensitive to hy-

perparameters such as noise level and clustering thresholds. Flod [32], an efficient sign direction

technique, also faces challenges due to hyperparameter sensitivity and the dying ReLU problem

[146], especially when using τ-clipping with Hamming distance and Rectified Linear Unit (ReLU).

Our previous work, FedChallenger [82], introduced a challenge-response mechanism to identify

and isolate malicious clients. While effective, challenge-response mechanisms can introduce com-

munication overhead and might not be robust against sophisticated, adaptive attackers. Another

proposed approach, SignDefence, aimed to defend against poisoning attacks by leveraging signed

gradients and LeakyReLU, effectively identifying and mitigating adversarial updates based on their

sign consistency while solving the dying ReLU problem. However, a significant limitation of Sign-

Defence is its reliance on a fixed threshold for identifying malicious updates. This fixed threshold

often struggles to adapt to dynamic attack strategies or varying data distributions, particularly in

non-IID FL settings, which can lead to suboptimal performance or even failure to detect new attack

patterns.

Motivated by these limitations, we propose Ada-Sign, an adaptive sign-based aggregation

method that significantly enhances the robustness of FL against Byzantine attacks and data het-

erogeneity. Ada-Sign builds upon the concept of signed gradients but introduces several key inno-

vations:

• Adaptive Threshold Mechanism: Introduce a dynamic thresholding mechanism that auto-

matically adjusts the contribution weight of each gradient dimension based on Jaccard sim-

ilarity of gradient signs and MAD computation, eliminating the need for manual threshold

tuning of SignDefence.

• Leaky Weighted Aggregation: Propose a novel soft weighting scheme which replaces Sign-

Defence’s binary weighted average with continuous weights, reducing information loss from
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false positives. Additionally, Leaky Weighted Aggregation effectively prevents the dying

ReLU problem, similar to LeakyReLU, with stable accuracy improvements.

• DP Protected Gradient Exchange: Incorporate DP during gradient exchange to protect the

gradient against inference and reconstruction attacks.

• Lightweight Granular Defence: While preserving SignDefence’s computational efficiency

(operating on single-bit gradients), Ada-Sign introduces a Jaccard-based reliability metric that

detects subtle sign-flipping attacks effectively.

By incorporating these advancements, Ada-Sign provides a more resilient, adaptive, and efficient

defence mechanism for FL, ensuring the integrity and performance of the global model even in the

presence of sophisticated adversaries and diverse data distributions. Moreover, it is resilient against

inference and reconstruction attack types due to the involvement of DP.

7.1 Proposed Ada-Sign Design and Architecture

Fig. 7.1 illustrates the operational architecture of the proposed Ada-Sign technique. The archi-

tecture consists of two primary components: Federated Clients and a Federated Server, intercon-

nected through a Communication Network with DP channels. The Federated Clients, represented

by various computing devices at the bottom of the diagram, each maintain a local copy of the global

model M and perform training on their private datasets. During each communication round, clients

compute local gradient updates ∆i and apply local DP mechanisms before transmission, as indi-

cated by the DP markers connected to each client. This initial privacy protection ensures client data

remains confidential during communication.

The Communication Network with DP channels serves as the secure pathway for model updates.

Client updates (Mi,∆i) travel through these protected channels to reach the Federated Server, while

the server’s aggregated updates (M∗,∆∗) are distributed back to clients through the same secure

network. The bidirectional arrows represent this continuous exchange of model parameters between

clients and server.
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Figure 7.1: Architecture of Proposed Ada-Sign.

At the Federated Server, the core Ada-Sign aggregation process occurs through several inte-

grated modules, namely, Jaccard Similarity, Adaptive Threshold, Leaky Weights, Aggregation, and

DP. The Jaccard Similarity module first computes similarity scores for client i, Ji between each

client’s gradient signs and a baseline reference. These scores then fed into the Adaptive Threshold

module, which dynamically calculates a threshold τ∗ using robust statistical measures like MAD.

This adaptive threshold determines the trustworthiness of each client’s contribution without requir-

ing manual configuration. The Leaky Weights module applies a novel soft-weighting scheme based

on the computed similarity scores and adaptive threshold. Unlike binary exclusion methods [32],
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this approach assigns continuous weights wi to client updates, allowing even marginally deviant but

potentially valid contributions to participate in aggregation with reduced influence. The weighted

updates then proceed to the Aggregator, which combines them into a preliminary global update ∆.

A crucial server-side DP component adds carefully calibrated noise to the aggregated update, pro-

ducing the final private update ∆∗. This additional privacy layer protects the model parameters from

potential reconstruction attacks. The global model M updates using this private aggregated gradient,

becoming M∗ for the next communication round.

The complete cycle repeats for each FL round: clients receive the updated global model (M∗,∆∗),

perform local training with privacy protection, submit updates through secure channels, and the

server aggregates contributions using adaptive thresholding and DP mechanisms. This architecture

provides end-to-end privacy preservation while maintaining robustness against malicious updates

through its innovative adaptive weighting scheme. In summary, the Ada-Sign framework operates

through three distinct yet interconnected phases: adaptive threshold computation, differentially pri-

vate robust aggregation, and FL coordination. Each of these components meticulously works in

concert to provide both resilience against malicious clients and formal DP guarantees, ensuring

the integrity and confidentiality of the collaborative training process. The subsequent subsections

provide a detailed exposition of the core Ada-Sign algorithms.

7.1.1 Adaptive Threshold Computation

Algorithm 7 outlines the adaptive threshold computation phase, which begins by assessing how

closely individual client gradients, {gi}N
i=1 align with a baseline reference, gb.
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Algorithm 7 Adaptive Threshold Computation with DP

Input: Client gradients {gi}N
i=1, baseline gb, privacy params (εw,δw)

Output: Adaptive threshold τ∗, privatized scores {J̃i}

1: Compute client medians mi and baseline median mb

2: Generate sign vectors si = sign(gi−mi), sb = sign(gb−mb)

3: for i← 1 to N do

4: Compute Ji using Eq. (24)

5: J̃i← Ji +N (0,σ2
w)

6: end for

7: Compute τ∗ using Eq. (25)

8: return τ∗, {J̃i}

For each participating client i, the client’s gradient gi is first centered by subtracting its median

value, denoted as mi = median(gi). This centering operation is crucial for focusing on the direc-

tional information of the gradient components. Subsequently, sign vectors si = sign(gi−mi) are

generated for each client. The Jaccard similarity between the sign vector of client i and that of the

baseline, sb, is then computed using Eq. (24). This Jaccard similarity, Ji, quantifies the agreement in

the signs of the gradient components between a client’s update and the trusted baseline. To ensure

(εw,δw)-DP for this similarity score, where εw is the privacy budget controlling information leakage

and δw is the failure probability, Gaussian noise N (0,σ2
w) is added, where the standard deviation

σw is calculated as σw =

√
2ln(1.25/δw)

εw
. This noise infusion protects against inference attacks on

individual client contributions to the similarity metric. From these privatized similarity scores, the

adaptive threshold τ∗ is derived using Eq. (25). This threshold is dynamically adjusted based on

the MAD of the privatized Jaccard similarity scores, specifically median({|Ji−median({Ji})|}).

The calculation for τ∗ ensures it remains within a reasonable range, clamped between 0.1 and 0.9,

providing a flexible yet bounded criterion for client update selection.

Ji =
ïsi,sbð

|si|0 + |sb|0−ïsi,sbð
+N (0,σ2

w) (24)
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where N (0,σ2
w) represents the Gaussian noise added for (εw,δw)-DP, with σw =

√
2ln(1.25/δw)

εw
.

The adaptive threshold τ∗ is then derived from these privatized similarity scores:

τ∗ = max(0.1,min(0.9,τbase−α ·β ·median(|Ji−median({Ji})|))) (25)

7.1.2 DP-Enabled Robust Aggregation

The robust aggregation phase is presented in Algorithm 8. It utilizes adaptively computed

threshold to estimate client contributions, further bolstering robustness against adversarial updates

while upholding privacy guarantees.

Algorithm 8 DP Robust Aggregation

Input: Gradients {gi}, Jaccard scores {J̃i}, threshold τ∗, privacy params (εg,δg)

Output: Private global update ∆∗

1: Initialize ∆∗← 0, W ← 0

2: for i← 1 to N do

3: wi←max(λ J̃i,I[J̃i g τ∗])

4: ∆∗← ∆∗+wi · sign(gi)

5: W ←W +wi

6: end for

7: ∆∗← ∆∗/(W + ε)+N (0,σ2
g Id)

8: return ∆∗

Instead of a binary inclusion/exclusion scheme like SignDefence, Ada-Sign employs a novel

leaky weighted aggregation approach. This proopsed approach is detailed as follow. Firstly, each

client’s update is assigned a weight, wi which is estimated using Eq. (26).

wi = max(λ J̃i,I[J̃i g τ∗]) (26)

The Wi is a function of their privatized Jaccard similarity score J̃i. This weighting scheme allows for
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a soft exclusion of borderline clients, where clients whose similarity scores fall below the thresh-

old τ∗ still contribute, albeit with a reduced weight of λ J̃i. Clients whose scores meet or exceed the

threshold are given a weight of 1. This strategy prevents the dying ReLU problem by allowing small

contributions from potentially noisy but not entirely malicious clients, leading to more stable accu-

racy improvement. After that, the weights of each client, i is accumulated into W . Finally, the global

update, ∆∗, is computed as a weighted average of the signed client gradients. To ensure model-level

DP for the aggregated model update, additional Gaussian noise is injected using Eq. (27) into the

summed weighted gradient before normalization.

∆∗ =
∑

N
i=1 wi · sign(gi)

∑
N
i=1 wi + ε

+N (0,σ2
g Id) (27)

where σg =
c
√

2ln(1.25/δg)

εg
for (εg,δg)-DP, with c being the gradient norm bound. This noise is

represented as N (0,σ2
g Id); wherein 0 is the mean vector of multivariate Gaussian distribution and

Id is the d-dimensional identity matrix. The standard deviation of this noise, σg, is calculated based

on the privacy parameters (εg,δg) and the gradient norm bound c, given by σg =
c
√

2ln(1.25/δg)

εg
.

7.1.3 Federated Training Coordination

The coordination of the federated training process is highlighted in Algorithm 9.
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Algorithm 9 Ada-Sign Federated Training Coordination

Input: Initial model M0, clients {Ci}, rounds T , privacy budget (εtotal,δtotal)

Output: Private robust model MT

1: Initialize privacy accountants

2: for t← 1 to T do

3: {gt
i}← ClientUpdate(Mt−1,{Ci})

4: Allocate privacy budget (ε t
w,δ

t
w),(ε

t
g,δ

t
g)

5: τ t ,{J̃t
i}← AdaptiveThresholdComputationDP({gt

i},ε t
w,δ

t
w)

6: ∆t ← DPRobustAggregation({gt
i},{J̃t

i},τ t ,ε t
g,δ

t
g)

7: Mt ←Mt−1−ηt∆
t

8: Update privacy accountants

9: end for

10: return MT

The complete FL training process meticulously coordinates these components across multiple

training rounds while diligently tracking privacy expenditure. In each communication round t,

clients compute and send their local gradient updates, denoted as {gt
i}, to the server. A portion of

the total privacy budget, specifically (ε t
w,δ

t
w) and (ε t

g,δ
t
g), is allocated for the current round. The

server then orchestrates the adaptive threshold computation by invoking the procedure for Adaptive

Threshold Computation with DP, receiving the privatized similarity scores and the adaptive thresh-

old for the current round. Subsequently, the server performs the DP-driven robust aggregation by

calling the DP Robust Aggregation procedure presented in Algorithm 8 to compute the private

global update ∆t . This aggregated and privatized update is then used to update the global model

Mt = Mt−1−ηt∆
t , where ηt is the learning rate following a predetermined schedule. Through-

out the training process, privacy accounting mechanisms employ advanced composition techniques

to rigorously bound the total privacy loss across all communication rounds. This ensures that the

final trained model strictly adheres to the predetermined (εtotal,δtotal)-DP guarantees. The end-to-

end interactions maintains the inherent robustness properties of the original Ada-Sign design while

providing rigorous and quantifiable privacy guarantees through strategic noise injection at both the
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similarity computation and model aggregation stages.

7.2 Experimental Setup

The Ada-Sign framework was evaluated through comprehensive simulations implemented in

PyTorch, building upon the SAFEFL [41] platform. All experiments were conducted on Apple M1

Pro hardware with an 8-core CPU, 14-core GPU, 16GB unified memory, and 512GB SSD storage.

The FL environment consisted of 30 clients and a central server, with evaluations performed on

both Human HAR [41] and MNIST [114] datasets to demonstrate generalization across different

data domains. The HAR dataset has 10,299 total samples comprised of six activity classes collected

from thirty participants, while the MNIST evaluation utilized the standard 10-digit classification task

holding 70,000 total samples, with both datasets exhibiting non-IID characteristics across clients.

During this experiment, 20% of samples represent the test set and 5% of samples represent the

validation set, where the rest is used for the training dataset.

For model training, the chosen batch size were set to 64 and initial learning rate were set to

0.01. The empirically estimated privacy parameters were set to εw = 1.0, δw = 10−5 for similarity

computation and εg = 0.5, δg = 10−5 for gradient aggregation, with a leakage factor λ = 0.2 in

the adaptive weighting scheme. The framework was evaluated against no-attack (baseline), Krum

attack, Trimmed-Mean attack, and Label Flipping attack scenarios. In all adversarial scenarios,

20% of clients are considered as malicious, with attacks targeting 30% of model parameters.

The attack implementations followed established patterns: Krum attacks maximized deviation

using compromised parameters C′, Trimmed-Mean attacks manipulated parameters toward extreme

values from its mean, Label Flipping altered class mappings as described in [143]. For DP, Gaussian

noise was applied with σw =

√
2ln(1.25/δw)

εw
for similarity scores and σg =

c
√

2ln(1.25/δg)

εg
for gradients,

where c represented the gradient norm bound set to 1.5.

Comparative evaluation included Trimmed-Mean [143], Krum [15], Flod [32], FedAvg [79],

BlockchainMPC [52], FoolsGold [40], Flad[114], SignDefence, and Flame [86] techniques. Per-

formance metrics encompassed training accuracy which was measured across 2000 communication

rounds. The global model Mt was evaluated after each update round using a held-out test set. Also,
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Ada-Sign implementation requires additional parameter configuration as mentioned in Table 7.1.

Table 7.1: Key Parameters in Ada-Sign Implementation

Parameter Description Value

τmin Minimum adaptive threshold 0.1

τmax Maximum adaptive threshold 0.9

α MAD scaling factor 0.5

c Gradient sign clipping value 1.5

The following sections present detailed analysis of Ada-Sign’s performance under different sce-

narios, i.e., No Attack, Attack on Krum, Attack on Trimmed-Mean, and Label Flipping attack

scenarios.

7.3 Results and Discussion

This section presents the experimental results for the performance analysis of the proposed

Ada-Sign technique. The following subsections discuss its performance under different attack and

non-attack scenarios.

7.3.1 Performance Evaluation Under No Attack Scenario

(a) HAR (b) MNIST

Figure 7.2: No Attack: Evaluation of Accuracy for Established Techniques.

The experimental evaluation of Ada-Sign under benign conditions demonstrates its effectiveness

in maintaining model accuracy while providing robust aggregation capabilities. As illustrated in

Fig. 7.2, Ada-Sign achieves competitive performance across both HAR and MNIST datasets when
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(a) HAR (b) MNIST

Figure 7.3: No Attack: Evaluation of Accuracy for Recent Techniques.

compared to established FL techniques.

In the HAR dataset evaluation as shown in Fig. 7.2a, Ada-Sign demonstrates accuracy improve-

ments of 7.28% over Trimmed-Mean, 10.23% over Krum, and 22.83% over FoolsGold, while main-

taining comparable performance to FedAvg with about 6.83% improvement. Ada-Sign’s results are

close to Flod’s, with only a 0.90% accuracy improvement, indicating Flod’s sign gradient aligns with

Ada-Sign in the absence of attacks. For the MNIST dataset evaluation as shown in Fig. 7.2b, Ada-

Sign maintains consistent performance advantages, achieving 5.58% improvement over Trimmed-

Mean and 6.23% over Krum. Notably, FoolsGold demonstrates a 5.84% degradation, suggesting

Ada-Sign’s utility in certain benign scenarios. Flod was unstable during the MNIST evaluation

setup, leading to complete training failure, and was therefore removed from the results.

When compared to recent techniques as shown in Fig. 7.3, Ada-Sign demonstrates superior per-

formance with improvements of 0.15% over SignDefence and 3.67% over Flame, while maintaining

competitive results against the BlockchainMPC approach with a 5.48% improvement in MNIST

evaluation. On the HAR dataset, SignDefence shows similar degradation of 0.08%, while Flame

and Flad exhibit substantial performance gaps of 7.36% and 7.49% respectively. BlockchainMPC

demonstrates the most significant performance deficit of 10.02%.

7.3.2 Resilience Against Krum Attack

The evaluation under Krum attack scenarios reveals Ada-Sign’s superior defensive capabilities

against sophisticated aggregation-based attacks. As demonstrated in Fig. 7.4, Ada-Sign significantly
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(a) HAR (b) MNIST

Figure 7.4: Attack on Krum: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 7.5: Attack on Krum: Evaluation of Accuracy for Recent Techniques.

outperforms existing techniques in both datasets. The analysis of the obtained results is presented

below.

In the HAR dataset, Ada-Sign achieves remarkable improvements of 57.25% over the targeted

Krum technique, 10.11% over Trimmed-Mean,6.24% over FoolsGold, and 8.85% over FedAvg.

However, Ada-Sign shows only 0.5% improvement over Flod, which can be attributed to the sign-

based similar aggregation strategy. The vulnerability of Krum to its own attack variant is clearly ev-

ident, while Ada-Sign’s dynamic thresholding mechanism effectively mitigates the attack’s impact.

In the MNIST dataset, similar trends are observed with Ada-Sign demonstrating 74.55% improve-

ment over Krum, 7.89% over Trimmed-Mean, 4.85% over FoolsGold, and 4.76% over FedAvg.

When evaluated against recent techniques in Fig. 7.5, Ada-Sign maintains its superiority with

improvements of 0.22% over SignDefence, 4.29% over Flame, 2.51% over Flad, and 7.92% over

BlockchainMPC approaches, demonstrating its robustness across different defensive paradigms in
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MNIST evaluation. While in the HAR dataset evaluation, it aligns with SignDefence with only

0.70% improvement over it because of similar gradient sign-based aggregation. However, Flame

and Flad show substantial vulnerabilities due to degradation of 8.60% and 7.08%, respectively.

BlockchainMPC exhibits the highest susceptibility with 13.88% performance loss in HAR dataset

evaluation.

7.3.3 Defence Against Trimmed-Mean Attack

(a) HAR (b) MNIST

Figure 7.6: Attack on Trimmed-Mean: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 7.7: Attack on Trimmed-Mean: Evaluation of Accuracy for Recent Techniques.

Ada-Sign’s performance under Trimmed-Mean attack scenarios showcases its adaptability to

more complex attack vectors targeting robust aggregation mechanisms. The results presented in

Fig. 7.6 indicate Ada-Sign’s effectiveness in maintaining model integrity when adversaries specif-

ically target distance-based aggregation methods. The analysis of the obtained results is presented
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below.

In the HAR dataset, Ada-Sign achieves 5.31% improvement over the targeted Trimmed-Mean

technique, 2.01% over Krum, 5.71% over FoolsGold, and 10.09% over FedAvg. The Flod tech-

nique demonstrates the worst performance with 12.90% accuracy loss over the proposed Ada-Sign,

suggesting the effectiveness of sign-based techniques. For the MNIST dataset, Ada-Sign main-

tains consistent defensive capabilities with 5.19% improvement over Trimmed-Mean, 24.31% over

Krum, 25.10% over FoolsGold, and 16.89% FedAvg, indicating its resilience against non-targeted

attacks.

Comparison with recent techniques in Fig. 7.7 shows Ada-Sign’s competitive performance against

SignDefence. In the HAR dataset, Ada-Sign experiences a 2.9% loss in accuracy compared to Sign-

Defence due to the introduction of DP. However, in MNIST evaluation, SignDefence could not

sustain due to the non-adaptive threshold mechanism and therefore, SignDefence loses almost 34%

accuracy to Ada-Sign. In both datasets, Flame loses almost 25% accuracy to Ada-Sign. Blockchain-

MPC, on the other hand, remains close to Ada-Sign in HAR dataset evaluation. However, it experi-

ences 15.32% degradation in the MNIST dataset, demonstrating the dataset’s impact.

7.3.4 Mitigation of Label Flipping Attacks

(a) HAR (b) MNIST

Figure 7.8: Label Flipping Attack: Evaluation of Accuracy for Established Techniques.

The evaluation under Label Flipping attacks demonstrates Ada-Sign’s capability to detect and

mitigate data poisoning attempts that target model training integrity. As shown in Fig. 7.8, Ada-Sign

exhibits varying performance depending on the dataset characteristics and attack sophistication. The
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(a) HAR (b) MNIST

Figure 7.9: Label Flipping Attack: Evaluation of Accuracy for Recent Techniques.

analysis of the obtained results is presented below.

In the HAR dataset, Ada-Sign achieves modest improvements of 1.57% over Trimmed-Mean,

4.4% over Flod, 3.49% over FedAvg, and 4.11% over Krum, while FoolsGold demonstrates bad

performance with 8.21% degradation of accuracy compared to Ada-Sign. In the MNIST dataset,

Ada-Sign maintains defensive capabilities with 3.78% improvement over Trimmed-Mean, while

FoolsGold demonstrates the worst performance of 81.34% degradation of accuracy compared to

Ada-Sign, suggesting its particular weakness against label manipulation attacks in image classi-

fication tasks. Krum is the close contender having only 0.72% less accuracy than the proposed

Ada-Sign technique. However, FedAvg shows 8.77% degraded accuracy compared to Ada-Sign,

showing consistently bad performance across MNIST datasets.

When compared to recent techniques in Fig. 7.9, Ada-Sign demonstrates superior performance.

Specifically, on the HAR dataset, Flame demonstrates exceptional resilience with only 1.57% accu-

racy degradation, while SignDefence shows moderate vulnerability at 5.26%. Flad suffers the most

severe impact with 29.58% performance loss, and BlockchainMPC exhibits 7.51% accuracy re-

duction. In contrast, SignDefence exhibits a 2.76% accuracy difference from Ada-Sign, and Flame

shows a 0.12% difference in MNIST evaluation. Also, the BlockchainMPC approach suffers a

substantial 11.74% accuracy loss relative to Ada-Sign, further highlighting the diverse defensive

capabilities required for various attack scenarios.
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7.4 Chapter Summary

This chapter presented a novel DP-enabled sign-based adaptive defence mechanism named Ada-

Sign, which incorporates an adaptive threshold to empower sign-based aggregation. The compre-

hensive evaluation reveals that Ada-Sign’s dynamic thresholding mechanism and leaky weighted

aggregation provide robust defence against multiple attack vectors while maintaining competitive

performance in attack and non-attack scenarios. The proposed technique’s ability to automatically

adjust weights based on Jaccard similarity and MAD computation eliminates manual threshold tun-

ing. The incorporation of DP during gradient exchange provides additional protection against in-

ference and reconstruction attacks, enhancing its overall security posture. The experimental results

demonstrate that no single defensive technique achieves optimal performance across all attack sce-

narios and datasets. However, Ada-Sign consistently demonstrates performance improvements, typ-

ically reaching 3-20% accuracy enhancements over existing methods in most scenarios. However,

the improvement range varies significantly depending on the attack type and dataset characteristics,

with some techniques showing minimal differences as low as 0.% in some instances. In comparison,

others exhibit substantial performance gaps ranging from 50% to 80% under specific attack condi-

tions. Ada-Sign’s strength lies in its consistent performance across diverse attack vectors, making

it suitable for environments where attack types may vary or be unknown. The technique’s superior

performance against Krum attacks, Trimmed-Mean attacks, Flame variants and blockchain-based

approaches indicates that Ada-Sign provides a practical balance between security, performance, and

computational efficiency in FL deployments.
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Chapter 8

SignMPC: Privacy-Preserving

Federated Learning with Sign-Based

Secure Aggregation

Despite its inherent privacy-by-design advantages, conventional FL architectures face two fun-

damental and often orthogonal challenges: privacy preservation and robustness against adversarial

attacks [131]. Firstly, even without direct exposure to raw data, the shared model updates can inad-

vertently leak sensitive information about client datasets through various inference attacks [74]. This

necessitates the integration of rigorous privacy-enhancing technologies, such as DP or SMPC [90].

Secondly, FL systems are highly vulnerable to malicious clients, commonly referred to as Byzantine

attackers [64], who can inject poisoned or divergent model updates. Such attacks can significantly

degrade the global model’s performance, compromise its integrity, or even introduce a backdoor,

rendering the collaborative learning process unreliable. Addressing these challenges in isolation

often leads to suboptimal solutions; for instance, strong DP guarantees can impede model utility

[96], while many robust aggregation methods lack integrated privacy assurances. The development

of robust and privacy-preserving FL frameworks is therefore a critical research imperative. Exist-

ing approaches often specialize in either privacy or robustness, rarely providing a comprehensive

and integrated solution that effectively balances the intricate trade-offs between privacy guarantees,
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Byzantine resilience, and computational efficiency. The need for a unified framework that can si-

multaneously safeguard data confidentiality and ensure model integrity under adversarial conditions

is becoming increasingly pressing as FL systems scale and deploy in real-world applications.

This chapter introduces SignMPC, a novel FL aggregation framework to provide simultane-

ous robustness against inference attacks and strong privacy guarantees for client data. SignMPC

employs a multi-layered defence strategy, integrating state-of-the-art privacy-enhancing techniques

with an innovative, robust aggregation mechanism. The framework’s core novelty lies in its abil-

ity to adaptively aggregate client updates based on directional consensus, even when those updates

have been perturbed for privacy and transmitted securely. The key contributions of this work are

summarized as follows:

• A unified, multi-layered FL aggregation framework, SignMPC, that synergistically combines

DP, SMPC, and a novel robust aggregation strategy to offer comprehensive protection against

both privacy breaches and Byzantine attacks.

• An optimized robust aggregation algorithm which dynamically weights client contributions

based on an adaptive Jaccard similarity threshold of their gradient signs. This approach offers

superior resilience to data poisoning and model divergence attacks compared to traditional

methods.

• The seamless integration of client-side DP to perturb individual gradient updates, ensuring

privacy guarantees for client data before transmission.

• The incorporation of SMPC principles to facilitate the secure transmission and aggregation

of client updates, preventing the central server from observing raw, individual gradient con-

tributions even after DP perturbation.

8.1 Design

This section presents the design and architecture of the proposed SignMPC technique.
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Figure 8.1: The Architecture of SignMPC.

8.1.1 SignMPC Architecture

Fig. 8.1 presents SignMPC architecture which consists of three core layers working in concert

to enable privacy-preserving FL. At the client layer, distributed edge devices perform local model

training while applying multiple privacy safeguards. Each client independently computes model

updates, adds DP noise to obscure individual data contributions, and applies SMPC masks to enable

confidential aggregation. The communication layer establishes secure channels between clients and

servers, handling both encrypted model transmissions and secure mask exchanges required for the

SMPC protocol while protecting participant metadata. The server layer coordinates the FL process

through several specialized modules: a secure aggregation engine that combines encrypted client

134



updates while preserving confidentiality, a robust aggregation module that computes weighted av-

erages using adaptive client scoring, and a privacy enforcement component that applies additional

server-side DP. The architecture integrates four key functional modules, including sign-based gra-

dient processing for efficient compression, Jaccard similarity analysis for Byzantine robustness,

softmax weighting for fair contribution assessment, and adaptive thresholding to adjust aggregation

parameters based on observed client behaviour dynamically. Cryptographic primitives, including

HE, DP, and SMPC, are strategically deployed across these layers to provide end-to-end protection

while maintaining model utility. The system design enables efficient federated training across het-

erogeneous devices while defending against both privacy attacks and malicious participants through

its layered security approach.

8.1.2 Client-Side Secure Training

Algorithm 10 Client-Side Secure Training

Input:

Di ▷ Local dataset

Mprot ▷ Protected global model (HE-encrypted or plaintext)

B,ε,δ ▷ Minibatch size and DP parameters

Output:

w
prot
i ▷ Protected update (HE/SMPC/DP processed)

1: if HE enabled then

2: M← HEDecrypt(M
prot)

3: else

4: M←Mprot

5: end if

6: wi←MinibatchSGD(M,Di,B)
7: if DP enabled then

8: wi← wi +N (0,σ2
client)

9: end if

10: if SMPC enabled then

11: wi← wi +SMPCMask() ▷ Add secure mask

12: end if

13: if HE enabled then

14: w
prot
i ← HEEncrypt(wi)

15: else

16: w
prot
i ← wi

17: end if

18: return w
prot
i ▷ Final protected update

Algorithm 10 presents the secure client-side training where the client-side protocol enforces

privacy through a multi-layered approach, beginning with cryptographic transformations and the

strategic addition of noise, ensuring that sensitive local data remains protected throughout the FL
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process. The initial step for a client involves decrypting the global model parameters received

from the server, which is a critical operation when HE is active. This decryption makes the model

parameters accessible in plaintext for local computations, allowing the client’s local training process

to interact directly with the model’s numerical values, as expressed by:

M= HEDecrypt(Menc) (28)

Should HE not be employed, the client directly utilizes the global model parameters in their plain-

text form. Following this, each client proceeds with local training using its private dataset Di. This

training predominantly involves applying minibatch stochastic gradient descent (SGD) with a pre-

defined learning rate η and a specified batch size B. The objective is to compute parameter updates

that effectively minimize the local loss function, L, over a sampled minibatch Bt . The resulting

local update ∆wi is directly derived from the negative gradient of the loss function with respect to

the current global model parameters:

∆wi =−η∇L(M,Bt) (29)

This ∆wi intrinsically represents the client’s proposed modification to the global model, reflect-

ing the insights gained from its unique local data. Before this update is transmitted back to the

central server, a series of privacy-preserving mechanisms are sequentially applied to construct the

protected update w
prot
i . These mechanisms are designed to obscure the raw, individual contributions

while maintaining the aggregate’s utility. They typically include the addition of carefully calibrated

noise for DP and the application of cryptographic masks for SMPC. Specifically, the client’s local

model parameters after training, denoted as wi (which are M+∆wi), are perturbed by additive

Gaussian noise sampled from a zero-mean distribution with variance σ2
c , specifically for client-side

DP. Concurrently, an SMPC mask, constructed from pairwise random shares exchanged securely

between clients, is added. This mask, ∑ j ̸=i(mi, j−m j,i), ensures that individual contributions are

cryptographically obscured from the server, yet can be algebraically cancelled during aggregation.

The comprehensive formulation for the protected update, encapsulating all these layers, is given by:
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w
prot
i = HEEncrypt









wi +N (0,σ2
c )

︸ ︷︷ ︸

DP noise

+∑
j ̸=i

(mi, j−m j,i)

︸ ︷︷ ︸

SMPC mask









(30)

The entire sum is then subjected to homomorphic encryption if HE is enabled. This multi-faceted

protection scheme guarantees strong confidentiality and unlinkability, meaning that the server or

other colluding parties cannot infer individual clients’ data and their specific contributions. Despite

these transformations, the mathematical structure required for accurate and secure aggregation on

the server side is meticulously preserved. The resulting encrypted output w
prot
i effectively encodes

the directional information of the updates while robustly preventing the disclosure of sensitive indi-

vidual training data characteristics or exact client contributions.

8.1.3 Server-Side SignMPC Aggregation

Algorithm 11 presents a server-side SignMPC aggregation protocol, meticulously engineered

to process protected client updates securely and robustly, culminating in an updated global model

that benefits from the collective intelligence of the distributed network while mitigating adversarial

influences. The process commences by reversing the cryptographic transformations applied on the

client side to unveil the underlying updates in a controlled, privacy-preserving manner. Specifically,

if HE was utilized, the received encrypted protected updates w
prot
i are first homomorphically de-

crypted. Following this, if secure multi-party computation (SMPC) was active, the cryptographic

masks applied by clients are algebraically removed, allowing the server to work with the sum of

the true updates without seeing individual components. This initial transformation sequence can be

conceptually represented as:

wi = SMPCReveal

(

HEDecrypt(w
prot
i )

)

(31)

Once the effective client updates wi are recovered, the server proceeds to compute the individual

gradients gi that correspond to these updates. This is typically achieved by calculating the difference

between the current global model parametersM and the client’s transmitted update wi. To ensure
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Algorithm 11 Server-Side SignMPC Aggregation

Input:

{wprot
1 , . . . ,w

prot
N } ▷ Protected client updates (HE-encrypted or SMPC-masked)

Menc ▷ Encrypted global model parameters

τbase,α,β ,η ▷ Threshold parameters

ε,δ ▷ DP privacy parameters

Output:

Menc∗ ▷ Updated encrypted global model

1: if HE enabled then

2: {wi}← HEDecrypt({wprot
i })

3: M← HEDecrypt(M
enc)

4: else

5: {wi}← {wprot
i } ▷ Assume plaintext if no HE

6: end if

7: if SMPC enabled then

8: {wi}← SMPCReveal({wi}) ▷ Remove masks

9: end if

10: gi←M−wi ▷ Compute gradient from update

11: gi← clip(gi,−τclip,τclip)
12: if DP enabled then

13: gi← gi +N (0,σ2
server)

14: end if

15: Gagg←mean({gi}) ▷ Standard aggregation

16: si← sign(gi)
17: sref← sign(Gagg) or consensus signs

18: Ji← JaccardSimilarity(si,sref)
19: τ ← AdaptiveThreshold({gi},τbase,α,β )
20: wi← softmax(Ji− τ)
21: M∗←M−η ∑

N
i=1 wisi

22: Menc∗← HEEncrypt(M
∗) ▷ Re-encrypt if HE enabled

23: return Menc*

the stability of the aggregation process and prevent any single client’s potentially large or malicious

gradient from disproportionately influencing the global model, a robust clipping operation is ap-

plied. This operation bounds the L2 norm of each gradient, with ∥ · ∥2 representing the Euclidean

norm:

gi = clip

( M−wi

∥M−wi∥2

,−τclip,τclip

)

(32)

Here, τclip defines the symmetric clipping threshold. After this essential clipping step, if server-

side DP is enabled, carefully calibrated Gaussian noise N (0,σ2
s ) is added to the gradients, further
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enhancing privacy by obscuring the exact aggregate. The distinguishing characteristic of this aggre-

gation strategy is its reliance on a sign-based approach, which inherently confers significant robust-

ness against various types of Byzantine attacks, particularly those involving magnitude manipula-

tion. The algorithm calculates the element-wise sign of each gradient, sign(gi), which essentially

captures the directional information of the update. These signed gradients are then combined using

adaptively computed weights wi. These weights are dynamically derived from Jaccard similarity

scores and an adaptive threshold, the calculation of which is meticulously detailed in Algorithm 12.

The global model is then updated by subtracting the learning rate η multiplied by the weighted sum

of these signed gradients, coupled with the optional server-side DP noise addition:

M∗ =M−η

(
N

∑
i=1

wisign(gi)+N (0,σ2
s )

)

(33)

This formulation not only ensures DP at the server level by introducing noise to the aggregated

update but also leverages the inherent resilience and convergence properties of sign-based gradi-

ent descent. The clipping operation on individual gradients fundamentally limits the maximum

influence any single client can exert. At the same time, the additive noise provides formal privacy

guarantees for the final aggregated result, preventing the server from reconstructing individual con-

tributions. Finally, suppose HE was initially enabled for model parameters. In that case, the updated

global modelM∗ is re-encrypted before being securely broadcast back to clients for the subsequent

training round.

8.1.4 Adaptive Threshold Estimation

Algorithm 12 presents the adaptive threshold estimation. The adaptive threshold estimation

mechanism is a pivotal component for dynamically adjusting client weights based on the intrin-

sic geometric similarity of their gradient contributions, thereby significantly enhancing the robust-

ness of the overall aggregation process against adversarial clients. This sophisticated approach is

designed to autonomously identify and appropriately down-weight malicious or outlying updates

without requiring explicit prior knowledge or assumptions about the nature of the attack. The esti-

mation process is initiated by establishing a robust and central reference direction for the collection
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Algorithm 12 Adaptive Threshold Estimation

Input:

{gi}N
i=1 ▷ Gradient set

τbase ▷ Initial threshold

α ▷ Adaptation rate

β ▷ MAD scaling factor

Output:

τ∗ ▷ Computed threshold

1: m←median({gi}) ▷ Median gradient

2: bi← (gi > m) ▷ Binary encoding

3: bref← bN ▷ Reference encoding

4: Ji← |bi∩bref|
|bi∪bref| ▷ Jaccard similarity

5: MAD← β ·median({|Ji−median({Ji})|}) ▷ Scaled MAD

6: τ∗← τbase−α ·MAD ▷ Adjusted threshold

7: τ∗←max(0.1,min(0.9,τ∗)) ▷ Clamped value

8: return τ∗

of client gradients. This is precisely achieved by computing the element-wise median of the entire

set of client gradients {gi}N
i=1:

m = median({gi}N
i=1) (34)

The median is deliberately chosen over the mean due to its superior resilience to extreme out-

liers, making it a more stable measure of central tendency in potentially adversarial environments.

Subsequently, each client’s raw gradient gi is transformed into a binary vector by comparing its el-

ements against the corresponding elements of this computed median. This creates a boolean vector

I(gi > m), where an element is set to 1 if the corresponding component of gi is greater than the me-

dian component, and zero otherwise. A specific binarized gradient, typically the last one received

(gN), is designated as the reference binarized gradient gref. Similarity scores are then meticulously

computed for each client’s binarized gradient against this reference using the Jaccard index. This

metric quantifies the overlap of the directional agreement:

Ji =
ïI(gi > m),I(gref > m)ð
∥I(gi > m)∪ I(gref > m)∥0

(35)

In this formulation, ï·, ·ð denotes the dot product, effectively representing the size of the intersec-

tion of active (1-valued) bits between the two binary vectors. The denominator, ∥ · ∥0, represents

the number of non-zero elements, which corresponds to the size of the union of active bits. This
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Jaccard similarity score precisely quantifies the degree of agreement in the directional information

conveyed by the binarized gradients. To render the threshold truly adaptive, these similarity met-

rics are combined with a robust estimate of the dispersion of the Ji scores, specifically the Median

Absolute Deviation (MAD). The MAD is scaled by a constant factor (e.g., 1.4826, which is used to

make it a consistent estimator for the standard deviation under Gaussian distribution assumptions)

to provide a more stable and reliable measure of variability in the Jaccard scores. The final adaptive

threshold τ∗ is then judiciously computed by adjusting a predetermined base threshold τbase based

on this scaled MAD:

τ∗ = clip



τbase−α ·1.4826 ·median(|Ji− J̃|)
︸ ︷︷ ︸

MAD estimate

,0.1,0.9



 (36)

Here, J̃ signifies the median of the set of Jaccard similarity scores, and α is a configurable adaptation

rate that controls the sensitivity of the threshold to variations in client similarity. The clip(·,0.1,0.9)

function serves as a crucial safeguard, ensuring that the adaptive threshold remains within a prag-

matic and practical operational range, typically bounded between 0.1 and 0.9. This dynamic adjust-

ment mechanism enables the aggregation process to automatically adapt to the observed consensus

among clients, effectively diminishing the influence of outlier updates while preserving the valuable

contributions from honest participants, even in scenarios characterised by non-IID data distributions.

8.1.5 Secure Aggregation Protocol

Algorithm 13 Secure Aggregation (SMPC)

Input:

{g̃i}N
i=1 ▷ Masked gradients

{mi}N
i=1 ▷ Client masks

Output:

Gagg ▷ Aggregated result

1: Gmasked← 1
N ∑

N
i=1 g̃i ▷ Mean of masked gradients

2: Mavg← 1
N ∑

N
i=1 mi ▷ Average mask

3: Gagg←Gmasked−Mavg ▷ Demasked result

4: return Gagg

The Secure Aggregation Protocol, presented in Algorithm 13, is meticulously implemented

based on the principles of Secure Multi-Party Computation (SMPC). It is specifically engineered to
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aggregate client updates in a manner that robustly preserves the privacy and confidentiality of indi-

vidual client contributions. This is achieved through an ingenious cryptographic masking scheme

where clients add random, algebraically cancelling masks to their gradients before transmitting them

to the central server. For each client i, its true, locally computed gradient gi is transformed into a

masked gradient g̃i by incorporating a sum of pairwise random masks. These masks are securely

exchanged between clients using established cryptographic protocols:

g̃i = gi +∑
j ̸=i

(mi, j−m j,i) (37)

In this formulation, mi, j represents a randomly generated mask share that client i creates for client

j, and m j,i is the corresponding mask share client j creates for client i. The fundamental property

of this construction is that for any given pair of clients (i, j), their respective mask shares mi, j

and m j,i are designed to algebraically cancel each other out when summed collectively across all

participating clients. The central server receives these masked gradients from all clients. Crucially,

due to the linearity and the carefully designed cancellation property of these masks, when the server

computes the sum or average of all received masked gradients, the sum of all individual masks

precisely evaluates to zero. This allows the server to compute the exact aggregate of the true,

unmasked gradients without ever gaining knowledge of any individual client’s specific gi. The

server computes the aggregated result Gagg as:

Gagg =
1

N

N

∑
i=1

g̃i−
1

N

N

∑
i=1

∑
j ̸=i

(mi, j−m j,i)

︸ ︷︷ ︸

Cancels out

(38)

The second term on the right-hand side, representing the sum of all pairwise masks across all clients,

demonstrably evaluates to zero due to the symmetric nature of the mask generation (mi, j and m j,i

effectively cancelling). This process effectively yields Gagg =
1
N ∑

N
i=1 gi. This construction inher-

ently provides information-theoretic privacy for the aggregation phase, implying that the security of

individual contributions is maintained as long as a minimum number of clients (typically at least two

in this pairwise mask scheme) remain honest and do not collude with the server or other malicious

entities. The ingenious pairwise mask structure is fundamental to ensuring the correct cancellation
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of the masks while rigorously preventing the server from learning any individual client’s updates,

thereby providing robust confidentiality guarantees for the entire aggregation process within the FL

paradigm.

8.2 Experimental Setup

The SignMPC framework evaluation was conducted using comprehensive simulations imple-

mented in PyTorch, building upon the SAFEFL platform [41]. All experiments were performed on

Apple M1 Pro hardware with an 8-core CPU, 14-core GPU, 16GB unified memory, and 512GB

SSD storage. The FL environment consisted of 30 clients and a central server, maintaining consis-

tency with established evaluation protocols. The evaluation employed two datasets to demonstrate

generalization across different data domains. The HAR [41] dataset comprised six activity classes

collected from thirty participants with approximately 10,299 samples, while the MNIST [114] eval-

uation utilized the standard 10-digit classification task with 70,000 samples. Both datasets exhibited

non-IID characteristics across clients to simulate real-world data heterogeneity. During this exper-

iment, 20% of samples represent the test set and 5% of samples represent the validation set, where

the rest is used for the training dataset.

The SignMPC framework incorporates three core privacy-preserving components with carefully

calibrated parameters. The differential privacy component employs a privacy budget of ε = 3.0 and

δ = 1e−4 with Gaussian noise calibration following σ = min(
√

2ln(1.25/δ )× sensitivity/ε,0.1)

and gradient clipping bounded at L2 norm of 2.0. The secure multiparty computation component

utilizes additive secret sharing with lightweight masking across all 30 clients, employing a threshold

of t = 10 and maintaining a mask scale of 0.01 to minimize impact on gradient utility. The HE

component operates with a 512-bit key size, utilizing a noise scale of 1e−4 and a modulus of 231−1

for computational efficiency. The robust aggregation algorithm employs a threshold base of τbase =

0.7 with an adaptive factor α = 0.05, allowing the Jaccard similarity threshold to dynamically adjust

between 0.1 and 0.9 based on client behavior patterns. Model training utilized a batch size of 64 with

an initial learning rate of 0.01 across 2000 communication rounds. Attack simulation encompassed

four distinct scenarios with 20% of clients (6 out of 30) configured as malicious, targeting 30% of

143



model parameters. The scenarios included no attack (baseline), Krum attack maximizing deviation

using compromised parameters, Trimmed-Mean attack manipulating parameters toward extreme

values, and Label Flipping attack altering class mappings following established Byzantine attack

patterns. Comparative evaluation included Trimmed-Mean [143], Krum [15], Flod [32], FedAvg

[79], BlockchainMPC [52], FoolsGold [40], Flad[114], SignDefence, and Flame [86] techniques.

Performance evaluation focused exclusively on training accuracy as the primary metric, measured

as the model’s classification performance on the respective datasets.

8.3 Results and Discussion

8.3.1 No Attack Scenario

(a) HAR (b) MNIST

Figure 8.2: No Attack Scenario: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 8.3: No Attack: Evaluation of Accuracy for Most Recent Techniques.
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Figure 8.2 presents the performance evaluation of SignMPC against established defence mech-

anisms under benign conditions with no adversarial attacks present. SignMPC demonstrates opti-

mal performance by maintaining the same accuracy as the baseline FL setup, indicating minimal

overhead while preserving model utility. The comparative analysis reveals that existing defence

mechanisms introduce varying degrees of performance degradation even in attack-free scenarios.

In the HAR dataset evaluation with established techniques, FoolsGold exhibits the highest ac-

curacy degradation of 22.93%, followed by Krum at 10.34%, Trimmed-Mean at 7.40%, Flad at

7.60%, FedAvg at 6.95%, and Flod at 1.02% compared to SignMPC. Flod did not perform well

in the MNIST evaluation and, therefore, was removed from the figure. However, FoolsGold is

unstable during training and loses approximately 5.78% accuracy compared to the proposed Sign-

MPC technique. Furthermore, the proposed method achieves 5.53% accuracy improvement over

Trimmed-Mean, 6.18% over Krum, and 3.09% over FedAvg techniques.

Figure 8.3 demonstrates the comparison with most recent techniques on the MNIST dataset,

where Flame shows 7.48% degradation, Flad 7.60%, BlockchainMPC 10.13%, and SignDefence

maintains close performance at 0.04% with SignMPC.

The results indicate that SignMPC’s design philosophy of preserving model utility during nor-

mal operations is successfully validated, while other defensive mechanisms impose computational

or accuracy penalties even without adversarial presence. This characteristic is particularly signifi-

cant for FL deployments where maintaining model performance is crucial for client adoption and

system sustainability. The superior performance of SignMPC can be attributed to its robust ag-

gregation algorithm, which dynamically weights client contributions based on an adaptive Jaccard

similarity threshold of their gradient signs. This approach offers superior resilience to data poison-

ing and model divergence attacks compared to traditional methods, representing a key strength of

SignMPC.

Notably, the integration of DP mechanisms, HE, and SMPC protocols within SignMPC does not

degrade performance due to the adaptive thresholding mechanism. This is a significant advantage

over conventional defence approaches that typically suffer from the privacy-utility trade-off, where

enhanced privacy guarantees come at the cost of reduced model accuracy. The adaptive nature

of SignMPC’s aggregation process ensures that privacy-preserving mechanisms complement rather
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than compromise the learning objective.

8.3.2 Krum Attack Resilience

(a) HAR (b) MNIST

Figure 8.4: Attack on Krum: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 8.5: Attack on Krum: Evaluation of Accuracy for Most Recent Techniques.

Figure 8.4 illustrates the evaluation under Krum attack conditions for established techniques, re-

vealing substantial performance variations across different defensive mechanisms. SignMPC main-

tains similar accuracy to the baseline FL setup, demonstrating robust resistance to this attack vector.

In contrast, Krum itself suffers severe degradation, with accuracy reductions of 56.79% and 74.59%

in HAR dataset evaluations, highlighting the vulnerability of the aggregation mechanism to targeted

attacks that exploit its distance-based selection criteria.

Established defence techniques show mixed effectiveness, with Trimmed-Mean experiencing
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9.15% and 8.02% accuracy degradation, FedAvg recording 7.86% and 4.90%, and FoolsGold demon-

strating 5.22% and 5.03% performance losses across the respective datasets. The proposed tech-

nique achieves remarkable improvements in MNIST evaluation, with 8.02% over Trimmed-Mean,

5.03% over FoolsGold, and a dramatic 74.59% accuracy enhancement over the targeted Krum

method itself. Additionally, SignMPC demonstrates 4.90% over FedAvg, showcasing its robust de-

fence capabilities against sophisticated Byzantine attacks that specifically target geometric median-

based aggregation schemes.

Figure 8.5 shows the performance of the most recent defence mechanisms, which exhibit vary-

ing performance levels, with Flad showing 6.08% and 2.66% degradation, while Flame variants

achieve 7.62% and 4.43% accuracy reductions, respectively. SignDefence demonstrates moder-

ate resilience with performance degradation within acceptable ranges, while Blockchain-based ap-

proaches show 12.96% performance loss in the HAR dataset evaluation, maintaining 8.05% degra-

dation in the MNIST dataset.

The superior performance of SignMPC under Krum attack conditions can be attributed to its

sign-based gradient aggregation mechanism, which inherently resists distance-based manipulation

strategies that specifically target Krum’s aggregation logic. The robust aggregation algorithm dy-

namically weights client contributions based on an adaptive Jaccard similarity threshold of their

gradient signs, offering superior resilience to data poisoning and model divergence attacks com-

pared to traditional methods. This resistance mechanism ensures that malicious clients cannot ef-

fectively skew the aggregation process through carefully crafted model updates designed to exploit

Euclidean distance calculations. Furthermore, the adaptive thresholding mechanism enables Sign-

MPC to maintain consistent performance even when enhanced with DP, HE, and SMPC protocols,

eliminating the typical privacy-utility trade-off observed in conventional approaches.

8.3.3 Trimmed-Mean Attack Analysis

Figure 8.6 presents the comparative evaluation under Trimmed-Mean attack scenarios among

established techniques. The attack targets explicitly the median calculation mechanism inherent in

Trimmed-Mean aggregation, where malicious clients craft updates that fall within the acceptable

range but systematically bias the aggregation outcome.
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(a) HAR (b) MNIST

Figure 8.6: Attack on Trimmed-Mean: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 8.7: Attack on Trimmed-Mean: Evaluation of Accuracy for Most Recent Techniques.

Established defence approaches show significant performance degradation, with Trimmed-Mean

itself experiencing a 7.30% accuracy reduction in the HAR dataset. Krum demonstrates 4.06% per-

formance losses, while FedAvg shows 11.98% degradation in the same dataset. Among the estab-

lished defences, Flod exhibits the highest vulnerability with 14.73% accuracy reduction in the HAR

dataset, while FoolsGold maintains relatively stable performance with 7.69% in the HAR dataset.

The weakness of the proposed SignMPC was revealed in the MNIST dataset when it was attacked

using the Trimmed-Mean. The proposed technique loses 10.56%, 11.50%, and 1.80% accuracy to

Krum, FoolsGold, and FedAvg, respectively. However, the Trimmed-Mean technique loses approx-

imately 10.74% accuracy compared to the proposed SignMPC technique. These exceptional results

can be attributed to the nature of the attack and the failure of the MAD-based adaptive threshold

estimation algorithm in SignMPC, which requires further improvement.

Figure 8.7 demonstrates that the most recent defence mechanisms show improved resilience
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compared to established approaches, with Flad showing 1.75% accuracy loss, Flame variants achiev-

ing 2.80% degradation, and BlockchainMPC defence experiencing a 17.57% reduction in the HAR

dataset evaluation. Similarly to the established approach, a comparison of both SignDefence and

SignMPC reveals degraded accuracy in the MNIST evaluation. SignMPC loses 13.54% accuracy to

Flad and 12.28% to Flame. However, SignMPC shows 3.6% better accuracy than SignDefence and

achieves similar accuracy to BlockchainMPC.

8.3.4 Label Flipping Attack Evaluation

(a) HAR (b) MNIST

Figure 8.8: Label Flipping Attack: Evaluation of Accuracy for Established Techniques.

(a) HAR (b) MNIST

Figure 8.9: Label Flipping Attack: Evaluation of Accuracy for Most Recent Techniques.

Figure 8.8 shows the Label Flipping attack evaluation for established techniques, which presents
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one of the most challenging scenarios for FL defence mechanisms, as it directly targets the funda-

mental learning objective through systematic label manipulation. SignMPC demonstrates excep-

tional resilience by maintaining consistent accuracy levels comparable to the baseline setup. This

attack vector represents a particularly insidious threat where malicious clients systematically replace

correct labels with incorrect ones, thereby degrading the global model’s classification performance.

The comparative analysis reveals significant performance variations across different defence

mechanisms when subjected to Label Flipping attacks. In the HAR dataset evaluation, FoolsGold

experiences substantial degradation of 12.75%, while established approaches show moderate vul-

nerability with Krum at 8.85%, FedAvg at 8.26%, and Trimmed-Mean at 6.44%. Flod demonstrates

exceptional resilience with minimal 0.50% accuracy reduction, while Flad shows significant vulner-

ability with 33.06% performance degradation.

Figure 8.9 reveals even more pronounced performance differences in the MNIST dataset eval-

uation, with FoolsGold experiencing severe degradation of 81.82%, indicating fundamental limi-

tations in handling systematic label manipulation attacks. Other most recent defence mechanisms

demonstrate varying degrees of resilience, with Flad showing 1.32% degradation, Krum at 1.84%,

Flame variants achieving 2.44% and 0.21% accuracy reductions, respectively, in the MNIST eval-

uation. SignDefence maintains robust performance with minimal impact, while blockchain-based

approaches experience a 13.99% performance loss. In the HAR dataset, SignMPC shows improve-

ments of 0.33%, 6.44%, 33.06%, and 12.08% over SignDefence, Flame, Flad, and BlockchainMPC

techniques, respectively.

8.4 Chapter Summary

This chapter presented the SignMPC technique, a novel FL defence mechanism that strategically

integrates SMPC, DP, and HE with an efficient sign-based aggregation protocol. The comprehensive

experimental evaluation demonstrates that SignMPC consistently outperforms both established and

recent defence techniques across diverse attack scenarios, with performance improvements ranging

from modest gains of 0.33% over advanced methods like SignDefence to substantial advantages

of 33.06% over Flad in Label Flipping attacks and 81.82% over FoolsGold in similar scenarios
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while ensuring secure exchange and aggregation. The superior performance of SignMPC under

various adversarial conditions stems from its fundamental design philosophy, which prioritizes gra-

dient sign information over traditional magnitude-based aggregation approaches. This paradigm

shift enables the system to maintain robustness against attacks that manipulate gradient magnitudes

while preserving the directional information crucial for model convergence. The adaptive Jaccard

similarity-based weighting mechanism dynamically adjusts client contribution weights based on

gradient sign consensus, providing inherent resistance to Byzantine attacks and data poisoning at-

tempts that systematically corrupt training updates.

The sign-based consensus mechanism represents SignMPC’s core innovation, effectively iden-

tifying and mitigating the impact of corrupted updates through its adaptive thresholding approach.

This mechanism demonstrates remarkable resilience when enhanced with cryptographic primitives,

maintaining consistent performance without the typical privacy-utility trade-offs observed in con-

ventional defence approaches. The integration of DP mechanisms, HE, and SMPC protocols pre-

serves model accuracy while ensuring comprehensive privacy protection throughout the FL process.

The validation across both HAR and MNIST datasets confirms the effectiveness of the proposed

approach in maintaining model utility under sophisticated adversarial conditions that specifically

target the integrity. This chapter presents the SignMPC technique, which combines SMPC, DP, and

HE with efficient sign-based aggregation. Experimental results show that SignMPC outperforms

established and recent defence techniques under various attack scenarios. However, the MNIST

evaluation of Trimmed-Mean attacks reveals certain limitations of the approach. The superior per-

formance of SignMPC under diverse attacks can be attributed to its fundamental design principle

that focuses on gradient sign information rather than magnitude-based aggregation.
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Chapter 9

Conclusions and Future Works

9.1 Conclusions

This thesis has addressed the critical challenges faced by FL systems, particularly the vulnera-

bilities to poisoning attacks, privacy threats, and inefficient client selection mechanisms. The com-

prehensive defence framework developed through this work demonstrates significant advancements

in securing FL environments while maintaining model performance and computational efficiency.

The primary contributions of this thesis can be summarized as follows:

9.1.1 Multi-layered Defence Architecture

The introduction of FedChallenger represents a paradigm shift in FL defence mechanisms. By

implementing a dual-layer architecture combining zero-trust challenge-response authentication with

adaptive Trimmed-Mean aggregation, this approach achieved substantial improvements over state-

of-the-art methods. The experimental evaluation demonstrates consistent accuracy improvements

of 3-10% across MNIST, FMNIST, EMNIST, and CIFAR-10 datasets, with convergence speeds

1.1-2.2 times faster than baseline approaches, including Stake, Shap, Cluster, Krum, and FedAvg.

The effectiveness of FedChallenger is particularly evident in adversarial scenarios. Under 30%

Label Flipping attacks on FMNIST, the technique achieved remarkable accuracy improvements

of 8.2%, 47.8%, 88.4%, and 7.4% over Trimmed-Mean, Krum, FedAvg, and DUEL approaches,

respectively. More importantly, the convergence performance showed 60%, 52%, 31%, and 27%
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faster training compared to these baselines in 20% Label Flipping scenarios. Even under severe

40% model poisoning attacks on CIFAR-10, FedChallenger maintained substantial accuracy leads,

outperforming comparative methods by factors of 1.24 to 6.7 times.

9.1.2 Intelligent Client Selection Framework

The development of Fed-Reputed addresses the long-standing challenges of client selection in

FL environments. By leveraging device capability information and implementing a modified Bell-

man equation within a hierarchical DQN-based framework, this approach successfully differenti-

ates between malicious and straggler clients while addressing cold-start problems inherent in tradi-

tional reputation systems. The experimental validation demonstrates the robustness of Fed-Reputed

across various adversarial scenarios. In MNIST evaluation with 40% malicious nodes, the tech-

nique achieved 15.01%, 37.86%, and 8.57% higher global model accuracy compared to SCS, RS,

and MADDPG approaches, respectively. Similarly, in scenarios with 40% straggler nodes, Fed-

Reputed demonstrated 8.88%, 40.11%, and 19.3% accuracy improvements while maintaining 1.38,

1.72, and 1.31 times faster convergence rates. The performance gains were consistently replicated

across the FMNIST dataset, validating the technique’s dataset-independent effectiveness.

9.1.3 Sign-based Aggregation Strategies

The introduction of SignDefence and Ada-Sign techniques addresses the fundamental limitations

of traditional aggregation methods, particularly the dying ReLU problem and sensitivity to hyperpa-

rameter variations. SignDefence employs sign direction strategies combined with LeakyReLU and

Jaccard similarity for model weight estimation, demonstrating consistent performance improve-

ments across diverse attack scenarios on the HAR dataset.

The Ada-Sign extension, on the other hand, incorporates DP mechanisms while maintaining

the robustness of sign-based aggregation. The technique’s dynamic thresholding mechanism and

leaky weighted aggregation provide effective defence against multiple attack vectors while preserv-

ing competitive performance in benign scenarios. The experimental results show 3-20% accuracy

improvements over state-of-the-art techniques, including Flod, Flad, and Flame, while providing

enhanced privacy guarantees through adaptive DP mechanisms.
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9.1.4 Comprehensive Privacy Protection

The development of SignMPC represents the culmination of this research’s privacy-preserving

objectives. By incorporating highly configurable SMPC, HE, and DP algorithms, this approach

ensures comprehensive communication protection without significant performance bottlenecks. The

technique demonstrates 4-17% accuracy gains over existing approaches while maintaining robust

privacy guarantees.

The superior performance of SignMPC under different attacks can be attributed to its focus on

gradient sign information rather than magnitude-based aggregation. The robust aggregation algo-

rithm dynamically weights client contributions based on adaptive Jaccard similarity thresholds, pro-

viding inherent resistance to attacks that manipulate training labels. This mechanism enables Sign-

MPC to maintain consistent performance even when enhanced with privacy-preserving techniques,

avoiding the typical privacy-utility degradation observed in conventional defence approaches.

9.2 Future Works

This research establishes a strong foundation for securing FL, but the dynamic nature of ML

and cybersecurity demands continuous innovation. Future work should broaden the evaluation of

defence mechanisms beyond image and sensor data to textual domains, including natural language

processing and large language model fine-tuning. A critical area for improvement lies in advanced

privacy attack mitigation, particularly against sophisticated, combined attack vectors like HidAt-

tack, which merges privacy and poisoning attacks. Optimizing communication and computational

efficiency will also be crucial for real-world applications, especially on resource-constrained edge

devices; this involves developing lightweight aggregation protocols and energy-efficient defence

strategies.

Further research must address scalability and heterogeneity challenges in large-scale FL deploy-

ments, involving thousands of diverse participants and various platforms. This includes developing

distributed reputation systems and adaptive client selection strategies. Finally, it’s vital that future

research proactively considers regulatory and ethical implications. This means ensuring compliance

with evolving privacy regulations like GDPR and CCPA, and addressing potential biases introduced
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by defence mechanisms to promote ethical AI practices and fairness within FL systems. These

crucial areas of investigation will help ensure FL systems remain robust, efficient, and practical for

widespread deployment in the face of emerging threats.
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