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Abstract

Knowledge-Informed Self-Reflective Automated Penetration Testing Based on
LLMs

Hanzheng Dai

Automated penetration testing (AutoPT) plays a crucial role in identifying and mitigating cyber-

security vulnerabilities before they can be exploited. However, traditional AutoPT approaches

remain limited in adaptability, contextual reasoning, and cross-stage coordination. Although re-

cent advances in artificial intelligence (AI), including expert systems, reinforcement learning (RL),

and large language models (LLMs), have improved penetration testing (PT) automation, existing

AI-assisted AutoPT frameworks still suffer from poor generalization, context loss, hallucination,

and an inability to incorporate prior trial-and-error experience, making it challenging to automate

multi-stage PT tasks across different environments.

To address these limitations, we propose RefPentester, a knowledge-informed, self-reflective

AutoPT framework built on LLMs that enables context-aware, adaptive, and interpretable auto-

mated workflows across multi-stage PT processes. RefPentester integrates three main components:

1) a Process Navigator that identifies the current PT stage and retrieves corresponding hierarchi-

cal knowledge via a retrieval-augmented generation (RAG) pipeline; 2) a Generator that produces

actionable and context-aware step-by-step guidance; and 3) a Reflector that evaluates execution

feedback and facilitates structured reflective learning. A comprehensive PT knowledge vector

database (VDB) is built from public cybersecurity resources, including MITRE ATT&CK and

the OWASP Testing Guide (OTG), forming a tree-structured repository of tactics, techniques, and

abstract actions.

Experiments were conducted on the Sau machine from the Hack The Box (HTB) platform,

which provides realistic, legally authorized, and reproducible virtual PT environments. Results
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show that RefPentester consistently outperforms a GPT-4o baseline in both credential capture and

stage transition success rates, demonstrating improved operational reliability. Beyond quantitative

gains, log-based qualitative analysis reveals two key patterns: 1) the Reflector enhances decision

stability by preventing repeated mistakes and supporting adaptive recovery across stages; and 2)

the interaction between hierarchical knowledge retrieval and structured reflection yields clearer

and more interpretable reasoning trajectories. These findings indicate that combining knowledge

grounding with reflective optimization substantially strengthens robustness and interpretability in

multi-stage AutoPT reasoning.

The study also acknowledges practical limitations, such as reliance on a single HTB environ-

ment, and it outlines several future research directions to further advance AI-assisted AutoPT.
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No mistakes in the tango, not like life.

It’s simple.

That’s what makes the tango so great.

If you make a mistake, get all tangled up, just tango on.

— Scent of a Woman
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Chapter 1

Introduction

In this chapter, we first introduce the background of the research in Section 1.1. The back-

ground contains four aspects: cybersecurity, penetration testing (PT), automated penetration test-

ing (AutoPT), and Artificial Intelligence (AI) assisted AutoPT. Secondly, we describe the problem

statement in Section 1.2. The objectives of this research are presented in section 1.3. The contri-

butions of this work are described in section 1.4. Finally, the structure of this research is presented

in Section 1.5.

1.1 Background

1.1.1 Cybersecurity

In an era characterized by rapid technological advancements and the exponential growth of

digitalization, cybersecurity has become a critical and multifaceted domain that underpins the sta-

bility, integrity, and functionality of modern societies [1]. Cybersecurity refers to the practice of

safeguarding computer systems, networks, and digital information from unauthorized access, use,

disclosure, disruption, modification, or destruction [2]. The widespread adoption of interconnected

technologies, including the Internet of Things, cloud computing, AI, and 5G networks, has not only

revolutionized the way individuals and organizations operate but has also significantly expanded
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Figure 1: Top 10 Cybersecurity Threats in 2025

the attack surface, making cyberspace vulnerable to a diverse range of threats [3]. Fig. 1 illustrates

the ten key threats in the field of cybersecurity, which are social engineering, cloud vulnerabilities,

risk from configuration mistakes, AI-Powered threats, business email compromise (Phishing), fu-

ture threats from quantum computing, supply-chain vulnerabilities, poor cyber hygiene, the risk

of ransomware attacks, and poor data management [4]. Since the attack surface has expanded,

individuals and organizations’ network systems are more vulnerable to cyberattacks, and the con-

sequences are even more severe.

On July 4, 2024, an internet user uploaded a file named "RockYou2024" to a notorious hacking

forum, unleashing a cybersecurity nightmare. This extensive dataset introduced 1.5 billion addi-

tional plain-text passwords, augmenting the previous "RockYou2021" compilation. These newly

leaked passwords significantly expand the arsenal available to threat actors. Malicious entities can

leverage the "RockYou2024" password compilation to execute sophisticated brute-force attacks.

By methodically testing the passwords against a multitude of online accounts, they aim to gain

unauthorized access to personal email, financial, and social media profiles. This not only violates

the privacy of countless individuals but also exposes them to risks such as identity theft, financial

fraud, and the unauthorized dissemination of personal information [5]. A week later, the digital
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realm experienced one of the most devastating cyber incidents in history, with 8.5 million comput-

ers falling prey. The root cause was a content update from security firm CrowdStrike for Windows

hosts. This update, meant to boost security, instead harboured a critical "defect" that malicious

actors exploited, infiltrating systems to steal data, disrupt operations, or seize control. The far-

reaching impact spanned multiple industries. Flights were grounded globally, disrupting travel and

causing financial losses to airlines. The healthcare sector faced risks to patient lives as access to

crucial medical information was cut off, leading to postponed procedures. The financial sector

also suffered, with payment services down, which harmed businesses, especially small ones, and

caused economic instability [6].

Despite the increasing awareness of cybersecurity threats and the efforts made to develop coun-

termeasures, the cybersecurity landscape continues to evolve at an alarming pace. Cybercriminals

are constantly devising new attack techniques, leveraging emerging technologies, and exploiting

vulnerabilities in software, hardware, and human behaviour. The rise of state-sponsored cyberat-

tacks, ransomware campaigns, and advanced persistent threats (APTs) has further complicated and

intensified the cybersecurity challenge. Fig. 2 shows the annual cost of global cybercrime. The

data from 2018 to 2023 is actual data, and the data from 2024 to 2028 is forecasted data. What

is clear is that the annual global cost of cybercrime is rising every year from 2018 to 2023 (from

0.86 trillion U.S. dollars to 8.15 trillion U.S. dollars) and is expected to rise to 13.82 trillion U.S.

dollars in 2028 [7]. These incidents highlight the vulnerability of the digital world and underscore

the urgent need for enhanced cybersecurity standards, techniques, and mitigation measures.

1.1.2 Penetration Testing

Penetration testing (PT) is a pivotal technique in the realm of cybersecurity, having already

demonstrated its potential to mitigate cyber threats and address potential vulnerabilities. It in-

volves the authorized simulation of real-world cyberattacks on a network system or application to

identify vulnerabilities that adversaries could exploit [8]. Based on the Penetration Testing Execu-

tion Standard [9], the PT process typically consists of seven main stages:
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Figure 2: Annual Cost of Cybercrime Worldwide

• Pre-engagement Interactions: This is the initial stage where communication occurs be-

tween the pentester team and the client. It involves understanding the client’s requirements,

the scope of the test, and establishing the ground rules. This sets the foundation for the entire

PT, ensuring both parties are on the same page regarding goals, boundaries, and expectations.

• Intelligence Gathering: Pentesters collect information about the target network system.

This can include details like IP addresses, domain names, software versions, and employee

information. The more data they gather, the better their understanding of the target’s infras-

tructure becomes, which helps in identifying potential vulnerabilities.

• Threat Modelling: Based on the intelligence gathered, pentesters analyze and categorize

potential threats. They determine what assets are at risk, identify potential adversaries, and

assess the methods these adversaries might employ. This step helps prioritize security efforts

and focus on the most critical areas.

• Vulnerability Analysis: Pentesters use various tools and techniques to scan for security
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vulnerabilities in the target. This could involve identifying weaknesses in software, miscon-

figurations in network systems, or flaws in application logic. Identifying these vulnerabilities

is crucial as they are the entry points that adversaries could exploit.

• Exploitation: If vulnerabilities are found, pentesters attempt to exploit them to gain unau-

thorized access or perform malicious actions. This is where the technical skills of the pen-

testers are put to the test, as they use techniques like buffer overflows or SQL injection to

breach the system’s defences. Since pentesters’ actions are authorized, this is why PT is also

referred to as ethical hacking.

• Post-Exploitation: After successfully exploiting a vulnerability, pentesters further explore

the system. They might escalate their privileges, move laterally within the network, or extract

sensitive information. This stage helps in understanding the full extent of the damage a real-

world adversary could cause.

• Reporting: The final stage involves documenting the entire PT process. The report details

the vulnerabilities found, how they were exploited, and the potential impact on the organiza-

tion. It also provides recommendations for fixing the issues, helping the client improve their

security posture.

Through the seven stages, the penetration team (red team) can provide organizations with a

detailed understanding of their security posture, highlighting areas that need improvement. By

fixing these vulnerabilities, companies can enhance their defences, protect sensitive data, and re-

duce the risk of cyberattacks, ensuring the integrity, confidentiality, and availability of their digital

assets [10].

1.1.3 Automated Penetration Testing

PT serves as a vital safeguard in the field of cybersecurity, enabling organizations to identify

and remediate vulnerabilities before adversaries can exploit them proactively. However, traditional
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PT has several disadvantages that limit its ability. It is highly time-consuming, as each PT often

requires meticulous manual execution, from initial reconnaissance to vulnerability exploitation and

reporting, which prolongs system downtime and increases operational costs [11]. Additionally, it

demands a high level of specialized knowledge and expertise [12]. Pentesters must be well-versed

in a wide range of technologies, attack vectors, and security frameworks, which can be a significant

barrier and also limit the scalability of testing efforts [13].

AutoPT emerges as an innovative solution to address these challenges. Leveraging advanced

software tools and scripts, it automates many of the repetitive and time-consuming tasks inherent

in traditional PT [14]. Compared to the traditional PT, AutoPT offers several distinct advantages.

Firstly, it drastically improves efficiency. Tools like Nessus [15] and OpenVAS [16] can scan

thousands of systems and applications within hours, whereas a manual team might take weeks

to achieve the same coverage. Secondly, it reduces the reliance on highly specialized personnel.

While some level of expertise is still required for setup and interpretation of results, the automated

nature of the process means that organizations can conduct more frequent tests with less human

intervention [17]. Thirdly, it ensures greater consistency [18]. Automated tools follow predefined

procedures and algorithms, eliminating the variability that can occur in manual PT due to human

error or fatigue. This consistency also aids in accurate trend analysis over time, enabling organiza-

tions to track the effectiveness of their security improvements [19].

Fig. 3 illustrates a comprehensive categorization of widely adopted AutoPT tools in the cy-

bersecurity industry. These tools can be classified into ten distinct groups based on their primary

functions. Vulnerability Scanning tools, such as Nessus [35] and OpenVAS [36], are essential for

systematically identifying security weaknesses across systems, applications, and networks. Exploit

Execution tools, including Metasploit [34], are used to exploit known vulnerabilities, enabling se-

curity professionals to assess the practical impact of discovered flaws.

Fuzz Testing tools, such as American Fuzzy Lop (AFL)[37, 32] and Peach Fuzzer[33], generate

random or semi-random input data to trigger unexpected behaviour in applications, helping to

uncover latent bugs and vulnerabilities. Credential Stuffing and Brute-Force tools, exemplified
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Categorization of

AutoPT tools

Reporting and Management Dradis [20] | Faraday [21]

Post-Exploitation PowerSploit [22] | Empire [23]

Social Engineering Testing Social-Engineer Toolkit (SET) [24]

Wireless Network Testing Aircrack-ng [25] | Kismet [26]

Web Application Scanning OWASP ZAP [27] | Nikto [28]

Network Mapping and Reconnaissance Nmap [29]

Credential Stuffing and Brute-Force THC-Hydra [30] | Burp Suite [31]

Fuzz Testing American Fuzzy Lop (AFL) [32] | Peach Fuzzer [33]

Exploit Execution Metasploit [34]

Vulnerability Scanning Nessus [35] | OpenVAS [36]

Figure 3: Categorization of Tools for AutoPT

by THC-Hydra [30] and Burp Suite [31], attempt unauthorized access by systematically testing

passwords or using precompiled credential lists. Network Mapping and Reconnaissance tools, such

as Nmap [29], play a crucial role in identifying hosts and services within a network, facilitating

the mapping of network topology and potential targets.

Web Application Scanning tools, including OWASP ZAP [27] and Nikto [28], are used to

detect vulnerabilities in web applications, such as SQL injection and cross-site scripting (XSS).

Wireless Network Testing tools, such as Aircrack-ng [25] and Kismet [26], are used to assess the

security of wireless networks by detecting unauthorized access points and attempting WPA/WPA2

password cracking.

Social Engineering tools, such as the Social-Engineer Toolkit (SET) [24, 38], simulate attacks

like phishing to evaluate the human element of an organization’s security posture. Post-exploitation

tools, including PowerSploit [22] and Empire [23], are used after gaining access to a system to
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escalate privileges, maintain persistence, and extract sensitive data. Reporting and Management

tools, such as Dradis [20] and Faraday [21], facilitate the organization of testing results, report

generation, and overall management of the PT workflow.

1.1.4 AI-Assisted AutoPT

AutoPT tools are widely used in the cybersecurity industry, which allows pentesters to cover a

greater range of assessments and reduce organizations’ costs in a fraction of the time [39]. Despite

these advantages, traditional AutoPT tools often suffer from a key limitation: they are narrowly

focused; each AutoPT tool automates only a specific task within the PT process. For instance,

Nmap specialize in network scanning and host discovery. This siloed functionality requires hu-

man pentesters to manually coordinate tasks, make decisions, and perform contextual analysis to

integrate the tools into the actual PT process effectively. As a result, automation of PT remains

fragmented and rigid, preventing the complete automation of the entire process.

To address the limitation, some researchers integrate AI into the PT process and propose

some AI-assisted AutoPT frameworks. Rather than automating isolated tasks, AI-assisted Au-

toPT frameworks aim to emulate human pentesters’ reasoning, learning, and adaptation across the

entire PT process. By leveraging AI, these frameworks can dynamically optimize attack paths,

learn the optimal PT strategy and improve their ability through previous experience. This not only

enhances the efficiency and accuracy of the PT process but also enables the detection of complex,

multi-stage vulnerabilities that traditional tools may overlook.

AI-assisted AutoPT frameworks are commonly implemented using various AI paradigms,

which can be broadly categorized based on their core techniques into three conceptual groups:

reinforcement learning (RL)-based frameworks, expert system-based frameworks, and large lan-

guage model (LLM)-based frameworks.

As shown in Table 1, each category leverages distinct AI methodologies to address specific

challenges in the PT process. Expert system-based AutoPT frameworks automate the PT decision-

making process by encoding domain-specific knowledge into rule-based logic engines. These
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Table 1: Categories of AI-Assisted AutoPT Frameworks

Category Core Functionality Example Use Case

Expert System-Based

Frameworks

Encode human expertise into
rule-based engines for
decision-making

ESSecA [40] AlphaEXP [41]

Reinforcement

Learning-Based

Frameworks

Learn optimal PT strategies
through environment
interaction

HER-PT [42] PenGym [43]

Large Language

Model-Based Frameworks

Understand and generate
natural language for test
planning, log interpretation,
and script generation

PentestAgent [44]
PentestGPT [45]
AutoAttacker [46]

systems are particularly effective in scenarios that require deterministic behaviour or structured

expert guidance, such as automating standard responses to known vulnerabilities. One example is

ESSecA, an expert system designed to support PT in Internet of Things (IoT) environments using

threat intelligence [40]. RL-based frameworks model the PT process as a sequential decision-

making process. In these AutoPT frameworks, intelligent agents interact with the environment and

learn optimal strategies through trial and error to ensure the agent can achieve a higher cumulative

reward. For example, the HER-PT framework incorporates deep RL to enhance PT efficiency in

evolving environments [42]. LLM-based frameworks utilize the inherent knowledge of LLMs to

automate the PT process. They can combine natural language understanding ability with gener-

ative capabilities, enabling them to interpret complex textual inputs, such as vulnerability reports

and logs, and generate the current stage of PT plans or executable scripts. For instance, PentestA-

gent uses LLMs to parse Common Vulnerabilities and Exposures (CVE) and produce tailored PT

scripts [44].

1.2 Problem Statement

Traditional AutoPT tools have played a vital role in improving the efficiency, repeatability,

and scalability of security assessments. They enable pentesters to automate routine tasks, such as
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scanning, enumeration, and vulnerability detection, thereby significantly reducing manual work-

load and operational costs. However, despite these advantages, traditional AutoPT tools are often

task-specific and fragmented, with each tool automating only a discrete phase of the PT process.

They lack coordination, adaptability, and contextual awareness, requiring manual effort to inter-

pret results, prioritize actions, and make decisions based on the testing environment. As a result,

overall automation remains shallow and rigid, falling short of simulating the dynamic, multi-stage

reasoning of human experts.

To overcome these limitations, AI-assisted AutoPT frameworks have gained increasing atten-

tion in recent years. Frameworks based on RL, expert systems, and LLMs have been developed to

enhance decision-making, adaptability, and contextual understanding throughout the PT process.

Each of these paradigms brings unique strengths: RL enables learning through interaction with the

environment, expert systems encode structured human knowledge, and LLMs provide advanced

natural language understanding and generation capabilities.

Despite these advancements, current AI-assisted AutoPT frameworks still exhibit limitations

that hinder their effectiveness in real-world scenarios. RL- and expert system-based approaches

face challenges such as poor generalization, limited adaptability, and rigid rule structures. LLMs

represent a promising alternative to address these issues; however, LLM-based AutoPT frame-

works also suffer from a distinct and underexplored set of limitations. Specifically, they struggle

to maintain long-term context across multi-stage PT processes and lack mechanisms for learn-

ing from trial and error. Furthermore, due to the scarcity of PT content in general web corpora,

LLMs often lack domain-specific knowledge, which undermines their reliability. Issues such as

hallucinated command generation and short-sighted task planning further constrain their practical

effectiveness.
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1.3 Objectives

The main objective of this research is to develop and validate a knowledge-informed, self-

reflective AutoPT framework that enhances reliability, adaptability, and reasoning continuity in

multi-stage PT. Specifically, this study aims to: 1) Enhance long-term PT task planning by enabling

LLM-based AutoPT agents to decompose multi-stage tasks, maintain reasoning continuity, and

improve decision coherence; 2) Leverage structured and domain-grounded PT knowledge to reduce

hallucination and improve interpretability via a hierarchical retrieval and reasoning pipeline; and 3)

Establish a self-reflective learning mechanism that incorporates reflective optimization to improve

framework performance through trial-and-error continuously. Based on the above objectives, this

study contributes to the advancement of AI-assisted AutoPT in three primary aspects, including

the framework design, module integration, and PT domain-specific knowledge base.

1.4 Contributions

The key contributions of this research can be summarized as follows:

1. Framework design with functional modules. We proposed an LLM-based AutoPT frame-

work, called RefPentester, which introduces a modular architecture to enhance reasoning re-

liability, adaptability, and reduce hallucination across multi-stage PT workflows. The frame-

work is built on three main components:

• Process Navigator: This component models the PT process as a stage-based pro-

cess guided by a PT Stage Machine. It determines the current PT stage and ensures

that the hierarchical RAG pipeline can retrieve corresponding knowledge to narrow

and support subsequent reasoning steps, which align with the overall PT objective.

The RAG pipeline integrates cybersecurity knowledge from sources such as MITRE

ATT&CK [47] and the OTG [48].
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• Generator: This component transforms retrieved high-level PT knowledge and human

instructions into executable operational guidance.

• Reflector: This component performs self-reflection and evaluation by analyzing prior

trajectories and identifying failure causes. It provides structured feedback to improve

reasoning consistency, adapt future decisions, and reduce repetitive or ineffective ac-

tions.

2. Integration and customization of modules from existing paradigms. We combined

and refined mechanisms from expert system-based, RL-based, and LLM-based AutoPT

paradigms to achieve structured reasoning and adaptive learning within a unified architec-

ture. Specifically, the PT Stage Machine draws inspiration from rule-based expert systems

to model the PT process as a seven-stage state machine, while the Reflector incorporates

reinforcement-style linguistic feedback to guide self-correction and reasoning optimization.

The RAG pipeline was customized into a hierarchical, tree-structured retrieval mechanism

that aligns with the organization of PT knowledge in the vector database (VDB). Unlike

flat RAG, the proposed hierarchical RAG provides multi-level knowledge retrieval, allowing

the Generator to access contextually relevant information according to the current PT stage,

from tactic-level to abstract action-level knowledge.

3. Construction of a PT knowledge vector database. We developed a three-tier tree-

structured PT knowledge VDB using publicly available cybersecurity resources (i.e., MITRE

ATT&CK [47], OTG [48]). The VDB organizes PT knowledge into tactic-level, technique-

level, and abstract action-level entries, enabling stage-aware retrieval and domain-consistent

generation during automated PT.

Experimental validation on the Hack The Box (HTB) platform demonstrates that RefPentester

achieves higher credential capture and stage transition success rates than baseline LLM models

(i.e., GPT-4o), confirming the effectiveness of our proposed framework.
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1.5 Thesis Structure

The thesis is organized into four chapters. Chapter 1 introduces the motivation, background,

objectives and contributions of this research, outlining the challenges of current AI-assisted Au-

toPT. Chapter 2 reviews the evolution of AutoPT across expert system-based, RL-based, and LLM-

based paradigms, highlighting their respective strengths and limitations that motivate the proposed

approach. Chapter 3 presents our prior research on RL-based AutoPT (DRLRM-PT) and the design

and logic of our proposed knowledge-informed self-reflective AutoPT framework (RefPentester).

We focus on its implementation, including architecture, components, and reasoning mechanisms

for adaptive and interpretable PT automation. After that, in Chapter 4, we introduced the exper-

imental setup, evaluation metrics, and comparative study against baseline models, followed by

a discussion on key findings. Finally, Chapter 5 concludes the thesis by summarizing the main

contributions of this work, limitations, and future research directions.
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Chapter 2

Literature Review

This chapter provides a systematic review of AI-assisted AutoPT, including Expert system-

based, RL-based and LLM-based AutoPT methods.

2.1 AI-Assisted Automated Penetration Testing

PT is the practice of simulating real cyberattacks on a network system to uncover security

weaknesses before adversaries exploit them. It is widely regarded as one of the most effective

ways to assess an organization’s security posture [49]. Traditional PT is a manual, labour-intensive

process, which requires multiple skilled pentesters to plan and execute multifaceted attack steps

(reconnaissance, vulnerability scanning, exploitation, etc.), then interpret the results. This manual

approach is time-consuming and costly, which causes significant system downtime. Its success

heavily depends on the expertise of pentesters [49]. In an era of rapidly evolving threats and a

shortage of cybersecurity professionals, relying solely on manual PT has become impractical to

meet demand [50].

To address these challenges, the security industry has increasingly turned to automating the

PT process (AutoPT). AutoPT refers to using tools and scripts to perform the PT process with

minimal human intervention [51]. By automating repetitive tasks, these tools can increase the PT
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process’s efficiency, such as automating scanning networks and identifying common vulnerabili-

ties, which is much more efficient than human pentesters [52]. AutoPT tools also bring consistency

and repeatability, following the same procedures and reducing human error [52]. This leads to bet-

ter scalability and allows organizations to test their defences more continuously [52]. In short,

AutoPT tools can make the PT process more efficient, scalable, and cost-effective than manual

efforts.

However, traditional AutoPT tools have several limitations. To the best of our knowledge,

most AutoPT tools are designed to handle one specific task within the PT process. For instance,

Nmap [29] is for network scanning, while Metasploit [34] is for exploiting vulnerabilities. These

tools excel at their individual functions, but they operate in isolation without higher-level coor-

dination or reasoning. Human pentesters need to manually string together the output of one tool

into the input of another, which acts as the “brain” to guide the overall PT process. Scripted au-

tomation (e.g., running a fixed sequence of scans, exploits, reports, etc.) can be more efficient

but lacks adaptability and intelligence. It means that if something unexpected occurs, the script

cannot deviate from its predefined steps [49]. In practice, this means that traditional AutoPT tools

lack high-level decision-making and situational awareness capabilities. This shortfall motivates

the integration of AI into AutoPT solutions to enhance the intelligence and autonomy.

AI-assisted AutoPT refers to frameworks that incorporate AI techniques to enhance their abil-

ity, such as decision-making, planning, data analysis, etc. [53]. It encompasses both knowledge-

driven systems that use predefined expert knowledge and learning-driven systems that improve

through data-driven learning into the PT automation [50].

AI can equip an AutoPT framework with the ability to analyze complex data, provide corre-

sponding knowledge, learn from prior experience and take optimal actions. For instance, Mohamed

et al. [54] use machine learning (ML) models to detect subtle patterns or anomalies in scan results

that might indicate hidden vulnerabilities. López-Montero et al. [55] illustrate that AI’s planning

and reasoning ability can evaluate different PT paths or exploit options and select those most likely

to succeed, similar to how a human pentester focuses on high-impact targets.
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Unlike rule-based systems, AI-driven approaches can adapt to new environments and evolving

threats. This is crucial given the rapidly changing cybersecurity landscape; hard-coded PT scripts

can quickly become outdated as network systems and attacker techniques evolve. AI can contin-

ually train on new scenarios and remain effective against emerging vulnerabilities [56], thereby

achieving a more adaptive and resilient PT process than traditional rule-based automation tools.

Moreover, certain AI advancements directly address the pain points of traditional tools. For in-

stance, LLMs such as GPT-4 [57] have demonstrated an ability to parse and interpret large vol-

umes of unstructured data, extract insights, and even generate actionable plans. Integrating such

models into the AutoPT workflow can help in digesting the overwhelming output of scanners or

logs and summarizing the security-relevant information (e.g., identifying which vulnerabilities are

critical) [58]. AI can also aid in the decision-making process of PT, which historically required

expert human judgment [59]. By embedding reasoning components, AI-assisted AutoPT systems

can make autonomous planning about how to proceed during the PT process, giving them similar

abilities to human pentesters.

Multiple AI paradigms have been applied to automate the PT process. This thesis identifies

three key categories of AI-assisted AutoPT, each empowered by one different AI approach:

1. Expert System–Based AutoPT. These frameworks are built upon rule-based reasoning en-

gines and explicitly predefined expert knowledge to automate the PT workflow. They typi-

cally implement logic inference, scripted decision trees, or production rules to select actions,

such as vulnerability detection, exploit deployment, based on known patterns. By relying on

human-defined PT knowledge bases or rule sets, expert system–based AutoPT frameworks

deliver deterministic, transparent, and interpretable behaviour.

2. RL-Based AutoPT. These frameworks consider the PT process as a sequential decision-

making problem, so the PT process is typically formulated as a Markov Decision Process

(MDP) [60], where the pentester (agent) interacts with the target environment to learn opti-

mal attack strategies. Each action corresponds to a PT operation (e.g., vulnerability scanning,

privilege escalation, lateral movement), and yields a reward defined by predefined objectives
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such as successful exploitation or credential capture. [56]. Through an iterative process of

trial and error, the RL agent gradually refines its policy to achieve effective attack planning

without requiring a predefined model of the environment [56]. This data-driven adaptabil-

ity allows RL-based methods to autonomously explore and exploit the target environment,

surpassing the rigidity of rule-based systems.

3. LLM-Based AutoPT. LLM–based AutoPT frameworks leverage the reasoning, generation,

and contextual understanding capabilities of generative AI to automate PT processes. Since

many PT processes involve unstructured information, such as network traffic, PT tool output,

and exploit code, LLM will be ideal for serving as an engine to analyze this data and plan

subsequent actions [61]. In an LLM-empowered PT workflow, an LLM model (e.g., GPT-

4) can interpret tool outputs (e.g., enumeration, scan results), summarize key findings, and

recommend subsequent actions by leveraging its pretrained domain knowledge [45].

In summary, the three paradigms represent the primary directions through which AI has

been applied to AutoPT. To provide a comprehensive perspective, the following sections (Sec-

tions 2.2–2.4) introduce these paradigms in detail. Each section presents an overview of the

corresponding AI paradigm, discusses representative applications, analyzes its architectural tax-

onomy, and concludes with a summary of key strengths and limitations. Section 2.5 summarizes

the research gaps in the AI-assisted AutoPT domain, with a focus on issues such as sampling effi-

ciency issues, the difficulty of reward specification, interpretability, context retention, hallucinated

planning, insufficient experiential learning, and limited PT domain knowledge. The structured

literature review builds a foundation for understanding the evolution of AI-assisted AutoPT and

motivates us to develop our framework in subsequent chapters.
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2.2 Expert System-Based AutoPT

2.2.1 Overview

Expert system-based AutoPT frameworks constitute one of the earliest AI approaches in Au-

toPT workflows. Grounded in symbolic AI, expert system-based AutoPT relies on explicit, human-

predefined rules and logical inference engines to mimic the decision-making behaviour of human

experts. These systems aim to codify human expertise into machine-readable formats, enabling

the automation of specific PT tasks without requiring data-driven learning or real-time adapta-

tion [40]. Traditional AutoPT tools are constrained by hard-coded workflows, which are mainly

due to their dependence on static scripts or sequential logic. Expert systems-based AutoPT offer an

improvement by introducing knowledge-driven reasoning, which allows for conditional branching,

goal-oriented planning, and deterministic execution of actions based on predefined PT logic[50].

These systems’ knowledge and rule base not only enhances transparency but also makes them

highly interpretable, which is essential in many cybersecurity settings.

At a high level, expert-system-based AutoPT frameworks are typically built with three core

components: (1) a knowledge base containing domain facts and production rules, (2) an inference

engine responsible for evaluating and executing rules, and (3) a working memory that tracks current

facts, intermediate decisions and system state [62]. This architecture allows rule-based frameworks

to reason about components (e.g., network topology, host configurations, vulnerability profiles,

potential attack paths) in a structured, deterministic manner. This section provides an in-depth

review of expert system–based AutoPT, encompassing representative applications, a taxonomy of

system paradigms and concludes with a comparative summary.

2.2.2 Applications

Expert system-based AutoPT frameworks have been widely adopted across various sub-tasks

of PT due to their strong interpretability and rule-based decision-making capabilities. Fig. 4 shows

the typical four categories of the applications of expert system-based AutoPT frameworks.
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Applications of

Expert System-Based AutoPT

Defence Simulation [63] [64] [65]

Automated Decision-making [66] [67] [49]

Vulnerability Assessment [66] [67] [68]

Attack Path Planning [41] [69] [49]

Figure 4: Expert System-Based AutoPT: Classification of Applications

(1) Attack Path Planning. Automated attack path planning represents one of the most signif-

icant applications of expert systems in AutoPT. These systems encode predefined rules to system-

atically generate attack chains to emulate the logical reasoning process of human experts. For ex-

ample, Wang et al. [41] released AlphaEXP that implements a predefined expert knowledge-driven

framework to identify kernel objects, enabling effective path inference in OS-level exploitation

scenarios. Wang et al. [69] proposed planning-based approaches that apply formal logical reason-

ing to traverse segmented environments and uncover potential attack sequences. Wang et al. [49]

proposed a framework for AutoPT that offers extensible rule-based representations to support both

attack path generation and evaluation.

(2) Vulnerability Assessment. Expert systems have also shown their potential in assessing

system vulnerabilities. These systems encode cybersecurity knowledge (e.g., vulnerability types,

asset dependencies, and threat models) to evaluate risks without requiring large-scale datasets.

For instance, Ghanem et al. [66] proposed ESASCF, which automates security compliance checks

through knowledge extraction and rule formalization. Meanwhile, frameworks like Agent-based

(BDI) modelling demonstrate how belief-desire-intention logic can model the behaviour of human

experts and assess risk levels [67]. Autosploit goes further by integrating rule-based components to

evaluate vulnerability exploitability across multiple vectors, which reduces manual workloads [68].

(3) Automated Decision-Making. In practical AutoPT workflows, expert systems play a crit-

ical role in high-level decision-making tasks, including test strategy selection and prioritization.

By evaluating factors such as asset value, vulnerability severity, and system configuration, these
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systems apply deterministic rule sets to guide the testing process systematically. Skandylas et al.

present a formalized model for encoding such decision processes[50], while BDI-based agents

demonstrate the capacity to simulate strategic behaviours through structured reasoning[67]. Addi-

tionally, the unified modelling framework offers decision-rule encoding capabilities for test execu-

tion planning, effectively linking high-level attack objectives with concrete, actionable steps[49].

Defence Simulation. Expert systems play a critical role in the cyber defence domain by match-

ing observed adversary behaviours against predefined attack patterns to deliver real-time detection

and responses. Enoch et al. proposed HARMer [63], which incorporates predefined rule modules

to evaluate and classify simulated cyber attacks. Standen et al. [64] introduced Cyborg, a gym-like

platform for training autonomous agents, where expert systems control environment behaviour to

ensure realistic and repeatable exercises. Similarly, Applebaum et al. developed an intelligent, au-

tomated red team emulation framework in which rule-based components simulate attacker logic,

thereby enhancing the realism and complexity of defence simulations[65].

2.2.3 Taxonomy

This subsection presents a taxonomy of expert-system paradigms for automating the PT pro-

cess. These paradigms are categorized into three types: rule-based, case-based, and hybrid neural-

symbolic, as illustrated in Fig. 5. These categories are distinguished by their inference mechanisms

and knowledge representations.

Expert System Paradigms

Hybrid Neuro-Symbolic [70] [71] [72]

Case-Based [67] [50]

Rule-Based [50] [73]

Figure 5: Expert System-Based AutoPT Paradigms

(1) Rule-Based Systems for AutoPT. Rule-based systems are the classical form of expert
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systems, built upon IF–THEN logic structures and inference engines (e.g., forward or backward

chaining). In AutoPT, such systems are used to encode PT logic as a set of explicit conditional

rules triggered by observable states and asset configurations.

These systems excel in transparency and controllability. For instance, Huang et al. for-

malize the PT process by using rule-based architectures and instantiate it through the ADAPT

framework[50]. Similarly, Zhao et al. introduce a tree structure based on a rule base to automate

decision chains, reflecting clear logical progression[73]. These approaches demonstrate how pre-

defined rule sets can encode deterministic testing strategies and drive the selection of actions across

different PT scenarios.

However, although rule-based systems are effective for predefined tasks, they tend to suffer

from rigid logic paths and lack contextual awareness. Chen et al. mentioned in their recent survey

that these systems show high performance in constrained environments but struggle with scalability

and generalization due to the absence of adaptive learning mechanisms[74].

(2) Case-based Reasoning Systems for AutoPT. In contrast to rule-based systems, case-based

reasoning (CBR) systems rely on historical knowledge or trajectory. The CBR systems infer ap-

propriate actions by comparing new situations to past instances based on similarity metrics. CBR

systems are used in the AutoPT domain for PT path suggestion or adaptive scenario selection. For

example, BDI-based agent models [67] simulate previous PT behaviours to decide future paths,

showcasing features aligned with case-based reasoning. Additionally, the ADAPT framework

also incorporates historical decision traces to complement rule logic with experience-based ad-

justments [50].

CBR-based AutoPT systems are advantageous when handling recurring patterns or previously

encountered asset configurations. However, they require a well-maintained case database and often

exhibit medium complexity in inference and system maintenance [75].

(3) Hybrid Neuro-Symbolic Systems for AutoPT. Hybrid neuro-symbolic-based AutoPT ap-

proaches combine symbolic reasoning with data-driven learning methods to balance interpretabil-

ity and adaptability. These systems explicitly couple a symbolic layer (e.g., comprising rules,
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logic programs, task constraints) with a learnable layer to optimize tactical decisions. The sym-

bolic layer encodes PT knowledge, preconditions, and safety rules, while the neural component

improves generalization and decision efficiency. Recent studies have demonstrated that hybrid

neuro-symbolic-based AutoPT systems can integrate RL and symbolic constraints in various ways.

For example, Lei et al. [70] proposed ADAPT, a rule-constrained RL framework for distributed

adaptive PT that formalizes an attacker–defender meta-game and employs symbolic rules to guide

exploration. Grov et al. [71] illustrated the benefits of neuro-symbolic integration in SOC opera-

tions through proof-of-concept studies that enhance the trustworthiness and explainability of ML

outputs. Similarly, Kejriwal et al. [72] designed a hybrid neuro-symbolic framework for real-time

adversarial-attack detection in autonomous systems, combining learned anomaly detection with

rule-based reasoning to enforce safety invariants.

Overall, hybrid neuro-symbolic AutoPT systems act as a conceptual bridge between determin-

istic expert systems and adaptive learning-based paradigms, offering improved adaptability while

maintaining interpretability. However, these integrations often have engineering overhead (e.g.,

knowledge formalization, interface alignment between symbolic neural modules) and limited scal-

ability when applied to evolving PT environments [76].

2.2.4 Summary

This subsection systematically reviewed the main applications and paradigms of Expert

system-based AutoPT. Expert system-based AutoPT paradigms, including rule-based, case-based,

and hybrid neuro-symbolic approaches, represent the earliest efforts to formalize the PT process

into deterministic, explainable automation frameworks. Despite their advantages, such as inter-

pretability, these paradigms have several limitations. Their adaptability is constrained by static

knowledge bases and the absence of self-learning mechanisms, which limit their performance in

dynamic or unseen threats. Maintaining and updating rule or case repositories demands intensive

expert intervention, which hinders scalability.
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2.3 Reinforcement Learning-Based AutoPT

2.3.1 Overview

RL is a trial-and-error-based paradigm where an agent learns to make sequential decisions by

interacting with an environment, aiming to maximize the cumulative reward. As shown in Fig. 6,

RL involves an agent observing the current state of the environment, selecting an action according

to its policy, and receiving a reward and its observation from a new state of the environment, then

updating the policy to improve future decisions. This feedback loop makes RL particularly suitable

for sequential decision-making tasks.

Environment

Agent

Action
Reward

Observation

Figure 6: General RL Workflow

In the AutoPT domain, the primary objectives, such as system exploration, vulnerability dis-

covery, and attack path optimization, can be naturally formulated as sequential decision-making

problems. The agent can perform an action, the target environment will change accordingly, and

provide feedback to the agent. Unlike expert system-based AutoPT approaches that rely on pre-

defined logic and expert predefined rules, RL-based approaches can autonomously learn optimal

strategies through interaction with the testing environment. This enables a more adaptive, general-

ized, and intelligent automation mechanism in PT.

Recently, RL has gained attention in the AutoPT. Prior work based on abstract simulation
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environments, such as Microsoft’s CyberBattleSim [77], to explore RL-based attack simulations

in controlled environments, enabling agents to learn exploitation patterns through interaction with

the target environment. Subsequent research extended these concepts toward more complex and

realistic PT scenarios, where agents autonomously optimize attack paths, prioritize vulnerabilities,

or participate in adversarial red–blue co-training.

Compared with the expert system-based paradigms discussed in the previous section, RL intro-

duces a paradigm shift from static, rule-based decision logic to dynamic, data-driven self-learning.

While expert systems emphasize interpretability and deterministic reasoning, their adaptability is

limited in novel or evolving network conditions. In contrast, RL agents can generalize across

dynamic and uncertain environments but still face challenges such as high training cost, sample

inefficiency, and limited transparency, which may hinder real-world deployment.

The following subsections outline two complementary perspectives of RL-based AutoPT re-

search. First, we examine application domains that leverage RL for various PT tasks, such as

attack path planning and adversarial training. Then, we present a taxonomy of RL paradigms com-

monly adopted in the AutoPT domain, analyzing their respective strengths and limitations. The

section concludes with a summary that synthesizes key insights and highlights open challenges for

future research.

2.3.2 Applications

RL has been increasingly applied to various aspects of AutoPT, enabling agents to au-

tonomously plan, explore, and adapt within complex and dynamic environments. Existing research

in RL-based AutoPT can be broadly categorized into four main application domains, including at-

tack path planning, adversarial training, multi-agent collaboration, and hybrid RL frameworks, as

illustrated in Fig. 7. Each category emphasizes a different application of the RL-based approach to

the autonomous PT process.

(1) Attack Path Planning. Previous research on RL-based attack path planning formulated

the PT process as a sequential decision-making process, in which agents autonomously explore
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the network environment to identify exploitation chains and learn the optimal policy to maximize

the cumulative reward. Hu et al. [78] demonstrated the feasibility of using Q-learning to model

privilege escalation and lateral movement, showing that agents can learn effective attack sequences

without explicit rule sets. Building on this foundation, Kim et al. [79] introduced a CVSS-guided

RL framework that prioritizes vulnerabilities according to their severity and exploitability, which

improves efficiency compared with purely random and exhaustive search methods.

Recent advancements have emphasized scalability and generalization in more complex envi-

ronments. Lopez et al. [55] proposed a hybrid RL model integrating Deep Q-Networks (DQN) with

environment state abstraction, which enables efficient path optimization under dynamic network

conditions. These studies collectively highlight RL’s potential by offering adaptive, data-driven

exploration and decision-making capabilities.

Classification of Applications

Hybrid RL Frameworks [80] [81] [82]

Multi-Agent Collaboration [83] [84] [85]

Adversarial Training [86] [87] [88]

Attack Path Planning [79] [78] [55]

Figure 7: RL-Based AutoPT: Classification of Applications

(2) Adversarial Training. Adversarial training introduces RL-based AutoPT frameworks into

the red-blue team paradigm, where an attacker agent and a defender agent are co-trained through

adversarial RL. The attacker learns to maximize exploitation success, while the defender seeks

to minimize the attacker’s reward by strengthening system defences and dynamically adapting

policies. This paradigm enables both agents to iteratively improve their strategy, which leads to

more robust and realistic PT simulations.

Previous researchers, such as Chen et al. [87], analyzed the vulnerability of RL agents under

adversarial perturbations and proposed defensive training strategies to enhance policy robustness.
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Building upon this foundation, Piplai et al. [86] applied adversarial RL to incorporate domain

knowledge to guide both attacker and defender agents in exploring complex network topologies.

Their framework demonstrated that co-evolutionary training can improve the adaptability of both

agents. Farooq et al. [88] introduced a hybrid adversarial-defensive learning scheme that combines

supervised and RL objectives to accelerate convergence and enhance defence generalization across

dynamic and unseen scenarios. These studies illustrate that adversarial RL-based methods provide

a promising direction for AutoPT. By simulating a realistic red–blue team, these agents can identify

target systems’ weaknesses while learning resilient defence strategies.

(3) Multi-Agent Collaboration. Recent advancements have extended RL-based AutoPT

frameworks from single-agent to multi-agent architectures, enabling distributed and scalable PT

strategies across complex network systems. In such systems, multiple agents operate simultane-

ously, each agent responsible for one specific PT subtask (e.g., reconnaissance, privilege escala-

tion) and coordinate through shared rewards to achieve one objective.

Finistrella et al. [83] proposed a cooperative multi-agent reinforcement learning (MARL)

framework for large-scale enterprise networks, where multiple agents learn complementary be-

haviours via hierarchical policy decomposition to efficiently manage overlapping attack surfaces.

Tran et al. [84] introduced a cascaded RL architecture that decomposes attack decision-making

into multiple learning layers, improving the adaptability and coordination among agents operating

at different abstraction levels of the environment. Pagano et al. [85] expanded this paradigm by

incorporating communication-aware MARL mechanisms, such as shared replay buffers and inter-

agent message passing, which significantly accelerate policy convergence and enhance coverage

of network states. These studies collectively demonstrate that multi-agent collaboration offers

substantial benefits in exploration efficiency, scalability, and robustness for AutoPT.

(4) Hybrid RL Frameworks. Hybrid RL-based AutoPT frameworks integrate RL with other

methods, such as expert systems and knowledge graphs, to achieve a balance between autonomous

adaptability and rule-based interpretability. These systems aim to overcome the limitations of

data-driven approaches by combining the exploration capability of RL with structured domain
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knowledge or human feedback to enhance the training efficiency or generalization.

Zhou et al. [80] proposed a framework that incorporates symbolic reasoning and human-in-

the-loop supervision into the RL training process, enabling adaptive policy refinement while pre-

serving interpretability in PT decision-making. Piplai et al. [81] introduced an Offline RL model

augmented with a cybersecurity knowledge graph (CKG), which guides agent exploration by em-

bedding domain-specific constraints and prior knowledge into the policy learning process, thereby

improving sample efficiency and safety in network environments. Similarly, Liu et al. [82] de-

veloped a hierarchical hybrid RL framework for AutoPT, which combines hierarchical task de-

composition with RL’s optimization to achieve more structured and goal-oriented attack planning.

Previous studies demonstrate that hybrid RL frameworks enhance AutoPT systems by integrat-

ing human knowledge with an adaptive RL policy. They provide a promising method to balance

explainability, data efficiency, and generalization ability.

2.3.3 Taxonomy

This subsection presents a taxonomy of RL paradigms that have been widely applied to the

AutoPT process. These paradigms are categorized into three classes, including Value-Based, Pol-

icy Optimization, and Advanced Extensions, as shown in Fig. 8. The first two categories repre-

sent the two different agent learning architectures, while the third category encompasses extended

paradigms, including multi-agent RL, adversarial RL, and knowledge-integrated RL.

RL Paradigms

Advanced Extensions

Multi-Agent RL [89] [85]

Adversarial RL [90] [91]

Knowledge-Integrated RL [92] [93] [94]

Policy Optimization [93] [95] [82]

Value-Based [56] [17]

Figure 8: RL-Based AutoPT Paradigms
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(1) Value-Based RL paradigm for AutoPT. Value-based RL methods for AutoPT learn an

action-value function Q(s, a) that estimates the expected cumulative reward of one action a in a

given network state s. By iteratively updating Q(s, a) through interaction with s, the RL agent

gradually learns an optimal attack policy without relying on predefined rules [56].

Value-based approaches are typically implemented using Deep Q-Networks (DQNs). Schwartz

et al. [56] introduced DQN-based AutoPT frameworks that formalize the PT process as a Markov

Decision Process (MDP), enabling the agent to explore and exploit target networks autonomously.

This work demonstrated that a value-based RL agent can effectively generalize over significant and

partially observable environments by incorporating reward shaping and state abstraction. Building

on this foundation, Samad et al. [17] improved the DQN paradigm by integrating hierarchical state

encoding and prioritized experience replay to enhance exploration efficiency and mitigate conver-

gence instability. These improvements address challenges such as sparse rewards and redundant

exploration, which are essential in a large-scale network environment.

Value-based AutoPT frameworks have advantages in learn optimal policies through direct in-

teraction with the target environment without predefined human knowledge. However, they are

limited to discrete action spaces and deterministic environments, which limit their generalization

ability.

(2) Policy Optimization-based RL paradigm for AutoPT. Policy Optimization methods for

AutoPT aim to optimize a parameterized policy πθ(a|s), which defines the probability of select-

ing an action a given an environment state s. Instead of indirectly inferring optimal a through

Q(s, a), these methods optimize the policy parameters θ via gradient-based updates to maximize

the expected cumulative reward. Compared with value-based approaches, policy optimization-

based AutoPT frameworks achieve smoother convergence and demonstrate stronger adaptability

to large-scale action spaces, which is essential for handling real-world PT tasks.

Li et al. [93] proposed an efficient policy gradient framework for AutoPT, in which the RL

agent dynamically adjusts attack strategies through stochastic gradient updates to maximize the

28



expected reward of successful exploitation. This approach demonstrates that the policy optimiza-

tion method yields more stable exploration compared to value-based methods, such as Q-learning,

when facing partially observable environments. Nguyen et al. [95] designed an Actor–Critic-based

AutoPT framework, which formalizes the attack planning process as an MDP where the actor

network generates candidate attack actions and the critic evaluates their expected reward. Their

results confirm that Actor–Critic optimization enhances adaptability and convergence speed in

high-dimensional network environments. Recently, Liu et al. [82] developed a hierarchical RL

framework for automated PT in which policy optimization is performed at two levels—network

selection and host-level exploitation. Each level maintains an independent policy model optimized

through reward feedback, enabling modular decision-making without explicit coordination among

agents. This hierarchical RL structure allows efficient decomposition of large-scale attack graphs

and improves training stability across different environments.

These studies exemplify the growing adoption of policy optimization techniques in AutoPT.

By directly updating the policy parameters through gradient-based methods, policy optimization-

based frameworks achieve greater flexibility and generalization, especially when handling high-

dimensional, dynamic and complex PT environments.

(3) Advanced RL paradigm for AutoPT. While value-based and policy optimization meth-

ods have established the foundations of RL-based AutoPT, recent advancements have expanded

towards more sophisticated paradigms that integrate prior knowledge, adversarial dynamics, and

multi-agent collaboration. These paradigms are collected and categories in Advanced Extensions

category in Fig. 8, aim to improve the efficiency, generalization, and scalability of RL-based Au-

toPT.

Knowledge-Integrated RL-based AutoPT. Knowledge-Integrated RL frameworks enhance

the learning process by embedding human-predefined PT domain knowledge (e.g., vulnerability

databases, attack ontologies)into the RL pipeline. This integration allows the agent to leverage

prior knowledge to guide its action choosing, which can improve the training efficiency. Pi-

plai et al. [92] introduced a knowledge-informed RL model that embeds structured cybersecurity
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knowledge graphs to guide agent exploration in the target environment. Li et al. [93] proposed

an efficient AutoPT framework that combines state abstraction with hierarchical reward shaping,

achieving higher sample efficiency in large-scale network environments. Similarly, Moreno et

al. [94] incorporated ontology-based vulnerability mapping into RL decision-making, improving

interpretability and convergence stability. The Knowledge-Integrated RL-based AutoPT provides

a hybrid learning paradigm that bridges the gap between predefined reasoning and autonomous

exploration, which can enhance the efficiency and interpretability.

Adversarial RL-based AutoPT. Adversarial RL paradigms model AutoPT as a dynamic in-

teraction between competing agents (e.g., attacker vs. defender), thereby capturing the inher-

ently adversarial nature of cybersecurity environments. Elderman et al. [90] formulated a Markov

game–based framework in which red-team (attacker) and blue-team (defender) RL agents co-

evolve attack and defence strategies, enhancing robustness and adaptability under uncertainty. Oh

et al. [91] applied adversarial training to simulate network defenders that actively adapt against at-

tacker policies, leading to more realistic and resilient AutoPT scenarios. These studies demonstrate

that adversarial RL can significantly improve the robustness and transferability of learned attack

strategies. However, this paradigm also introduces challenges in maintaining training stability and

balancing co-evolutionary dynamics, which remain active research areas.

Multi-Agent RL-based AutoPT. MARL extends AutoPT to distributed and cooperative envi-

ronments, where multiple agents collaborate to achieve complex PT objectives. Ghanem et al. [89]

proposed a hierarchical MARL architecture in which specialized agents coordinate across different

PT stages via shared reward signals. Pagano et al. [85] further introduced a communication-aware

MARL framework that integrates inter-agent message passing and shared replay buffers to im-

prove coordination and convergence in large-scale enterprise networks. Compared to single-agent

approaches, MARL frameworks offer improved scalability, exploration diversity, and robustness

in heterogeneous environments.

Overall, advanced RL paradigms extend AutoPT beyond traditional single-agent learning by
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introducing structured knowledge integration, adversarial co-evolution, and multi-agent coordina-

tion. These developments collectively enhance the adaptability, efficiency, and realism of AutoPT.

2.3.4 Summary

This subsection systematically reviewed the four main applications and paradigms of RL-based

AutoPT. The RL-based AutoPT methods have progressed from value-based and policy optimiza-

tion methods toward more advanced paradigms that integrate knowledge, adversarial dynamics,

and multi-agent collaboration. However, despite these advantages, RL-based frameworks still face

several challenges, including sparse reward design, inefficient credit assignment, limited general-

ization to unseen topologies, and the lack of interpretability in policy reasoning. Recent advances

in LLMs offer a promising avenue to address these limitations by introducing powerful natural

language reasoning, contextual memory, and tool-using abilities into AutoPT systems. The fol-

lowing section focuses on LLM-based AutoPT, which leverages language-driven reasoning and

instruction-following capabilities to enable higher-level automation, explainability, and human–AI

collaboration in the PT domain.

2.4 Large Language Model-Based AutoPT

2.4.1 Overview

LLMs-empowered AutoPT enabling frameworks to perform complex reasoning, contextual

understanding, and decision-making based on natural language knowledge. In the AutoPT do-

main, the PT stages (e.g., reconnaissance, vulnerability identification) can be reformulated as MD-

P/POMDP reasoning tasks. Given a target context of the environment, an LLM-based agent can

parse the input, infer actionable insights, and autonomously generate or adapt testing procedures.

Compared with expert system-based and RL-based paradigms that rely on handcrafted rules or

explicit environment modelling, LLM-based AutoPT frameworks rely on structured reasoning and
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knowledge grounding across multiple domains of training data, which enable them to achieve high

adaptability and generalization.

The following section classifies current LLM-based AutoPT research into two major applica-

tion domains and introduces the taxonomy of LLM-based AutoPT systems’ paradigm, as well as

a summary of open challenges for future research.

2.4.2 Applications

(1) Task Planning, Execution and Validation. LLM-based PT task planning and execution

extend RL-based AutoPT systems by introducing reasoning, contextual memory, and dynamic

adaptation. These models act as autonomous agents that can interpret user intents, analyze the

current environment state, make high-level planning to decompose the PT process into multiple

subtasks, and generate executable actions aligned with the testing environment.

Happe et al. [96] demonstrate that LLMs are capable of autonomously identifying potential at-

tack vectors and planning exploitation steps without explicit supervision. Their study highlighted

that LLMs can simulate multi-step PT reasoning processes similar to those of experienced human

experts, establishing the foundation for autonomous task decomposition. Building upon this di-

rection, Deng et al. [45] proposed PentestGPT, an AutoPT framework where GPT-based agents

interact with command-line tools and knowledge bases to perform task planning, vulnerability

enumeration, and exploit execution. The system maintains an internal state memory and reasoning

trace, enabling iterative validation and correction across PT stages. This hybrid design integrates

both reasoning-driven and tool-driven capabilities, significantly improving task coherence and re-

producibility.

Xu et al. [46] introduced AutoAttacker, which reformulates the entire PT workflow as a

goal-conditioned reasoning process. Their framework leverages LLMs to translate environment

feedback (e.g., scan results, CVE matches) into structured task representations and dynamically

adapt exploitation actions. The validation loop ensures that each generated payload or com-

mand is tested, logged, and refined through feedback alignment, thereby establishing a closed
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reasoning–execution–validation loop. Huang et al. [97] proposed a framework called PenHeal, a

dual-phase framework coupling vulnerability detection and automated repair generation. PenHeal

demonstrates the potential of LLMs in bidirectional task reasoning, including testing, validation,

and patch recommendation, and integrates them into one continuous workflow. This bidirection-

ality enhances PT task traceability and fosters explainability across multiple PT stages. These

studies mark a transition from static rule execution to adaptive, reflective, and context-aware PT

automation.

Classification of Applications

Security Analysis &Intelligence & Reporting Automation [98] [99] [100]

Task Planning & Execution & Validation [96] [45] [46] [97]

Figure 9: LLM-Based AutoPT: Classification of Applications

(2) Security Analysis, Intelligence and Reporting Automation. LLM-based security intel-

ligence frameworks mainly focus on proactive vulnerability reasoning, contextual threat analysis,

and automated reporting. While traditional vulnerability assessment systems rely on signature

matching and manually curated CVE databases, LLMs enable semantic understanding of security

data, such as system logs, which allows comprehensive and explainable analysis.

Palma et al. [98] introduced a multi-agent LLM framework for Cyber Threat Intelligence (CTI)

automation. One agent performs threat extraction from unstructured data (e.g., CISA, NVD, and

OSINT sources), while another agent conducts reasoning-based correlation across indicators, tac-

tics, and impacted assets. This framework allows the system to generate multi-source intelli-

gence reports as well as contextualized attack-path hypotheses. Kravsovec et al. [99] proposed

an LLM-powered security reporting and risk assessment assistant that automates the documen-

tation phase of PT. They use RAG to integrate PT logs, CVE evidence, and mitigation recom-

mendations into natural language reports aligned with professional templates (e.g., OWASP[48],

MITRE ATT&CK[47]). By reasoning over structured and unstructured data, the system enhances

report consistency, reduces analyst workload, and mitigates human bias in risk prioritization. Ren

et al. [100] explored the use of LLMs for constructing Security Knowledge Graphs (SKGs) that
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unify vulnerability descriptions, exploit codes, and dependency chains. This framework employs

LLM-based entity linking and relation extraction to convert unstructured vulnerability text into

machine-readable triples, which can be queried to support vulnerability propagation analysis and

cross-system risk reasoning. This work highlights LLMs’ ability to act as semantic intermediaries

between human-readable reports and automated reasoning pipelines, enabling continuous intelli-

gence enrichment for AutoPT systems.

These studies indicate that LLM-based Security Analysis and Intelligence systems are evolv-

ing from reactive information retrieval toward contextualized, explainable, and automated threat

interpretation. Moreover, by integrating reporting automation into intelligence pipelines, these

frameworks can support traditional AutoPT tools from vulnerability discovery into a complete,

reasoning-driven security intelligence ecosystem.

2.4.3 Taxonomy

(1) Knowledge Integration. Knowledge integration in LLM-based AutoPT frameworks fo-

cuses on embedding structured cybersecurity domain knowledge into LLM pipelines. Since LLM

is trained on a large amount of data across different domains, and the cybersecurity data on the in-

ternet is in a small portion, this may limit its performance on PT tasks. This paradigm uses LLMs’

reasoning ability with retrieval, predefined and structured knowledge and data to maintain factual

accuracy throughout the PT process. Such integration enables the model to not only recall specific

cybersecurity knowledge but also dynamically adapt to specific PT environments.

There is some prior research that focuses on this domain. Shen et al. [61] proposed PentestA-

gent, a knowledge-enhanced AutoPT framework that leverages LLMs as central controllers orches-

trating multi-stage PT workflows. The system integrates RAG pipelines with structured knowledge

bases, such as MITRE ATT&CK[47], allowing the LLM agent to retrieve environment-specific

and vulnerability patterns knowledge in real time. This hybrid design bridges language reason-

ing and factual retrieval, thereby mitigating hallucination and improving exploit reproducibility.
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Similarly, Wu et al. [101] introduced CurriculumPT, an LLM-based AutoPT framework that com-

bines knowledge integration with curriculum-guided task learning. This framework employs a

hierarchical memory and task scheduler to structure knowledge from previous PT sessions into

an Experience Knowledge Base (EKB), which is continuously queried and expanded as agents

perform reconnaissance, exploitation, and reporting tasks. The EKB stores contextualized vulner-

ability data and reasoning traces, allowing LLM agents to generalize learned patterns to unseen

targets and maintain long-term reasoning. This design demonstrates that knowledge integration

not only enhances factual consistency but also improves the sample efficiency and adaptability of

LLM-based AutoPT.

LLM Paradigms

Multi-Agent Coordination [45] [44] [102]

Tool Integration [101]

Knowledge Integration [61] [101]

Figure 10: LLM-Based AutoPT Paradigms

(2) Tool Integration. LLM-based tool integration methods use LLMs’ reasoning ability with

external PT utilities, enabling them to perform system-level actions. Instead of acting as purely

linguistic planners, LLMs in this paradigm function as autonomous controllers that translate high-

level tactics into executable commands, interpret tool outputs, and iteratively refine their reasoning

based on feedback.

Wu et al. [101] proposed CurriculumPT with a dedicated tool integration layer that bridges the

LLM reasoning core and standard PT tools such as Nmap[29], Metasploit[34], and Burp Suite[31].

The framework enables bidirectional communication between the LLM and external tools via stan-

dardized APIs and structured output parsing. Specifically, the LLM agent generates commands

aligned with its task plan, triggers external scans or exploitation routines, and parses returned re-

sults to update its internal reasoning state. This design empowers the agent to continuously validate
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hypotheses, verify discovered vulnerabilities, and autonomously adapt its strategy in dynamic en-

vironments. CurriculumPT demonstrates how LLM-based AutoPT frameworks can move beyond

static command generation toward interactive, tool-grounded intelligence. By embedding execu-

tion feedback into the reasoning loop, the LLM becomes capable of reflecting on the success or

failure of actions and adjusting subsequent steps accordingly.

(3) Multi-Agent Coordination.

LLM-based multi-agent AutoPT frameworks aim to decompose the complex PT workflow into

multiple subtasks and assign each subtask to one specific agent, agents that operate under a shared

reasoning context, instead of relying on a single agent to plan and execute all testing stages. This

paradigm coordination mechanisms ensure synchronized task scheduling and reasoning consis-

tency while enhancing scalability and reducing hallucination during the PT process.

Some researchers did prior research on this domain. Deng et al. [45] introduced PentestGPT, a

multi-agent framework in which the main LLM agent coordinates subordinate task-specific models

to handle scanning, exploitation, and result validation. The system employs a hierarchical control

loop, where the controller agent interprets overall PT objectives, delegates subtasks to execution

agents, and validates outcomes through iterative feedback. Similarly, Shen et al. [44] proposed

PentestAgent, a multi-agent AutoPT framework where specialized LLM agents collaborate via a

shared memory and reflection channel. The coordinator agent maintains global context—tracking

vulnerabilities, system states, and intermediate findings, while domain agents (e.g., network scan-

ner, exploit verifier, and report generator) communicate asynchronously through structured mes-

sage passing. This architecture enables concurrent task execution and reduces cognitive overload

on any single agent, thus achieving adaptive reasoning and cooperative planning under partial ob-

servability. Kong et al. [102] proposed VulnBot, an LLM-based agent ecosystem that combines

autonomous vulnerability scanning, exploit generation, and patch recommendation. Each agent is

governed by a meta-controller that ensures consistency across knowledge retrieval, tool invocation,

and policy adaptation. The framework also integrates feedback loops for inter-agent negotiation,

where conflicting assessments are resolved through voting and consensus reasoning. This design
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demonstrates the potential of multi-agent LLM coordination to produce more interpretable, reli-

able, and reproducible PT outcomes.

The LLM-based multi-agent paradigm enables systems to scale across distributed workflows

while maintaining reasoning coherence and task specialization. By leveraging role differentiation,

shared context, and reflective communication, these frameworks transform PT from sequential task

execution into a collaborative, goal-oriented reasoning.

2.4.4 Summary

This subsection systematically reviewed the main applications and paradigms of LLM-based

AutoPT. These frameworks introduce natural language reasoning, contextual understanding, and

self-reflective decision-making into PT. However, challenges remain in the sustainability of high-

level task planning, hallucination, and limited domain knowledge.

2.5 Research Gap

Despite recent advancements in AI-assisted AutoPT, several critical research gaps remain unre-

solved. As shown in Table 2, expert system-based AutoPT frameworks mainly rely on predefined

rules and encoded knowledge, which provides transparency but results in limited adaptability and

high maintenance overhead. To keep its performance on new network architectures, traffic or sys-

tems, experts need to update the rules and knowledge regularly. RL-based AutoPT frameworks are

capable of learning strategies through interaction with the environment; however, they often suffer

from poor sample efficiency, sparse reward specification, limited interpretability, and difficulty in

generalizing across different network topologies. These limitations constrain their effectiveness in

real-world PT scenarios.

LLM-based AutoPT frameworks, which represent an emerging paradigm, also exhibit distinct

shortcomings that restrict their real-world applicability. First, since PT is a multi-stage long-term

process, current LLMs struggle with long-term context retention, which is essential for maintaining
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Table 2: Research Gaps of AI-assisted AutoPT

Paradigm Research Gap

Expert system-based 1) Limited adaptability
2) High maintenance costs

RL-based 1) Poor sampling efficiency
2) Sparse reward issue
3) Interpretability
4) The gap between simulation and real-world scenario

LLM-based 1) Short-sighted planning
2) Hallucinations
3) Hard to learn from multiple trial-and-error
4) PT domain knowledge imbalance

coherence and making a high-level plan across PT processes. Second, since in the current stage,

LLMs’ hallucination is unavoidable, and PT requires multiple trial-and-error, current LLM-based

AutoPT frameworks lack a structured mechanism to learn, adapt and reflect on previous failed

actions, which can cause repeated errors and limit their decision-making ability. Third, compared

to other public knowledge from the internet, such as history and geography, PT knowledge is in a

small portion, which can potentially limit the performance of an LLM-based system to solve PT

tasks. These systems suffer from insufficient domain knowledge, which often leads to hallucinated

command generation or short-sighted planning. These challenges highlight the need to develop

a new AutoPT framework that addresses these limitations and can be applied in real-world PT

scenarios.

2.6 Summary

In this chapter, we reviewed the evolution of AI-assisted AutoPT frameworks across three main

paradigms: expert systems, RL and LLMs. Expert system-based AutoPT relies on predefined rules

and encoded knowledge, providing transparency and deterministic reasoning but lacking adaptabil-

ity to dynamic environments. RL-based AutoPT introduces autonomous decision-making through

trial-and-error learning, enabling adaptive attack strategy generation. However, challenges such

38



as sparse rewards, limited interpretability, and poor generalization persist. Recent advancements

in LLM-based AutoPT further extend automation by introducing natural language reasoning, con-

textual understanding, and self-reflective planning. The literature reveals a clear progression from

static rule execution to adaptive and reflective intelligence in AutoPT. Nevertheless, existing LLM-

based AutoPT frameworks still have limitations, such as PT task planning, hallucination and lim-

ited PT domain knowledge. To address these issues, the next chapter introduces our prior work and

the proposed RefPentester framework, which integrates structured cybersecurity knowledge, self-

reflective feedback loops, PT stage machine and contextual memory to achieve coherent, adaptive,

and interpretable PT automation.
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Chapter 3

Knowledge-Informed Self-Reflective PT

Framework Based on LLMs

3.1 Overview

In this chapter, first, we introduced our previous work, which attempts to address some of the

limitations of using RL-based AutoPT methods. Based on that, we introduced the design and

implementation of our proposed knowledge-informed AutoPT framework based on LLM with a

self-reflection mechanism, referred to as RefPentester, which enables the framework to solve real-

world multi-stage PT problems in a more coherent, adaptive, and context-aware manner.

This chapter is organized as follows. Section 3.2 reviews our prior study on an RL-based Au-

toPT framework enhanced with reward machines, which serves as the foundational work for ad-

dressing sampling inefficiency, sparse reward, and interpretability issues. Section 3.3 discusses the

design rationale, objectives, and logical structure of the proposed knowledge-informed and self-

reflective AutoPT framework. Section 3.4 details the implementation of the RefPentester frame-

work, including its core components: the Process Navigator, Generator, Reflector, Success Log,

and Failure Log, as well as the mechanisms for knowledge retrieval and self-reflective optimiza-

tion.
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3.2 Preliminaries

To address the limitations identified in Section 2.5, we previously conducted a study that ex-

plored RL as a foundation for AutoPT. The key motivation behind this work was to address three

fundamental challenges mentioned in the previous section. 1) In PT scenario, the action space

is typically huge, and PT process requires a large amount of trial-and-error, which can limit RL-

based methods’ sampling efficiency; 2) The RL-based agent will get rewards when it reveals a

vulnerability or credential, but it will not get any feedback before that, which causing the sparse

reward problem, and limit the training efficiency; 3) Traditional RL-based AutoPT methods often

lack interpretability, a critical factor in cybersecurity for specialist analysis.

To mitigate these limitations, in our previous work, we proposed a knowledge-informed Au-

toPT framework based on RL with reward machines [103], which we called DRLRM-PT, as shown

in Fig. 11. This work aimed to integrate prior PT domain knowledge, which is encoded in RMs

as guidance for more efficient PT policy training, provide more detailed rewards and also have

interpretability for specialists to analyze.

Since PT is a sequential decision-making problem, the next state only relies on the current state

and the action, while the inherent state of the network or computer system is not fully observable

so that it can be modelled as a partially observable Markov decision-making process (POMDP),

and the optimal PT policy can be obtained through using RL/Deep Reinforcement Learning (DRL)

algorithms.

The DRLRM-PT framework utilizes an agent acting as a pen-tester within a target network

composed of hosts, firewalls, routers, and communication channels. The agent selects actions from

the action space and gathers observations, such as discovered vulnerabilities or leaked credentials,

then obtains rewards through the reward machine. Rewards measure the usefulness of actions, with

positive rewards for gaining control of critical resources and negative ones otherwise. The agent’s

goal is to learn an optimal policy that maximizes cumulative rewards through repeated environment

interactions. To address the large action and observation spaces, the policy is represented by deep

neural networks.
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Figure 11: The Proposed DRLRM-PT Framework

The reward machine (RM) is a state machine [104]. Basically, it has two essential functions.

First is to decompose the PT process into multiple subtasks, such as "discover credentials", and

organize it using a state machine’s structure. Second, we use the reward machine to serve as a

reward function to provide rewards for each state transition.

The input of RMs is events detected by the Event Detector. The function of the Event Detector

is to identify occurring events. We refer to public cybersecurity knowledge bases, such as MITRE

ATT&CK [47], to design a PT event set, where each event from the event set represents a successful

execution of adversary tactics. As shown in Table 3, we defined eight types of events. The events

are used by RMs to identify current PT subtasks and provide rewards accordingly. For example,

‘a’ for “discovered new nodes” and ‘b’ for “discovered new credentials”.

Each state in the RM, such as u0 and u1, represents a subtask in the PT process, respectively.

For each subtask, we trained a subpolicy to maximize the cumulative rewards. We called the overall

algorithm deep Q-learning with RM algorithm (DQRM), which can decompose the PT policy into

multiple subpolicies for each subtask, and train all the subpolicies simultaneously. We use the

DQRM to optimize the overall policy.

In the experimental study, we compared our proposed algorithm with the base algorithm (DQN)
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on a simulation environment, i.e., CyberBattleSim [77]. We evaluate our algorithm with two dif-

ferent RMs on two different network topologies. We found that the DQRM algorithm has better

training efficiency compared to DQN in two network topologies, which means DQRM can have a

higher cumulative reward in fewer steps, and different RM designs have a significant influence on

the performance of the DQRM algorithm.

While the prior work addressed several of the limitations discussed in Section 2.5, such as the

sparse reward issue, poor sampling efficiency and interpretability, it still exhibits notable shortcom-

ings. First, the learned policies often lack strong generalization, limiting their applicability beyond

the specific network topologies used in training. Second, the simulation environment (e.g., Cyber-

BattleSim [77]) remains highly abstracted and oversimplified compared to real-world enterprise

networks, creating a gap between experimental results and practical deployment.

To overcome these challenges, our current research introduces LLMs as a foundational method

for AutoPT. LLMs, trained on vast amounts of diverse data, offer strong reasoning capabilities

and improved generalization across varied scenarios, which makes it has the potential to serve

as a ’brain’ for AutoPT. Nevertheless, LLMs also bring their own limitations. As mentioned in

Section 2.5, they often suffer from short-sighted planning and may produce hallucinations, which

undermine their reliability. Furthermore, LLMs are not inherently optimized for iterative trial-and-

error learning, making it difficult for them to adapt efficiently in dynamic environments. Finally,

their knowledge of the PT domain is uneven, leading to imbalances between general reasoning

ability and domain-specific expertise. These limitations highlight the need for a hybrid framework

that can leverage the strengths of LLMs while mitigating their weaknesses, forming the foundation

for the approach proposed in this thesis.

These limitations indicate that neither traditional RL approaches nor LLM-based methods

alone are sufficient for achieving robust and reliable AutoPT. This motivates the design of our

proposed framework, which aims to integrate the reasoning and generalization strengths of LLMs

with structured mechanisms that address their limitations, thereby advancing the state of AutoPT.

The details of our proposed framework will be introduced in the following section.
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Table 3: Event Set of PT (P)

Event Symbol Event Description

‘a’ Discovered new nodes
‘b’ Discovered new credentials
‘c’ Lateral moved (connected to a new node)
‘d’ Privilege elevated
‘e’ New flags captured (new target nodes owned)
‘f’ Achieved the PT goal
‘g’ Has unused credentials
‘h’ Taken action to elevate the privilege

3.3 Framework Design and Logic

The motivation for designing the RefPentester framework stems from the limitations observed

in our previous work on RL-based AutoPT. As discussed in Section 3.2, RL-based methods such

as DRLRM-PT improved automation through reward decomposition but still faced challenges,

such as limited generalization and the gap between the simulation platform and the real-world PT

scenario. Meanwhile, recent LLM-based systems introduced general reasoning ability; however,

they suffered from hallucinations, inconsistent task planning, and a lack of PT domain knowledge.

3.3.1 Design Rationale

To address the limitations mentioned in the previous section, the proposed RefPentester frame-

work is designed following a knowledge-informed and self-reflective paradigm. The overall frame-

work aims to ensure coherent reasoning across multi-stage PT workflows while maintaining inter-

pretability and adaptability to real-world PT scenarios, as well as reducing hallucinations. Specif-

ically, each component in the framework fulfills a distinct and complementary role within a uni-

fied decision cycle: the Process Navigator establishes stage awareness and retrieves high-level

PT knowledge; the Generator produces context-grounded operational guidance; the Reflector per-

forms self-evaluation and strategy refinement; and the Success/Failure Logs maintain memory for
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long-term trajectory and short-term trial-and-error evaluation.

3.3.2 Design Objectives

To overcome these issues, the proposed framework is designed with three core objectives:

• Coherent multi-stage reasoning: ensuring that the agent’s decisions remain aligned with

the current PT process, following a clear and state-aware workflow.

• Knowledge-grounded decision-making: leveraging structured cybersecurity knowledge to

minimize hallucinations and improve domain awareness.

• Self-reflective learning: enabling the model to evaluate its own reasoning trajectories, iden-

tify incorrect actions, and iteratively refine its strategies from previous trial-and-error.

3.3.3 Design Logic

To fulfill these objectives, the framework integrates five synergistic components, each address-

ing a specific aspect of PT automation:

• Process Navigator: models the PT procedure as a seven-stage state machine that enforces

global goal awareness and sequential logic across stages. It also encodes a hierarchical RAG

pipeline, which serves as the knowledge interface that retrieves relevant information from

the PT Knowledge VDB in a coarse-to-fine manner, supporting stage-dependent reasoning

granularity.

• Generator: performs contextual reasoning and generates operational guidance based on hu-

man instruction, previous trajectory, retrieved knowledge and the current PT stage, ensuring

that the operational guidance is detailed and grounded.

• Reflector: monitors and evaluates the executed operation and its corresponding feedback

from the target machine, analyzing the potential failure reasons to refine future decision-

making.
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• Success/Failure Logs: store historical trajectory traces to maintain the current PT process

and enable reflection-based adaptation.

In summary, Section 3.3 elaborates the theoretical rationale and logical design of the RefPen-

tester framework, defining how each component conceptually interacts to fulfill the core objectives.

Building upon this design foundation, the next section (3.4) details the concrete methodology and

implementation of each module, including the framework architecture, knowledge preparation, and

agent workflow.

3.4 Methodology

3.4.1 Framework Overview

The proposed RefPentester framework consists of five components: Process Navigator, Gen-

erator, Reflector, Success Log, and Failure Log, as illustrated in Fig. 12. It is a human-in-

the-loop paradigm, which involves human operators to execute operational guidance provided by

RefPentester. The notations included in the framework are illustrated in Table 4.
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(short-term
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Start

Execution Results

Figure 12: The Proposed RefPentester Framework

The Process Navigator is a high-level PT knowledge provider powered by an RAG pipeline,
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which means it provides knowledge which is abstract and non-actionable. It determines the current

PT process stage (τ ) based on human input instructions (q), and provides tactic (c), technique (u)

and abstract action (a) accordingly. The Generator is a low-level knowledge provider, which

means it can provide step-by-step actionable guidance to help human operators execute actions on

the target machine. It generates more detailed PT guidance (g) for the human operator to perform

executions. The target machine will respond with results (o) to the human operator, who will

then collect them and input them into the Reflector. The Reflector is used to evaluate and reflect

on the results of executed PT actions by assigning rewards (r) and identifying potential failure

reasons for the generated PT guidance and the provided high-level PT knowledge based on o. The

Success Log (Y ) is a list of successful experiences in temporal order. Each successful experience

y is a seven-element tuple, that is: human instruction, PT stage, tactic, technique, abstract action,

reward, results (q, τ, c, u, a, r, o), which will be kept until the termination of the PT process. The

Failure Log (F ) is a list of failure experiences in temporal order. Each failure experience f is a

nine-element tuple, that is: human instruction, PT stage, tactic, technique, abstract action, reward,

PT guidance, results and potential failure reasons (q, τ, c, u, a, r, g, o, ϕ). F will be reset if the

executions corresponding to a are executed successfully on the target machine.

Each component applies multiple LLM sessions (LLM sessions with a certain predefined sys-

tem prompt) to ensure that each session is responsible for a dedicated task during the PT process.

All LLM sessions in each component are interconnected through a chaining structure, where one

session’s output serves as the input of the subsequent session. The design philosophy of the Ref-

Pentester framework is: we decomposed the PT task into multiple subtasks, utilizing one specific

LLM session with a predefined system prompt to deal with each subtask, respectively. By doing so,

when an error occurs, we can easily identify the corresponding session and optimize it accordingly.

Initially, human operators provide q to the Process Navigator, which will generate high-level

PT knowledge (τ, c, u, a) based on q, then provide the high-level knowledge to the Generator. The

Generator will generate low-level PT guidance g to the human operator based on it, and the human

operator will follow the g to execute executions on the target machine. The target machine will
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Table 4: List of Notations

Symbol Description Symbol Description

t Iteration q Human Instruction
τ PT Stage h PT Event
M PT Stage Machine Π LLM Session
c Tactic c⃗ Vectorized Tactic
u Technique u⃗ Vectorized Technique

A Potential Actions A⃗ Vectorized Potential Actions
a Abstract Action a⃗ Vectorized Abstract Action
C Tactic Set VC Vectorized Tactic Set
U Technique Set VU Vectorized Technique Set
A Abstract Action Set VA Vectorized Abstract Action Set
g PT Guidance o Results
r Reward ϕ Failure Reason
Y Success Log F Failure Log
y Success Experience f Failure Experience
K RAG Pipeline

provide results o to the Reflector. The Reflector will reflect and score high-level PT knowledge

and low-level PT guidance based on o. If the value of r is two, it means the PT knowledge and

guidance are correct, recording the (q, τ, c, u, a, r, o) as a successful experience to the Y . If the

r is less than two, that means that the execution based on PT guidance has failed. The Reflector

records the (q, τ, c, u, a, r, g, o, ϕ) to the F , and evaluates if the high-level PT knowledge (c, u, a)

is correct. If it is correct, the value of the reward is one; we will proceed to the Generator to reflect

on the previous g. If it is not, the value of the reward is zero, and we will proceed to the Process

Navigator to reflect on the previous high-level PT knowledge.

In the following sections, we introduce the PT knowledge preparation workflow for building

the VDB and engineering processes for each component used in RefPentester.

3.4.2 Knowledge Preparation

The PT knowledge preparation workflow, depicted in Fig. 13, creates a VDB that embeds PT

knowledge through knowledge collection, processing, and embedding steps. For this purpose, we
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collect PT tactics, techniques, and abstract actions from various public cybersecurity resources,

including the MITRE ATT&CK [47] and the OTG [48], ensuring that the VDB provides compre-

hensive knowledge ranging from abstract tactics to detailed procedures.

PT	knowledge

Vector	Database

Knowledge

Embedding

Washing	&	Deduplication	

Quality	Assessment

Reformatting

Knowledge	Processing

MITRE	ATT&CK

OWASP	Testing	Guide

Knowledge	Collection

Start

Knowledge	Metadata

Generation

Tier	1:	Tactics

Tier	2:	Techniques

Tier	3:	Abstract	Actions

...	...

Discovery

Account	Discovery ...

ARP	Spoofing	for	MitM	Positioning ...	...

...	...

Tree	Structure	Knowledge	Representation

Figure 13: PT Knowledge Preparation Workflow for Building a VDB

MITRE ATT&CK [47] is a globally recognized knowledge base of adversary tactics, tech-

niques, and procedures based on real-world observations. Tactics represent the high-level goals

or objectives that an adversary aims to achieve during the PT process; techniques are the meth-

ods employed by an adversary to achieve a specific tactical goal. Consequently, each tactic may

leverage multiple techniques to achieve its intended outcome. However, for security reasons, the

procedures defined in MITRE ATT&CK [47] are non-actionable real-world examples, which we

cannot directly leverage as more detailed PT action knowledge.

OTG is a key resource for web server security testing [48]. Using a black-box testing approach,

OTG details security assessments across web servers and their deployment stacks, covering multi-

ple aspects, including information gathering and configuration testing. We collect actionable and
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detailed PT knowledge from OTG and map it onto MITRE ATT&CK techniques. For example, we

collect OTG’s Enumerate Applications on Webserver (OTG-INFO-004), then map it onto MITRE

ATT&CK’s Gather Victim Host Information (T1592). This ensures that our PT knowledge is capa-

ble of supplying the LLM session with the action-level knowledge, thereby enabling the generation

of the PT guidance for human operators to execute.

Based on these resources, our PT knowledge preparation workflow to build a VDB is illustrated

in Fig. 13. Our PT knowledge representation is designed using a three-tiered tree structure. The

tiers represent sets of tactics (C), techniques (U ), and abstract actions (A), respectively. C and U

are defined under the MITRE ATT&CK Matrix for Enterprise. The definition of A is based on

OTG. We adopted the following practices to collect PT knowledge:

1. Provide precise guidance that offers meaningful and actionable insights.

2. Refrain from providing overly specific details to ensure applicability across various contexts

or scenarios.

3. Adopt standard terminology within the MITRE ATT&CK and the OTG to guarantee consis-

tency and facilitate understanding throughout the security community.

The example of collected knowledge is shown in the Table 5. It illustrates that for each tactic,

such as ’Reconnaissance’, it has a corresponding tactic name and description, as well as multiple

techniques, such as ’Active Scanning’, to achieve the specific tactic. And for each technique, there

are a number of potential actions, such as ’OTG-INFO-001’, that can provide detailed actionable

knowledge to execute the technique.

After the knowledge collection phase, we proceed to the knowledge processing phase. We

first remove any redundant or inaccurate knowledge through washing and de-duplication. Then,

a quality assessment is performed to evaluate the integrity and relevance of the knowledge. After

that, we reform the collected knowledge by adding the features of tactics and techniques to the

knowledge of techniques and potential actions, respectively. Since multiple child-level knowledge

items correspond to each parent-level knowledge item, we combine the features of the parent-level
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Table 5: An Example of Original PT Knowledge

[{ "tactics": [{

"name": "Reconnaissance",

"description": "The penetration tester is attempting to gather

↪→ information that can be used to plan future assessments.\n\

↪→ nReconnaissance consists of techniques that involve penetration

↪→ testers actively or passively gathering information to support

↪→ testing efforts. Such information may include details about the

↪→ target organization, infrastructure, or personnel. This

↪→ information can be leveraged by the penetration tester to aid in

↪→ other phases of the assessment lifecycle, such as using gathered

↪→ information to plan and execute initial access tests, scope and

↪→ prioritize post-access objectives, or guide further

↪→ reconnaissance activities.",

"techniques": [{

"name": "Active Scanning",

"id": "T1595",

"description": "Penetration testers may execute active

↪→ reconnaissance scans to gather information that can be used

↪→ during the assessment. Active scans involve probing the target

↪→ infrastructure via network traffic, as opposed to other forms of

↪→ reconnaissance that do not involve direct interaction.\n\

↪→ nPenetration testers may perform different forms of active

↪→ scanning depending on the information they seek to gather. These

↪→ scans can also be conducted using various methods, including

↪→ leveraging native features of network protocols such as ICMP.[1][

↪→ 2] Information from these scans may reveal opportunities for

↪→ other forms of reconnaissance (e.g., searching open websites/

↪→ domains or open technical databases), establishing operational

↪→ resources (e.g., developing or obtaining capabilities), and/or

↪→ testing for initial access (e.g., external remote services or

↪→ exploiting public-facing applications).",

"PotentialActionList": [

{ "id": "OTG-INFO-001",

"description": "Conduct Search Engine Discovery and

↪→ Reconnaissance for Information Leakage\n To understand what

↪→ sensitive design and configuration information of the application

↪→ /system/organization is exposed both directly (on the

↪→ organization's website) or indirectly (on a third party website).

↪→ Use a search engine to search for:\n\nNetwork diagrams and

↪→ configurations\nArchived posts and emails by administrators and

↪→ other key staff\nLog on procedures and username formats\

↪→ nUsernames and passwords\nError message content\nDevelopment,

↪→ test, UAT and staging versions of the website"}]}]}]}]
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knowledge item, such as tactic name, with those of the child-level knowledge items. So we have

the knowledge metadata with a three-tiered tree structure. The knowledge metadata is shown in

Table 6. We can see that the knowledge data structure is reformatted as a pair of ’id’ and ’text’.

Each ID is unique and readable to humans. For knowledge data with an ID value of ’tactic_x’, that

means the knowledge corresponds to a tactic, and the tactic number is x. If the knowledge data’s

ID is ’technique_x_y’, that means the text is for a technique, which corresponds to a tactic x, and

the technique number is y. In the text for ’technique_x_y’, we add the feature of its corresponding

tactic, which is the tactic name, to ensure that once the tactic is determined, we can use the tactic

to retrieve the most relevant technique. If the knowledge data’s ID is ’action_x_y_z’, that means

the text is for an abstract action, which corresponds to a tactic x and technique y, and the action

number is z. We add the feature of its related tactic and technique to the text of ’action_x_y_z’ as

well, that is, the tactic and the technique’s name, to make sure that once the tactic and technique

are determined, we can retrieve the most relevant abstraction action.

Finally, we embed the knowledge metadata as vectors and store them in one VDB. By doing

so, we have the vectorized tactic, technique and abstract action set, which is notated as VC , VU and

VA, respectively.

3.4.3 Process Navigator

The Process Navigator determines the high-level PT knowledge, which is informed by the PT

Stage Machine (M) and retrieved knowledge using the RAG pipeline (K). First, it uses Penetration

Event Analyst (Π1) to identify the current PT event; the system prompt assigned to Π1 is shown in

Table 7. We employed role-based prompting techniques to provide the system prompt, considering

two different scenarios. If it is the first iteration, that means we do not have a previous trajectory

of the current PT task, Π1 only needs to analyze the human operator’s instruction (q); If it is not

the first iteration, Π1 will need to investigate the q as well as the previous trajectory.

By providing theM with the notation of an identified PT event,M identifies the PT state (τt).

t stands for iteration. Then, it applies the K to identify ct, ut, and potential abstract actions At.
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Table 6: An Example of PT Knowledge Metadata

[{ "id": "tactic_1",

"text": "Tactic: Reconnaissance\n Description: The penetration

↪→ tester is attempting to gather information that can be used to

↪→ plan future assessments.\n\nReconnaissance consists of techniques

↪→ that involve penetration testers actively or passively gathering

↪→ information to support testing efforts. Such information may

↪→ include details about the target organization, infrastructure, or

↪→ personnel. This information can be leveraged by the penetration

↪→ tester to aid in other phases of the assessment lifecycle, such

↪→ as using gathered information to plan and execute initial access

↪→ tests, scope and prioritize post-access objectives, or guide

↪→ further reconnaissance activities."},

{ "id": "technique_1_1",

"text": "Technique: Active Scanning\n Id: T1595\n Description:

↪→ Active Scanning is a technique to achieve Reconnaissance tactic.

↪→ Penetration testers may execute active reconnaissance scans to

↪→ gather information that can be used during the assessment. Active

↪→ scans involve probing the target infrastructure via network

↪→ traffic, as opposed to other forms of reconnaissance that do not

↪→ involve direct interaction.\n\nPenetration testers may perform

↪→ different forms of active scanning depending on the information

↪→ they seek to gather. These scans can also be conducted using

↪→ various methods, including leveraging native features of network

↪→ protocols such as ICMP.[1][2] Information from these scans may

↪→ reveal opportunities for other forms of reconnaissance (e.g.,

↪→ searching open websites/domains or open technical databases),

↪→ establishing operational resources (e.g., developing or obtaining

↪→ capabilities), and/or testing for initial access (e.g., external

↪→ remote services or exploiting public-facing applications)."},

{ "id": "action_1_1_1",

"text": "Action id: OTG-INFO-001\n Description: 'OTG-INFO-001'

↪→ is an action for technique 'Active Scanning' to achieve tactic '

↪→ Reconnaissance'. In detail: Conduct Search Engine Discovery and

↪→ Reconnaissance for Information Leakage\n To understand what

↪→ sensitive design and configuration information of the application

↪→ /system/organization is exposed both directly (on the

↪→ organization's website) or indirectly (on a third party website).

↪→ Use a search engine to search for:\n\nNetwork diagrams and

↪→ configurations\nArchived posts and emails by administrators and

↪→ other key staff\nLog on procedures and username formats\

↪→ nUsernames and passwords\nError message content\nDevelopment,

↪→ test, UAT and staging versions of the website"}]
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Table 7: Prompt Assignment for Penetration Event Analyst Session (Process Navigator)

You are a penetration testing assistant. You will be provided with the

↪→ following two scenarios and your task is to analyze the penetration

↪→ testing stage using the Penetration Stage Set provided.

There are two situations for input:

1. The assistant will be provided with a penetration tester's prompt and a

↪→ trajectory prompt if there exists a trajectory.

2. The assistant will be provided with a penetration tester's prompt and "It

↪→ seems we don't have previous trajectory" if there is no trajectory

↪→ available.

Penetration Event Set:

"

'α': 'Information Gathering',

'β': 'Vulnerability Identification',

'γ': 'Exploited'

'δ': 'Post-Exploitation',

'ϵ': 'Capture the Flag',

'ζ': 'Documentation'

"

Please adhere to the following rules:

- Select the current penetration testing event from the Penetration Event Set

↪→ based on the provided inputs.

- The penetration testing event may not change based on the provided prompt

↪→ and trajectory; if the event didn't change, just output the same event.

- Your return should only include one notation from the Penetration Event Set,

↪→ nothing else. Not explain, just the notation. For example, if the stage

↪→ is Information Gathering, return:

α

# Input Format

Pentester's prompt is:

What should I do next?

The previous trajectory's information is:

[{'PT_stage': 'Information Gathering', 'tactic': 'reconnaissance', 'technique

↪→ ': 'Gather Victim Network Information', 'action': 'Enumeration find

↪→ ports. The action goal is to find all open ports on the target IP and

↪→ then gather detailed service and version information about those open

↪→ ports to figure out potential ways to attack the target machine.', '

↪→ operation_and_feedback': [{'current_operation': 'STEP 1: Open the

↪→ terminal on your Linux-based machine.', 'current_feedback': '\n Opened

↪→ '}]}]

# Output Format

- A single character notation from the Penetration Event Set corresponding to

↪→ the current event of penetration testing.

Finally, it uses the Action Chooser session (Π2) to determine the action at that will be executed.

The system prompt assigned to Π2 is illustrated in Table 8. In the Π2, we considered two different

scenarios, one of which is if Π2 determines that one action from the selected potential actions (At)

is correct, it will return the selected action (at) and set the indicator value equal to 0; Another

54



situation occurs when the action chooser module (Π2) determines that the suggested actions (At)

are not suitable for the current trajectory. In this case, Π2 will generate a new action based on its

knowledge and the provided tactic (c) and technique (u), and set the indicator k to 1.

Table 8: Prompt Assignment for Action Chooser Session (Process Navigator)

Assume you are a penetration testing assistant. You will be provided with the

↪→ current human pentester's instructions and potential action list. Please

↪→ select the most appropriate action for a penetration testing case from

↪→ the provided list. Each action is detailed in a dictionary format,

↪→ including the pentester's instruction, current PT stage, action ID, and

↪→ description. If you think these provided potential actions are not

↪→ correct, please use the best of your knowledge to generate the action

↪→ that you think is most suitable for the current situation.

# Task

- Review the list of actions.

- Analyze which action best fits the pentester's instruction and current

↪→ penetration testing stage.

- Clearly choose and justify your selection.

# Output Format

- If you think an action in the potential action list is correct, your output

↪→ should only include the content of the action description and set the

↪→ indicator 'k' equal to 0, nothing else. DO NOT add an explanation.

- If you think these actions inside the potential action list are incorrect,

↪→ please output the action that you think is most suitable for the current

↪→ PT situation, and set the indicator 'k' equal to 1.

# Examples

**Example Input:**
Pentester's instruction: help me test IP address xx.xx.xx.xx. Potential

↪→ action list: [ 'pt stage': 'Stage xxx', 'action id': 'OTG-INFO-xxx', '

↪→ action description': 'zzz', 'pt stage': 'Stage xxx', 'action id': 'OTG-

↪→ INFO-yyy', 'action description': 'kkk' ]

**Example Output:**
{

'chosen action': 'xxx',

'k': 0

}

The Process Navigator workflow is presented by Algorithm 1. The inputs include human in-

struction (qt), Success Log (Yt−1), and Failure Log (Ft−1). qt tells what the human operator intends

to do during the current PT iteration. Yt−1 records a list of successful experiences. These records

are ranked in temporal sequence. By recording the Success Log of PT, our framework mitigates the

risk of context loss inherent to LLMs, thereby preserving the continuity of the PT process. Ft−1 is

a list of failure experiences which includes low-level and high-level PT knowledge corresponding
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to the unsuccessfully executed executions. The failure experiences follow a temporal sequence. F

shall be reset if one PT action is successfully executed. The reason is PT in practice, the trial-and-

error in different PT stages might be different, which means previous failure experience might not

be insightful in the current PT stage. By maintaining F associated with the current failure execu-

tion, our framework can effectively leverage previous failure experiences to facilitate learning and

improvement.

Algorithm 1 Process Navigator Workflow

Require: qt, Yt−1, Ft−1 (Note: Either Yt−1 or Ft−1 should be empty)

Ensure: τt, ct, ut, at

1: if Yt−1 is not empty then

2: Pt−1 ← Yt−1

3: else

4: Pt−1 ← Ft−1

5: end if

6: ht ← Π1(Pt−1)

7: τt ←M(ht)

8: ct, ut, At ← K(qt, τt)

9: at ←

{

Π2(qt ⊕ Pt−1 ⊕ At) if k = 0

Π2(qt ⊕ Pt−1) if k = 1
10: return τt, ct, ut, at

Firstly, the Process Navigator applied Π1 to identify the PT event (ht). PT Stage Machine (M)

will determine the current PT stage (τt) by ht. M is a state machine and will be introduced in

the following subsection. In the second step, the RAG pipeline (K) will be applied to retrieve the

current tactic (ct), technique (ut), and At based on qt and the determined τt. The detailed RAG

pipeline will be introduced in the next part of the section. Finally, Π2 will be used to determine

whether to pick an abstract action from At or generate an action based on its inherent knowledge.

Since accumulative reward is included in the logs (Yt−1 and Ft−1), Π2 will be leveraged to maxi-

mize the accumulative reward. k is an indicator that indicates Π2 will choose an action from At or

generate a new action. If the k is 0, that means that Π2 will choose an action from At; if the k is

1, that means that Π2 determines the actions inside At is not suitable for current qt and Log (Yt−1
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Figure 14: An Illustrative Example of Process Navigator Knowledge Retrieval

or Ft−1), so Π2 will leverage its inherent knowledge to generate a new abstract action. The work-

flow finalizes the operation by returning the τt, ct, ut and at. Fig. 14 is an illustrative example of

knowledge retrieval in Process Navigator. Initially, the PT Stage Machine will be used to identify

the PT stage based on the selected PT event, which is determined by Π1. In this case, the PT stage

is θ1: information gathering. The human instruction and θ1 will be applied to retrieve tactic knowl-

edge (TA0043: Reconnaissance) from VDB. After that, the Process Navigator will use the current

PT stage, tactic knowledge, as well as the human instruction to retrieve the technique knowledge

(T1590: Gather Victim Network Information), thus bridging the gap between high-level tactics

and specific technical implementations. Finally, we will combine the human instruction, PT stage,

tactic and technique knowledge to retrieve multiple potential actions (OTG-INFO-001, etc), and

apply Π2 to select the action (OTG-INFO-004: Non-standard ports) that is most suitable for the

current circumstance, ensuring a targeted and effective response, as well as reducing hallucina-

tions from Π2. This iterative process allows for dynamic adaptation and precise execution within

the framework.
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3.4.3.1 PT Stage Machine

The PT Stage Machine is a state machine, as shown in Fig. 15. We modelled the PT process

into seven stages. Each stage represents a sub-goal of the PT process. The input of the PT Stage

Machine is PT events. PT events are used to identify if a sub-goal has been achieved. The stage

transfer depends on the current stage as well as the identified PT event. The Stage Machine can help

to identify the current PT stage and provide the stage description to help the RAG pipeline retrieve

the most suitable high-level knowledge. We defined the PT stages by referring to the PT Execution

Standard [9], a comprehensive framework that outlines practices for conducting penetration tests.

Table 9: PT Stages and Events

Stage Description Event Description

θ1 Information Gathering α Gathered Information
θ2 Vulnerability Identification β Identified Vulnerability
θ3 Exploitation γ Exploited
θ4 Post-Exploitation δ Post-Exploited
θ5 Capture the Flag ϵ Flag Captured
θ6 Documentation ζ Documented
θ7 Terminal Process

For each PT stage θi, we define a corresponding sub-goal to characterize its operational intent

and functional boundary. Specifically, stage θ1 corresponds to Information Gathering, where

the pentester collects environmental intelligence and target-related data to support subsequent ac-

tions. Stage θ2 represents Vulnerability Identification, focusing on discovering and validating

potential security weaknesses within the target system. Stage θ3 is defined as Exploitation, dur-

ing which the tester actively leverages the identified vulnerabilities to gain unauthorized access

or control. Stage θ4 corresponds to Post-Exploitation, emphasizing the maintenance of access,

privilege escalation, and further lateral movement within the compromised environment. Stage θ5

denotes Capture the Flag, where the tester aims to achieve the predefined mission objective, such

as retrieving a specific flag or sensitive data. Stage θ6 refers to Documentation, which involves
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Figure 15: The PT Stage Machine

recording the attack process, findings, and evidence to facilitate reproducibility and reporting. Fi-

nally, stage θ7 corresponds to the Terminal Process, representing the formal conclusion of the PT

task, including environment cleanup and session termination.

We further define PT events to describe the accomplishment of each stage-specific sub-goal. As

shown in Table 9, each stage (except the terminal stage θ7) is associated with a corresponding event

that signifies its successful completion. We denote these events as α, β, γ, δ, ε, and ζ , representing

Gathered Information, Identified Vulnerability, Exploited, Post-Exploited, Flag Captured,

and Documented, respectively. These events serve as observable outcomes that indicate the agent’s

progression through the PT process.

As illustrated in Fig. 15, the PT process is formalized as a finite-state machineM composed

of a sequence of stages {θ1, θ2, . . . , θ7} and their corresponding events {α, β, γ, δ, ε, ζ}, as sum-

marized in Table 9. Each stage represents a distinct sub-goal within the PT process, and the occur-

rence of an event indicates the successful completion of that sub-goal. The transition ofM is thus

determined by the detected event at each iteration.

Initially, M starts from θ1 (Information Gathering). When event α is detected, indicating

that information has been successfully gathered,M transitions to θ2 (Vulnerability Identification).

Conversely, if the input is ¬α, meaning that no useful information has been collected, the state of
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M remains at θ1. This design ensures that the agent cannot progress to the next phase without

completing the prerequisite reconnaissance task.

At stage θ2, if event β occurs, implying that a vulnerability has been successfully identified,

M transitions to θ3 (Exploitation). If the input is α&¬β, the pentester can still reuse previously

gathered information, but since no vulnerability has been confirmed, M remains in θ2. In con-

trast, if the input is ¬α&¬β, meaning that both reconnaissance information and vulnerabilities are

unavailable,M reverts to θ1 to reinitiate the information-gathering process. This cyclic transition

reflects the iterative nature of real-world PT workflows.

At stage θ3, an input of γ indicates that the vulnerability has been successfully exploited,

prompting M to transition to θ4 (Post-Exploitation). If the input is ¬γ, the exploitation attempt

fails, and the state remains unchanged. In this stage, repeated attempts may occur until a successful

exploit triggers the transition.

Subsequent transitions follow a similar logic. When M is in θ4, θ5, or θ6, the transitions to

θ5, θ6, and θ1 occur only upon receiving events δ, ε, and ζ , respectively. Specifically, event δ de-

notes successful post-exploitation (e.g., privilege escalation or persistence establishment), event ε

signifies the successful completion of the capture-the-flag objective, and event ζ represents the

documentation of testing results. If the input to any of these stages is ¬δ, ¬ε, or ¬ζ , the state

remains at the current stage, reflecting that the corresponding sub-goal has not been achieved.

Finally, M includes a termination mechanism to handle non-progressive or completed pro-

cesses. If M receives the maximum consecutive iterations without a state change, the process

is considered stagnant, andM automatically transitions to θ7, the Terminal Process. Similarly,

if all flags have been successfully captured or all sub-goals are completed, M also transitions to

θ7 to terminate the PT task. The state θ7 therefore represents both natural and forced termina-

tion conditions, ensuring the boundedness and convergence of the PT process within the PT Stage

Machine.
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3.4.3.2 RAG Pipeline

The overall workflow of the RAG pipeline is illustrated in Algorithm 2, which is designed to

retrieve hierarchical PT knowledge from the VDB. The input of the pipeline consists of the current

human instruction qt and the identified PT stage τt, while the output includes the selected tactic ct,

technique ut, and a set of candidate abstract actions At. The final executable action at will later be

determined by the Action Chooser session from the set At.

At the beginning of the process, the pipeline employs an embedding function Embed(·) to

encode the concatenation of the human instruction qt and the current stage τt (where ⊕ denotes

string concatenation) into a dense vector representation. A cosine similarity function Cosim(·)

is then used to measure the semantic proximity between this embedded query and all candidate

tactic vectors c⃗ ∈ VC stored in the tactic space. The tactic vector c⃗t that yields the maximum

cosine similarity is selected as the most relevant tactic representation. This vectorized form is then

decoded by a reverse mapping function ψ(·) to obtain the textual tactic ct.

Algorithm 2 RAG Pipeline (i.e., K(·))

Require: qt, τt

Ensure: ct, ut, At

1: c⃗t ← argmax
c⃗∈VC

Cosim(Embed(qt ⊕ τt), c⃗)

2: ct ← ψ(c⃗t)

3: u⃗t ← arg max
u⃗∈VU

Cosim(Embed(qt ⊕ τt ⊕ ct), u⃗)

4: ut ← ψ(u⃗t)

5: x⃗t ← Embed(qt ⊕ τt ⊕ ct ⊕ ut)

6: At ← {ψ(⃗a) | Cosim(x⃗t, a⃗) > λ, a⃗ ∈ VA}

7: return ct, ut, At

Subsequently, the pipeline proceeds to identify the most relevant technique associated with the

selected tactic. Specifically, the model embeds the concatenation of (qt⊕ τt⊕ ct) and searches the

technique vector space VU for the technique vector u⃗t that maximizes the cosine similarity with the

embedded query. This step ensures contextual consistency between the current task, the identified
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stage, and the retrieved tactic. The selected vectorized technique u⃗t is then transformed back to its

symbolic form ut through the mapping function ψ(·).

After both tactic and technique are determined, the pipeline jointly embeds all contextual in-

formation, forming a composite vector x⃗t = Embed(qt⊕ τt⊕ ct⊕ut) in a d-dimensional semantic

space. The purpose of this step is to generate a comprehensive latent representation that integrates

user intent, stage context, and retrieved PT knowledge. Using this representation, the algorithm

searches within the action vector space VA to identify potential abstract actions a⃗ that exhibit a

cosine similarity with x⃗t greater than a predefined threshold λ. Formally, the candidate action set

is defined as:

At = {ψ(⃗a) | Cosim(x⃗t, a⃗) > λ, a⃗ ∈ VA} (1)

The threshold λ thus serves as a filtering criterion to ensure semantic relevance between the re-

trieved actions and the current operational context.

Finally, the RAG pipeline outputs the selected tactic ct, the corresponding technique ut, and the

filtered set of abstract actions At. These outputs form a hierarchical reasoning chain that reflects

how high-level human intent (qt) is progressively grounded into executable PT actions through con-

textual retrieval and semantic alignment. This structured retrieval process provides interpretability

and ensures that each decision step in the pipeline is guided by semantically coherent PT knowl-

edge.

The example retrieved data through the RAG pipeline is illustrated in Table 10, which demon-

strates the hierarchical retrieval structure of the knowledge base. Specifically, the retrieved results

contain three-layer knowledge: tactic, technique, and a corresponding list of potential actions.

The first layer, represented by the Reconnaissance tactic (ct), describes the overall strategic objec-

tive of the PT task, emphasizing information gathering activities that support subsequent assess-

ments. The second layer corresponds to the retrieved technique Gather Victim Network Information

(T1590) (ut), which specifies a concrete operational method for achieving the reconnaissance goal.

This technique description explains how a penetration tester can collect network-related intelli-

gence, such as IP ranges, domain names, or topology details, through both active scanning and
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passive observation. At the final layer, the retrieved Potential Action List (At) provides abstract

action knowledge that the agent can utilize. For example, the action OTG-INFO-004.2 describes

the process of identifying non-standard TCP ports using tools such as nmap with the -sV option

to recognize web services running on arbitrary ports.

This hierarchical retrieval result exemplifies how the RAG pipeline effectively decomposes

complex PT knowledge into multi-level representations, enabling interpretable reasoning and

structured knowledge provided for the following component. By aligning human-readable cy-

bersecurity knowledge with vectorized embeddings, the framework ensures that each retrieved

component maintains both semantic coherence and operational relevance throughout the various

stages of the PT process.

3.4.4 Generator

The Generator module is responsible for producing PT operational guidance by synthesizing

semantic and contextual elements derived from the input parameters qt, τt, ct, ut, and at. As

illustrated in Algorithm 3, this component functions as a reasoning component that transforms

structured task information into executable textual guidance gt. The additional variable Ft−1 de-

notes the Failure Log from the previous step, illustrating previous executed steps and potential

failure reasons, which is important for adaptive generation when the last action execution was

unsuccessful.

In the standard scenario, when Ft−1 is not provided (i.e., the previous operation was executed

successfully or no reflective feedback is available), the Generator activates the Operation Generator

Session Π3 to produce a new piece of operational guidance gt.
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Table 10: RAG Example of Retrieved Data

[ "Tactic": "Tactic Name: Reconnaissance\n Description: The

↪→ penetration tester is attempting to gather information that can

↪→ be used to plan future assessments.\n\nReconnaissance consists of

↪→ techniques that involve penetration testers actively or

↪→ passively gathering information to support testing efforts. Such

↪→ information may include details about the target organization,

↪→ infrastructure, or personnel. This information can be leveraged

↪→ by the penetration tester to aid in other phases of the

↪→ assessment lifecycle, such as using gathered information to plan

↪→ and execute initial access tests, scope and prioritize post-

↪→ access objectives, or guide further reconnaissance activities.",

"Technique": "Technique Name: Gather Victim Network Information

↪→ .\n Id: T1590\n Description: Gather Victim Network Information is

↪→ a technique to achieve Reconnaissance tactic. Penetration

↪→ testers may gather information about the target's networks to

↪→ support assessment activities. Information about networks may

↪→ include various details, such as administrative data (e.g., IP

↪→ ranges, domain names) as well as specifics regarding network

↪→ topology and operations.\n Penetration testers may collect this

↪→ information using methods like active scanning or simulated

↪→ phishing to gather data. Network information may also be publicly

↪→ accessible through online data sets or technical databases (e.g

↪→ ., searching open technical databases).[1][2][3] Gathering this

↪→ information can uncover opportunities for further reconnaissance

↪→ (e.g., active scanning or searching open websites/domains),

↪→ preparing resources (e.g., acquiring or testing infrastructure),

↪→ or identifying initial access points (e.g., exploiting trusted

↪→ relationships).",

"PotentialActionList":

["action id: OTG-INFO-004.2\n action description: Non-standard

↪→ ports\n While web applications usually live on port 80 (http) and

↪→ 443 (https), there is nothing magic about these port numbers. In

↪→ fact, web applications may be associated with arbitrary TCP

↪→ ports, and can be referenced by specifying the port number as

↪→ follows: http[s]://www.example.com:port/. For example, http://www

↪→ .example.com:20000/.\n It is easy to check for the existence of

↪→ web applications on non-standard ports. A port scanner such as

↪→ nmap [2] is capable of performing service recognition by means of

↪→ the -sV option, and will identify http[s] services on arbitrary

↪→ ports. What is required is a full scan of the whole 64k TCP port

↪→ address space." ]]
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Algorithm 3 Generator

Require: qt, τt, ct, ut, at, Ft−1

Ensure: gt

1: if Ft−1 is empty then

2: gt ← Π3(qt ⊕ τt ⊕ ct ⊕ ut ⊕ at)

3: else

4: gt ← Π4(Ft−1)

5: end if

6: return gt

As illustrated in Algorithm 3, Π3 synthesizes actionable instructions by jointly embedding the

task-specific context, including the current human query qt, the identified PT stage τt, the retrieved

tactic ct, technique ut, and the selected abstract action at. This composition (qt⊕ τt⊕ ct⊕ut⊕at)

forms the semantic input sequence for Π3, where the operator ⊕ denotes the string concatenation

used for context splicing.

The system prompt assigned for Π3 is detailed in Table 11 and Table 12. It defines the Π3’s

operational persona and constrains its contextual reasoning. Specifically, the prompt positions Π3

as a PT assistant capable of generating structured, context-aware, and executable guidance for

authorized PT environments. The input to Π3 consists of structured PT metadata, including the

current PT stage τt, tactic ct, technique ut, and a candidate abstract action at retrieved from the

RAG pipeline, as well as the human instruction qt. Based on this structured context, Π3 produces

a set of step-by-step operational procedures expressed in JSON format. Each generated JSON

object contains an array of "Operational Guidance" that explicitly enumerates the terminal

commands or procedural actions required to execute at under the current PT scenario.

The system prompt enforces three key principles during generation:

1. Action Execution: Ensure that every command required for task execution is concretely

specified;
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Table 11: Prompt Assignment for Operation Generator Session (Generator) (1)

You are a penetration testing assistant for an authorized web penetration

↪→ testing platform where the target machine is Linux-based. You will

↪→ receive structured information and provide detailed guidance based on

↪→ the specified action, stage, tactic, and technique related to

↪→ penetration testing.

Here's an example of the provided information:

```

I'm doing penetration testing on Hack The Box platform's Sau. It's a Linux

↪→ machines running on the intranet. The IP address is 10.10.11.224.

Penetration Testing Stage: Information Gathering

Tactic Name: reconnaissance

Technique: Technique: Gather Victim Network Information

Action:

['Non-standard ports\n ...']

```

Your task is to utilize the provided current action, its description, and

↪→ contextual details to generate a comprehensive, step-by-step guideline.

↪→ This guide should account for the user's limited knowledge in

↪→ penetration testing.

# Guidelines for Providing Guidance

- **Action Execution:** Determine if terminal operations are required. If so,

↪→ list every necessary command detailing the actions to be performed.

2. Clarity: Each instruction must be written in concise, human-readable language suitable for

novice users;

3. Contextual Awareness: The generated guidance must align with the given penetration stage

τt, tactic ct, and technique ut.

This structured prompting strategy ensures that the output gt is both semantically aligned with the

PT context and operationally executable within a Linux-based testing environment.

An example of such a generation process is shown in Table[11, 12], where the system re-

ceives an input specifying the Information Gathering stage with the Reconnaissance tactic and

Gather Victim Network Information technique. The Generator then formulates an operational

guidance to perform port scanning on non-standard TCP ports, providing clear, stepwise terminal

commands (e.g., sudo apt-get install fping, fping -a -g 192.168.1.0/24)
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alongside descriptive instructions. Through this process, Π3 bridges high-level semantic knowl-

edge and low-level executable procedures, thereby transforming abstract PT knowledge into ac-

tionable, interpretable operational guidance.

Table 12: Prompt Assignment for Operation Generator Session (Generator) (2)

- **Clarity:** Ensure each step is clear and straightforward to aid

↪→ understanding.

- **Contextual Awareness:** Use the information corresponding to the current

↪→ penetration stage, tactic, and technique to support the action.

# Output Format

- Your output should be a JSON object.

- The JSON should include:

- "operations": an array with step-by-step instructions, using clear and

↪→ direct language. Include necessary "commands" within the operations if

↪→ command-line inputs are required.

# Example Output

```json

[

"STEP 1: Open the terminal in your Linux-based machine.",

"STEP 2: Ensure you have 'fping' installed. You can install it using: sudo

↪→ apt-get install fping",

"STEP 3: ...

]

```

# Notes

- Tailor each guide to align with the current penetration stage, technique,

↪→ and tactic.

- Assume the user is familiar with operating a Linux-based terminal but lacks

↪→ experience in complex penetration testing tasks.

Alternatively, when the previous guidance gt−1 associated with action at−1 fails to achieve the

expected outcome, the Reflector component produces a structured Failure Log Ft−1. This feedback

encapsulates the diagnostic information from the failed attempt, including the previous human

instruction qt−1, tactic ct−1, technique ut−1, selected abstract action at−1, executed operations gt−1,

corresponding outputs, execution results ot−1, and potential failure reasons ϕt. Under this reflective

scenario, the Generator activates the Operation Optimizer Session Π4, which aims to refine or

regenerate a new operational guidance gt based on the Failure Log encoded in Ft−1.

As illustrated in Algorithm 3, Π4 conditions its generation process on the Failure Log Ft−1,

allowing the system to perform corrective reasoning rather than simply reissuing prior instructions.
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The system prompt assigned for Π4 is provided in Table[13, 14]. It defines the input structure: a

failure experience record that logs the previously executed operations and feedback messages, as

well as its corresponding tactic, technique and abstract action. This design provides the model with

explicit traces of failure, enabling it to analyze what went wrong and to adapt its next guidance

accordingly.

Table 13: Prompt Assignment for Operation Optimizer Session (Generator) (1)

You are a penetration testing assistant. You will be provided with the

↪→ following information:

A failure experience containing details about the current tactic,

↪→ technique, selected action, operations, and potential failure

↪→ reasons. The reference will look as follows:

```json

{

"human instruction": "the current human instruction",

"pt stage": "the current pt stage",

"tactic": "tactic name",

"technique": "technique description",

"selected_action": "action description",

"executed_operation_and_feedback": [

{

"executed_operation": "xxx",

"feedback": "xxx"

}

...

],

"potential_failure_reasons": "xxx"

}

```

Within the Π4 session, the Generator is instructed to first analyze the Failure Log by examin-

ing potential failure causes and operational feedback, and then to generate an optimal operational

guidance that avoids repeating the prior mistakes. The generated output maintains the same JSON

schema as in Π3, where each element in the "Operational Guidance" array specifies a

clear and executable step, often accompanied by corresponding terminal commands (e.g., sudo
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apt-get install fping, fping -a -g 192.168.1.0/24). In contrast to Π3, how-

ever, the Π4 process incorporates reasoning over failure patterns, such as invalid command pa-

rameters, permission errors, or unreachable targets, to produce improved, contextually adaptive

guidance.

To ensure robustness and interpretability, the system prompt of Π4 enforces three operational

principles:

1. Failure Aware Adaptation: The session Π4 must explicitly consider the failure reasons

provided in Ft−1 before generating new steps;

2. Context Preservation: The refined guidance should remain consistent with the current PT

stage, tactic, and technique;

3. Operation Guidance Optimization: The regenerated instructions must correct the opera-

tional flaws identified in prior attempts while preserving task objectives.

As shown in Tables 13–14, Π4 thereby functions as a reflective optimization mechanism: it trans-

forms feedback into actionable learning signals, enabling the Generator to iteratively refine its

decision policy and produce context-aware, failure-resilient operational guidance.

Overall, the Generator dynamically balances proactive generation (via Π3) and reflective adap-

tation (via Π4). By leveraging structured PT knowledge and contextualized feedback, it transforms

high-level semantic representation knowledge into actionable PT steps. This mechanism allows

the system to maintain operational consistency, minimize redundant exploration, and improve cu-

mulative rewards in multi-round PT scenarios, ultimately contributing to the framework’s goal of

self-improving autonomous decision-making.

3.4.5 Reflector

The Reflector serves as the evaluative and introspective component of the framework, leverag-

ing multiple LLM sessions to analyze the effectiveness of previously generated guidance and to
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Table 14: Prompt Assignment for Operation Optimizer Session (Generator) (2)

**Your task** is to analyze the current tactic and technique description from

↪→ the reference and select, or refine a more appropriate operational

↪→ guidance, as the current step-by-step guidance in the reference might

↪→ not be correct.

# Steps

1. **Analyze**:

- Review the potential failure reasons include in the reference

2. **Generate Optimal Operational Guidance**:

- Based on current tactic, technique, executed action and failure reasons,

↪→ generate an optimal operational guidance.

# Output Format

- Your response should be in the following JSON format:

```json

{

"STEP 1": "xxx",

"STEP 2": "yyy"

... ...

}

```

# Examples

```json

[

"STEP 1: Open the terminal in your Linux-based machine.",

"STEP 2: Ensure you have 'fping' installed. You can install it using: sudo

↪→ apt-get install fping",

"STEP 3: Run the ICMP Ping Sweep command: fping -a -g 192.168.1.0/24",

"STEP 4: Observe the output for live hosts within the specified IP range."

]

```

# Notes

- Ensure that the refined action guidance applies to the given tactic and

↪→ technique and is suitable for the current situation.

- Consider the feedback from executed operations if relevant in decision-

↪→ making.

provide reward-based feedback for policy optimization. Its core objective is twofold: (1) to assess

the correctness of the tactic ct, technique ut, abstract action at, as well as the operational guidance

gt executed on the target environment, and (2) to construct reflective feedback when the operation

fails, thereby enabling the system to improve its decision-making process iteratively. The complete

workflow of the Reflector is presented in Algorithm 4.

The Reflector operates on a contextual input set {qt, τt, ct, ut, at, gt, ot, Yt−1, Ft−1}, where ot

denotes the observed execution outcome collected by a human operator from the target environ-

ment.
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Algorithm 4 Reflector Workflow

Require: qt, τt, ct, ut, at, gt, ot, Yt−1, Ft−1

(Note: Either Yt−1 or Ft−1 should be empty.)
Ensure: Yt, Ft

(Note: Either Yt or Ft should be return.)
1: rt ← R(τt, ct, ut, at, gt, ot)
2: if rt = 2 then

3: Yt ← Yt−1 ∪ {(qt, τt, ct, ut, at, rt, ot)}
4: return Yt

{PT guidance executed successfully, go to Process Navigator}
5: else

6: ϕt ← Π5(qt ⊕ at ⊕ ot)
7: Ft ← Ft−1 ∪ {(qt, τt, ct, ut, at, rt, gt, ot, ϕt)}
8: if rt = 1 then

9: return Ft

{PT knowledge ct, ut, at is correct, go to Generator}
10: else

11: return Ft

{ct, ut, at is incorrect, go to Process Navigator to retrieve reflected knowledge}
12: end if

13: end if

Initially, the Reflector invokes an LLM-based reward functionR(·) to produce a scalar reward

rt based on both the high-level knowledge elements (τt, ct, ut, at) and the low-level operational

outcomes (gt, ot).

The session follows the instruction schema summarized in Table 15. It analyzes the semantic

and functional alignment between the provided tactic–technique–abstract action triplet and the

current PT stage and situation, producing a scalar reward rt ∈ {0, 1, 2} that quantifies the outcome:

• rt = 2: Both high-level knowledge and low-level guidance are correct; the operation suc-

ceeded.

• rt = 1: High-level knowledge is valid, but the execution was partially unsuccessful.

• rt = 0: Neither the knowledge hierarchy nor the operation fits the current situation.

If rt = 2, the guidance is deemed fully successful. A new success experience

yt = (qt, τt, ct, ut, at, rt, ot) (2)
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Table 15: Prompt Assignment for Reward Function Session (Reflector)

# Tasks

Evaluate the correctness of the selected tactic, technique and abstract action

↪→ in a given penetration testing stage on a Linux-based web penetration

↪→ testing system, and give the corresponding rewards.

You are a penetration testing reward function tasked to determine if the

↪→ selected tactic, technique and action are appropriate for the given

↪→ penetration testing stage in a verified Linux-based web penetration

↪→ testing target system. You will receive the following information:

1. Current penetration testing stage.

2. Current tactic name and description.

3. Current technique name and description.

4. Current action name and description.

5. Executed operations and their corresponding results.

# Steps

1. Review the provided penetration testing stage.

2. Analyze the appropriateness of the tactic in the given stage.

3. Assess the relevance of the technique under the current tactic.

4. Analyze the appropriateness of the abstract action in the given stage,

↪→ tactic and technique.

5. Analyze if the operational guidance is correct based on its feedback (

↪→ observations)

# Output Format

- Your output should only be numbers.

- If the operations are executed successfully, and we meet the expected

↪→ outcome, the rewards would be 2.

- If the high-level knowledge, including tactic, technique and abstract action

↪→ , is correct, but the operational guidance has errors, the rewards would

↪→ be 1.

- If the high-level knowledge is not suitable for the current situation, the

↪→ rewards would be 0.

- Do not provide any explanation or additional comments.

is appended to the prior Success Log Yt−1, producing the updated Yt. The framework then transi-

tions to the Process Navigator for subsequent knowledge retrieval and stage progression.

When the outcome is suboptimal (rt < 2), the Reflector invokes the Operation Reflector Ses-

sion Π5 to conduct a fine-grained failure analysis. This session’s system prompt is defined in

Tables 16 and 17, accepts structured feedback in JSON-like format, including the current action,

executed operations, and their feedback logs. It examines each operation to identify where fail-

ures occurred and produces a structured reasoning object ϕt describing the likely causes of failure.
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Table 16: Prompt Assignment for Operation Reflector Session (Reflector) (1)

Analyze penetration testing operations and explain reasons for action failures

↪→ utilizing structured feedback.

Given the structured information in a JSON-like format regarding web

↪→ penetration testing operations, evaluate each operation and its feedback

↪→ to determine the possible causes of failures in successfully executing

↪→ the action.

# Steps

1. Examine the structured information provided in JSON-like format, which

↪→ includes:

- `action_description`: A description of the current action.

- A list of operations, each with a `current_operation` and corresponding `

↪→ current_feedback`.

2. Identify the operations where feedback indicates failure.

3. Analyze the feedback for these operations to deduce possible reasons for

↪→ failure.

4. Summarize the reasons for failure for each problematic operation.

# Output Format

These may include incorrect parameters, environmental constraints, or privilege limitations de-

tected during the command execution phase. The resulting failure experience

ft = (qt, τt, ct, ut, at, rt, gt, ot, ϕt) (3)

is appended to the Failure Log Ft−1 to form Ft.

Depending on the reflective evaluation, the next decision branch is as follows:

• If rt = 1, the high-level knowledge (ct, ut, at) remains semantically correct but the opera-

tional guidance (gt) requires refinement. In this case, Ft is passed to the Generator, which

reactivates the Operation Optimizer Session (Π4) to produce an improved version of gt.

• If rt = 0, both the high-level and low-level components are determined to be invalid. The

framework then forwards Ft to the Process Navigator to retrieve new, stage-appropriate

penetration knowledge for reinitialization.

Through this dual-session reflective mechanism, the Reflector achieves a hybrid evaluation

process combining quantitative assessment and qualitative reasoning. The reward function R(·)
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Table 17: Prompt Assignment for Operation Reflector Session (Reflector) (2)

Provide a JSON object detailing the operations that encountered failure along

↪→ with potential reasons:

```json

{

"failed_operations": [

{

"current_operation": "Description of the operation",

"potential_reasons": ["reason1", "reason2", ...]

},

...

]

}

```

Ensure the language used in the output is brief and precise.

# Examples

### Example Input

```json

{

"action_description": "Attempt to access restricted directory",

"operations": [

{

"current_operation": "Use default credentials",

"current_feedback": "Access denied due to invalid credentials",

"potential_reasons": ["Default credentials are invalid"]

},

{

"current_operation": "Brute-force login",

"current_feedback": "Account locked after multiple failed attempts",

"potential_reasons": ["Account locking mechanism is active", "Brute-

↪→ force approach detected"]

}

]

}

```

# Notes

- Focus on identifying clear, actionable reasons for operation failures.

- Consider system-specific feedback nuances in your analysis.

provides discrete numerical signals that guide reinforcement updates, while the operation reflec-

tor Π5 converts textual feedback into structured diagnostic knowledge. Together, they enable the

RefPentester to evolve continuously: successful experiences are accumulated in Yt, while failure

experiences Ft provide rich learning signals for iterative adaptation. This design ensures that the

framework not only measures success but also learns from failure, transforming raw execution

traces into actionable intelligence for robust autonomous PT.
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3.5 Summary

This chapter presented the design rationale, architecture, and implementation details of the

proposed RefPentester framework. The framework was developed to address the limitations of

existing AutoPT systems, including task planning consistency, hallucination, and adaptive learn-

ing. We achieved these goals by integrating a seven-stage state machine mechanism, a hierarchical

RAG pipeline, and a reflective learning module.

By integrating predefined knowledge structures with LLMs’ reasoning ability, the proposed

RefPentester framework establishes a balance between interpretability and adaptability in AutoPT.

The following chapter presents comprehensive experiments designed to examine the effectiveness

of our proposed framework.
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Chapter 4

Experiments and Evaluation

This chapter evaluates the proposed RefPentester framework to validate its effectiveness, ro-

bustness, and interpretability in AutoPT. Building upon the design principles introduced in Chap-

ter 3, the experiments aim to answer three key research questions:

• RQ1: Does the proposed RefPentester framework outperform the baseline LLM-based Au-

toPT system in penetration task completion and credential capture success?

• RQ2: How does the Reflector component’s reflective reasoning influence RefPentester’s

decision stability and error recovery across iterative testing cycles?

• RQ3: What qualitative patterns emerge from the interaction between knowledge grounding

and reflection, and how do they contribute to interpretable reasoning in AutoPT?

These RQs aim to evaluate the efficiency, reasoning stability, and interpretability of the Ref-

Pentester, which is achieved by the Process Navigator and the Reflector modules.

To address these questions, we conducted a series of experiments on HTB’s Sau machine.

The evaluation focuses on two quantitative metrics: the State Transition Success Rate (STSR)

and the Credential Capture Success Rate (CCSR), to measure reasoning reliability and operational

completeness jointly.
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Beyond quantitative analysis, qualitative observations and failure case discussions are also pre-

sented to uncover the underlying dynamics of reflection-driven reasoning and to provide insights

for future improvements. The remainder of this chapter is organized as follows: Section 4.1 intro-

duces the experimental setup and target environment; Section 4.2 defines the evaluation metrics;

Section 4.3 reports comparative results; and Section 4.4 provides in-depth discussion.

4.1 Experimental Setup

This section describes the experimental environment, implementation configuration, and ratio-

nale used to evaluate the proposed RefPentester framework. The goal of this setup is to ensure

a reproducible and controlled testing environment that can reflect both the reasoning capability

and operational stability of the framework under real-world PT scenarios. All experiments were

conducted on the Sau machine from the HTB platform [105], which provides legally authorized,

reproducible, and virtualized PT environments with inherent vulnerabilities. The Sau machine

was selected due to its difficulty and the operating system’s type (Linux), to align with the human-

predefined PT knowledge base, which allows an objective evaluation of reasoning depth and action

precision. To ensure consistency across trials, each experiment started with a clean reset of the tar-

get machine to its default state.

Implementation Environment. The RefPentester framework and the base model framework

were implemented and executed on a MacBook Pro (M3 Pro, 18 GB RAM) running macOS Se-

quoia 15.6.1. Development was performed in PyCharm 2025.1 (Professional Edition) using Python

3.10. All experiments were executed through a secure OpenVPN [106] connection to the Sau ma-

chine, which ensures a safe, reproducible and isolated environment.

Framework Configuration. The configuration of hyperparameters of the framework is

summarized in Table 19. The RefPentester employs OpenAI’s GPT-4o [107] as the reasoning

77



Table 18: Experimental Environment

Category Configuration

System Environment Macbook Pro m3 pro 18 RAM

Operating System macOS Sequoia 15.6.1

Integrated Development Environment (IDE) PyCharm 2025.1 (Professional Edition)

Python Python 3.10

Experinment Environment HackTheBox[105] Sau Machine

backbone, configured with deterministic decoding (temperature=0.01, top-p=1) to guarantee re-

producibility. For PT knowledge retrieval, the llama-text-embedding-v2 model was em-

ployed to encode human-predefined PT knowledge into 1024-dimensional dense vectors [108].

The dimensionality of 1024 was chosen as it provides a balanced trade-off between representa-

tional richness and computational efficiency. Higher-dimensional embeddings (e.g., 4096) may

improve expressiveness but incur greater memory and latency costs, whereas lower-dimensional

ones (e.g., 512) can lead to information compression and reduced semantic granularity. These

embeddings were stored and queried via a Pinecone VDB (pt-knowledge-index) [109], enabling

cosine-similarity search within a serverless AWS (us-east-1) instance. The database contained

508 knowledge records derived from the MITRE ATT&CK [47] and OTG [48], forming a uni-

fied knowledge base for RAG retrieval. For each experimental episode, we limited the maximum

number of attempts per PT stage to five. If no state transition occurred within five consecutive at-

tempts, the episode was terminated and marked as failed. Each framework was executed for three

independent episodes on the Sau machine to ensure statistical consistency.

Knowledge and Embedding Rationale. To ensure comprehensive reasoning coverage, the

knowledge corpus combined adversary-oriented ATT&CK tactics and techniques with procedural

OTG testing actions. Each entry was reformulated from a penetration tester’s perspective before

embedding, aligning the vector space semantics with operational PT contexts. This hybrid structure

allowed RefPentester to retrieve both abstract attack intents and fine-grained actions within a single

reasoning cycle.
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Session Management and Logging. Each experimental iteration began with a cold-start reset

to mitigate LLM memory carryover. Outputs from one module (e.g., Process Navigator) were

structured and fed into subsequent modules (e.g., Generator or Reflector), ensuring coherent multi-

stage reasoning. All outcomes were recorded into Success Logs or Failure Logs, establishing a

reinforcement-style feedback loop for behaviour analysis and iterative improvement.

Table 19: Experimental Configuration

Hyperparameter Configuration

Foundation Model OpenAI GPT-4o

Model Access OpenAI API

Temperature 0.01

Top-p 1

Embedding Model llama-text-embedding-v2

Embedding Dimension 1024

Query Embedding Model llama-text-embedding-v2

Vector Database Engine Pinecone

Index Type Cosine Similarity (Dense)

Vector Database pt-knowledge-index

Maximum number of attempts 5 (per stage)

Number of experiments 3 (per framework)

Ethical Considerations. All experiments were conducted within the officially authorized HTB

environment. No external or unauthorized systems were accessed. All operations followed ethical

research practices concerning responsible AI use, user privacy, and reproducibility.

4.2 Evaluation Metrics

To quantitatively evaluate the effectiveness of the proposed RefPentester framework, two eval-

uation metrics were defined to capture different aspects of AutoPT performance: CCSR and STSR.

While CCSR quantifies the operational completeness of task execution, STSR reflects the conti-

nuity and stability of reasoning across multi-stage penetration processes. Together, they jointly
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assess both the practical success and the reliability of the reasoning behind the framework.

• Credential Capture Success Rate (CCSR): This metric quantifies the framework’s ability

to complete the penetration objective by successfully obtaining all valid credentials or flags.

Formally, it is defined as:

CCSR =
Nsuccess

Ntotal
× 100%, (4)

where Nsuccess denotes the number of credentials that successfully captured, and Ntotal is

the total number of credentials. A higher CCSR indicates a more complete and efficient

exploitation process under real-world PT scenarios.

• Stage Transition Success Rate (STSR): This metric measures the system’s capability to

autonomously progress across PT stages. It is expressed as:

STSRi =
Si

Ti
× 100%, (5)

where Si represents the number of successful transitions achieved in stage i, and Ti is the

total number of attempts at that stage. A higher STSR reflects stronger situational awareness

and continuity of reasoning between each PT stage.

Both metrics were evaluated across three independent episodes for each framework configu-

ration, comparing the performance of RefPentester with the baseline framework under identical

experimental conditions. During each episode, both systems received the same initial environment

state, target context, and operator prompts to ensure a fair comparison. The CCSR emphasizes

tangible task outcomes, while the STSR emphasizes reasoning robustness. Together, they offer a

comprehensive perspective on the integration of reasoning and execution within the framework, as

well as its overall system reliability.
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4.3 Comparative Studies

To address RQ1, we conducted controlled comparative experiments on the Sau machine. The

goal of this section is solely to quantify whether the proposed framework delivers measurable

performance improvements over a GPT-4o baseline under identical operational conditions.

We first extracted the complete set of required PT actions from the official walk-through of

the Sau machine. These actions were mapped to the five PT stages (i.e., information gather-

ing, vulnerability identification, exploitation, post-exploitation, and credential capture), forming

a ground-truth transition sequence. For each stage, both systems were allowed up to five reasoning

iterations to advance before entering the terminal state. Failure to obtain the required credentials

or flags within this limit resulted in a failed episode.

Two system configurations were evaluated: 1) RefPentester, the full proposed framework in-

tegrating the Process Navigator, Generator, and Reflector module; 2) Baseline GPT-4o, A direct

application of a GPT-4o model, employing the identical configuration of RefPentester and a fun-

damental system prompt (i.e., You are a powerful penetration testing assistant...). Both systems

received the same prompts, environmental states, and target contexts across three independent

episodes to ensure fairness.

Table 20 summarizes the end-to-end CCSR achieved by both systems. RefPentester success-

fully captured all credentials in all three episodes, achieving a perfect CCSR of 100%, which

means in each stage of each episode, the RefPentester can successfully move to the next stage

within five tries, and finally reveal all the credentials (Each episode has two credentials that need

to be discovered). In contrast, the baseline configuration failed to retrieve all the credentials in

the experiment, resulting in an 83.3% success rate. This 16.7% performance gap indicates that

RefPentester provides stronger operational completeness in multi-step PT workflows.

Table 20: PT Credential Capture Success Rate on Sau Machine

System CCSR

RefPentester 100%

GPT-4o Baseline 83.3%
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To further evaluate overall PT task progression, Table 21 compares the STSR across the four

major stages during the PT process. Across all stages, RefPentester consistently achieved higher

transition success rates. The most significant improvement occurs in Vulnerability Identification,

where RefPentester’s 87.5% success rate starkly exceeds the baseline’s 35.7%. This suggests that

incorporating structured PT knowledge substantially improves the system’s ability to identify vi-

able attack vectors.

Table 21: PT Stage Transition Success Rate

Stage RefPentester GPT-4o

Information Gathering 80% 61.5%
Vulnerability Identification 87.5% 35.7%
Exploitation 52.9% 36.7%
Post-Exploitation 71.4% 29.1%

The experimental findings provide strong evidence that RefPentester substantially outperforms

the GPT-4o baseline in both end-to-end credential capture and intermediate stage progression. The

improvements stem from its ability to maintain coherent, multi-stage reasoning and retrieve rele-

vant PT knowledge based on the identified PT stage, thereby reducing hallucination and reflecting

based on previous failure attempts across the trajectory. Therefore, RQ1 is answered affirmatively.

RefPentester delivers significantly better AutoPT performance than an LLM-based baseline under

identical PT conditions.

4.4 Discussions

Building on the quantitative findings reported in Section 4.3, this section provides a discussion

of the mechanisms driving RefPentester’s performance and addresses the questions in RQ2 and

RQ3. While Section 4.3 establishes that RefPentester achieves higher CCSR and consistently su-

perior STSR across multiple PT stages, these numbers alone do not explain why the improvements

occur. To provide a comprehensive interpretation, this section examines the system’s behaviour
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using qualitative evidence from experiment logs, revealing how knowledge structuring and reflec-

tive optimization influence RefPentester’s decision-making ability. Although no ablation studies

were conducted to isolate individual components, the consistent patterns exhibited across three

independent experimental episodes allow for a mechanism-level interpretation of RefPentester’s

reasoning process. Specifically, three behavioural mechanisms emerge from the experiment logs:

1) improved recovery from failed operations; 2) suppression of hallucination through the reflection

mechanism; and 3) enhanced consistency between PT stages. These mechanisms jointly explain

the substantial STSR improvements and the framework’s ability to maintain coherent multi-stage

reasoning.

Reflection improves recovery from failed operations. One of the clearest behavioural dif-

ferences between RefPentester and the baseline GPT-4o is the ability to recover from execution

failures. Across multiple episodes, the baseline model frequently repeated invalid commands, such

as referencing incorrect file paths, attempting operations without sufficient privileges, or invoking

tools that did not exist in the target environment. Experiment logs show that GPT-4o often reissued

the same incorrect command without adaptation, leading to stagnation within a PT stage.

In contrast, RefPentester’s Reflector module consistently generated explicit diagnostic infor-

mation following a failed attempt (e.g., identifying missing dependencies, recognizing incorrect

working directories, or revising misinterpreted tool outputs). This diagnostic information served as

a corrective feedback mechanism: each reflection introduced a revised plan, often accompanied by

target machine feedback specific adjustments. This iterative refinement stabilized the progression

through complex PT stages such as Vulnerability Identification and Post-Exploitation, preventing

error accumulation that would otherwise halt task flow.

Mechanistically, this behaviour can be interpreted as a form of implicit reward shaping. The

Reflector analyze the failure operations and generates structured, human-readable explanations that

assist the Generator in updating its next-step reasoning. This creates a feedback loop analogous

to RL, but achieved entirely within an LLM-driven architecture. The effect is reflected directly in

the STSR metrics, specifically in stages with high failure sensitivity. Most notably, Vulnerability
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Identification shows the largest performance gap (87.5% vs. 35.7%). These findings support RQ2

by demonstrating that reflective reasoning significantly improves failure recovery and reduces stage

stagnation.

Reflection Suppresses Hallucination. Beyond error recovery, qualitative experiment logs

suggest a second behavioural mechanism: reflection reduces hallucination by prompting the sys-

tem to reevaluate uncertain or speculative operational guidance and its corresponding feedback.

Baseline GPT-4o frequently produced hallucination-like operational guidance, such as assuming

the presence of services not observed in prior scans or extrapolating exploitation paths based on

nonexistent system components. These hallucinations emerged primarily in early-stage enumer-

ation tasks, where ambiguous outputs from tools like nmap invite speculative reasoning. With

the Reflector module, RefPentester consistently flagged inconsistencies between feedback from

the target machine and prior assumptions. A typical reflective message is “The result contradicts

the earlier scan; re-evaluating the...”. The reflector module grounded the reasoning process with

the retrieved PT knowledge and the target machine’s feedback, reducing irresponsible extrapo-

lations. Reflection, therefore, functioned as a mechanism for uncertainty calibration. Instead of

moving forward with unverified assumptions, the system paused, reconsidered earlier steps with

corresponding feedback, and sought additional context.

This behaviour explains why RefPentester achieves significantly higher STSR in Information

Gathering and Vulnerability Identification, stages where ambiguity and partial information are

common. The improved stability observed in these stages directly addresses RQ2 by showing

that reflective feedback not only corrects errors but also constrains speculative reasoning, thereby

reducing hallucination.

Reflection Stabilizes Multi-Stage PT Reasoning. A third mechanism supported by the exper-

iment logs concerns the stability of cross-stage PT reasoning. As defined in Table 9, RefPentester

operates over a Stage Machine comprising ordered PT stages θ1 → θ7, where each transition is

triggered by its corresponding event (e.g., α, β, γ). Maintaining coherent reasoning across these

stages is particularly important in PT workflows: inconsistent or irrelevant operations can break
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the event sequence and prevent the system from advancing to the next stage.

The baseline GPT-4o frequently exhibited such inconsistencies. In several episodes, it pro-

duced operational guidance that contradicted earlier decisions or were incompatible with the ex-

pected following operations. These divergences caused the trajectory to stall, consuming all five

allowed attempts for a stage without triggering the required event, which directly resulted in lower

STSR scores.

RefPentester mitigates this issue through the joint effect of the predefined PT Stage Machine

and the Reflector module. Building on the PT Stage Machine, the Reflector maintains a long-term

memory (Success Log) that continually checks whether the current operational guidance remains

compatible with the expected event of the active stage.

After each operation, the Reflector compares the newly observed feedback against both the

retrieved PT knowledge, the current PT stage and the operational guidance. Suppose the system’s

proposed next operations deviate from the PT Stage Machine’s prescribed transition. For example,

attempting a post-exploitation action when the event γ (Exploited) has not been triggered, the Re-

flector will provide failure reasons to the Generator module to regenerate the operational guidance

to realign the trajectory. This correction mechanism prevents stage drift and preserves coherent

multi-stage reasoning throughout the PT workflow.

This mechanism explains the substantial improvements observed in Exploitation and Post-

Exploitation STSR (52.9% vs. 36.7%, and 71.4% vs. 29.1%, respectively). By stabilizing the

event-driven progression across PT stages, reflection enables RefPentester to maintain coherent

multi-stage reasoning and sustain end-to-end task flow, thereby providing direct support for RQ2.

Implications for LLM-based AutoPT. The observed mechanisms also reveal qualitative in-

teraction patterns between knowledge grounding and reflection, providing insight into RQ3. These

patterns illustrate how RefPentester achieves interpretable and controllable multi-stage PT reason-

ing.

1. Knowledge grounding narrows the reasoning space. Across all experiment episodes, the

identified PT stage and retrieved PT knowledge consistently served as the structural anchor
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for operation selection. By grounding each operation in high-level knowledge, the system

avoided speculative paths that were common in the baseline. This grounding effect is visible

in the experiment logs where RefPentester references ATT&CK and OTG-derived guidance

when generating enumeration, exploitation, or post-exploitation operational guidance. The

mechanism improves interpretability because each operation can be traced back to a seman-

tically meaningful knowledge entry, rather than being an opaque model-generated guess.

2. Reflection dynamically refines operations when the environment feedback contradicts prior

assumptions. When the previous operations yielded no impact, the Reflector generated ex-

plicit diagnostic feedback to each operation, which allowed the Generator to revise the fol-

lowing operational guidance without abandoning the original PT intent. This demonstrates

that Reflector operates as an adjustment layer on top of grounded knowledge rather than a

replacement for it, creating a two-level reasoning structure that is inherently interpretable.

3. Knowledge–reflection interaction yields stable reasoning trajectories across PT stages. Ex-

periment logs show that grounded knowledge defines what should be done within each PT

stage, while reflection determines how to proceed when unexpected feedback is encountered.

This interaction prevents trajectory drift. When the system proposed operations incompati-

ble with the current stage (e.g., post-exploitation actions before γ was triggered), reflection

redirected the reasoning back to the appropriate knowledge-aligned sequence. The resulting

behaviour is interpretable because the system’s corrections are explicitly justified by both

the retrieved knowledge and the observed machine state.

These qualitative patterns demonstrate that RefPentester’s interpretability arises not from a sin-

gle component, but from the coordinated interaction between knowledge grounding and reflective

refinement. Process Navigator provides structural clarity, while Reflector supplies context-aware

reasoning updates, enabling the system to maintain transparent and logically defensible decisions

throughout multi-stage PT workflows. This analysis directly answers RQ3.
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Chapter 5

Conclusions

This thesis presented a comprehensive study on advancing the automation and intelligence of

PT through AI techniques. The research traced the evolution of AI-assisted AutoPT across three

main paradigms, including expert systems, RL, and LLMs, and identified the key limitations that

motivated the design of a new hybrid framework. Building upon these findings, we proposed a

knowledge-informed, self-reflective AutoPT Framework, named RefPentester, which introduces

a unified architecture that integrates knowledge retrieval, reflective optimization, and multi-stage

reasoning to achieve adaptive, interpretable, and context-aware PT automation.

RefPentester introduces a unified architecture composed of the Process Navigator, the Gen-

erator, and the Reflector. The Process Navigator models the PT process through a predefined PT

Stage Machine and retrieves stage-aligned knowledge via a hierarchical RAG pipeline. The Gener-

ator transforms this knowledge into actionable operational guidance, while the Reflector evaluates

execution feedback, identifies potential reasoning failures, and provides corrective suggestions that

stabilize multi-stage PT trajectories. Together, these components form a reasoning–feedback loop

that refines decisions over time and preserves interpretability by grounding each operation in ex-

plicit knowledge and reflective justification.
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The experimental evaluation of the HTB Sau machine demonstrates that RefPentester substan-

tially outperforms the base GPT-4o model across multiple PT stages, achieving higher stage tran-

sition and credential capture success rates. Qualitative analysis further reveals three behavioural

mechanisms: Improved recovery from failed operations, suppression of hallucination, and en-

hanced cross-stage consistency. These collectively explain the observed performance gains. These

findings affirm the value of combining knowledge grounding with reflective optimization to sup-

port interpretable multi-stage PT reasoning.

Despite these promising outcomes, several limitations remain. The evaluation was conducted

on a single HTB machine, which restricts claims regarding cross-environment generalization. Test-

ing across diverse operating systems, service configurations, and PT scenarios is needed to validate

robustness. Additionally, the current multi-session architecture introduces interdependence be-

tween modules, where reasoning errors in early stages may propagate across the pipeline. Future

work should explore fault-tolerant orchestration mechanisms, such as rollback strategies, partial

trajectory repair, or confidence-based gating, to reduce cascading errors. Finally, RefPentester

does not yet incorporate adversarial or self-play training. An automated red–blue team setup could

generate self-supervised adversarial trajectories, enabling the system to improve its reasoning ro-

bustness and strategic planning over time progressively.

Overall, this thesis demonstrates that integrating structured knowledge with reflective reason-

ing enables more interpretable, adaptive, and consistent AutoPT workflows. The proposed RefPen-

tester framework provides a foundation for next-generation LLM-driven AutoPT systems, opening

pathways toward scalable, self-improving, and security-aware AutoPT agents that can operate in

increasingly complex real-world environments.
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