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Abstract

Application of Sieve Methods to factorization

and the Discrete Logarithm Problem

Antoine Khalil, M.Sc.

Concordia University, 2002

Factoring large numbers and computing discrete logarithms are presumed to be hard
problems. No polynomial time solution for those problem has vet been found. Those
problems have many significant applications. particularly in cryptography. Several
cryptosystems base their security on their supposed difficulty. In this thesis we present
some of the algorithms to solve these two problems. We mainly explore sieving as a
tool for that purpose. Among other material we describe the Quadratic Sieve and the
Number Ficld Sieve as they apply to factoring. We finaly sketch how the Number

Field Sieve can be applied to compute discrete logarithms.
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Introduction

We begin with a comparison between the trial division and sieving methods to find

primes. We demonstrate that sieving is much faster than trial division.
Chapter Two contains some mathematical preliminaries.

In Chapter Three we start exploring methods to factor large integers. First we
present Kraitchik's method. the precursor of several subsequent algorithms (also see
[Kraitchik, 1922, 1924]). In this section too, we present a detailed numerical exam-
ple applying Kraitchik's method. The Maple program we used for that example is in
Appendix B. Second we sketch the Quadratic Sieve. We show how sieving can bring
a major speedup to Kraitchik’s method. Another program implementing Quadratic

Sieve is also found in Appendix B.

In Chapter Four we describe the Number Field Sieve. We present a simple way of
generating the polynomial and talk about some possible alternatives. We also sketch
how to find the rational and the algebraic square. In the later case we expose the
complicating factors and present possible solutions. We mention the square root step
and the running time of the algorithm though we do not present those in details. In
the last section we present a detailed numerical example applying the Number Field

Sieve.



In Chapter Five we focus on the Discrete Logarithm Problem. We mention some of
its applications in cryptography. As for the Sieving approach we present it in section
5.2. We do not go into the details of this approach, we rather describe its main steps.

For a detailed reference on this last section we refer the reader to [Weber, 1997].
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Chapter 1

The Power of Sieving

1.1 Introduction

Many of the most effective known algorithms for integer factorization and discrete
logarithm computation are based on sieving methods. In a typical sieving application
a (comparatively small) subset is to be extracted from a (comparatively large) interval
of integers. A sieving approach is appropriate when the values to be eliminated (or
retained) can be expressed as “incommensurable” linear subsequences of the original

interval.

As an example, we will compare two methods of computing the set of primes up to
the integer n. The first is a naive method based on trial division. The second uses
sieving: as each successive prime p is discovered, the sequence of values 2p, 3p. ... s

eliminated from further consideration.

1.2 Generating Primes by Trial Division

A simple way to generate the prime numbers between 1 and n is by trial division.

Algorithm 1.2.1 (Trial Division).
Input:  array of “unmarked” numbers 1 up to n

Output: prime numbers up ton



e Mark 1
o for k from 2 to n do
]2
e while j < Vk and k unmarked do
o if j | k then mark k
o)« j+1
e od:
e od:

e Unmarked numbers are the primes.

For purposes of comparison we will need a lower bound on the running time of the
Trial Division algorithm.

Let Tp be number of steps required for the Trial Division algorithin to terminate.
Each prime value of & requires at least Cyv/k steps, for some positive constant C,.

Applying Lemma A.0.3 of Appendix A, it follows that

T, > Z Ck > C, nyn

Inn

k prime
k<n

for some positive constant C,.

1.3 Generating Primes with the Sieve of Eratos-
thenes

A far more efficient method to find the prime numbers in the interval 1 < p < n is

the Sieve of Eratosthenes.

Algorithm 1.3.1 (Sieve of Eratosthenes).
Input:  array of “unmarked” numbers 1 up to n

Output: prime numbers up to n

e Mark 1

(¥4



o [nitialise k£ + 2

e while £ < /n do
e Mark cvery k" number (2k, 3k, 4k, ..., [n/k|k).
e k < next unmarked number.
e od:

e Unmarked numbers are the primes.

We will determine an upper bound for Ts, the number of steps required for Sieve to

terminate.

The number of initialisation steps is bounded, s2v by Cy. In the outer loop, each prime
value of k£ requires at most Cs|n/k| steps and each composite value of k& requires at
most C steps, for some positive constants Cy, Cy.

Remark 1.3.2. This is already enough to show that the Sieve is superior. In the
outer loop, the Sieve ignores composite values of k, whereas trial division performs at
least one. and possibly several, tests. For the prime values of k, the Sieve will be faster
when Cs|n/k| < Cyn/k < Cy\Vk. and this is the case for all & > (Cy/C )3 3.

To estimate the total running time we apply [Hardy & Wright, 1960]. Theorem 127

(see Appendix A, Theorem A.0.4), which vields

Ts < Co + 203[%J+ Y ¢

k prime k composite
k<n k<n
n
éCo'{' E C;;E+C.,n
k prime
k<n

1
Cy + C3n Z z + Cyn

k prime
k<n
< Cy + Csnlnlnn + Cyn

< Cgnlninn

for some positive constants Cs, Cj.



The superiority of sieving is apparent when we compute the ratio

T Inninlnn

-5 <
TD\C vn

with C = C(;/Gl > 0.



Chapter 2

Mathematical Preliminaries

2.1 Algebraic Number Fields

Definition 2.1.1. A complex number « is called an algebraic number if it satisfies

some polynomial equation f(r) = 0 where f(z) is a polynomial over Q.

Theorem 2.1.2. Every algcbraic number o satisfies a unique irreducible monic poly-
nornial equation g(x) = 0 over Q. Moreover, if f(x) is any polynomial over Q such

that f(a) =0 then f(x) s divisible by g(r).

Definition 2.1.3. The minimal equation of the algebraic number a is the equation
g(x) = 0 described in theorem 2.1.2. The polynomial g(x) is the minimal polynomial

of @. The degree of an algebraic number is the degree of its minimal polyvnomial.

- 7 = ~ ~Definitiomr 2.1.4. An algebraic number field is an extension of Q by an algebraic
number. If o is an algebraic number then the degree of the algebraic number field

Q(a) is the degree of the minimal polynomial of a (over Q).

Theorem 2.1.5. If K is an algebraic number field of degree n then K is a vector

space of dimension n over Q.

Definition 2.1.6. An element of an algebraic number field is integral if the coeffi-
cients of its minimal polynomial all lie in Z. The set of all integral clements of the

algebraic number field A is denoted by Ok.



Theorem 2.1.7. If K" is an algebraic number field of degree n then Ok is an order,

i.e., a commutative ring with | that is also a Z-module of rank n.

2.1.1 The Conjugates of an Algebraic Number

Definition 2.1.8. Let « be an algebraic number of degree n and let f(z) be the

minimal polynomial of a. Then the (necessarily distinct) roots ay. ay, . ... a, of f(x)

are called the conjugates of «.

2.1.2 The Relative Norm of an Algebraic Number

Definition 2.1.9. Let a be an algebraic number of degree n. let A = Q(a) be the
algebraic number field generated by «, and let a,, ., ..., v, be the conjugates of .

If 3 € K then the norm of 3 (with respect to the extension K/Q) is defined to be
N(3) = Ng/p(3) = h(a)h(aa) -+ - h(ay,)

where hA(x) € Q[z] and 3 = h(a).

2.1.3 Ideals of Z[q]

We assume the following.

e f(z) is an irreducible monic polynomial in Z[z].
e v is a root of f(x).

o K = Q(a), the extension of Q generated by a.
Remark 2.1.10. It follows from these assumptions that Z[a] C O.

Definition 2.1.11. A subset a of Z[a] is an ideal of Z[a] if:

e a is closed under addition, and



earcaforallz€Z[a]and a € a.
Definition 2.1.12. An ideal a of Z[«] is a principal ideal if a is of the form
aZla] = {za:zr € Z[a] }.
Definition 2.1.13. An ideal a C Z[«] is a maximal ideal if
aCbCZla) = b=Z[aJorb=a
for every ideal b.
Definition 2.1.14. An ideal a # Z[a| with the property
rseca = re€eaorseca
for all r, s € Z[a] is called a prime ideal.
Definition 2.1.15. A degree one prime ideal in Z{a] is an ideal p in Z[a] such that
Zla]/p = F,
for some prime number p.
Definition 2.1.16. For p a prime number and r € Z we define
apr = pLla] + (o — r)Z[y.
Remark 2.1.17. It is clear that a,, is an ideal in Z[a].

Proposition 2.1.18. If f(r) = 0 mod p then a,, is a degree one prime ideal in Z[a/,

and if f(r) # 0 mod p then a,, = Zla].

Proof. Let
f(r) =(x-r)g(z) +s

with g(z) € Z[z] and s € Z. Then s = f(r) and

10



0= fla) = (a-r)g(a) + f(r),
and hence f(r) = —(a - r)g(a) € a,,.
Assume f(r) # 0 mod p. Then 1 = ged(p. f(r)) € a,,, which implies a,, = Z[a].
Assume f(r) =0 mod p. Since & —r € a,, and p € a,,, it follows that
Zla/ap, = {0+ ap,, L +ay,, ..., (p— 1) +a,, }.

Suppose these cosets were not distinct, say u+a,, = v+a,, with0 < u < v < p—1.

Then u — v € a,,. and we would have
w=v=phla) +(a - r)k(e)
for some h(z).k(x) € Z[z]. It would follow that
w= 1= phiz) + (¢ = )k(z) + q(2) /()
for some ¢(r) € Z[x] and therefore
w=rv=ph(r)+(r-r)k(r) +q(r)f(r) = 0 mod p,

which is a contradiction. Therefore |Z[al/a,,| = p. hence Z[a]/a,, = F,. and a,, is

a degree one prime ideal in Z[a]. O
Definition 2.1.19. For each prime p we define
R(p)={re{0,1,....p=1}:f(r) =0mod p}.

Proposition 2.1.20. If p is a degree one prime ideal in Z[a| then p = a,, for some

prime number p and some r € R(p).

Proof. Let p be a degree one prime ideal in Z[a]. Then Z[a]/p = F, for some prime

number p, so that

Zlal/p={0+p, L+p,...,(p-1)+p}.

11



It follows that there is a unique r with 0 < 7 < p — 1 such that a + p = r + p. Thus

a ~r € p, and it is clear that p € p, and hence we have
apr = pLia} + (a — r)Za] Cp C Z[al.

Since a,, # Z[a] it follows from proposition 2.1.18 that a,, is a degree one prime

ideal, hence a,, = p. and moreover f(r) =0 mod p, hence r € R(p). a

2.2 The Legendre Symbol

Definition 2.2.1. The Legendre Symbol is the group homomorphism
<;> (E = {£1},
p
where if a € F;,

—1 otherwise.

(a) B {+1 if a is a quadratic residue mod p.
p

2.3 Running Time Analysis

Definition 2.3.1. Let f(x) and g(r) be two functions with positive range, and ng be
a positive constant. Suppose that for all £ > ng, f(z) < Cg(z) for some constant C,

then we say that f(z) = O(g(x)).

Definition 2.3.2. If the two functions f(z) and g(z) mentionned above satisfy

f(x)

limg_,oo—— =0,

g(x)
then we say f(z) = o(g(z)).
Definition 2.3.3. An algorithm is said to run in polynomial time if there exists

an integer d such that the number of bit operations required for the algorithm to

terminate is bounded O(k?), where k is the length of the input.

12



Definition 2.3.4. Similarly to the above definition, we say an algorithm runs in

exponential time if the number of bit operations required is O(e*)

One useful way to classify time estimates can be given using the following definition:
Definition 2.3.5. Let n be a large positive integer (usually the input of the algo-
rithm), 0 < 7 < 1 be a real number, and ¢ > 0 be a constant. Define:

L,‘('}"C) — O(ec(lnn)’(lnlnn)l"’).
An algorithm is said to be an L{y)— algorithm if its running time is of the form
L(7; ¢).

Note that, if v = 0 we have, L(0;¢) = O((Inn)®). i.e., polynomial time. And if v = 1.

L(1;¢) = O(n°), i.e., exponential time.

Definition 2.3.6. We say an algorithm runs in subexponential time if this is an

L(v)—algorithm for 0 < v < 1.

13



Chapter 3

The Quadratic Sieve

3.1 Kraitchik’s Method
3.1.1 Introduction

Let n =« -b be an odd composite number. We can write n as a difference of squares

= (a 4)- [,)2_ ((z ; b)l’.

- &

in the following way:

The idea of writing n in this form, namely finding a pair (u. v) such that
n=u?- v’

is due to Fermat. For a general number n this method is no better than the trial

division algorithm.

In the 1920s Maurice Kraitchik came up with an enhancement of Fermat’s method
[Kraitchik, 1922], [Kraitchik, 1924]. His idea is the basis of most of the modern fac-

toring algorithms. Kraitchik's idea was to find a pair (u,v) such that:
u? = v? mod n. (3.1)

This idea has roots in the work of Gauss and Seelhoff but it was Kraitchik who brought

it out of the shadows. For a more complete reference on the history of factoring

14



we refer the reader to [H.C. Williams, J.O. Shallit, 1994], [Pomerance, 1996], and
[Montgomery, 1994b).

Congruence (3.1) leads to two types of solutions:

u = +v mod n,

u Z v mod n.

The first pair of solutions is not of interest for the factorization of n. But if we consider
the second pair, we can sce that ged(u —v, n) is a nontrivial factor of n. The remaining
part of this section deals with finding a pair of integers (u, v) that satisfies congruence
(3.1).

The algorithm starts by considering the sequence Q(z) = x2 — n for r = r,, Tayenn.

We then look for a subsequence of {r,} such that the product of the corresponding

Q(z)’s is a square in Z. Without loss of generality we rewrite the terms of such a

subsequence as ry, Iy, ...,z ie.,
k
)
[[Qw) =
=1
and let
U=IL)Iy- - "Tg.
Then:

= Q(x1)Q(x2) - - Q(zk)

= v? mod n

and thus we found a solution for (3.1). The question remains: how to find such a

subsequence?

15



3.1.2 Billhart and Morrison’s Strategy

A systematic strategy for finding the subsequence zy,z,...,z; was found by John

Brillhart and Michael Morrison [M.A. Morrison, 1975).

Definition 3.1.1. Let y be a positive real number. The positive integer a is said to

be y-smooth if a has no prime factor greater than y.

Definition 3.1.2. Let y be a fixed smoothness bound. The set
B = {p:pprime, p < y, n a quadratic residue mod p} U {-1}
is called the factor base (with respect to n and y).

Definition 3.1.3. For every y-smooth number m we associate an exponent vector
U(ln) = (U[. 125 JONR U|Bl)

where m = [] p{.
p.€8

The following algorithm finds the subsequence zy. r,, . . .. ry.

Algorithm 3.1.4 (Brillhart and Morrison).
[nput: n (to be factored); y € Z (smoothness bound): original sequence {r.}

Output: A sequence of pairs (u, v), each satisfying congruence (3.1)

1. Form the factor base B.
2. Search the sequence {Q(z)} for y-smooth Q(z)’s;
gather at least |B| + 1 of them.
3. Form v(m) for each y-smooth m.
4. Linear dependency mod 2 gives a sequence of pairs satisfying congruence (3.1)

(see algorithm 3.1.6).

Remark 3.1.5. In step 2 of the algorithm, one could look at small arrays and keep

track of the size of B. We stop when |B| is sufficiently large. Since we have about a

16



50% chance of getting a non-trivial factorization of n from each pair (u, v) and since
|B| + 1 vectors in IFJZBI must be linearly dependent, we can guarantee finding at least
one relation by gathering at least this many y-smooth numbers. We can increase our

chances of getting a non-trivial factorization by gathering more y-smooth numbers.

We will discuss step 4 in an algorithm by itself since it is needed in future sections.

Algorithm 3.1.6 (Linear Algebra Step).

Input:  y; B; the sequence S),. .., Sy, of y-smooth values of Q(r), with
N, 2 |B| + 1; the N, exponent vectors v(m) reduced mod 2

Output: A sequence of pairs (u;, v1),. .., (un,.Un, ), each pair satisfying
congruence (3.1)

@ The matrix V' is formed by arranging the exponent vectors v(m) in an NV, x |B]
array and adjoining the N, x N, identity matrix on the right.

e The matrix " is row-reduced over F,.

e Let N, be the number of rows of 17 in which the first | B| entries are all zern.
The rows in which not all the first |B| entries are zero are now discarded, and
in what remains the first | B[ (empty) columns are suppressed. The result is the
N, x N, submatrix .

e for j from 1 to NV, do
ou;—1; w;« 1:

e for k£ from 1 to N, do
oif M;; =1 then
® 1 —/Sc+n
® U; —uj-T,
® wj «— wj- Sk
o fi:

e od:

ovj(—\/'w—j

17



e od:

Having found a solution (u,v) for (3.1), we only need to check that « £ +v mod n,

and in that case compute ged(u — v, n) to get a nontrivial factor of n.

Remark 3.1.7. Concerning the first step of algorithm 3.1.6 and in accordance with
remark 3.1.5, if we decide to gather k extra y-smooth numbers (k > 1) then we form

a matrix with N, = |B| + k.

Remark 3.1.8. The best algorithm known for reduction mod 2 is Block Lanczos

(see [Montgomery, 1995]).

3.1.3 Running Time for Kraitchik’s Method

It is conjectured (see Pomerance [1996] and references cited there) that factoring n

via the Kraitchik polynomial method should take
Oexp(V2Inninlnn)) = L,(1/2; V2)

steps; i.e., Kraitchik's algorithm is an L(1/2)-algorithm. This claim was first made
I g g

by Richard Schroeppel in unpublished work in the late 1970s.

3.1.4 Numerical Example of Kraitchik’s Method

The program with which we computed this example is in Appendix B.

e Let n = 34121, and set y = 50.

e We form the factor base
B={-1,25,13,17, 19, 23, 37, 41 }.
Each member of B (except —1) is a prime p satisfying
(2) = +1.
D

18



e We gather |B| + 11 y-smooth values! of Q(z) and put them in the set S.

r=|vn]£r Q(z) =z* —n

186 =185 + 1 475 =5%-19

189 =185 + 4 1600 = 2° . 52

193 = 185 + 8 3128 =2%.17-23
194 = 185+ 9 3515=5-19-37
198 = 185 + 13 5083 = 13- 17-23
181 =185 — 4 -1360 = —=1-2*-5.17
179 =185 -6 -2080 = —1-2°.5-13
176 = 185 — 9 3145 = —1-5-17-37
175 = 185 — 10 ~3496 = —1-2%.19.23
205 = 185 + 20 7904 =2°-13-19
211 = 185 + 26 10400 = 2° - 5% - 13
213 = 185 + 28 11248 =2 - 19-37

167 = 185 — 18 -6232 = —1-2°-19- 41
164 = 185 - 21 -7225 = —1-5%.17*
161 = 185 — 24 -8200 = —1-2%-5%. 41
159 = 185 — 26 ~8840 = —1-2%.5.13- 17
157 = 185 — 28 -0472 = —1-2% .37
221 = 185 + 36 14720 =27 - 523

224 = 185 + 39 16055 =5 - 13- 19
227 = 185 + 42 17408 = 21917

S = {475, 1600, 3128, 3515, 5083, —~1360, —2080, —3145, —3496, 7904,

10400, 11248, —6232, —7225, —8200, 8840, —9472, 14720, 16055, 17408 }

! in this case, k = 11 in remark 3.1.7
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e We then form the exponent vectors v(m) for each m € S and construct the matrix

V', reduced modulo 2, as shown below.

The matrix V" has |S| rows and |B] + |S]| columns. In each row the first |B] entries
give the exponent vector ¢(Q(z)). The remaining columns form an |S| x || identity

matrix, each column of which is associated with a member of S.

(b )

—— e g
S
—
—
—

v e L

o . g e e
—
—
—

S R

e We row-reduce V" over Fy, then discard all rows with any nonzero entries among
the first [B| columns. The remaining rows (with the first |B| columns suppressed)

give the matrix A/, below.

M =

—t b et .
[———
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e The matrix M contains 12 relations, from which the following factorizations of n

are obtained:
n=229-149 (7 out of 12 trials);

n=1-34121 (5 out of 12 trials).

3.2 The Quadratic Sieve

3.2.1 The Heart of the Quadratic Sieve

The Sieve of Eratosthenes (section 1.3) can be madified to find the y-smooth values
in a finite arithmetic sequence. Instead of identifying the primes, one could look at
the numbers that have many marks. Intuitively, there should be a correlation between
having many prime factors and having all small prime factors. In 1981, Pomerance
had the idea of applying the Sieve of Eratosthenes in order to find the y-smooth values

of the polynomial Q(x) = r* - n.

Sieving gains its speed by not considering sequentially all the numbers in a certain
array. In every step we only consider the entries in the array that are separated by a
distance k. The key to apply sieving to the array with entries Q(x) is to be able to

decide: given a prime p, for which values of x does p divide Q(r)?

Given n, the number to be factored, and p, a prime such that n is a quadratic residue

mod p, there exit two residue classes [a] and [ —a], satisfving:
Q(z) =0mod p <= 1 = +a mod p.

Thus we only have to check the values of Q(z) for & = kp £« with k € Z.

Once we have sieved for all p in B and have gathered enough smooth Q(z)'s we apply

algorithm 3.1.6 to factor n.
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3.2.2 Running Time of the Quadratic Sieve

It is conjectured (see [Pomerance, 1996] and [A.K. Lenstra, H.-W. Lenstra Jr., 1993]

pp. 76-78) that the Quadratic Sieve should take
O(exp(VInninlnn)) = L.(1/2:1)

steps to factor the number n.
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Chapter 4

The Number Field Sieve

4.1 Introduction

Assume the following.

o 1 is the (odd. composite) number to be factored.

e f(r) is an irreducible monic polynomial with coefficients in Z.

e The discriminant of f is relatively prime to n.

e is aroot of f. ie., fla) =0.

e m is a positive integer such that f(m) = 0 mod n.

e k' = Q(a), the extension of Q generated by «.

® O is the ring of integers of A"

¢ ¢ : Ox = Z/nZ is the ring homomorphism defined by z(h(c)) = h(m) mod n.

The general idea behind the NFS is to find a finite set S of pairs of relatively prime

integers such that

H (a — bm) = v* for some v € Z, and (4.1)
(ab)eS

H (@ = ba) = 4* for some v € Oy. (4.2)
(a,b)eS



Suppose u € Z with ¢(v) = © mod n; then

u? = p*(y) = ¢(7?) = cp( H (a - ba)) = H (@ = bm) = v* mod n.

(ab)es (ab)es
Having thus found a pair (u, v) satisfying u*> = v? mod n we expect to have at least

a 50% chance that ged(u — v, n) is a nontrivial factor of n.

Remark 4.1.1. Several questions arise:

e How do we construct the polynomial f(z)?

e How do we find m?

e How is a set S satisfying (4.1) and (4.2) to be found?

e How can we find v € Ok such that % = ]_[(av,,)es(a - ba) ?

o How fast is this algorithm?

4.2 Finding the Polynomial

4.2.1 Introduction

The first step of the NFS is to find a polynomial f with integer coefficients and an
integer m such that

f(m) =0 mod n,

with n being the number we want to factor.

Remark 4.2.1. Suppose that the polynomial f is found to be reducible. say

f(z) = g(z) - h(x).

This in fact leads to a factorization of n see [A.K. Lenstra, H.\WV. Lenstra Jr., 1993]
pp- 54, [J. Brillhart, M. Filaseta, A. Odlyzko, 1981]. In case the factorization is trivial,

say g(m) is divisible by n, then we replace f and d by g and degg respectively.
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This replacement improves the algorithm by reducing d. One also checks whether
ged(f'(m),n) is a nontrivial factor of n. In case this factor is trivial we have the

option of replacing f and d by f' and d — 1.

In practice the degree d of f is usually between 3 and 5. In [A.K. Lenstra, H.W.
Lenstra Jr., 1993] the authors use an odd degree due to a limitation in the square

root algorithm used, but in principle an even degree could also be used.

Several mathematical objects are associated with the polynomial; these objects will
be discussed as we go along in the chapter. The most important is the norm map,
N : Q(a) — Q (see section 2.1.2). Fora. b € Z. b # 0, it can be shown (see proposition
4.3.1 below) that

N(a - ba) = b f(a/b).

All else being equal, one polynomial f is better than another if the norm values
N (a—ba) are more likely to be smooth when a and b are relatively small. Experiments
have shown that the time taken by NFS to factor n depends heavily on the choice of

the polynomial f .

4.2.2 A Simple Approach

An easy way to generate f is as follows. Given the degree d > 1, set m = [n'/]. Now

write n to the base m,

d-1

n=cgmt +cqg_1m +---t+em+c, 0 <m—-1,

and then let

f(z) = cdxd + cd_l;td_l + -4+ .

Proposition 4.2.2. For f generated in this fashion we have ¢y = 1 and ¢y, < d.



4.3 Finding the Squares

Set a smoothness bound y. Let A be the (finite) region of Z x Z in which we plan to
sieve. We adopt the following notation.

e d is the degree of f(r).

e A’* is the multiplicative group of non-zero elements of A"

e Oy is the group of units of O.

e N:K — Q is the norm map from A to Q.

Proposition 4.3.1. For all a,b € Z we have N(a — ba) = b f(a/b).

Proof. Given
d
fl) = [Jr - )

=]

and substituting a/b for r we get

« < a — by,
/(8 -T15)

s0 that

Bt f(%) = ﬂ(a ~ba,) = N(a - ba). O
=1

Definition 4.3.2. An element 3 € Oy is said to be y-smooth if its norm N(3)eZ

is y-smooth.

We choose the factor bases (rational and algebraic) and the quadratic characters. The

“rational” sieving goes as follows:

e For each b we initialize an array X for the values a — bm with (a, b) € A.

e For each prime p < y we look only at the entry corresponding to an a satisfying
a = bm mod p and we divide the value in this entry by the highest power of p that

divides it.



As for the algebraic part: given b € A with b # 0 mod p, the integers a with N(a —
ba) = 0 mod p are those such that a = br mod p for some r € R(p) (see definition
2.1.19). If b = 0 mod p then it is clear that there exists no ¢ with (a,b) € A and

ged(a, b) = 1 such that N(a — ba) = 0 mod p.

The “algebraic” sieving proceeds as follows:

o For each b we initialize an array Y for the values N(a — be) for all (a,b) € A.

e For cach p in the factor base B we consider only the entries where ¢ = br mod p.
At this point we gather into the set Sp those pairs (a, b) such that

e a — bm is y-smooth (X(a) = £1).

e « — ba is y-smooth (Y (a) = £1),

e gcd(a,b) = 1.

Once we have gathered the set of smooth pairs we fill the matrix 3/ and proceed to
the linear algebra step.

If the set of pairs Sp is sufficently large, the linear algebra step will vield at least one

set S contained in Sp such that:

H (@ ~ bm) = v? (4.3)
{a,b)es
H N(a - ba) = v? (4.4)
(ab)eS

for some v, w € Z. We have thus satisfied equation (4.1), a necessary condition; but

condition (4.4) is far from sufficient to satisfy equation (4.2).

In what remains of this section we will introduce new conditions in order to get

a square in Og.
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For each prime p we keep track of the value r € R(p) such that a = br mod p.

Lemma 4.3.3. For each prime p and each pair (a.b) in A with ged(b, p) = 1 there

erists ezactly one value r € R(p) such that a = br mod p.

Proof. This is clear. a

Definition 4.3.4. Let a,b € Z, ged(a,b) = 1, p a prime number and r € R(p). We
define

eyn(a — ba) = { grdp(N(a - ba)) if a = br mod p,

where p°»(*) is the highest power of p dividing &.

otherwise,

Remark 4.3.5. It is clear that

;V'((l - bﬂ) = :t Hl)ep.r(ﬂ—br‘l).
p.r

Proposition 4.3.6. Let S be a finite set of coprime integer pairs (a.b) such that

I] (a-ta)
(a.b)eS
1s a square in K. Then for each prime p and each r in R(p) we have
Z epr(a — ba) =0 mod 2.

(ab)eS

Proof. This follows from corollary 4.3.9 below. For the detailed proof we refer the

reader to [A.K. Lenstra, H.W. Lenstra Jr., 1993] pp. 58-60. a

Remark 4.3.7. Suppose the congruence above holds for all pairs (p. r) does it fol-

low that equation (4.2) is true? Unfortunately not! Consider the example where
S = {(-1,0)} and let /-1 & K. We have

I (a=ta) = -1;

(a,b)eS

however,

cprla —ba) =¢,,.(—1) = 0.
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We recall below some basic facts about the non-zero prime ideals of the ring Z[a]. In

what follows, p denotes a prime ideal in Z[a].
e The prime ideal p contains a unique prime number p, and Z[o]/p is a finite field of
characteristic p, called the residue class field of p.

e The norm N,p of p is the number of elements of its residue class field. i.e..
Nap = [Z[a]/pl.

® The degree of p is the degree of Z[a]/p as an extension of the field F,.

e As was shown in proposition 2.1.18 there is a one-to-one correspondence between
the degree one prime ideals of Z[a] and the ideals a,, (see definition 2.1.16) with

p a prime number and r € R(p).

If Z[a] = Ok then the non-zero ideals of Z[] factor uniquely into prime ideals and
ep.r(a—ba) is simply the exponent of the degree one prime ideal a,r in the factorization
of the ideal (a — ba)Of . In order to extend this idea to the case where Z(a| # Ox we

use the following result.

Proposition 4.3.8. There ezists. for each prime ideal p of Z[a]. a group homomor-
phism l,: K* — Z, such that the following hold:

o l,(r) 20 for all z € Z[a], = #0;

e if I is a non-zero clement of Z{a|, then () > 0 if and only if r € p;

o for each £ € K* one has [;(z) = 0 for all but finitely many p, and

[[(9%p)>= = |N(2)].

P

where p ranges over the set of all prime ideals of Z[a).

For the proof of this proposition see [A.K. Lenstra, H.W. Lenstra Jr., 1993]. p. 63.

We mention here only the following coroliary.
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Corollary 4.3.9. Let a and b be integers with ged(a,b) = 1 and let p be a prime ideal
of Z{a]. If p is of degree one then ly(a — ba) = e, .(a — ba), where p = a,,, and if p

is not of degree one then l,(a — ba) = 0.

Now we can rewrite proposition 4.3.6 and replace e, , by the homomorphism /,. But
still the proposition does not guarantee getting an algebraic square; the hypotheses

of proposition 4.3.6 do not imply (4.2).
4.3.1 Complicating Factors

Until now we have considered a set
S C{(ab) e A:ged(a.b) =1.a—-ba is y-smooth }

satisfving

Z (e — ba) = 0 mod 2 (4.5)

(a,b)eS

for all degree one prime ideals p.
This is plainly a necessary condition for (4.2), but there are circumstances under
which (4.2) might nevertheless fail to hold.
1. The ideal l—[(a‘b)es(a — ba)Ox may not be the square of an ideal. since we work
with prime ideals of Z[a] rather than prime ideals of O.

2. Even if l—[(a'b)gs(a — ba)Ox = a? for some ideal a of O, the ideal a need not be

principal.
3. Even if H(a'b)es(a — ba)Ox = v*Of for some 7 € O, it is not necessary that

n(n,b)es(‘l - ba) = 7*.

These difficulties may be rephrased as follows. Let
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Vi={B€K":1,(8) =0mod 2 for every prime p of Z{al},
Vo={v€ K*: 10 = (da)? for some § € A"* and some Og-ideal a }.
V3 = OpK*,

V= K2

For 1 < k < 3, the set Viy consists of those elements of 1} that pass obstacle k.
Therefore

ILClCiCly,

the difficulty being that some or all of these set inclusions need not be equalities. The
relations coming from the relation matrix will give elements of 1}: condition (14.2)

requires an element of 1.

4.3.2 Quadratic Characters

In [A.K. Lenstra, H.\W. Lenstra Jr., 1993]. pp. 61-62. it is shown that Vi/Vyis a
vector space over F, of dimension at most log, n. This fact suggests a technique to

bypass the difficulties enumerated above.

Proposition 4.3.10. Let S be a finite set of coprime integer pairs (a.b) with the
property that n(a.b)es(“ — ba) is the square of an element of K. Further let q be an
odd prime number and s € R(q), such that a — bs # 0 mod ¢, and f(s) = 0mod ¢,
for each (a,b) € S, andf'(s) Z 0 mod q; then

I (55

(a.b)eS

where (“;”’

) is the Legendre symbol.

Definition 4.3.11. For the pair (g, s), with ¢ a prime number and s € R(q), the

quadratic character x,, : Z[a] — a,; — { £1} is given by

Xas(h(a)) = (’f}—))
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Adleman’s technique (see [Adleman, 1979]) is to define x,, ,, ..., Xaqe.se With & suf-
ficiently large so that if 5 € A and x,,,(3) = --- = Xqe.se (B) = +1 then it is

“virtually certain” that 3 € K*%.

Appending a column to the relation matrix for each of these characters and then
reducing modulo 2 gives relations producing (with very high probability) elements of
K*?. This gives an efficient procedure to produce elements in 1 as required to satisfy

equation (4.2)
4.3.3 Square Roots

Assuming +* satisfving (4.2) has been found. the problem remains of computing 7.
An efficient procedure is given by Couveignes in [A.K. Lenstra, H.W. Lenstra Jr..
1993]. pp. 95-102, under the assumption that the degree of f(r) is odd. A general

algorithm is given in [Montgomery, 1994a].

A further discussion of this problem would take us too far afield. We will merely note

that this phase of the algorithm is the subject of further research.

4.4 Running Time

The Number Field Sieve algorithm is an L(1/3)-algorithm. It requires
L, (1/3;(64/9)'* + o(1))

steps as n — oo. For a detailed analysis of the running time see [A.K. Lenstra, H.\WV.

Lenstra Jr., 1993] section 11, pp. 80-84.

4.5 Numerical Examples

The procedures used in this section appear in appendix B.
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The main procedure, nfsv, is invoked with the call

nfsv(n,m,f » Pmax » @max » NQC 2 Tsp).
The output of nfsv is a list of integer pairs (u, v) satisfying

u?® = v® mod n.

4.5.1 A Small Example

For our example we will factorize

n = 19549.
e With
d =3,
m = [nl/‘!J = 26,
the call
defpolp(n,d,m)
returns

f(z) = 2* + 22° + 23r + 23.

e The parameter pn,. is the upper bound on the primes in the (rational and algebraic)

factor bases. With

Pmax = 100

the algorithm creates the rational factor base

Bgr = { 2,3,5,7,11,13,17,19, 23,29, 31,37, 41, 43. 47,
53,59,61,67,71,73.79,83.89,97 }
and the algebraic factor base
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Bi={(52),(7.1),(11,8),(17,2),(19,9), (37,31), (53,43), (59, 9), (59, 14),

(59,34), (61,48), (67, 28), (79, 42). (83.40). (89, 54), (97.33) }.

e The parameter amay is the maximum value of |a| for each value of b in the sieving

step.
e The parameter ngc is the number of quadratic characters to be used.
e The parameter rgp determines the number smooth pairs to accumulate in the set
Sp before commencing the linear algebra step. Sieving terminates when
|5p| > f‘yp(l + IBRI + 1+ |B1l +- IlQ(:).

With parameter values

Upax = 3mM =78
ngc = 20

rep = 2/3

the sieving proceeds for 1 < b < 20, ~amuy < ¢ € +ayax. and terminates with

Sp = {(-43,1),(=13,1),(=10. 1), (=6,1),(=3, 1), (= 1. 1). (1. 1).
(2,1).(7.1),(8,1),(9. 1), (14, 1), (28, 1), (=47, 2). (=31, 2),
(-11,2),(=3,2),(-1,2),(5,2),(9.2), (-32.3), (- 16. 3),
(=11,3), (—4,3),(2,3),(13,4), (=4,5).(7.5), (=5, 6), (=5. 7).
(-27,8),(—13,8),(~16,9), (—29, 11), (0, 11), (1. 13),

(19, 14), (- 18, 17), (=42, 19), (~ 13, 19), (=3. 19), (-29,20) }.

¢ The quadratic characters, which depend on the members of Sp. are chosen last.

The algorithm gives
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Bg = {(101,25), (103,63), (107, 81), (109, 101), (137, 3),
(149,68), (157, 131), (167, 56), (181, 112), (191, 176).
(199,42), (211, 4), (223,91), (227, 43), (229, 63),

(241, 227), (251, 100), (263, 72). (271, 76), (281. 141) }.

The next step is to construct the matrix A, which will be row-reduced over the field

IF,. The matrix A will have |Sp| rows (one for each pair in Sp) and
L +|Bg| + 1 + |Ba| + |Bo| + |Sp|

columns.

The row of Al corresponding to the pair (a, b) is constructed as follows.

e The entry in the first column is 0 if a —bm > 0 and 1 if a = bin < 0.

e The next |Bg| columns correspond to the primes in Bg. The entry in the column
corresponding to the prime p is the exponent of the highest power of p dividing

a — bm, reduced modulo 2.
e The next entry is 0 if V(e — ba) > 0, 1 if N(a — ba) < 0.

e The next |B,4| columns correspond to the primes in B,4. The entry in the column

corresponding to the prime (p,r) is ¢, ,(N(a — ba)), reduced modulo 2.
P,

® The next |Bg| columns correspond to the quadratic characters in Bg. The entry
in the column corresponding to the quadratic character (q,s) is 0 if a — bs is a

quadratic residue modulo ¢, 1 if a — bs is a quadratic nonresidue modulo q.

The last |Sp| columns of Al are initialized to be the [Sp| x |Sp| identity matrix.

The matrix A is now reduced over F,. Rows with a non-zero entry among the first
1 + |Bg| + 1 +|B4| + | By| columns are discarded, and in the remaining rows these

columns are suppressed. What remains is the matrix M, with ng; rows and |Sp|
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columns. For 1 € j < ngy, row j of A defines a subset S; of Sp, namely, the set of

pairs (a,b) for which the corresponding entry is 1.

With the parameter values as chosen above, the algorithm gives ng, = 7. The sets
S\, ..., St corresponding to the successive rows of A are shown below, together with

the computation of the values of u and v they define.

—43 —a)(l —a)(2 - a)(14 — a)(28 — a)(=3 — 2a)(5 - 20a)
=32 = 3a)(—4 - 3a)(13 — da)(—4 — 5a) (=5 — Ta)
=27 = 8a)(—13 — 8cx)(—16 — 9ar)(—29 — Lla)(40 — 1 1)
41 — 3a)(—=18 — 1Ta)(~42 — 19a)(—-13 — 19«)
— 8447136837323205500-49841025111
— 10829594568 154848312:15323-479008 «
- 262969448524174207606 146718392

TIR41 12683576897 20:39205230256056 4942658030594364 232
— (1[8“[ ‘;{;lu) 37 + 12039 0-‘.:0 6056 o+ 194 6)82;0)”"“ (YZ)

T8 2683576897 2039205230256056 1942658030591.36.
U= (Alﬂ“lz(;!”ub 97 + 12039205230256056 m + 19-1265803059-1.36.4

m?) mod n
3 13 13 )y m

14973

H (a — bm) = 1973328101510973557090793955943040000000000

(ab)es: = 1404751971527704800000*

v = 1404751971527704800000 mod n = 14973

n = ged(n, u —v) - ged(n,u + v) = 19549 - 1
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S2: [] (a-ba) = (-13 - a)(1 - a)(~11 - 2a)(5 - 2a)(-32 — 3a)
(ab)esz (13 — 4a)(7 - 5a)(—27 — 8a)(40 — 11a)(41 ~ 13a)
= 4516448867681 + 5986277651168 o + 2042595881832 2
= (2192033 + 1431384 a + 4396 a?)?

u = (2192033 + 1431384 m + 4396 m?) mod n = 17030

H (a — bm) = 61029755588223922500 = 7812154350°
(a.b)ES>
v = 7812154350 mod n = 2519

n = ged(n, w —v) - ged(n,u +v) = 1-19549

Sz: J[ (a—-ta) = (=10 — a)(1 - @)(2 = @)(9 - a)(14 - a)(—4 = 3q)
(a.b)ess (13 = 4a)(—4 — 5a)(~13 = 8a)(~16 — 9a)(—29 — 11a)
(40 = 1la)(—42 — 19a) (=13 - 19«a)
= — 107346051 7769736467
~ 1252312743698369186 o
— 340165426170141719 o

(571070353 + T27245143 a + 172368054 %)
u = (571070353 + 727245143 m + 172368054 m?) mod n = 5965
H (@ — bm) = 5126189466957908154624000000 = 71597412432000°
(a.b)€Ss

v = 71597412432000 mod n = 13923

n=ged(n,u—v)-ged(n,u+v) =173 113
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S4Z

Sst

I[ (@ =ta) = (=6 - a)(1 - a)(2 — a)(9 ~ @)(14 — a)(~11 - 20)(5 — 2a)
(ab)e5s (=32 — 32)(13 — 4a)(—4 — 5a)(7 - 5a)(~5 - 6a)(~27 — 8a)
(=13 — 8a)(—29 — 11a)(40 — 11a)(41 — 13a)(~18 — 17a)
(=42 = 19a)(~13 - 19q)
= 4532091182431728657700183423

+ 4329067868640380223387650087
— 6104369673025874867574993 o

= (—21542537715167 — 16079423894440 a + 4332513950153 o?)?

w = (-21542537715167 — 16079423894440 m
+ 4332513950153 m*?) mod n = 1986

H (a — bm) = 46029101104996460888702949266558976000000

(a,b)GS.q

= 21454393746968582-1000°
v = 214543937469685824000 mod n = 1647
n=ged(n.u—-v) -ged(n,u+v)=113-173

1’[ (a =ba) = (=1 =a)(ld - a)

a,b)ES: .
(ab)es = - 13a+a

_ (32 T4 9 a2
= (ﬁ +pa+ ﬁ(kz)
u= (% + % m + % mz) mod n = 3824
H (a — bm) = 324 = 182

(a,b)eSs
v=18modn =18

n =ged(n,u—v)-ged(n,u+v) =173-113
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Se: [] (a—ba) = (7-a)(28 — a)(=47 - 2a)(~11 — 2a)(—4 — 3a)(2 — 3a)
(a.b)eSs (=4 = 5a)(=5 — 6a)(—16 — 9a)(40 — 11a)(41 — 13a)
(~18 — 17a)(—42 - 19a)
= —5998236206293235607
~ 7T161498572225516936
— 1361753883728666484 a?

= (511327523 + 772929358 a + 271248854 o*)?
u = (511327523 + 772929358 mn + 271248854 m?) mod n = 11054

H (a — bm) = 143506524351840946813440000 = 11979420868800>
(a,b)€Ss
v =11979420868800 mod n = 8495

n=ged(n.u—v)-ged(n,u+v) =1-19549

Sz: H (@ —ba) = (8 = a)(9 — a)(—47 = 2a)(—1 = 5a)(7 - 5Ha)
(a00ese (=5 — Ta)(40 - 1la)(~42 — 19a)
= 132077776609 + 126776940450 & — 264391391 2

_ (4461941 | 3709109 1035376 . 2\2
—( B T o 13 “)

u = ('“64[.‘9'“ + Ty 19375 m?) mod n = 3300

I (a-bm) = 12311416792166976 = 1109568242

(a,b)eS7
v = 110956824 mod n = 16249

n=ged(n.u—v)- ged(n,u+v) =1-19549
4.5.2 The Effect of Quadratic Characters

As seen above the use of the quadratic characters ensures (in practice) that we will get
an algebraic square. To emphasize this fact we present the results obtained from the
same Maple procedure but with the quadratic character columns disabled (i.e., filled

entirely with zeros). In the ouptut below, we show the smooth pair (a, b) corresponding
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to each nonzero entry in the row, we also print its quadratic character array. The
reader will notice that the sum modulo two of the quadratic characters’ array is not
necessarely zero (not a square). Although in this example we realise one successful
factorization. there is no reason to beleive that this method will work with higher

values of n.

S: (01 101110011001 001000) —12-r
©1001 1110001 11111111 =52
(11 100011100101 100°101) —3-2
(o1 11010011011 111111 1-2
1101010011 11001 1 1 10) —10-3z
00101100001 00110T1000) —2-3¢
(11001100011 1010017101 —-6-5r
(L1 1001 110011000711 110 —-5-6r
(10110011101 10001111 0) =25-7r
00101 100100111000T10T1) -3-IL
01001101 1101001000T10) 1112
000101 1101110001000 0) -6-13¢
(11010000000 LOLL1OO0O0O0 I

In this case the product

[T (a-ba)

(a,b)eS)
is not a square in Q) and thus the algoritm fails. Rows 2. 3. 6. 7. 8. and 9 likewise

fail to yield an algebraic square. Row 4 gives an algebraic square that vields a proper
factorization of n, whereas row 3 gives an algebraic square that fails to give a non-

trivial factorization.

S¢ 01110001 110000100100 —l-x
(110101 1011011110000 0 1 -3z
0010001001111 1100T1 1) 13-3¢
111011001001 01011101) 5— dr
(11001100011 101001T101) —6-5¢
M000O11111101000T1T1O00) -89z
@11 1011110100000T1T1T10) —26-1llz
01001101 1101001000O0T1 0 11-1I2
©0010111011100010000) —6-13¢
001 11100001L010010T1T11) -2-13¢
000000000000O0O0O0OOOO 0

BN
(o]



(a —ba) = (-1 - a)(1 — 3a)(13 - 3a)(5 — 4a)(—-6 — 5a)
I1
(ab)es (=8 = 9a)(—26 — 11a)(11 - 12a)(—6 — 13a)(~2 — 13a)

= 167968697172 — 61478355559 o + 186527349381 a2
= (120867 — 48058 & + 123709 o?)?

u = 4241

v = 3895

n =ged(n,u —v)-ged(n,u+v) =173-113

Ss: 001 01000O0CO0OT1I11010111110) —-r
Oo110001010011011001) -9-2r
(toril1o1o00ti1o011111111 I - 2r
(00101100001 001101000) -2-3r
(r10o0o0t1t100011101001101) -6-5r
(0000O0CODO0OO0ODOOO0OO0OO0OO0OO0O0OO0GO0O0 D0 6 —5r
(to101000100LO0OLOOTLT1O0D0 8 —ir
(t1r1ro00111001100011110) =-5-6r
(totrtrootlrl1rl1o01rtooo0otl 1110 -25-7r
(trrotrtro0o00tirotlttrttlrirtirti1oo -4-7r
(totrti110101 10010110011 -26-9z
(tooootr11111010001100 -8-9r

010011011101 001000O0T1 0 I11-12r
001011101 1100010000 —-6-13z
(00000O0O0DO0ODO0O0ODO0DO0CDO 0000 0 0)

(@ —ba) = (—a)(-9 — 2a)(1l - 2a)(—6 — 5a)(6 — 5a)(8 — 5a)
(a.)<55 (=5 — 6a)(=25 - Ta)(—4 — Ta)(—26 — 9a)(~8 — 9a)
(-11 — 12a)(—6 - 13a)
= —18297905386779 — 6654570482880 o + 20372759621476 o>
= (1325991 — 617666 a + 1301046 a?)*
u = 8660
v = 10889

n=ged(n,u—v) ged(n,u+v)=1-19549
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Chapter 5

The Discrete Logarithm Problem

5.1 Introduction

We begin this section by the statement of the discrete logarithm problem. Let G be
a multiplicative group and let a,b € (. The discrete logarithm probleni is to find an

integer = such that

a® =b. (5.1)

Such an integer r is the discrete logarithm of a to the base b. Sowme literature refers

to the integer x as the index of a base b.

Remark 5.1.1. Suppose y is a solution for the discrete logarithm in equation (3.1),
and suppose w is the order of a in G. Then clearly y + kw, for any k € Z, is also a

solution.

Two questions arise:

1. Does the integer  exist?

2. If it does, how to find it?

Lemma 5.1.2 below answers the first question. As for the computation of the discrete

logarithm, we discuss briefly in section 5.2 how to achieve this by sieving. We present



here some lemmas that will be used in the latter section. For the proof of lemmas

5.1.4 and 5.1.5 we refer the reader to [Weber, 1997]

Lemma 5.1.2. Let G be a cyclic group of order r, let

r= pr
=1
be the prime factorization of r, and let a,b € G. Then (5.1) is solvable if and only if,

for each j in the range | < j < z and cach k in the range 1 < k < €;,
b £ 1

imnplies

a’’? # 1.

[n order to prove this lemma we need the following:

Lemma 5.1.3. Let G be a cyclic group of order r and let t € Z be a divisor of r.
Then

1.G'={b':be G} is a subgroup of G.

2.a"* = 1 if and only if a is a t* power in G.

Proof of Lemma 5.1.3. 1. This is easy to check.

2. Let g be a generator of G and let = be such that ¢* = a. If

alt =1

then

gzr/t =1.

Thus t divides z.

Conversely, let a = ¢*, k € Z. We have
ar/t — gktr/t - gkr =1. a
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Proof of Lemma 5.1.2. Let g be a generator of GG. Suppose there exist j, k such that
b/vy #1

and

a’? =1,

Let U« be the subgroup ofpf-powers of G. By lemma 5.1.3, a € U, but b ¢ U}, and
therefore equation (5.1) does not have a solution. Conversely, suppose y is a solution

of equation (5.1) and assume

BT £ L.
Since b = a*. we have a*"/% # 1 and thus a’'P #1. O

Lemma 5.1.4. Let G be a cyclic group of order r. let g be a generator of G, let

a,be€ G, and let t be a divisor of r. Let k.l € Z with ged(t.l) = | such that
akht =

for some d € G. Then

£ =—k/l modt
s a solution to
a=bh

in G/G".
Lemma 5.1.5. Let G, a, and b be as above. Suppose

1. b= a* for some xy € Z,

2.@ =bin G/G”:] for1 <j<n, and

3. the integer  simultaneously satisfies

r =z mod pi',

e — e
r =z, mod p;n.
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Then a* = b.

We now give a brief description of some applications of the discrete logarithm problem

to cryptography.

5.1.1 Application in Cryptography

One-way functions

Diffie and Hellman were the first to apply the Discrete Logarithm problem to ryp-
tography [W. Diffic. M. Hellman, 1976]. They use it as a good example of a one-way
function. Informally. an invertible function f is a one-way function if. given r, it is
“casy” to compute y = f(r), but, given y, it is “hard” to compute r = f~(y). One-
way functions were first used by Needham in a secure method to store passwords in
a multiuser computer system [Wilkes, 1968]. Another important use of the discrete
logarithm as a one-way function was introduced by Diffic and Hellman in a method

to generate a secret key over an insecure channel [W. Diffie, M. Hellman, 1976].
Diffie-Hellman key selection protocol

Suppose two parties A (Alice) and B (Bob) want to agree on a secret key using only
an insecure channel of communication.

e Let GG be a cyclic group and g a generator of G.

e Let A be a large integer.

e Alice chooses a random strictly positive integer 4 < M (her secret key), computes

g*4 (her public key), and sends it to Bob.

e Bob does the same as Alice, chooses x5 < M (his secret key), computes ¢*8 (his

public key), and sends it to Alice.

e The Diffie-Hellman secret key is K45 = g*+%8.



Note that both Alice and Bob can compute the secret key having each other’s public
key and each his/her own secret key. Suppose Zorro wants to know the secret key
Alice and Bob agreed on knowing only the public information. Zorro has to solve the

following problem:
Given ¢g*+ and ¢*?, compute K 45 = g*478.

Solving this problem is known as breaking the Diffie-Hellman scheme. it is not vet
known if this is equivalent to breaking the discrete logarithmn problem. Clearly the

converse is true.

We also note that in order for the communication to be secure. g has to have at least

one “large” prime divisor.

Many other cryptosystems are based on the supposed difficulty of the discrete log

problem. We refer the reader to [McCurley. 1990] and references mentioned there.

5.2 Discrete Logarithms via the Number Field
Sieve

As we have seen in the previous chapter, the Number Field Sieve is used to factor
large integers. A variation of the NFS can be used to compute discrete logarithms
in finite fields. In this chapter we will outline the main steps of a simplified version
of the NFSDL (Number Field Sieve Discrete Logarithm) algorithm used by Weber

(1997] to attack McCurley’s Challenge [McCurley, 1990].

The main goal is to compute a ¢** power in a large finite field F. Two quadratic
polynomials are generated and with these polynomials are associated two quadratic
number tields. We compute a ¢'® power in each of these number fields and we use

them to obtain two integers £, such that a*t! is a ¢ power in F. Having solved

z = log, b mod g% (5.

(34
(8%
N
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for each prime power g% exactly dividing p — 1, the Chinese Remainder Theorem
gives a solution of (5.2) modulo p — 1, and this solution r is a solution of equation

(5.1). In the remainder of this section we describe this process.

5.2.1 Outline

In this section we will restrict ourselves to the case G = F,. Our approach will
be a simplified version of that in [Weber, 1997] (which itself is an adaptation of

Montgomery’s “two-quadratic” variant [Montgomery, 1993]).

In the algorithm below, it is assumed that p — 1 is not divisible by the square of any
“large” prime; if ¢ is a prime such that ¢° | p — 1 then ¢ is sufficiently small that
computing log, b mod q is acceptably fast (via. e.g.. the Pohlig-Hellman algorithm [S.

Pohlig, M. Hellman, 1978]).

Our task is to solve the congruence
a® = b mod p. (5.3)
Without loss of generality we will assume @ 2 £1 mod p and b £ ¢ mod p.
1. Irreducible quadratic polynomials g,(r), g2(r) € Z[r] are constructed. such that
gi1(m) = ¢2(in) = 0 mod p,

where (as in the standard Number Field Sieve) mn is a conveniently chosen positive
integer. Let ay, a; be roots of gy, g;, and let Oy, O, be the rings of integers of the

fields Q(a, ), Q(a2), respectively.

For simplicity in the following discussion we will assume g, and ¢, are monic,

so that Z[a,] C O and Za,) C O,.

As in the standard Number Field Sieve, there exist homomorphisms



o O—=F wr: Oy >F,

h(ay) — h(m) mod p h(a,) — h(m) mod p.

The polynomials g, and g, will be used in computing additive character values (see

section 5.2.4 below). With two quadratic polynomials the number of values is

Ne =deggy +deggs = 4.

2. Factor bases Fy and F; are constructed, consisting of degree one prime ideals in O,

and O, respectively.
For simplicity we will assume aO, is Fy-smooth and bO, is Fy-smooth.

3. A set C of pairs of integers is constructed. with |C| > [F{| + |Fy| + Ni-. such that
(¢ + da)O is Fi-smooth and (¢ + de,)O, is Fy-smooth for each pair (¢.d) in C.
Sieving is performed with respect to the members of F, and F, (just as with the
algebraic factor base in the Number Field Sieve) to determine these “smooth pairs™.

By convention, (a,.0) ¢ C and (b.0) € C'. Detine

-~

C=CU{(a0). (b.0)}.

4. The following computation is performed for each “large” prime ¢ dividing p — 1.
e The matrix A/ is constructed, with one row for each pair (c.d) € C.

o The first |F}| entries of the row are

the exponent vector of a with respect to F} if (¢, d) = (a,0).
the exponent vector of 1 with respect to F) if (¢, d) = (h.0),
the exponent vector of ¢ + da; with respect to F| otherwise.

o The next |F,| entries of the row are

the exponent vector of 1 with respect to £, if (¢.d) = (a.0),
the exponent vector of b with respect to F. if (¢, d) = (h.0).

the exponent vector of ¢ + da, with respect to Fy, otherwise.

o The next N¢ entries are the additive character values.
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o The last |C| entries are the entries in the corresponding row of the |C| x |C]|

identity matrix.

e M is row-reduced modulo ¢, giving a set of relations on the pairs in C. Each
such relation R defines a polynomial hg(z), such that hg(a;) and hg(a,) are ¢t

powers in Q(a,) and Q(ay), respectively.
e Choosing a relation in which (b,0) appears with exponent e,g # 0 mod q, we
have

ate-0]¢b0 H (C+(1al)8"“ - ,\,,;I.
(cd)eC

[¢2.0 b0 H (¢ + day) et = ‘,’g,

(e d)eC

for some v, € Oy, 7, € @,. Thus

ae’u.o H ((,' + (l,”)"c.d = .{](ll nlo(l l)v

(cd)eC
bee H (¢ +dm)* = g3 mod p.
(e d)ec’
for some gy, g» € Z. Taking k = ¢,0. | = —¢49, we have

a*' = (g/g2)" mod p.
By lemma 5.1.4, if
r =-k/l modq

then

a*b™' = y mod p

for some y € F;, so that

z = log, b mod q.
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5.2.2 Reduction by Sieving

For large values of b it can be impractical to use a factor base F, with respect to
which 50, is smooth. In such cases we apply sieving to decompose b as the product

modulo p of powers of small primes.

Let a factor base P of (small) prime numbers be given. If we can find integer exponents

es such that

b= H s mod p (5.4)

sep

then we can reduce the original problem (5.3) to several smaller problems, each of
the form

a’ = s mod p (5.9)
for some prime s € P.

The decomposition (5.4) can be found cfficiently by sieving (sce [Weber. 1997] p. 26),

as follows. Assume for some ¢t € Z that VP/2 <t < /p.and let

t = ll—)J+1.
t

We define two linear homogeneous polynomials

filz,y) =« + t'y,

fa(z,y) = tr + (tt' - p)y.

We now sieve for (r,y) € Z x Z such that f, and f, are stmultaneously P-smooth.
Having found such a pair we have

r+ty= H 5%,

seP

tr +tt'y =t(x +t'y) = H s mod p.
se€pP

Thus,
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l—IsC- P 38',
nseP 56

which is a P-smooth representation of ¢ mod p.

mod p,

t =

To achieve the decomposition (5.4), we use the extended Euclidean algorithm to find
w,v € Z such that b = v/umod p, with v and u both close to \/p. Applying the

procedure above to u and v separately yields a P-smooth representation of & mod p.

Remark 5.2.1. Weber [1997] shows that the values of f; and f, that are tested are

are of magnitude O(,/p).

5.2.3 Sieving for Smooth Pairs

Sieving in NFSDL is similar to the “algebraic” sieving in the NFS. We construct a
set C of integer coprime pairs (¢, d) such that (¢ + da,) and (¢ + devy) are smooth

with respect to F| and F), respectively.

The sieving is based on the following observation. Let O, be one of Oy, ©,. and

suppose t is a prime ideal in O, having norm the rational prime r. Then
tf(c+da)O;, < t|(c+r+da)O,.

We continue sieving until

ICl > IF]I + ngl + IV(}

in order to assure linear dependence.

5.2.4 Additive Characters

The algorithm produces relations on the set C, each of which gives a polynomial
h(r) € Z[x] such that the norms of h(a,), h(ay) are ¢* powers in Z. Of course, this
is not a sufficient condition for A(a,) and h(a3) to be ¢** powers themselves. In close

analogy to the situation described in section 4.3.1, there are complicating factors to
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be dealt with. To circumvent these difficulties we use the mechanism of “additive

characters”, due to Schirokauer [1993].
The following remarks apply with i =1, 2.

We introduce the requirements that q does not ramify in O; (i.e., qO; is the product
of distinct prime ideals in O;) and that the order of the group of ideal classes of O, is
not a multiple of q. (These restrictions must be taken into account in the construction

of ¢;.) Then
q0: = H Pj
)=l
with py,...,p, distinct prime ideals in O;. We define
e =lem{N(p;,)-1:j=1,....r}
Then
Y =lmodp,, j=1,...r

for all v € O;, and it follows that
7 -1 €qO,.
We define the mapping

/\l : 01‘ — (]O,‘/qzoi

¥ =" — 1+ ¢20,.
Supposing that
Al + doy) = qui + qzio + ¢°O;

with y;, z; € Z, the values y,, z;, y2, z; are the additive character values corresponding

to the pair (c, d).

In [Schirokauer, 1993] it is shown how the condition A,(y) = 0 ensures that 7 is a qt

power in O;.



5.2.5 Running Time

The NFSDL algorithm is an L(1/3)-algorithm. It is estimated in [Schirokauer. 1993]
that the running time is

L,(1/3;(64/9)'7%).



Appendix A

Some Lemmas

Lemma A.0.2. [f

r\/r
F(r) = s
and
G(r) = /_’I %dt
then

forall £ > ¢,

Proof. Define H(r) = F(r) - '_-:"G(JI). Then
, VI (lnr -6)
H =
(=) 6 In’r
(Inz —4)*+38

12 /1 Inr

so that H is concave up for z > 1, with a minimum at r = 5. Since H(e”) = 12.283 ...

H'(r) =

it follows that H(z) > 0 for z > €. a

Lemma A.0.3. There ezists a positive constant C such that

Z\/ﬁzcﬂ

Inz
p prime
p<z

fJorallz > 2.



Proof. By the Prime Number Theorem we may choose y > e such that

I

Wit
CO | b

<(z) € = —
lnx\”(r\ Inx

for all = > y. Defining F(r) and G(z) as in Lemma 1 and applying Abel summation,

we have
L [*«w(t
§ﬁ=n(r)ﬁ-§[ i(\ﬁ)dt
=n(;)ﬁ-%/j%dt—é/jf%dt
) Y, 4 [F

=3P -5 [P ae-3 (6l - 6w)
= ;(F(x) - Glx)) + ;G(y) - %/l ﬂt?)dt
> g(F(r) - gF(r)) + ;G(y) - é/J l?dt
= %F(I) + <§G(,,) - ;/J ”—(\/tt—)dt)
= C\F(z) + Cy

and the lemma follows. a

Theorem A.0.4. The series
1 l
B = z (ln(l - —) + —)
p prime p p
1s convergent, and

1
Z I—)=lnln1:+"/+B+o(1),

p prime
p<z

where v is Euler’s constant.

Proof. This is Theorem 427 of [Hardy & Wright, 1960]. a



Appendix B

Maple Procedures

The procedures below are written in MAPLE 7.

Implementation of Kraitchik’s Algorithm

with(linalg,vector,submatrix) :
with(numtheory, legendre) :
RERBHABRBURBRARUBRBRBRBBRBRBRBHBRBRUBRBURBUBRBBUBRBH BB BBRBY

nnreln := proc (M, nr, nc)
local nn, r, c:
nn := 0:

for r from 1 to ar do
for ¢ from 1 to nc do
if M[r,c] <> 0 then nn :=r fi
od od:
return(nn)
end:
HERBBBUBBBBRBBBRARBUBBUBRBRBURGHBBBEBBBBRBECRBEREBREURB R B

N := ithprime(500)*ithprime(1000): sN := iroot(N,2):
d := iroot(N,4):
Y := 1000:

print(’N’=N,’sN’=sN,’d’=d, ’'Y’=Y):
### N is the integer we are interested in factoring
### d is the "spacing" before and after sN
### 1 will hold the primes less than or equal to Y in B.
### 1 am trying to find out which numbers are Y-smooth
### in an array of integers of the form Q(x) := x~2 - N.
### I will take the values of x somehow centered around
### the root of N.
B:=1[: q:=2:
while q <= Y do

if legendre(N,q) = +1 then B := [op(B),q] fi:

q := nextprime(q):
od:
nB := nops(B):
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S :=[]: nS :=0:

Q := matrix(2,d):

sD := +1: Ri## sign ###
bD := +0: ### base ###

while nS < 11+nB do
if sN + sD*(bD + 1) > 0 then
for k from 1 to d do
x := sN + sDx(bD + k):

Ql1,k] := x°2 - N:
Q{2,k] := abs(Q[1,k]):
od:
for p in B do ### non-sieve H##
for k from 1 to d do
while Q[2,k] mod p = 0 do
Ql2,k] := Q[2,k] / p:
od:
od:
od:

for k from 1 to d do
if Q[2,k] =1 then S := [op(S),Q[1,k]] fi

od:
nS := nops(S):
fi:
sD := -sD: if sD > O then bD := bD + d fi:
od:
print(’B’=B):
print(’S’=8):

print(’'nS’=nS, 'nB’=nB, 'nC’=1+nB+nS) :
RURBBURBEBRBRUBREBBBBURBRBBUGRGRBRREBURBREGBRRBRBRELBEY
### Now we proceed to fill the exponent matrix.
M := matrix(nS, 1+nB+nS):
### Here I am going to fill the signs of the Q(x)
### in the matrix
for s from 1 to nS do
if S{s] < 0 then M[s,1] := 1 else M(s,1] := 0 fi:
for b from | to nB do
w := S[s]: M[s,1+b] := 0:
while w mod B[b] = 0 do
w :=w / B[b]:
M[s,1+4b] := (M[s,1+b] + 1) mod 2: ## note ##
od:
od:
for b from 1 to nS do
if b = s then M[s,1+nB+b] := 1
else M[s,1+nB+b] := 0 fi:
od:
od:
REBRBRUBRBUBRBREBRERGBRBUREBBURBBRBBRUBBREBEBBUBRGRES
#####t Reduce matrix M mod 2
nC := 1+nB+nS:
r :=0:
for ¢ from 1 to nC do
h :=0:
for j from nS by -1 to r+1 do

-1
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if M[j,c] <> 0 then h := j fi

od:
if h <> 0 then
r :=r + 1:
if h <> r then
for k from ¢ to nC do
M{r, k] := (M[r,k] + M[h,k]) mod 2
od:
fi:
for j from 1 to nS do
if j <> r then
if M[j,c] <> 0 then
for k from ¢ to nC do
M[j,kl := (M[j,k] - M[r,k]) mod 2
od
fi
fi
od
fi

od:

nNR := nnreln(M,nS,1+nB): nRL := nS - nNR:
HURRURRUBRBBRUBEBBREBBERBUBERIRBBUBURBRERGRBBURRBURUY
M := submatrix(M,nNR+1..nNR+nRL,1+nB+1..nC):

print ('nNR’=nNR, 'nRL’=nRL) :

for j from 1 to nRL do

u :=1:

w::=1:

for k from 1 to nS do
x := isqrt(S[k]+N):
u := u*x"M[j,k]:
w = weS[k]"M(j,k]:

od:

v := isqrt(w):

lprint ([igcd(N,u+v),igcd(N,u-v)]):
od:
RERRARBUBRBRBUBRBRBRBBRBRAGRBBBRUBUBUBRBURBRBRBBEBRURY
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Implementation of the Quadratic Sieve

###e8 True sieving #H###s
with(linalg,vector,submatrix):
with(numtheory,legendre) :
RURRBRABBRRBUBRUBRRRRBRBBBABRABRBUBRURBRBBRERBERBRGRS
nnreln := proc (M, nr, nc)

### This is a procedure to find out how many

### non-relations we have.

### By a non-relation we mean a row that is not totally
### reduced to zeros i.e. not a square

local nn, r, c:
nn := 0:
for r from 1 to nr do
for ¢ from 1 to nc do
if M[r,c] <> 0 then nn :=r fi
### If we find a one in the row,
### it means that this is a non-relation.
od od:
return(nn)
end:
RRAURRUBRBBRERRERRBBBRUBRBBHBBBBBRBURURBRBRERRBRBERBREY
N := ithprime(50000)*ithprime (100000): sN := iroot(N,2):
d := iroot(N,4):
### N is the number to be factored
### sN is the square root of N it is where we start to
### Sieve with interval of length d on both sides
Y := 1000:
### Y is the smoothness bound.
print (’N’=N,’sN’=sN,’'d’=d, ’'Y’=Y):
B :=[0: q:=2:
### B is the array where we hold the primes we select
### We want primes such that N is a quadratic residue in order
### for the polynomial Q(x) = x"2 - N to factor.
while q <= Y do
### go until the smoothness bound
if legendre(N,q) = +1 then B := [op(B),q] fi:
q := nextprime(q):
od:
nB := nops(B):
S:=[: nS :=0:
### S is the array that will eventually collect
### the Y-smooth integers
Q := matrix(2,d):
sD := +1: ### sign ###
bD := +0: ##4# base #it#
while nS < 11+nB do
### we continue sieving until we have at least
### 11 more relations than primes
if sN + sD#(bD + 1) > O then
### We do not sieve on values of x that are negative



### because Q(-x) = Q(x) so it has already been considered!
#unnn £i11 Q ##nss
for k from 1 to d do
x := sN + sDx(bD + k):
Ql1,k] x"2 - N:
Ql2,k] abs(Q[1,k]):
### negative number could also be Y-smooth but they
### reduce to -1 so we take their absolute value
od:
#H#84 Sieve ##fN##
x = ’'x’:
x0 := sN + sD*bD:
### We start sieving at sN in intervals of length d.
### We first sieve on the right of sN then on its left.
### Our next step is on the right of sN + d then
### on the left of sN - d etc.
### sD determins the signs of the movement +1 => right, -1 => left
### We call the starting point of the sieve bD
for p in B do
#4## for all primes in the factor base
w := Factors(x“2-N) mod p: ### we know N is a residue ###
for i from 1 to 2 do
### N has too roots mod p thus 2 cases i = 1 and 2
a := p - subs(x=0,w[2] (il [1]):
###% a~2 \asym N mod p
kO := sD*(a - x0) mod p:
hmin := ceil((1 - k0)/p):
hmax := floor((d - k0)/p):
for h from hmin to hmax do
### while sieving, the values of x are such that xk = x1 + (k-1)sD
### where 1 <= k <=4d
### Let k \asym kO mod p, so k = kO + tp
### thus 1 <= kO + tp <=d, and 1 - kO <= tp <= d - kO
### so we could find that the bounds for t are
### ceil((1 - kO)/p) and floor((d - k0)/p)
### We called these hmin and hmax respecitvely

k := kO + h*p:
### We are only sieving on the values of x such that x = a +/- kp
while Q[2,k] mod p = 0 do
Ql2,k] :=Ql2,k] / p
od:
od:
od:
od:
#4### Retrieve Smooth Q #####
for k from 1 to d do
if Q[2,k] = 1 then S := [op(S),Q[1,k]] fi
od:
nS := nops(S):
fi:
sD := -sD: if sD > O then bD := bD + d fi:
### swithching direction of sieving and/or
### advancing the base point
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od:

print(’B’=B):

print(’s’=S):

print(’'nS’=nS, 'nB’=nB, 'nC’=1+nB+nS) :
RURBUBUBUBRBRBBURRREBRRBBARRBRRRRRBRUBRRERBRBRUBRBUBRURY

#an

Now we proceed to fill the exponent matrix.

M := matrix(nS, 1+nB+nS):

#in
#is
#a4
#an
-3 2 4
for

#u#
#H4n

.22
#44

#is

od:
:3:2:3.3
3333
nC
r :=
#in
#un
#ith
#ith
#i#
#it#
for

##4

#ith

The first column is for the sign of Q(x)
The next nB columns are for the primes powers
of Q(x) reduced mod 2
The last nS colums are used to append an nSxnS identity matrix
Here we are going to fill the signs of the Q(x) in the matrix
s from 1 to nS do
if S[s] < 0 then M[s,1] := 1 else M[s,1] := 0 fi:
for b from 1 to nB do

w := S{s]: M[s,1+b] := 0O:
making a copy of S in order not to lose the information
in it and initializing the matrix to zeros

while w mod B[b] = 0 do

w :=w / B[b]:
M(s,1+4b] := (M[s,1+b] + 1) mod 2:

We only need to know if Q(x) is a square so we only care about
prime powers reduced mod 2

od:
od:
Filling the identity matrix
for b from 1 to nS do

if b = s then M[s,1+nB+b] := 1 else M[s,1+nB+b] := 0 fi:
od:

BEUBUBRBREBBBHBEBERBURBRBERBURBUBBBBRRGRBRREBBEBURBUREY
# Reduce matrix M mod 2

:= 1+nB+nS:

0:
The reduction procedure
for each column starting from the first
look for the first row with a one, copy it to row r
(at first r = 0 then we increase it as we move)
make all other entries below row r zeros by addition mod 2
move to the next column
c from 1 to nC do
h :=0:
for j from nS by -1 to r+1 do

if M[j,c] <> 0 then h := j fi
od:
looking for the first one below row r
if h <> 0 then ### we found a non-zero entry

r :=r + 1:
indicates that we have already reduced all rows down to row r

if h <> r then

for k from ¢ to nC do
M{r,k] := (M[r,k] + M[h,k]) mod 2
od:
fi:
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### copying the row with the non-zero entry (row h) to row r
for j from 1 to nS do
if j <> r then
if M([j,c] <> 0 then
for k from ¢ to nC do
M[j,k] := (M[j,k] - M[r,k]) mod 2
### reducing mod 2 all entries in column c below r
od
fi
fi
od
fi
od:
nNR := nnreln(M,nS,1+nB): nRL := nS - nNR:
### nNr number of non relations (rows not all zeros)
### nRL number of relations (rows with all zeros)
RARARUBBABBAABERRBRABBBBRRBBBEBEBRRBBRUBBBREBEBRBBRERBEREY
M := submatrix(M,nNR+1..nNR+nRL,1+nB+1..nC):
### We are only interested in the submatrix formed
### from the original matrix by taking the continuity
### of the relation rows
print (’nNR’=nNR, 'nRL’=nRL) :

h := 0:

for j from 1 to nRL do
u :=1:
w = 1:

for k from 1 to nS do
x := isqrt(S[k]+N):
### recovering x from Q(x)
u = uxx"M[j,k]:

### u = xt . x2 . ... . xj
w = weS[k]"M[j,k]:
### w = Q(x1) . Q(x2) . ... Q(xj)
od:
v = isqrt(w):
s := igcd(N,u+v):
t := igcd(N,u-v):
if s <> 1 and t <> 1 then
### s = 1 or t = 1 => factorization failed
h :=h + 1:
if h = 1 then print([(s,t]) fi:
### h = 1 means we already have a factorization
fi:
od:

print ("Hits’=h):
### the number of times we succeeded
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Implementation of the Number Field Sieve

RERRBURBRRBUBBHBRRARBBRBBUBAREREBRUBERBRBERRBRUBBBUBUBRUBUBBRRBER
##unt Number Field Sieve —- By the Book #E#S#S##ERURNBRASRRBRINY
RRURRBRBBBARBERBRBUBBBBURRERBEBRBRUBRBBRUBBBBBBBBRBBRUBRBB BB R BUB

with(linalg,matrix,rowdim): with(numtheory,legendre):

REBRRRURBURBRBRBBRRBRBERBUBRBRBRBBERBBBEBBBURRBBUBBRUBRBRE BB RB R 18
###4# Subordinate procedures #H#RERESERBUBRBRBBBUBRURBRRBBS S RHH
REBRRUBEBBRUBABBRBRRBRBRBUBRBRBRBBEBBURBRBBUBRRBBUBRBURBRGB RSB R 1Y

defpolp := proc (n, d, m) ### Generate f from n, d, m ###
local £, u, j, c:
f :=0:

n:

modp(u,m) :
f +c*xx™j:

u
for j from 0 to d do
c
f
u (u - ¢)/m:

od:
return(sort (f,x))
end:

RERRARBERBRBRBRARBBBREBREBRERBBBRBEBBRBRARBBRBBREBBRRBRRER BB B R 221G

nnreln := proc (M, nr, nc) ### Count the non-relations ###
local nn, r, c:
nn := O:

for r from 1 to nr do
for ¢ from 1 to nc do
if M[{r,c] <> 0 then nn := r fi
od od:
return(nn)
end:

RERBBRRBURAHRBURURBBRURUBRBBBUBBBRBBGBBEBUBRBERBERBRBRB BB RBUBB B4

nfsqrt := proc (y, gg) ### y = RootOf(f), gg in Z[y] ###
local w, t:
w := factors(t™2-gg,y):
if rowdim(w(2]) = 1 then return(0)
else return(solve(w[2](1,1],t)) fi
end:

HEBRBBUBBRRUBBERBEBBRERURRRURBBBURERBRBRBERRBBUBBUREBBGBRBRBRBRUY
####8# The main procedure HH#HHEARHHHBBERRRARBRBBRERBRBUBURURB#BH]
HRRERRBUBBBBEBRUBRERBBBBURERERBRERBRBRGRGRERARBERERBEBULRERBREB R YR
nfsv := proc (n, m, f, pMax, aMax, nQC, rSP)

local RFB, nRP, AFB, nAP, nCO, SP, nSP, QCB, nCM, nNR,
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nRL, X, Y, M, UV, alpha, Df, f1, a, al, a2, b, c,
e, g, gg, h, j, k, ki, k2,p, q, r, s, u, v, vv, w, gsok:

alpha := RootOf(f): f1 := diff(f,x): Df := discrim(f,x):

RUBBRBBBBRRBBUBRBRVUBRBRBRBBUUBRRBRBBRBGRIBBEBUBBBBRBBBBEREBRURR S
#u#8# Construct factor bases RFB, AFB ##R###URBBRUHBARBUUBBHILY
RUBRBUBBBRBRBBBUBRBRBBUREBBERBBBBRBBBBRAEBEBRURBUBBBBE BB BREBEBRUBY

RFB := [ ]: ### Rational primes ###
for p from 1 to pMax do
if isprime(p) then
RFB := [op(RFB),pl

fi
od:
nRP := nops(RFB):
AFB := [ ]: ###% Algebraic primes ###

for p in RFB do

if Df mod p <> 0 then

for r from O to p-1 do

if subs(x=r,f) mod p = 0 then

AFB := [op(AFB),[p,r]]

fi

od

fi
od:
nAP :

nops (AFB) :

nCO :=1 + nRP + 1 + nAP + nQC:

REBRRRBRBBUBRBARBRBBRBRBBRUBBRBBERERBBURBBRURERREBRARUBBRUBRRRUBY
##### Construct list of smooth pairs SP ########RRBHHHRRBBABIYY
BABBRBABUBUBRRBRBRBRBBUBBRBRRERBRBUUBBRBRRBBEBRBRRBRUBBREBHBERBRY
al := -aMax: a2 := +aMax:

X := array(al..a2):
Y := array(al..a2):

SP :=[]: nSP :=0: b :=0:

while nSP < rSP*nC0O do

b :=b + 1:
for a from al to a2 do
X[al] := a - bxm:
Y[a] := resultant(f,a-b#*x,x): #it Norm (a — bx) ###

od:
for p in RFB do ### Visit X[a] <==> a - bm = 0 mod p ###

k1 := ceil((al-b*m)/p):
k2 := floor((a2-b*m)/p):
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for k from ki1 to k2 do
a := b*m + k*p:
if X[a] <> 0 then
while X({a] mod p = 0 do

X[{a] :=X[a]l / p

od
fi

od

od:

for w in AFB do ### Visit Y[a] <==> a - br = 0 mod p ###
p := wl1]:
r := w(2]:
kl := ceil((al-b#*r)/p):
k2 := floor((a2-b*r)/p):
for k from ki1 to k2 do
1= b*r + k¢p:
if Y[a] <> 0 then
while Y[a] mod p = 0 do
Y[a] :=Y([a] / p

RN

od
fi
od
od:

for a from al to a2 do

if abs(X[a]) = 1 then
if abs(Y[al]) =1 then
if igcd(a,b) = 1 then

SP := [op(SP),[a,bl]: nSP := nSP + 1:
fi
fi
fi
od:

od:

RERRARRARBRUBHRBRBRBRBERERBRBRBBBBRBRBBBRBRBEBURUBHRBRBBEREB RS 3
###a#  Construct list of quadratic characters QCB ########his
REBHBARABRRBUBHBBRBRUBRRBRBRBBBBUBRBUBRBRBBRBUBRBRBUBRBHER BB 1S

QCB := [ ]: q := pMax:
while nops(QCB) < nQC do
q := nextprime(q):
if iged(q,n) = 1 then
qsok := false:
for s from 0 to q-1 do
if not qsok then
if subs(x=s,f) mod q = 0 then
if subs(x=s,f1) mod q <> O then
qsok := true:
for w in SP do
a :=wll]l: b := w[2]:
if (a - b*s) mod q = O then gsok := false fi:
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od:
if gsok then QCB := [op(QCB),[q,s]] fi:
fi
fi:
fi:
od:
fi:
od:

RERBBRUBURBUBUBUBREBRBBBRBRURBERRBUBRERBEBRUBBUBBBUBURBRRBUBBUBBURY
#8448 Construct relation matrix M #B##S4REBHARBARRBRBRBANBRBRY
BREHRBBBUBUERBRRBRBBBBUBBBREBUUBBBUBBBEBBBERBRRERBBURERBUBUBBBRRY
M := matrix(nSP,nC0+nSP): # nCO = 1 + nRP + 1 + nAP + nQC ###
for j from 1 to nSP do

w := SP[j]: a :=wl[1]: b := w[2]: u := a - b*m:

if u < 0 then M[j,1] := 1 else M[j,1] := 0 fi:

for k from 1 to nRP do

p := RFB[k]:
e :=0:
while u mod p = 0 do
u:=u/ p:
e (= e + 1
od:
M(j,1+4k] := e mod 2
od:
u := resultant(f,a-b#*x,x): #8# Norm (a - bx) #u##

if u < 0 then M[j,1+nRP+1] := 1 else M[j,1+nRP+1] := 0 fi:

for k from 1 to nAP do
w := AFB[k]: p :=w[1]: r := w[2]:
e :=0:
if (a - b*r) mod p = 0 then
while u mod p = 0 do
u :=u/ p:
e :=e+1

od:
fi:
M[j,1+nRP+1+k] := e mod 2
od:

for k from 1 to nQC do
w = QCB[k]: q := w[1]: s :=w[2]:
if legendre(a-b*s,q) = +1 then M[j,1+nRP+1+nAP+k]
else M[j,1+nRP+1+nAP+k]

1 fi
od:

for k from 1 to nSP do
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if k = j then M{j,1+nRP+1+nAP+nQC+k]
else M[j, 1+nRP+1+nAP+nQC+k]

1]
o
lad
[

od:
od:

BRRRHBRERIBRBHBUBUBUBRBERRBRBRBRBUBRRBRRURRERBEBRBBUBRUBRURRBR 1Y
#4844 Reduce M modulo 2 H#ASBRHABRERRERBHBRBRREBBARBBURBRRRBB 1Y
RURBBRRBRINRBRBBBRARBBABBABRBRRBBRERRRBBBBBEBRRUBBRBUBRBEB SR 2B S8

nCM := nCO + nSP: #4848 nCO = 1 + nRP + 1 + nAP + nQC ##u#

r :=0:
for ¢ from 1 to nCM do
h :=0:
for j from nSP by -1 to r+l do
if M[j,cl] <> 0 then h := j fi

od:
if h <> 0 then
r :=r + 1:
if h <> r then
for k from ¢ to nCM do
M(r,k] := (M[r,k] + M[h,k]) mod 2
od
fi:
for j from 1 to nSP do
if j <> r then
if M[j,c] <> 0 then
for k from ¢ to nCM do
M[j,k] := (M[j,k] - M[r,k]) mod 2:
od
fi
fi
od
fi:

od:

RRRBARRBURBBBRBBRBRBBABEBRBUBRBBBRBRBRBBBURBUBRBRRRRERBERBBRB RS
#it###  Construct pairs (u,v) HERHBABARUBRERBRBRBRBBRRBERRBRBIRE
RERBABABBBRBRBBBRBRBBABBRBBRUBUBBBBRBRRERUGRBBRBRBBRERBRRBBRRR 1Y

nNR := nnreln(M,nSP,nC0): nRL := nSP - nNR: UV := [ ]:

for j from 1 to nRL do
gg = 1:
vv = 1:
for k from 1 to nSP do
if M[nNR+j,nCO+k] <> 0 then
w = SP[k]l: a :=w[1]: b := w(2]:
gg := rem(ggx(a - b*x),f,x):
vv := vvs(a - b*m):
fi:
od:
g := nfsqrt(alpha,subs(x=alpha,gg)):
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u subs(alpha=m,g) mod n:
v sqrt(vv) mod n:
UV := [op(UV), [u,v]]:

od:
return(UV)
end:

RABRRBARABBURRBBABURBRBBRRRREBRBABRBRRBBBBRBERRBURBERBRRBRRB U1 Y
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