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Abstract

Security In Mobile IP

Jian Hui Wang

With the rapid development of wireless networks, mobile computing has become a
reality. Mobile IP provides a framework for transparent mobility based on the existing IP
protocol, which allows the mobile user to use the same IP address to communicate with
others, even when the mobile user changes its point of attachment to the network.
However, Mobile IP is subject to a variety of security threats. Some originate from
Internet Protocol (IP) vulnerabilities; some are rooted in the Mobile I[P protocol itself.
[PSec is an IP-layer security solution for network traffic, which provides extensive
services for confidentiality, authentication, and integrity of data communication. Mobile
IP data communication can be protected by integration with IPSec. This report describes
the security issues in Mobile IP, what IPSec is, and how and why IPSec can solve Mobile
IP security problems. This report also describes the details of SecMIP, a prototype we

have created to demonstrate the integration of [PSec with Mobile IP.
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1 Introduction

In recent years, an increasing variety of wireless devices such as PDAs, cellular
phones and handheld devices have been developed rapidly and wireless networks are
becoming as ubiquitous as wired networks [6]. Cell phones offer users freedom of
movement. Personal Digital Assistants (PDA) allow individuals to access e-mail
anywhere. Some technologies even offer Global Positioning System (GPS) capabilities
that can pinpoint the location of the device anywhere in the world [7]. Wireless
technologies promise to offer even more features and functions in the next few years.
One of the main advantages of wireless technologies is mobility, which means a mobile
user can always connect to the network when he moves. This causes a problem for the
current network protocols since the protocols are IP-based and use network-prefix routing
[1]: when a computer changes its point of attachment, its communication cannot be
maintained without requiring a new IP address and establishing a new TCP connection.
To solve this problem, the Mobile [P Working Group in the Internet Engineering Task
Force (IETF) proposed the Mobile IP (MIP) protocol {[14] to support the mobile user.

Mobile IP is built on the IP protocol without major changes for current Internet
infrastructure. Since Mobile IP is the network-layer solution for [P mobility [6], it will
suffer the same security problems as [P, as well as wireless-specific problems. Besides
that, there also exist specific concerns related to the Mobile IP protocol itself. The
problem of securing Mobile IP has been generating more interest with increasing demand
for Mobile IP. This report addresses security problems and solutions for Mobile IP. We
begin with an examination of current network security vulnerabilities, wireless security

threats and special issues for Mobile IP. Then, we give an overview of current
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technologies for network security such as cryptography and authentication, which are
fundamental building blocks of any security solution. Later, we describe an IP layer
security solution: The IPSec protocol, and discuss how it ensures Mobile [P security. In
addition, we briefly present the design and implementation of the SecMIP simulation,
which is a prototype showing the integration of [PSec with Mobile IP.

To talk about network security issues, we have to know the goals of information
security. According to [26], the goals of information security are confidentiality, integrity
and availability. Generally speaking, confidentiality protects data so that it is not
disclosed in an unauthorized fashion. Integrity protects data against unauthorized
modifications to data. Availability protects data from unauthorized attempts to withhold
information or computer resources.

Tracing the history of the Internet, we find that the Internet is inherently insecure. The
Internet began as ARPANET in 1969, a project funded by the Advanced Research
Projects Agency (ARPA) of the U.S. Department of Defense [18]. The Internet was
therefore designed to share information among the ARPA researchers. So, it was
designed for openness and flexibility, not for security. As a result, the Internet protocol
cannot satisfy the three goals of information security due to its originally open nature.
When the Internet is exposed to millions of interconnected computers, it is inevitably
subject to security threats such as eavesdropping, denial of service, address
impersonation, session hijacking, etc. In order to defend against these threats, security
technologies and products such as cryptography, authentication and firewalls are used to

provide secure communication services.



Wireless technologies have become increasingly popular in our everyday business
and personal lives. The major difference between wireless networks and wired networks
is the transmission medium. Wireless networks normally use radio frequencies to
transmit data rather than physical connections such as cable in wired networks. Less
wiring often means more portability and flexibility, increased productivity, and lower
installation costs [7]. However, several risks are inherent. Firstly, all the threats that exist
in wired networks also apply to wireless networks. Secondly, there exist more risks for
the underlying communication medium. Since the airwaves are openly exposed to
intruders, the loss of confidentiality and integrity and the threat of denial of service (DoS)
attacks are a greater risk in wireless communications. In addition, the lack of efficient
cryptography technologies, security management tools and key management exacerbates
wireless network security problems.

Mobile IP is an extended IP protocol for mobility. Normally, it is deployed in a
wireless network environment. This means that Mobile IP inherits all the vulnerabilities
of wired and wireless networks [6,15]. Moreover, Mobile [P also introduces new
vulnerabilities due to the protocol design. For example, lack of strong authentication and
encryption makes the registration process the weakest link for the intruder. With the
prevalence of Mobile IP, we need to seek a way to secure Mobile IP.

Since Mobile IP can be viewed as a network- layer mobility approach, the natural and
useful solution is to preserve confidentiality, integrity and availability on the same layer.
[PSec seems to be the answer. [PSec framework, put forward by IETF IPSec working
group [1], is an [P-layer solution to ensure private communication over IP networks [7].

It consists of three protocols [10]: Authentication Header (AH) [8], Encapsulation



Security Payload (ESP) [9], and Internet Key Exchange (IKE) (4]. The three protocols
interoperate with Security Association (SA) [10]. IPSec provides the following
protections: confidentiality, connectionless integrity, data origin authentication, replay
protection, and traffic analysis protection [10]. Confidentiality ensures that others cannot
read the information in the message. Connectionless integrity guarantees that a received
message has not changed from the original message. Data origin authentication
guarantees that the received message was sent by the originator and not by a person
masquerading as the originator. Replay protection provides assurance that the same
message is not delivered multiple times, and that messages are not out of order when
delivered. Traffic analysis protection provides assurance that an eavesdropper cannot
determine who is communicating or the frequency or volume of communications. [PSec
accomplishes the task of routing the messages via an encrypted tunnel; this is
accomplished by inserting ESP and AH header immediately after the IP header in each
message [10,7]. There exist several ways to integrate with the IPSec and Mobile IP [6].
The SecMIP simulation described in this report establishes a prototype that integrates
the basic components in [PSec with Mobile IP basic operations. For IPSec, we provide
basic protocols whose core is Security Association (SA). In particular, we implemented a
simplified ESP protocol and IKE protocol. For the ESP protocol, cryptographic
algorithms such as DES and authentication algorithms such as HMAC-MDS5 are applied.
For the IKE protocol, the Diffie-Hellman algorithm is utilized. For Mobile IP, the entities
Home Agent (HA), Foreign Agent (FA), Mobile Node (MN) and Correspondent Node
(CN) are simulated. Besides, basic scenarios of Agent Discovery, Registration and

Tunneling are implemented. We also implement an Attack Node (AN) to perform three



typical attacks: Denial of Service, Replay Attack and Session Hijacking. SecMIP
demonstrates the different results for the same attack with [PSec and without [PSec. In
SecMIP, the places that IPSec is applied to Mobile [P are the registration process and the
data tunneling.

The rest of the report will be organized in the following way: Chapter 2 discusses
Internet vulnerabilities, secure technologies and some specific security issues related to
wireless networks. Chapter 3 describes the basic domain knowledge of Mobile IP and its
specific vulnerabilities. Chapter 4 briefly introduces the [PSec protocols including some
details on AH, ESP and IKE and explains four ways to integrate the IPSec with Mobile
IP. Chapter 5 gives the details of the design and implementation of the SecMIP
simulation. We conclude with some discussion of the limitations of the [PSec solution in

Chapter 6.



2 Network Security

In this section, we discuss the vulnerabilities of the Internet, current available security

technologies and special security concemns in wireless networks.

2.1 Internet Vulnerabilities

The Internet is known to begin as ARPANET ([2.18], which was developed so that
ARPA researchers could share information easily. So the original design of the Internet
protocol is for openness and flexibility, not for security [2]. The assumption that
“everyone is a friend” works when the intemnet is just a small academic network, but
gives rise to innumerable threats and difficulties to maintain information confidentiality,
integrity and availability when the Internet becomes a giant which interconnects millions
of computers after 3 decades of evolution. In general, the common threats to the Internet
are classified into several kinds: packet sniffing, denial of service, address impersonation
and session hijacking [2,26,22].

e Packet Sniffing

A packet sniffer is a wiretap device that plugs into computer networks and
eavesdrops on network traffic. It captures the binary data passing through the network
and decodes this data into a human readable form [23]. Packet sniffing can be used both
in good and malevolent ways. It can help the network administrator maintain the network
traffic and do some protocol analysis. It also can be used to steal private information such
as the user accounts and user passwords. Obviously, information confidentiality is
compromised if [P packets are caught in clear text across untrusted networks.

Unfortunately, many services on the Internet send data in plain text. For example, POP



mail and SMTP (for sending mail) send data in clear text by default. The same applies to
FTP, Telnet, News clients, I[CQ, MSN and AOL Instant messenger [26]. In addition, the
packet sniffer can replay the sniffed packet to the dedicated computer at the same
connection, which is known as a replay attack.

e Denial of Service

The goal of denial-of-service attacks is not to gain unauthorized access to machines
or data, but to prevent legitimate users of a service from using it [2], thus compromising
availability. Traditional denial of service attacks are done by exploiting a buffer overflow
(3], which deliberately consumes a scarce or limited resource, or exploits a system bug
that makes the system no longer functional. Recently, a new form of denial of service
attack has been developed called Distributed Denial of Service (DDoS) attack [26]. A
Distributed Denial of Service attack uses multiple machines operating together to “flood”
useless packets to a network or site. The nature of the attacks causes so much extra
network traffic that it is difficult for legitimate traffic to reach a site while blocking the
forged attacking packets. In addition, DDoS are much harder to stop and track down
since they are generated from a vast number of computers [26].

¢ Address Impersonation

Every computer on the network has an IP address associated with it that uniquely
identifies it [22]. In an IP packet, two pieces of information that must always be in clear
text are the source and destination [P addresses. Otherwise, intermediate gateways and
routers on the Intermet could not forward packets properly. It means that everyone,
including the attacker, can legally get the addresses. To make matters worse, a computer

might have several [P addresses due to different network adapters. Privileged users are



allowed to set the source IP address in the packet to any desired value. Since the IP
address is the identity in IP layer and no authentication is provided for these network
addresses, impersonating an [P address seems not too difficult with some packet
modifying tools [2,3].

¢ Session Hijacking

If network traffic between two nodes flows in the clear and if you know the protocol
that the nodes are using, you can disable one of the nodes and impersonate that node
using IP address impersonation. A simple hijacking procedure will look like this: the two-
endpoint nodes of a communication session send traffic in the clear. The hijacker node’s
location is such that all traffic between these two nodes must flow through a node that it
controls. It sniffs packets and the intercepted packets can be easily altered, discarded, or
substituted. Then the hijacker node can take over the whole communication session and

do what it wants [2,3,8].

2.2 Security Technologies

A variety of security technologies has been developed to ensure the confidentiality,
integrity, and availability of information. The classical technologies are cryptography,
authentication, key management, firewalls, and auditing. These technologies are quite
mature after decades of development. Current information security solutions use them as
building blocks to construct security protocols. The following section will give a brief

overview of these technologies [3,22,23,26].



* Cryptography

Cryptography secures information by protecting its confidentiality and then keeps the
communication private.

Encryption is the process of translating information from its original form (called
plaintext) into an encoded, incomprehensible form (called ciphertext). The ciphertext
cannot be decoded without the appropriate knowledge (key). Decryption is the reverse
process of encryption: that of taking ciphertext and translating it back into plaintext. Any
type of data may be encrypted, including digitized images and sounds.

There are two kinds of cryptosystems: symmetric and asymmetric. Symmetric
cryptosystems use the same secret key to encrypt and decrypt the message. For example,
Data Encryption Standard (DES) [22], a widespread cryptography protocol, is a
symmetric cryptosystem. In asymmetric cryptosystems, a public key encrypts the
message and a private key decrypts it. Asymmetric cryptosystems are also called public
key cryptosystems. RSA [22] is a well-known public key cryptosystem. Generally
speaking, since symmetric cryptosystems have the problem of secret key distribution,
asymmetric systems seem more reliable, but are less efficient methods. Both are often
combined to perform cryptographic operations.

* Authentication

Authentication is the process to assure message integrity, that is, to assure that data
have not been modified in transit or storage. Network authentication must authenticate
the sender identity, data integrity and receiver identity [26,22]. Authentication methods
are typically based on something you know, something you have, or something you are

[3]. The classical authentication algorithms include digital signatures for sender and



receiver identity [19], MD35 [22], and SHA [22]. For the application level, the system
login, and Kerberos [22] third party authentication are normal authentication usages.
Authentication is usually integrated into cryptography protocols to provide data integrity.
¢ Key Management

Key management is the whole process of handling cryptographic keys. It includes
generating keys, distributing them, protecting them, and eventually destroying them.
Keys must be changed frequently. Key authenticity and usually secrecy must be assured.
Expired keys must be destroyed [22].

For example, Key Management Standard (KMS), put forward by the NISC[22],
allows either a two-level or three-level key hierarchy. The three-level hierarchy consists
of data keys (KDs), key encrypting keys (KKs) at the optional level, and highest-level
key encrypting keys (KKMs). Data keys are used to encrypt or authenticate data and also
to authenticate messages used in key distribution protocols. The KKs are distributed over
the network. The KKMs are generated, distributed and entered manually according to
guidelines of the standard [22].

The best-known key exchange algorithm is the Diffie-Hellman key agreement
algorithm (also called exponential key agreement). It allows two users to exchange a
secret key over an insecure medium without any prior secret.

* Firewall

A firewall is a collection of systems to enforce the access control policy between two
communication networks [26]. A simple firewall may filter the unauthorized incoming
packets which fail to meet the security criteria. A sophisticated one may provide proxy

services, authenticate service requests, verify data packets and replay the right packet to
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the appropriate service host. Since the firewall usually stands in the frontline of a local
network, its configuration must be carefully designed [2,26].
* Auditing

Auditing is a trusted mechanism to log system activities. It has been recognized as an
important technology for information security. Nowadays, the traditional auditing
mechanism has evolved to the intrusion detection system. An intrusion detection system
helps to construct attacker scenarios and predict possible attacks by analyzing suspicious

activities and patterns of events [3,23].

2.3 Special Issues in Wireless Networks

There are many advantages in using wireless networks. Users are provided always-on
network connectivity in wireless networks. Networks are easily set up, augmented and
deployed without installing and moving wires. However, along with the convenience,
wireless networks are subject to vulnerabilities besides those we mentioned in Section
2.1

Radio frequencies are used to transmit data in wireless networks. Compared to the
cable in wired networks, radio frequencies are more susceptible to be eavesdropped,
jammed, taken over, and to be attacked in any other way affecting wired networks [21].

Unlike wired networks, the communication medium in wireless network cannot be
physically secured or protected. In addition, wireless networks do not include network
and security management tools like those in the wired network infrastructure. Tools that

address airwave security, authentication, and user rights are absent from wireless

networks [15].
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Lack of key management protocols is another limitation for current wireless
networks. For example, the security options in the current [EEE wireless local area
network protocol [EEE 802.11 do not scale appropriately in a large infrastructure
network for the access control of key management databases [15]. Moreover, lack of

inter-access point protocol (IAPP) [20] further compounds key management issues.

2.4 Summary

In sum, the Internet faces many vulnerabilities resulting from its open nature.
Wireless networks are more likely to be exposed to such attacks because of their
transmission medium. Besides that, wireless networks have their own specific security
problems. Though there exist some security technologies, current wireless network
protocols have a lack of encryption to preserve privacy, lack of cryptographic
authentication to identify the source of information and lack of cryptographic checksums
to preserve the integrity of data. In order to have a secure foundation for the network
application regardless of whether it is wired or wireless, a secure internetworking

protocol has to be developed.
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3 Mobile IP

Traditionally, IP routing is based on the IP address, which uniquely identities a
node’s point of attachment to the Internet [S]. When a node moves and enters a new
network, it has to change its I[P address and reconstruct a new TCP connection. If a
communication with this moving node exists at that time, the communication has to be
interrupted until it gets the new I[P address of the moving node. Obviously, interrupted
communication is unpleasant. To solve this mobility problem, a working group within
Internet Engineering Task Force (IETF) proposed a solution, which is the Mobile IP
Protocol. In this section, we give an overview of Mobile IP as well as security problems

specific to Mobile IP.

3.1 Mobile IP Overview

Mobile IP is the network layer solution designed to solve the mobility problem. It is
built on the IP protocol and allows a mobile node to send and receive packets over the
Internet using its home address regardless of its point of attachment.

The idea behind Mobile [P is analogous to postal service delivery: whenever you
move to a new location, you ask your home post office to forward your mail to your new
address via the local post office there. Thus, a mobile node first leaves its home network
and connects to a foreign network. An agent on the home network then intercepts packets
sent to the mobile node and forwards them to an agent on the foreign network. This agent
then delivers packets locally to the mobile node visiting that network [14].

A mobile node thus has two [P addresses: a fixed home address and a temporary

care-of-address that changes at each new point of attachment. With these two addresses,

13



a portable computing device can be moved from one network to another without
changing its [P home address and without losing existing connections [21,14]. In
addition, in Mobile IP, ail the needed reconnections or redirection between the home
address and the care-of-address occur automatically and transparently [16]. The care-of-
address and the Mobile IP operations will be described in great detail in the following
sections.

There are two versions of Mobile IP —IPv4 and IPv6. IPv4 Mobility support is built on
current [P structure, which is an IP extension. In [Pv6, mobility support is an integral part

of the specification [17]. In the following text, Mobile IP for IPv4 is presented.

3.2 Mobile IP Entities

Mobile [P implements the following core functional entities: Mobile Node, Home
Agent, Foreign Agent and Correspondent Node [21,14,16].

1) Mobile Node (MN): A moving node, which can change its point of attachment
from one network to another. It keeps ongoing communications without
interruptions by using its home address.

2) Home Agent (HA): A support node on the mobile node’s home network. It keeps
track of the mobile node location (care-of-address), advertises its reachability,
intercepts and tunnels packets destined for the mobile node.

3) Foreign Agent (FA): A support node on the foreign network. It provides the
care-of-address to the mobile node, assists the mobile node in informing the
home agent of its care-of-address, acts as a default router for the packets
generated by the mobile node, decapsulates and delivers packets to the mobile
node.

14



4) Correspondent Node (CN): A node that sends or receives a packet to or from a
mobile node; the correspondent node may be another mobile node or a non-

mobile Internet node.

Each mobile node has a home address as its permanent address. A care-of-address
is a temporary IP address of a mobile node that identifies a mobile node's current
point of attachment to the Internet and makes it possible to connect from a different
location without changing its home address. When a mobile node is away from its
home network, it is assigned a care-of address. This may be a foreign agent care-of
address, which is static [P address of a foreign agent on a visited network, or a
collocated care-of address, which is a temporary IP address assigned to the mobile
node. A collocated care-of address must be acquired by some assignment procedure,
such as the Dynamic Host Configuration Protocol (DHCP), the Point-to Point

Protocol’s IP control protocol (PPP), or manual configuration.

3.3 Mobile Operations

Basically, the operations in Mobile IP can be divided into three phases: Agent

Discovery, Registration, and Tunneling [5,14,16, 21].

3.3.1 Agent Discovery

In the Agent Discovery phase, the home agent and foreign agent advertise their

availability to any attached links via periodically broadcasting a special message called

Agent Advertisement. A mobile node listens to these Agent Advertisements and

examines its network prefix to determine whether it is connected to its home link or a
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foreign link. If the mobile node stays in its home network, it works like any other
stationary node without Mobile IP functionality. If the mobile node is connected to a
foreign link, it acquires a care-of address. If the care-of-address is the foreign agent care-
of-address, the foreign agent will be the endpoint of the tunnelled message. The foreign
agent performs the encapsulation, decapusulation and delivers packets to the mobile
node. If the care-of-address is the collocated care-of-address, the mobile node itself will
perform the encapsulation and decapusulation for tunneling. If the mobile node returns to
the home agent after registration elsewhere, it needs to deregister to its home link.
Besides listening to the broadcast agent advertisement, a mobile node may optionally
solicit an agent advertisement message from any locally attached mobility agents through

an agent solicitation message. Figure 3.1 shows the agent discovery process.

. Agent Advertisement Broadcast
HA )>>>

Figure 3.1.  Agent Discovery
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3.3.2 Registration

Once a mobile node gets the care-of-address, its home agent has to know where it is.
The registration phase begins when the mobile node sends a registration request with
care-of-address information to the home agent, assisted by the foreign agent. In some
cases, the mobile node also may register directly with the home agent. The registration
request should contain three parameters: home address of the mobile node, care-of-
address of the mobile node and the registration lifetime. When the home agent receives
the registration request, it may authenticate it. If the request is approved, the home agent
updates its route table, associating the home address of the mobile node with its care-of-
address. The home agent will also maintain the association until the registration lifetime
expires. Then, the home agent sends a registration reply to the mobile node via the
foreign agent or directly. Though Mobile IP provides some authentication methods, such
as timestamp and identification field, for the registration request and registration reply,
the registration phase is still the weakest link in the Mobile IP protocol. Figure 3.2 shows

the registration process.

SN feguests wnviee FA eelass roguestto A

FA rebivs statns te NIN H \ accepts or denics

Figure 3.2.  Registration
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3.3.3 Tunneling

After a mobile node successfully registers its care-of-address to its home agent, a
tunnel to the care-of-address is constructed. The tunneling to the care-of-address is
accomplished by using encapsulation mechanisms. All mobility agents, i.e., home agents
and foreign agents, must be able to use a default encapsulation mechanism — the IP within
IP protocol. In IP within [P, the entire original IP header is preserved as the first part of
payload of the packet. By using this protocol, the source of the tunnel, i.e., the home
agent, inserts an IP tunnel header, in front of the header of any original IP packet
addressed to the mobile node’s home address. The destination of this tunnel is the mobile
node’s care-of-address. This is called encapsulation. By removing the tunnel header, the
original packet can be recovered. This process is called decapsulation, which could be
done by the foreign agent or the mobile node.

Message delivery to the mobile node will work like this: all data packets sent to the
mobile node's home address are intercepted by its home agent, encapsulated by the home
agent, tunnelled by the home agent to the mobile node's care-of address, received at the
tunnel endpoint (either at a foreign agent or at the mobile node itself), decapsulated by
the tunnel endpoint and finally delivered to the mobile node. For the data packets sent by
the mobile node, they are generally delivered to their destination using standard IP
routing mechanisms, and the foreign agent serves as a router for all packets generated by

a visiting mobile node. Figure 3.3 shows the tunneling process.

18



r
, {

. l Internet 3

Figure 3.3.  Tunnelling Data

3.4 Security Issues in Mobile IP

Since Mobile IP builds upon the [P protocol without major changes to the current
Internet infrastructure, it has the same vulnerabilities inherited from the Internet open
model. Besides that, Mobile [P has its own security leaks such as lacking strong
protection for the registration operation. In particular, it is especially weak for the
following attacks [6,8]:

* Passive eavesdropping

Since there is no cryptography available in Mobile IP traffic, it is possible for the
attacker to listen to the communication with some packet sniffer programs.

* Replay attack

By eavesdropping, an attacker can store a valid registration sequence and reuse it for

later diverting mobile node traffic.

19



* Denial of service

Since the sensitive I[P addresses of the home agent and mobile node are visible in
registration request, the attacker can overflow malicious packets to these nodes.
e Session hijacking

Since there is no authentication protection for the tunnelled data, the attacker can take
over the whole communication session after successful registration.
¢ Data compromising

Since encryption and authentication are missing, tunnelled data are susceptible to be
modified.

* Tunnel spoofing

The tunnel to the foreign network may be used to hide malicious IP packets and get
them past the firewall.

Since registration request and registration reply are key parts of the Mobile IP,
Mobile [P has some basic security solutions in mind. Mobile IP requires authentication
for the registration message between the mobile node and the home agent. Additionally,
Mobile IP uses timestamp and identification field to protect against attacks in registration
requests [21]. But these protections are not enough for the large-scale Mobile IP
deployment [21], for example, there is no protection for the data packets being routed in

tunnels in Mobile [P.

20



4 IPSEC

In this section, we give an overview of IPSec, including [PSec components and their

interoperation.

4.1 IPSec Overview

The [PSec protocol suite is used to provide privacy and authentication services at the
[P layer. It provides a set of security algorithms plus a general framework that allows a
pair of communicating entities to secure the traffic [10]. It consists of three protocols
[10]: Authentication Header (AH) [8], Encapsulation Security Payload (ESP) [9], and
Internet Key Exchange (IKE) [4]. The three protocols interoperate with Security
Association (SA) [10]. IPSec provides assurance for confidentiality, connectionless

integrity, data origin authentication, replay protection and traffic analysis protection [10].

4.1.1 Components

The [PSec protocol suites consists of three parts:

¢ Authentication Header (AH) - This header provides integrity and authenticity of the
data, including the invariant fields in the outer IP header. It does not provide
confidentiality protection [8].

* Encapsulating Security Payload (ESP) — This header provides for confidentiality,
integrity, and authenticity of the data. If ESP is used to validate data integrity, it does
not include the invariant fields in the IP header [9].

* Intemet Key Exchange (IKE) - This protocol is a key agreement protocol, which

provides a powerful, flexible negotiation on authentication algorithms, encryption



algorithms, the keys to use, the lifetime of the keys using a special message called

Security Association (SA). Figure 4.1 shows the structure of [PSec [4].

—
E—

Figure 4.1. IPSec Architecture

4.1.2 Security Association (SA)

An SA is a one-way directional agreement between two communicating parties that
specify a set of policies and keys to protect the future communications between them.
The concept of Security Association is fundamental to [PSec. Both AH and ESP make
use of SAs and a major function of IKE is the establishment and maintenance of SAs.
The SA is uniquely identified by the security parameter index (SPI), the destination IP
address and the security protocol (AH or ESP) identifier. An SA could be established
between end users, security gateways, end users and security gateways. Figure 4.2 shows

an example of a table of SAs identified by their SPI [10].



Securtty | Authent. | Authent. | Replay [ Encryplion | Encryption
mem algorithm ey protection | algorithm key
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Figure 4.2. Example of SA Table

An SA specifies the following policies under [PSec [10]:

8 The mode of authentication algorithm used in the AH and the keys of the
authentication algorithm.

B The ESP encryption algorithm mode and keys.

B The presence (or absence) and size of any cryptographic synchronization to be
used in the encryption algorithm.

B How to authenticate communications (using what protocols, what encrypting
algorithm and what key).

® How to make communication private (again, what algorithm and what key).

B How often those keys are to be changed.

B The authentication algorithm, mode and transform for use in ESP plus the keys to
be used by that algorithm.

B The key lifetimes.

B The lifetime of the SA itself.

B The SA source address.

In IPSec, there also exist two databases to manage the SAs: Security Policy Database
(SPD) and Security Association Database (SAD). The SPD specifies the types and orders
of SAs and provides the entries to the SAD. It is consulted during the processing of all

traffic including inbound, outbound and security and key management traffic. The SAD
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specifies the parameters associated with one SA. For outbound processing, entries are
pointed to by entries in the SPD. For inbound processing, each entry in the SAD is
indexed by a destination IP address, [PSec protocol types, and SPI [10].

[PSec protocols interoperate in the following way: If two systems need IPSec
protection for their communications, they first negotiate SAs for the security parameters
with IKE. After that, when a system sends a packet that requires [PSec protection, it
looks up the SA in its database (first the SPD and then SAD), applies the specified
processing which may be AH, ESP or both, and then inserts the SPI from the SA into the
IPSec header. When the IPSec peer receives the packet, it looks up the SA in its database
(first SPD and then SAD) by destination address and SPI and then processes the packet as

required.

4.1.3 Modes

There are two modes available in [PSec: transport mode and tunnel mode [9,8,10].

In transport mode, only the IP payload is encrypted and the original [P header is left
intact. The advantage is that just a few bits are added into each packet. The disadvantage
is that the source and destination IP addresses are visible across the public network,
which might be the targets of the attacks.

In the tunnel mode, the entire original IP packet is encrypted and it becomes the
payload in a new IP packet. The advantage is that the operations are simple and the
source and destination addresses are invisible to avoid session hijacking attacks.

The tunnel mode is more often deployed than the transport mode since the network
structure, the operating system and any applications on the PCs, servers, and hosts do not

have to be modified.
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4.1.4 Technologies

[PSec combines several different security technologies into a complete system to

provide confidentiality, integrity, and authenticity. In particular, IPSec uses:

Diffie-Hellman key exchange for generating key material between peers on a
public network.

Public key cryptography for signing the Diffie-Hellman exchanges to guarantee
the identity of the two parties.

Bulk encryption algorithms, such as DES, IDEA, Blowfish, and RC4. The most
commonly used of them is DES.

Keyed hash algorithms, such as HMAC [22], combined with traditional one-way

hash algorithms such as MDS5 or SHA for providing packet authentication.

Digital certificates signed by a certificate authority to act as digital ID cards.

4.2 AH

The Authentication Header (AH) is used to provide integrity, authentication and anti-

replay protection for [P packets including part of the I[P header, but it does not provide

confidentiality [8].

The suitable algorithms for AH are the keyed Message Authentication Codes (MACs)

based on symmetric encryption algorithms and one-way hash function (e.g. MD5, SHA1)

[8]. AH uses a keyed-hash function more often rather than digital signatures, because

digital signature technology is too slow and would greatly reduce network throughput

[19]. Figure 4.3 shows the AH format [8]:
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