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Abstract

A Commercially Viable Computer Security Implementation Framework

Marc Bouffard

Commercial computer security concerns have grown in importance with the continued
rise of computer literacy among the general populace. Despite this, the education of
management information system professionals in the application of computer security
techniques has been largely ignored. This study groups a comprehensive list of security
methods using Leonard Fine's Total Computer Security Concept and Security Policy,
which divides security concerns into 9 categories: security policy, organization, physical
and fire, personnel practices, insurance, systems security, application security,
standards and the audit role. Due to the vast scope of the framework, only one of Fine’s
categories was validated: systems security. To allow computer security issues to be
addressed in a timely manner, the implementation schedule of each method has been
addressed in terms of a 4 phase Systems Development Life Cycle. Finally, to address
commercial security concerns, a third dimension of cost/effectiveness was added for each
method under consideration. The conclusions include the results of the validation of the

12 systems security methods, as well as further research possibilities.
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Chapter 1

Introduction

Commercial computer security has been an important and yet often overlooked area in the
field of management information systems. Few information systems texts mention
computer security more than in passing and yet IS professionals are responsible for

designing and implementing many of the systems in which security is a critical element.

Models in common use such as the US Department of Defense's Trusted Computer
System Evaluation Criteria (DOD, 1983) and the Canadian Trusted Computer Product
Evaluation Criteria (CSSC, 1993), while extensive, are practical only from a military
perspective. Widely respected for their contribution to information safeguarding, their

implementation is difficult and expensive when applied to a commercial environment.

Specifically, these models seek to regulate the control of classified information. While
this is an important goal from a military standpoint, data integrity is more important to
commercial organizations (Clark and Wilson, 1987). In addition, the cost of these
military measures is difficult to justify in a commercial environment, and often simply too

expensive for a commercial organization to implement (Chalmers, 1986).

Other models designed to be applied in more general cases such as Donn Parker's

Computer Security Techniques (Parker, 1982) and Ruder and Madden's Analysis of



Computer Security Safeguards for Detecting and Preventing Intentional Computer
Misuse (Ruder and Madden, 1978) are structured as a series of methods targeted at certain
functions such as user authentication, and overall system security. While critical, these
functions are difficult to apply as they do not correspond to well known information

systems methodologies.

When looking away from general models, two main areas in computer security have been
addressed: technical measures and organizational issues. The former has been dominated
by computer science techniques such as encryption algorithms and password schemes
(Farmer, Venema and Wietse, 1993; Blanton, Ellis and Rosenburg, 1991). The latter is
more in the domain of the IS professional and therefore is more apt for application as a

basis for, or element in, a general computer security plan.

Much of the research done in the organizational field has either centred around the
discovery and prevention of computer abuse (Straub and Nance, 1990; Straub, 1990; Lee,
Segal and Steier, 1986; Mylott, 1985; Parker, 1975) or the management of the security
function in an organization (Hoffer and Straub, 1989; Wong, 1987; Wong, 1986). While
these areas are of critical importance to an overall security plan, they are still but a small
part of the greater picture. Some others address the implementation of computer security
techniques in very specific environments such as micro-mainframe networks (Bookholdt,
1989) or local area networks (Jamieson and Low, 1989) and while these can be used as

implementation guides, their use is ebviously limited to their areas of concern.



In addition, security methods should be implemented as the system is implemented rather
than as an afterthought. "An existing system is not normally modified to make it secure.
The accepted way of acquiring a reasonable assurance that the system is secure is to
design and build it according to some agreed upon model. If the model can be proved
secure and the system can be proved to follow the model, then we have increased the
ability of the system to safeguard the information entrusted to it"(Vaughn, Saiedan &

Unger, 1993).

The goal of this framework is to provide a general guideline for any commercial
organization wishing to evaluate its computer security needs, and implement security
methods, in a fimely manner, to offset risks. In order to accomplish such a goal, the
framework has three dimensions of interest: 1) Fine's Total Computer Security Concept
and Security Policy which subdivides global security concerns into 9 distinct categories,
2) the systems development life cycle which allows us to address implementation timing

issues and, finally, 3) cost.

(93]



Fine's Total Computer Security Concept and Security Policy

The first of these dimensions is Leonard Fine's Toral Computer Security Concept and
Security Policy (Fine, 1982; Fine, 1978). For any security framework to be effective,
it must categorize security into smaller sections in order to make it feasible to
implement (von Solms, van de Haar, von Solms and Caelli, 1994). The classification
that Fine put forward in this model breaks down into 9 distinct categories or "pillars”,
these are:

. Security policy

. Organization

. Physical and Fire

. Personnel Practices
. Insurance

. System Security

. Application Security
. Standards

Audit Role

WO pdhWN -~

Fine visualized computer security as a physical structure. With the above "pillars"

supporting a beam called the "Total Computer Security Concept”.

1. The security policy includes an overall, management supported, security procedure
and policy. The appointment of a computer security manager to oversee the
implementation and maintenance of security areas (in this case, the pillars) is critical.

(Wong, 1986)



Elements that the policy should include are: assets accountability assignment (Parker,0
1982), a disaster recovery plan and test schedule (Hoffer and Straub, 1989; Parker,
1982), a user agreement (Parker, 1982), an end user education plan (Hoffer and Straub,
1989; Courtney, 1986), an employee termination policy (Ruder and Madden, 1978), a
policy for sensitive information retrieval and dispersal (CSSC, 1993; Wong, 1987;
DOD, 1983; Fine, 1982; Parker, 1982; Fine, 1978; Ruder and Madden, 1978), object
reuse policy (CSSC, 1993; NCSC, 1992; DOD, 1983;), classiﬁcéition of access rights
by job function (Parker, 1982) and computer use access control administration (Parker,

1982).

2. Organization includes the separation of duties throughout the organization into
logical functions. This is the first step of the Clark-Wilson data integrity model (Clark
and Wilson, 1987) which was developed as the commercial alternative to the military
models. To increase the effectiveness of separation of duty as a security tool, job
rotation should also be introduced (Ruder and Madden, 1978). This reduces the
possibility of collusion which, if it occurs, could seriously undermine the effectiveness

of separation of duties.

Of particular interest is the separation of sensitive jobs from the bulk of other jobs.
Sensitive jobs should be executed on trusted machines by trusted individuals. The
attention paid to the security of these jobs will reduce risk to a manageable level for the
most critical jobs in the organization (Parker, 1982).

5



Finally, the establishment of a security committee as a unique governing body of
computer security is necessary as the responsibility for implementing the security policy
is theirs (Wong, 1986; Ruder and Madden, 1978). It is important that a high level
executive is a member of, or consulting closely with, the security committee who must
have the authority and upper management backing for them to be effective in
implementing tools and policies and procedures, and to realistically discipline those that

do not follow the guidelines set forth (Wong, 1986).

3. Physical and Fire is defined as the physical security surrounding the actual
computer system as well as all related work areas. Precautions include: a physical
security periméter and access barriers (Parker, 1982; Ruder and Madden, 1978),
physical personnel authentication (Parker, 1982), a regular backup schedule (Ruder
and Madden, 1978), electrical power shutdown, recovery and safeguards (Parker,
1982), fire detection and extinguishment (Ruder and Madden, 1978), computer
inventory controls (Ruder and Madden, 1978), alternate communication paths for
critical online systems (Ruder and Madden, 1978), and computer terminal access and
use restrictions (Parker, 1982). It is the straightforward, nuts and bolts of physical

prevention techniques.

Physical security once defined computer security (Loch, Carr and Warkentin, 1992;

Fine, 1978). Its importance, although still significant, is waning as other issues such as



telecommunications and networks come further into the forefront (Loch, Carr and

Warkentin, 1992).

4. Personnel Practices provide guidelines for the establishment of computer personnel
and personnel practices for the organization. End user education and the end user
agreement share a dual life, in that they could also be included in this category. They
were included as part of the security policy to reflect their importance in the regulating

and educating of users in proper and secure behaviour on the system.

This category concentrates on personnel assignment in an organization to manage and
assure a secure computing environment. This includes the establishment of a computer
security officer, a computer user coordinator and an EDP (Electronic Data Processing)
auditor (Parker, 1982). The computer security officer is responsible for the
establishment and management of computer security throughout the organization. The
computer user coordinator manages all computer user issues, including questions,
change of access rights and receiving trouble calls. Finally, the EDP auditor
periodically verifies all elements of computer security to insure their proper

functioning.

The computer user coordinator is also responsible for computer user trouble calls

(Parker, 1982) which help define the policies and procedures that should be followed by



the computer security officer, the computer user coordinator and all system users

whenever a problem is discovered and reported.

Finally, the cooperation of computer security officers of various organizations can help

increase the computer security levels of all businesses involved (Parker, 1982).

5. Insurance covers any financial precautions against security risks taken by a
company. This is fairly straightforward and includes not only actual insurance policies
purchased in case of disaster. It also includes external service contracts in case of a
general system failure, thus allowing computer operations to continue even if the
computer system meets a fatal end. This stage is all the more important today, when
the loss of data or system time can be crippling to a company that depends heavily on it

(Loch, Carr and Warkentin, 1992).

6. System Security includes all system-wide, application independent software and
hardware based security methods, including network security. These issues include: a
network firewall to protect organizational data from external threats, remote terminal
physical security (Parker, 1982), restriction of systems utility programs (Parker, 1982;
Ruder and Madden, 1978), file and/or program assignments (Parker, 1982), data
classification (Parker, 1982; Ruder and Madden, 1978), the Bell-Lapadula data rule
(McHugh and Thuraisingham, 1988), technical reviews of operating system changes
(Parker, 1982), cryptographic protection (Parker, 1982; Ruder and Madden, 1978),

8



user authentication (Parker, 1982; Ruder and Madden, 1978), automatic, timed,
terminal logoff (Ruder and Madden, 1978), hardware monitors (Ruder and Madden,

1978) and bill back systems (Ruder and Madden, 1978).

Managing an operating system means keeping up with the latest threats to each
computer system (Wong, 1986), so important is this function that an external body was
implemented to help diffuse system security threats. The Computer Emergency
Response Team (CERT) is a body of individuals concerned with informing the
interconnected public of security risks that could affect them. While it was meant
principally for those who had systems connected to the Internet, their advisories explain
operating systém or other common security weaknesses that can be abused. These
CERT advisories are available to any who wish them simply by sending email to
cert@cert.sei.cmu.edu and asking to receive them. They are issued whenever they are
necessary and not only warn users of possible security risks, but also indicate exactly

how to correct the problems.

7. Application Security to assure that source code and data files only be modified by
authorized users, and that these changes conform with security standards. This is a
critical function and along with it goes the added burden of only allowing authorized
users access to applications and data files (Thuraisingham and Rubinovitz, 1992;

Thuraisingham 1991; McHugh and Thuraisingham, 1988)



This can be a very difficult task, and since the data on a computer system is often its
most valuable resource (Wong, 1987), a critical one. In today's distributed
environment, it is not uncommon that a user download some data for local processing
or analysis. Once this data leaves the confines of the corporate database, its security
can often quite easily be compromised (Wong, 1987; Mylott, 1985). The security
aspect of distributed databases is currently a very hot issue (Thuraisingham and
Rubinovitz, 1992; Thuraisingham,1991; Goyal and Singh, 1991; Laferriere, 1990;
McHugh and Thuraisingham, 1988) . Corporate data is the lifeblood of the
organization, and making it tamper proof should be of the highest concern. The saying

that "Information is power" was born upon this realization.

To this end application and data security methods include: production program
authorized version validation (Parker, 1982), responsibility assignment for application
program controls (Parker, 1982), program quality assurance (Parker, 1982; Ruder and
Madden, 1978), program change logs (Parker, 1982), secrecy of data file and
application names (Parker, 1982), programming library access controls (Parker, 1982),
input data validation (Parker, 1982), data file access controls by subfunction (Parker,
1982), application program testing policy (Ruder and Madden, 1978), initial program
load (IPL) checks (Ruder and Madden, 1978), processing time controls (Ruder and

Madden, 1978) and creating well formed transactions (Clark and Wilson, 1987).

10



8. Standards for applications development, systems development and controls need to
be defined and implemented early in the computer systems development. The
standards define certain basic efforts that must be taken to assure a minimum level of

quality, security and legal compliance.

They include: compliance with laws and regulations (Parker, 1982), participation of
users at critical development times (Parker, 1982), application system design
verification (Ruder and Madden, 1978) and application program standards (Ruder and

Madden, 1978).

9. The Audit kole is a complex issue. It involves the methods by which the system is
periodically evaluated for unusual occurrences, security breaches and continued
security worthiness (Straub and Nance, 1990). All manner of audit logs are possible.
Sensitive file modification logs, crash audit logs, application program change control
log, operator console log and improper logon log. In addition to logs, other internal
procedures include independent computer use by auditors (Parker, 1982), requirement
and specification participation by EDP auditors (Parker, 1982), exception reporting
(Parker, 1982), monitoring computer use (Parker, 1982), periodic computer resource
audits (Ruder and Madden, 1978) and independent control of audit tools (Parker,

1982).
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In a recent article, Straub and Nance (Straub and Nance, 1990) ascertained that 41% of
computer abuse incidents were discovered by accident, 50% were discovered by
systems controls and only 16% were discovered by active detection. From these
figures it become evident that audit logs and other systems controls play a very
important role in the discovery of computer abuse. Their maintenance and use should

be of primary concern.

External auditing specialists should also be called in periodically (Straub and Nance,
1990). This will help avoid computer security risks stemming from the organization's
security committee or audit team. Unfortunately, if sensitive data exists on the system,

it may be undesirable to have external audits.
Fine's 9 "pillars" provide a simple, complete and effective way of classifying security

methods by their purpose. It also provides a guideline which security personnel can use

when determining what methods to implement in their organization.
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Systems Development Life Cycle

The systems development life cycle is one of many methods used to develop a computer
system. It has been argued by some that the SDLC has become obsolete, but it is still
one of the main methodologies taught in university information systems curricula. The
solid structure and ease of use of the SDLC lends itself particularly to a security
framework, allowing an easy to use and effective method to determine proper timing of

security method implementation.

This does not mean that a system must be developed using the SDLC for this
framework to prove effective. On the contrary, many methods such as phased
commitment, evolutionary, prototyping and end-user development (Laudon and
Laudon, 1988) could be used in place of SDLC, but their structures do not lend

themselves to the issues of structured timing and sequencing.

The SDLC will allow a system designer to know when a methodology should be
appiied to the system, and parallels can easily be inferred between the different stages

of the SDLC and other formal methods of systems analysis and design.

Adding further complication to the use of the SDLC is the lack of standardization in
this area. The SDLC can vary from as many as nine steps (Gibson and Hughes, 1994):

problem definition, systems analysis, systems design, system development, system
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testing, system implementation, formal review, system project modification and
enhancement and system maintenance to as few as four main steps (Whitten, Bentley
and Barlow, 1989): systems analysis, systems design, systems implementation and

systems support.

For ease of use, I have adopted the 4 step systems development life cycle developed by
Whitten, Bentley and Barlow, (1989): system analysis, system design, system
implementation and system maintenance (or support). This reduces the complexity of
the SDLC, limiting it to the minimum number of steps feasible in systems development,

while allowing the timing issues needed for the framework to be addressed.

1. System Analysis is the study of a current business system and its problems, the
definition of business needs and requirements, and the evaluation of alternative

solutions. (Whitten, Bentley and Barlow, 1989)

2. System Design is the general and detailed specification of a computer-based solution
that was selected during systems analysis (Whitten, Bentley and Barlow, 1989). This

includes hardware and software purchasing or development decisions.

3. System Implementation is placing the system into operation. Computer programs
are written and tested, managers and users are trained to use the new system, and
operations are converted to the new system. (Whitten, Bentley and Barlow, 1989)
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4. System Maintenance (or support) is the ongoing support of the system after it has
been placed into operation. This includes program maintenance and system

improvement (Whitten, Bentley and Barlow, 1989).

These stages exist in most methodologies, though not necessarily in the order defined

by the SDLC. They describe the necessary steps that will be completed when

developing any information system.
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Cost

The cost dimension is perhaps the most important in the comsmnercial environment and
yet, it is often overlooked in current computer security models. The reasons for this is
that most computer security models in use today were designed for use in military
environments. As stated, the goal of a military computer security model is to protect
their information from the enemy at all costs. Private sector organizations are more
interested in data integrity than data privacy (Chalmers, 1986). Corporate system
administrators, though willing to implement computer security on their systems, find

that cost justification using such models is difficult.

Traditionally, if a system is purchased, the hardware costs are often used as the basis
for security justification (Wong, 1987). However, with the high power and low cost of
today's computer systems, it becomes difficult to justify the cost of computer security

solely on the cost of hardware (Wong, 1987).

Unfortunately, the hardware costs are usually a fraction of the value of the data and
programs that are contained on the system (Wong, 1987). It has been suggested that
the justification for system security not come from the value of the hardware, but rather
the value of the applications and data which are guarded by the security techniques
(Wong, 1987). With this development another problem emerges: how to value the

data? Past subjective valuation of data has proven to be highly unreliable. In a famous
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hacker case, Southern Bell evaluated a 12 page document simply called "E911" which
outlined their emergency 911 services as being worth $79,449.

The breakdown of this figure follows (Sterling, 1992):

- technical writing: 200 hours @ $35/hour: $7,000

- project manager to oversee the technical writer
200 hours @ $31/hour: $6,200

- a week of typing: $721
- a week of formatting: $721
- a week of graphics formatting: $742
- 2 days of editing: $367
- box of order labels: $5
- preparing the purchase document: $129
- printing $313
- placing document in an index:

2 clerks for one hour each: $43
- VT220 terminal(used to type document) $850
- VAXstation II(computer system) $31,000
- Printer $6,000
- Interleaf software $22,000
- VMS software $2,000

All this to write a 12 page document which was sold in retail outlets for the price of
about $20 U.S. Preposterously enough, the hardware costs were included in the
valuation of the document. As you can see, management cannot be trusted to estimate
the value of their own data. An objective scheme to estimate the value of data needs to
be developed before the value of the data could be used as the basis for determining the

computer security budget (Fine, 1982).

Although the development of such a valuation scheme is beyond the scope of this

framework, the relative cost of each method has been listed to allow system
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administrators and other corporate computer security personnel the chance to evaluate
each method based on their cost as well as their effectiveness as security tools. Using
these costs, private sector companies will be able to implement security using, in most
cases, cost as a justifier. It is true that some tools are indispensable for a proper

computer security plan (eg. backups), but other tools may overlap each other, and cost

can prove to be a valuable criteria in determining which one will be implemented.
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Risk Analysis
Before the implementation of the following framework can be attempted, a risk analysis
of the organization should be conducted. Formal risk analysis can involve many steps,
and the methodologies range from mathematical models to subjective analysis by

computer security personnel (Perry and Kuong, 1981).

Unfortunately, due to the high level of uncertainty involved in evaluating risk levels,
mathematical models have proven difficult to use, and often are no more accurate than

subjective models.

Risk itself is a complex issue. It is defined as the likelihood of a potential threat
causing an adverse consequence to the organization (Perry and Kuong, 1981). Apart
from physical threats, such as fire or disaster, there is very little historical information
that will help determine the risk levels in an organization. Despite this, risk must be

evaluated in order to determine what areas of the organization are security concerns.
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Figure 1. The Components of Risk (Loch, Carr and Warkentin, 1992)

Risk is composed of three main factors: forces, consequences and the resources

affected. Forces include any threats to the organization. These include, but are not

limited to: viruses, hackers, fire and other disasters, employee accident and malicious

actions, power failures etc. The list of threats to any organization is extensive, and

non-generalizable. Each organization has threats particular to it, based on competition,

geographic location, past history, size and other factors.

The consequences of these threats range from disclosure of information to denial of

system use. Risk analysis attempts to identify these threats and, once identified,

security tools can be applied to reduce the probability (or risk) that these threats will

result in negative consequences to the organization.
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A simple risk analysis model is composed of 4 steps:

1. List all potential risks.
2. Determine the probability of each risk
affecting the company.
3. Estimate the cost of the consequences associated
with each of these risks.
4. Rank each threat according to their importance
to the organization.
Steps 2 and 3 of this model will, in all likelihood, have to be estimated to the best of the
security personnel's ability (Courtney, 1986). Any available historical information

should be used in the valuation of probabilities and costs.

Each of these four steps should be conducted for each of Fine's 9 classifications. The
added structure will not only simplify the risk analysis task, but will also facilitate the

implementation of this model to specific organizational security needs.

Levels of acceptable risk should be determined for each classification. It is impossible
to offset all risk, and it would be far too expensive to try. Security methods should be

implemented to achieve this level of acceptable risk, and not to offset all risk.

The results of the risk analysis can be used not only to determine what security methods
to implement, but also to justify the controls chosen, and indeed the entire security
project, to upper management. Risk analysis will also influence the audit plan, which
should target the areas most vulnerable to risk (Perry and Kuong, 1981).
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Once the areas most vulnerable to risk have been ascertained, the framework is used to

determine what security measures are available to reduce the risk.
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Chapter 2
A Commercially Viable Computer Security Implementation

Framework

This frarﬁework was designed specifically with the information system professional in
mind. Applied following a risk assessment of the organization, it allows security
methods to be implemented as the system is being developed. In this manner, risk
levels are addressed at the outset of system design. The security of the resulting system
will thus offset threats to the degree necessary to achieve acceptable levels of risk., but
no more. By avoiding excessive levels of security, unnecessary losses in user

productivity can likewise be avoided.

Each method has been assigned to one of the nine categories detailed in Fine’s

Total Computer Security Concept and Security Policy (Fine, 1982). A cost has been
included for each method under consideration, where available. Cost has been
described in 2 ways. Where the cost of the method has been ascertained from the
literature review, it has been described using the relative scale, either Low, Medium or
High. For those methods grouped within the Systems Security category, cost has been
listed as a ratio of Cost/Effectiveness determined from the results of the survey. A
value of less than one indicating that the method under consideration is more effective

than it is costly.
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Finally, each method is described and includes an implementation schedule following
the four stage Systems Development Life Cycle (SDLC). Only those stages of the

SDLC which are of importance to the method are detailed.
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Security Policy

Assets Accountability
Assignment (Parker,
1982)

Assigning responsibility for upkeep, maintenance and
safety of all hardware elements.

Disaster Recovery
(Hoffer and Straub,
1989; Parker, 1982)

The policy must include a comprehensive disaster
recovery plan.

User Agreement
(Parker, 1982)

Each user who will access the system must sign an
agreement to use the system in specific ways.

End User Education
(Hoffer and Straub,
1989; Courtney, 1986)

A comprehensive end-user education plan to give users
the knowledge they need to operate in a secure manner.

Employee Termination
Policy (Ruder and
Madden, 1978)

A policy designed to limit the damage done by a
disgruntied and terminated employee.

Object Reuse(CSSC,
1993; NCSC, 1992;
DOD, 1983 )

Guidelines to be followed when reusing any object
(magnetic or optical media, memory area, page frame...)
that once contained sensitive information. The
information must be removed entirely before being
reused.

Classification of Access
Rights by Job Function

Each user's access and privileges on the system should
be determined by their job description. Homogeneity of
permissions within job functions will lead to ease of
administration and accountability.

Disciplinary Actions
(Wong, 1987)

The policies by which security offenders will be held
accountable for their actions.

Computer Use Access
Control Administration
(Parker, 1982)

Establishing the process by which access rights can be
modified.
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Classification: Security Policy

Method: Asset Accountability Assignment

Description: The methodology for the assignment of responsibility for assets is
determined. Company assets are assigned to those who use them, and users are

informed of their responsibilities towards the assets assigned to them.

Managers are informed of what assets they, and their staff, are responsible for. These
responsibilities should be clearly and explicitly defined, allowing no areas of ignorance

or confusion.

All responsibilities assigned should be discrete and self-contained. No responsibility
overlaps should be permitted. The responsibility for the correct and secure workings of
any asset should be assigned to only one person. That person should be held
responsible for any damage caused to the equipment, any misuse of equipment or any

failure in their responsibility for correct and secure operations.

Asset responsibility includes proper care and maintenance of the asset. Should the asset

fail to meet it's established requirements, the person who is responsible for that asset

should take proper measures to see that the asset is replaced or repaired.
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Asset accountability lowers the levels of trust needed for each manager, as the
responsibilities for proper operations in their department is shared by all employees of

that department.

The asset accountability for each area of the enterprise should be well documented and
kept up to date. Any misuse of an asset should lead to immediate and appropriate

disciplinary action for the employee responsible for that asset.

Analysis

The general asset accountability rules are determined. Employees are segregated according
to their job functions (clerks, managers, operations etc.) and general guidelines are
developed in order to delineate what asset types will be assigned to which job functions.
For example, personal computers responsibility will be assigned to the clerk using it, while

responsibility for the main server will be assigned to the operations group.

Design

Once the specific choice of hardware is selected and the equipment is purchased,
appropriate identification should be affixed to each piece of equipment (see Physical and
Fire: Computer Inventory Control). The accountability for each piece of equipment should

then be assigned to the appropriate employee. The initial assets accountability document

should be completed in this stage.
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" Implementation

As assets are implemented, and before the system becomes operational, all affected
employees should be informed as to their responsibilities towards the equipment. Each
employee’s responsibility should be made clear to them and disciplinary actions taken due to
a failure in meeting their responsibilities should be clearly explained. The reasons for the

division of assets responsibilities should be stated, as well as to whom the employees can

report any misuse or malfunction of assets.

Maintenance

The asset accountability list should be kept up to date, with periodical auditing of
the list ensuring its completeness and correctness. The list should be updated whenever new

employees are hired, new assets are purchased, an employee is terminated or changes

function, or an asset is replaced.
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Classification: Security Policy

Method: Disaster Recovery

Description: A disaster recovery plan is a plan for emergency response, backup
operations and post-disaster recovery maintained by an activity as a part of its security
program that will ensure the availability of critical resources and facilitate the

continuity of operations in an emergency situation.(NCSC, 1988)

A disaster recovery plan must be formally written, updated, tested and audited to
ensure it's completeness and correctness in the case of an emergency. Personnel
involved must be familiar with their role in such a plan, and test runs are strongly
suggested to ensure preparedness in case of an emergency. The presence of a

documented disaster recovery plan should not lead to complacency in this area.

Although it is possible to develop a generic disaster recovery plan, it is often necessary
for each plan to be customized according to geographical location, operational
parameters, specific computer systems, and local or environmental hazards. It must be

ensured to include all potential disasters.

The aspects of such a plan include, but are not limited to: coordination, systems and
support, hardware recovery or replacement (see Physical and Fire: Contingency
Recovery Equipment Replacement), facilities, administration, scheduling,
communications, documentation, supplies, insurance. Each aspect of a disaster
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recovery plan should be assigned to an individual. It will then fall to this individual to
ensure that the aspect of the plan for which they are responsible be accomplished and

properly documented for future reference.

Systems, applications and functions should be prioritized in order to determine their
precedence in disaster recovery. A liaison with users should be established in order to
facilitate the execution of the plan. Communication is a critical part of any disaster
recovery plan, particularly in large organizations. Communication between managers

can help to assure a smooth and minimal cost recovery.

Once a disaster recovery plan has been used, all affected job functions should be
monitored for any change in productivity. The time period of productivity fluctuation
as well as the reason for these fluctuations should be documented. These documents, as
well as any historical disaster recovery documents, should be analyzed to determine

how the plan can be improved.
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Analysis

|

| question, then one should be developed before any planning for new systerﬁs continue. If

If no documented disaster recovery plan currently exists for the organization in

the plan does exists, then it must be modified to include the new system. All elements of the
| plan must be reviewed and, if necessary, modified to include the new planned system. The
system should be designed with all possible disasters in mind.

|
Individuals responsible for aspects of the disaster recovery plan should be consulted

{ in order to determine the best design for the new system in these respects. Any historical

disaster recovery documentation must be consulted in order to determine if any

improvements to the system will aid in future disaster recovery attempts.
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Design

The system is designed with all precautions necessary to survive a potential disaster. The
disaster recovery document is officially modified in order to meet any new requirements that
result from the implementation of the new computer system. Elements of the disaster
recovery plan such as alternate communication paths (see Physical and Fire: Alternate
Communications Path), as well as any improvements identified by the review of historical

documents are included in the design of the system.

Any personnel responsible for specific aspects of the plan are notified of any

modifications.

Any emergency replacement equipment or vendor assurances as to replacement

equipment are obtained.

Implementation

The plan is completed before the system goes online. All personnel involved

with the plan are made aware of their roles.

Maintenance

Any modifications to the system will result in a review of the applicability of the

disaster recovery plan.
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Classification: Security Policy
Method: User Agreement
Description: The agreement stipulates the rules and regulations that must be followed

for proper and secure use of the system.

This agreement should be designed by the computer security officer (see Personnel
Practices: Computer Security Officer), the systems design staff, the computer
operations group ard the manager of every department. It will delineate all of the
user's rights and responsibilities when using the system. The signing of this agreement
should be considered legally binding, and the users should be expected to behave in a

manner that is within the boundaries of proper behaviour set forth in the agreement.

The use of a user agreement serves to resolve any disputes that may arise between users
and providers. Legal council may be useful in drafting such an agreement and will aid
in assuring its legality. It may have to be rewritten several times before all people
affected by it are satisfied. The final draft should reflect all current legislation affecting
a computerized work environment, as well as all elements of the security policy relating
to the users. The agreement should be drafted in such a way as to minimize it's effect

on user productivity.

A user agreement will make user behaviour on the system more predictable, thus
facilitating the discovery of unauthorized intruders by security staff. It also allows
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providers to sensitize users to security and privacy concerns before the system goes

online.

The user agreement should include appropriaté behavior for each user based on his/her
job function. This includes not only behavior on the system, but behavior in regards to
the system. All infractions should be listed, including disciplinary actions that will be

taken for any abuse detected (see Security Policy: Disciplinary Actions).

Analysis

The user agreement is designed in parallel with the design of the system. Any unusual user
behavior that is identified at the analysis stage should be documented, as well as any

unwanted user behavior. User behavior should be analyzed as well in order to determine it's

appropriateness within the organization.

34



Design

The preliminary drafts of the user agreement are completed in this stage.

As users are educated in the use of the new system (see Security Policy: End User
Education), they should also be made aware of the user agreement, and any disciplinary
action that will be taken if the agreement is not respected. Any user feedback should serve

as a review of the agreement.

Modification of the user agreement continues in an iterative way, until all parties involved

are satisfied with the results. Users are then asked to sign the agreement.
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Maintenance

Any change in legislation regarding the safe and proper use of computer systems
may lead to a change in the user agreement. The computer security officer is responsible for

monitoring all legislative modifications that may lead to a change in the user agreement.
If the user agreement is modified in any way, all affected users should be
informed. Once the users are familiar with the changes and agree on the new user

agreement, they must sign it behave within the new boundaries.

All new employees should be educated and asked to sign the agreement before they

are allowed access to any of the organizations computer system.

A periodic audit of user behavior should be conducted in order to assure the

organization that user behavior falls within the boundaries set forth by the user agreement.
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Classification: Security Policy

Method: End User Education

Description: Long considered to be one of the best, but most often overlooked,
deterrents to computer abuse or misuse (Hoffer and Straub, 1989; Courtney, 1986), end

user education should be addressed throughout a system's life cycle.

It should include training in proper systems use, systems authorizations, conditions for
use, methods for changing passwords and penalties for security breaches. The users
should be made well aware of why such practices and policies exist and the possible

outcome should such policies be violated.

Users should be encouraged to report suspected security breaches. They should also
learn to appreciate that illegal access or sabotage could effect user performance and

productivity as well as damage the organization as a whole. (Wong, 1987)

Analysis

The system should be designed with user behavior in mind. Proper user behavior

should be documented in order to include it in the user agreement (see: Security Policy:

User Agreement) B
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Design

Once the user agreement is drafted, users should be educated in every element of
the agreement. The reasoning as well as the penalties that will be incurred for any breach of
the agreement should be made clear. Users should be asked their opinions on the

agreement.

Users should be made fully aware of what constitutes a breach, to whom they
should report any breach, and why it is important for them to do so. The agreement should
be signed by users only when they understand the full impact, as well as the importance, of

computer security to the organization.
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Maintenance

Periodic orientation sessions should be conducted to refresh user awareness in
computer security. New users should be given security training before they are granted
access to the system. Many security breaches are caused by user carelessness or

maliciousness (Loch, Carr and Warkentin, 1992).

End-user education should always be an ongoing activity. Users are the first line

of defense as well as the organization's greatest vulnerability on the computer security front.
It has been ascertained that 43.3% of all computer security breaches have been caused by
employees either through maliciousness, or by accident (Loch, Carr and Warkentin, 1992).
Proper end-user education and the use of a users agreement will help to reduce this number

to a manageable level.
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Classification: Security Policy

Method: Employee Termination Policy

Description: Policies and procedures to immediately withdraw all access to sensitive
materials, sensitive areas and all computer systems to the terminated employee. The
goal of this method is to prevent all damage to the organization from a disgruntled
employee. Damage can include destruction or denial of data, programs, equipment or

services and any unauthorized disclosure of data or programs.

A proper employee termination policy should include, but is not limited to (Ruder and
Madden, 1978):

® Eliminating the user's account

® Change any special passwords (root, network connection etc.) that the user may
have had access to.

® Remove any ability to physically access the area (confiscate keys and/or change

locks)

It has been ascertained that a great many computer offenders are disgruntled employees,
which puts greater importance upon the proper development and use of this tool. It is
suggested that the termination policy address policies and procedures to put into effect
according to the job function of the employee. If the employee was a secretary, the
changing of a few passwords and the confiscating of some keys may suffice. If the
employee was the systems administrator, then much more drastic measures are called
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for. Changing all key passwords, confiscating keys and any property that belongs to
the organization and finally, a security audit of the system to make certain that all
systems are functioning properly and that no "back doors" exists to be taken advantage

by a disgruntled ex-employee.

These policies and procedures should be put into effect at the earliest possible instance.
If a time lag occurs between the termination of an employee and the execution of the
employee termination policy, an unnecessary window of vulnerability exists for the

organization.

Analysis

Any existing employee termination policy is examined to determine it's suitability

for the new system. The new system is designed keeping the existing policy in mind.

Design

Once the system is developed, any user that will be using the system is classified by job
function. With this accomplished, the existing employee termination policy is modified (or a

new termination policy is developed) with precise instructions on dealing with a terminated

employee of each job function.
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Maintenance

The termination policy is modified whenever a job function is added, removed or
significantly modified. If a new computer system or new security practices are introduced
into the organization, the employee termination policy must be reviewed in order to assure

it's completeness and correctness. -
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Classification: Security Policy

Method: Object Reuse

Description: The reassignment of some subject of a storage medium (eg. page frame,
disk sector, magnetic tape) that contained one or more objects. To be securely
reassigned, no residual data can be available to the new subject through the standard
system mechanism (NCSC, 1992). Note that for the purpose of this framework, only
primary and secondary storage will be addressed. If the organization is concerned with
object reuse at a system's level (CPU registers, floating point co-processor registers,
cache memory or physical memory), then a third party trusted system can be purchased
which meets the requirements laid out in (CSSC, 1993), (DOD, 1983) or (NCSC,
1992). The development of such security tools lays beyond the capabilities of most

commercial establishments.

When any fixed or removable medium is reused, any information it contains and any
identification labels must be eliminated. There should be no trace of what the media

contained prior to its reuse.

Organizations can purchase a degausser in order to magnetically reset removable media
(magnetic tapes, floppy disks etc.). Software precautions can also be used.
Overwriting the contents of the media with a series of neutral characters (eg. random

zeroes and ones) can easily be accomplished completely eliminating any possibility of

43



someone gaining access to sensitive information from old media. This is particularly

useful on fixed media, such as hard disks, which are not easily degaussed.

The security policy must explicitly state when the information on the medium is to be
made inaccessible. An object may be left with data long after its primary use has been
completed, if it has any value as a backup of the data in question. It is safer, however,
if the medium is 'reset’ either through the use of a degausser or by overwriting the
data, as soon as the medium no longer serves a useful purpose. All labels identifying
the medium should also be removed. Once the media is considered reset, it can then be

reallocated into the resource pool.

[ Design

The security policy is modified to include object reuse for all media used by the system in
t
question. If no degausser is available, the organization should acquire one that meets the

requirements set forth in the policy. Software is written or purchased in order to overwrite

any sensitive information contained on fixed media. This software should be flexible enough

to allow overwriting for a specific file, a disk sector, track, or a complete disk.

Implementation

All rules regarding object reuse are explicitly stated and the policy is officially

amended to include the new rules. It is put into effect the moment the system comes online.
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|

Maintenance

Any changes to the system will lead to a review of the object reuse criteria set forth in the
security policy. Any new media should be classified, and object reuse rules added to the
security policy. The object reuse rules should be periodically audited for assurance as to

their proper use.
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Classification: Security Policy

Method: Classification of Access Rights by Job Function

Description: A classification scheme based on job functions. Access rights on
processes and objects are set according to the job function of individuals. This not only
facilitates the assignment of access rights, groups are far easier to manage then
individuals, but it also lends itself to the division of responsibility tool (see

Organization: Division of Responsibility).

This assures that users in the same job function can access the same processes and
objects, and that to accomplish a security breach, collusion will be necessary and more
difficult. Privacy and confidentiality are well-preserved with this scheme, as only those
in a position to see secure data will be able to access processes or object that will give

them access.

A good user authentication scheme is required to reinforce this tool (see System

Security: User Authentication).

Access rights should be explicitly defined by job function, and should be documented in

the security policy.
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Analysis

The presence of secure data and the level of security necessary on the system

should be ascertained. Potential users of the system should be classified by job function.

Design

The system is designed with both strong user authentication, as well as a

method to set access privileges on objects and processes. The granularity of access

IL necessary is determined and accommodated. Access privileges for subjects need not be set if
the Bell-Lapadula rules are being maintained by the system (see System Security: Bell-
Lapadula Rule). Otherwise subject access privileges must be set if users have direct access

to them.

Users should be interviewed by job function in order to determine what objects
and processes they need to have access to. Access rights should be set using the least

privilege principal (see System Security: Least Privilege Principal). All access rights by job

function should be clearly documented in the security policy.

r Implementation

The system should be implemented with all access privileges set. User must be made aware

of what they can access, and why. 1
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Maintenance

Access rights are periodically audited in order to assure their correctness. Any new job
functions or modification of job functions will lead to a review of the security policy, and
the access rights for that job function. The results and purpose of modifications should be

documented and immediately implemented. Users should be made aware of any

modifications.
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Classification: Security Policy

Method: Disciplinary Actions

Description: The security policy should indicate to employees how they will be held
accountable for their actions on, and in regarding, the computer system. This includes,
but is not limited to, actions regarding access, disclosure, modification, or destruction

of data.(Wong, 1987)

Any disciplinary actions taken must be at least as tough as legislation(Wong, 1987).
Every person using the system must be held accountable for their actions, no
organizational position should make a user immune to appropriate disciplinary action.
Preferential treatment for any individual should be discouraged. Such actions have a
negative impact on effective deterrence, expose the organization to subsequent legal
liabilities, and bring certain moral and ethical questions to the forefront(Straub and

Nance, 1990).

Disciplinary actions include reporting the offender to the authorities, if the breach goes
against established legislation. It has been found that fewer than 16% of abuses were
reported to the authorities (Hoffer and Straub, 1989). This has been blamed on a
reluctance of the organization in making their security vulnerabilities public. Tests,
however, reveal that potential violators are deterred when abuse is reported and
perpetrators are prosecuted(Hoffer and Straub, 1989). Simply stressing penalties for
misuse is a good deterrent (Hoffer and Straub, 1989).
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Harsh penalties were deemed appropriate by only 55% of organizations surveyed for
incidents involving unauthorized access, whereas 86.5% of organizations were willing
to impose harsh penalties for destruction of data by manipulation or by computer
virus(Loch, Carr and Warkentin, 1992). Organizations are less interested in

unauthorized access than in data integrity.

In order for disciplinary actions to be an effective deterrent, they must be clearly
communicated. For this reason, they should be included in the User Agreement (see
Security Policy: User Agreement)(Hoffer and Straub, 1989). Actions such as
disregarding the abuse, or promoting abusers in order to buy their silence may serve

only to encourage future abuses (Straub and Nance, 1990).

Any disciplinary actions taken should be appropriate to the abuse. Possible disciplinary

action include reprimands, suspensions, fines or dismissal.

Analysis

User behavior on current systems is analyzed.. Any undesirable behavior that could

increase the vulnerability of the planned system is identified and documented.
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Design

All elements of the proposed system are analyzed to determine appropriate behavior
in regards to that element. Disciplinary actions are determined for each infraction of these
guidelines. It is then documented in the user agreement (see Security Policy: User
Agreement). Disciplinary action will be fair, appropriate and reflect current legislation.
Any historical documentation involving computer abuse within the organization is consulted.
This and current legislation are then used as a yardstick to determine appropriate

disciplinary actions to be taken in the case of an abuse.

Maintenance

Any modification of legislation or of the computer systems will lead to a review of
disciplinary actions. Periodic audits of user behavior should be conducted in order to be
assured as to the proper use of the system. Random periodic audits have proven to be an

effective deterrent to computer abuse (Hoffer and Straub, 1989).
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Classification: Security Policy
Method: Computer Use Access Control Administration
Description: A formal procedure that must be undertaken by any users wishing to gain

access, or change their current access, to the computer system.

This procedure should be administered by either a computer user coordinator (see
Personnel Practices: Computer User Coordinator) or by the computer security officer

(see Personnel Practices: Computer Security Officer).

A special form should be filled out by the requesting user indicating current level of

access, access requested and signatures of appropriate managers (Parker, 1982).

In return the user should get a modified user agreement explaining any new rights and
responsibilities as well as and disciplinary actions that will be taken if these are not
met. The user must sign this before access is granted or privileges are increased (see

Security Policy: User Agreement).

Although this adds a level of bureaucracy and complexity to the organization, the

advantages gained with proper access control management and user awareness through

the user agreement outweighs the negative aspects of this method.
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Organization

Isolation of Sensitive
Computer Jobs(Parker,
1982)

Sensitive jobs should be restricted to trusted computer
base (TCB) as well as to trusted individuals

Computer Security
Committee (Parker,
1982)

A Committee is formed to establish the computer
security policy and to oversee security functions.

Job Rotation(Ruder and
Madden, 1978)

People in data handling jobs should be rotated out of
their positions in order to prevent falsification of data.
The new person must guarantee the integrity of the data
upon entry into the new job.

Separation of
Duties(Clark and
Wilson, 1987; Ruder
and Madden, 1978)

Separation of duty (or division of responsibility)
prevents a single user from defrauding the computer
system. Fraud is thus only possible with collusion.
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Classification: Organization

Method: Isolation of Sensitive Computer Jobs

Description: The execution of particularly sensitive jobs, such as year end reporting,
or the manipulation of sensitive company or pérsonnel information may require special

care. Systems processing personal information need special handling.

Such jobs should be assigned to trusted individuals on a trusted computer base. If this is
not possible, then a system could be isolated (by disconnected all communication lines
other than those being used and eliminating all but necessary terminals) before the job

is processed.

Extraordinary security measures can be taken during the processing of these jobs.
Although it may be difficult to schedule the processing of such a job around regular
operations, the identification and appropriate execution of these jobs will lead to a
drastic reduction in vulnerabilities due to a concentration of security measures (Parker,

1982).
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Analysis

The sensitivity of jobs to be executed on the system is evaluated. If the system will be used
for the execution of sensitive jobs, then proper consideration of this will be built into the

system.

De;ign "

If necessary, tools and procedures used to isolate the system and/or the sensitive job are "
designed into the system. If the system will only execute sensitive jobs, it will be designed
with accordingly high levels of isolation (a trusted computer base of appropriate

classification is suggested(CSSC, 1993; DOD, 1983). I

If the system is used for both sensitive applications as well as regular operations,

a method should be found to isolate the job from the rest of the system.
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Maintenance

Periodic audits are held to determine the sensitivity requirements of the system. If this is

changed in anyway, then appropriate actions will be taken.

If the sensitivity levels have decreased, the tools used to promote isolation should
be removed in order to remove overhead from the system, as well as to avert the potential

disaster of these tools being misused.

If the levels have increased, then tools should be purchased or developed to isolate

the sensitive jobs from the rest of the system.
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Classification: Organization
Method: Computer Security Committee
Description: The computer security Committee is a high-level organization formed of
representatives from each part of the organization dealing with the computer system.
They are responsible, along with the computer security officer (see Personnel:
Computer Security Officer), for the development and application of the computer
security policy (see Security Policy).
Their responsibilities include, but are not limited to (Parker, 1982):
1- Coordinating computer security.
2- Periodic reviews of the state of security within the organization.
3- Ensufing the visibility of management's support of the computer security
plan.
4- Approving computer security reviews.
5- Receiving and accepting computer security review reports.
6- Ensure proper control interfaces among organizational functions. A proper
control interface is essential in assuring that all members of the organization
respect the security guidelines set forth by the Committee. This interface can be
formed of policies, procedures or any combination thereof.
7- Ensure that privacy and security are part of the overall information handling

plan.
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Any computer security reviews and recommendations for major controls must be

submitted to, and approved by, this Committee.

Although the formation of a computer security Committee will add a level of
bureaucracy to the organization, and therefore slow down decision making, the
presence of a management organization will demonstrate to all employees

management's commitment to a secure environment.

The presence of the Committee, particularly if the formation of the Committee crosses
organizational lines, will assure that security is met for all aspects of the computer
system, as well as taking into account other management considerations such as
employee productivity. Policies and procedures can be more easily enforced with

obvious management support.

Computer security, particularly in a commercial environment, should take a more
organizational approach, rather than a technical one. The presence of a Committee will
help to achieve this goal. Managers not on the Committee must be made aware of their

responsibilities for the security of their department. (Parker, 1982)
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Analysis

The computer security Committee is formed. If it already exists, it may be
modified to include management that will be affected by the development of the new system.
All elements of the security plan must be presented to the Committee for approval before the

systems is designed.

The Committee must assure that any security and organizational requirements are

met by the new system.

Design

Once the design of the system is complete, the Committee will meet with the

analysts to assure that both organizational and security concerns are met.

Implementation

The Committee must demonstrate their dedication to secure organizational
operations by their presence and any security briefings, or educational meetings, to which
their employees are subjected to. Employees must be made aware of management's support

of security policies and practices from the birth and introduction of the new system, if these

policies and practices are to be considered legitimate.




Maintenance

Any significant changes to security policies and practices must be reviewed,
accepted or rejected by the Committee. The Committee does not have to manage day-to-day
security operations (see Personnel: Computer Security Officer) but any major changes to
security practices must meet the approval of the Committee. In this way the organization
can be assured that not only are they operating in a secure environment, but also an

organizationally effective one.

The Committee will also review any audit reports generated by the organization.
Any problems identified by the auditors should be immediately addressed by the Committee

to assure the maintenance of a secure work environment.
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Classification: Organization

Method: Job Rotation

Description: Job rotation reflects those policies and procedures to periodically rotate
those positions that have a great deal of authority among individuals in the data
handling process (Ruder and Madden, 1978). For example, the person responsible for
entering accounts information in a bank should be replaced by a new person
periodically and without notice. The new person's first task is to assure the integrity of

the data.

This policy also greatly increases the effect of the separation of duty tool (see
Organization: Separation of Duty). With random (or seemingly so) job rotation, and

proper Separation of Duty, collusion will only be possible by chance.

The schedule is developed by the design team in cooperation with the computer security
Committee. This assures that not only computer security is being followed, but that

organizational concerns are also being met.

The job rotation schedule should be confidential to minimize the risk of collusion.

Only the computer security Committee or the computer security officer should have

access to the list.
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Analysis

Jobs which have a great deal of importance in the data handling process are

identified and fitted to the Separation of duty schedule (see Organization: Separation of

Duty). All employee qualified to perform each critical job are identified.

Design

Job rotation schedules are designed along with the system. They not only reflect the pool of

possible employees, but reflect proper Separation of duty rules.

Implementation

Employees are educated as to the responsibilities of each role they may assume. They are
trained in how to properly validate the data they are responsible for upon acceptance of a

new role. They are also informed of the methods and reasoning for the random job rotation

schedule.

Maintenance

Any new employee is fit into the job rotation schedule. They are educated as to

their role in Separation of duty.
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Classification: Organization

Method: Separation of Duty

Description: Separation of Duty (or division of responsibility) breaks down all EDP
functions into as many discrete self-contained activities as is practical and cost-effective
under the circumstances. Accountability issues are also broken down into discrete
areas to facilitate assignment of responsibilities (Parker, 1982). The result is a
reduction in the level of trust needed for each manager by reducing the possibility of
accidental or intentional acts resulting in loss. It forces the need for collusion among

individuals who may attempt unauthorized activities.

When separating jobs into discrete activities, care should be taken to ensure external
consistency of the data objects. Functions must be broken down, but data objects
should not be. Activities resulting from Separation of duty should, at their lowest

level, represent the data object they deal with.

By separating jobs into separate activities, and assuring that these activities can only be
completed with well-formed transactions (see Application Security: Well Formed
Transaction), only collusion between employees can result in fraud. Coupling
Separation of duty with random job rotation (see Organization: Job Rotation) will make
collusion very difficult, thus assuring the integrity of data. If collusion is occurring, it
should be discovered quickly when an employee accepts a new role and validates their
data.
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To ensure the maximum protection, Separation of duty must be coupled with the
concept of well-formed transactions. A well formed transaction is one which contains
all necessary validation elements and attempts to accomplish only what it was created
for. It is created in most situations, not by a user, but by a process. In this way, each
transaction is discrete and formed by a different individual executing a process. If each
step is performed by a different person, the external and internal representation should

correspond unless some of the people conspire (Clark and Wilson, 1987).

The first rule of Separation of duty is that any person permitted to create or certify a
well-formed transaction may not be permitted to execute it. This rule ensure that at
least two people are required to cause a change in the set of well-formed transactions
(Clark and Wilson, 1987). For example, any in-house application programmers who
are permitted to create processes containing legitimate, well-formed transactions, must
not be allowed to execute these application on legitimate data. By the same token,

those who may execute applications must not be allowed to modify them.

The easiest way to enforce Separation of duty rules is to separate applications into
functional groups by job type. Each employee will then gain permission to execute a
subset of programs, based on their job function. In this way, system security elements
will be used to enforce the Separation of duty criterion (see System Security: Least

Privilege Principal).
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It is important to note that Separation of Duty and well-formed transactions are
effective only if users are not allowed to directly modify the data. In a military
environment, a data item often has a security level associated with it. In a commercial
environment, it is often much more effective to link a data item with a set of
applications that have permission to read or modify it. In this way only valid
transactions will be performed on the data item. In addition, a user is not given
permission to modify data, but rather the permission to execute a process. These two
differences are critical in making Separation of duty and well-formed transactions

effective in controlling error and fraud.

Separating jobs into discrete, self-contained units helps to create more efficient EDP
functions. However, some smaller organizations may find it difficult to separate
functions sufficiently. If the organization is so small that it has difficulty separating
tasks into discrete functions, it is probably unnecessary to do so. Separaticn of duty is
necessary only when there is the possiblity of unnoticed modification of applications or
data. If this is not the case in an organization, then separation of duty can add a great

deal of complexity unnecessarily.
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Analysis

Job functions are separated into discrete groups. The computer security Committee
(see Organization Computer Security Committee) must be involved in the separation of duty
because of the obvious organizational impact that such a task will have. It is important to
isolate activities without significantly reducing employee productivity. This can be

accomplished by breaking down each main activity into its components.

For example, if the activity is purchasing, it may be broken down into placing the

order to purchasing, purchasing putting a request in for funds to the accounting department,
the accounting department confirms the expenditure, the order is then placed with the
supplier by the purchasing department, the check is issued to the supplier by the accounting
department, the item is received in receiving and documented, and accounting documents the

received check.

In this manner, if each of these function is composed of a well formed transaction and
performed by different people (eg. 3 people in accounting, one to approve the purchase, one
to issue the check and one to document the receipt of the cancelled check) then the
possibility of fraud is greatly reduced. All persons involved would have to be in collusion
for fraud to be possible in such a situation. Note however that this does not mean that there
is one person in accounting whose only job is to document received checks. A person may

be responsible for many different areas, and many weliformed transactions.
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Design

The system is designed to accommodate the job functions. Applications are divided
into subsets by job function. Execution permissions are set in such a way as to restrict their

use to valid users.

Implementation

Users are informed of the responsibilities and, if necessary, their new roles within
the organizations. The job rotation schedule is explained. The reasoning behind welil

formed transactions, division of responsibility and job rotation is explained to the user.

Maintenance

New users are given orientations sessions. The system may have to modified to take into
account new roles and functions. Periodic audits are conducted to assure that the division of

responsibility is working as intended.
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Physical and Fire

Physical Security
Perimeter and Access
Barriers (Parker, 1982;
Ruder and Madden,
1978)

Preventing access to the physical boundary of security
importance.

Personnel
Authentication (Parker,
1982)

Physical means of identifying personnel.

Backups and Offsite
Storage (Ruder and
Madden, 1978)

Conducting regularly scheduled backups of all important
data in the organization. Offsite storage of backups in
case of disaster.

Electrical Power
Shutdown, Recovery
and Safeguards (Parker,
1982)

Policies and procedures for protecting sensitive
electronic equipment from electrical accidents. Includes
procedures for emergency shutdown and recovery.

Fire Detection and
Prevention (Ruder and
Madden, 1978)

Precautions for fire prevention, detection and
extinguishment.

Computer Inventory
Control (Ruder and
Madden, 1978)

Inventory control of all parts and equipment, including
location, useful life, date of purchase, date of
installation.

Alternate
Communication Paths
(Ruder and Madden,
1978)

Ensuring the existence of alternate communication paths
to critical online systems.

Computer Terminal
Access and Use
Restrictions (Parker,
1982)

Restrict use or access to terminals to certain rooms or
during certain times.
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Classification: Physical and Fire

Method: Physical Security Perimeter and Access Barriers

Description: A physical perimeter must be defined and clearly marked. This
perimeter should contain all critical equipment -including, but not limited to: computers,
terminals, peripherals (such as printers, modems), network junction boxes, electrical

power switching, telephone junction boxes and fire extinguishing equipment.

A security perimeter must be easily identified to avoid accidental intrusion. It
should be easily discernible, simple, uncluttered and sufficiently secure relative to the
value of the assets contained within the perimeter. Drawings and specifications of the
perimeter must be available and used for planning any facility changes. (Parker, 1982)
Areas above and below (particularly false floors) should be considered when securing

the Perimeter.

Perimeters within a perimeter are permitted, and often serve to simplify the layout. A

perimeter may contain a second (third, fourth...) perimeter of higher security level.

The establishment of perimeters helps to ensure maximum protection of all critical
facilities as well as allowing facilities to be modified without compromising security.
However, a perimeter that is too obvious to the public may attract unwanted attention.

(Parker, 1982)
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Physical Access Barriers

Physical access barriers are used to protect perimeters. These include, but are not
limited to: strong materials between perimeters, sign in/out log, challenge of authorized
persons by unauthorized persons (this should be an employee responsibility, and should
be included in the user agreement (see Security Policy: User Agreement), posted signs
explaining which areas are restricted, mechanically or electronically locked doors,
guards (local or remote using security cameras), mantraps or turnstiles, internal
tampering alarms (including alarms against unplugging equipment), metal detectors,
xrays, and package controls. These barriers may not be appropriate for all commercial
environments, and should be implemented as necessary. The barriers implemented
should reflect the value of the information/equipment being guarded. Operations area
surveillance, either with local guards or closed circuit television can be one of the most

effective computer abuse detection tools available. (Ruder and Madden, 1978)

All work environments should have appropriate barriers, with the possible exception of
public entry lobbies, lavatories, lounges, food areas and all areas outside the outermost

security perimeters. (Parker, 1982)

Access to secure perimeters should be administrated by a central reception area. This
area should have access to an authorized access list for each perimeter. Employees and

in-house vendors should be allowed access to perimeters on a least-privilege basis.
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All procedures involving perimeters should be well documented, this includes exception

procedures.

The implementation of appropriate perimeters and barriers helps maintain a security
awareness among employees and helps discourage malicious acts. It is important,
however, that the stringency of controls match actual needs, or employee productivity

may be affected. Any barriers that can be automated should be.

Analysis

Any documentation of security perimeters should be analyzed. Necessary security

precautions for the new system should be listed. Perimeters should be evaluated to

determine their appropriateness for the new system.

Design

If existing perimeters are insufficient for the new system, existing perimeters should
be enlarged, new access barriers should be added or a completely new perimeter should be

designed to house the system.

It is important at this stage to determine the geographical location of the new
system. Fire detection and prevention equipment, access barriers and any other job which

may require modification to the building must be completed before the new system is

implemented.
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Implementation

The system is housed in its new area only when all security precautions have been
completed. The perimeter must be tested once the system is implemented to ensure a secure

environment before employees are allowed access to the system.

Maintenance

Any changes to the system, or any security breach, should lead to an audit into the
effectiveness of the security perimeter and all barriers. Periodic audits of the perimeter
should be conducted to ensure that all barriers are functioning correctly and that all users are

behaving within their responsibilities.

New employees should be made aware of the security perimeters that they have

access to and what their responsibilities are in maintaining a secure area.
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Classification: Physical and Fire
Method: Personnel Authentication
Description: This method is concerned with the identification of legitimate personnel

and their perimeter authorization.

Determining who is authorized to enter a physical security perimeter can be
accomplished through the use of color coded badges with photographs. Different

colors are used to differentiate between employees, vendors, temporary badges etc.

The decision to require badges depends on business practices, number of people,

amount of traffic and other access controls in use (Parker, 1982).

Badges may be required as identification only in certain perimeters. There are certain
advantages to badges. They allow for a quick visual inspection of the authorization of
an individual. They permit regular employees to enforce perimeter security restrictions
by being able to quickly and efficiently identify unauthorized personnel. Their use also

serves to dissuade any attempts at unauthorized entry of the perimeter.

Separation of duties (see Organization: Separation of Duties) is also strengthened by the
use of identification badges as collusion may not be possible if identification badges

restrict movement through the company.
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The use of identification badges must be policed if it is to provide proper security.
New technology can be taken advantage of by allowing security badges to double as
keys for magnetic card locks. This not only helps for identification but also automates

the movement restrictions between perimeters.

Badges are not for use by every organization as they require a fair amount of overhead.
Also, if the geographical boundaries of the organization are limited (to one room, for

example) then the use of badges is strictly unnecessary.

Badges are used to enforce perimeter rules, and the systems development life cycle
dictated in Physical: Physical Security Perimeter and Access Barriers should be
followed, with the necessity of badges being taken into account when determining

perimeter restrictions.
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Classification: Physical and Fire
Method: Backups and Offsite storage
Description: Periodic backup schedules are critical to proper recovery in case of a

disaster, or simply to reload an accidentally corrupted or deleted file.

Daily backups of regularly modified data files or applications will assure that minimum
work is lost in case of an unforseen event. Backup schedules should be designed to

allow flexibility of recovery. Backups should be available from up to year previously.

Offsite backups should be kept to allow recovery in case of a fire or natural disaster.
Media should be verified prior to backups to assure it's integrity. Backups are useless

if they are destroyed in the disaster or kept on media that does not allow proper

recovery.

Procedures are defined for reloading files or backups. User should be made aware of

what procedure to follow should data from a backup be needed.

Analysis

A backup schedule is designed. This schedule will allow for regular backups, a minimum

use of media and a time span that will guarantee a minimum loss of work involved.
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“ Implementation-

" All applications and data files are backed up prior to system implementation.

Maintenance

Regular backups are made. Their integrity is verified before they are sent offsite or put into

local storage.
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Classification: Physical and Fire

Method: Electrical Power Shutdown, Recovery and Safeguards

Description: This tool is critical to all computer sites. Power failures are relatively
frequent in all parts of the world and, in most case, are unexpected. Each piece of
equipment that is separately powered should have it's own circuit breaker. Special
emphasis should be placed on critical systems, particularly those that contain CPUs or

critical data.

Equipment should also be equipped with surge suppressors, power cleaners or some

other device to protect against force spikes.

Circuit breakers should be clearly marked for manual activation. The location of all
breakers should be documented in the disaster recovery plan (see Security Policy:

Disaster Recovery).

Master circuit breakers (circuit breakers which control power to all equipment) should
be located next to each emergency door. They should be clearly marked and include
instructions for use. This is particularly useful for emergency response personnel such

as firefighters or rescue workers.

Documentation must be created to explain all procedures that must be followed in the
case of an emergency power off. This document must include a list of personnel
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responsible for bringing the system back online, as well as procedures for each machine

detailing steps that must be followed when lost data from backups.

The decrease in price of uninterruptible power supplies (UPS) or alternate power
supplies (APS) has allowed ail systems their benefits. Such a system may be installed
on specific machines, or a more powerful version can be employed to allow all
equipment a few minutes of continued operation after a power failure, minimizing the
loss of data and simplifying the recovery procedure. If several of these devices are
used, and their targets overlap, then they should be stacked differently to reduce the

chance of both failing.

Periodic testing of circuit breakers, UPS, APS and recovery procedures will increase

assurance in the system.

Breakers should be located in a secure perimeter to reduce the chances of tampering.

Accidental or malicious use of breakers could be very harmful.
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Analysis

The risk analysis should be able to isolate potential electrical risk associated with a

particular geographical area. The system should be designed with theses risks in mind.

Current location of circuit breakers should be considered when determining the

geographical location of the new system.

Design

Any modifications needed to the structure that will house the system should be implemented

before the system is installed. Circuit breakers for each main component of the system

should be available as well as a main circuit breaker located adjacent to an emergency exist.

The design of the system will include an APS or UPS, as is necessary. This
equipment can target specific elements of the computer system, the entire system or the

entire company.

Implementation

Breakers, UPSs and APSs should be thoroughly tested before the system becomes

operational. Users should be instructed on the use of breakers, and what procedures to

follow in case of a power failure, or power shutdown.
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" Main_t;nance

Periodic tests are conducted to ensure the effectiveness of recovery plans. UPS and

APS systems are also periodically verified to assure their usefulness in case of an

emergency.
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Classification: Physical and Fire

Method: Fire Detection and Prevention

Description:

Smoke and fire are a critical threat to computer installations. Fire was the leading

cause of computer room losses in the 1980's, resulting in over $11 million of damage.

Precautions can be taken to alleviate the risk associated with fire and smoke. The first
step is to ensure that the building housing the computer facilities is constructed to be as
flame retardant as possible. This includes non-combustible building materials, such as
fire-rated wired glass for exterior windows and doors. Doors should have a minimum
1 hour fire rating. (Factory Mutual System, 1993) Large or particularly valuable sites
should have as many smoke tight subdivisions as possible. Air ducts should be fitted

with smoke alarms if incoming, smoke tight dampeners if outgoing.

Programmable high-sensitivity smoke detectors or beam-type detectors should be
present in all computer facilities, and should protect all areas including areas under
raised floors and above suspended ceilings. Ideally, an engineering survey should be
performed on the area to determine the best placement for smoke detectors and fire

extinguishers. (Factory Mutual System, 1993)
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Upon activation of the first smoke detector or first level alarm (Factory Mutual System,

1993):

® an alarm will sound locally in the computer centre, to inform those
responsible of the area  and nature of the concern.

e the ventilation system smoke control is initiated.

@ initiate manually controlled shutdown of computer units that appear to be the
source of the  smoke.

® pre-action sprinkler system valves are tripped, allowing water into the
pipework.

® Personnel are evacuated from any sites with second-level alarms linked to

gaseous extinguishing systems.

Upon actuation of second-level alarms:

Note:

® alarm is transmitted to a control station or the fire department.
® all electrical power to computer systems is shut down.
® all dampeners on ventilation ducts leading in or out of rooms with gaseous

extinguishment systems are shut and the extinguishers should be discharged.

Halon as a fire extinguishment agent was banned September 16th, 1987 due to

the damage it causes to the ozone layer. FM-200, a clean-air fire suppression system, is

now available as an alternative to Halon 1301.
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Analysis

The physical facilities should be reviewed. An engineering survey should be performed on
the area to determine the best placement for smoke detectors and fire extinguishers. All

areas should be covered, including areas above suspended ceilings and below raised floors.

Communication paths for the fire alarms should be carefully detailed. An emergency system
shut down plan should be designed to allow the safe shutdown of critical systems at the

sounding of a first level alarm.

s — —

Design

All alarms, fire extinguishment systems, ventilation ducts with dampeners and other

precautions should be installed and tested prior to the installation of the computer system

Implementation

The computer system is physically installed. Manual shutdown switches are clearly labelled.

The computer system is placed in close proximity to smoke alarms to maximize their

effectiveness.
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Maintenance

All smoke detectors, fire extinguishment systems and manual shutdown plans

are periodically tested to ensure their effectiveness.

If the facilities are expanded, new areas should be included in the fire security perimeter.
This includes the installation of new smoke detectors and fire extinguishment units, and the

modification of current fire plans to encompass all new areas.

———-—d‘
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Classification: Physical and Fire

Method: Computer Inventory Control

Description: Procedure and software are developed to keep tract of inventory of all
computer equipment. This includes but is not limited to: hardware, hardware
replacement parts, used and unused media, and supplies such as paper, ribbons, '

cartridges from their arrival until the end of their useful life.

When equipment is allocated, a particular individual should be given complete
responsibility for it. He/she should be aware of it's proper maintenance and the

procedures to follow should it fall into disuse/disrepair or is stolen.

This list/program will then be used by the auditor to ensure the presence and good

working order of all equipment in the company.

Analysis

If this list does not already exist, it is created for all equipment currently in possession of the

company. This list can be used to determine what assets are available to the new computer

system and what must be purchased.

Design

All equipment used in the new system must be assigned to an individual who will be

responsible for its availability and its proper working order.
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Maintenance

Periodic equipment audits are conducted to assure the presence and functionality of all
equipment. The list is modified with each new purchase or change of equipment

responsibility.
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Classification: Physical and Fire
Method: Alternate Communication Paths

Description: This is a precaution to prevent denial of critical services.

Hardware and facilities are used to provide alternate communication paths to critical
online systems. Alternate lines to the central office of the phone company, or direct
lines to the external facility can be obtained. The cost of leased lines is reasonable and

may be worth it to maintain services to critical external sites.

" ' Analysis 1

" The importance of communications between sites is ascertained. ' "

Design

If communication paths are critical, the system will designed with alternate communication

paths.

Implementation

The alternate communication paths are tested to assure their validity before the system goes

online.

- Maintenance ) "

Periodic testing of communication paths is conducted to assure their reliability. ||
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Classification: Physical and Fire

Method: Computer Terminal Access and Use Restrictions

Description: The purpose of this method is to restrict access to terminals to authorized
users. All terminals should be located within a secure perimeter to minimize potential
misuse. Automatic terminal timed shutoff should be implemented to restrict

unauthorized access to an unoccupied and forgotten terminal.

Time cards can be used in high security level environments. These cards are placed in
a card reader which authorizes computer use by monitoring the card. When the card is
removed, the terminal is automatically shut down. Some cards contain a small
processor which generates random passwords authenticated by the system. These cards
can be used not only to monitor terminal use, but also as user authentication (see

System Security: User Authentication).

A procedure should also be put into place which users must undertake if they wish
access granted or modified to certain terminals. This procedure should be administered
either by the Computer User Coordinator (see Personnel Practices: Computer User
Coordinator) or by the Computer Security Officer (see Personnel Practices: Computer
Security Officer). The procedure should include a form listing current access
privileges, requested access privileges and authorization of appropriate managers in the

form of a signature.
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A document explaining the responsibilities accompanying the new access privileges
should be given to the user. A new user agreement may have to be signed based on the

new privileges (see Security Policy: User Agreement).

These policies and procedures will add complexity to the physical system, as well as
bureaucracy to the organization. Their use, however, can be a very effective tool in

managing security issues and maintaining access controls within the organization.

Managers should be informed that access to terminals and perimeters should be granted

on a least-privilege basis.

Design

The security level of the system is assessed, and appropriate measures (time cards,
automatic shutoff, placement of terminal in appropriately secure perimeters) are taken to

assure that only authorized user have access to the terminals. Procedures are put into place

to allow users to modify their access if necessary.

Maintenance

Periodic assessments of terminal security levels are conducted to ensure that

security levels assigned to terminals are still appropriate.

Audits are conducted to ensure that security measures have not been bypassed and

that users have access to terminals on a least Erivilege basis.
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Personnel Practices

Computer Security A CSO should be established and trained to oversee all
Officer (Hoffer and computer security activities in the organization.

Straub, 1989; Wong,
1986; Parker, 1982)

EDP Auditor (Parker, Personnel should be properly trained to conduct audits
1982) on the organizations computer system.

Computer User Trouble | All reported problems should be logged to prevent
Calls Logging (Parker, | overlooked security problems.

1982)
Cooperation of CSOs Computer security officers should cooperate with CSOs
(Parker, 1982) from other organizations to exchange information.
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Classification: Personnel Practices

Method: Computer Security Officer

Description: A computer security officer (CSO) is responsible for overseeing all tasks
relating to computers security within the organization. It is his/her responsibility to
assure proper security levels are met in the data centre, communications system,

network, terminals, and personal computers throughout the organization. (Wong, 1986)

Among the CSOs other responsibilities are (Wong, 1986):
e Liaison with computer users.
® Preparation and enforcement of security standards and procedures.
® Assure that the organizational policies comply with legislation, such as the
~ data protection act.
® Risk analysis and monitoring day-to-day events to make sure that
controls are sufficient. This task may be the CSOs sole responsibility, or he/she
may share it with the EDP auditor.
® Implementation and administration of access control equipment and software,
and control of encryption and authentication devices.
® Contingency planning and procurement of computer insurance.
® Analyze and advise on new legislation.
® Evaluate cosi-effeciiveness of controls.
® Motivation of management and user to proper use of controls.
® Managing security policy and disaster recovery plan.
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® Review user trouble call logs.

® Keep abreast of new technological and security developments.

® Act as liaison between different functional areas regarding computer
security behavior.

® Conduct random-schedule security reviews.

® Review user behavior to assure that the end-user agreement is being
upheld.

® In smaller organizations, the CSO may have other tasks above and beyond

his/her regular responsibilities.

The CSO must be able to communicate at all levels to be effective. He/she should
understand corporate security requirements at all levels and recommend, cost-justify,

and implement the necessary safeguard in strategic areas.

The CSO must keep him/herself informed off all corporate plans and the future strategy
governing computing and communications including: new data centres, use of
encryption on communication lines, computer acquisition, new projects and

diversification or consolidation of new product lines. (Wong, 1986)

In order to remain effective, the CSO should report directly to the chief executive

officer or to the board of directors. This will allow him/her enough authority to
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effectively implement security plans, and to discipline those in the organization who act

against corporate security.

Use of outside expertise should not be discounted, particularly in those areas where

there is a shortage of in-house expertise. (Wong, 1986)

The appointment of a CSO provides a focus for the formal development of a computer
security program. However, the CSO must not be viewed as a scapegoat by others in
the organization. Managers in particular should be aware that, despite the presence of a
CSO, they are still responsible for enforcing security rules within their departments.

(Parker, 1982)

The appointment of a CSO within an organization transcends the SDLC. He/she should
be appointed to govern security within an organization as soon as possible. Preferable
before any system is designed. Risk analysis and other tasks should be accomplished
before the organization implements any computerized systems. If computerized
systems exist and the organization does not have a CSO, one should be appointed at the
earliest possible time and should be allowed to familiarize him/herself with corporate

security policies before any other systems are developed.
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Classification: Personnel Practices
Method: Electronic Data Processing (EDP) Auditor
Description: An EDP auditor is only necessary in larger organization, where the CSO

cannot manage all the responsibilities normally attributed to that position.

The EDP auditor's tasks include:
e monitoring the effectiveness of security policies procedures, software and
training. (Hoffer and Straub, 1989)
e developing an audit plan in conjunction with the CSO. The audit plan should
target area with the highest risk first, to assure acceptable security levels in the
most vulnerable parts of the organization. (Parker, 1982)
® make sure that audit logs are complete, meaningful, accurate and tamper
proof. (Wong, 1986)
eperform analysis on logs to ascertain whether or not control requirements have
been met. (Wong, 1986)
® analyze any problems relating to adequacy in staffing
e determine the cost effectiveness of controls
® evaluate methods by which controls can be circumvented
® determine how actual administrative and running costs compare with budgeted
expenditures
® analyze whether or not control requirements have been adequately met
® cvaluate the effect of controls on employee productivity
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Periodic review of recorded incidents should provide constructive comments on user
experience, attitudes and utilization of control procedures, software and devices.
Should also provide details on shortcomings or benefits created by applying such

controls. (Wong, 1986)

Analysis

Prior to the development of any new system, a CSO or EDP auditor is appointed
(depending on organizational needs). An audit of all existing systems and business practices

is conducted, along with a formal risk analysis.

Findings are analyzed to determine the greatest areas of risks in the organization.

The system is the developed with controls to offset these risks.

Design

The auditor is responsible for making sure that controls are designed into the

system. It is the auditor's responsibility to assure that the new system's risk levels fall

, within the range of acceptable risk.

Implementation Tl
The auditor should be present to assure that the controls have been implemented correctly i

and that the users are familiar with their reasoning as well as their use.
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Maintenance

Most of the tasks completed in the maintenance stage are conducted by either the CSO or the
EDP auditor. The EDP auditor's main function is the constant monitoring of all the systems
in the organization to assure that controls are still effective. Risk should be periodically

evaluated to maintain assurance as to acceptable risk levels within the organization.

96




Classification: Personnel Practices

Method: Computer User Trouble Calls Logging

Description: User problem call are logged by operation staff. Caller's name, date,
time and nature of the call should be logged for historical reference. A brief
description of each call, and what solutions were applied by operations staff is prepared
. for review by the organization's CSO. The CSO then determines what new areas of
risk the company is exposed to, and whether current controls are adequate. Any
actions taken by operations staff are also evaluated to determine whether they suffice as
problem resolutions, whether or not any adverse effects are generated by the solution
and, finally, whether or not the operations personnel had the authority to implement the

solution. (Parker, 1982)

The advantages to such as system is that it forces users and staff to justify any actions
taken regarding the controls of the system. The documentation generated by such a
system is also very useful in determining adequacy of controls and to determine what

controls will be necessary in any new system implemented.

Any impact that controls have on performance will also be reflected in the user logs.

Despite the red tape generated by such a system, the advantage that user trouble call

logging confers to the management of current and future controls justifies their use.
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Analysis

Past trouble call logs are reviewed to determine what risks the new system will be

facing, what controls are no longer necessary and which new controls should be added to

keep risk with the accepted range.

rh
Maintenance

Trouble call are regularly reviewed by the CSO and/or the EDP auditor in order to

evaluate the ongoing effectiveness of implemented controls.
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Classification: Personnel Practices

Method: Cooperation of CSOs

Description: Computer security organizations already exist in most major cities.
Security personnel from many private and public sector companies gather at regular
meetings to exchange information that will advantage the group. In this manner,
mistakes are not repeated. The CSO from one organization can seek advice from others

who may have already experienced and found solutions to the problem. (Parker, 1982)

Emergency "hot-lines” can be formed to disseminate information on an emergency
basis. National and international organizations can also be used to glean important
information about current computer security risks. CERT, the Computer Emergency

Response Team is just such an organization.

It is important that the information shared with such groups not weaken the
organization to which the information pertains. Classified information should remain
classified. CSOs involved in such security groups should share information with
discretion and assure that they have not weakened the security position of their

organization. (Parker, 1982)
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[ Analysis_ ]

Any historical information that can be obtained from these organizations and that pertain to
the system being analyzed should be reviewed. Risk analysis can also be greatly facilitated

by reviewing past risk analysis' done by others in the same industry and in similar

geographical boundaries.

Maintenance

Such organizations should be monitored to determine what new risks, if any, have emerged.

If risks are identified, the security personnel from all organizations affected by the risks can

| work together to determine what controls can be used to offset the risk.
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Insurance

Financial Loss Insurance in case of business. Emergency funds in the
Contingency and case of self-insured agencies.

Recovery Funding
(Parker, 1982)

Contingency Recovery | Alternative source of equipment in case of failure
and Replacement (emergency replacement policies from vendors).
(Parker, 1982)
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Classification: Insurance
Method: Financial Loss Contingency and Recovery Funding
Description: Insurance or emergency funds (for self-insured organizations) should be

available in case or contingencies or recovery. Specialized computer insurance should

be purchased for areas in which regular insurance does not apply.

This insurance should cover:
® asset losses
® business interruption

® extra expenses resulting from contingency recovery

Organization that are not self-insured should bond all employees in high-risk EDP

activities against fraud. A blanket bond is usually sufficient for this.

It is important that insurance be considered an addition, and not a replacement, to

proper security practices. (Parker, 1982)
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Analysis

Any new system must be evaluated to determine whether or not it, and the processes it
controls, are covered under current corporate insurance policies. If current policies or

emergency funds are insufficient, actions should be take to assure that the new system is

well protected financial in case of contingency or recovery.

——— —— ——————y
" Maintenance

Periodic monitoring should be used to assure that current contingency funding or insurance

is till sufficient to cover the system in case of disaster.
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Classification: Insurance

Method: Contingency Recovery and Replacement

Description: The disaster recovery plan (see Security Policy: Disaster Recovery Plan)
should include a written vendor commitment to replace critical equipment and supplies
in a specified period of time following a disaster or other event leading to equipment
loss. This document should be legally valid, and specify all terms of the replacement
including the equipment to be replaced, the period of time that can elapse before

replacement and any financial renumeration required.

The disaster recovery plan should outline all steps that must be taken in order to regain
critical services. Installation procedures should be well documented, unless the vendor
agreement specifies that it is the vendor's responsibility to install the new equipment.

In some cases a promise of best effort from the vendor may be all that you can expect.

Contingency equipment replacement provides the organization with a means of planning
alternative data processing until equipment and computing resources have been restored

(Parker, 1982).

Other contingency precautions are possible. These include providing "hot sites”, or

office space with alternative computer equipment to be used in case of disaster. "Warm

sites" or leased sites are those which are leased from outside sources such as hotels or
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computer companies, and include computer equipment necessary to continue

operations.

Analysis

How critical is the new system to organizational operation? How long can the organization

operate without the system? These and similar questions are answered at this stage in order

to determine the role and importance of the new system.
_—————— ]
Design

If it has been ascertained that the system is critical to the organization, precautions must be
taken to ensure its continued operation. A written vendor commitment is obtained to have

the equipment replaced in a reasonable time.

If the system is so critical that no downtime is acceptable, a hot site or warm site should be

arranged to assure a continuation of services.
m

Implementation

If a hot or warm site is necessary, it will be implemented in parallel with the system under

design.
—_——————,

Maintenance

Vendor contracts are renewed periodically to assure their completeness and correctness, this

is particularly important if the system undergoes periodic hardware changes. Hot sites and

warm sites should also follow system upgrades to assure their role in disaster recovery. |
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System Security

Firewalls(Ranum, 1994) | Dedicated hardware and software used to give 0.9444
access to networks, particularly the Internet, while
reducing an organization's vulnerability to external
threats
Remote Terminal Assuring that remote terminals are valid and secure | 0.8493
Physical Security
(Jamieson and Low,
1989; Parker, 1982)
Restricted Use of Allowing access to system utility programs only to | 0.5638
System Utility authorized users.
Programs (Parker,
1982; Ruder and
Madden, 1978)
Assign File and Responsibility for the availability and maintenance 0.7883
Programs to Users of files and programs should be attributed to the
(Parker, 1982) user, when appropriate.
Data Classification Access labels should be attached to each piece of 0.7783

(Parker, 1982; Ruder
and Madden, 1978)

X5 o

data (file, record, field) depending on the
granularity of the operating or database
management system.

Technical Review of Each change to the OS should lead to a detailed 1.0678
Operating Systems technical review of the changes, and their impact to

Changes (Parker, 1982) | the organization

Cryptographic Cryptography to assure data security on local 1.1111

Protection (Parker,
1982; Ruder and
Madden, 1978)

machines and communication lines.
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User Authentication
(Boockholdt, 1989;
Wong, 1987; Chalmers,
1986; Parker, 1982;
Ruder and Madden,
1978)

Assuring the accuracy of user identification for
proper security management.

Automatic, Timed Automatic terminal log-offs after a certain period of | 0.5091
Terminal Logoff inactivity.

(Wong, 1987; Ruder

and Madden, 1978)

Bill Back System Billing back computer resource expenses to USErs. 1.2384
(Ruder and Madden, Helps identify unusual resource use.

1978)

Hardware Monitors Monitoring hardware usage throughout the 0.9592

(Ruder and Madden,
1978)

organization for unusual levels.

!See page 216 for a description of the cost/effectiveness ratio.
*The Bell-Lapadula Data Rule will not be included in the final draft of the framework
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Classification: System Security

Method: Firewalls

Description: A firewall is a set of hardware and software used to protect one network
from another untrusted network. The typical firewall can be though of as a pair of
mechanisms: one which exists to block traffic and the other which exists to permit

traffic. Emphasis can be placed on either of these functions. (Ranum, 1994)

Firewalls are particularly important in organizations which wish to have access to the
Internet without having to incur the vuinerabilities inherent in this international

network. Safety, particularly when connecting to the Internet, is often of paramount
importance. A firewall allows an organization to restrict traffic both to and from the

untrusted network.

Firewalls can also be used to store information that the organization wishes to make
public. In this way information can be disseminated to the public without putting other,

more sensitive, information at risk. (Ranum, 1994)

Services that are often blocked by firewalls are: TFTP, NFS, SUNRPC, login, shell,
route, syslog, uucp, openwindows, X11 and others. In effect, a proper firewall should

block all services other than those specified.
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Firewalls can often be difficult to implement while maintaining enough openness to
allow reasonable freedom in accessing the untrusted network. It is important that the
firewall allow enough access to make connecting to the untrusted network useful. If an
organization does not allow meaningful operations, or if a machine contains very
sensitive data, then the connection to the untrusted network should probably not be
attempted. Firewalls are a very good protection from an untrusted network, but they
are not foolproof. Every access that is allowed could be used against the organization,

to gain access to services that were thought inaccessible. (Ranum, 1994)

Many products are available to help implement a secure firewall. The JANUS Internet
Firewall server and SOCKS are two products/tools that should be evaluated for use by
the organization. The first product, the Janus Firewall Server provides transparent
access for internal users, while blocking any unauthorized access attempt in from the
external network. There are many similar products, these can be use to simplify the

design and implementation of a firewall. (Dektronix Inc, 1995)

The second SOCKS, is a package that allows hosts behind a firewall to gain full access
to the Internet without requiring direct IP reachability. It works by redirecting requests
to talk to Internet sites to a server, who authorizes the connection and passes data back

and forth. (Kuris, 1994)
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Analysis

If the system under development will be connected to an untrusted network, especially the
Internet, then the use of a firewall will be considered. Any operations that need to be
available between the system (or network) and the untrusted network is determined, and a

firewall is designed to allow these operations.

The sensitivity of the system is evaluated, and if the system is deemed very sensitive to the

organization, then the network connection is not attempted.

Design

If a network connection is deemed necessary, then the firewall is designed prior to the

system. In this way, the system can be implemented behind the firewall when it is ready,

and the organization will not be exposed to any unnecessary security risks.

Implementation

The system under design is connected tc the firewall, and the firewall is evaluated to assure
that it provides appropriate security to the system. If the system remains vulnerable, then it

should be disconnected from the untrusted network immediately.

Maintenance

The firewall must be audited regularly to ensure that it is still assuring required security

levels between the untrusted network and the organizations system.
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Classification: System Security

Method: Remote Terminal Physical Security

Description: Personal computers are often used to access corporate system. They are
very rarely under the direct control of organizations operations staff, therefore security
on these machines should be of paramount importance. This method insists that
computer operations staff act as intermediaries for users accessing the organization's
computer facilities from external terminals. In essence, the operations staff must be

able to disallow access if proper remote terminal security is not in place. (Parker, 1982)

Signed agreements are used to enforce these security requirements. Users must be
aware of what behavior is expected of them, and what behavior will not be
tolerated.(Parker, 1982) In addition, it is important that only access from a machine
that must access the system be tolerated. The vulnerability of such systems can place

organizational computer security in considerable jeopardy. (Jamieson and Low, 1989)

If possible, encryption should be used to moderate external export of data. Dedicated
links are even better as they will restrict the ability of outside personnel "spoofing"”
legitimate users of the system. If dedicated links are not possible then a callback

system should be implemented.

A callback system does not allow users to log directly in the organization's computer
system. Rather, they call the system, which then disconnects the user and calls the user
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back at some pre-determined phone number. This will usually restrict the user to some
predefined physical location. In order for callback systems to be effective, cellular

phone access should be discouraged.

External links should be connected to different network devices tc ensure continuity of
services should one of the devices fail. In addition, different routing of external links
and alternate communication paths will lessen the risk of disruption of service due to
cable breakage, industrial action or equipment failure (see Physical Security: Alternate

Communication Paths). (Jamieson and Low, 1989)

Other considerﬁtions include (Jamieson and Low, 1989):
® digital communication has a lower error rate than analog
® modems with automatic equalization also work to reduce errors
® error detection and correction toois should be used whenever possible to

ensure the validity of transmitted data

Analysis

The need for access from external sources should be evaluated. If it is not

external sources should be disallowed.

necessary, or if the data on the system is of a sufficiently sensitive nature, the access from
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Design

If external communications are deemed necessary, then facilities should be put in
place to assure the security of these connections. Callback system, appropriate connections

devices (modems), alternate communication paths etc. should be built into the system not

only to allow secure communication, but also to minimize disruption of services.

Implementation

When the system is impiemented, the external communication should be assured to

function in a secure and effective manner.

Maintenance

The necessity of external communications should be periodically re-evaluated to

determine their continued necessity. Security and the availability of alternate channels

should be tested to assure their continued functionality.
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Classification: System Security

Method: Restricted Use of System Utility Programs

Description: System utility programs exist on every organizations system. Whether
they come with the operating system (such as unix's smit) or they are designed inhouse,

their use must be restricted to authorized users.

Several ways exist to restrict permission: the utilities could be placed in restricted
directories, their access labels may be configured in such a way that only authorized
user can have access to them. If the program was developed by inhouse staff, then a
password scheme may be associated directly with the utility, requiring a user to enter a
password before being allowed access to it. Such passwords should be regularly
changed to prevent password sharing which could lead to misuse of the utility in

question.

The advantages of such a system is that it forces programmers and other staff to use
accepted means to accomplish their tasks. Unfortunately, this may lower productivity
or, worse yet, encourage programmers to develop their own utilities which may be

impossible to control. (Parker, 1982)

Logs for all system utility programs should be kept listing their use, the time that they

were used, and the name of the user accessing them.
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Implementation

Appropriate controls are placed on all utility programs to allow them to be accessed only by

authorized personnel.

Maintenance

The entire directory structure is occasionally searched for any "home-made" utility
programs. Utility program logs are maintained and scanned to assure that unauthorized

access is being prevented.
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Classification: System Security

Method: Assign File and Programs to Users

Description: Access labels (see System Security: Data Classification) must be assigned
to a file or program with a purpose. In most private industries, access to data on the

corporate system is most often associated with job function. (Parker, 1982)

For this reason, user access classification should be attributed based upon job function.
The overhead required for determining access rights is decreased in this fashion, and
the task of managing permissions is simplified. This also supports the separation of

duties methodology (see Organization: Separation of Duties).

The granularity of the operating system or database will determine to what level
permissions can be given. For example, if the granularity extends to the field level,
then employees in the personnel department may have access to a user name, address
and phone number from the employee file, while employees in accounting would be
able to read the employees name and salary. Using this method, privacy is

strengthened internally, as well as externally.

If the granularity only extends to specific data files, then the responsibility for
maintaining and guaranteeing the availability of a file or program can be assigned to a
specific user, in effect distributing the responsibilities of managing the system by
assigning files and programs to whom they most pertain.
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The advantages of this system is that it forces the necessity of collusion in order for
fraud to be successful, and this collusion is more difficult, as offenders can be more
easily identified. Browsing through files is also prevented, therefore privacy is

strengthened.

User authentication (see System Security: User Authentication) must be secure for this
plan to work, if an intruder can "spoof” an employee, then the security gained by this

method will be severely compromised. (Parker, 1982)

By using groups to determine file and program access, we can bypass one of the major
disadvantages of Separation of duties. If an employee is missing, a task can still be

completed by someone in his/her group.

Analysis

The employees that will have access to the system are classified into groups by job function. "

e e—
e ——— . —— —

Design

]

The operating system structure is designed with the job function groups in mind. Directories

Lcan be dedicated to a job function, thus further isolating files and programs from intruders.
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" Implementation

The system is implemented and tested by carefully monitoring initial system use. Users must

be able to accomplish their tasks without undue difficulty but privacy and security must still

be maintained.

Maintenance

As new data and programs are assigned to the system, the permissions involved must be
carefully considered and monitored. Users should be queried as to their satisfaction with the
system. Do they have access to all the data and programs they need? User productivity

must be carefully monitored to assure that security is no more counter-productive then it

needs to be.
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Classification: System Security

Method: Data Classification

Description: On a secure computer system, sensitivity labels must be associated with
each subject and object under its control. These labels, sometimes called access labels
or classification levels, are used as the basis for any mandatory access control
decisions. The OS or DBMS must maintain label integrity, these labels should be

maintained even if data or programs are exported to another machine. (DOD, 1983)

Even human readable output should have it's data classification associated with it. File
dumps, reports and forms should have their access labels included in the hard copy to

avoid data from leaving the organization in hard copy form.

Each user must also be assigned a classification label. It is this label that will

determine the user's ability to access data and programs on the system.

Database management systems can be used to manage data classification issues. The
granularity of the database refers to the smallest data size that can be directly assigned a
classification label. The granularity of the database can, and should be used to enforce

Separation of duty limitations (see Organization: Separation of Duties).

In a DBMS, a subject acts on an object. A subject can be any application, query,
update, security procedure etc.. while an object is a data entity. It may be a field,
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tuple, table or database. Subjects are considered active, while objects are considered
passive in nature. A classification level is assigned to an object when it is created, while

a subject's classification is inherited from the user who spawned it.

There exists 3 strategies that can be used to implement a secure DBMS (Laferriere,
1990). These are:

(1) the trusted filter (TF).

(2) the balanced assurance (BA) method.

(3) the uniform assurance (UA) method.

The trusted filter is perhaps the easiest to implement. The filter acts as an intermediary
between the DBMS and the rest of the system. No data enters or leaves the DBMS
without passing through the filter. In this way, the DBMS need not be a trusted
system. The trusted operating system in conjunction with the trusted filter can enforce

all security issues and maintain all necessary audit logs.

To be effective in its task, it is important for the trusted filter to always be invoked,
never be bypassed, be tamper proof (ie. secure) and be small enough to be thoroughly

validated (Laferriere, 1990).

To enforce security regulations, the trusted filter attaches access labels to each tuple.
The labels are bound to each using a cryptoseal mechanism. The label then becomes a
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part of the tuple. Whenever a tuple is extracted from the DBMS, the filter verifies the
attached labels to ensure that the data has not been modified or corrupted. If a label
does not have the appropriate value, the operation is aborted and an appropriate audit

log entry is generated.

The advantages to the trusted filter method are many. It is hardware independent so it
may be implemented on a regular DBMS or a Distributed Database Management
System (DDBMS). It requires relatively little overhead and can be maintained very
easily. The primary disadvantages with the trusted filter approach is its limitations.
Because the trusted filter is external to the DBMS, its granularity is not as fine as the
other two approaches, being at a tuple level. Its security properties are also restricted
to data that passes through it and as such it cannot monitor static data that resides in the

database for a long period of time.

The second approach is the balanced assurance method. This method offloads some of
the security consideration to the trusted operating system. By using the operating
system's labelling abilities, it creates several "data containers” of varying classifications
to hold the data. The operating system is also responsible for maintaining audit logs.
The advantages to this system is that it requires very low overhead. The disadvantages
to the system are the relatively heavy granularity resulting from the operating system's

labelling.
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One of the main failings of this system is with the use of many multi-level tables. If
uni-level tables are used, the containers can be simply labelled, and the data retrieved
from the containers quite easily. The widespread use of multi-level tables (a table that
contains tuples classified at different security levels) will result in tuples stored in
different containers. This will greatly increase the overhead necessary to update and

retrieve the data.

The final approach is the uniform assurance method. This method is very popular in
organizations today. Simply stated, all security and auditing responsibilities belong to
the DBMS. The DBMS, which must be trusted, will be responsible for the labelling of
all data items, the evaluation of security levels and the maintenance of audit logs. This
system has very fine granularity. Indeed DBMSs often support data labelling at the
field level, allowing very sophisticated queries to be developed. The disadvantage of
this system is that it requires a good deal of overhead, and the audit logs could not be

merged with the operating system's audit logs.

Despite this, there is no question that the uniform assurance approach is the best suited
to produce a highly secure system and not simply a collection of secure subsystems.
(Laferriere, 1990) However, if security at this degree is not necessary, the balanced
assurance model is suggested for uni-level tables and the trusted filter approach for

multi-level tables.
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Analysis

The data necessities of each job function are ascertained. User productivity is key at this
stage. User must have access to the data necessary for them to do their jobs, but no more.

Privacy and security are of paramount concern and data should be assigned to user using the

"least-priviledge" principle.

—

Design

The granularity necessary to implement an appropriately secure system is determined. Once

determined, this information can be used in conjunction with other information (muiti or

uni-level? OS or DBMS ?) to determine what scheme will be used to manage access labels.

Implementation

The system is thoroughly tested to assure that access labels are being properly managed and
effectively implemented. Data levels must remain intact even if the data is moved from one

machine in the network to another.

Maintenance

Data label integrity must be assured with every modification to the system. Access levels to

new data must be ascertained and must regularly audited to assure continued

aEEropriateness.
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NOTE: The following method will not be included in the final framework. It was
included here in order to provide a description of the method and it’s purpose.
Classification: System Security

Method: Bell-Lapadula Data Rule (McHugh and Thuraisingham, 1988)

Description: (For a discussion of access labels (or classification levels) see System

Security: Data Classification)

When a subject attempts to act on an object, certain rules are applied to determine its

success.

Bell and LaPadula suggested two rules to govern the interaction of subjects to objects.
The first, called the simple security property, states that if a subject's security
classification is higher than or equal to an object's security classification, then it may

read from that object.

The second rule, called the *-property, states that a subject may write to an object

providing that its security classification is equal to or below that of the object.

As shown in figure 1, the only subject that would be able to both read and write to an
object would be one that has the same security classification as the object. Although

this may seem inflexible, there are some advantages to this system. First of all, by
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Subjects { sec *| Secret| Object

Figure 2. Simple security and *-property

allowing subjects to write to objects that are higher than they are, a system high audit
log can be kept. By placing this log at the highest level its security will be assured, as

only the system administrator should have access to the highest level.

Despite this fact, the *-property is often only partially implemented. Often, it is
modified so that a subject can write only to objects of the same level. Whether the *-

property is fully or partially implemented depends on the DBMS being used.

This set of rules has proven very effective at managing data access, though it's use

should be limited to organizations that deal with large amounts of data of different

sensitivity levels.
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Design

The necessity of the implementing the Bell-Lapadula data rule must be ascertained. If this
data rule is desired, then a DBMS which will allow the application of this rule should be
acquired, as complete and effective inhouse management of this rule is beyond the technical

means of most companies.
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Classification: System Security

Method: Technical Review of Operating System Changes

Description: Any changes to the operating system or to the basic work environment,
whether they be made by the manufacturer or inhouse, should be carefully scrutinized.
All details of the change must be reviewed, and their impact on security, current work

practices and applications.

Operating system (OS) changes must be assured to compromise neither control or
integrity of the system. Inhouse OS changes should be even more closely scrutinized to

assure that the changes made will not conflict with vendor updates. (Parker, 1982)

Maintenance

Changes to the operating system or system work environment must be carefully monitored in

order to assure that they do not compromise the following areas: security, worker

productivity, application performance and system integrity.
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Classification: System Security
Method: Cryptographic Protection
Description: Encryption is the transformation of data into a form unreadable by

anyone without a secret decryption key. (Fahn, 1993)

Initially, compression utilities often doubled as cryptographic utilities. The algorithms
used by these utilities served a dual purpose. Not only did compressing the data
increase the efficiency of data storage, but it also converted the data into non human-
readable format. (Parker, 1982) The widespread use of these compression utilities has

severely degraded their usefulness as encryption tools.

Encryption can be used in many situations (Ruder and Madden, 1978):

e Remote Encryption: If an encryption mechanism exists at a central facility, all

systems which communicate with the central one, whether by direct network

communication or by dial-up lines, must also support the same encryption methods.

e Encryption for Transport: The use of encryption when transmitting data to a third

party. The third party must have access to facilities in order to reverse the encryption

process.
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e Communication Encryption: Encrypting all communication lines, including network

lines, between inhouse systems.

® Encryption of Data on System: The use of encryption on all data, or merely
sensitive data, on an organizations computer system will help assure information

privacy.

e E-Mail Encryption: In widespread use today, email often contains sensitive
information. The overhead associated with encrypting an email message is low,

considering that encryption facilities are built into most available email packages.

There are essentially two main cryptographic schemes available today: public-key and

secret-key. (Fahn, 1993)

Public-key cryptography was invented in 197§ by Whitfield Diffie and Martin Hillman.
In a public-key system, each person gets a pair of keys: a public key and a private key.
The public key is published and used to encrypt any mail or other data sent to the
owner of the public key. The owner, upon receipt of the document can then use his/her

private key to decrypt the message. (Fahn, 1993)

The major advantage to this system is that the private key need never be revealed, thus

making it much more secure.
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A simple mathematical explanation of the public-key scheme (Vaughn, Saiedan and
Unger, 1993):

1) D(E®P)) = P

2)E(D®@) =P

3) Cannot deduce D from E

4) E Cannot be broken by a plain text attack

Therefore all may give E, retain D.

Where:
E - Encryption Algorithm
D - Decryption Algorithm

P - Plaintext Message

In secret-key encryption both the sender and receiver of the data must know the same

secret-key. This key is used both to encrypt and decrypt the data. The impact of this
scheme is that the key must be communicated, making it more vulnerable to discovery
by an outside source. However, secret-key cryptography tends to be considerably

faster than public-key. (Fahn, 1993)

A third option is available which combines the strengths of the first two. In this

methodology, the message is encrypted using secret-key cryptography for speed, and

the key is encrypted using public-key cryptography before it is communicated to the
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second individual. In this way the speed of secret-key is achieved, and the threat of an

outside source discovering the key is minimized using public-key.

Examples of public-key encryption tools include RSA and PGP which allow both
encryption and authentication of the transmitted data. The main secret-key system is

the Data Encryption Standards (DES).

Another advantage to encryption is that it allows the use of the digital signature. The
digital signature is often as good as it's more mundane counterpart when used to
determine the legitimacy of an electronic document. The use of a proper digital

signature guarantees that the document cannot be repudiated by the original sender.

A digital signature consists of two parts. The first is a method of signing a document
such that forgery is infeasible, and the second is a scheme to verify that the signature

was actually generated by whomever it represents. (Fahn, 1993)

A problem with many networks involve communication from one area of the network to
another. Specifically, a network must be able to assure that instructions or data coming
from one network have the authority to reside or take action on another. The question
is: how does one element of the network authenticate an incoming request from another
area of the network? This problem has been solved by Kerberos. Kerberos is a secret-
key network authentication scheme that uses DES for encryption and authentication. It
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is designed to authenticate requests for network resources rather than to authenticate the
authorship of documents. Kerberos provides real-time authentication in a distributed

environment but does not provide for future third-party verification of documents.

Kerberos uses a dedicated site on the network, called the Kerberos server, to perform
centralized key management as well as administrative functions. The server maintains a
database which holds all the _keys necessary for authentication on the network, including
the secret-keys of all users. It also generates session keys whenever two or more users
wish to communicate securely, and authenticates the identity of a user who requests

certain network services.

The main problem with Kerberos is that, like other secret-key systems, it requires the
use of a trusted third party. In this case, the Kerberos server takes that part. If the
server is ever compromised, the integrity of the whole system will fall apart. (Fahn,

1993)
There is already a considerable body of legislation dealing with the use of

cryptography. It should be carefully reviewed before any cryptographic tools are

considered.
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| Analysis

The sensitivity levels of the data or determined. If no sensitive data exists on the system,

then cryptographic measures need not be implemented.

Design

If it is determined that cryptographic measures are necessary, then the function that these
measures will fulfil must be determined. Remote encryption, encryption for transport,
communication encryption, encryption of data on system, email encryption or network

authentication.

If one encryption scheme can be used to fulfil all encryption requirements, then
one method should be chosen and used throughout the system. This will minimize the

overhead necessary to manage the encryption procedures.

If network authentication is necessary due to the presence of sensitive data or
procedures, a Kerberos server can be establish to manage the security of network affairs.
The choice of other cryptographic tools depends on the needs of the organization. If speed

is of the essence, DES can be used. If flexibility and security are of priority concerned, then

RSA may be a better choice. A combination of both can also be used.
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Implementation

Once encryption tools have been implemented, their use must be carefully monitored. Users
should not be able to circumvent the encryption tools, but the tools should not represent an

undue strain on their productivity.

Maintenance

New cryptographic techniques should be monitored. There is a great deal of work being
accomplished in this area, and new toois are emerging constantly. If a tool is developed that

will have a significant impact on the system, then it should be considered for use.

Legislative issues should also be monitored to assure that the use of cryptographic

tools by the organization does not contradict any laws.
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Classification: System Security

Method: User Authentication

Description: A central tool of any computer security system, regardless of it's goal, is
the ability to uniquely identify each user of the system. (Chalmers, 1986; Boockholdt,

1989)

If an individual is capable of successfully "spoofing” another individual, then not only
will the spoofer able to access information he/she has not been cleared for, but all the

audit trails will point to the compromised user.

In most systerﬁs today, the main method of user authentication is the user
identification/password combination. This is most often used because it most
frequently comes packages as part of the operating system. There is therefore no
incremental costs involved in implementing such a scheme. However, password can
often be difficult to manage. If passwords are administered centrally, the person
issuing them could easily compromise them. On the other hand, the individual who is
responsible for selecting his/her own passwords often chooses words that are obvious
(last name) or easy to guess (password). There are checkers to help minimize the
second problem by verifying the bassword against a standard dictionary and rejecting it
if it is too easily guessed. Users can choose effective password simply by combining
inserting digits in a word (passwOrd1) or misspelling a word (pazzword), but few users
are motivated enough to go to the trouble. (Chalmers, 1986)
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Password systems, despite their widespread use, are often very vulnerable.
Knowledgeable users often find it very easy to get their hands on the system's password
file. In some cases, the passwords are even kept in plaintext (Wong, 1987). If a
password system is to be used, the file containing the password should be protected
from users. Encryption of the file is the minimum precaution that should be taken.

Isolating the file from all but administrative users on the system is offers a higher level

of security. (Parker, 1982)

A password should be assigned to each user. Group passwords expose the system to
unnecessary risk, particularly if the group has special, or administrative privileges
(Boockholdt, 1989; Parker, 1982). In addition (Parker, 1982; Ruder and Madden,
1978):

e password should be changed whenever an employee leaves the company

® supervisor or special passwords should be changed very frequently

® users should be allowed to change their password as they like

® failed logins should be documented for audit. The failed password should not

be included in the audit log, as the presence of a plaintext file with misspelled

passwords will greatly increase the risk to the system

® the operating system should force users to change their passwords at a

predetermined time period (eg. every six months).
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New technologies are available that will make user authentication much more effective
than password systems, and nearly impossible to circumvent. Among these are:
fingerprints, signature dynamics, retinal scan, keycards etc. Most of these are major
improvements, but their high cost ($500-1000 per terminal) discourages their

widespread use. (Chalmers, 1986; Ruder and Madden, 1978)

Passwords that become invalid after their first use, known as one-time passwords, are
also an option, but once again more research must be conducted on their use before
they become practical and inexpensive enough to be adopted by a large number of

commercial systems. (Chalmers, 1986)

Analysis

The level of security needed for the system is determined. The higher the level of

security necessary the greater the need for effective user authentication.
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The method of user authentication is decided upon. If high levels of technology are
to be used (keycards, retinal scan etc.) then a systematic review of all the technologies
available should be conducted to find the one most suited for the application based on

effectiveness and cost.

If a password scheme is selected, facilities should be implemented to allow users to

change their own passwords as they wish, but also to verify the password selected to assure
that the user has not chosen a password that will be too easy to guess. Audit logs for failed
login should be established so that attempts to "hack" into a users account can be identified.

|| Password files should be encrypted and stored in such a way as to prevent user from

browsing.

Design__ ]

—_— -~ —

Implementation

Users should be instructed to change their default passwords as soon as the system comes

online. A knowledgeable user can take advantage of a default password to "spoof” another

user and gain access to facilities that should be restricted to him/her.

Technological user authentication schemes should be carefully explained to users,

along with any precautions that should be taken to avoid any unnecessary risk (eg. report

lost or stolen keycards).

—/ |
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" Maintenance

The periodic password changes should be enforced and a password checking mechanism
should be occasionally run against all user and system passwords to assure that they are

difficult to guess.

Technological user authentication methods should undergo regular testing to assure

their continued working order.
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Classification: System Security

Method: Automatic, Timed Terminal Logoff

Description: Software systems should exists to automatically logoff users after a
terminal has been inactive for a specified period of time. (Wong, 1987; Ruder and

Madden, 1978) Many network operating systems provide this functionality.

Design

Software should be written or purchased to support this feature if it does not already exists

within the shell or operating system.

——— ecm———

Implementation

This facility should be activated within the shell or operating system. Programs which were

written or purchased must be implemented and tested.
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Classification: System Security

Method: Billback system

Description: Each user's daily, weekly, monthly or annual charge is calculated as if
he/she was paying for the resources that they consumed. This is not a real charge, and
the user is never expected to pay it. By reviewing the charges for system usage,
unusual usage can be identified. The charges can be further subdivided into time of
day, time of month etc... to determine if the pattern of system usage is consistent with

predicted or expected usage.

Projects can have a resource total assigned to them upon completion to help predict
resource consumption of similar projects in the future. The billback system allows
system administrators to plan ahead for necessary resources, and to determine unusual
resource consumption patterns that may result from system abuse or penetration.

(Wong, 1987; Ruder and Madden, 1978)

Design

If the operating system does not provide the facilities for a billback system, then software

will have to be written inhouse or purchased.

Implementation

————/ |

The system is tested online. The overhead necessary to manage such a system must not

| significantly impair system performance.
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Maintenance

Periodically, the billback system logs must be carefully scanned to determine regular

resource consumption patterns. Any deviation from these patterns should be closely

scrutinized to determine the cause.
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Classification: System Security

Method: Hardware Monitors

Descriptibn: Similar to the billback system (see System Security: Billback System),
hardware monitors record levels of channel usage throughout the system. Network
connection usage, external connection usage and any other hardware that can be
monitored for usage. The log created is then compared with historical and predicted

usage to determine any unusual resource consumption.

Design

If the hardware does not provide the facilities for a monitoring itself, then specialized

hardware will have to be purchased to perform this function.

— |

Implementation

The system is tested online. The overhead necessary to manage such a system must not

| significantly impair system performance.

Maintenance

Periodically, the hardware monitor logs must be carefully scanned to determine regular
resource consumption patterns. Any deviation from these patterns should be closely

scrutinized to determine the cause.
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Application Security

Production Program
Authorized Version
Validation (Parker,
1982)

Version information in order to differentiate an
authorized application from an unauthorized application.

Responsibility for
Application Program
Controls (Parker, 1982)

Responsibility for controls in application programs
should be assigned to concerned personnel.
Documentation of controls is critical.

Program Quality
Assurance (Parker,
1982; Ruder and
Madden, 1978)

Applications must work as they are documented, all
program modifications should be documented, and an
independent organizational body should be responsible
for testing programs to assure their proper functioning.

Secrecy of Data File
and Application Name
(Parker, 1982)

Users of the application programs do not need to know
the actual file name nor the application name.

Programming Library
Access Control (Parker,
1982)

Must restrict access to source code.

Input Data Validation
(Parker, 1982)

All data entered should be validated.

Processing Time
Controls (Ruder and
Madden, 1978)

Restricting programs to certain times of execution.

Well-formed
Transactions (Clark and
Wilson, 1987)

Based upon accounting principles. The well formed
transaction is used, in tandem with Separation of duty, as
an effective organizationally based security tool.
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Classification: Application Security

Method: Production Program Authorized Version Validation

Description: The name and other identifiers (version number, modification date, file
size etc) of a program being executed is compared with a list of authorized copies in
order to determine that the program is authorized to run on the system. This severely

restricts the ability of trojan program to be executed unnoticed.

In order for this to succeed, an authorization file must be kept and maintained each time
a new program is added to the system or an existing program undergoes some
modification. This adds additional complexity to the maintenance and production
running procedure. In some cases it may have to be disabled for emergency or
recovery procedures. Test facilities will have to be kept on a separate machine or in a

separate program library in order to avoid this procedure. (Parker, 1982)
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Design

As programs are written, they are catalogued in the permissions file along with their
identifiers (modification date, file size etc.). The runtime must be modified to read this and

validate any program before it is executed.

The validation file should be encrypted and kept in a safe directory to avoid modification. If
this file is corrupted or modified in any way, it could not only render any validation useless,

it could also lead to denial of service for legitimate jobs.

Maintenance

Any program modifications or the introduction of a new program must lead to a new
addition or modification of the file. This process should be automated so that when a
program is copied into an active program directory by an authorized individual, the changes

are immediately made to the validation file.
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Classification: Application Security

Method: Responsibility for Application Program Controls

Description: The inclusion of controls in application programs should be explicitly
stated and documented starting with the system analysis phase and continuing through
the other 3 stages of SDLC. The responsibility for the effectiveness of controls should

therefore be shared among many people.

EDP auditors, who participate in the analysis and design stages, systems analysts,
programmers, users and data owners, must all be aware that they are responsible for
monitoring and maintaining the effectiveness of application controls. The controls
should be thoroughly documented to ensure the proper completion of their
implementation, test, development of operational procedures to carry out the intent of
the controls as well as to ensure their integrity during change and maintenance. (Parker,

1982)

Each person must be aware of the reasoning and nature of his/her responsibility.

Effective application controls depend on each person carrying out their tasks.

—— —

Analysis

Any controls that are necessary for proper application security are documented by the

systems analyst. The EDP auditors participate in the definition of controls at this stage.
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Design

Programmers use the documentation of controls (see analysis) in order to design and build
applications that will run securely on the system. The flow of program controls are

documented.

Implementiation

User are made aware of their rights and responsibilities for application program controls.
Proper behavior on the system is explained to them, as is any control that may effect their

productivity or otherwise hinder the rapid completion of their task.

Data owner are told that regular validation of their data is necessary to ensure that

the controls are still effective.
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Maintenance

Documentation is periodically reviewed and compared to existing controls to ensure

that all is still functioning according to original specifications. If a problem is located, the
user whose responsibility is most closely associated with the problem is expected to take
responsibility for resolution (e.g. if it is a coding problem the programmer should make the
change; a design problem would lead to either the programmer or systems analyst, a

behavioral problem would be attributed to the user etc.).

Any modifications to the controls in an application program will lead to an

appropriate modification to the controls documentation.
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Classification: Application Security

Method: Program Quality Assurance

Description: Whether software is produced for resale or for inhouse applications the
quality of the software should be verified. This is particularly critical when the

software is responsible for the safety of humans or animals.

A testing or quality control (QC) group should be established to independently examine
all programs and related documentation produced to ensure their accuracy before
production use or resale. This activity is best authorized by software development

management or by the QC department. (Parker, 1982; Ruder and Madden, 1978)

Excessively formal program development standards should be avoided. Basic life-cycle
procedures should be established and accepted by programmers before more elaborate
practices are required. However, although the guidelines to programming should be

relatively minor, they should be stringently enforced.

All changes to programs should be logged in a permanent document, which can then be

used to assess approval of the changes. (Parker, 1982)
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" Design

Once the programs are completed, they must be thoroughly tested by an independent group
(QC) to ensure their correctness, completeness and robustness before they are implemented

on the system. The functionality of each program should be documented to facilitate its

| testing.

Maintenance

Any changes made to a program, or any programs added to the system, should be

thoroughly documented and undergo QC testing to assure the accuracy of the change, or the

correctness, completeness and robustness of the new program.
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Classification: Application Security

Method: Secrecy of Data File and Application Name

Descripfion: The name of programs and data files need only be known in certain
cases. Computer program development, documentation, job setup and, in some cases,
computer operation are tasks that would need program and file names. However, users
that are in a transaction relationship (i.e. are involved with the computer system strictly
through production programs) need not be concerned with the actual file names, and

can address their programs by alternate names (ie. menu selection).

This precaution denies users who gain access to the operating system the explicit
knowledge necessary to modify individual programs or data files. The least-privilege
principle should be used for the dissemination of such information in order to reduce
exposure to a sensitive asset. This also facilitates the separation of duties methodology
(see Organization: Separation of Duties), which implies separation of information as

well. (Parker, 1982)

Analysis

Users are classified into at least two categories based upon their relationship to the system.

Those that manage the system, document, write programs versus those who have a

transaction relationship to the system.
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Design

Precautions should be taken with management to assure that user are given system

information (i.e. file and program names) on a least-privilege basis.

Implementation

User are given only the minimum information needed to be able to effectively use the system

as their job description mandates.

Maintenance

Users, particularly those who have access to sensitive information, should be periodically
reminded of the least privilege rules. Sensitive information should be prevented from easy

dissemination. Individuals should be aware of which information is sensitive and which is

not.
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Classification: Application Security

Method: Programming Library Access Control

Description: Program libraries often contain a wide range of information. Not only is
the source code for the current production programs located there, but also source code

for programs in development or that are currently being tested.

It would be simple for a knowledgeable intruder to modify the source code of any of
these programs, so that when it was compiled and executed it would perform a function

it was not originally designed for.

Because of this, the program library should be physically separated from other
activities. No user other than legitimate developers, programmers, documentation or
quality control personnel should have access to the source code, and their access should
be closely monitored. Program accuracy, documentation and controls are particularly
important if the programs are being written for resale because of the strict contractual

limitations and liabilities. (Parker, 1982)
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Classification: Application Security

Methed: Input Data Validation

Description: Validating data entered via program for accuracy and legitimacy is
important. Not only will it help prevent the GIGO syndrome, but it will also prevent
knowledgeable users from taking advantage of the lack of validation by entering data
meaningless to the actual transaction, but meaningful to the operating system, file

structure etc.

Validation should include examination for out of range values of data, invalid
characters in data fields, exceeding upper and lower limits of data volume, and
unauthorized or inconsistent control data. In certain cases the actual meaning of the
data can be checked against other data entries in order to determine if the entry is

consistent with past entries of a similar nature.

Although validation creates a fairly high degree of overhead, early error detection will
- prevent error propagation, help the entire system run more effectively and efficiently.

(Parker, 1982)
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Design

As programs are being designed, appropriate validation sequences should also be
considered for each data entry the program requires. Validation types (range checks,
validating an entry against a set of valid entries etc.) should be considered, making sure to

allow users to enter all necessary data.

The validation should aid users in entering valid data. It should not hinder user by

preventing them from determining what data is valid. Meaningful error messages are very

effective way of helping user enter valid data.

Implementation

The validation techniques used should be monitored to assure that they are correct and
complete. They should, along with meaningful error messages, help users enter accurate

data.

Maintenance

Validation techniques may have to change if terminology or ranges change. Transaction
hprocedures should be closely monitored to determine any changes that may affect the way

that validation works.
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Classification: Application Security
Method: Processing Time Controls
Description: Application can be given authorized times of execution, limiting their use
to ceratin times of the day, or days of the week etc. This can prevent unauthorized use

of production programs during off-hours.

The duration of batch program run can also be restricted. If tests show that a batch
program takes an average of 10 minutes of execution, then controls can be implemented
to prevent it from taking longer than the established time for execution. This way the
program is of limited use as a Trojan, having a restricted runtime. (Ruder and Madden,

1978)

There should exist a method of disabling this control for emergency or recovery

purposes.

Design

Programs are classified according to the time they are permitted execution. Times

of day, days of week, month, or even year can be specified. The runtime can then read this
file, which can double for a version validation file (see: Application Security: Production
Program Authorized Version Validation), and determine whether or not the program is

authorized to run at this time. The actual execution time can be restricted in a similar way.

157



Maintenance

New programs must be added to the file.

158



Classification: Application Security

Method: Well-formed Transactions

Description: Users should not be permitted to manipulate data arbitrarily , but rather
in constrained ways that serve to ensure the integrity of the data. Much like double
entry bookkeeping, well-formed transactions are a series of transactions that complete a
particular task. In double entry bookkeeping, issuing a check includes an entry to the
cash account as well as a matching entry in accounts payable. If one entry is not
performed, then the system does not balance. This can be detected by an independent

test. (Clark and Wilson, 1987)

Well-formed transactions operate much the same way. The software that issues checks
would not be permitted to issue a check and modify the cash account unless an entry
were already made to the appropriate accounts payable account. If both of these well-
formed transactions were performed by the same person, then fraud would be possible,
but by combining the concept of well-formed transaction with separation of duty (see

Organization: Separation of Duty) fraud becomes very difficult.

If each well-formed transaction is performed by a different individual, then collusion
would be necessary to defraud the company. In our check-issuing example, the person
responsible for accounts payable and the person responsible for issuing checks would

have to cooperate for fraud to work. Of course, a task composed of 30 separate



transactions could require as many as 30 people to collude in order for fraud to be

possible.

A very common mechanism to further preveht fraud, is to record all data modification

so that actions can be audited later. (Clark and Wilson, 1987)

Analysis

Business procedures are closely analyzed and broken down into logical transactions. Rules

are then developed to validate these transactions against each other (ie. will not perform

transaction B unless transaction A has been made).

Design

Software is then written to support these rules, and to perform the well-formed
transactions on the data files. Users should never be allowed to modify the data files
directly. The software will have to be assigned to job functions keeping separation of duty

in mind. A user is not permitted to perform two sequential well-formed transactions in the

same transaction chain.

Implementation

Users are instructed as to the logic behind the well-formed transaction rules, in

order for them to properly understand their role in the transaction chain. The rules are

carefully scrutinized to ensure that they do not severely hamper user performance.
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Maintenance

Any modifications to job functions or to transactions will lead to a modification of the rules,
and therefore to the software. Rules modification should be closely scrutinized to determine

the impact that the modification will play on other well-formed transaction rules in the

system.
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Standards

Compliance with Laws
and Regulations
(Parker, 1982)

The system must fall within legally imposed guidelines.

Participation of User at
Critical Development
Times (Parker, 1982)

User information should be used to design controls.

Program Standards
(Ruder and Madden,
1978)

Policies and procedures to ensure that all programs
follow accepted programming standards.

162



Classification: Standards

Method: Compliance wit‘h Laws and Regulations

Description: A document should be prepared for any new or existing system. All
relevant laws and regulations dealing with computer security, information privacy and
any industry specific legislation that may be of concern, should be outlined. The
systems compliance with these laws should also be stated. To assure the legal validity
of the document, legal council should be consulted. (Parker, 1982)

" Analysis J

IrAll laws that would affect the system under design will be catalogued.

Design

The system is designed with the legislation in mind. A document is produced outlining all

pertinent laws, as well as the system's compliance to them.

Maintenance

New legislation should be monitored to assure that the status of the system does not
change. Modifications may have to be made to the system to assure that it complies with

these new laws. The compliance document should be modified as new laws emerge, even if

| the system already complied to these laws.
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Classification: Standards
Method: Participation of User at Critical Development Times
Description: Computer users, including those providing data or using computer

output, should be involved in determining the standards for controls in the organization.

Explicit control requirements can be specified by users to systems analysts and
programmers. These are then scrutinized by auditors to determine that the controls
stated are complete and correct (see Audit Role: Application System Design
Verification). Users statements on controls can then be used to define general control

standards throughout all applications on the system.

Users are in the unique position of actually using the applications on the system. They
are often aware of what controls are needed to not only make the environment more
secure, but to make their jobs easier (e.g. validation). In this way, the accountability
and responsibility for controls can be shared between analysts, designers, programmers

and users, helping to ensure their completeness and correctness.

Users, being affected by every control implemented, should agree with the necessity of

controls. Involving them in controls specifications is a strong step in this direction.

(Parker, 1982)
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Analysis

Users are queried as to the strengths and weaknesses of the present system's controls.

Suggestions for improvements are solicited.

Design

Controls are designed, keeping in mind the comments and suggestions of users. The controls
are then explained to the users to verify that they meet with their approval. If users are
unhappy with the controls, the necessity of these controls should be reviewed with them. If
the control is necessary, it will remain intact. If, however, changes can be made to

accommodate the user's interest, they should be.

Maintenance

Users are periodically queried on the completeness and effectiveness of controls. Their
responses are reviewed to determine if additions, changes or deletions to the system's

controls should be made in order to make the system more secure, or easier to work with.
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Classification: Standards
Method: Program Standards (Ruder and Madden, 1978)
Description: Maintenance and debugging are greatly facilitated if the program was

written using accepted industry or organizational standards.

These standards are often initially adopted by organizations from industry standards,
and then evolve over time. They include controls, input, output, screen layout, report
layout, processing, file i/o and other standards. Standards are determined early and
remain relatively stable. A document, listing all accepted standards, is then produced

and distributed to all programmers.

Software exists, or can be written to verify that programmers are following the

accepted standards.

pres !

The programming standards to be followed are compiled and/or reviewed to determine their

applicability. Software is purchased or written to verify that source code follows the

established standards.

Design ﬂ

Once the standards have been detailed, the software is written. Software cannot be placed in

the central software library unless it follows the organization's standards.
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Maintenance

If standards change (this should happen infrequently), the standards document is modified

appropriately, highlighting the changes, and distributed to the programmers affected.
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Audit Role

Audit Logs (Clark and
Wilson, 1987; Parker,
1982, Ruder and
Madden, 1978)

Audit logs should be kept for every important activity of
the system. The cost in overhead should be balanced
with the increase in security gained.

Independent Computer
Use by Auditors
(Parker, 1982; Ruder
and Madden, 1978)

Isolation of auditing system from system being audited
will lead to less downtime and more processing available
for the audit function.

Requirement and
Specification
Participation by
Auditors (Parker, 1982)

EDP auditors should be invoived in the design of
important application systems to ensure that controls are
adequately specified.
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Classification: Audit Role

Method: Audit Logs

Description: The auditors main function is to gain assurance that all actions within the
organization fall within established risk levels. This means that they must identify and
take appropriate action on any behavior which would go against established security

controls, policies or procedures.

Audit logs are an effective way of identifying such behavior. Though they require
some overhead, and are not foolproof, audit logs can be kept for a great deal of system
occurrences. Ideally, an audit log would record every action taken by a user on the
system. The overhead associated with such a log prohibits this, however. Some

suggested logs include, but are not limited to (Ruder and Madden, 1978):

® Operator (superuser) Log which records all actions taken by an operator on a
system, or any user which is grated operator privileges.

® Sensitive file modification logs

e System crash log which will help in identifying the reason for a system crash
® Application program change log

@ Improper logon log

® Channel volume log (see System Security: Hardware Monitors)

® External network command logs (see System Security: Firewalls)
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These logs should be audited frequently to determine any unusual or suspicious
behavior on the system, regardless of the source. Ceratin precautions should be taken.
Logs should be kept for a minimum period of time, so that they can be referred to as
historical information. Printed logs should have page numbers associated with them to

prevent tampering. All logs should be date and time stamped. (Parker, 1982)

Automated verification procedures should be established whenever possible. Logs
should be automatically, as well as manually, audited. Any exception reports generated
by the automated procedures should be reviewed frequently, such as on a daily basis.
Whereas the logs themselves can be audited on a weekly or monthly basis, depending
on their volumé. Elements that can be identified by automated procedures include
activities outside normal working hours and access to file not normally associated with
the job function. The greater the degree of granularity, the greater use the logs will be

to the audit function. (Chalmers, 1986)

I Analysis I

" Any actions that should be loged are identified. "
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[ Design

The procedures to implement logging on the system are designed with the system, and
written to work in tandem with any other policies and procedures used to secure the system.

The overhead created by such logs must not affect system performance significantly.

Automated log scanning procedures should be designed to scan for all possible and
pertinent activities, and produce an exception report available to the auditors and the

computer security officer.

Implementation

Log procedures and files must be tamper proof. Their use is severely limited if users can

easily modify them.

Maintenance

Logs and exception reports must be reviewed frequently. Automated procedures should be

modified if any pertinent actions can be automatically scanned. Auditors must also assure

that the logs and logging procedures are not tampered with.
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Classification: Audit Role

Method: Independent Computer Use and Audit Tools by Auditors

Description: A separate computer system should be used to perform major system
and/or application audits. This serves many purposes: it allows auditors to become
familiar with procedures involved in installing applications, and using the system, it
reduces prevents undue overhead on the main system, it allows verification of the

portability of applications and prevents tampering with audit procedures. (Parker, 1982)

Tools should always be kept isolated from production systems to prevent tampering.
Internal auditors should be the only personnel with access to these tools. (Ruder and

Madden, 1978)

Although the cost of this is may be prohibitive to smaller organizations, the increase in
audit security will justify the cost in larger organizations.(Ruder and Madden, 1978) If
a separate system cannot be implemented, audit procedures should be isolated from all

other system activities.

Analysis

If an audit system is not already operating. It should be designed to parallel the new system.
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Design

Although on a smaller scale, the directory structures should be similar to ease the transfer of
files, application and audit logs. The operating system and control procedures should be

identical on both systems.

Implementation

A system audit should be conducted shortly after the production system is implemented to

assure its accuracy and completeness.

Maintenance

Any change to the production system should also be made to the audit system to assure

accuracy of the audit procedures.
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Classification: Audit Role

Method: Requirement and Specifications Participation by Auditors (see Standards:
Participation of Users at Critical Development Times)

Description: Auditors should be involved in the development of any new system and
critical applications. In this way they can assure that proper audit procedures are
supported and that system and application controls are adequate. Auditors should be

required to sign any formalized application or system specifications.

This assures that controls to be implemented on systems fall within organizational

specifications.

Analysis

Auditors are involved in the analysis of the new system in order to identify any control

weaknesses.

Design

Auditors must verify any proposed controls to determine if they are sufficient to
reduce risk to acceptable levels. This applies both to application and system programs. The

final design should contain the signature of the auditor associated with the development of

the system as a confirmation of approval.
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