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Abstract

A Diagnostic Method for Non-Deterministic Finite State Machines

Frank Jin Ye Luo

In this research, we propose a diagnostic algorithm for the case where more than
one fault (output and/or transfer) may be present in the transitions of an imple-
mentation modeled as a non-deterministic finite state machine (NFSM). If existing
faulty transitions are identified by test cases in a test suite, this algorithm detects
and localizes these faulty transitions. It generates a diagnosis, which is a set of faulty
transitions with specific type of faults (output and transfer). The occurrence of all
the faults allows the explanation of all observed outputs of the implementation. The
algorithm guarantees the correct diagnosis of certain configurations of faults (output
and/or transfer) in an implementation, which are characterized by a certain type of
independence of the different faults. A simple example is used to demonstrate the

different steps of the algorithm.
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Chapter 1

Introduction

(‘ommunication protocols are abstractly viewed as exhibiting control flow and data
Jlow. Control flow deals with state changes in the system [Kaha 78]. Data flow deals
with the input data and their representation/manipulation during state changes. The
state of a protocol is defined as a stable condition in which the protocol rests until
a stimulus, called an input. is applied. The protocol generates a response to the
stimulus, called output (which may be null), when an input is applied, and moves
into a new state (which may be the same as the previous state) where it stays until

the next input.

Finite-state machine (FSM) models are very appealing for protocols since inter-
actions can be modeled as inputs/outputs and protocol operations can be modeled
by state changes. This is the reason that all protocol standards include a state table

to describe the protocol behavior.

A protocol implementation has to be checked as to whether it conforms to its
protocol specification or not. This activity is called protocol conformance testing.
The data portion of a protocol is often tested using certain forms of static data flow
analysis [Ural 87), [Vuon 89] and a functional testing approach [Sari 87]. To test the
control portion of a protocol implementation, a set of test cases, called atest suite,

is first generated according (o a protocol specification, then the resulting test suite



is applicd to the implementation undes test (1U ) to see it the U1 conforms to its

specification.

Typically. the formal conformance testing techniques generate a set of input se-
quences that will force the implementation to undergo all specified transitions. Very
often, the test generation techniques assume the so-called black bor approach where
only the outputs generated by the implementation (upon receipt of inputs) are observ-
able to the external tester. A considerable amount of work has been done relating to
test generation methods for deterministic finite-state machine (DFSM) models. Some
best known methods are Transition tour [Nait 81}, W-method [Chow 78], Distinguish-
ing Sequence method [Gone 70] and Unique-Input-Output (U1O) method [Sabn 88].
However, due to the nature of the non-determinism, test suites for nondeterministic
finite-state machines (NFSMs) may become more complex, so that relatively few test
selection me!hods for NFSMs have been reported. Some examples are [Kloo 93],
[Trip 93]. and [Luo 94a,b].

The protocol conformance testing mainly consists of three steps: Fault detection,
Fault diaguosis and Fault correction. As indicated above, a large amount of work
has been done in the first step, Fault detection, but little effort has been put into
the second step. In the literature, we can only find a few papers in FSM diagnosis.
Examples are [Ghed 92a,b] and [Ko 90]. However, none of these papers deals with
diagnosing multiple faults of NFSM model. Thercfore, we concentrate our efforts on
solving the problem of localization of multiple faults in an IUT modeled by NFSMs,
We propose an algorithm to localize identified faults in an 1UT, through analyzing
the test results. We apply test cases, generated by one of the existing test selection
methods, to the IUT. If the observed output sequences, generated by the 1UT, are
different from the expected ones, then our algorithm is initialized. The algorithm
allows the generation of different sets of possible transition faults. Each of them has
the capacity of explaining all observed implementation behavior. In the case that
more than one set is found, the algorithm will generate additional tests to distinguish
these sets. After the tests are applied to the IUT and new output sequences are
observed, the scis of transition faults which cannot explain new ohservations will be

removed.



The thesis is organized as follows: The first part of chapter 2 introduces the
definition of FSMs (DFSMs and NFSMs) and other related concepts. Then different
test selection methods, for both DFSM and NFSM models. are presented. A review
of diagnostic methods for FSMs can be found in chapter 3. Mainly we present three
methods: two for diagnosing FSMs [Ghed 92b], {Ko 90] and one for diagnosing NFSMs
[Ghed 92a). We have three examples to illustrate different methods. In chapter 4,
we describe our contribution: a method to diagnose multiple faults for NFSMs. A
complete example is presented to illustrate different steps of the method. Chapter 5
introduces a diagnostic system, which is the implementation of the method described
in chapter 4. It is able to diagnose multiple fault hypotheses for DFSM and NFSM.
Chapter 6 contains a conclusion and discussion. In Appendix A, an algorithm to
convert a normal NFSM to an Observable NFSM is presented. Finally, Appendix B

contains object-oriented design notations used in Chapter 5.



Chapter 2

Test Selection Methods

Communication protocols are often modeled as an Extended Finite State Machine
(EFSM) where the control portion is the Finite State Machine (FSM) [Kaha 78] and
the data portion consists of the program segment. The state of a protocol is defined
as a stable condition in which the protocol rests until a stimulus. called an input.
is applied. The protocol generates a response to the stimulus, called output (which
may be null). when an input is applied, and moves into a new state (which may be

the same as the previous state) where it stays until the next input.

A protocol implementation has to be checked as to whether it conforms to its
protocol specification or not. This activity is called protocol conformance testing.
To test the control portion of a protocol implementation, a set of test cases, called a
test suite, is first generated according to a protocol specification, then the resulting
test suite is applied to the implementation under test (IUT) to see if the IUT conforms

to its specification.

Typically, the formal conformance testing techniques generate a set of input se-
quences that will force the implementation to undergo all specified transitions. Very
often, the test generation techniques assume the so-called black boz approach where
only the outputs generated by the implementation (upon receipt of inputs) are observ-

able to the external tester. A considerable amount of work has been done relating to



test generation methods for deterministic finite-state machine (DFSM) models. Some
well-known methods are Transition tour [Nait 81], W-method [Chow 78]. Distinguish-
ing Sequence method {Gone 70) and Unique-Input-Output (U10) method [Sabn 33).
Due to the nature of the nondeterminism, test suites for nondeterministic finite-state
machines (NFSMs) may become more complex, so that relatively few test selection
methods for NI'SMs have been reported. Some examples are [Kloo 93], [Trip 93],
and [Luo 94a,b).

In this section, we will briefly introduce some test selection methods for DFSM
and NFSM model. However before we continue, general concepts about finite state

machine are described.

2.1 General concepts about finite state machines

Definition 2.1 A finite state machine (FSM) M s defined as a quadruple (St

1, Y, Trans) wherc:

St is the set of states of M. It includes an initial state s0,

I is the set of input symbols,

Y is the set of output symbols. It includes the null output (¢),

Trans is a relation between starting state and input on one hand, and

ending state and output on the other hand.
Trans C ((St x I) x (Y x St))

Couples ((s,a), (b,s")) € Trans are called transitions of the machine M. The
notation s — a/d — s is also used to represent a transition. Two operations are
applied on the transitions to get transition outputs and ending states. They are the

O and the EndState operations, respectively.

In some FSM models, a reset transition is assumed to exist in each state of a
machine. It is used to bring the machine back to its initial state. A reset transition

takes the symbol v as input and generates null output (the symbol €) as output.

5



7.7

tl:a/e 12:b/f

td:a/f 16:¢c/f

Figure 1: An example of a DIF'SM

In order to deal with null outputs (i.e, € ), we assume that the output € is observed
during a test by the application of an in»ut and the non-observation of any output
during a predetermined lapse of time. After deducing that a null output has occurred,

the next input is allowed to be applied.

Definition 2.2 A Deterministic FSM (DFSM) : If there is at most one transition
with an input i (i € 1) defined for each state of an FSM M, then the machine M is
called a Deterministic FSM.

A graphic representation of a DFSM example, in the form of a State transition

diagram, is given in Figure 1.

Definition 2.3 A Nondeterministic FSM (NFSM) : If there may be more than
one transition with an input ¢ (i € I) defined for any state of an FSM M, then the
machine M is called a Nondeterministic FSM. In the literature, DFSMs are usually
referred as FSMs for simplicity, but in this thesis an FSM means a general finite state

machine which could be either deterministic or nondeterministic.

An example of an NFSM is given in Figure 2.

6



19:a/e

Figure 2: An example of an NFSM

Definition 2.4 A FF'SM M is completely specified if for each input symbol i (i €
1), there exists onc or more transitions defined for each state of M. Usually, FSMs
which are not completely specified are called partially specified FSMs.

Definition 2.5 A FSM M is called strongly connected if M can transfer from

any state to any other slate.

Definition 2.6 A FSM M is called initially connected if M can transfer from the

initial state to any other state.

Definition 2.7 In an FSM there may be some states which can never be distinguished
from each other by their input/output behavior. States that can never be distinguished

arc called equivalent states.

Definition 2.8 Two DFSMs S and L are equivalent if their initial states Sy and

Lo are equivalent.

Definition 2.9 An FSM is called reduced if and only if none of its states accepts

the same set of input/output sequences.



Definition 2.10 [‘wo states are distinguishable i and only of the ve is an inputfoutpai
scquence x such thalt r can be accepled by only onc of the two states but the inpul s-

quence that obtained by delcting all outpuls in & can be accepted by both of them.

Definition 2.11 A FSM is minimal if and only if every two states are distinguish-
able. A minimal FSM is reduced, but a reduced FSM is not necessarily minimal.
Given a partially specified and reduced FSM M, if there are two states s; and s,,
such that s; only accepts input ix but not ¢, and state s, accepts i, but not i, then

these two states are not distinguishable, hence machine M is not minimal.

Definition 2.12 Observable NFSMs (ONFSMs): A NIFSM M is said to be ob-
servable if, for every state s in M, there is no more than one transition that lakes
the same inputs, generates the same outputs and transfers to different states. ONI'-
SMs are a typical class of NI'SMs where a state and an input Joutput pair uniquely
determine the next state. However, an QNFSM may still be nondeterministic be-
cause, given a state and an input, one cannot determine a unique next state and a
unique output. [Star 72] shows that each NFSM can be transformed into an equiva-
lent ONFSM. The algorithm to convert from an NFSM to an ONFSM can be found
in Appendix A.

2.2 Test selection methods for DFSM models

In this section, several test generation methods for DFSM are introduced very bricfly.
Most test generation methods can be viewed as consisting of two phases. The
first phase derives some special input/output sequences, called state-identification
sequences, for all states in the machine. Each of the states can be identified by
its identification sequences. The second phase deals with the formation of the test
sequences by concatenating test subsequences. Each test subsequence consists of an
occurrence of a transition immediately followed by the state-identification sequences
for the ending state of the transition. Test generation methods, such as DS [Gone 70],
UIO [Sabn 88], W [Chow 78] and Wp [Fuji 91b] consist of these two phases, where



T-method [Nait 81)and CSP approach [Vuon90] do not. A comparison of various test

selection miethods can be found in [Fuji 91D).

2.2.1 The T-method

The T-method [Nait 81] generates test sequences known as a “transition tour”. The
tour exercises every transition of the implementation at least once and returns to its
initial state. The drawback of the method is that it does not check the ending state
of each transition, hence transfer faults may not be detected by the method. On the
other hand, for certain protocols, which have a special message to determine the state
of the protocol. the length of the tour can be minimized by the technique given in
[Uyar 86), which is based on a graph theoretic concept called the Chinese Postman
Problem [Kuan 62].

2.2.2 The DS-method

The DS-method {Gone 70] assumes that a DFSM is minimal, strongly connected,
completely specified and possesses a distinguishing sequence (DS). The distin-
guishing sequence is used as a state identification sequence. An input sequence is said
to be distinguishing sequence for a DFSM, if the output sequence produced by the
DI'SM is different for each different state.

For each transition, s, —i/o — s,, a test sequence is constructed by concatenating
(1) the reset input «, (2) the shortest path from initial state to state s,, (3) the input
symbol of the transition, ¢, and (4) the DS.

The DS-method is not applicable to all DFSMs since some of them may not have
a DS.



2.2.3 The UIO-method

The UI0-method [Sabn 88] assumes a minimal, strongly connected and completely
specified DFSM. This method involves deriving a unique input/output (UIO)
sequence for each state of a DFSM. A UIO sequence for a state of a DFSM is an 1/0
behavior that is not exhibited by any other state of the DFSM.

For each transition, s; —i/o — s,, a test sequence is constructed by concatenating
(1) the reset input v, (2) the shortest path from initial state to state s,, (3) the input
symbol of the transition, i, and (4) the UIO for state s,. In general, test sequences

generated by the UlO-method are shorter than those produced by the DS-method.

2.2.4 The W-method and Wp-method

The W-method [Chow 78] involves the derivation of a characterization set W of
a DFSM. The W-set consists of input sequences that can distinguish between the

behavior of every pair of states in the specification.

A set of test cases consists of the concatenation of a set P, and a set W. A set P
is a transition cover, that is, for every transition s, — ifo — s,, P contains an input
sequence 1.2 such that z and z.z may lead the machine from the initial state to s; and
s, respectively. The notation of .y is defined as the concatenation of the sequences

x and y.

Provided that the number of states in the implementation remains within a certain
bound, the W-method has the full power of detecting all output and transfer faults.
However, test suites generated by the W-method are often longer than those produced

by other test selection methods, such as the DS and UIO methods.

The Wp-method [Fuji 91b] is a modified version of the W-method. The only
difference between the two methods is that instead of using the complete set W to
check each reached state s,, only a subset of the W-set, called the identification set,

is used. Each state s, in a DFSM has its own identification set, w,. A set of test,

10



cases are forimed by concatenation of input sequences in the set Poosay p.and the
identification set e, for the ending state s, reached by p. The Wp-metliod has the
same fault detection power as the W-method and the lengths of the test cases are

shorter than the W-method.

2.2.5 The Constraints Satisfaction Problem Approach

Vuong [Vuon 90] proposed a novel method which does not make use of the conven-
tional state and transition checking approach that was described previously. The
proposed method applies a technique based on the constraints satisfaction problem
(CSP) in Al. The basic idea of the approach is to generate a set of input/output

sequences that can and only can be accepted by the given DFSM, and hence uniquely
identifies the DFSM.

Generally speaking, a CSP involves a set of variables X1,..., X, having domains
Dy..... D, where these variables take their values. A constraint C, ;(X,....,X})
specifies the values Vi, ... Vi, where V; € D,,..., Vi € Dy. which the variables can
take on. The CSP problem consists of finding all sequences of values V,,...,V; for a
set of variables X,,..., X, that satisfy all the given constraints. In the test selection
problem, cach edge with label i/o forms a constraint on the two variables (sets of
states) connected by this edge. The i/o constraints combined with the global con-
straints derived from the DFSM structure, restrict the values the states variables can
take. In the CSP approach, the test sequence is generated incrementally from an
initial test sub-sequence so as to satisfy the set of constraints which uniquely iden-
tify the given DFSM. Each additional sub-sequence is generated by considering the
constraints imposed on the structure of the DFSM by the sub-sequences already gen-
erated previously. The test selection procedure can be summarized in the following

three steps.

Step 1: Select an initial sequence and derive the corresponding constraints.

Step 2: Find the DFSMs which satisfy the constraints derived from the initial se-

quence.

11



Step 3: Generate additional sequences to distinguish the given DEFSN from the

remaining ones.

This method [Ko 90, Vuon 90] consists of the construction of all possible DFSMs
which represent the faulty IUT, from the observed input/output sequences, hence it
also allows fault detection and fault localization. The approach to detect and localize

faults will be described in section 3.4.

2.3 Test selection methods for NFSM models

Generally, a nondeterministic FSM (NFSM) model may be used to represent different

situations, such as the following [Boch 94]:

a protocol entity with inherent nondeterminismy;

e aset of deterministic protocol entities considered as options of a given protocol;

a deterministic [IUT embedded in a given system in such a way that a tester

cannot directly observe [Petr 94b];

nondeterminism due to concurrency. For example, a set of DIFFSMs, communi-
cating with each other by input queues and channels, may have nondeterministic

behavior and, in general, cannot be modeled as a global finite state machine.

By their nature, nondeterministic systems are more difficult to analyze than deter-

ministic ones. Nondeterminism causes several problems such as the following [Boch

94):

e an additional assumption about IUTs must be made, namely, the complete
testing assumption, viz. the IUT should exhibit during testing all its nondeter-

ministic choices;

12



o not just one. but several relations may be used as a conformance relation, sueh
as ‘Trace Fquivalence [Luo 91a]. Quasi-Equivalence [Luo 94b] and Reduction
Relation [Petr 91a]. Therefore a test suite complete with respect to one relatior

might not be complete with respect to another (finer) relation;

o the notion of a fault must be defined in the context of a particular conformance
relation. A simple mutation technique employed in the deterministic case may

fail to explain faults in a nondeterministic implementation.

Test derivation and result analyses for NFSMs are relatively new research subjects.
Only few test generation methods can be found in the literature. Examples are [Kloo
93], [Trip 93] and [Luo 94a,b]. The test methods are divided into the following two
catalogs: (a) Adaptive test generation methods. A test is defined as a tree. By
giving an input to an NFSM, different outputs may be seen, the next input that is
given depends on the previous outputs. [Kloo 93] and [Trip 93] belong to this catalog;
(b) Preset test generation methods. Like tests for the DFSM model, the entire
input sequence is predefined independent of the outputs that are b« ¢ produced.

[Luo 91a.b] helong to this catalog.

2.3.1 Kloosterman’s adaptive test cases generation method

According to Kloosterman’s method [Kloo 93], each of the test cases is derived to
check for one transition whether the output and the ending state of this transition
conform the specification. A test case consists of four building blocks. They are as

[follows:

1. Synchronizing Sequence (SS): With this sequence, the NFSM is transferred

from any state to the initial state. It only consists of inputs.

2. Transferring Sequence (TS): This sequence transfers the NFSM from the
initial state to a starting state of the transition which is to be tested. It consists
of inputs and outputs. This implies that the TS may become an aduptive

experiment for non-deterministic specification.

13



3. Input/ Output part (I0): This part consists of the input and the output

of the transition to be tested. The input/out put behavior of the transition is

checked by this part.

4. Unique Input Output sequence(UIOS): This is a sequence of inputs and
outputs to check whether the tested transition transfers to the correct ending,

state. Like Transferring Sequence, UIOS is an adaptive experiment.

The following assumptions are made in [Kloo 93}:

e The NFSM is strongly connected,
o The NFSM is completely specified and

e The NFSM does not contain equivalent states.

Test Sequence Generation Algorithm:

a) Computing a synchronizing sequence (SS): A tree is used to compute the se-
quence. Each edge is labe’ 1 with an input and cach node is labeled with a set
of states, which denotes . states where the machine may reside. The initial
node contains all states. The labels of the edges from a node with set of states
U are inputs. The new node from a node with set U and an edge with input i
contains all possible ending states cf transitions whose starting states are in U

and input is ¢. A path of the tree is terminated if:

o The set contains only the initial state. The machine is synchronized.

e The new set is already a node in the path to the root. It enters a cycle.

A synchronizing sequence is chosen from the paths from the root to a leaf node

that contains only the initial state.

b) Computing transferring sequences (TS): A behavior tree is computed in this step.
Each nocle of the tree is labeled by a set of states in which the machine can

reside. The root node contains the initial state. The edges are labeled with

14



input-output paits. A new node from a node with set U and edge with input
1t and output o is labeled by the ending states of transitions whose starting,
states are in U and whicli accept input/output ifo. The expansion of a node

terminates if:

o The node contains only the state which is needed to transfer to.

e 'The new set is already a node in the path to the root. A cycle is entered.

A transferrir 2 sequence for the state s, is chosen from the shortest path from
the initial state to s,. For each state in the machine, a transferring sequence is

computed.

¢) Computing unique input/output sequence (UIOS): In this step, a behavior tree
is computed for each state of a machine. Each node of the tree is labeled with
two sets of states. The edges are labeled with input-output pairs that alter
the sets in the nodes. The first set of each node denotes the set of states in
which the machine can reside when started in state(s) for which the UIOS has
to be computed. The second set denotes set of states in which the machine can
reside when started in any other states than the states for which the UIOS is

computed and are not (yet) distinguished from the states in the first set.

[nitially the first set contains all states for which the UIOS is computed. The
second set contains all states except the states in the first set. The labels of
the edges from a node with sets of states U; and Us, (Uy,U,), are defined by
the input Joutput pairs of different transitions whose starting states are in ['.
An input/output label of an edge is used to compute a new node. A new node
(U'y.Uy) from a node labeled (U;, U;) and edge with label i/o are computed
as: first set of the new node, U}, contains all ending states of transitions whose
starting states are in U; and accept input/output pair i/o, where second set of
the new node, U/, containg all ending states of transitions whose starting states

are in {7; and accept input/output pair ifo. The expansion of a node terminates

if:
e The second set is empty. A valid subsequence is found.

e There are states which are in both sets. A UIO sequence can never bhe

found from the node because the second set cannot become empty.
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¢ ‘I'he new node alicady occurs in the path to the root. A circular path is

entered.

After all nodes in the tree stop expanding. a pehavior tree is specified. A UIO
sequence is a subtree of the behavior tree with the same root node, and every

leaf node of the subtree has a label in which the second set is empty.

d) Generating test cases: A test case for a transition ¢, is formed by the concatenation
of SS, TS, 10, UIOS, where TS is a transferring sequence for the start swate of
ti; 10 is the input/output which ¢; accepts and UIOS is the UIO sequence of
the ending state of ¢,.

2.3.2 Tripathy’s adaptive test case generation method

The method described in [Trip 93] is similar to [Kloo 93]. Both of them generate
adaptive test cases and use UIQ sequences as state identification sequences. The

main differences between two methods are:

1. [Trip 93] assumes that reliable reset transitions are available for cach state while
[Kloo 93] explicitly introduces an algorithm to bring a machine from any state

of an NFSM to its initial state (the synchronizing sequence).

2. [Trip 93] assumes that the NFSM is nondeterministic on only one input at any

state, which means the method is only suitable for a specific type of NIFSM.

3. The algorithms to derive UIO sequences are different.

The algorithm in [Trip 93] is described as follows:

An Input/output(IO) treeis defined as a rooted, unordered, and finitely branch-
ing tree generated from an NFSM M with branches labeled by the elements of the

form ay/o;, where ar € I and 0, € Y.

The symbol Ty 1(s) represents an 1/0 tree rooted at a state s. The first index r

represents the position from left to right of an event or a subtree in T (s), while the
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second index represents the level of an event of a subtree in T, (s). The node of the
tree is labeled by a state, and the branches of the tree are labeled with «/o, or a,/o,

depending upon whether a branch is nondeterministic or deterministic, respectively.

An 10 tree is said to be an adaptive input/output tree (AIC tree) if the

following conditions are satisfied:

i) each node in the 10 tree has either one deterministic branch or all the nonde-

terministic branches from the node and

ii) each path from the root node to a leaf node is an UIO sequence for the root
node in the NFSM M. ]

An operator O is defined as follows:

o O(T5(s)) = nil iff T, y(s) = nil

(")((11,/()(,: 7‘(5'1)(86)) = (Lb/()b; @(’I(b 1 )(bb))

O(Tru(=)) = {Ti; O(a/o: Topsalsi)),
O(ag+1/04415 Tgrr.041(Sq41)),

O(ag+2/0042: Tor2,441(Sq42))s

------

O(am/om; T i1 (sm))}

O(Tru(s) = {E% afo; O(T,p4a(s:)),
ag+1/04+1; O(Tgr1,141(8¢41)),

aq+2/0q+2; @(Tq+2.l+l(3q+2))a

------

am/0m; O(Tomi41(5m)) }

An algorithm to generate an AlIQ tree is given below.
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Algorithm: Adaptive Input/Output Tree Generation
Input: NEFSM M.
Output: AlO Tree.

Method: Two sets NBRANCH(s) and DISTN(s) are used. NBRANCH (s) is
the set of all nondeterministic branches e with Head(e) = s, and DISTN(s) is the
set of all branches e with Head(e) = s.

stepl: For each state s € S, let p = [INBRANCH(s)| and n = |DIST N(s)}. Com-
pute

O(T: os)) = { Ty ¢/0,,0((Tea(S))),
ap+1/0p+1; O(Tpa1,1(Sp1)),

ta/0n; O(Tna($a)) }

If there exists a tree rooted at state s, whose leaf nodes are nil, then that tree
is the

AlO tree for the state s. Otherwise, set | = 1 and repeat the following step
until an AIO is found.

step2: Let T,(S;) be a subtree at level |, and p = INBRANCI(s,)| and n =
|DISTN(s,)|, where 1 <7 < n. Compute
O(T,i(s:)) = {0y af0i; O(Tisa(s.)),
ap+1/0p415 O(Tpr1,041(5p41)),s

apy2/0pa2; O(Tpsz,141(Sp41)),

an/on; G')(Tn,l-{»l(s'n))}

If there exists a tree rooted at state s, whose leaf nodes are nil , then that tree is
the AIO tree for the state s. Otherwise, set [ = [+ 1 and go to step 2. 0
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A test case for a transition ¢, is formed by the concatenation of the reset input -,
transferring sequence (deseribed in the previous subsection). input /output of ¢, , and

the AlO tree for the ending state of ¢,.

2.3.3 Luo’s test case generation method based on partially-
specified NFSM

The state machines derived from formal descriptions are often both partially-specified
and nondeterministic. [Luo 94b] describes a test suite generation method for the
software that is modeled by partially-specified nondeterministic FSMs (PNFSM). A
conformance relation, called quasi-equivalence, is introduced to guide the test gener-

ation.

First, a PNFSM is transformed to an equivalent Observable PNFSM (OPNFSM),
(sce Definition 2.12 ) then test suites are generated from the resulting OPNFSM by
a method called Harmonized State Identification method (HSI-method).

The method made the following assumptions:

o PNFSMs are initially connected. Otherwise, sub-machines which consist of all

states and transitions that are reachable from the initial state are considered.
e The PNISM specification is a reduced NFSM {Definition 2.9).

¢ The number of states in any implementation is bounded by a known integer.

Without the assumption, no method can guarantee full fault coverage.

¢ A reliable reset input is available in any implementation of a PNFSM.

For conformance testing in the NFSM domain, different conformance relations may
be applied. Because of the nature of PNFSMs, the Quasi-Equivalence relation is used

to guide the test generation.
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Definition 2.13 The Quasi-Equivalence requires thal. for cvcry inpul sequence
that can be accepted by a specification, the speeification and its implementation produce

the same set of outpul seque nces.

The paper also makes a so-called complete-testing assumption: it is possible, by
applying a given input sequence to a given implementation a finite number of times,
to exercise all possibie execution paths of the implementation which are traversed by
the input sequence [Fuji 91a, Luo 94a]. Without such an assumption, no test suite

can guarantee full fault coversge.

The following two concepts are needed to describe the test generation algorithm.

Definition 2.14 Harmonized State Identification (HSI) sets

{Do, D1,...,Dpn_1}: for any two states that are distinguishable, there erists an input
sequence in pref(D,) U pref(D,) such that two different sets of outpul sequences
are produced when this input sequence is applied to these states, respeetively. The
set pref(V') is defined as a set that contains all sequences which are the prefires of
sequences in set V. The size of HSI sets is generally smaller than the Characterization

set (W-set). Both W-set and HSI-set generation algorithms can be found in [Luo 92].

Definition 2.15 Fuzziness degree § is the number of all different mazimal sets of
pairwise-distinguishable states in an OPNFSM. For a minimal OPNFSM, 6 = 1.

Algorithm: Test case generation for OPNFSMs

Input: A specification S in the form of an OPNFSM,
and the upper bound m on the number of states
in the given NFSM implementation.

Output: A test suite II.

Step 1: Determine the fuzziness degree é of S.

Step 2: Let the number of states in S be n(n < ém). Find a set of harmonized
state identification sets {Dg, Dy, ..., Dy} for S.
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Step 3: Construct a minimal state cover sct (J. A set Q is a state cover il.
for every state s, in an FSM, @ contains an input sequence that may lead the

machine from the initial state to s,.

Step 4: Construct a test suite I such that:

= U {z.}.D,

z,€Q.{e}Ulul?u. U Em-ntl)
where z; leads the machine from the initial state sq to s,, D; is the HSI set for

state s;, and I is the set of inputs of the machine. m]

2.3.4 Luo’s test case generation method based on commu-
nicating NFSM

The control portion of concurrent programs, especially in the area of communication
software and communication protocols, can be modeled by a system of Communicat-
ing NFSMs (CNFSMs) where the NFSMs communicate with each other over queues

and channels. A CNFSM system is defined as follows:

Definition 2.16 A system of CNFSMs, denoted by com(F,,F2,...,Fy), con-
sists of a number of CNFSMs, F1, F,, ..., F,, where

1. Each individual CNFSM is an NFSM plus an input FIFO queue; the NFSA

only consumes the inpuls in the queue.

2. Fach pair of machines may have two FIFQ channels for communication; each
channel is designated for one direction of communication. A channel connects

only two machines.

3. If a pair of machines, say F\ and F,, can communicate with one another through
the channels between them, then signals from one machine pass through a FIFO

channel and enter the input queue in the other machine.
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Channels can contain an unlimited number of signals. The signals can remain in a

quene or in a channel. for an arbitrary period of ine. An individual CNFSM has an

input queue of an infinite length.

In [Luo 94a], a system of CNFSMs is first reduced into a single, trace-equivalence
NFSM by reachability analysis; then the test sequences are generated from the re-
sulting NFSM using the generalized Wp-method. The method is very similar to that
reported in [Luo 94b]. The main difference is the construction of transition cover
and state identification sets. Instead of a Harmonized State Identification (HSI) set

in [Luo 94b), generalized Wp sets are used as the state identification sequences in
[Luo94al.

Since we are mainly interested in test generation methods and result analysis, we
will only discuss the test generation method for an NFSM, but skip the algorithm for
the reduction from a CNFSM system to a single NFSM.

Definition 2.17 Trace equivalence requires that a specification and its implemen-

tation produce the same set of possible output sequences for every input sequence.

Definition 2.18 prefix set pref(V) for a given set of input sequences. Given
a set of input sequences V. .C I", pref(V) = {$;|T, € I" & Lyl € V & {, # €}

where t,.t, is concatenation of t, with i,.

Definition 2.19 A tuple of state identification sets {Wq, Wy,...,W,_1}.
Given an ONFSM and a characterization set W, {Wo, Wi,...,W,_,} is said to be a
tuple of state identification sets if, fori =0,1,...,n — 1, W, is a sel such thal

i) W, € pref(W);

ii) Given a state s,, for any other state s,, there must exist an input sequences in
W, such that two different sets of possible output sequences are produced when

this input sequence is applied to theses stales respectively.
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Algorithm: ‘lest Case Generation for communicating NFSMs
Input: A specification S in the form of a minimal ONFSM with
n stutes, and the upper bound m(n < m) on the number

of states in the given NFSM implementation.

Output: a test suite II.

Step 1: Construct a characterization set W, and a tuple of state identification sets

(Wo,Ws,...,Wn1}.

Step 2: Construci a minimal state cover set @; that is, for every state s; in an NFSM,
() contains an input sequence that may lead the machine from the initial state

to s,.
Step 3: Construct two sets P and R such that: P = Q.({¢} UI) and R = P\Q.

Step 4: Construct a test suite Il in the following manner: II = IT, U I,

where

M = Q.{e} UTUTU...u ™). W,

and

H2 = U {{L‘,‘}.D,

x,ER.IM=n
where r, leads the machine from the initial state sq to s,, D; is the HSI set for

state s, and I is the set of inputs of the machine. o
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Chapter 3

Diagnostic Methods

3.1 Methodology for test result analysis and di-

agnostics

In the FSM diagnostic domain, the concept of “diagnosis based on a model” [Klee
87) is broadly used. The main idea is that, it is necessary to know how the system or
the machine under test is supposed to work in order to be able to know why it is not

working properly.

Observations of inputs and outputs show how the system to be diagnosed is behav-
ing, while expectations, derived from its model, tell us how it is supposed to behave,
The differences between expectations and observations, which are called “sv .np-
toms”, are hints of the existence of one or several differences between the model and
its system. A diagnostic process often mainly consists of performing the following

two tasks: the generation of candidates and the discrimination between candidates
[Klee 87].

Generation of candidates: This process uses the identified symptoms and the
model to deduce some diagnostic candidates. Each diagnostic candidate is de-

fined to be the minimal difference, between the model and its system, capable
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of explaining all symptoms. It indicates the failure of one or several components

in the system.

Discrimination between candidates: Once the step of candidate generation
terminates, we often end up with a number of diagnostic candidates. To reduce

the number, some additional tests may be needed.

Both Ghedamsi’s diagnostic methods [Ghed 92a,b] and our new proposed method
consist of these two tasks, while Ko’s method gives us a new point of view of diagnostic

methods.

3.2 Ghedamsi’s diagnostic tests for single transi-
tion faults in NFSMs

[Ghed 92a] proposed a diagnostic method for NFSM model. The method allows
implementations to have an output fault and/or a transfer fault, but only
in one of its transitions. The method localizes the faults (output and/or transfer)

once the faults are detected by one or several test cases.

Algorithm:
Step 1: Construction of sets of expected output sequences

Because of non-determinism, a set of valid output sequences is expected for each
test case in the given test suite. Given a test suite T'S, TS = {tc,1¢ca,..., e}, we
construct a set of expected output sequences, O,, for each test case tc;(1 < 7 < n).
Each O; contains all possible expected output sequences executed by t¢;, i.e., O; =

1 q k __ [k .k k
{oia' + 30y }a Where o, = iot,lol.2'° 'oi.mi}
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Step2: Construction of sets of observed output sequences

In this step. the complete testing property [Luo 91a.b] is assumed to hold. By applying
a test case, i.e., tc;, to the implementation a sufficiently large number of times, all
possible execution paths of the implementation are exercised and all possible output
sequences are generated. For each test case tc,, we form a set of observed output

sequences, O,, by all generated output sequences corresponding to tc,.

step3: Generation of symptoms

By comparing outputs in the sets O, of observed output sequences with those in
the corresponding sets O,, we identify all differences and each difference represents a

symptom.

Definition 3.1 A transition Tfj of the specification where a symptom (O; # O,)
(more precisely, ofd # 6,‘:1) has been observed, is called « symptom transition. If
we have the same symptom transition for all symptom. . hat transition is callcd the
unique symptom transition (ust). The observed output generated by the ust is

called the unique symptom output (uso).

step 4: Generation of conflict sets

Definition 3.2 A conflict set for a given symptom is defined to be the sel of tran-
sitions which are supposed to participate (through their execution) in the generation

of the symptom.

For each symptom (O; # O;) identified in the step 3, a conflict set is constructed.

We have the following three situations.

O, C O, The faulty implementation misses some expected output sequences. The

conflict set will be formed by some transitions in the specification, which are
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supposed to generate the missing expected output sequences.

0, 5 O, In this case, the implementation generates some extra output sequences.
The conflict set will be formed by some transitions which participate in the

generation of those extra observed sequences.

0: ¢ 0, und O, p) O, In this case, the implementation generates some extra observed
output sequences and has some expected output sequences missing. The conflict
set is formed by some transitions that are supposed to generate the expected

missing sequences and that generate the extra ones instead.

Also, a flag is introduced in this step and is initialized to be false. The flag is set
to be true if in at least two sequences ( an expected and its corresponding observed

one), they differ with each other by at least two output symbols.

A formal description of the step follows:

If (O, 2 O,) Then Plus, = O, - O,
Checkset, = O,
ComputeCon f(Conf,, Plus,, Checkset;, O;, flag)
Else If (O, C O,) Then Plus; = 0, -0,
Checkset, = O;
ComputeCon f(Con f,, Plus,,Checkset,,0,, flag)
Else Plus, = 0, — O,
Checkset, = O, — O,
ComputeCon f(Conf;, Plus;,Checkset;, O;, flag)



Procedure ComputeConf( Conf. Plus, Checkset, O, flag)
/™ Each call generates the minimal conflict set for the */
/= corresponding considered symptom. */

Conf := NCon f,, where Conf, is computed as follows:
o € Plus

find o' € Checkset such that it has the longest common prefix with o, that is,
0= 112923, TmTmt -+ - Ty O = TyT9T3 .o TipTrpyy - - T and

o = zyxor3. . T T, =M <M

Conf, = {1,|t; is the specification transition determined by the input ¢,,
the output z, and their position in the corresponding sequences, ¢ < m}
U{tm+1]tm+1 is determined by the input i,,41 , the output y,4
and their position in the corresponding sequences, where y,,41 = &4

. . .
if o € O, otherwise, yar41 = T4, }

The flag is set if (Tmi2 .. Ta # Thyqg...27)

Step 5: Generation of diagnostic candidates and their diagnoses

Definition 3.3 A minimal set of faults, which has the capability of erplaining all
observed outputs, is called a diagnosis. The corresponding set of transitions, where

these faulls occur, is called a diagnostic candidate.

In this step, an initial tentative candidate set “ITC” is formed first by the inter-

section of all conflict sets.

If there is a unique symptom transition “ust”, it will be contained in the ITC. In
this case, ITC will be split into two sets: ustset, which contains the ust, and FTCtr
which contains the rest of the transitions in the ITC. These transitions are suspected
to have at least one transfer fault. Otherwise, the full ITC set forms the FTCl set

and the ustset is kept empty.
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According 1o the transitions in the sets (ustset and FTCir) and the value of the
flag. mmtant machines are built and tested to help the generation of diagnoses. I a
mutant machine passes the test. then the set of all faulty transitions. with specihc
outputs and/or ending states, are considered as a diagnostic candidate, or simply

called a diagnosis.

Algorithm:

If the ustset is not empty. the following two cases are distinguished:

C"ase(1) the flag is false: The transition in ustset. ust. is suspected to have only
an output fault. A mutant machine is built by changing in the specification
machine the output of the transition ust to the unique symptom output (uso),
then the given test cases are applied to the mutant. If the output sequences
generated by the mutant are the same as those generated by the implementation.
the mutant is considered to have passed the test. In this case, ust is considered
as a diagnostic candidate and one diagnosis, stating that the ust might have

the output fault uso. is created.

(“ase(2) the flag is true: The transition ust is suspected to have an output fault as
well as a transfer fault. Again, we build a mutant machine by changing in the
specification machine the output of the transition ust to the unique symptom
output (uso). The end-state of the ust in the mutant needs to be changed also.
We assign to the EndState of the ust all states in the machine, one state (i.e..
s) at a time, except for the expected EndState of ust. After each assignment,
the given test cases are applied to the resulting mutant. If the mutant gen-
erates the same output sequences as the observed output sequences generated
by the implementation, the mutant passes the test. 'The ust is considered as a
diagnostic candidate and one diagnosis, stating that ust might have the output

fault uso and the ending state s, is created.

The elements (transitions) in set FTCtr are suspected to have transfer faults.

For each transition, we consider all states in the machine. with the exception of the
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expected ending state of 7. one at a time. For cach state s under consideration. a
mutant machine is built by changing in the specification machine the ending state of 7y
to the state s. If. by application of the given test cases, the mutant generates the same
output sequences as the observed output sequences generated by the implementation,
T} is considered as a diagnostic vandidate and one diagnosis, stating that ust might

have the ending state s, is created.

Step 6: Additional diagnostic tests

Our goal is to localize the faults in the implemeniation. If only one diagnosis is found
in Step 5. then the faults in the diagnosis are the real faults in the implementation.
Otherwise additional test cases are needed to help reduce the number of diagnoses to

only one.

The additional test cases selection approach consists of selecting a candidate tran-
sition which occurs in at least one of the diagnoses, and selecting addition diagnostic
tests to determine which fault the transition contains, if any. This will eliminate all
diagnoses that are not consistent with this new information. We repeat this approach

until only one diagnosis is left.

An example:

Suppose the specification and the implementation are the machines represented in

Figure 2 (page 7) and Figure 3, respectively. The test suite is given as follows.

TS = {abbb, abab,aaab, bbabb, babab}

Steps 1 and 2: The application of this TS to the specification and the implementa-

tion, yields the expected and observed output sequences, as shown in Table 1,

Step 3: Differences hetween the expected and observed output sequences are detected
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Figure 3: An implementation of the specification represented in Figure 2

Test Case Expected Outputs Observed Outputs

tey=abbb |0y = {eefyg} O1= {eefg)

tca=abab | Oy= {eeeg} O,= {eeeg}

tc3= aaaa | O3= {efeg, eecee} Os= {efeg, eece}

tca= bbabb| Os= {gfegfigfege, |Os= {gfegf,gfege,
gffef geeeg, gffef, geeff,
gefgfigefgel | gefgf gefge}

tcs= babab| Os= {gfeee} Os= {gfffg, gffef}

Table 1: Test cases and their output sequences (1)
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for test cases teg and fes. Those symptoms are
Symy = (04 # Oy)

Symy = (05 # 05)

Step 4: Corresponding to the above symptoms, we have the following:
plus, =04——O4={ge eff}

checkset; = Oy — O4 = {g eceg}
plus, = Os—Os={g fce e}
checksety=0s ~0s={g f [ f g, 9f [ ¢ [)

The expected output sequence “g e € e g 7 corresponds to path “lalztol ify”,
therefore the conflict set is constructed as: Confy; = {l3, {7, ly, {11} and flag = lruc.

Similarly, we have the conflict set of Symq, Confy = {ts, ts, tn} and flag = truc.

Step 5: First, an initial tentative candidate set “I'TC" is formed.
ITC = Confy N Confy = {ts, t11}
Then the ITC is split into two sets, ustset and FT Ctr, as follows:

ustset = {t11} FTCtr = {13}

Since the flag is set to true, the ustset has to be checked for simultaneous output
and transfer faults. We build a mutant machine by changing, in the specification
machine, the output of transition ¢, to use, which is “f", and the ending state of £,
to all states in the machine, one at a time, except for the correct ending statc of ihe
transition. After applying all test cases to the mutant, we will see that only when the
ending state of {;; is changed to state 53, does the mutant generate the same output
sequences as the observations from the implementatior. Hence a diagnosis that states
that transition #;; has an output fault, which generates output symbol “f”, and a

transfer fault, which transfers to state 4, is saved in a set called Poss Faults.
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We also need to cleck transitions in F1'Ctr for transfer faults. In our example.
only one transition &y is in FT'Ctr. We build a mutant machine by changing the
ending state of transition 74 to all states in the machine, one at a time, except for
the correct ending state of the transition, and apply all test cases to the mutant.
We will find that all resulting mutants fail to generate the same output sequences as

observations. Hence no diagnosis is introduced by FTC'tr.

Because there is only one diagnosis in PossFaults, we say that the diagnosis

represents the real faults in the implementation and no additional test case is needed.

3.3 Ghedamsi’s multiple fault diagnostics for DFSMs

In many cases, the assumption that implementations of an FSM have only single
faults is not realistic, therefore a diagnostic method which allows multiple faults in

the implementations of DFSMs is proposed in [Ghed 92b].

Definition 3.4 A fault F of an implementation M in a transition t of S is said to
be directly reached by a test case tc, if the execution of tc, as defined by the
specification S, leads to the transition t, where there is no transfer fault in M on the
path that leads from the initial state to t, and the subsequent path of the test case

conlains one or several symptoms.

The algorithm makes the following assumption:
Assumption: For each fault in the implementation, there is a test case in

the applied test suite which reaches that fault directly.
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Algorithm:

Step 1: Generation of the expected and observed outputs.

Apply the test suite, TS, to the specification and the IUT. For each test case fe,.
the expected output sequence is written as 0, = 0,,0,2,...,0,m, While the observed

output sequence is written as: 0, = 0;10,2,. .-, 0ym:.

Step 2: Generation of symptoms.

Compare each observed output sequence with its corresponding expected output se-
quence and identify «!! differences for all test cases. Each difference is called a symp-

tom.

Step 3: Construction of the set of tentative candidate sets.

Definition 3.5 A transilion name annotated by °or* represents a fault candidate
which corresponds to an output fault candidate or a transfer fault candidate, respec-

tively.

Each Tentative Candidat: Set (STC) is a set of fault candidates that are
suspected to be faulty in the IUT.

Before the construction of the set of STC, we need to construct a set of Fault
Hypotheses (FH) for each test case t¢,, Each FH is a pair (FC,CC), where
FC is a set of fault candidates and CC is a set of correct candidates, that is, fault

candidates that are assumed not to be present.

A set of fault hypotheses SF H; for test case tc, is constructed as follows:
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1. Iffe, has nosvmptom, S F I, contains only one clement of the form {{{}.{t?,})}.
which indicates that the first transition. {, ;. exccuted by {c,, does not have an

output fault,

. If there are m symptoms in the comparison, we consider the difierent symptoms
in order and include in FHset the fault hypotheses that correspond to the as-
sumption that the symptom considered corresponds to a fault that is identified
by the test case tc,. The following situations may occur for the j-th symp-
tom. Because of the assumption, the j-th symptom is considered only under
the hypothesis that all earlier symptoms j’ < j correspond to output faults (an
identified faulty transiticn must be a directly reached transition). We have the

following two hypotheses:

(i) The j-th symptom corresponds to an output fault ( ?,k,)’ and there is
no transfer fault on the execution path (t,,ku_]),t,,k()_,)“,...,t,',k]_,) that
leads to this symptom transition. In this case, the next symptom will also
be considered (if it exists) since it corresponds to a directly reached fault. 1f
there is no next symptom, then the fault hypothesis (X, Y) is added to FH-
set. where X = {t¢,,.tv PTRRTNE 1 LY ={¢t NPT :.k_;} - X,

t.,k, is the k;-th transition where the j-th symptom has been observed.

(ii) The j-th symptom corresponds to a transfer fault which is located in one of
the transitions (t;, k(-1 biky—py b1y e - ytik,_,) from the symptom transition
(output fault in ¢° k- ) of the previous symptom (or from the initial state)
to the symptom in question in the transition ¢;x;. In this case, the next
symptom will not be considered, since it corresponds to a fault that is
not identified by this test case, although it may be identified by another
test case. For each transition t,, , n = k(;-1), ky=1)414. -+, k;-1, in the
transition sub-sequence starting at ¢;x,_,, and ending at the transition
tik,-;» the fault hypotheses (X, Y) will be added to FHset, where X =

7
{t:",kl’t?,km t:k(,__l)v n} Y = {txlv :1’ 1,29 :2’ t?,kj} - X.

The set STC is formed by all possible unions of fault alternatives taken from all test

cases. Formally:

35



STC={TC|ITC= |J FrCc, ATCOY U o) =e.

1=1,2.....Ls t=1.2....,.Ls

wher(FC,.CC,) € SFH, and Ls is the number of test cases).

Step 4: Generation of diagnostic candidates.

The set of tentative candidates, STC, derived in the previous step may contain a
number of tentative candidates that do not explain the observations. Also, the ending
states of transitions with transfer faults are unknown. Therefore, we build mutant
machines, which correspond to the tentative candidate in question, to check whether
or not the tentative candidate explains the observations, and, if yes, to find out the

ending states of transitions with transfer faults.

Suppuse that a tentative candidate, Cand,, is under consideration. We build mu-
tants by (1) assigning transitions, in the specification machine, that are suspected
of having output faults as the corresponding symptom outputs. and (2) changing
the ending states of all transitions that are suspected of having transfer faults. The
possible ending states of a transition suspected of having transfer faults are states in
the machine, except for the expected ending state of the transition. All other tran-
sitions remain unchanged. All test cases in TS are applied to the resulting machine
(mutant). If the resulting outputs are the same as the observation, then the machine
is considered as a possible implementation. The corresponding faults, with specific
outputs and/or ending states, are saved in a set called diagnostic candidate, or

simply diagnosis. The above process is repeated until all combinations of faults have

heen checked.

Step 5: Additional tests for reducing the number of diagnoses.

If more than one diagnosis is found in step 4, we need to reduce the number to one.
We achieve this by selecting some additional test cases, applying the test cases to the

IUT, and then removing diagnoses that fail to explain new observations.
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Figure 4: An implementation of the specification represented in Figure 1

Two approaches are presented in {Ghed 92b). The first approach selects a fault
in a diagnostic candidate and tries to select test case(s) to determine whether or not
the fault exists in the implementation. After the application of the test case(s) to the
implementation, all diagnoses that are not consistent with the new observation will
be eliminated. The second approach compares the different diagnoses against one
another. Inputs are applied to two DI'SMs which correspond to two diagnoses until
a difference between two outputs is observed. The drawback of the first approach is
that the additional input sequences can not always be found and the drawback of the

second is that it is time-consuming.

An application example

Suppose we have the specification machine shown in Figure 1 and the implementation
machine in Figure 4. The following initial test suite, obtained by the Wp method, is
given:

TS = {aa; ab; beca; beb; baa; bbb; cab; cca; ccb; cba}

Step 1: Apply the TS to the specification and the implementation, obtaining the

expected and observed output sequences, as shown in Table 2.
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tc # | Inputs | Specified | Expected | Observed
transitions | outputs outputs

] aa tl 1 ef ef

2 ab t1 t5 ef ee

3 baa |t2t}tl ffe ffe

4 cca |[t3t9t4 eef eef

5 cba |t3t8tl eee cee

6 cab | t3t7t8 efe efe

7 bca |t2t6td fff fee

8 cchb | t3t91td eef eee

9 bcbhb |t2t61td fff fef

10 bbb |t21t518 ffe fee

Table 2: Test cases and their output sequences (2)

Step 2: Differences between the observed and expected outputs are found for test

cases tcy, tcr, tcg, lcg, teyp. Hence the following symptoms are generated:

Sympay = (022 # 62.2),
Symp; = (013 # 07,3). Sympsy = (074 # 07.4).
Symps; = (083 # 08,3),
Sympg.y = (092 # 09,2),

Symplo.l = (010.3 # 610.3)-

Step 3: Corresponding to the symptoms, the following sets of fault hypotheses are

constructed:
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SEH =
Sril, =
SEH =
Sty
SI'H;
Sk =
SFH; =
SEly =
SFlly =
SEFy =

fl

i

t31, {62}), ({85, 18}, {85, 31), ({#3, 16}, {45, 85, 16 1)}
t3}, {t3}), (s}, {15, 15, 1}, ({25}, {15, 23, 25, 1 1)}
i}, {t31), ({Ee}. {t3. 1)}
i3}, {tz0), ({t5}, {t2. 131)}

According to the above sets of FHs, we construct the following set of tentative

candidate (TC) sets:

STC = {

{65,65.15,653, {3,658}, {515, 65.85), {£5.85,15.12),
{505, 5} (G115}, {12.65.18, 85,5}, {12,5, 42,65},
(68513, 85, 5} {2805 13,15). {8, 15,18, 25, 15}, {22, 5.13, 251
{10 31055} (L 150 15.09), {11503, 45 ) {1813, 45),
{15, 05,63), {11315}

Step 4: For each element in STC, we build mutant machines to check if the tentative

candidate explains the observation. If yes, we save the faults in the tentative candidate

(with specific output and/or ending state) into a set called diagnosis.

The following diagnoses are constructed in this step:

l)i(lgl = {fg — 52, t(; o SO,tl — SQ,tG — € —',t5— € —’}
Diag, = {ts — € —,tg — € —,teg = S0,ty — S2}

Di(lg;; = {tb - SO,t, — SQ,tG — € ",i{, — € ——*}

Diagy = {ts — € —,tg— € —,tg = S0}

Step 5: Because more than one diagnosis is found in Step 4, additional test cases are

needed to distinguish these diagnoses. In our case, the additional test cases can be

*aaa” and “c cab”. After applying the test cases to the implementation, we will

find that only Diagy can successfully explain the new observations. Hence we can say
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that Diag, contains the real faults in the implementation and other diagnoses can be

removed from consideration.

3.4 Ko’s approach

Section 2.2.5 describes a test generation method using CSP. The same approach can
be used to detect and localize faults [Ko 90]. This approach is interesting since it,
unlike other diagnostic approaches, does not take the specification as a reference to

localize faults.

If the set of observed input/output sequences is different from the set of expected
input/output sequences, which indicates that the IUT failed the test and that some
of the transitions in it are faulty, then the CSP method is used to detect the faulty

transitions.

First, the observed input /output sequences are used as the initial sub-sequence for
the CSP method. After solving the CSP, cach solution represents a possible DFSM
model for the IUT. If more than one solution is found, new sub-sequences are selected

to distinguish the real implementation from the other solutions.

On the other hand, if the ('SP produces no solution, the basic assumptions of the
method are violated and the IUT may have more states than the DIFSM representing
the specification, which means that the process of localizing faults becomes much
harder. The observed inputs/outputs may be used as the initial sequences for DIF'SMs

with more states.

Example: Consider the DFSM of Figure 5. The test suite is given as follows.

TS = {aaab, bbbb, bbab}

We assume that the application of the test sequence to the [UT produced the

following:
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Input:

Fxpected OQutput:

Observed Ontput:

aaab

eece

efef

bbbblbbab

cefee |efee

ffef (ffef

The observed output sequences are given to the CSP as initial test sequences. The
number of states, in both the specification and the implementation, is assumed to be
the same. The CSP has produced five DFSMs which are shown in Figure 3.4. In order
to identify the real implementation, from all the other DFSMs, new sub-sequences

are needed. The distinguishing sequences for the DFSMs can be the following:

Input sequences: | abaal{abbablaab
Outputs (DFSM1): |efee [efeef [efe
(DFSM2): [efef |efeef |efe
(DFSM3): [efee |efefe |efe
(DFSM1): [efee |efeef [eff
(DFSM5): [efee |efeff |eff

By applying these additional sub-sequences to the IUT and by observing the

outputs, a definitive identification of the implementation DFSM can be reached.

It is to be noted that, one of the major disadvantages of the method is that the

number of solutions could grow exponentially with the number of states in the given

DEFSM. The space required, therefore, could be huge.
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Figure 5: The DFSM for the given specification
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Chapter 4

A Diagnostic Method for
Non-Deterministic Finite State

Machines

Nondeterminism and concurrency are two important features of formal specification
languages for communication software, in particular, communication protocols. All
the three major specification languages for communication software, LOTOS [Bolo87],
ESTELLE [Budk 87], and SDL [Beli 89] support the description of nondeterminisin
and concurrency. So a machine abstracted from the formal description of a protocol
might also be nondeterministic. Generally, a nondeterministic FSM (NFSM) model

may be used to represent different situations.

Some work on test generation from NFSMs has been done in [Luo 94a], {Luo 94b)],
[Trip 93], [Kloo 93]. [Trip 93] and [Kloo 93] are based on the generalization of unique
1/0 sequences [Sabn 88], while [Luo 94a] uses a generalized Wp-Method and {Luo
94b] uses the HSI-method (Harmonized State Identification method).

The application of these test generation methods, however, provides only limited
information about the locations of detected faults. In the communication protocol

area, very little work has been done for the diagnostic and the fault localization
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problems |Glied 92a), [Ghed 92b]. [Vuon 90]. [Ghed 92a) gives a diagnostic approach
for single transition faults in NFSM models while [Ghed 92b] deals with multiple
transition faults in FSM models. Based on these two approaches. we present in this
chapter a diagnostic method for multiple transition faults in NFSM. The method
allows the situation that more than one transition is faulty (output and/or transfer
fault) in the implementation. It generates a minimal set of faulty transitions, with
their specific faulty behaviors, if the faults in the implementation are detected and
directly reached by test cases in a given test suite. The method is suitable for testing
which conforms in accordance with Quasi-Equivalence [Luo 94a], Trace Equivalence
[Luo 94b] or Reduction relations [Petr 94a). If the method is applied to a DFSM, the
time complexity is less than the one in [Ghed 92b).

The chapter is organized as follows: section 4.1 introduces a fault model of FSM,
which will be used in our diagnostic method; section 4.2 includes definitions and
concepts for diagnosing; in section 4.3, the proposed diagnostic method is described
and a walk-through example is presented. Finally, in the last section, a concluding

discussion is presented.

4.1 The FSM fault model

'I'he FSM fault model [Boch 91] is based on faults made on labeled transitions. Some
of these faults, which are essential in the diagnostic approach discussed in the following

sections are defined as follows:

Definition 4.1 Output fault: We say that a transition has an output fault if, for
the corresponding state and received input, the implementation provides an output

different from the one specified by the output function.

Definition 4.2 Transfer fault: We say that a transition has a transfer fault if, for
the corresponding state and received input, the implementation enters a state other
than that specified by the NextState function.
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Definition 4.3 Additional (missing) transition fault: An implementation has
an addilional (missing) transition if. for a pair of present state and input, one more

(one less) transition (with respect to the specification) is defined.

For our diagnostic approach presented in the following sections, we assnme the
following fault model: the implementation under test (IUT) may have one or

several output faults and/or transfer faults in its transitions.

In addition, certain cases of missing transition faults may also be explained by
a combination of a transfer and/or an output fault as explained below. A missing
transition might lead to an incompletely specified implementation (sometimes called
a partially specified implementation). Different implementation assumptions may

apply in this case, such as the following;

(a) Blocking: The input is blocked in the input queue, as defined by Estelle [Budk

87]. This case can not be modeled in general by a faulty transition.

(b) The input is dropped, as defined by SDL [Beli 89]. This case can be modeled
by multiple faults, where the missing transition is seen as an existing one with a null

output, which transfers back to its starting state.

(c) Some error indication. In this case, the fault is detected by the error indication.
This case can be modeled by a multiple fault, where the faulty output has the error

output and leads back to the same state,

4.2 Preliminary definitions

We assume in the following that an NFSM specification S is given, as well as an
implementation under test (IUT) M with single or multiple output and/or transfer
fault(s), as described in Section 4.1. In this chapter, the machine we ref=r to is an
NFSM, unless indicated otherwise.

A test suite, TS, is defined as a set of test cases, where each test case is a
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sequence of input symbols. We write T'S = {tcy,....lc,}. where e, is a test case.

Because the specification S is a non-deterministic machine. when we apply a test
case tc, to S, different valid output sequences may be generated. The set of ex-
pected output sequences of tc; covers all paths (sequences of transitions) which
might be executed when the corresponding sequence of input symbols is applied. If a
test case tc, consists of mn, inputs 2, 14;2. .. ; mi, the corresponding set of expected out-

k_ ok Ok k

is wri D= o] g -
put sequences is written as O; = {0},...,0{}, where of = 0;,0[,...0;,,, and output

of‘d (k=1,...,¢) occurs after input i;; .

The implementation might also generate different output sequences for each test
case te,. We write the set of all possible observed output sequences of tc;
as O; = {6},...,87}, where of = &f6f,...,6¢,, (k =1, ..., 1), assuming that
the complete-testing preperty [Luo 92] is satisfied. For a given test case tc,
this property states that it is possible to execute all possible execution paths of the
implementation, by applying the input sequence of the test case a finite number of
times. The complete-testing property implies that the “set of observed output

sequences” generated by the application of the test case te, is equal to O,.

In general, assuming that the nondeterministic behavior of an implementation
can not be influenced by the environment, the complete-testing property does not
hold. In many practical situations, however, the testing environment may influence
the selection of alternative transitions through additional interaction parameters. In
the case of random selection of alternatives, the probatility that not all possible
execution paths are executed at least once, m»y be reduced close to zero by applying
the input sequence a sufficiently large number of times. Without the assumption, no

conformance t. it checking the equivalence relation can be performed.

Definition 4.4 A transition t of the specification S is said to be directly reached
by a test case tc; if the execution of tc;, as defined by S, leads to the transition ¢,

and there is _no transfer farlt in the implementation M on the path that leads from

the initial state to ¢.

For example, suppose the machine in Figure 7 represents the specification S and
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t9:a/c

Figure 7: A state transition diagram of an NI'SM

the one in Figure 8 represents the implementation M, we will find that test case “a
a b b” exercises but does no. directly reach transition ¢,; in M, because transition 1,
has a transfer fanlt and is exercised by the test case. However, ty can he direetly
reached by another test case “a b b b”. On this path no transfer fault occurs before

t12 1s reached.

Definition 4.5 Suppose a test case tc, exercises a path p* in the specification S,
the corresponding expected output sequence is of. If there czist faulls in p¥ in the
implementation M, the observed output sequence produced by M becomes 6* ( of # of ).
We call of and 6 the missing and additional output sequence of the path p¥,

respectively.

For example, suppose we have the specification S shown in Figure 7 and an imple-
mentation M’ shown in Figure 9. When we apply the test cases “b b a b” and “b b b”
to S and M’ respectively, we will see some missing and additional output sequences

of executed paths, as shown in table 3.

Definition 4.6 A missing output sequence of a test case tc; is the oufpul
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Figure 8: An implementation of the specification represented in Figure 7

Figure 9: Another implementation of the specification represented in Figurc 7
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Test Expected Expected Observed
cases path in the | output output

specification || sequences sequences
bbab |ttt 3 efee Missing [[ e ff < Additional
bbab|ts,tsty,ls effe Correct || e ffe Correct
bbab |ttt |[ceee Missing [ eef ¢ Additional
bbab|tstrntin.ls [[cefe Correct || eef e Correct
bbb i3, t7,t11 cee Missing || e e f Additional
bbb t3, to, tg cfe Correct || e fe Correct

Table 3: Illustration of missing and additional output sequences of paths executed by
“»bab” and “bb b”

sequence found in the set of expected output sequences of te,, O,, but not in the set of

observed output sequences of tc,, O,.

Definition 4.7 An additional output sequence of a test case tc; is the output
sequence found in the set of observed output sequences of le,, O,, but not in the sel of

expected oulput sequences of te,. O,.

Table 4 lists missing and additional output sequences of test cases "b b a b” and
"b b b”. Comparing with table 3, we note that in most of the cases, the missing
or additional output sequences for a path are the missing or additional output se-
quences for its corresponding test cases. However, this is not alway true, for example,
the additional output sequence of path t3,ts,t9,¢;;, which is € e f €, happens to be
the expected output sequence of path {3, t7,¢10,%3, hence, it does not appear as an

additional output sequence of test case "b b a b”".

Definition 4.8 A test case tc; identifies a fault (output and/or transfer fault) in
a transition t}‘d if (1) t¥, is directly reached by tc,, and (2) the faully behavior can

be observed from its missing or additional output sequence of tc;.

Taking the machine in Figure 7 as the specification S and the machine in Figure 8

as the implementation M, table 5 shows a few examples of identified and unidentified
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Test Expected Observed

case output output
sequences sequences
efec Missing effe  Additional

bbab|effe Not Faulty || effe  Not Faulty
Eeee Missing eefe  Not Faulty
cefe Not Faulty

bbb |eee Missing cef Additional
efe Not Faulty efe Not Faulty

Table 4: Output sequences and types of faults of the test case “b b a b” and “b b b”

faults for the given test cases. Please note that some faults that are not identified by
one test case may be identified by another. For example, the output fault in transition
ts is not identified by test case “b b a b”, but is identified by “a a a”.

4.3 A Fault Hypothesis Generation (FHG) Pro-

cess

In this section, we are going to present a process, called Fault Hypothesis Gener-
ation (FHG) Process, to identify possible faulty transitions (fanlt candidates) as
well as correct transitions (correct candidates), and form a set of fault hypothe-
ses, FHset, which contains such information. The process is a part of our proposed
diagnostic algorithm (described in section 4.4 ). The FHset generated by the process
will be used by Step 2 of the algorithm.

The original description of the process can be found in [Ghed 92b]. Readers who

are interested can refer to that paper for more detail.

Definition 4.9 A transition name annotated by °[y] represents an output fault
candidate, which indicates that the transition may generate ”y” because of its output
fault. A transition name annotated by *(i/y) represents a transfer fault candidate,

which indicates that the transition may transfer to a state in the implementation
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Test | Expected | Expected | Observed | Fault(s)
case | transition | output output identified (‘omments
sequences | se(uences | sequences
aaa |ttty eff cfe output fault in tg
t1,ta,ts efe efe and transfer fault
tl,ts,tl gec in t4
aabalt,tyte,tialcfee efff output fault in t5, | 1,2 in
t1,ts,t3,ts |cecef efef transfer fault in ¢4, | implementation
but not transfer is not directly
fault in ¢, reached
bbab|tstitsts |cfec cefe output fault in 3, | output fault
3, la,l4,1 |effe ceff t; and Uy, transfer | in ¢5 is
ta,tr, tg,l;1 e €ee efee fault in t4, but not | not detected
ta, tr, tio,tz | cefe effe output fault in ¢5

Table 5: Examples of identified and unidentified faults

because of its transfer fault, and that state has a transition which oulputs "y” given

an input ”i”. The notations [y] and (i/y) are called fault information. It can help
us to reduce the number of tentative candidate sets, as well as the number of mutants,

which will be described in section 4.4.

Definition 4.10 A transition name annotated by ° or * represenls a correct can-

didate, i.e., the transition does not have output or transfer fault, respectively.

Definition 4.11 A Fault Hypothesis (FH) s a pair (FC,CC), where FC is a

set of fault candidates and CC is a set of correct candidates.

For example, the fault hypothesis ({t3(a/f), ;[g],t‘l’[g]}, {t;}) represents the as-
sumption that the transitions ¢, and {; have output faults that generate symbol g; ¢,
has a transfer fault which transfers to a state s and s has a transition t': s—a/f — '
(we do not know, at this stage, which state in the implementation M is s); {; does

not have a transfer fault.

The process takes, as input, a quadruple of: a test case tc,; a path expected to be
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executed by fe,, pbs an expected output sequence o and an ohserved output sequence

0", and generates a set of fault hypotheses (FHset).

Definition 4.12 The element FH in the FHset, which contains FC with the real
implementation faults, and CC with no faulty transition in the implementation, is

called the real FH or “RFH”.

The process ensures that it will generate an FHset that includes a re-' FH
(RFH), the FC of the RFH that contains all faults in path p¥ that are
identified by test case tc;, and CC of the RFH that does not contain any
fault in the implementation, if the following relationship is confirmed:
the path p{‘ in the specification is implied to be executed by tc;. The

missing and additional output sequences of p%‘ are of" and 6{', respectively.

Let us say te; = t,1dig.. .00 pF = thtE, 15, o = oM ofy...07 and 6" =
01,07y .. . 07 We know that, a transition tf | may have an output fault if the expected
and observed output symbols of I,k'J are different, which means o, # o7 . tfd may have
a transfer fault if the expected and observed output sequences after the transition are
different, which means o}, 1,0 1,... 0]} # 6},,,0%,,,...0%. Therefore, we find a
number “h” first, where the h-th symbol is the last one that is different in o* and o7
We consider transitions in the path, one by one, identify all possible faults, until we
meet the h-th transition ¢¥, in the path. Transitions after t¥, will not be considered
even though they may be faulty, since the faults are not identified by the test case

te,.

The following process illustrates how an FHset is constructed.

Process: Fault Hypothesis Generation (FHG) Process
input: 1) test case tc,

2) path expected to be executed by tc;, p*
3) missing output sequence of p¥, o and
)

4) additional output sequence of pf, 6"

output: a set of fault hypotheses (FHset)
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FHsel = ¢
Forj=1toh {«Total number of F Hs will be h«)
FC=¢
Forj'=1toj
If o'y # 6}, Then FC = FC U o} ]
{* generate an output fault candidate *}
End {*Forj’=1toj *}
Mol 100542 005 # 00,1107 42+ - OF,4 Then FC = FC Ut} (ii,11/} )
{* generate a transfer fault candidate *}
FC' is obtained from F'C by eliminating fault information
CC = {88, G s B -+ 5y t2,} = FC,

*yfig=1ty
FH =(FC,CC) {* a pair of FC and CC forms an FH =}
FHset = FHsetUFH {* FHset is formed by union of all Flis *}
End {«*Forj=1toh#} DO

The following example shows the construction of a set of fault hypotheaes, Sup-

pose we have the following:

Test Case: tCi = 10,1, 2025 11,3y Ludy 80,50 106y 00,7

" . k __
Tran51t10ns. P = t,,l, t,yg, t,'a, t,‘q, i,'5, t,‘s, i,‘7
Expected outputs: o' = 0,,, 0;2,0j 3,0,4,0;5, 06,07

Observed Outputs: 6} = 0,1, 0;2,0; 3, 0 4,0 5,01 6,07

where o;; # 6;; when j = 3,5,6, then the following set of fault hypotheses is
constructed:

FHset = {

({t;1(22/0i2)}, {t21}), {* ti1 may have a transfer fault and its ending state may
become a state that has a transition with input/output behavior i;2/02; {,,

does not have an output fault. x}
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1> (1,3fo0s). {17 1. * t,, may have a transfer fault. but no output faul:
1.2 01 : l 2 f

f.1 is not fdult) ¥}

({85101 alivafon )} e 1 0 6 2)) s {* tia may have an output fault, instead
of generating output o, 3, t, 3 generates 6, 3; st, 3 may have a transfer fault also;

no faults in ¢,; and ¢, 2%}
({t:”_-,[f),'a], t:,4(ilv5/5t.5)}v {t?,h i, tf2? t:2’ ta,a’ tf,4})’
({t2a10u3); tislous]; s (ins/006) ) A8 15 tins B2 s s s L))

(“?.8[61'3]’ 17,5[61.5]’ t:"s[(‘),ﬁ]}, {t:o.la t:.l ’ t?.z’ t:z’ t:sa tf4’ tt'Aa t:,s})}

Lemma 1: The process ensures that it will generate an FHset that includes a
real FH (RFH). The FC set of RFH contains all faults in the path pf that are identified
by test case tc, and the CC set of RFH does not contain any faulty transitions in the

implementation.

Sketch of the proof: In the path p*, if there is no transfer fault, or no transfer
fault is identified by tc,, then all identified output fault transitions will be contained
in the FC of an FH, which is the RFH. If there is a transfer fault transition, say ¢5 i
the path and the fault is identified by {c;, the transfer fault, as well as all output fault

transitions before t¥ ,

will be contained in the FC of an FH, and the corresponding
CC will not contain any faulty transition in the implementation. The FH is RFH.
Any faulty transitions after tf'] will not be contained in the FC of the RFH because
they are not directly reached (hence not identified) by ic,, although they may be
identified by other test cases. 0

4.4 The diagnostic algorithm

In this section, we will describe our proposed diagnostic algorithm. The diagnostic
algorithm is based on a certain assumption about the faults contained in the im-

plementation under test (IUT) and the test suite TS used to detect the presence of
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faults. As explained below. the algorithm ensures coreet and complete diagnosis il

the following assumption is satisfied.

Assumption: There is at least one test case in the applied test suite
that identifies each fault in the IUT.

4.4.1 Step 1: Generation of Expected Outputs and Ob-
served Outputs

Apply the test suite, TS, to the specification and the IUT. For each test case f¢,, the

corresponding set of expected output sequences is written as 0,,0, = {o',...,0'}

where of = of 0f,,...,0f ., (k = 1,...q), and the corresponding set of observed
output sequences is written as O, = {4],...,0]}, where of = of ,o¥,,...,0f (k=

1,...,r). The complete testing property (page 47 ) is assumed to be satisfied.

4.4.2 Step 2: Construction of a set of Fault Hypotheses

(SFH) for each missing or additional output sequence

In this step, we construct a Set of Fault Hypotheses (SFH) for cach missing or addi-
tional output sequence. Each SFH will contain a Real Fault Hypothesis (RFH). We
make sure that, for each identified faulty transition in the implementation, there is

an RFH whose FC contains the faulty transition (with corresponding fault).

By comparing O, and O, for each given test case tc,, we identify all missing and
additional output sequences of tc;. A missing output sequence of tc; is written as o},
and an additional output sequence of tc; is written as 6!™. For each missing or addi-
tional output sequence of tc,, 0!™ ( 6!™), we construct a Set of Fault Hypotheses
SFH(o") (SFH(0/™)) using the Fault Hypothesis Generation process (FHG
process) described in the previous section. SFH(o!") or SFH(6!™) is constructed

as follows:
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{a)

(b)

A missing output sequence o)" of te, indicates that the corresponding path p,",
in the specification S, has one or more faulty transitions. If we knew which
observed ontput sequence in O, was the additional output sequence of p!'.d!.
we could have used the FHG process to derive the SFH(¢'™), given tc,, p), 0"
and o' as the inputs. Unfortunately, because of the non-determinism, if there
is more than one observed outpu sequence in 0;, (O; = {8},6%,...,6"}), we
are unable to tell which observed output sequence is 6%. In order to ensure that
SFH(o!™) contains the real fault hypothesis (RFH), we need to apply the FHG
process m tirnes for m different observed output sequences in O, and obtain m
sets of fault hypotheses (FHset). The SFH(o/") is formed by the union of the

Fllsets. A formal description of the process is given below:

process: generation of SFH for a missing output sequence

SFH(d") = ¢

for k = 1to |0,
FHset = FHG(lc,, p¥, 0", 8%) [+ (6 € 0,) */
SFH(J")= SFH(0™) U FHset

end [+forx/

An additional output sequence of te,, 6/™, indicates that, by applying test case
te, to IUT, some faulty transition(s) in the IUT are executed and the IUT
generates 6/™. Similar to (a), if there is more than one path in the specification
expected to he exercised by tc;, we are unable to identify which path corresponds
to the additional output sequence ¢'™. Therefore we give the FHG Process the
quadruples as inputs: tc,p* one o¥(0/* € O,) each time, and 6/™ and obtain
an FHset for each input. SFH(6!™) is formed by the union of the FHsets. A

formal description of the process is given below:

I prozess: generation of SFH for an additional output sequence
SFH(O™)=¢
for k = 1 to |Oi]
FHset = FHG(tc,, p*,0:%,6!™)  /* (¥ € O;) */
SFH(6!™) = SFH(6{™)U FHset
end /xforx/

Lemma 2: If Assumption 2 holds, each fault in the implementation is contained
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in at least one RFI's F( set.

Sketch of the proof: According to Assumption 2. for each fault in a transition f.
there is a test case, tc,. that directly reaches ¢ in the implementation M and identifies
the fault. Then we must be able to find the corresponding missing or additional (or
both) output sequence of tc; (otherwise the fau!t is not identified). If the missing
output sequence of tc,, say of, is found, then SFH(o") will be constructed. Since
SF H(of) is a superset of the FHset produced by FHG(tc,p,o¥,d), (where pk is
the path in the specification generating o, and 6* is the additional output sequence
of p¥), and the FHset contains an RFH which includes the fault in ¢ in its FC set
(Lemma 1). In the case that the additional output sequence of tc, is found, we can
show tlie same conclusion. The proof is the same as the case of missing output

sequences. a

4.4.3 Step 3: Construction of the set of Tentative Candi-
date Sets

Definition 4.13 A tentative candidate set (TCset)is « set of fauit candidates.

Definition 4.14 A real TCset is a TCset that contains all and only the faults in

the implementation.

In this step, we will cons! ruct a set of TCset, (STC) that contains the real TCset.

Intuitively, due to Lemma 2, if an STC is formed by all possible unions of Fault Can-
didate sets (FC) of FHs derived in Step 2, the real TCset should be in the formed
STC. However, if this is done, the size of the set of TCsets may become unnecessarily

large. We therefore introduce a concept of Conflict to help us reduce the size.

Definition 4.15 Two FHs conflict with each other ifinformation contained in
these two FHs is not consistent. Precisely, FH; conflicts with FH; if
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(1) there is a fault candidate [y} (or (ify)) in the set of fuull candidate
I'C of FH, and a corrcet candidate 1 (or t7) in the sel of correct
candicale of F H,. This represents the case that FIl, assumes that ¢,
is faulty while FH, assumes that ¢, is correct. Or

2) there is a fault candidate 19]y] in the set of fault candidate FC of F H,
and another fault candidate t2[y'] in the set of fault candidate FC of
FH,, where y # y'. This represents the case that I'H; assumes that

t, generates an output y while FH, assumes that t, generates y’.

Foi example, F H,({15[f), t5(a/f)}, {t3,1],t3}) conflicts with FH,
({tslg), tala/g)}, {15, 81, 15, 15,13, 15, 13}) on two transitions: t; and t3. FH; assumes
that ¢, has an output fault which generates symbol f and t3 has a transfer fault;
FPH, assumes that {; has an output fault that generates g (instead of f) and ¢3 is not

faulty.

We know that the real FHs in different sets of FHs will not conflict with each
other, but other FHs (those are not real FHs) may have conflicts. Therefore, when

we form a TCset, we will not take the FHs that are conflicting with each other.

We take one and only one FH from each SFH each time, and if there is no con-
flict between any two chosen FH, we form a Tentative Candidate set (TCset) by the
union of the set of fault candidate FC of each FH. The set STC of the tentative

candidate sets is formed by all resulting TCsets. Formaily,

STC = {T'Cset|TCset = U FC!.“

i=1,2,...,S

where s is the number of missing and additional output sequences
& (FCk,CCH = FHf, FHf € SFH;
& FHY does not conflict with FHY where i # i’ } D

Let us do an exercise to illustrate step 1 to 3. Again, assume the machine repre-
sented in Figure 7 is the specification and the one represented in Figure 9 the IUT.

For the sake of simplicity, we only apply four test cases to the.e two machines: t¢, :“b
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bab’,tcz:"abab’tez:“abb b’ and tcy: “b b b™. We will find that only tc

and tcy generate missing and additional output sequences, which are already shown

in table 1.

The set of fault hypothesis of the missing output sequence o, is formed as follows:
apply the FHG Process three times, with inputs: (tc1,p1,1,01,1,61,1), (£€1, P11y 01,15 61.2),
and (tc1, p1,1,01,1,01.3) ( ter = “bbab” and py 3 = ta,ta,15,t3), we will have three FH-
sets, which are:

FHset# Inputs Fault hypothesis sets

FHsety, | (ter,pra,011,010) | {{ta *(0/f)} 5 {t3}),
({t2*(a/N)} , {t5, 83, t3}),
({telf1} , {3, 3,15, 13))
({t3(6/N)} 5 {t3}) »
({tz(a/ )}, {83, 15, 83})
(

(

(

{

FHsety o | (tc1,p1,1,01,1,01,2)

{ts(/1its(b/ )} , {13, 85, 85, £3})
{56/}, {83})

{t3lel. t3(a/ 1)} {85, 23)),
{t5e]- 63[/1} 5 {13.15, 13})

FHsety3 | (ter,pr,1,01,1,01,3)

The set of fault hypothesis of the missing output sequence o, ,,, whichis SF (o, ,),
is formed by the union of F'Hset,;, FHsety 2 and F Hsety 3.

Similarly, the resulting SFH(0,3), SFH{6:1,), SFH(03,) and SFH(b,,) are as

follows.

SFH(ora)={ ({t3lf), t5[f]:t5(6/€)}, {t5, 15, 3})
{tz(a/ 1)}, {83, 83, 12})

({t3lf], t5(b/e)}, {24, 85, 23, £3})
({t3(6/ ))}, {t3})

({t5lf], th:le]}, {25, 83, 83, 17, 85))
({t2lf]. 5(e/ )}, {85, 45})

({t7lf) (/1) {25, 85,42 1)
{{t3(6/€)}, {t3})
({5111, (/] t5a e} {15, 85, 17, 85) )
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SFH(or)={ ({t3(6/N)}, {t5})

({13 [f] e/ f)} AL 3})
SV RURA )

{e31£1, lf1, ta(b/e) ). {85, £5, t2})
({ta( (a/f)}s {t3, t3,t3})

({3011, 131, t5:1 [e]}, {15, 85, 83, 25 })
({ta(b/e)}, {13, 15, 13,13, £3})
({talel}, {13, 83, 3,15, 43, 13})
({es(f1): {8585, 83, 830) }

SFH(031)=SFH(é21) = { ({t5(b/e)}, {t5})
({t3le], 13(6/ N} {23, 13})
({t3lel 131}, {13, 15, 83})
({t3(6/N}, {85, 83, 2})
({eq, 1) {25 65,85, 131) }

Using the above sets of fault hypothesis, we construct the following set of tentative

candidate sets:
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STC ={ {15(b/c).13(b/ f)},
{t:0a/ ). t30a/ F). t:(b/ )}
{120/ ). 15[ F). G5(b/ €).t5(b/ £). 13/ )},
{t2(a/ ), 5[], t3(b/ e), t (b/f)attl[ 1},
{t2(a/ ), 1511, t5(b/ ), t5(b/ £)},
{t3(a/ ), 15[f), t3(6/ f), ti(b/€)},
{t3(a/ £), B[], 13(b/ £), tgle]},

{t2(a/ £), 8311), £3(b/ 1)},

{tslf],t5(b/e), t3(a/ ), 11 £1},

{t30S), ta(b/e), t3(f], t5(6/e), 13,[ ], ti(b/€)},

{£3(11, t3(6/€), 5[ f1, t3(6/ ), 1 [ f1 tele]},

{ts(f], ts(b/e), t3[f], t5(b/e), t3,( /1),

{t3lf], t(b/e), t51 1, 1 [£], ti(b/e)},

{t3(f1,t5(6/€), ts[f). 83, (£, talel},

{ts(f], ts(b/e). t3[f], t1[f1}s

{t505), t3(a/ £). t3le). ta 2 (a/ £), 1300/ £)},

{t3(). t2(a/ ). t3[e], 5], te[f]}

{e2(/).tslf] t5lel t5(a/ £), t5(b /<) ta 2= (B/ f)},

{t51/1, 18l 3e], t3(a/ f), t‘ﬁ[f],tz- (b/f)}’

{t201], t3lS); t3le) t5(a/ £), £3(6/ )},

{t301), 13171, t3lel, 15170, t5(b/ ), tgl 1},

{271,131, t3le], e31), 15, e, gl f1},

{t20/1, lS). e3lel, 21, 8l f1} }

Complexity approximation of Step 3

Suppose we use Ls test cases; the maximum number of elements in a set of fault
hypotheses for a given test case is Le. Since the number of missing and additional
output sequences is equal to the number of sets of fault hypotheses, if the number of
missing and additional output sequences is S, then the maximum number of tentative
candidate sets q , which is the number of all combinations of elementsin the S sets of
fault hypotheses, is bounded by LcS. Please note that the actual number of tentative

candidate sets q should be much smaller than Lc® because a large number of elements
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in a set of fault hypotheses will conlict with elements in another set. so they will not

participate in forming a tentative candidate set (TCset).

4.4.4 Step 4: Generation of Diagnoses and Possible Imple-

mentations (Pls)

In Step 3, we derived a number of tentative candidate sets. In order to identify the

real tentative candidate set, we need to find all diagnostic candidates first.

Definition 4.16 A diagnostic candidate, or diagnosis for short, is a tentative
candidate set and an assignment of faults (specific output and/or transfer to a specific
state) to all its transitions which succeed in explaining all observations. Note that a

given tentative candidate set may lead to several diagnostic candidates.

A diagnostic candidate can be obtained by checking for each possible assignment of
faults in the corresponding tentative candidate set (TCset), according to fault infor-
mation, whether or not it explains all observations. We achieve this by applying all
test cases in TS to the mutant machine that corresponds to the diagnostic candidate
in question. If the outputs obtained from the mutant are identical to the outputs ob-
served from the IUT, the diagnostic candidate is confirmed. The process to compute
all possible faults for each tentative candidate, and hence all corresponding diagnostic

candidates, is described as follows:

Suppose that a tentative candidate set, TCset;, in STC is under consideration
and it has n transitions suspected of having transfer faults, and m transitions sus-
pected of having output faults. We assign the transitions in the specification machine
suspected of having these output faults in the T'Cset, the corresponding outputs
according to the fault information. For example, when the tentative candidate set
{t31f], ts(b/e), t3(a/f), t3,[f]} is under consideration, we change, in the specification
S presented in figure 7, the output of transitions tg and #;; from ‘e’ to ‘f’. We also
change the ending states of the remaining transitions in the TC'set; that are suspected

of having transfer faults. The possible ending states of a transfer fault transition with
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fault information *[¢/y] are states s with a transition s — i/y — ' in the mutant ma-
chine. All remaining specification transitions are left unchanged. In our example,
the possible ending states of t3(a/f) are S2 (because of t3: 82 ~a/f — 83) and S3
(because of tg, the output of ty is changed from ¢ to f ), and the possible ending state
of 25(b/e) is S0. We apply test cases in TS to the resulting machine (mutant).
the resulting outputs are identical to those of the IUT, then the corresponding ten-
tative candidate set, TCset;, is a possible real TCset. In this case, all assignments
to the mutant form a diagnostic candidate and the mutant is .. led a Possible
Implementation (P1, II all combinations of faults for TCset,’s elements fail to
produce the same outputs as those obtained from the [UT, then TCset; is not the

real tentative candidate set and needs no further consideration.

The above process is repeated until all combinations of faults for 7'('set,’s ele-
ments are considered, which means that different possible ending states to TCset,’s
n elements suspected of having transfer faults are assigned, in addition to the new
outputs to the remaining elements of TCset,. For example, three mutants are built
and tested corresponding to the TC set: {t3[f],t5(b/c), t3(a/f), t:1°[f]} The assign-
ments are: outputs of ¢y and ¢,1: f. ending state of ty: SO, and ending state of ,: S2

and S3 for each mutant respectively.

Each resulting diagnosis has the ability to explain all observed outputs. It consists
of the minimal set of faults (output and/or transfer), which might be present in the
given implementation. In the example presented in the Step 3, all tentative candidate
sets failed to explain the observations except for {5[f], t5(b/e), t2[f], t¢,[/]} whose
diagnostic candidate is {tg — f — 50,5 — f —=, iy — f =} ( t,— — s, means that
t; might have transferred to s,, while t; — £ — means that ¢, might have the output
fault of x ).

Complexity approximation of Step 4:

Each element in the set of tentative candidates, produced in the previous step, con-
tains several candidate transitions. Some of them are suspected of having transfer

faults and the rest are suspected of having output faults. If F is the upper bound
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of the number of transfer faults (this number can never be larger than the number
of missing and additional output sequences S) in any of the LcS tentative candi-
dates determined during Step 3. and the maximum number of transitions with same
input/output activities is K (this number determines the maximum number of as-
signments of the ending state of a transition with transfer fault), the complexity of

Step 3, in terms of possible number of diagnoses, will be O((LcS).KF).

4.4.5 Step 5: Additional tests for reducing the number of

diagnoses

Our main purpose is to localize implementation faults, in other words, to find one
and only one NFSM that represents the IUT. Therefore, if the diagnostic process ends
up with multiple diagnoses, (or multiple Possible Implementations (PIs) ), additional

tests are needed to help reduce the number to one.

We propose a process to select additional test cases. Given two Pls. the process
generates test cases which distinguish the Pls. After the application of the additional
test cases to the implementation, new output sequences can be observed. We re-
move those Pls, whose corresponding expected output sequences are different from
the new observed ones, from further consideration. Please note that both Pls that
are used to generate the additional test case may have different expected output se-
quences from the new observed ones. In this case, the two PIs will be removed. We
repeat the process until only one PI is left. Then the PI is the NFSM represent-
ing the implementation, and the corresponding diagnostic candidate, which contains
differences between the PI and the specification, is presenting the real faults in the

implementation.

Process: Additional Test Cases Selection

Input: Two Possible Implementations, PI; and PI;

Output: a test case that can distinguish P1, and PI;

Given two Pls, PI, and PI, we generate a breadth first behavior tree. Each node

of the tree is labeled with two sets of states, (s, n,8km), of PI, and Py, respectively.
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Fach edge of the tree is labeled with a pair of input and output.

Initially, the first set. s, and second set s;0 of the root node ny contain the
initial states of PI, and 1. The labels of the edges from a node with sets of states,
(8;my Sk,m), are computed by:
edges(S;m,y Skm) =
{(#/0)1(((s,2)(0,8")) € Trans, As € s,m) V (((8,2)(0,8')) € Transy A s € sgm)}
where T'rans; is the set of transitions of PI..

The input and output in a label of an edge are used to compute a new node. The
label of a new node, n!,, from a node n,, which is labeled by ($;m, $k,m), and an edge

with label (i/o) is computed by:
s = {5'((s,1),(0,8")) € Trans, As € 5,n}

Sk = {s'|((s,7),(0,8")) € Transi A 8 € sgn}
and n}, = (5] .\ S )
The tree is now specified. We have to explain how the behavior tree becomes
finite. We achieve this by terminating the expansion of the tree in some nodes. A

path is terminated if:

e The label of a new node (the combination of the new sets of states) already

occurs in the tree.

o One of the sets in a new node is empty. In this case, an additional test case
is found, which is an input sequence associated with the path from the root to
this node.

Example: Suppose that, we are given two Possible Implementations shown in
Figure 10. We generate the tree of Figure 11. We find the additional test case
“g,a,b”. The sets of expected output sequences of Pl and Pl, are { “f, f,¢";
“f.f,f"} and {“f, f,g"}, respectively. Hence the test case can distinguish the Pls.
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Figure 10: Two Possible Implementations

terminate,
sdditional test case is found

The nood does not need to expand,

ate
termn because an additional test case is found.

Figure 11: The breadth first behavior tree for the two Possible Implementations



The complexity approximation of Step 5

If the Pls generated in Step 4 are Ghservable NFS™ 1s (ONFSMs). then the complexity
of the Additional Test Case Section Process is small, because there is at most one state
in each set of states in a node. The number of different nodes in the constructed tree is
bounded by O(n2), where n is the number of states in the specification machine. Since
each node in the constructed tree is considered at most once by possible input/output
pairs, the number of leaves in such a tree is bounded by O(I- O - n2), where I and
O are the numbers of different input and ou\put symbols defined in the specification.
Therefore, the overall complexity of the selection of the additional tests to distinguish
between N Pls, is bounded by O(N - I- O - n?). From step 4, we know that N, the
number of Pls, is bounded by O((LcS) - KF), hence the complexity approximation
of our algorithm is O(Lc¢S - KF . T O - n?). Nevertheless, we should notice that N
is usually a very small number because, for a given test suite, there are only a small
number of NFSMs, with the same number of states and transitions, that can produce
the same outputs. Several experiments show that Step 3 and 4 take a large portion

of the computation time, while Step 5 takes a lot less.

On the other hand, because we do not require the specification and implementation
to be Non-Observable NFSMs, the Pls generated in Step 4 can be Non-Observable
also, therefore we need to discuss the case when the Pls are Non-Observable. In
general, the number of nodes in the tree grows exponentially as the numbers of states
in Non-Observable NFSMs do. However, in practical applications, NI'SM’s are usually
not very nondeterministic (i.e., there are only a few states each of which has more
than one transition associated with the same input.); in this case, the number of
nodes in the tree will not grow exponentially. In the given example, the Pls are Non-
Observable NFSMs, but they are “Non-Observable” on only one state (ST of P/, and
S2 of PI;). As we can see, such Non-Observable NFSMs will not introduce large

complexity.
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Chapter 5

An implementation of an NFSM

diagnostic method

To verify the method described in Chapter 4, we have done some tests manually
on small data sets. However. when a data set is too large. for example, an FSM
with more than seven states, the number of TCsets and mutant machines becomes
very large and manual verification becomes impossible. Therefore, we have written a

program that is called NFSM-diags to verify the method.

Given three inputs: a specification, an implementation and a test suite, which
are specified in files Specification.fsm, Implementation.fsm and Test_suite.tst, respec-
tively, the program automatically applies test cases in Test_suite.tst to the specifica-
tion and the implementation, and generates expected and observed output sequences.
From the derived output sequences, it further generates a minimal set of faults ex-
isting in the implementation, if any. Besides the final result, which is a set of faults
stored in the file faults.out, it also generates seven other files that contain intermediate
values. The files are: specification.out; implementation.out; symptoms.out; fh.out;

tc.out; diagnoses.out and additional test.out.

We have applied NFSM-diags to some complicated NFSMs, as well as real life

protocols, with different kinds of faults and various test cases obtained from test case
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generation methods mentioned in Chapter 2. 1t shows that. as long as the assumptions

are satisfied. NFSM-diags localizes all faults successfully,

We have applied the program to the alternating bit protocol and the NBS Trans-
port Protocol (class 0) and (class 2) [Nati 83al. We have changed outputs of all
transitions and ending states of most transitions. We have found that, as long as
the assumptions still hold, which means that all transfer fault transitions are directly
reached by at least one test case, all faults are detected and localized. However, if
there is one transition with fault that is fired by one test case but not directly reached
by any test case, the program will generate no result, which indicates an assurniption
violation. We also have used NBS Transport Protocol (class 4) [Nati 2b] as an ex-
ample of testing. It has 15 states, 27 inputs, 46 outputs and 62 specified transitions.
We made the implementation with 6 transitions with output fault and § transitions
with transfer fault; among the transitions, 3 of them have both output and transfer
fault. We were using UIO test case to test the program. It has taken 18 hours for a

dedicated UNIX machine to finish the job and all faults have been localized.

The difference between NFSM-diags and a real life diagnosing program is that
NFSM-diags obtains observed output sequences by applying test cases to an FSM
representing the 1U . If we modify this part to make NFSM-diags get the input
of ohserved output sequences directly from other devices, for example, a file, then

NFSM-diags can be used in real life to diagnose faults.

For people who are interested in using or further developing NFSM-diags, we have

described the inputs, outputs and software design of it in the following sections.

5.1 Inputs and Outputs

A brief description of the input and output files is as follows.
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e Specification.fsm and Lnplementation.fsm: These two input fi'es specify two
FSMs representing the specification and implementation to be diagnosed. re-
spectively, The first line in the files specifies the initial state of an FSM. and each
separate line following the first specifies a transition in the FSM. A transition is
given as five strings: transition.id, starting_state, ipput _symbol, output_symbol
and ending state. The strings are case sensitive, which means, for example,
states “Closing” and “closing” are different. The machines must be completely

specified, otherwise the program will not work.

o Test_suite.tst: This input file specifies test cases that will be applied to the
specification and implementation to generate output sequences. Each line in
the file, formed by a sequence of strings, represents a test case, where each

string represents an input symbol.

e specification.out and implementation.out: These two output files contain two
[FSMs. which represent the specification and implementation respectively. After
the program reads the input files Specification.fsm and Implementation.fsm, the
output files will be generated. One can use these two files to check if there exists
any typing mistake. Moreover, if there ~xist two identical transitions specified in
the file Specification.fsm or Implementation.fsm, one of them will be eliminated.
(Transitions with the same starting_state, input_symbol, output_symbol, ending
state, and have the same or different transition_id will be treated as identical

transitions.)

o symptoms.out: By comparing the expected and observed output sequences, the
program will generate all symptoms. The symptoms and corresponding test
cases will be stored in this file. If there is no symptcom, then this file and the

following liles will not be generated and no-fault message will be given.

o fh.out: For each symptom, a set of Fault Hypotheses (SFH) will be generated

and stored in this file.
e tc.out: A set of Tentative Candidates will be stored in the file.

o diagnoses.out: This file contains all diagroses generated by the program.
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o additional_test.out: If more than one Possible Implemeatation is found. addi-
tional test cases are needed to distinguish each each Possible Implementation.

The additional test cases are stored in this file.

5.2 Object-Oriented Design of the Program

The me:hod has been modeled and designed using Object Modeling Technique
(OMT) [Rumb 91]. The design consists of three parts: Object Modeling, Dy-
namic Modeling and Functional Modeling. An object model captures the
static structure of a system by showing the objects in the systc.n, relationships be-
tween the objects, and the attributes &nd operations that characterize cach class of
objects. Those aspects of a system that i .e cencerned with tiine and changes are the
dynamic model. The functional model describes computations within a system.
The following two sections present the object and functional model of our program.
Because the dynamic aspects are well described in chapter 4, we will not present the
dynamic model here. For those who are not familiar with OMT, the graphic notations

can be found in Appendix B.

5.3 Object Model
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5.4 Functional Model

80



no uonejuawadun
29[ IndinQ

o}] B_.:v\\

uoneuswedun o e

ping ~

peal

wsy uonejuawdjduuy

SOSED 1S9 L,

)
plinq

$9sBD 159 plIng

181°3NS IS

no-uonesyvads
2011y IndinQ

o} 0:.—“\

uoneosoads ay @

wsy uoned19ads

Figure 19: Functional Model: 1/4

81



onnsuod

no-swoyduiks:afiy

013

H4S cplu@
e swoldwAs _ i

-

~
- e
m%homm%mw . ajerouad

swoldwAs yesauag no-paadxa Bpy

A

NO"PIAIISqO 31}

saouanbas Indino pajoadxa

s2ou9nbas Jndino pajoadxa

<
aerousd JJeIAUS

sasuanbas indino ayerousd

sasuanbas ndino sjeisuad

SasBI 1S3 uonedy1dads ap

uonvuawadwr oy

2/4

.
.

al Model

Function

Figure 20

82



N0} 29[

INO°YJ [y

0} UM

sjuejnuu

pIing

Siueinw p[ing

SI9SDL

1ONOSUO0D

oo ooy

SHAS

10nsuod

HAS 1on05u0)

uoned1oads ot

Figure 21: Functional Model: 3/4

83




Test cases mutants

generate outputs
/ generate

mutants’ output sequences observed output sequences

generate symptoms

no !
symptom

construct Pls Lﬁlc: diagnoses out l

write to

construct

more than

. - - - -
one diagnoses _ - = ~_S¢! of Pls -~
S
-
-

S~~~ ~Qn!y~onc Pl

generate additional
test cases

generte
wrile to
the implementation additional test cases
‘ file: faults.out l

generate outruts generate outputs

generate

remove

 sencrate

new observed output sequences
output seque

nces EPls

- . dherejssymptom _ _

generate symptoms

remove corresponding Pls

Figure 22: Functional Model: 4/4



5.5 Dictionary

i)

NAME TYPE DESCRIPTION

myArray Template Implementation of an array
Add(T™ a) Member Function | Add a into the array

AdJAYT™ a, int || Member Function | Add a into the array at position i

-Betach(T"< a)

Member Function

Remove a from the array

Detach(int i)

Member Function

Remove the member at position i

Find(T* a)

Member Function

Return the pointer of a memter that is

equal to a

Flush() Member Functinn | Remove all members in the array

ForEach  (void™ || Member Function | Apply Func to all members in the array,
Func, void™ d) the function takes d as a list of parameters
GetltemIn Member Function | Return number of members in the array
Container()

HashValue()

Member Function

Return the hash value of the arvay

| HasMember (T*
a)

Memb<r Function

Return 1 if a is found in the array, other-

wise return 0

IsEmpty() Member Function | Return | if the array is empty
myArray() Membcr Function | Constructor

operator== Member Functior: | Return 1 if equal, otherwise return 0
(myArray &)

printOn (ostream || Member Function | Print all members in the array to output
& output)

“myArré y() Member Function { Destructor




NAME TYPE DESCRIPTION

myArraylterator Template Iterator for class myArray

(T)

Current() Member Function | Return the member at current position
myArraylterator() || Member Function | Constructor

operator+4() Member Function | Advance the iterator to the next position,

and return the member at the next position

operator int()

Member Function

Return 0 if the end of the array is reached,

otherwise return 1

Restart() Member Fun~tion | Reset the iterator

“myArraylterator()]] Member Function | Destructor

NAME TYPE DESCRIPTION

myDictionary Template Implementaticn of a Dictionary. A Dictio-

<K, V \rangle

nary contains pairs of key and value. While
duplicates of values are allowed, duplicates

of keys are not.

Add(K* k, V™ v)

Member Function

A new key-value pair is added to the

Dictionary

Detach(Iv™ k)

Member Function

Remove a pair whose key is equal to k

Find(W* k)

Member Function

Return the pointer to a value whose key is

equal to k
Flush() Member Function | Remove ail members in the Dictionary
GetltemlIn Member Function | Return number of members in the

Container()

Dictionary

HashValue()

Member Function

Return the hash value of the Dictionary

myDictionary()

Member Function

Constructor

printOn {ostream
& output)

Member Function

Print all members in the Dictionary to

output

“myDictionary()

Member Function

Destructor
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NAME TYPL DESCRIPFION
myDictionary Template Iterator for class myDictionary
Iterator \langle|T \rangle

Current() Member Function | Return the member at current position
myDictionary Member Function | Constructor

Iterator()

operator++() Member Function | Advance the iterator to the next position,

and return the member at the next position

operator int()

Member Function

Return O if the end of the Dictionary is

reached, otherwise return |

Restart() Member Function | Reset the iterator
~“myDictionary Member Function | Destructor

Iterator()

NAME TYPE DESCRIPTION

Hashstring Class A modified string class
Hashstring|() Member Function | Construct an empty Hashstring

Hashstring(char™

str)

Member Function

Constrnct a Hashstring by copying str

Hashstring(string™ || Member Function | Construct a Hashstring by copying str
str)

HashValue Member Function | Return hash value of the Hashstring
operator=== Member Function | Return 1 if two Hashstrings are equal, oth-

(Hashstring™ hstr)

erwise return 0

printOn(ostream& || Member Function | Print the Hashstring on output
output)
~Hashstring() Member Function | Destructor
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NAMI 1YPL DESCRIPTION
mySet(T) Template Implementation of a Set
Add(’l~ a) Member Function | Add a into the Set

Detach(T” a)

Member Function

Remove a from the Set

Find('T™ a)

Member Function

Return the pointer of a member that is

equal to a
Flush() Member Function | Remove all members in the Set
ForEach  (void* || Member Function | Apply Func to all members in the Set, the
Func, void™ d) function takes d as a list of parameters
Getltemln Member Function | Return number of members in the Set
Container()
HashValue() Member Function | Return the hash value of the Set
IsEmpty() Member Function | Return 1 if the Set is empty, otherwise re-
turn 0
mySet() Member Function | Constructor
operator== (my- || Member Function | Return i if equal, otherwise return 0
Set &)

printOn (ostream

& output)

Member Function

Print all members in the Set to output

“mySet() Member Function | Destructor
NAME TYPE DESCRIPTION
mySetIterator \Janglédldmydangle | Iterator for class mySet
Current() Member Function | Return the member at current position
mySetIterator() Member Function | Constructor
‘operator++() Member Function | Advance the iterator to the next position,

and return the member at the next position

operator int()

Member Function

Return 0 if the end of the Set is reached,

otherwise return 1

Restart()

Member Function

Reset the iterator

“mySetlterator()

Member Function

Destructor
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NAMI TYPE | DESCRIPTION

string Array Class | Implementation of an Arvray of Hashstring
string-ArmyIterator Class | Iterator of string. \rray

setOfString Class | Implementation of a Set of Hashstring
setOfstringIterator Class | Iterator of setOfString
setOfstringArray Class | Implementation of a set of stringArray
setOfstringArrayIterator | Class | Iterator of setOfstringArray

NAME TYPE DESCRIPTION

transition Class Implementation of a transition

end._state()

Member Function

Return the ending state of the transition

end_state( Hash- || Member Function | Change the ending state to state
string* state)

id() Member Function | Return the id of the transition

input() Member Function | Return the input of the transition
output() Member Function | Return the output of the transition
HashValue() Member Function | Return the hash value of the transition

operator==(

transition& t)

Member Function

If everything (except transID) of two tran-
sitions is same, it returns 1. Otherwise it

returns 0

printOn(ostream&

ostr)

Member Function

Print the transition to ostr

start_state()

Member Function

Return the starting state of the transition

transition() Member Function | Default constructor

transition( Member Function | Copy constructor

transition&)

transition(string* || Member Function | Construct a transition whose id=1d, start-
id, string* ing state = s, input = i, outpui = o and

s, string* 1, string*

o, string™ e}

ending state = e

~“transition()

Member Function

Destructor
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NAML-

1Y PFE

DESCRIPTION

Outputs

(lass

Record of an output sequence. and corre-

sponding path and state sequences

HashValue()

Member Function

Return hash value

length()

Member Function

Return the length of the output sequence

operator==( Out-
puts& tester)

Member Function

If two Outputs are equal, return 1

Outputs() Member Function | Default constructor
Qutputs(Outputs || Member Function | Copy constructor
& source)

printOn(ostream&

Member Function

Print the output sequence, corresponding

ostr) path and state sequence to ostr
“Qutputs() Member Function | Destructor

NAME TYPE DESCRIPTION

OutputList Class A list of Qutputs (corresponding to a test

case)

AddAtHead (Out-

Member Function

Add a new Outputs to the head of the list

puts* new)

Current() Member Function | Return the Outputs at current position

DetachCurrent() Member Function | Detach the Qutputs at current position

gotoHead() Member Function | Move the current position to the head

istail() Member Function | Return 1 if the tail is reached

operator++(int) Member Function | Advance the position to the next. It the
current position is tail, then the position
does not change

OutputList() Member Function | Construct an empty list

printOn(ostream& || Member Function | Print the list on ostr

ostr)

*OutputList() Member Function | Destructor
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NAME. 1YPE | DESCRIPTION -

outputDict ("lass | A Dictionary whose key is a test case and whose value is
a list of Qutputs (Ontputhist).

NAME TYPE DESCRIPTION

FSM Class A Finite State Machine class

buildUplO( Member Function | Given a testSuite, the FSM generates out-

setOfstringArray& put sequences. Test cases and correspond-

testSuite )

ing sets of output sequences (implemented
as Outputlists) are stored in an output-
Dict.

returned.

The pointer of the outputDict is

changeOutput( Hash-
string® transID, Hash-
string* output)

Member Function

Change the output of the transition with

translD to outpul

changeNextState(
Hashstring® translD,

Hashstring™ state)

Member Function

Change the NextState of the transition
with {ransl to stale

FSM()

Member Function

Construct an FSM without any state and

transition

FSM(char * file)

Member Function

Read file filecname and construct an FSM

FSM(FSM& source)

Member Function

Copy constructor

find(Hashstring* Member Function | Find a transition with translf)
transID)
hasSuchState( Hash- || Member Function | Return a set of states containing all end-

string® input, Hash-

string® output)

ing states of transitions with input/oulput

behavior

printOn(ostreamé& Member Function | Print information about the IFSM to osir
ostr)
"FSM() Member Function | Destructor
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NAME

1YPL

DESCRIPTION

symptom

(lass

A class of svmptoms. i1t carries informa-
tion about the missing or additional cut-

put sequences

Hash Value()

Member Function

Return hash value of the symptom

operator== Member Function | Return 1 if two symptoms are equal, oth-
(symptomé&) erwise return 0

printOn(ostream& (| Member Function | Print information about the symptom to
ostr) ostr

symptom() Member Function | Construct an empty symptom

symptom( Member Function | Construct a symptom, its output se-

stringArray™ test-
Case,  Outputs™*

output, char type)

quences are given by oufput, corresponding
test case is given by testCase and type is
given by type (type can be either “m” or

W a” )

symptomType() Member Function | Return the type of the symptom
“symptom() Member Function | Destructor

NAME TYPE | DESCRIPTION

symptomSet Class | A Set of symptoms
symptomSetIterator Class | The iterator of symptomSet




NAMIE

TYPE

DESCRIP HON

fault_candidate

('lass

fault candidate

fault _candidate(
string™  transld.
char type, string™

output,...)

Member Funetion

(‘onstructor

fault_candidate(
fault_candidate&)

Member Function

Copy construct

HashValue()

Member Function

Return hash value of the fault candidate

operator==(

fault_candidate&

Member Function

If two fault candidates are same, return 1,

otherwise return (

fc)
printOn(ostream& || Member Function | Print information about the fault candi-
ostr) date to ostr

~fault_candidate()

Member Function

Destructor

NAME TYPE DESCRIPTION
correct_candidate Class correct candidate

correct_candidate

(string™ transld, char

type)

Member Function

Constructor

correct_candidate

(correct_candidate&)

Member Function

Copy construct

HashValue() Member Function | Return hash value of the correct candidate
operator== (cor- || Member Function | If two correct candidates are saine, return
rect_candidate& fc) 1, otherwise return 0

printOn(ostreamé& Member Function | Print information about the correct candi-
ostr) date to ostr

~correct_candidate()

Member Function

Destructor
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(NAME

TYPE | DESCRIPTION
setOffault_candidate ('lass | Set of fault candidates

setOffault_candidatelterator

('lass

An iterator of setOflault _candidate

setCfTC

Class

Set of setOffault_candidate

setOfcorrect_candidate

Class

Set of correct candidate

-candidate™ cc)

setOfcorrect_candidatelterator | Class | An iterator of setOfcorrect_candidate
NAME TYPE DESCRIPTION o
FH Class Fault hypothesis

add(correct. Member Functior | Add a correct candidate to CC

_candidate&  fc,
setOfcorrect.

-candidate& cc)

add Member Function | Add a fault candidate to FC
(fault_candidate*

fc)

conflict(FH*) Member Function | Return 1 if two FCs are conflicting
FI1() Member Function | Default Constructor
FH(setOffault_ Member Function | Constructor

Flush() Member Functior | Remove all elements in the FC and CC
HashValue() Member Function | Return hash value of the FC

myFCset() Member Function | Return a pointer to FC set

operator== Member Function | Return 1 if two FCs are equal, otherwise
(FH&) teturn 0

printOn Member Function | Print FC

(ostream& ostr)

“FH() Member Function | Destructor
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NAME

IYPE | DESCRIP TION
SFH Class | Set of FlIs h
SFHIterator Class | Iterator of SEFH
symptomDictionary Class [ A Dictionary. whose key is s_\'mptnm«

and value is SIFH

symptomDictionaryIterator | Class | Iterator of symptomDictionary
NAME TYPE DESCRIPTION
symptom Class A process to generate symptoms
Generator

no_symptom()

Member Function

Return 1 is no symptom is found, otherwise

return 0
numOfSymptom() || Member Function | Return number of symptoms
SFHDict Member Functic. | Generate an SFH for each symptom, and
Generator() store it in SFHDict. The pointer of the
SFHDict is returned
printOn Member Function | Print symptoms

(ostreamd&: ostr)

symptomGenerator
(OutputDict* S,
OutputDict*

M, setOfstringAr-
ray* TS)

Member Function

Given output sequences of the specification
and implementation, as well as test suits

(TS), a set of symptoms is generated.

“symptom()

Generator

Member Function

Destructor
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CNAMIL

TYPLE

DESCRIP TTON

fault

(Tass

A fault with its specific outpnt or endine

state

fault(string™ tran-
siD,

char type, string*

Member Function

Construct a fault

0.5)

fault(fault&) Member Function | Copy constructor

print(ostream& Member Function | Print the fault on ostr

ostr)

NAME TYPE DESCRIPTION

TCset Class The class TCset is actually the step 3 of

the method

TCset (symptom-

Dictionary™)

Member Function

Given a symptomDictionary, a TCset is

generated

pass() Member Function | Return the pointer of the formed T('set
printOn(ostream& || Member Function | Print the TCset
ostr)

—”'I‘( set() Member Function | Destructor
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NAME

TYPE | DESCRIPTION
stepd (lass The implementation n(w.\h‘p 4 of the
method
stepd  (setOfTC& || Member Function | Construct a set of diagnoses

teset, FSM& sp,
Output-

Dict& imp, setOf-
stringArray& TS)

numOfDiag() Member Function | Return the number of diagnoses

Pass() Member Function | Return the pointer of set of diagnoses
printOn(ostream& || Member Function | Print the diagnoses on ostr

ostr)

“step Member Function | Destructor -
NAME TYPE DESCRIPTION

stepb Class The implementation of step 5 of the

method

step3(FSM™ imp,

Member Function

Given the implementation and a set of di-

setOf_setOffault* agnoses, the step will find one and only one
DiagSet) diagnosis which contains real faults
writeOut Member Function | Write out the additional test cases
(ostream™)

“steph Member Function | Destructor

97



Chapter 6

Conclusions and Discussion

In this research, we have proposed a diagnostic method for the case where system
implementations, represented by NFSMs (including DFSMs), are allowed to have
multiple faults. If existing faults ar: identified by test cases in a test suite, this
algorithm detects and localizes these faulty transitions. It generates a diagnosis.
which is a set of faulty transitions with specific outputs and/or ending states. One
can correct faults in the implementation according to the information contained in

the diagnosis.

The algorithm extends work by Ghedan'si, which treats the cases of single faults in
an NFSM [Ghad92a), and multiple faults in a DFSM [Ghad92b)]. Sinceit is not feasibie
to manually verify the correct operation of the algorithm for realistic examples, the
algorithm has been implemented in a program that compares expected and observed
output sequences and produces diagnoses. This program was applied to alternating

bit protocol, and to NBS Transport Protocol class 0, 2 and 4.

As mentioned before, several conformance relations have been used in NFSM
conformance testing. Our method can be applied directly to the implementations
which conform to the Trace-Equivalence [Luo 94a] and Quasi-Equivalence [Luo 94b]
relation. With slight modification, the method can also apply to the implernentations

that conform to the so called Reduction relations [Petr 94a]. The Reduction relation
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requires that the implementation produces a (sub)set of output sequences that cau
be produced by the specification in response to every input sequence, In this case, we
only require the disabling of the process of “generation of SFII for a missing output

sequence” in Step 2 of the method.

In order to localize all faults in implementations, we assume that “there is at least
one test case in the applied test suite that identifies each fault in the TUT", We define
an identified fault as one that is detected and directly reached by a test case. Whether
or not favlts are detectable mainly depends on the power of test cases and it is not
our main concern. Nevertheless, if transitions with faults in an implemeatation are
not reached directly by any test case in a given test suite, full fault localization can

not be ensurcd by our method. There are the following two cases:

Case 1: If the faulty transitions are not executed, or the faults are not detected by
any test case. then other faults (those that are identified) can be localized. After
the localized faults in the implementation are fixed and the test suite is again
applied to the implementation, the remaining faults may be directly reached

and detected, hence they may be localized.

Case 2: If the faulty transitions are executed and the faults are detected by one of
the test cases, but not reached directly by the test cases, then the approach
will result in no solution (no Possible Implementation can be found). In this

case, other diagnostic methods may be needed.

Many questions are left for future work. An interesting research would be the
extension of our work to the diagnostics of machines not respecting the assumption
discussed above. Our diagnostic method has the other assumption that the IUT
satisfies the complete-testing property. This assumption is usually difficult to hold in
practice. Therciore, dropping such a condition will make the method more practical

in diagnosing non-deterministic systems.
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Appendix A

Transformation to Obtain
ONFSMs

In [Luo 94b), an algorithm to construct a trace-equivalent ONFSM for an arbitrary
NEFSM is presented.

Algorithm: Constructing a trace-equivalent ONFSM for a given NFSM.
Input: an NFSM §.
Output: an ONFSM &'

Step 1: Build a graph G consisting initially a single unmarked node, labeled M.

where My = {So}.

Step 2: If there is no uamarked node in the graph G, stop; G is the ONFSM &'

and the node My represents the initial state of S’. Otherwise:
i find and mark an unmarked node M in G, where the label M is a set of
states of S.
it for every input/output pair i/o,
a) M' = {Q|P € M & there is a transition: P — /o~ > @},

b) if M’ is not a node label in the resulting graph G, then create a node
with label M’,
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¢) create a directed edge from M to MY with label /0.

iit GOTO Step 2. @)

Theoretically, the number of states in an ONFSM grows expouentially as the
number of states in the original NFSM does. However, in practical applications,
NFSMs are usually not very nondeterministic, hence the number of derived states

will not grow exponentially.
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Appendix B

Object-Oriented Design Notation
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Class:

Class Name

Class Name

attribute
attribute:data_type
attribute:data_type = init_value

operation
operation(arg_list):return_type

Aggregation:
Assembly Class
Part-1-Class Part-2-Class

Generalization(Inheritancc):

Superclass

Subclass-1 Subclass-2

Object Instances:

((Class Name))

(Class Name) )

attribute_name = value

Figure 23: Object Model Notation
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Process

Data Store of File Object

Name of
data store

Actor Objects (as Source
Sink of Data):

Access and Update of
Data Store Value:

Data store

—
dl

Data Flow between Processes:

data name
process-1 ™ process-2

Data Flow that Results in a Data Store:

Name of
data store

Control Flow:
. G+ T2 G

Update of Data Store Value:

Data store
—_

d1

TOCess

Access of Data Store Value:

Data store

di1

Tocess

Figure 24: Functional Model Notation
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