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Abstract

A Unified Framework for Measuring a Network’s Mean

Time-to-Compromise

William Nzoukou Tankou

Measuring the mean time-to-compromise provides important insights for understanding
a network’s weaknesses and for guiding corresponding defense approaches. Most existing
network security metrics only deal with the threats of known vulnerabilities and cannot han-
dle zero day attacks with consistent semantics. In this thesis, we propose a unified frame-
work for measuring a network’s mean time-to-compromise by considering both known,
and zero day attacks. Specifically, we first devise models of the mean time for discover-
ing and exploiting individual vulnerabilities. Unlike existing approaches, we replace the
generic state transition model with a more vulnerability-specific graphical model. We then
employ Bayesian networks to derive the overall mean time-to-compromise by aggregating
the results of individual vulnerabilities. Finally, we demonstrate the framework’s practical

application to network hardening through case studies.
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Chapter 1

Introduction

Computer networks have long become the nerve system of enterprise information systems
and critical infrastructures on which our societies are increasingly dependent. Potential
consequences of a security attack have also become more and more serious as many high-
profile attacks are reportedly targeting industrial control systems, implanted heart defib-
rillators, and military satellites. For example, the high profile worm Stuxnet exploits four
different zero day attacks to specifically target the security of supervisory control and data
acquisition (SCADA) systems used in power plants [24].

A major difficulty in securing computer networks in a mission critical system, such as
SCADA, is the lack of means for directly estimating the effectiveness of a security con-
figuration or solution, since you cannot improve what you cannot measure. Indirect mea-
surements, such as the false positive and negative rates of a security device, are typically
obtained through laboratory testing and may not reflect the actual effectiveness inside a
real world network which could be very different from the testing environment. In prac-
tice, choosing and evaluating security configurations and solutions are still heavily based
on human experts’ experiences, which renders such tasks an art, instead of a science.

In such a context, a network security metric is desirable since it would enable a di-
rect measurement of security provided by different solutions. Most existing approaches to
network security metrics have focused on the threat of known vulnerabilities, and the met-

rics typically measure the relative difficulty for exploiting different vulnerabilities based



on existing knowledge about the vulnerabilities (Section 6 gives a more detailed review of
related work). On the other hand, such approaches apparently do not work well for zero
day attacks exploiting unknown vulnerabilities. To that end, a recent work estimates the
threat of zero day attacks based on the least number of potential unknown vulnerabilities
needed for compromising critical network assets [92].

A natural next step is to develop metrics that are capable of handling the threats of both
known vulnerabilities and zero day attacks. At first glance, it may seem to be a viable
approach to simply combine the two types of metrics through, for example, a weighted
sum. Not surprisingly, such a straightforward approach may lead to misleading results, as

demonstrated in our running example as follows.

1.1 The Running Example

The left side of Figure 1 shows a toy example of three hosts, on which the file transfer
protocol (ftp) service on host 1 has a vulnerability (CVE-2001-0886) [15] and the remote
shell service (rsh) another vulnerability (CVE-1999-1450); a buffer overflow vulnerability
(CVE-2010-3814) is present on host 2. In addition, a secure shell service (ssh) free from
any known vulnerability is running on both hosts. For simplicity, it is assumed that the
firewall cannot be compromised.

Suppose the main security concern is to prevent unauthorized accesses to the root priv-
ilege on host 2. The right side of Figure 1 depicts what may potentially happen in this
network, in which each predicate inside an oval indicates an exploit vulnerability(source
host, destination host) (shaded ovals represent zero day exploits), each predicate in plain-
text a security-related condition condition(host), and each pair the connectivity (source
host, destination host). An exploit can be executed only if all of its pre-conditions are sat-
isfied, and a condition may either be initially satisfied (e.g., (0, 1)), or as the post-condition
of an exploit (e.g., user(1)).

Applying a metric based on known vulnerabilities will find the network perfectly secure

(since all zero day attacks, indicated by shaded ovals, will be ignored). The k-zero day
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Figure 1: Running Example

safety metric [92] addresses this limitation by counting the minimum number of zero day
vulnerabilities required to compromise key assets. Applying this metric in our example
will yield a score of one, since one zero day vulnerability (in the ssh service) is necessary
to reach the condition root(2).

However, a key limitation of the k-zero day safety metric is that known vulnerabilities
are essentially disregarded in measuring security (only regarded as shortcuts to bypass zero
day exploits). A straightforward way to address this is to simply add a score of known
vulnerabilities to the existing k-zero day safety metric result. However, this may produce
inconsistent results, as shown below.

In Figure 1, consider only the leftmost sequence consisting of two zero day attacks on
the ssh services on both hosts followed by a buffer overflow attack on host 2 (we will come

back to this running example again later in the thesis).



1. Suppose we start with an initial state in which the ssh service on both hosts actually
contained a known vulnerability whose metric score is sg,. Assume the buffer over-
flow attack has a score of sj,¢. Clearly, the metric score of the leftmost sequence in

this first case is equal to Sy, + Sggh + Spo f-

2. In this second case, we assume the ssh service on host 1 is patched to remove the
known vulnerability, but ssh on host 2 is not patched. Assume a zero day exploit
always has the fixed score of 1 and assume s, << 1 (here a higher score indicates a
less likely attack, and a zero day attack is typically considered much less likely than
exploits of known vulnerabilities). Now, the metric score would become sy, + 1 +

Spof» Which is larger than in the previous case.

3. Lastly, assume the ssh services on both hosts are patched. Now since there are two
identical zero day exploits of the same service, the metric score becomes 1 + sp, ¢,

which is actually less than in case 2.

From the above three cases, we can observe inconsistent results yielded by this simple
approach. That is, patching the ssh service has improved security from case 1 to 2, but it
hurts security from case 2 to 3.

Furthermore, adding scores of different metrics not only may lead to inconsistent re-
sults, but may be simply meaningless when we consider the underlying semantics. Specif-
ically, metrics based on known vulnerabilities typically indicate the relative difficulty of
exploiting the vulnerabilities, whereas the k-zero day safety metric is more about the like-
lihood of finding unknown vulnerabilities. Therefore, the two metrics have incompatible
semantics, and simply adding their results together indeed makes little sense.

In this thesis, we address this important issue by defining a novel metric based on a
common property of both exploits of known vulnerabilities and zero day attacks, that is, the
Mean Time-to-Compromise (MTTC). Generally speaking (we will present concrete models

in later sections), for any vulnerability x, we define the MTTC to exploit x as:



f(x) if x is a known vulnerability
f'(x) if x is known, and previously exploited

K if x is an unknown vulnerability

if x is unknown, and previously exploited

To revisit the above example, we now have that

1. 11 = f(ssh)+ f'(ssh) + f(bof) for case 1,

2. tp = K +min(f(ssh),x’) + f(bof) for case 2 (where min() means the minimum

value), and

3. 3 =k + &'+ f(bof) for case 3.

Clearly, the comparison result between the three cases now depends on the specific
definitions of the metric functions. For example, we may define them in a way such that
Kk > k' > f(ssh) (so case 3 is more secure) to reflect the case where finding or exploiting
an unknown vulnerability takes more time than exploiting a known vulnerability. We may
also define them such that k¥ > f(ssh) > K’ (so case 2 and 3 are equally secure), meaning
that although finding an unknown vulnerability is difficult, consequently exploiting it again
on a different host takes very little time due to existing tools and experiences, which is
also reasonable in some cases (the definition certainly depends on specific applications’

requirements, and our goal is to provide administrators such a flexibility).

1.2 Contributions

The contributions of this thesis are as follows.

1. To the best of our knowledge, this is among the first efforts on network security
metrics that can handle both known vulnerabilities and zero day attacks under the

same metric model with coherent semantics.



2. The proposed metric based on time provides intuitive and easy to understand scores,

which renders the metric more practical than abstract value-based metrics.

3. We take a top-down approach to defining our metric model, such that the high level
framework and method do not necessarily depend on low level definitions or inputs,

which may extend the scope of application.

The rest of this thesis is organized as follows. Background knowledge is reviewed in Sec-
tion 2. Some intuitive but incorrect approaches are presented in Section 2.4. Section 3
presents our security metric approaches. A security metric based on the idea of the shortest
path is presented in Section 3.4. A case study and discussions are provided in Section 4.
Simulations and experiments are presented in Section 5. Section 6 discusses related work.
Future research directions are presented in Section 7. Finally, concluding remarks are given

in Section .



Chapter 2

Preliminaries

To be self-contained, we briefly review some background knowledge necessary for further

discussions.

2.1 CVSS

The Common Vulnerability Scoring System (CVSS) is a widely adopted standard [61]
for assigning numerical scores to vulnerabilities for their relative severity. CVSS scores
are readily available through public vulnerability databases (e.g., the NVD [70]). Briefly
speaking (more details can be found in [61]), each vulnerability is assigned a Base Score
(BS) ranging from 0 to 10, which quantifies the intrinsic and fundamental characteristic of
the vulnerability using the following equation.

BaseScore = round (((0.6 x Impact) + (0.4 x Expl) — 1.5) % f(Impact))

Impact =10.41 % (1 — (1 =CI) = (1 —1I) % (1 —Al))
f(Impact) =0 if Impact =0, 1.176 otherwise

Expl =20xAV « AC x AU

where AV, AC, AU, CI, Il and Al are respectively:

e Access vector (AV): This indicates how the vulnerability is accessed before being

exploited. The possible values for this metric are Local or L (numerical value 0.395),

7



Metrics Values
AV 0.395 (L) | 0.646 (AN) | 1 (N)
Base AC 0.35 (H) 0.61 (M) 0.71 (L)
AU 0.45 (M) 0.56 (S) 0.704 (N)
CI/II/AI 0ON) 0.275 (P) 0.66 (C)
E 0.85 (U) 0.9 (POC) 0.95 (F) 1.00 (H) ND
Temporal RL 0.87 (OF) | 0.90 (TF) 0.95 (WA) | 1.00 (U) ND
RC 0.90 (UC) | 0.95 (UNC) | 1.00 (C) ND
CDP 0(N) 0.1 (L) 0.3(@L-M) | 0.4 (M-H) | 0.5 (H)
Environmental TD 0N) 0.25 (L) 0.75 M) 1.00 (H)
CR/IR/AR | 0.5(L) 1.0 M) 1.0 (H)

Table 1: CVSS Metrics[62]

Adjacent Network or A (0.646), and Network or N (1.0).

Access Complexity (AC): This metric quantitatively measures the attack complex-

ity required to exploit the vulnerability after access to the system has been gained.

Possible values are High or H (0.35), Medium or M (0.61), and Low or L (0.71).

Authentication (AU): This metric measures the number of authentication required to

a target in order to exploit a vulnerability. Range of values are Multiple or M (0.45),

Single or § (0.56), and None or N (0.704).

Confidentiality Impact (C): This metric measures the impact on confidentiality fol-

lowing a successful exploitation of the vulnerability. Possible values are None or N

(0), Partial or P (0.275), and Complete or C (0.660).

Integrity Impact (I): This metric measures the impact on integrity following a suc-

cessful exploitation of the vulnerability. Possible values are None or N (0), Partial

or P (0.275), and Complete or C (0.660).

Availability Impact (A): This metric measures the impact on availability following

a successful exploitation of the vulnerability. Possible values are None or N (0),

Partial or P (0.275), and Complete or C (0.660).



Example 1. In Figure 1, the base score of the ftp vulnerability in host 1 is equal to:

Exploitability =20%0.395%0.71%x0.704 = 3.9
Impact = 10.41% (1 —(1—0.275)%) = 6.4
f(Impact) =1.176

BaseScore = round(((0.6%x6.4) +(0.4%3.9) — 1.5) % 1.176) = 4.6

Optionally, the base score can be adjusted with a Temporal Score (TS) which quantifies

characteristics that may change over time using the following equation:

TemporalScore = round_to_1_decimal(BS * E x RL * RC)
where E, RL and RC are respectively:

e Exploitability (E): This metric indicates the current state of exploit techniques or

code availability. Possibles values are Unproven or U (0.85), Proof-Of-Concept or
POC (0.90), Functional or F (0.95), High or H (1.00), and Not defined or ND (1.00).

e Remediation Level (RL): This metric indicates the current situation related to the

availability of patches, workarounds or fixes. Range of values are Official Fix or
OF (0.87), Temporary Fix or TF (0.90), Workaround or W (0.95), Unavailable or U
(1.00) and Not defined or ND (1.00).

e Report Confidence (RC): This metric indicates the current situation related to degree

of confidence in the existence of the vulnerability. The possible values are Uncon-
firmed or UC (0.90), Uncorroborated or UR (0.95), Confirmed or C (1.00), and Not
defined or ND (1.00).

Example 2. Assuming in Figure 1 that the ftp vulnerability in host 1 has the following
temporal vector
E:H/RL:W/RC:C

The temporal score is then calculated as follows:

TemporalScore = round(4.6x1x0.95x 1) =4.4



Table 1 lists the CVSS metrics and their values.

2.2 Attack Graphs

As illustrated in the right side of Figure 1, attack graph is a model that graphically repre-
sents knowledge about vulnerabilities’ inter-dependence and potential sequences of attacks.
It is a directed graph with two types of nodes as vertices (exploits and security conditions)

and their causal relationships as edges.

Definition 1. An attack graph G is a directed graph G(E UC,R, UR;) where E is a set of
exploits, C a set of conditions, R, C C x E the require relation and R; C E x C the imply

relation.

The require relation R, is conjunctive meaning that all the pre-conditions indicated by
R,(e) of an exploit e must be satisfied before the exploit can be executed. On the other
hand, the imply relation R; is disjunctive in the sense that, even if more than one exploit
may imply the same post-condition, executing any one of those exploits is sufficient to
satisfy that condition. A condition can be either initially satisfied (called initial condition)
or satisfied as the post-condition of some exploits.

An Exploit node is typically represented inside oval with a label similar to vy(hy,hy).
hs and h; denote two connected hosts. h, is the source of the attack and A, the target. vy
represents a vulnerability on the destination host. The subscript x represents the service,
software, hardware or component affected by the vulnerability.

A Security condition is represented as a plain text with the form c(hy,hy) to indicates
that a security condition related to one more exploits between kg and A, is satisfied. The
security condition is denoted as ¢(/) when it involves a single host.

Attack graphs are generated using two types of inputs; type graph and configuration
graph. Type graph model experts knowledge on vulnerabilities dependencies. Configura-

tion graph represents the hosts, their connectivity and the vulnerabilities information.

10



For this research, we assume attack graphs are constructed using tools such as the Topo-
logical Vulnerability Analysis (TVA) system [45] which is built upon existing vulnerabil-
ities and exploits databases (Xforce, Bugtraq, CVE, CERT, ...) and network discovery

tools (Nessus).

2.3 Bayesian Networks

Bayesian Networks (BN) are probabilistic graphical models used to represent knowledge
about an uncertain domain [9]. BN can be represented by a pair (G, Q) where G is a directed
acyclic graph and Q the set of parameters of the network. G is defined by a set of nodes and
a set of edges. The nodes represent random variables of the system, and the edges the direct
dependence among the variables. An edge starting from a node x; to a node x; indicates
that the value taken by x; depends on the value of x;. x; is referred as the parent of x;. Each
variable of the graph is thus associated with a conditional distribution (often represented as
conditional probability tables for discrete variables) which are included in Q. BN defines a

unique joint distribution represented by:

n
P(xy,- ,xy) = HP(xi]parents(xi))
i=1

2.4 Naive Approaches

In this section, two intuitive approaches of computing security by combining the times to

exploit vulnerabilities are presented. Limitations of each approach are shown afterwards.

2.4.1 Forward Traversal of Attack Graphs

In this approach, to estimate the time to compromise, a forward traversal of the attack
graph is performed, starting at the initial condition. At each node n of the attack graph, the
following values are computed; the time to reach the node #,(n), the time to exploit the node
to(n) and the probability p,,, of reaching the node n coming from a node m. The examples

below present the idea behind this approach.

11



Example 3. Figure 2 shows a simple attack graph which consist of one exploit. The mean
time-to-compromise the network represented by this attack graph is equal to the time to
reach the goal. However, before the goal can be reached, the attacker must reach and
compromise exploit 1. Condition 0 must also be reached. The mean time-to-compromise

is equal to the time to reach exploit 1 added to the time to exploit it.

0 —b@—» goal

Figure 2: Sample Attack Graph with One Exploit

MTTC(goal) =1t,(1)+1(1)
=1(1)

Example 4. Figure 3 shows a simple attack graph which consist of two exploits. The mean
time-to-compromise is equal to the time to reach the goal. However, to reach the goal, an
attacker must either exploit 1 or 2 (we assume he does not exploit both since it becomes

redundant). Exploit 1 is chosen with probability po and exploit 2 with probability pao.
0 goal

Figure 3: Sample Attack Graph with Two exploits

MTTC(goal) = proltr(1) +(1)) + pro(t-(2) +1(2))

= piot(1) + p20t(2)

with the condition that pjg+ p2o =1

12



goal

3

o (]
Figure 4: Sample Attack Graph with Four Exploits

Example 5. Figure 3 shows a slightly more complicated attack graph consisting of four
exploits. Here, many attack sequences lead to the goal state. Initially, the attacker exploit A.
This will costs him #(A) amount of time. Then, he must either exploit D with a probability
Ppo or choose between B and C with probability 1 — ppg the vulnerability to exploit. If he
chooses D, he will reach the goal with a total cost of ppot(D). If he goes with the other
path, he will have to choose B with a probability pip or C with a probability pc; with
pe1+ pc1 = 1. The cost of this path is (1 — ppo)(ps1t(B) + pc1t(C))

MTTC(goal) = 1(A) + ppot (D) + (1 = ppo) (pr11(B) + pc1t(C))

The main limitation of this method is that it does not give a sound approach to compute
the probabilities used in the formulas. A tentative solution could be to use the difficulty
associated with each vulnerability to compute theses probabilities. We may hypothesizes
for example that given multiple choices, attackers will tend to go with vulnerabilities that
are easier to exploit. Nevertheless, this cannot be applied to the proposed approach. This
approach only considers nodes that are that are adjacent to the node where the attacker
is present. No knowledge about vulnerabilities that are after the adjacent nodes are not
considered. Although a particular node is chosen now with highest probability since it is

the easiest to exploit, the exploits following it may be the hardest to exploit.

2.4.2 Using Attack Sequences

This method is similar to the one presented by [50]. However, it uses attack graphs instead

of state transition models. The mean time-to-compromise is computed as the average of the

13



times needed to follow each attack path. First, the probability and the time to follow every
attack sequence in the attack graph is computed. The time to follow an attack sequence is
the sum of mean times to exploit every vulnerabilities in the sequence.

Second, a probability is assigned to each attack sequence. We also make the assumption
that attack sequences requiring less time have more chances of being chosen by attackers.
Using a formula representing the maximum of a normal probabilistic distribution[48], we

assign to each path i of the attack graph the following probability:
1
— / Z —

fi all paths Tk

We can easily that:

l
Y m= — -
all paths all paths k all paths k
1
t

all palhs all paths Tk

=1
Finally, the mean time-to-compromise is given by
MTTC =Y pit;

_Ztl

Zall paths fk
_ # paths

1

1
Zal I paths 1,

Example 6. If we apply this to our running example, we have (using the values in table
4) that the probability of attack sequence bof(2,2) A ssh(1,2) A ssh(0,1) is 0.27. The
probability of the attack sequence bof(2,2) A ssh(1,2) A rsh(0,1) A ftp_rhosts(0,1) is
0.34 and the probability of the attack sequence bof(2,2) A ssh(0,2) is 0.39. The time-

to-compromise is equal to

3
MTTC = —128.11d
1/155.89 1 1/126.55 + 1/109.89 3

14



This approach has the following limitations. First, it considers all attack paths to be
independent. This assumption may lead to inconsistent conclusion. The following example

demonstrate this.

Example 7. Figure 5 represent two attack graphs. Both attack graphs have two attack
sequences. We assume that the mean time-to-compromise (MTTC) to exploit B, D, E, F
is equal to . The MTTC to exploit A and C is respectively equal to 2¢ and 6¢. Using, these

inputs, we find that the mean time-to-compromise both attack graphs is equal to

MTTC =

Pe Pooe
48Ry

goal goal

Figure 5: Inconsistent Results When Using Attacks Sequences

In the above example, the paths in the attack graph on the left side are not independent.
By reaching condition 5, an attacker has more chances to arrive at the goal since 5 is part
of both attack paths. The network on the left side is less secure than the one on the right
side. However, as we found in example 7, this approach consider the two networks to have

the same security level. This method has another limitation.

15



Let consider the shortest attack sequence leading to the goal. The shortest attack se-
quence is the attack sequence taking the least amount of time to exploit all vulnerabilities
in it. In the network on the left side, the shortest attack sequence is A A B — D. The time
to traverse it is equal to 4z. The metric tells that on average, attackers spend less time to
compromise the network that if there all following the shortest attack sequence. This does

not quite make sense.
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Chapter 3

The Models

We adopt a top-down approach to presenting our methods. We start by giving a general
definition of the MTTC. We then discuss steps for calculating the exploit probabilities and
the modeling of individual inputs. We emphasize that those components of our framework
are relatively independent so each of them may be modified for specific needs without

affecting the overall validity.

3.1 Mean Time-to-Compromise (MTTC)

In this section, we first give a high level description of the mean time-to-compromise
(MTTC) concept. We will discuss concrete ways for instantiating this concept in following
sections.

First, we need the concept of minimal attack sequence, as formalized in Definition 2.
Intuitively, the concept assume an attacker to be efficient in the sense that s/he will not
spend unnecessary effort (e.g., repetitively exploiting the same vulnerability or an irrelevant
vulnerability). The main purpose here is to allow the metrics defined over minimal attack

sequences to be unique for a given network and also to always yield a conservative result.

Definition 2. Given an attack graph G(EUC,R, UR;),

e a sequence of exploits Q C E is called an attack sequence, if for any exploit e € Q,
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all the pre-conditions of e are either initial conditions, or are post-conditions of some

exploits that appear before e in Q.

e an attack sequence Q is minimal, if no sub-sequence of Q (not including Q) is also

an attack sequence.

Given an attack graph, we define the MTTC for each condition (our discussions also ap-
ply to cases where a critical network asset is composed of multiple conditions). Intuitively,
the MTTC of a condition is intended to reflect the average time required by an attacker in
reaching that condition. A condition may be reached either as an initial condition, in which
case no exploit will be executed (inside minimal attack sequences) so the MTTC is always
zero, or as a post-condition of one or more exploits, in which case the MTTC is equal to the
mean of the MTTC:s of those exploits that are part of one or more minimal attack sequence

(the MTTC of exploits will be defined later).

Definition 3. Given an attack graph G(E UC,R,UR;) and any condition ¢ € C, the mean
time-to-compromise (MTTC) of ¢, denoted as MTTC(c), is defined as

MTTC(c) = ZeeEMTTpfc()e)pr(eAC) 0

where MTTC(e) is the mean time-to-compromise of an exploit e, p.(e A c) the probability

that an attacker will execute exploit e inside some minimal attack sequences leading to con-
dition c. This represents the ratio of attackers, among those who were able to successfully
reach ¢, who choose to exploit e. The main difference between p,(e Ac) and p(e Ac) is the
fact the value of p,(e Ac) is dependent on the assumptions made (Section 3.2.3 presents
two of the assumptions) while the value of p(e A c¢) is uniquely defined by the equation
pleNc) = ple| ¢)xp(c) = p(e) * p(c). Finally, p(c) the probability that an attacker will

successfully reach c.

Clearly, to calculate the MTTC of a given goal condition, we will need to define both
the probabilities for reaching the goal condition and for executing each exploit, and the

MTTC of the exploit. In the remainder of this section, we will address those two issues.
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Again, the general concept of MTTC defined in this section may still be applicable, even if

the probabilities and MTTCs are defined differently from what we will describe.

3.2 Probabilities

In this section, we present a concrete approach to determining the probabilities that an
attacker will successfully reach a given goal condition (called successful attacker, for short)
and that a successful attacker will execute each exploit. First of all, we build intuitions by

discussing our approach through a simple example in the following.

Example 8. Figure 6 depicts a simple attack sequence composed of two exploits and three
conditions. We need to calculate the probability of an attacker to successfully reach the
goal, and that of such an attacker to execute each exploit in doing so. We take following

three steps in determining those probabilities.

1. First, we need the probability that an attacker can successfully execute each exploit
independently (meaning given that all its pre-conditions are already satisfied). In
Figure 6, the numbers below each oval indicate such probabilities (which will be

defined later).

2. We next calculate the probability that an attacker can successfully execute each ex-
ploit when the pre-conditions are taken into consideration. The CPT tables on the
right side of Figure 6 shows such calculations, with the results given to the right of

the CPT tables.

3. From the above step, we know that each attacker will reach the goal with 0.24 likeli-
hood (or equivalently, 24% attackers may reach the goal). For this simple case, each
successful attacker will also has the same likelihood 0.24 to execute both exploits A
and B (we will discuss more complicated cases where determining those probabilities

is not so simple later on).
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Therefore, by Definition 3, we have the MTTC as

MTTC(goal) = (0.24MTTC(A) + 0.24MTTC(B)) / 0.24

O—»@—» 1 goal

0.5

0.6

A B
T F A F
04 | 0.6 06 | 04
F 0 1

P(A)=04
P(B)=0.24

Figure 6: Example of Calculating MTTC

As illustrated in the above example, our approach has three steps. In the following, we
present an approach to determining those probabilities (note again that there may be many
other possible approaches to defining those probabilities). Roughly speaking, we first find
the probability of successfully executing each exploit independently (without considering
pre-conditions) based on its CVSS scores. Then, based on the attack graph, we calculate
the probability of executing each exploit, while taking into consideration its pre-conditions,
using a Bayesian Network built upon the attack graph. Finally, we do a backward traversal

of the graph from the goal condition, in order to determine the probability for the successful

attackers to execute each exploit.

3.2.1 Step 1: Probability of Exploiting Vulnerabilities Independently

We consider two cases, exploits of known vulnerabilities and zero day exploits, respec-

tively.
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Exploits of Known Vulnerabilities

We derive the probability of successfully executing each exploit when their pre-conditions
are satisfied. Such a probability reflects the intrinsic difficulty in exploiting a vulnerability,
and hence the CVSS score is a natural source for deriving this probability. Specifically, for
each exploit e of known vulnerability, we assign the following probabilistic value based on

the CVSS score of the exploited vulnerability, denoted as CVSS(e).

_ CVSS(e)

ple=T|NceR,(e)c=T) 10

Zero Day Exploits

Since zero day exploits are about unknown vulnerabilities, it is not always possible to dis-
tinguish between different zero day exploits. Instead, we assign a fixed nominal probability
based on the following reasoning. A zero day vulnerability is commonly interpreted as a
vulnerability that is not publicly known or announced (even though they may have been
discovered by attackers). Rewriting such a definition using the CVSS metrics, we find that
a zero day vulnerability can be modeled as a special vulnerability with a remediation level
unavailable and a report confidence unconfirmed. Also, we assume zero day vulnerabilities
do not have a high nor functional exploitability metric. Therefore, a suggested relationship
between vulnerabilities’ status and the CVSS temporal metrics is given in Table 2 (note

this is intended to be a general guideline and a different interpretation of the relationships

may be possible).
zero day | disclosed public scripted
E=U | E=POC E=F E=H
RC=UC | RC=UR RC=C RC=C
RL=U | RL=W | RL=TForRL =OF | RL =OF

Table 2: Vulnerabilities Status and Corresponding CVSS Temporal Metrics

Since the CVSS base metrics of an unknown vulnerability are hard to predict, we
choose to assuming base metrics such they correspond to a longer MTTC than exploits

of known vulnerabilities. Specifically, we set the metrics as follows: local access vector
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(AV = L), high access complexity (AC = H), multiple authentication (AU = M). We set the
impact metrics as (II = P,CI = AI = N). We choose these values since they maximize the
overall base score and a large group of vulnerabilities in the NVD share these character-
istics [28]. Therefore, the base score is calculated as 0.8. A supporting argument for this
value is the fact that the lowest base score (the most difficult known vulnerability) in the
NVD is 1.7 (CVE-2012-0075 and CVE-2012-0174) [70]. Adding temporal metrics gives
that the probability of successfully executing a zero day vulnerability (without considering

its pre-conditions) is

ple=T|Vc € R(e) c=T)=0.06if e is zero day (2)

3.2.2 Step 2: Probability of Exploiting Vulnerabilities Considering

Pre-Conditions

The assigned probabilities are used to build a Bayesian Network based on the attack graph
(we do not consider cycles in the attack graph which may be dealt with as in [38]). For
each node in the graph, we construct a CPT table to capture its relationship with respect to
its parents (e.g., an exploit can only be executed if all of its pre-conditions are satisfied, and

a condition is satisfied if any executed exploit implies it).

ssh(0,1)

ssh(1) | (0,1) | user(0) | T F

T T T 0.08 | 0.92 user(1)

T F 0 1 ssh(0,1) | rsh(0,1) | T | F
T F T 0 1 T T 10
T F F 0 1 T F 10
F T T 0 1 F T 10
F F T 0 1 F F 0|1
F T F 0 1

F F F 0 1

Table 3: CPT Tables For an Exploit and a Condition in the Running Example

Example 9. Table 3 shows the CPT tables for condition user(1) exploit ssh(0,1) in our

running example shown in Figure 1. The key relationships captured here are that the exploit
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node ssh(0,1) is reached through a conjunction over condition nodes ssk(1),(0,1) and
user(0), and the condition node user(1) is reached through a disjunction over exploits

ssh(0,1) and rsh(0,1). [

Next, we use the Bayesian Network to find the probability that conditions are satisfied
and exploits executed while taking into consideration all their relationships. We denote this
probability by p(node = T) or p(node). This step is similar to the method we introduced

in [26] except that we now include also zero day exploits as well.

3.2.3 Step 3: Calculating P,(e)

The last step is to decide the probability of a successful attacker executing each exploit
inside minimal attack sequences leading to the goal, denoted by p,(e Ac) (or p,(e)) for
each exploit e. To find the value p,(e), we perform a backward traversal of the graph,
starting from the goal condition. We estimate the ratio of successful attackers that have
arrived at the current node from each of its parents. Different assumptions may be made

for this purpose, as demonstrated in the following examples.

Example 10. Figure 7 shows an example with three exploits, in which exploits A and B
respectively imply conditions 1 and 2 both required by exploit C. To reach the goal state,
A and B must both be exploited first.

Like the previous example, we have assigned probabilities of executing exploits inde-
pendently as the numbers shown below the ovals. On the right side, the BN for calculating
the probabilities of executing those exploits while considering the pre-conditions is shown.
From the results, we can see that p,(goal) = 0.12. Among the successful attackers, all
must exploit C and hence p,(C) = 0.12. Since each of the successful attackers must have

exploited both A and B, then p,(A) = p,(B) = 0.12. The time-to-compromise is equal to

t=(0.12¢(A) + 0.12¢(B)/9 + 0.12¢(C) ) / 0.12
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0.5
A B
T F T F
0.4 | 0.6 05 | 05
C P(A)=04
P(B)=0.5
T | F P(C)=0.12
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M T 3| W
()

Figure 7: Example of Calculating MTTC

Example 11. Figure 8 shows another example with three exploits, in which exploits A and
B both imply condition 1 required by exploit C. Therefore, to reach the goal state, either A
or B (a minimal attack sequence will not include both) must be exploited first.

We have assigned probabilities of executing exploits independently as the numbers
shown below the ovals. On the right hand side, we have shown the BN for calculating
the probabilities of executing those exploits while considering the pre-conditions. From
results we can see that p,(goal) = 0.42. Among the successful attackers, all must exploit
C and hence p,(C) = 0.42. However, each of them could have either exploited A or B (not
both). Based on the probabilities calculated in the second step, it can be calculated that,
out of the 0.42 successful attackers, 0.12 can execute only A, 0.18 only B, and 0.12 can do
both. Then, different assumptions may be made here about what attackers may chooses to

do. For example (those cases are not intended to be exhaustive),

1. if we assume attackers always prefer to exploit the easiest vulnerability, then 0.12
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exploited A and 0.30 exploited B. The time-to-compromise is equal to (for simplicity,

we will use MTTC(.) and ¢(.) interchangeably hereafter)

t(goal) = (0.12¢t(A) + 0.30¢(B) + 0.42¢(C)) / 0.42

2. If we assume attackers choose vulnerabilities based on their relative difficulty ob-
tained from CVSS scores, then we have that 0.52/3 exploited A and 2.22/9 exploited

B. The time-to-compromise is equal to

t=(0.52t(A)/3 + 2.22t(B)/9 + 0.42¢(C)) / 0.42

0 0.4 1 —b@—» goal

0.5
A B
T | F T | F
04 | 0.6 05 | 0.5
P(A)=04
C P(B)=05
P(C)=042
A| B | T]|F P(A,B)=0.2
T | T |06]| 04
T | F | 06| 04
F | T |06] 04
F | F

0 1

Figure 8: Example of Calculating MTTC

Given a condition ¢, Algorithm 1 computes the value of p,(e;) for each e;. Roughly
speaking, the algorithm first finds all possible combinations of exploits that lead to condi-

tion c. Second, the algorithm finds the probability of reaching each of those combinations.
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Next, two assumptions can be made (as illustrated in the above example). That is, if at-
tackers are assumed to choose the easiest exploits then we add the probability of each
combination to that of the easiest exploit; if attackers are assumed to choose exploits based
on relative difficulty, then we divide the probability accordingly. Due to the first line (enu-
merating all possible combinations of parents of a node), the algorithm has a worst case
exponential complexity in the number of the maximum node in degree in the given attack
graph. Nonetheless, this complexity is still acceptable since real world attack graphs usu-
ally have a constant in degree for most nodes (in size of the graph). Our simulation results

will also confirm this.

Algorithm 1: Computing p,(e;)

Input : condition c| ¢ € R;(e;)
Input : set of exploits {e;| c € Ri(¢;)}
Input : set of exploits {r;} descendants of ¢
Input : an exploit ¢;
Output : p,(e;)
Method:
1 ZS={U:U C{ej|c € Ri(e;)}} foreach set s € &S do
L ps)=p(s=T|Yue PSstsCu, u=F)
pr(ei) = p({ei});
foreach set s € S st (e € s) A(|s| > 1) do
if attackers choose easiest vulnerability then

| prle) = prler) +prle) if pei) > p(ej) Ve # ei € {ej}
7 else

[

A U A W

8 t prlei) = prle)) + Zp;f;)j)p(s), ej € si

9 pr(ei) = pr(ei) xI1p(ri);
10 return p,(e;)

3.3 MTTC of Exploits

We now discuss some possible approaches to estimating the MTTC of exploits. We note
that such an estimation would critically depend on specific applications’ settings and re-

quirements, and what we will present here is only intended as some general guidelines
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instead of the only choices. As we have stated before, our MTTC metric framework may

work with many different ways for conducting such an estimation.

3.3.1 MTTC of Exploiting a Known Vulnerability

To estimate the MTTC for exploiting a known vulnerability, we distinguish between two
cases, the first assumes an exploit code already exists for the vulnerability and the second
assumes there is no corresponding exploit code. Given a vulnerability, we estimate the
probability of each case, and the time to exploit the vulnerability in each case, then obtain

the final averaged result.

Case 1: Exploit Code Existing

For a known vulnerability, the existence of exploit code can usually be directly determined
based on various vulnerability databases (e.g., the NVD [70]) or exploit databases (e.g.,
the Metasploit DB [78]). The temporal scores (the exploitability E, the remediation level
RL, and the report confidence RC) of a vulnerability, if available, also provides relevant
information regarding the existence of an exploit code.

For the cases where such information is not available, we can still estimate the prob-
ability for an exploit code to exist based on general information about the availability of
software, exploits, and the amount of software found in the given network. For this pur-
pose, we can apply the search theory [54] as follows. If we denote by m the total number of
softwares in existence (e.g., this can be estimated using the number of softwares included
in the National Software Reference Library [69]), x the total number of software on the host
being examined, and k the total number of available exploits (e.g., this may be estimated
based on the number of exploits in the Metasploit DB [78]), then by applying search theory,

the probability that an exploit code exists can be estimated as:
pr=1-— eka/m

As to the average time spent by an attacker when exploit code is available, we en-

hance McQueen’s approach [58] by incorporating the CVSS scores. This will provide

27



more accurate estimation than McQueen’s results, because the time required by an attacker
would certainly depend upon the difficulty and severity of the vulnerability. Specifically,
McQueen estimates the time taken to exploit a vulnerability, when an exploit is already
available, to be equal to 1 day. We update his result with CVSS score as the following
where CV SS(e) denotes the CVSS score of the vulnerability being exploited (the adjusted
estimation will range from 1 day to about 6 days since the currently smallest CVSS score
is around 1.7 [70], which can certainly be further fine-tuned based on specific applications’

needs).

10

fn=1days ——
L= AYE s (e)

Case 2: Exploit Code Not Existing

The probability of this case can be similarly determined based on existing information
about the vulnerability, or be estimated as the complement of the previous case as 1 — pj,
that is,

Py = eka/m

To estimate the average time an attacker will spend in this case, we again enhance
McQueen’s results with CVSS scores. McQueen hypothesizes that in this case the mean
time will follow a gamma distribution with a mean of 5.8 days. Therefore, the time taken
to exploit a vulnerability when assuming the exploit code is not available can be estimated

as

10

fr=5.8 days* ————
2 DI CVss(e)

Combining Both Cases

Based on the two cases’ results, the mean time to exploit a known vulnerability can be

estimated as
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t = pit1 + pat2
10

f=—
CVSS(e)

(1 F48%e ’") days 3)

Example 12. Using our method, the time to exploit the f#p vulnerability in Figure 1 can be
estimated as:

10
t(ftp) = R(l + 4.8 % ¢~ P0:3+1/7083y — 10 8 days

3.3.2 MTTC of a Zero Day Exploit

To estimate the time to exploit an unknown vulnerability, we may take the following ap-
proach. First, we assume that given enough time, it is always possible to find an unknown
vulnerability [86]. Second, we also assume that the availability of knowledge about the
vulnerability greatly influences the mean time to exploit. More time will be spent if the at-
tacker does not know about the vulnerability and has to find it. Thus, we divide the attacker

into two processes based on knowledge on the vulnerability.

Case 3: Known Existence of Zero Day Vulnerability

This case assumes that the attacker knows a zero day vulnerability exists on the software
or hardware he is attacking. This assumption is not unreasonable given the growing mar-
ket for zero day vulnerabilities [32, 74]. An argument may be made against buying zero
day vulnerabilities in that targeted systems do not always have a high value. However, the
possibility of an attacker buying a vulnerability still exists since many attackers’ main mo-
tivation may not always be financial in nature or the attacker may simply be willing to use
every possible means [65]. Furthermore, a zero day vulnerability purchased by the attacker
may be repetitively used on different targets.

We assign a fixed nominal probability to represent the probability an attacker knows

a zero day vulnerability. Again we apply the search theory [54] for an estimation. If we
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denote by m the total number of softwares in existence, x the total number of softwares
on the host being examined, and k" the total number of zero day exploits (which may
be estimated from statistical information [59]), then by applying the search theory, the

probability that an attacker may know about a zero day vulnerability in the network is
pi=1-— eka’/m

From [63], it is estimated that it takes about a month to sell a zero day vulnerability.
Vulnerabilities are typically sold with proof-of-concept exploit codes instead of automated
tools. Meaning that the attackers purchasing the exploit will spend certain amount of time
to fine-tune the exploit code before s/he can apply it in reality. This is similar to the first case
of the preceding section. We have that the mean time to exploit a zero day vulnerability,
assuming the attacker is aware of its existence, can be estimated as (the CV SS(e) value can
be estimated similarly as in Section 3.2.1).

=32+ days

10
CVSS(e)
Case 4: Unknown Existence of Zero Day Vulnerability

In the majority of cases, if there is no known vulnerabilities, an attacker has to search for
zero day vulnerabilities. This process is the complement of the previous, and therefore the
probability that an attacker has to find a zero day vulnerability is

P4 = e—xk//m

To estimate the time spent in this case, we reason as follows. If an attacker is unaware of
a zero day vulnerability, then s/he must either find one, or wait for one to become available.
The time spent for this purpose can be estimated based on the lifespan of unknown vulnera-
bilities in general. Based on the analysis of 491 zero day vulnerabilities [59], it is estimated
that the average lifetime of a zero day vulnerability is about 130 days. We estimate that
it takes about half the lifetime (65 days) before the vulnerabilities can be discovered by a

number of attackers. A supporting argument for this is also found in [86] which states that
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in some project types an eight-to-five-week is enough to find a zero day vulnerability with
95 percent probability.

After the vulnerability is found, an exploit code needs to be written for it. This is
similar to the second case in the previous section. We have that the time to exploit a zero
day vulnerability, assuming the attacker is unaware of its existence, can be estimated as
(again the CVSS(e) value may be estimated as before)

ty =65+5.8x% days

10
CVSS(e)
Combining Both Cases

The time to exploit a zero day vulnerability can thus be estimated as

1 = p3t3+ paly

10 ,
)+(33+4.38 )e /™ days 4)

r=02+ CVSS(e) CVSS(e)

Example 13. Using our method, the time to exploit the ssh vulnerability on host 2 in Figure

1 can be estimated as:

10 10
t(ssh) = (32+ ) + (33 +4.8R)e*2*491/7083 = 147.03 days

3.3.3 MTTC of a Previously Exploited Vulnerability

If a vulnerability has already been exploited, then attackers already have a working exploit
code. The next time when they exploit the same vulnerability, we have p; = p3 = 1 and
p2 = p4 = 0. The time to exploit a previously exploited known vulnerability can thus be

estimated as

10

f=——
CVSS(e)

days
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The time to exploit a previously exploited zero day vulnerability is

10
t=324+———d
T ovsse) 4

3.4 Minimum Time-To-Compromise (MinTTC)

In this section, we propose another security tool. We called it the minimum time to com-
promise (MinTTC). The MinTTC of a network is defined as the least amount of time it will
take for an attacker to compromise the network. More specifically, given a network an its
attack graph, the MinTTC is the time an attacker will spend to traverse the shortest attack
sequence in the attack graph. It is the answer to the questions How fast can this condition
be reached? or How long will the most efficient attacker targeting this network will spend
before reaching this condition?

However, contrary to the mean time to compromise, the MinTTC is not a good at com-
paring system configurations, nor estimating the effect of hardening measure[43].

If we assume that attackers favor easier exploits, then finding the MinTTC is equivalent
to finding the dominant (or critical) attack sequence. Knowing the dominant attack se-
quence can be useful to automate network hardening. In the following, we two approaches
to compute the MinTTC. First, we present a Brute-force algorithm which produces the ex-
act result but is not scalable. Then, we present an heuristic approach which approximate

the exact result but is more scalable.

3.4.1 Brute-force Algorithm

The Brute-force algorithm is formally presented in algorithm 2. First, a logic proposition
L representing all possible attack sequences leading to the goal state is computed ( Lines
1 — 10 ). Second, a disjunctive normal form of the proposition is found (Line 12 ). For
each term L; in the DNF, a value 7; representing the time to traverse L; is calculated (Lines

13—14 ). The shortest attack sequence is the L; having the minimal 7;. The MinTTC is
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equal to the smallest 7; (Line 15). An advantage to this method is that the MinTTC of any

visited node can be computed.

Algorithm 2: Brute force Algorithm

N A W N -

10

11
12
13
14

15

Input : An attack graph AG
Output : A non-negative number MinTTC
Method:
Q = TopologicalSort(AG);
while Q not empty do
= Q.dequeue();
if g € C; then
| Llg)=
else if q € C\C; then
| L(q) =q N (VeLleri)) | g € Rilei);
else 1f q € E then
L L(q) =g N (AeL(ci)) | ci € R (q);
| L= L(q),
L is a proposition logic representing goal;
LetL{VILyV---VL,the DNFof L;
foreach L; do
| Ti=Yeert(e)):

return minimum(T;)

We apply this brute-force approach to compute the MinTTC of the network in our

running example (Figure 1).

Example 14. The DNF representation of the goal stae is given in the following equation.

L= (root(2) Nbof(2,2) A (2,2) Nuser(2) Assh(1,2) Auser(1) Arsh(0,1)
A(0,1) Auser(0) Atrust(0,1) A ftp(1) A ftp_rhost(0,1))
V (root(2) Abof(2,2) A (2,2) Auser(2) Assh(1,2) Auser(1) Assh(0,1)
Assh(1) Auser(0) A(0,1))V (root(2) Abof(2,2)

A (2,2) ANuser(2) Assh(0,2) Assh(2) A (0,2) Auser(0)))

The attack sequences (conditions have been removed for clarity) found using the DNF

representation of the goal state along with the time required for an attacker to traverse them
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Attack sequence Time (in days)
bof(2,2) Assh(1,2) Assh(0,1) 196.19
bof(2,2) Assh(1,2) Arsh(0,1) A ftp_rhosts(0,1) 170.68
bof(2,2) Assh(0,2) 154.02

Table 4: Attack sequences and Time to Traverse

are listed in table 4. The shortest or dominant attack sequence is bof(2,2) A ssh(0,2).
The MinTTC of the network, which is the time to traverse to traverse the shortest attack

sequence it is equal to 154.02 days.

This approach produces the correct value of the MinTTC. However, it is not scalable.

The number of attack sequences in the graph has an exponential worst case complexity.

3.4.2 Heuristic Scalable Approach

In this section, we propose a heuristic algorithm to address the limitations of the previous
algorithm. Algorithm 3 presents our heuristic approach. Our approach is based on the ideas
proposed by [4].

On line 1, a topological sort of the attack graph is performed and the result pushed into
a queue. Initial conditions are in the front of the queue. The goal condition is at the rear.
While the queue is not empty, an element ¢ is removed from it. If ¢ is an initial condition,
then the shortest attack sequence containing ¢ is L(q) = ¢ (line 5). If g is an exploit, then
all of its pre-conditions must be satisfied. The attack sequences containing g are equal to ¢
added to the k shortest attack sequences needed to reach every condition in R — r(g) (line
7). Finally, if ¢ is an intermediate condition, then g can be reached by exploiting any exploit
for which g is post-condition. The attack sequences containing g are equal to g added to
the k shortest attack sequences to reach exploits in R;(g) (line 9). The algorithm is similar
to the Brute-force algorithm. However, instead of keeping all paths leading to a node, only
the k paths with the minimal time to be traversed are kept (Lines 10-11).

In the following example, we show how our model is affected by the parameter k.

Example 15. Figure 9 presents an attack graph. The MTTC of exploits is represented as
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Algorithm 3: Heuristic Scalable Algorithm
Input : An attack graph AG
Input : A parameter k
Output : MinTTC
Method:
Q = TopologicalSort(AG);
while Q not empty do
q = Q.dequeue();
if g € C; then
| L(g) =
else if q € C\C; then
7 LL =g vel( ei)) | q € Ri(ei);
8 else if q € E then
9 LL =qAL(qi) Yq; € R/ (q);
10 if lenght( (q)) > k then
11 | L(q) =top(L(q),k)

12 L—le---\/Lk,
13 foreach L; do

14 t T}:ZqELit(ej);

15 return minimum(T;)

[ T R S

label outside of exploits nodes.

Figure 9: Effect of k on the MinTTC

e k = 1: To reach condition 1, the algorithm will prefers taking the attack sequence
0 — A, since it requires the lowest amount of time. To reach condition 2, the
algorithm will select the attack sequence 0 —+ A — 1 — C. Finally, to reach the goal

condition, the algorithm will select the attack sequence 0 A —+1—-C —2 — B —
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3 — D. The time to follow this sequence is equal to 8. This is not however the
exact value of the MinTTC. The MinTTC is obtained by following the path 0 — B —
(IN3) - C —2— D and is equal to 6.

e k =2: Now, to reach condition 1, the algorithm keeps track of the attack sequences
0 — A and 0 — B. To reach the goal condition, it keeps the attack sequences 0 —
A—-1—-C—-2—-B—-3—-Dand0—B— (1N3) - C — 2 — D. The value
return by the algorithm is the time to traverse the shortest of the two previous attack

sequences. It is equal to the exact value of the MinTTC which is 6.

Increasing k increases the accuracy of the heuristic algorithm. However, there is a trade off
between the accuracy and the execution speed. Increasing k also decreases the scalability

of the heuristic algorithm.
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Chapter 4

Case Study

4.1 Applying the Metric

We first revisit our running example shown in Figure 1 to apply the proposed metrics frame-
work.

In previous sections, we have shown that the MTTC of a known vulnerability can be
estimated as t = pt; + patr where t1 = 10/BaseScore (we will only consider the base score
here since temporal scores are less available at this time) and , = 5.8 x 10/BaseScore. We
determine the base scores of vulnerabilities by referring to the public vulnerability database
NVD [70]. The base scores are respectively equal to 4.6, 7.5 and 6.8 for the vulnerability
in ftp, rsh services, and the local vulnerability on host 2.

We have presented two approaches to finding the values of p; and p, in previous dis-
cussion, that is, either the probabilities are known (e.g., exploit code listed in an exploit
DB) or we can estimate them by applying search theory. In this case study, we take the first
approach to assume p; = p3 = 1.

For zero day vulnerabilities, the time to exploit can be estimated as t = p3t3 + pat4. Here
in this case, we have t3 = 32 days * 10/BaseScore and t4 = 65 days+ 5.8 x 10/BaseScore.
Similarly as the case of known vulnerabilities, many approaches can be used to find p3 and
pa. For example, if we know the status of the zero day vulnerability, then p3 is a nominal

value, typically 0.08 and p4 = 0.92. Otherwise if we do not know the status then we may
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—vk/m and ps = 1 — p3. Here, we take the

use search theory to estimate them as p3 =1—e
first approach.

Table 5 gives the results of our calculations. The second column lists the time to exploit
each vulnerability. The third column is the value of p, for each exploit. And finally, the

last column gives the MTTC values for the post-conditions of each exploit.

Exploit Time Dr Result
ssh(0,1) 140.5 | 0.00285056 || 140.5
ftp_rhosts(0,1) | 10.33 | 0.018768 10.33

rsh(0,1) 6.33 | 0.018768 | 16.66
ssh(1,2) 487 | 0.01988932 || 81.69
ssh(0,2) 147.03 | 0.0544 || 147.03
bof(2,2) 6.99 | 0.074289 | 136.53

Table 5: Results

4.2 Comparison of Configurations

Next, we look at how our metric can be used to compare different network configurations
(as shown in Figure 10). In all networks, the base score of fp, rpc and DB vulnerabilities
are respectively equal to 7.5, 6.4 and 0.8. We provide the results in the following for

illustration purposes while omitting detailed calculations due to page limitations.

Configuration 1: Figure 10a shows a simple network consisting of a target behind a
firewall running three services. Figure 10a also shows the corresponding attack graph.
The MTTC in this case is calculated as 7.57.

Configuration 2: In this case, the non critical services (FTP and RPC) are isolated and
transferred to a new dedicated host (host 1). Figure 10b shows the network and the
corresponding attack graph. The time to compromise is equal to 157.65. Isolating
vulnerable service greatly improves the security of the network, even if the target is still
reachable from the outside.

Configuration 3: Host 1 which contains vulnerable services rcp and f1p is now transferred

into a DMZ created by the addition of a new firewall. Outside connection to the target host
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are now denied. Figure 10c shows the network and its attack graph. The MTTC is equal to

154.63. When the target is hidden, the security increases but not by a great factor.

4.3 Critical Asset

Next, we present an application of our metric to network hardening. Let’s consider a net-
work with two hosts. The first host is running a vulnerable ssh service. A vulnerable
database software is running on host 2. The attack graph which consists of a single attack
sequence is given in Figure 11. We assume resources to be limited such that only one host

can be patched. Which one should be patched in priority?

user(0) root(1) root(2)

Figure 11: Initial State

Figures 12 and 13 show the network states after one host is patched. Both states will be
considered equivalent by any metrics solely based on known vulnerabilities and by k zero
day safety metric. Such metrics will randomly select one of the states or leave to human

analyst the choice of the best state.

user(0) root(1) root(2)

Figure 12: Network State: ssh Patched

user(0) root(1) root(2)

Figure 13: Network State: rdbms Patched
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However, when using our approach, both network states can be differentiated. If we
assume that the mean time to exploit ssh and rdbms are respectively equal to ¢(ssh) and
t(rdbms). If we also assume that the mean time to exploit a zero day vulnerability is
t(zero day). Then, initially, when both services are vulnerable, the mean time-to-compromise
the network is equal to 7(ssh) + t(rdbms) When the ssh service is fixed, the mean time-
to-compromise the network is equal to ¢(ssh) + t(zero day). When the rdbms service is
patched instead, the mean time-to-compromise the network is equal to ¢ (rdbms) + t(zero day).
The most critical asset is the asset which when patched produces the least increase in the
mean time-to-compromise. When patching the most critical asset,

At = t(after patching) —t(before patching) is the least.

In our example, the critical asset is found by comparing #(ssh) + t(zero day) with
t(rdbms) + t(zero day) which equivalent to comparing #(ssh) with z(rdbms).

If ¢(ssh) < t(rdbms), then the ssh service should be patched in priority. Otherwise, if
t(ssh) > t(rdbms), then the rdbms service should be patched first. If #(ssh) = t(rdbms),
then both outcomes provide the same security. In this case, other factors should be consid-

ered.

4.4 Some Applications of the MinTTC

4.4.1 Measuring Defense In Depth

One the recommended security best practice is defense in depth or layered defenses. Such
security principle aims to increase the number of systems an attacker must exploit before
compromising. This is similar to increasing the length of the attack sequences.

To validate defense in depth principles, we consider the networks in Figure 10. Figure
10c represents Figure 10a after a defense in depth procedure has been applied. Before,
the network configuration is changed, the fastest way to reach user(t) was to exploit the
vulnerability in the ftp service. In Figure 10c however, the MinTTC is equal to time to
exploit the frp and the DB services. Separating the services and protecting the database

with host 1 has improved the security of this system. The more efficient attacker will have
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to spend more time before he can compromise this system.

4.4.2 Comparison with Others Shortest Path Metrics

An unintuitive conclusion we may reach when using shortest paths security metrics is that
more vulnerabilities may means more security [43]. For example, if we consider the fol-

lowing shortest path security metrics:

1. Number of conditions; the shortest attack sequence is the attack sequence with the

least amount of conditions.

2. Number of exploits; the shortest attack sequence is the attack sequence with the least

amount of exploits.

3. Number of conditions and exploits; the shortest attack sequence is the attack se-

quence with the least amount of conditions and exploits.

The first metrics says that the more there is security condition, the more secure is the system
since the shortest path will longer. Similarly, the second metrics says that the more vulnera-
bilities to exploits in the system, the more secure it becomes. Finally, the third metric states
that the more conditions and vulnerabilities, the more secure is the system. Nonetheless,
the conclusions derived from the metrics sometimes make sense. The following example
(taken from [43]) demonstrate this.

A security engineer is tasked to choose between two web servers. The first web server
WS is vulnerable to an exploit leading an attacker to obtain control over the administrator
panel. The second web server WS, however requires two exploits before its administrator
panel can be accessed. A shortest path security metric such as the number of exploit will
recommend the security engineer to choose the server WS, since it has two exploits in its
attack sequence.

When applying the MinTTC, the importance of the number of exploits matters less.
The MinTTC is more interested with the time to traverse each path. It is possible that the

vulnerability in the server WS; is much harder than the two vulnerabilities in WS,. The
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shortest path security metrics presented above will not be able to capture this case. Their
main limitation is that they do not discriminate conditions and exploits. Every conditions

and exploits are equivalent. Our MinTTC provides better semantic and is capable of han-

dling more cases.
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Chapter 5

Simulations

The simulation is conducted using the Python Language and libraries including the Networkx[34],
OpenBayes[27], Pygraphviz[33] and Matplotlib[42]. To render the graphs, we use GraphViz
visualization package[23]. The experiments were performed inside an Intel Core I7 com-

puter with 8Gb of RAM. The computer is running Ubuntu 12.04 LTS.

5.1 Simulation Environment

Attack Graph Generation — Bayesian Network Generation — Security Metric Calculation

Figure 14: Simulation Process

Figure 14 presents the simulations process. Several python scripts were developed to

analyze our model. We present them in the following.
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<http,1> <0,1> <iptables, 1> <user,0> <0,F> <firewall, F>

<v_iptables,0,1> <v_firewall,0,F>

<v_ssh,0,2>
<user,1>
<root,1> <1,2>
A /
<user,2>
<root,2>

Figure 15: Initial Graph
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Attack Graph Generation

The attack graphs were generated using python scripts. First, a seed graph with 20 nodes
obtained from real world attack graphs is obtained (Figure 15). Then, conditions and ex-
ploits were randomly added to grow the seed graph to a desired size (Figure 16).

Figure 17 shows the components of the script which generates the attack graphs. First,
security conditions (and connections) are randomly assigned to hosts. Second, exploits are
generated from those conditions. Each exploit is associated with a CVSS base score and
a metrics. We specify vulnerabilities to be known or Oday using a random number. In the
case the vulnerability is known, we use the NVD to populate the values of the cvss base
score and metrics. In the case, the vulnerability is zero day, w e use the values found in

section 3.

NVD |— CVSS

(¥

Host —»{ Exploit — Generator — Attack Graph

Condition [ — ——— ¥

Figure 17: Attack Graph Generation

Attack graphs are generated in memory as dictionary of exploits and conditions and
Networkx object. The Networkx object is used with the Pygraphviz library to export the
graph to a more convenient format such as the .dot or .png file formats. The created graph

are then used to build a corresponding Bayesian Network.

Bayesian Network Generation

Generation the Bayesian network is very simple (Figure 18) since the attack graphs gen-
erated are already acyclic. Using the OpenBayes library, each node and edge in the at-

tack graph is converted into a node and edge in the Bayesian Network. The CPT tables
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Attack Graph — OpenBayes —# Bayesian Network

Figure 18: Bayesian Network Generation

corresponding to each node are also generated. This step allows us to compute all the

probabilities of exploiting vulnerabilities considering pre-conditions.

Security Metric Calculation

This python script use the output of the two previous script to compute P, for all exploits
and compute the mean time to compromise. Figure 18 presents the different components

of the program.

Bayesian Network —#»{ Compute_Prob —# Compute_ MTTC —» MTTC

Figure 19: Metric Calculation

Simulator

This multi-threaded Python script uses the three previous script to compute the mean time-
to-compromise networks of different sizes using a Monte-Carlo approach. To compute
each point in the figures showing our results, we generated 1500 graphs of sensibly the
same size, computed their security scores and took the average as our results. This program

produced its output in a comma separated values .csv file.
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5.2 Simulation Results

5.2.1 Size of Network
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Figure 20: Time to Compromise vs number of nodes
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Figure 21: Time to Compromise vs number of hosts

The simulation is intended to first develop a tool to compute the MTTC of a given
network and second to investigate the effect of the network size on the MTTC. We want to
know if a larger network means a more secure network.

Figures 20 and 21 presents the results of our experiments. We can see that the MTTC
grows quickly when the size of the attack graph increases. Increases that is greatly influ-
enced by the number of hosts in the network or the number of nodes in the graph. The fact
that the MTTC increases with the size of graph is due to fact that a bigger graph means

potentially longer attack sequences since the goal condition is always at the bottom of the

attack graph.
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Figure 22: Time to Compromise vs Maximum Indegree

Moreover, the figures show that the MTTC increases with the maximum indegree al-
lowed in the attack graph. The result is relevant since the indegree represents in case of an
exploit node the number of preconditions required to launch the exploit. Figure 22 demon-
strates more clearly this result. It shows the MTTC of network increases when we do not

add more hosts but instead increase the indegree.
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5.2.2 Scalability

Running times
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Figure 23: Running Times

The simulation is intended to investigate the scalability of our model. First, we were
interested in finding how long it would take to compute the metric for a reasonably large
network (approximately 300 nodes in this experiment). Second, we wanted to see what
part of our proposed method is the performance bottleneck.

Figure 23 presents the results of our experiments. We can see that the running time is
mostly due to the processing for building the attack graph (which includes generating, han-
dling cycles, and removing unreachable nodes, etc.) and the time to construct the Bayesian

Network, whereas the running time to actually compute our metrics is relatively scalable.
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Figure 26: Running Time vs Maximum Indegree

Similarly to the previous experiment, we were interested in the time to run the algorithm
for random networks of different sizes. Figures 24, 25 and 26 show that the time to run our
algorithm increases with the size of the network. Result which is intuitively correct. The
figures also show that the running time increases almost exponentially with the maximum

allowed indegree.
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5.2.3

Susceptibility
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Figure 27: Parameter in Equation 3

To recall, we found the mean time-to-compromise a known vulnerability to be equal to

(equation 3):
10
CVSS(e)

In the above equation, the parameter 4.8 which somehow looks like a magic number was

(1 —|—4.8>x<e_x"/’”>

derived using a formula proposed by McQueen [58].

The simulation is intended to investigate its effect on the result of the equation. We
want to see how the MTTC changes according to its. For notation purposes, we call it o.
For different allowed indegree, we compute the MTTC for o varying between 1.8 and 4.8.

Figure 27 present the result of our experiments. We can see that the shapes in all graphs
have the same slope. Meaning that the parameter 4.8 in equation 3 has little incidence on
the interpretations made using the result of our metrics. We only choose the value 4.8 for

consistency with previously published works.
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Chapter 6

Related Works

6.1 Security Metrics

Recently research on security metrics has attracted increasing attention [46]. Standardizing
efforts on security metrics has been proposed by NIST [71, 68]. The CVSS metrics measure
the severity of individual vulnerabilities [62]. Works such as [80] provide guidelines on
implementing security metrics on enterprise network. Intuitive properties that should be
satisfied by security metrics are given in [19, 18]. In [93], Wang et al. explore the idea of
using attack graphs to compute a generic attack resistance metric.

The arithmetic mean of all attack paths’ lengths is regarded as a security metric of av-
erage attackers’ expected efforts in compromising given critical assets in [51]. In a more
recent work [60], the authors rank states in an attack graph based on probabilities of attack-
ers reaching these states during a random simulation; the PageRank algorithm is adapted
for such a ranking. In [7], an attack tree is parsed to find sequences of attacks that cor-
respond to the easiest paths followed by potential attackers, and the amount of minimum
effort needed along such paths is used as a metric. A similar work replaces attack trees with
more advanced attack graphs and replace attack paths with attack scenarios [75]. More re-
cently, the authors in [43] observe that different security metrics will provide only a partial
view of security, and the authors then propose a framework for grouping such metrics based

on their relative importance. A recent work proposes a risk management framework using
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Bayesian networks to quantify the chances of attacks and to develop a security mitiga-
tion and management plan [77]. Another recent study of several CVSS-based vulnerability
metrics shows the correlation between those metrics and the time-to-compromise of a sys-
tem [37].

[13] presents properties based on seven security principles that should be satisfied by a
security metric to be used on a control system. In [57], a methodology to construct security
metrics for supervisory control and data acquisition (SCADA) systems is proposed. The
proposed methodology requires the security to determine the dominant attack sequences.
In Arce et al. [6], weakest links in legacy systems —such as mainframe and personal com-
puter — are enumerated. A security metric which quantify the most significant security risk
factors is presented by [12, 1]. The proposed metric is divided into three parts: the Existing
Vulnerability Measure (EVM) which measures this risk toward the services within the net-
work, the Historical Vulnerability Measure (HVM), which measures likely is a service to
have vulnerabilities given its security history and The Probabilistic Vulnerability Measure
(PVM), which gives an indication of the risk faced by the network in the near future. Built
upon attack graphs, Ge et al. [29] model security in terms of asset loss, threat value of
attack and coefficient of asset importance. Their model has the advantage of being able
to asset the security situation of an area of the overall network. Salim Ahmed et al [2]
propose a metric, which identifies and quantifies the most significant security risk factors.
Their proposed algorithm computes the severity of existing, past and of future vulnera-
bilities in order to calculate security policies such as attack immunity of a service or the
propagation of an attack in the network.

The weakest link idea is applied in the metric by [75]. In his paper, Pamula et al.
express the security of a network in terms of the strength of the weakest adversary that
can compromise it. The algorithms he proposes find the minimal set of initial attributes
necessary for an adversary to fully compromise a target network. Similarly, Schudel et al.
[83] measure the workload done by adversaries in order to compromise the security of a
system. In his approach, Adversaries are modeled as red teams which are constrained by

the tools, techniques they are allowed to use. Red teams are required to only use publicly
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available method with broad publications within the information security community.

In [81], interaction between human and computer are used to determine and mitigate
the causes of undesirable user’s behavior. An early approach to model quantify security in
terms of attackers behavior was proposed by [47].

In [21, 20], Dantu et al. used behavior based attack graphs and Bayesian methodology
to estimate the security of a given system.

Other security metrics based on user’s behavior are presented in [36, 52]. [10, 30]
propose game theoretic models to model physical security. In their works, they suggest
to view security modeling as a game between attackers and defenders. [35] propose an
application this idea to information warfare. In [53], a stochastic game theoretic model
to model network security is proposed along with a method to Nash equilibrium or best
strategies for the attacker and the network security administrator.

Econometric models measure security in term of the costs and the gain associated to at-
tacking or protecting a system. In [3, 11, 49, 82, 39], metrics based on the concept of return
on security investment (ROSI) or return on investment (ROI) are proposed. ROI models try
to estimate if the value given by an investment, in this case a security investment, is greater
or less than the loss that may occur by not making the investment. A Security metric based
on the lowest expected cost for anyone to discover and exploit a vulnerability or cost of
break is proposed by [87]. In [90], the compromise of a network is modeled as a functional
breakdown of a house system. The interaction and relationship among network compo-
nents are captured and prioritized using tools such as weakest link or weighted weakest
link. ’Finally, a security score is given in term of confidentiality, integrity and availability.

In [91], Wang et al. assign an individual score based on expert knowledge to each
exploit. Using this and the score of 1 assigned to each condition, a cumulative score is
then calculated. The cumulative score takes in account the relationship between exploit and
condition in the graph. The score is computed similarly to the probability of the intersection
and union of random events; only disjunctive and conjunctive relations are present in the
graph.

Tupper et al. [89] propose a Vea-bility (a CVSS based metric). The metric has the
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advantage of working even when connectivity limitations between hosts are in place. The
metric uses three inputs: Network vulnerability dimension, which is the degree an exploit
can impact the network, Network Exploitability dimension, which is the overall exploitabil-
ity of each host and Network Attackability dimension, which represents the attackability of
each host.

A security model for software systems is proposed by [94]. [40, 56, 7] use attack surface
measurement as an indicator of security. The attack surface is the set of ways in which a
system can be attacked and compromised. It is the subset of the system’s resources that an
attacker can use to attack the system. Attack surface of different popular operating systems
and ftp daemons are measured in [55, 41].

Most existing work focus on developing security metrics for known vulnerabilities in
a network. A few exceptions include an empirical study on the total number of zero day
vulnerabilities available on a single day based on existing facts about vulnerabilities [59],
a report on the popularity of zero day vulnerabilities among attackers [32], an empirical
study on software vulnerabilities’ life cycles [84], and more recently an effort on estimating
the effort required for developing new exploits [86]. Another recent effort ranks different
applications in the same system by how serious the consequence would be if there exists a
single zero day vulnerability in those applications [44].

This thesis takes its inspiration from the concept of mean time to compromise (MTTC),
which was initially proposed in [58] as a metric for measuring security. In this thesis,
attack actions are divided into different statistical processes based on attackers’ capabilities,
and a probability and time are calculated afterward for each process and then averaged
to yield the final result. Leversage et al. [50] extend McQueen’s work by breaking the
evaluated network into multiple zones (defined as a group of components separated by
boundary devices such as a firewall) and a space state predator model is used to represent
the attacker’s moves toward its target. The main limitation of those works lies in their lack
of distinction between different vulnerabilities and an overly simplified attack model. In
this thesis, we employ our experiences with attack graphs and vulnerability modeling to

improve the MTTC models over those by McQueen and Leversage. In our model, we link
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MTTC to specific vulnerabilities’ well known CVSS metric values [61], which helps us to
utilize readily available inputs and produce more concrete and meaningful results. Also,
instead of modeling at the components (hosts) level, we model at the exploit level, which
leads to more precise and finer grained results. Finally, instead of computing the MTTC
using attack paths like in those, which essentially assume independent attacking steps [38],
we use Bayesian network to avoid this limitation.

Another works on which this thesis is based are [25, 26]. Considering an attack graph
as a directed acrylic graph, Frigault et al. build a Bayesian Network to estimate network se-
curity as the probability of an attacker reaching a specified goal condition. First, he assign
individual score to each vulnerability using their CVSS base (or temporal) score. Second,
conditional probability tables (CPT) are constructed to encode the relationship among con-
ditions and exploits. Then, the Bayesian Network is used to propagate probabilities in the
graph and infer the security score. We include this in as a step in our work. We improve it

by providing a model by which zero day vulnerabilities can be handled.

6.2 Attack Graphs

Attack graphs are models used for automating security evaluation. One of the first work
to propose attack graphs for modeling network security was done by Philips et al. [76].
In their work, an attack graph is modeled as a set of nodes and edges. Nodes represent
possibles attack states and edges changes of state caused by a single action. One of the
nodes was chosen as the goal node to represent the target of attacks. An automated attack
graph generator is proposed. The generator is based on attack templates, a configuration
file and an attacker profile. The graph is then built backwardly starting from the goal node.

Another early effort on attack graph was proposed by Templeton et al. [88]. Here, JIG-
SAW, a model and a specification language to describe components of attacks in terms of
capabilities and concepts was proposed. Capabilities were defined as informations or situ-
ations required before an attack can occur. Concepts are subtasks in attack scenario. They

specified a set of required capabilities and their value assignments, mapping requirements.
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Exploits are combined using this specification to find new attack scenarios.

Ning et al. [67] presented a model to generate attack scenarios based on intrusion alerts.
The basic constructs of his model was prerequisites and consequences of attacks. Cuppens
et al. proposed a similar concept in [16]. In their paper, a module named CRIM cooperative
module for intrusion detection systems is described. This module, built upon their previous
work on LAMBDA (A Language to Model a Database for Detection of Attacks) [17],
implements functions to manage, cluster, merge and correlate alerts. Similarly, Cheung et
al [14] described a language called Correlated Attack Modeling Language to model attack
scenarios and recognize scenarios from intrusion alerts.

Gorodetski et al. [31] proposed a model based on stochastic context free grammar
to create attack paths. The outcomes of model are a malefactor intention-centric attack
modeling, a multi-level attack specification, an ontology-based distributed attack model
structuring, an attributed stochastic LL(2) context-free grammar for formal specification
of attack scenarios and its components, a formal grammar substitution for specification of
multi-level structure of attacks, a state machine-based formal grammar framework imple-
mentation and an on-line generation of the malefactor activity. A similar model to build
attack graphs from network components, attacker’s privileges on hosts, reachability of hosts
and vulnerabilities is also proposed by [22].

In [79], a model checking approach is used to determine if a given network is secure
with respect to a security condition. Model checking verifies the reachability of a given
security condition. The idea is to postulate using a model checker that the network is secure.
If the network was indeed secure, the model checker will confirm it. If it was not, the model
checker will produce a counterexample to show how the network could be compromised
(attack sequence). [85] extended this idea of using model checking. The network state
is modeled as a collection of Boolean variables, attacker’s actions as transitions between
states. The security of the network is specified as a formula, which is tested by a model
checker. This approach has the advantage of being able to produce all counterexamples
instead of just one. Model checking approaches however have some scalability issues due

to the potential states explosion.
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Amman et al [5] proposed a monotonicity assumption to reduce the running complexity
of generating attack graphs. The monotonicity assumption states that an attacker never
relinquish what it gained. He never backtrack. This assumption reduces the complexity
from exponential in the number of hosts to polynomial. The attack graph is constructed
in two phases. In the first (forward) phase, exploits and conditions are connected. In the
second (backward) phase, irrelevant (those which cannot be reached from the goal state)
states are removed.

Another scalable approach for generating attack graph is proposed by [72] using logic
programming. The output of the model is a logical attack graphs in which nodes are logical
statements. The edges specify the causality relations between network configurations and
an attacker’s potential privileges. The graph generation and logic programming is done
through MulVAL [73], a framework for modeling the interaction of software bugs with
system and network configurations. The idea is that configuration information are repre-
sented as Datalog (a subset of the programming language Prolog) tuples and most attack

techniques and OS security semantics can be specified using Datalog rules [72].

6.3 Time-To-Compromise and Time to / before Failures

Dependability is a large concept that encompass reliability, availability, safety and per-
formability. Reliability is the probability that a device will perform its function over a
certain amount of time, subjected to certain conditions. It is quantified as the Mean time to
failure (MTTF) if the object is not repairable and as the mean time before failure (MTBF)
if the object is repairable. MTTF and MTBF account for any type of failure; whether it is
human induced or not.

The time-to-compromise on the other hand only accounts for failure caused by inten-
tional attacks. In this work, we have defined the time to compromise as the time it takes
for an attacker, from the moment he starts his attack until he reaches his goal. However,
from the viewpoint of a security officer monitoring a system, the time-to-compromise may

represent the time between compromises or breaches.
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Since MTTF/MTBF represents more general cases, then the time-to-compromise is
likely greater or equal to its value. However, it is difficult to apply MTTF/MTBF in se-
curity analysis. A comprehensive analysis on the issues and challenges when transferring
dependability analysis models to security is proposed by [66]. The authors basically state
that although probabilistic structure can be assumed when modeling cyber attacks, devel-

oping and validating good stochastic models is still an open issue.
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Chapter 7

Future Work

7.1 Limitations

In this section, we present some of the limitations of our model. The first and most im-
portant limitation is the difficulty to apply our MTTC model in practice. Some of the
assumptions we make in this work could hard to apply for real networks. Second, there
is no data to validate our results. A future work may be to aggregate those data through
empirical works such as security exercises or logs from real networks. Third, a limitation
that affect most of the current security is the fact it is difficult to translate real networks to
a model that will be used by our metric.

We also acknowledge that the MTTC of known exploits (computed in section 3.3.1)
does not take into account the time the vulnerability was discovered. It is evident the
longer a vulnerability is known, the easier exploiting may become. Adding a parameter
B =t.—t; (Where t. is the current day and #; the time of disclosure) to the MTTC of

exploit may provide better results.

7.2 Extending The Models

As future works, we propose to extend our work to perform network hardening. As shown

in section 4, the mean time-to-compromise can be utilized to prioritize hardening effort. A
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logical follow up would be to develop algorithm so that the MTTC could produce a ordered
list of assets that should be patched so that a given network security becomes lower or equal
to a specified accepted risk.

A similar idea to the one previously proposed is to use the mean time-to-compromise
for cyber situational awareness, in particular to “Be aware of the impact of the attack” and
to “Identification of better response plans and actions” [8].

Another extension that can be made to work is to use the MTTC to compute the return
on security investment (ROSI). ROSI is defined by the European Network and Information

Security Agency [64] as:

ROSI — ALE x mitigation ratio — Cost of the solution

Cost of the solution

where ALE is the Annual Loss Expectancy.

It can easily be seen that there is strong positive correlation between the mean time to
compromise and the mitigation ratio in the above equation. We believe that the greater is
the mean time-to-compromise a network, the fewer is the number of attackers attempting
to break-in. The increase of the MTTC induces an increase of the ROSI. A future could be
to compute the value of the increase; rewrite the ROSI formula using the MTTC.

Another work that can be done is to measure how realistic is our model of the mean
time-to-compromise exploits. An approach could be to experiments such as the one de-
scribed in [37] to build a comprehensive database of the mean time-to-compromise exploits.
Such database could then be used by researchers in the field to measure the accuracy of their
proposed models.

Another application of our metric is to create a best configuration for a given set of
network components. Given a set of components and requirements (an example of re-
quirement could be the aggregation of certain hosts into a specific subnet), the model will
construct the safest network topology. A non scalable approach could be to create all possi-
ble configurations, which respect the requirements and select the one with the higher mean
time-to-compromise. Another approach could be to add one host at the time in the net-

work. Hosts are added such that the mean time to compromise remain maximal. Although
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the second approach is more scalable, more work needs to be done to prove it correctness.

The same goes with the feasibility of both approach.
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Chapter 8

Conclusion

In this thesis, we have proposed a MTTC framework for addressing an important limitation
of existing approaches, namely, the lack of support for both known and unknown vulnera-
bilities. We have defined the generic MTTC concept, and then provided concrete methods
for instantiating the concept into actionable metrics. Although our methods for estimating
exploits’ likelihood and mean time may not fit the needs of every application, the general

framework will still work with a different realization of the input values.
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Chapter 9

Publications

Publication related to this thesis are the following:

e William Nzoukou, Lingyu Wang, Sushil Jajodia, Anoop Singhal, “A Unified Frame-
work for Measuring a Network’s Mean Time-to-Compromise”, Proc. 32st IEEE In-

ternational Symposium on Reliable Distributed Systems (SRDS 2013), Braga, Portu-
gal, September 30 - October 3, 2013
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