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Abstract

Design and Implementation of a Drebased Forest Firlonitoring System
Including an Exclusive Hardwaiie-the-Loop Simulator

Hossein Jamshidi

The purpose of this study is to design a fire detection drone system with aharidweae-
in-the-loop (HIL) simulation architecture, mainly focusing on the search lacdlization
algorithns and simulating thermal cameras to test computer visased detection algorithms
The autopilot hardware has been designed exclusively for this researkhThe basic flight
algorithm has been implemented in the autopilot firmware. To communicate and configure the
autopilot, a ground control station (GCS) is developed. The GCS exchanges data with autopilot
hardware using a serial port for both telemetng HIL data linksA game engin€Unity3D) is
used forimplemening the simulato® 8D graphics To solvethe rigidbody equationsthe
Unity3D built-in Nvidia PhysX system istilized. The simulatorexchange datawith the GCS
using a UDP porfThe GCS ats as a bridge between autopilot and simuldtorchieve realime
simulation performangein most of the simulation systems and the G@$®iltitasking is
implementedFurthermorea simulatedthermal camera with a raw image provi@emilar to the
actual hardware outpyiand a firemaking system in a foresike environmenhas been developed
to set fire to the simulated foresither at aspecific locatioror randomly.The system consistency
has been tested by performing some simulation tests anériudhe by testing the system in a
real flying platform and testing the drone outddéinally, the outcome of the system exhibited a
good agreement with the autopilot as well as the guidance and navigation system in terms of the

fire detection and positiamg algorithms.
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Introduction

1.1 Motivations and the goals

At the outsetthe latest scientific researches show that climate change has already had
apparent negative effects on the environnightFor examp, glaciers have shrunk dramatically,
ice on rivers and lakes is breaking up sooner, plant and animal habitats have shifted significantly,
and trees are flowering sooner strangely. Phenomena slutsas sea ice, accelerated-teeel
rise, more drougktand massivéeatwaves are the effects that scientists had predicted in the past
and are happening now. Furthermore, scientists have high confidence that global temperatures will
continue to rise for decades to come, primarily due to greenhouse gadasegrdy human

activities[2].

Secondy, theplanet earth is an isolated system with a vast but limited atmospherés Earth
atmosphere has a layered arrangemnj8pt From the ground to the sky, the layers are the
troposphere, stratosphere, mesosphere, thermosphere, and exosphere. layetingf this
atmosphere is the troposphere. Nearly all weather develops in the troposphere. Even though the
atmosphere has a layered structure, they are closely coupled tdgétier event can trigger a
chain reaction that @nevent can lead to another one; events link climate change can bereshsid
as a chain reaction that evetirsy change in the system can lead to a huge phenomenon. If you
consider these facts, it is unavoidable that human behavior can affect thesdisylstem either
negatively or positively. Our focus is to find a solution to affect the climate or reduce the adverse

effects positivelyf5].



Moreover forest fires are one of the most dramatic side effects of climate change. Not even
the firereleases a vast amount of greenhouse gases into the atmosphere but also it diminish our
precious forests that reduceriy our air. On top of thatt forces humans and anifedo migrate
their habitat and lead food shortagg(the chain reactiori] [7]. Finding a solution for detecting

forest fire is the main motivation of this thesis.

Finally, the negative effect of climate change is indisputable; thusawes tib take some
serious measures immediatelyhefefore, detectindorest fires as one of the most destructive
phenomena is the main focus of this reseaochelp to take necessary measures before the fire

gets outrageous

1.2 The solution

Firstly, detectingfire in a forest needs sensors. Fire flames radiate different wavelengths,
including visible light and infrared. Visible light is more susceptible to getting untraceable when
there is enormous smoke, which is usually the case for forest fires. Smok@desawt a viable
approach since it may not work in a ldight situation (at night) because smoke dddsave any
natural emission that a normal camera could detect. Unlike video cameras, thermal sensors can

detect fire heat day and nigl&[9]; thus, theyare a better choice for our goals.

Figurel.1: Fire and snoke at Lake Winnipg, Manitoba May 18, 2021[10]

The solution should not harmtoae, while the main goal is to protect it! The process of

using the heat sensors in the forest must not include installing towers or modifying the wildlife



whatsoever. Given those requirements, make one of the ooty defensible and that option

is to use drones.

Drones can fly above the forest and cover a vast area while searching for any possible
thermal anomaly. It is easy to deploydannlike maned airplanes, does not needsapisticated

infrastructure. So, using drones is an excellentca.

1.3 Thesis objective

The main objective of this study is to design a dreeqgableof performing the task that is
needed for fire detection, including autonomous flight and heat signature detection of the fire.
Therefore, it is needed to design a fligbntroller, corresponding control software or the ground
control station, a simulation environment to test the flight controller algorithms, and finally, test it

in an outdoor environment and do the reakld experiments.

The designed system can be ufmdany other drones, such aseftkwing or rotarywing
or any other robotic systems, but in order to test the system consistency, a quadcopter drone is
modeled to perform the required simulation tests in the same way a quadcopter has been designed

and manfactured to perform the realorld tests.

In the end, the outcome of this research is inspected be the result of both simulation

(hardwarein-the-loop) and outdoor tests.

1.4 Thesis contribution

The final outcome of this research is three different pradilnet can be used in other

researchoo:

1. Design and manufacturing the operational autopilot hardware with all the requirements
for the firmware and related software such as the ground control station. Besides, it could
help other researchers to designrthentrol boards to fit their projects.

2. A unique hardwarén-the-loop simulation, which is exclusively designed for forest fire

monitoring purposes, is another research outcome. The challenges that have been



addressed during this section of research @albe for interfacing) could help other
researchers that intend to do the same. The thermal camera simulation was part of this
challenging section.

3. A simple algorithm is implemented to detect the fire location based on the 2D image
coordination This equéion can baused for other applications

4. Most of the academic contributions of this research, like the unique C++ objective PID
controller, are closely coupled with the computeersoe field, and considering the

software development contribution of tlesearch is as crucial as its mechanical aspects.



Chapter 2

Autopilot

2.1 The first milestong the autopilot

To design the autopilot, the mastermind of the flight, the final playground of our algorithm,
was one of the trickiest steps of our approachh@gktwo options: to use an eaftshelf autopilot
and try to stitch our requirement to it or design from scratch. There sorkneelh opersource
autopilot projects with an excellent online community that we could use; among them, Pixhawk

(Figure2.1) and Ardupilot(Figure2.2) are themost dominanf11][12].

Figure2.1: Pixhawk autopilot board Figure2.2: Ardupilot board

Even though they show good potentials, specially Pixhawk with a more powerful
microcontroller, we decided to design our own Autopilot hardware and software from scratch.

There are two main reasons behind this decision.



The first reason is to have morexilaility. When we design the hardware and the firmware
ourselves, we are not limited by somebody else's design requirements,dmndoteeed to search
among hundreds of thousands of lines of codes (that most of them are not helpful for us at all) to
delug an issue. We can modify any software and hardware pieces to suit our approach that is

essential at the research and development stage.

Besides, | have one visionary goal: designing the entire system to make it an industrial
product and even magsodue it that forces us to create everything from scratch and not use any
particular library or anybody else's design. To use arobshelf autopilotdoes notsuit any of

our goals at all.

One of the significant downsides of designing it myself is thatkits so much effort and
experience. You have to read all the parts (such as sensors, microcontroller, power regulator, etc.)
datasheets and application notes and apply the manufacturer's recommendation in the hardware
design to avoid any elements havimty anterference on each other. After that, it comes to manual

routing and designs the PCB tracks that need time, patience, and dedication.

If you have nothad any PCB or electronic hardware design backgrourdh hot
recommend it to you and even encourgga to use one of those two options and focus on the

software aspects of your approach.

The autopilots called asAutopilotOne or APOneThe new design, APOne v1ig,basd
on one of the authorslder designs, APOne v1(Figure 2.4 and Figure 2.3), but with a more

recentand more powerful microcontroller.
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Figure2.4: APOne v1.1 board and the PCB layout

The new autopilohas someequirements:

Based on our approach, weed to design a multipurpose autopilot that could control
different platforms, including fixeaving and rotarywing drones.tineedto have at least 8 PWM
or actuator control output. Having a thre&is accelerometer, threis rate gyroscope, threis
magnetometer alongside a barometric pressure sensor. The accelerometer, gyroscope, and

magnetometer are used to estimate roll, pitch, and yaw states (that we elaborate the methods);



therefore, it should be able to estimate it at least 1000 times a satotider word, the sensor

refresh rate should be greater than 1000Hz. It must have a serial port for GPS, another one for RF
modem. Since designing and integrating a hardwatke-loop (HIL) simulation is part of our
approach, we need to considerealidated serial port for the HIL interface alongside a powerful

debug port.

2.2 Selectingmicrocontroller

After defining the criteria and requirements of the system, the second step of designing an
autopilot is selecting the microcontroller. APOne v1.1 usesTan32F103CBT6 microcontroller.
This microcontroller has a Cortex M3 cqfie3]. Even though the processing power is acceptable,
the new microcontrollers such as Cortex M4 and M7 have a significant superiority: Floating Point
Unit (FPU). FPU handles all mathematical calculations involving flogbmigt variables such as
float (single-precision floatingpoint format) andloubles (double precision floatingpoint format).
Most of our controller and state estimator calculations invetw@e doublegrecision floating
point variables; thus, it will significantly improve accuracy and speed if we use a microcontroller
with FPU. Since Cortex M7 (STM32F7 and STM32H7 series) is a newer design, | decided to use
a STM32F722RET6 as the microcaniter (Figure2.5). The microcontroller has a 216MHz core
clock, 512KB flash memory, 256KB of RAM, 8 Serial ports, 5 SPI ports, 3 I2C ports, 24 channels
of 12-bit analog to digita(ADC), and numerous Time(&or PWM or DShot), which provides us
a solid performancfgl4][15].

trrerrRrELLLLRY

Figure2.5: STM32F722RET6 Microcontroller



2.3 Selectingsensors

We should detenineour platform &itude, heading, altitud@rom sea level), and location.

Thus we need to choose proper sensors for our flight controller.

2.3.1 Attitude, heading

To estimate the attitude and heading of the platform, we need to have aaxisree
accelerometer, a threxis gyroscope, and a thragis magnetometer. The sensoat has been
chosenat this stage is a TD#ivensense MP9250 Figure 2.6 andFigure2.7). It has all the
above sensolis a small package. It can calculate up to +16g acceleration in XYZ direction, 2000
°/sec of angular rate in the three directions, and +4800uT of the magnetic field around the sensor
in three directiong16]. We have to keep in mind that those are the absolute maximum of our
system; if we g more than that, it will saturate our sensors, and our data will be inaccurate. With
this sensor and a decalgorithm we can estimate the attitude and heading more than 1000Hz.
The interface could be both 12C or SPI. SPI is suitable for our desiga isiiscfaster and more

reliable since it uses a separate data line for TX andf®@Xduplex mode]17].

Figure2.6: Axis of the Accelerometer and Gyroscope

<

Figure2.7: MPU-9250 Magnetometekxis

+X

+Y



2.3.2 Altitude

To detect absolute altitude from the mean sea level, we need barometric pressure and the
temperature. After reviewing numerous avakasnsors in the market, | decided to choose Bosch
Sensortech BMP28@F{gure 2.8). It can sense from 300hPa to 1100hPa (the equivaleBOOM
to +9000m above sea level) and has an internal temperature sensor with 0.01°C resolution. The
relative accuracy of the sensotlsmeter. The measurement rate of BMP280 is up to 15¥8]z

The interface could be either I12C or SPI. SR Isetter choicgust like the previous sensor.

Figure2.8: BMP280

2.3.3 GPS

TheU-Blox SAM-M8Q GNSS receivenas been chosen for this platfofifigure2.9). The
module can provide concurrent reception of up to three GNSS systems, including GPS, Galileo,
and GLONASS. The horizontal position accuracy of SM3Q is 2.5meter and can offer up to
18Hz[19]. Because we are at a historical time that the L5 GPS signal will be available for public
usage soon, | recommend a newer module that receives L5 signals for the new design. The L5
signal offers 0.3meter accuracy and more robustness and reliability. Amtheft writing this

thesis, the L5 signals are consideredgperationa[20].

Figure2.9: SAM-M8Q GNSS module
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2.4 Designing thePCB board

2.4.1 Schematicdesign

To finalize the autopilot hardware design, we need to design the pamtedt board
(PCB). The first step is to design the schematics. The schematics are about the connection and
relation of each element to the other components. For example, how the power system elements
are connected to each other and how it will powerhepnbicrocontroller and the sensoFsgire

2.10) or allocate our microcontroller pirfgigure2.11).
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Figure2.10: The APOne 1.7 power system
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Figure2.11: APOne v1.7 Microcontroller Pin Allocation

On top of that, we have the microcontroller, which is the most sophisticated part of our
hardware. Microcombller schematic design takes a comprehensive study of the manufacturer
datasheet, referea manual, and application ndtib] for that specific model. To talk about the

details are out of the scope of this thesis.

2.4.2 PCB design

After designing the schematics, we need to convert thenphysical entity. We must first
define our board perimeters and size and then juxtapose each element regarding their functionality
and relations. After this step, the board will be something simil&igiore2.12. To finalize the
board, we must draw the physical tracksgg(re 2.13). We must considervery single track's

maximum current, voltage, frequency (if it isignal), clearance, and boarmdpedance.
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2.4.3 Manufacturing and assembly
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Figure2.13: APOnev1.7 complete PCB

After finalizing the PCB board and reviewing it carefully, we sent the file to be printed

(Figure2.14). The next step is to assemiihe parts on the PCB-igure2.15). This step takes a

lot of soldering has to be done by professionals. It is possible teudfsee mount technology

(SMT) machines to assemble it, but it will be too expensive for this projéetrefore, A

assemblies were done by the author of the thesis mankajly€2.16).
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Figure2.14: APOnev1.7 Printed board before
assembly

Figure2.16: APOne v1.7
Boardunder a microscope

Figure2.15: Finalboard

2.5 Summary

In this chapter, the procedure of designing and manufactéhegutopilot hardwards
described First, we define the criteria and then selected the microcontroller, sensors, and other
parts. We design the system schematics base on each part's characteristics and behaviors. The next
step was designing the PCB. After designing the PCB, we sentbi tiabricated and then
assembled. This process was briefly explained, and some of the details about the board design and
the electronic aspects were left out to make it easier to readalfaElot design was based on an
old design and the result of seakyearsof research, development, amtlustrial experience of
the author in the electronic field. Vd® notrecommend going through this step if it is ydbunot

have related experience.
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Chapter 3

Ground Control Station

3.1 The definition of the ground control station

A ground control station or a GCS is software that communicates with the autopilot using a
wireless data link. It sends and receives configurations, commands, and the system status. Our

GCS is a windows application that has been writhe@# using Microsoft visual studio.
The design criteria and desired functionality are as follows:

1. It must have a serial port interface to connect to the RF modem.

2. Sending the configurations such as mission waypoints, PID controller coefficients, the
Output channels trim, etc.

3. lItvisualizes data, for example, a speed indicator or an artificial horizon.

4. It most records the sensors' data for further analysis inpepformat.
Besides thatjn our implementation, the GCS also controls the HIL simulation that we will
elaborate on in the HIL chapter.
3.2 Serial communication

A serial port is a digital communication interface that transfers the data bidirectionally in
full-duplex moddgsimultaneously send and receive) sequentially, one bit at a time. Many devices

are using UART (universal asynchronous receieansmitter) to implement serial
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communication. In contrast with most of the serial communication interfdasSPI or 12C,
UART does nohave a master clock source; It just has a TX line and an RX line. As their name

suggests, TX sends the data, and RX receives the othédné&idata Figure3.1) [21].
RX >< RX
TX X

GND GND

Figure3.1:UART port connection schematic

Before starting the communication, both sides should know their baud rate to encode and
decode the data properly. Baud rate is the number of bits that the UART port sends in a second.
For exampe, 9600bps (bit per second) or 11800bps. A higher baud rate means higher
communicatiorspeed. On the other hand, serial port communication with a higher baud rate is
more susceptible to external noise and interference. In our case, we set the batideraigopilot
as 57600bps(or 2200 bytes per second); thus, we can simplify the serial port configuration in the
GCS and only nekto select the COM port numbdtigure 3.2).

COM Port
[ Search |[cOM3 ~|| Connect |

] Record

Figure3.2: GCS Serial port connection setting

Since new computers and laptajmsnothave a physical serial port anymore(at least for

regular laptops), a USB UART converisrusedthat worksasa regularserial port.

Figure3.3: A USB UART converter

16



3.3 Configs

An exclusive tab ismplementedor thesetting section to send the user configurafigure
3.4). It sends the user configmdcan read the existing config from the autopiterify thesent
and saveatonfigs The autopilotsaves the config data intothe EEPROMmemoryto keepthem
permanently. For example, you can read the PID controller coefficients in the middle of a flight,
change them, and check the system beharndrif the autopilot gets reset, it will read the saved

config from EEPROM as soon as it starts, and the opetaesmotneed to resend the config data

[

Altitude Witz o AP

= Save To AP e From AP Vime o AP Save To AP Read Frem AF Whae to AP Save To AP
906
B o

8

Figure3.4: GCS Autopilot configs

3.4 Visualization
3.4.1 Indicators

Flight instruments and indicators are components design to show some flight
characteristics to the users in the most intuitivay [22]. For example atimeter, airspeed
indicator,vertical speed indicatoheading indicator,urn indicator atitude indicator, eto(Figure

3.5to Figure3.10)
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Figure3.5: Altimeter
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Figure3.8: Heading indicator Figure3.9: Turn indicator Figure3.10: Attitude

Some of them are not necessary for our implementation, and some of them need to be
changed to serve our purposes. For example, instead of showing the platform altitude as a simple
gauge, for this particular purposeisitoetter to show a chart of altitude that gives the user a good

intuition of altitude change and its history for a short period of time (20 secdtgs)€3.12).

Altitude
92

90.6

89.2

-

86.4
85

Figure3.11: The GCS heading Figure3.12 The GCS Attitude Figure3.13: Altitude chart
instrument indicator

The implementation of the instruments vamsme using C# drawingD that contains some
advanced twalimensional and vector graphics methf2f3]. For example, gu can use methods
like DrawLine, DrawRectangle, DrawString, DrawArc, Drawlimage, FillPolygon, etc., to directly

draw your shapes into your graphical object.
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The GCSattitude indicator is a sophisticated combioatiof trigonometric function and
calculations that were developed through the course of several other projects, and to explain it is
out of the scope of this thesis, but the heading instrument has a more straightforward structure, and

it is helpful to descibe its implementation here.

3.4.1.1 An instrument design case

To design a heading indicator, two simple images need to be created: a heading wheel and
a needle. The heading wheel has to be something stmfégure3.14. Theheading needle could
be just a vertical line, or if you want to give it some style, you can add an aircraft silhouette too

(Figure3.15). Both imagesave to have a proper alpha channel and transparency.

Figure 3.14: Heading wheel Figure 3.15: Heading needle

The method that draws the heading indicator is implemented in C# as:

public  void drawHeading (double heading , ref PictureBox headingPicture )
{
grHeading . Clear ( Color . Transparent );

grHeading . Drawlmage ( hedingWeellmage , new Point (0, 0));

rotationAnchorX = headingPicture . Width / 2;

rotationAnchorY = headingPicture . Height / 2;

beta = Atan (rotationAnchorY /' rotationAnchorX );

d = Sqrt (( rotationAnchorX * rotationAnchorX ) + (rotationAnchorY * rotationAnchorY ));

deltaX = d * (Cos(heading - beta) - Cos(heading ) * Cos(heading + beta) - Sin (heading ) *
Sin (heading + beta ));

deltay = d * (Sin(beta - heading ) + Sin (heading ) * Cos(heading + beta) - Cos(heading ) *
Sin (heading + beta ));

grHeading . RotateTransform  (heading );

grHeading . Drawlmage ( needlelmage , deltaX , delta¥Y , needlelmage . Width , needlelmage . Height );

grHeading . RotateTransform (- heading );
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headingPicture . Image = grHeadinglmage ;

The first line of the method clears the graphic object and replaces iavitinsparent
pallet. The second line uses the Drawlmage method to draw the heading wheelRigage (
3.14). The rest of the code uses trigonometiechniques to calculate the corresponding variables
for rotating and the needle image and draw it back to the center of the image. For example, the

result for a 45° rotation is depictedFigure3.16.

Figure3.16: Theheadingndicationwith a 45 degree heading.
3.4.2 Map and mission planner
Maps are a standard section of any GCS project. The GCamugdsractive mafo show

thedrone'docationandseting the missiorwaypoints Figure3.17).

Figure3.17: GCS Indicators and the Map

It uses some weHknown map provider images like Google maps, Bing maps, MapBox,
etc., to provide the map image. It also can use a still image from other satellites or aerial imaging
systems. There are two critical challenges here that need to be addrétse calibration and

data cache.
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3.4.2.1 Map calibration

The GCS needs to get the vehicle coordination to the corresponding location on the map
and vice versa. If the GCS Map is not accurate enough, it may show the drone location wrongly
and cause some confusjobut this is not the worst side. The worst side effect of an inaccurate
GCS map comes into equations when you use that inaccurate map to send waypoints to the

autopilot.

The map could be calibrated using other maps and compare with the GCS map and
calcuate the calibration data if needed. The other method is to do it yourself and use an accurate
GPS (possibly several different receivers) and determine several clear feature locations like trees
or a crossroad location and calculate the calibration datmmbination of both techniques is

more desirable overall.

3.4.2.2 Map data cache for offline usage

The test sites for aerial vehicles usually are outside of urban are, in some cases in remote
are; therefore, the chance of having internet access or even cedlwarkaccess is meager. The
GCS or all other parts of the system should be intermktpendent and must be functional without
internet access. The GCS map implementation should cache the map data on the hard drive. For
example, it could read the map silehile online and save them into a database as a blob and then
retrieve them when the system is not online. Some map providers have restricted policies about
usage and specifically about caching that all of them must be applied. For example, Google says:"
Customer will not cache Google Maps Content except as expressly permitted under the Maps

Service Specific Terms[24].

3.5 Muti-threading

Multithreading is a means of doing different jobs simultaneously. Adding multithreading
allows the software to run smoothly and efficiently. When the system isctiti@al, and the real
time capability is in the design criteria, considering multithreadsngne of the solutiong5].

Imaginthis function:
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private  void serialThread ()

{

int  serAval =

byte [| tmpb = new byte [ I;
exitSerial = false ;

if ( COMPort. IsOpen )

{

while (! exitSerial )

{
SAval = COMPort. BytesToRead ;

if (SAval > 0)

{
COMPort. Read(tmpb, 0, SAval);
for (int i =0; i < SAval; i++)
{

I process the received data

It checks if the serial port is open then starts a loop to dhacly datads available to read
If there was some available data, it will read the entire data buffer and sends it to thdfhrser
method gets called in a regular singfeead system routine, it wilteez the entire software. To
prevent it from happeninghe methodnust be calledna separate thread. To rtins methodn

a dedicatedhreat tathe system, this part of the codeused

Thread mThread

mThread = new Thread ( SerialThread );
mThread . Priority = ThreadPriority . Normal ;
mThread . IsBackground = true ;

mThread . Start ();

Furthermore, it has to run separate threads for each UDP §&8y¢Simulator to GCS),
UART (GCS to Autopilot), and the user interfa@rawing indicators, etc.) and exchange data
between each thread simultaneoud$fjgure 3.18). One of the standard methods to implement
inter-thread communid@n is queue buffer. Simply isia firstin-first-out data buffer that e
provider thread writes fils the data, and the consumer threads can read the data. To talk about lock

mechanism and other concurrency issues are out of the scope of this article.
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To implement such complex software with a single thread solution was smmpdgsible
or showed inferior performance, and we achieve this acceptablkeimeaberformance by
considering the parallel tasks. To test the overall performance, we designed a test to calculate the
maximum data refresh rate and control loop frequenserids dummy data from the simulator to
GCS and then to the autopilot, and it sends it all the waly tmathe simulator itself; thisithe

actual data flow of the HIL simulation. The reswdte shown irFigure5.1.

( GCS W
y
Autopilot ] —
Main Thread Communication Simulator Communicatio -
(Serial Poit Thread (UDB Thread

Figure3.18: GCS threads

Table3.1: Tasking and communication performance

Method Delay(Average) Refresh and control loop frequeng
Singlethread 94ms ~10Hz

Multithread(shared mem) 1.6ms ~600Hz

Multithread(UDP local) 2ms ~500HZ

Multithread(UDP over 17ms 58.8HZ

ethernet)

As it is shown inTable 3.1, While the singleghread performance is off the chart, the
multithread implementation and shared memory as the bbeltygeen the simulator and the GCS
show superior performance. The UDP pmivows a performance still in an acceptable range. We
have still chosen to use UDP port to run the simulation over a network using multiple computers

for future development. Given the existing simple UDP performance, it shows promising capacity.
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The resof the GCS features, such as the data interface and the haidvtiaedoop capability, is

elaborated in their dedicated chapters.

3.6 Recording data

The GCS records the data that it receives from the autopilot. Since the data rate for different
types is noequal, it makes a file for el data type. For example, thadlrpitch, and yaw are sent
50 times per second or 50Hz while it sends the GPS and altitude just hO$4;apens a file for
50Hz data and another one for the 10 Hz data. Since it is handttdhh and analyze the data in
different files, it adds a timestamp to each data record. The GCS recording data format is CSV that

can be read by Microsoft Excel

3.7 Summary

In this chapter,lte implementation of the ground control station is discussed. d$igrd
criteria have been described, and then described the serial port, the means of communication with
the autopilot, explained baud rate, and the physical ports. The GCS sends the autopilot config that
is explained how. After that, one of the sophisedaparts of the GCS, instruments, is elaborated
briefly. Map and the corresponding challenges are the next topics. The benefit of multithreading

was explained in the next section. The final section talks about how GCS records the data.
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Chapter 4

4 Hardware in the loop

4.1 Hardware in the loop definition

Hardwae-in-the-loop (HIL) simulationis a practice that is uséaol developand test complex
reattime embedded symins. HIL simulation offers a test base for the sysbgmadding the
difficulty of the dantunder control to the test systefrhe complication of the plant under control
is involved inthetess and developmestby adding a mathematicalodelof all related dynamic

systems. These mathematical representations are referred td'platheimulation’ [27].

The embedded system interacts with this plant simuladigrerform the tests that are hards
to perform in real ccumstancesFor example, a flight controller test base is an aircraft; The
aircraft needs to fly and perform maneuvers that are not viable nor economic byyet- not
confirmed flight controller. HIL simulation reduces the development cost, duratifety,sand
feasibility. The other benefit of using HIL simulation is to enhatteeexcellence of the testing by
increasing theumber and rangef the testingln short, In théhardwae-in-the-loop test, only the
plant and the feedback are simulated, and teeakthe system remains as similar as the real

system.
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Figure4.1 HIL simulation diagram

4.2 Plant simulation

The plant is the system and its surroundings and their reactions to each other. For example,
if the system is a space heater in a room, the heater is the object. The room and every other object
in the room(possibly the other heat sources) are the environments; the heater voltage is the input,
and the room temperature is the output. The object andrthironment are coupled together and
have influences on each oth&he plant that is simulated for the purpose of this thesis is a drone
flying in a forestlike area with a fire in the arekor simulating the plant, a mathematical model
of the objects needed. In this case (a flying object), it is called flight dynamic model. Furthermore,
to make it interactive, a method is needed to visualize the environment and the plant. Sometimes
it is simple; for example, in the case of the space heater, it pmildhow the room temperature
(a simple text). But when the system is too complex, it needs some sophisticated appf@aches.
visualize the system behaviof a flying object,a 3 environment must be designed mdsde a

flight dynamic model that estimetthe drone behaviors.

4.2.1 3D environment

Having an excellent redime visual interface gives the user better insight into system
behaviors A 3D interface that shows the system behaviors in a fdikesenvironment in real
time is needed for this systerf@uch a 3D environment with this sophisticated visual aspects as
forest and firdshown inFigure4.3) needs a comple&D engineor a Game enginé game engine

handles all the lovlevel tasksincluding the 3D rendering, loading the 3D models, the physics
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engine, networking, memory management, threading,Fetcthe purpose of thiesearch, the

Unity game engine has been chosen to implement then8lbonment because of the ease of use
(especially for prototyping), more resources on the internet (3D models like trees or plants), better
online community{28]. The other game engine that could have been used is The Unreal Engine
that follows the same principles. The Unreal Engine takes more diskapdicam besides a long

time to start; on the other hand, it has a better graphical rendering capability. Considering the pros
and the cons, we decided to use The Unity engine as the workhorse behind the 3D environment.
Like the designed GCS, the Unity engiuses C# as the intermediate language that helps to
improve the consistency of the implementation and the codebase. Since the system is too
complicated, it is better to consider a simpler environment to test the system behavior. The first
stage of the 3@nvironment was just a simple plane with a platform for taking off and landings

(Figure4.2). A simpler environment helps to eliminate othemponents and parameter effects.

Figure4.2: First stage of th&8D environment implementation
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Figure4.3: Fire and foreslike environment

4.2.2 FDM

We presume our drones as rignddy, and to predict our system behaviors and fulfill our
flight dynamic model, we need a rigitbdy solver There are many weknown implementations
of flight dynamic models, especially for quadcop{@d]. In the course of thidesis,it is decided
not to reinvent the rigid body solveand use aconfirmed outof-the-shelf solverin orderto
emphasizehe efforts on the other aspects such as interfaces antimeatapability. Therefore,
the generic rigicbody dynamic slver buit in the Unity engine is use@0]. The Unity physics
engine is an integration of the Nvidia PhysX engine. Nvidia PhysX is the leading physics engine
under the hood of most of the video games in the industry and shows an astonishing performance
[31]. The object definition is straightforwarthe rgid-body object's physical characteristics such
as weight, mass, and inertiave beemefinal, and then the corresponding des and moments
areappled according to thdronés nature (quadcopterglRacopter, or even a rovexfterwardthe
6DOF solverestimates the object'sotionand stateFigure4.4 shows how the drone's rigid body
designhas beerassumd. The green outlines show the actual rig@ly weight distribution.
Figure4.5 shows the corresponding force and moments regarding the actuators on the quadcopter

we used as a test case. Eachanatakes a lift force and a moment. In our approach, like other
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popular designs, The moments have the same direction on each axis and oppose the other side to

compensate for each other's momentum.

Figure4.4: Drone rigid body design and weight distribution

Figure4.5: Force and moments

Besides estimating th&@®F dynamics, our simulator can handle the object collifs@i,
whethert is the behavior of the ground colliders (landing gears) or the reactions between the flying
objects (midair collisions), which is one of the key benefits of our implementatiothe other

word, unlike most of the regular flight dynamic models thauite each of flying objects in an
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isolated space and therefore have no -amid collision estimation capability, inthis
implementation, not evelh can estimate multiple objects dynamic simultaneously, but also it
possible to simulate their collisiom@impact reactions. Therefore, we can simulate every aspect
of a cooperative flight mission in the future. For examplgure4.6 shows two drones colliding

with each other while landing on the platforgndund colliderk

Figure4.6: An example of two drones colliding with each other

4.3 Sensor simulation

The plant outputs the system state that is not necessarily similar to the desired feedback. For
example, if the autopilot anticipates the system position ispherical coordinate system using
latitude, longitude, and elevatidlike what it gets from th actual GPS module) and at the same
time, the plant calculates it @arthcentereeearthfixed (ECEF) Cartesian coordinates ws3ace
[33]; it has to be converted in order to close the loop properly. A group of functions is needed to
convert them to the system feedback. Besidestiyput format, the sensor refresh rates need to
be the same. For example, the actual GPS sensors refresh rate is 10 Hz, while the simulator can
calculate it more than 1000 Hz. A refresh rate adapter needs to be implemented because there is
less or no limition on the simulation rate (just limited by the hardware capacity). The refresh rate
adapter just drops the data till the next time slot for the sensor output. For example, if it is intended

to drop a 1000Hz data rate to a 10Hz, it drops 99 data framesdry single data that it sends.
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4.3.1 Fire, thermal camera, and computer vision simulation

To simulate a fire detection system, you need to implement fire in your simulation
environment. Since wdo notwant to research or investigate the fire behaviorfjtgek chose
to simulate as much agectdto reduce processing power. If we tried to simulate the fire behavior
ultimately, it requires much bigger processing power, and make@fPU and GPU usage would
havebeenoccupied by that task and not the HIL simulati@iven that any algorithm needs to be
run in realtime and any other nerealtime algrithms (even the accurate ones) arenable
solutions for HIL simulation, any possible yet decent form of en@ntdon may seem
acceptableTherefore, the fire system is modeled as an animation captured from a real fire. This
fire system is provided by Unity as part ofithearticle systenj34]. We have total control over
the fire behaviors; namely, tifiee position can be random or programmed, it can grow or diminish,
and it emits smoke or not. A random fire position helps us to find any possible corner or edge cases
in our algorithms Now we needed something to detect the fire and distinguish owvest for

environment.

Since one ofhegoals is to test our actual computer vision algorithms, the simulated camera
outputhas to be kepgimilar to the original format of the real cameratbaplatform. The image
data structure and thexei format are simér to agreyscale image. There are several different
image formats for thermal camerg@hown inTable4.1). We have chosen the White Hot format
because it was easier to process and has a smaller image size. It displays the warmer objects
brighter and cooler zones darker. In our case, it hasbirf@mat (a 0255 integer for each pixel).
In this image format, the absolute black is 0, and the absolute white is 255. To test some basic
computer vision algorithms such as threshold or the object centroids and detect the fire
coordinations accordingtthe corresponding pixels extracted from the thermal camera, we send
the simulated camera image to the flight controller to check if the image processing algorithms run
efficiently enough on the autopilot microcontroller atml notobstruct its criticaldsks such as
stabilizing and navigatiorlhe result and the implementation of this function are described in the

case study section of this thesis.
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Figure4.7: The thermal camera view of drone

Figure4.8: Simulated thermal camera image
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Table4.1: Thermal image formats

Format Color pallet Image sample
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4.3.2 Adding noise and induced fault

To challenge the system controller and make it more realistic, we can add white noise to the
data before sending it to the autopilot. The noise model that weisuaedhite Gaussian noise
implanted as a part of the GCS HIL interface and controlled by the user-timmeaBesides, the
function that sends the data can make faulty data too. For example, you can cut a sensor data stream
as if it was damaged. Thisnpiaular part helps us to design and implement falérant control
algorithms for the subjected systeMlso, there is a normally disabled ballast weight on each drone
that could be enabled in order to make the drone weight distribution slightly ucdxlanorder

to test the controller behavior.
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4.4 Summary

In this chapter, the implementation of the simulator is elaborated. In the beginning, the basic
idea behind this type of simulation is discussed, and the reasons why it is needed are also described.
Second, the different part of the simulation is introduced. In the next section, the designed 3D
environment is discussed, and the reason why Unity Engine was déteptsform the lowlevel
graphical tasks is elaboratélthe next section describes thiglit dynamic model that is used for
the simulation and talks about the 6DOF and collision solver. The last section is about the sensors’
simulation principles. The methods used fontiseialisation of the fire is elaborated. Furthermore,
the method fosimulating a thermal camera image is discussed. In the end, the system disturbances

such as noise and sensor failure are discussed.
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Chapter 5

Interfaces

5.1 The interface explanation

This unmanned ystem has three separate components:athiepilot, GCS, ad the
simulator. Unlike the autopilot that is a physically separate device, the GCS and the simulator are
software running on the same computer. These three components should exchange data bi
directional instantly. Time delay is a critical matter here. Argasure that leads to eliminating
communication delay has to be taken into account and investigated. Compressing the data and
making them as shorter as possible alongside 1tiukiading implementations are our main focus

and most viable solutions to reguthe communication delay time between components.

As the relation of the components has been depictédyure5.1, the GCS uses the user
datagramprotocol (UDP)[26] port to exchange data with the simulator. On the other side, the
GCS utilizes a higtspeed serial port to the autopilot hardware and also another serial port with
regular speed to transfdata during flight using the RFrodem. Inthe following sections, both

types of communication are discussed.
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Figure5.1: The components' connection diagram

5.2 Simulator to GCS interface

The simulator and the GCS are both windows applications running under the same computer
at the same time. These two applications need to communicate and transferditaizionally
(Figureb5.2). Thereare several weknown and confirmed methods for communication technics to

serve the purpose in this circumstance: UDP port and shared memory.

VP or Shared-eam

Actuators Commands

Vehicle Status
Roll,Pitch,Heading,
Thermal camera image
,ete

Figure5.2: GCSto Simulator interfacing

5.2.1 UDP Port

In computer networking, the UDP is one of the main members of the Internet protocol (or
IP) suite. With UDP, computer applications, whether in the same device or over a network, can
transfer data, in this case, referredas datagrams, to other applications on the same network
address or IP. Unlike some other means of network communication, Prior communications are not

necessary for setting up the communication.
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UDP uses a simple connectionless communication model witinemum of protocol
mechanisms that keep the interface fast and eliminate unnecessary latencies. UDP provides
checksums for data integrity to keep the data reliable, especially for critical purposes at the lower

level.

It also uses port numbers for addiieg different functions at the source and destination of
the datagram. For example, the user can set up different pip lines of data to the same address with
the different port numbers that could be anything fre65636 (if it wasnot occupied already),

and there would be no data conflict.

Like any other method that has its own pros and cons, UDP has its own downside too. It
has no handshaking dialogues, thus exposes the user's program to any unreliability of the network
layer. For example, if a data pat fails, there is no retry mechanism at the lower level or any
notification; it is just like the serial port; it sends and forgets the data. If the data transfer system
needs more reliability, the protection mechanism has to be implemented at a highby e
user or consider a TCP/IP communication that has more delivery protection. HawevieLP/IP

is not suitable for this purpose since it has a much higher latency than the UPD port.

Table 51: UDP datagram header

Offsets Octel 0 1 2 3

Octet Bit 01234567 8910111213141516171819202122232425262728293031

0 0 Source port Destination port

4 32 Length Checksum

Table 51 shows the UDP datagram header structure. A UDP datagram has a datagram
header (4 Bytes) and a data section that is the user data. The UDP datagram header consists of 4

fields, each of which i46 bits (2 bytes). The user application data follows the header.

Source port number shows the sender's port, and it is possible to use it if the other side
waits for an answer. It is possible to leave it zero if not applicable. The destination port number
contains the receiver's port, and it is necessary; it tells the destination address. Imagine a letter or

a parcel; if itdoes nohave the sender's address, it would be a dead end. The length determines the
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length of both the UDP header and UDP data.cheeksum field that its principals and basics are

described in its section could be used for the error protection mechanism of the data.

5.2.1.1 UDP cummincation implementation in C#

Since both the simulator and the GCS are written in C#, we describe a simple UDP
communication in C#. The communication structure contains a listener and a sender. The listener
is called the server, and the sender is called the client. In the example, the server listens on the
2021 port, and if it gets any data on the port, it senplsciet with a constant string containing
"received” work as the acknowledgment. It stores the daReavBufferfor further process or
parsing.

UdpClient  udpServer = new UdpClient ( );
IPEndPoint  remoteAddress = new IPEndPoint (IPAddress . Any, );
Byte [| ByteReply = ASCIl . GetBytes ("Received!" );

while  (true )

{
Byte [| RecvBuffer = udpServer . Receive (ref remoteAddress );
Console . Write ("The data is receive from " + remoteAddress . ToString ());
udpServer . Send( ByteReply , ByteReply .Length , remoteAddress ); //reply back
}

Now a sender is needed on the other side to coneamenwith the server. Sindaoth
applications(GCS and simulatorare running under the same computer, the seretdress

should be 127.0.0.ivhich is the currerlbcalhost's address

Byte [ ByteToSend = ASCII . GetBytes ("Data from the client!" );

UdpClient udpSender = new UdpClient ();

IPEndPoint  server Address = new IPEndPoint (IPAddress . Parse ("127.0.0.1" ), );
/1127.0.0.1 is the server ip address.

client . Connect (server Address );
client . Send(ByteToSend , ByteToSend . Length );
Byte [] receivedData = client . Receive (ref server Address );

// receivedData has to be equal to "Received!" if ever ything s goes well
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Console . Write ("reply datafrom  server " + server Address . ToString ());

This snippet code sends sample data to the server and waits for the replay. When the data
is ready to be transfexd, it has to be translated into a datai®t using a convention calléte

protocol. The protocol is elaborated in the protocol section

5.2.2 Shared memory

Shared memory is another method for ifgevcess data transferring. In computer science,
shared memory is a memory that may be concurrently used by multiple applications to provide
data communication among them. Shared memory is one ahdbe efficient methods to pass
data between independent processes. In windows, shared memory uses a method called Memory
Mapped Files. A MemorMapped Files maps the contents of a file to the memory. There two
types of MemoryMapped Files: Persisted andm Persisted. Persisted MemeMapped Files
make a memorynapped object from an actual file on the physical disk; the file is readable by the
user and has an accessible address. On the other hand, tlpens@ted methodoes notreate

any file on disk thus is more desirable for the purpose of this research.

5.2.2.1 Shared memory implementation in C#
In this section, the method is briefly explained using a simple example. Imagine there is a
program calledataNriter that writes the dat® the shared memory and another program caller

ProgramReader; the implementation could be similar to this part of the code:

The ProgramWriter:

using system ;
using System. 10. MemoryMappedFiles ;

class Data Writer

{

static  void Main ()
{
MemoryMappedFile mmfObj =

MemoryMappedFile . CreateNew ( "ThesisTest" ); /[ 1000 is the
size of the object

MemoryMappedViewAccessor accessorObj = mmfObj. CreateViewAccessor  ();
for (int i =0;i< ;1)
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accessorObj . Write (i, ); /I Ox4l= 65=A

}
Console . ReadLine (); /W ait for a keyboard input

accessorObj . Dispose ();

mmfObj. Dispose ();

This program creates a npersisted shared memory object and writes the A8@litacter
"A" or binary value of 0x41 to the memory and repeats the same thing 100 times for 100
consecutive addresses. Now we need another process to read the data.
The ProgramReader:
using System;

using System. 10. MemoryMappedFiles ;

class ProgramReader

{
static ~ void Main ()
{
MemoryMappedFile mmfObj =
MemoryMappedFile . OpenExisting ("ThesisTest" );
MemoryMappedViewAccessor accessorObj = mmfObj. CreateViewAccessor  ();
int  tmp =0;
for (int i =0;i<100;i++)
tmp = accessorObj . ReadByte (i);
Console . WriteLine ("The value in {0} is {1}" , i, value );
}
accessorObj . Dispose ();
mmfObj. Dispose ();
}
}

This program accesses a Rogrsisted shared memoayd reads the ASCII character in
the memory, and prints it in the console window. If everything goes well, it should read the same

100 "A" characters.
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These examples were simplified for describing the method. A decent implementation has
to use a lock mea@mism to prevent processes from interfering with each other. The lock

mechanism technique is out oéthcope of this thesj85].

In the section 3the two methods were compd, and the reason for choosing UDP over
shared memory was explained. Also, in secBpmulti-threading was briefly elaborated, and its

necessityfor this research was discussed.

5.3 GCS to autopilot interface

Serial Perd

Actuators Commands

Vehicle Status

Roll,Pitch,Heading,Thermal o]
camera image,etc e

Control Coefficients sag,
PID Kp Ki Kd ,etc 2 ER
s

Figure5.3: GCS to Autopilot interfacing in HIL mode

In section3, the method for communicating with autopilot at the physical layer was briefly
explained. In this section, the concepts and the principles are elaborated. There are two serial ports

linking autopilot to the GCS: The telemetry link and the HIL link.

5.3.1 The telemetry link
The telemetry link is the ordinary serial port with a medium baud rat6Q8M@ps). This
serial port could be coupled with an RF modégre5.4). For RF modems, when the Air baud
rate increases, the link quality decreases. In other words, higher data rates cause more data loss,
and the maximum range of the wireless link gets decre#sises] a tradeff between range and

data rate has to be chosen.
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Figureb.4: Wireless data module

To optimize the telemetry data rate, an optimized refresh rate must be considered. For
example, the GPS module sends 10Hgasitioning data to the flight controller; even though it is
necessary for the navigation controller, only 1Hz of that data is needed on the ground since it just
has monitoring purposes. For another instance, the flight controller estimates the roliarmitch
yaw 1,000 times per second (while it is even impossible to send this big data size via a wireless

link) for the ground control operator, even 10Hz of attitude data is enough.

5.3.1.1 Half-duplex radio link

Another important aspect of wireless telemethat almost all inexpensive data modules
have a halduplex interface. Unlike the cable data transfer that isdiytilex, a haHduplex
interface can only send or receive at a time. In other words, while it sends data, it couldn't receive

any data and veversa.

The strategy to tackle these issues is to send and receive data in an ask and response fashion.
One of the sides GCS heré must be chosen as the master or the moderator. The moderator asks
the other side for data and waits for the answer. Ewe does nosend any data unless was ask.
For example, if the autopilot wants to send attitude data to the GCS and the GCS decides to send
config data simultaneously, one of them would be lost; the solution is to let the GCS ask for attitude
data if needd anddo notask for it when it needs to send data to the autopilot. In other words, the

GCS decides when ailot sends data to make sureldes not lose any data.
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5.3.2 HIL link

The GCS has another serial port connected to the flight contrtbikéeHIL link. The HIL
link is only used during HIL simulation and has no usage during a normal flight. Since the HIL
saial port, unlike the telemetry link, uses a cable and also HIL simulation would be done under a
controlled lab situation, it is less likely teminterference from surroundings; thus, it is possible
to use higher baud rates (even up t0,6@Q bps). Because it is a fdliplex communicatiodoes

notneed to aslandresponse schema and can send and receive simultaneously.

The data packet rate beten FDM and the GCS is 500Hz using a data frame that contains
all the data we need to for the HIL. We have to keep in mind that the effect of the data refresh rate
is significant, too; it has to be closer to the actual situation. If the data or compobfahe
simulation and realorld situation has a significant difference, the result might be useless. For
example, for the positioning data from the GPS module, we have al@#zmaximum of that
data; if we send 500Hz of positioning data to the aldbi the simulation, our simulation result
won't be accurate at all and may show some false good results. To address this requirement, we
send a 500Hz chunk of data, including simulated sensor data such as roll, pitch, and heading, plus
a 10Hz of other dta such as latitude, longitude, altitude, speeds, etc. that is closer to our actual

Sensors.
5.3.3 Data compression

One of the other methods to reduce latency is to keep the data frames as shorter as possible.
But sometimes, the data frame has to be bigger aheertain size. For example, if the autopilot
should send a floatingoint number like {145.264862060546875], it takes 20 characters/bytes; if
any of those numbers get truncated, the accuracy decreases. To reduce the size without losing the
accuracy, dossless compression method must be used. To use a binary protocol to compressed
the data frame as much as possible is one of the simplest yet efficient techniques. The binary
protocol uses the same format that the compiler uses to store the data. Fie ekaou want to
send a floatingpoint number like the latitude and longitude in the uncompressed format, it takes
20 bytes in an average case for each, while the same data in binary form only needs 4 bytes in all

casesTable 52).
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Table 52: Text and binary format comparison

Format Data Lenght
Text -145.264862060546875 20 bytes (agrage cases)
Binary 0x[C3 11 43 CE] 4 bytes (all cases)

5.3.4 Protocols

The protocols are our convention of data exchange. It determines the data structures. Unlike
packet or payload base communications, the seriabjpeg nothave any builin frame structure;
the smallest unit in the serial port is a byte. The serial port works as a data stream. It sends the data
frame byte by byte. A method is needed to determine the beginning of each frame. The

implemented protocol has prebles, receiver ID, message IData payload, and the checksum

(Table 53).
Table 53: GCS to Autopilot data transfer protocol
Preamble* Receiver ID | Message ID Data length| Data Checksum
Lenght | 3 Bytes 1 Byte 1 Byte 1 Byte = Data length 1 Byte

*Preamble is always 0x7096AC

5.3.4.1 Preamble

For this thesis research, a three bytes preamble method i€asédrame of data hilse
same preamble; here, it 4870 0x96 andOxAC. A safe preamble has three different bytes. The
listener reads the streams until it gets the three bytes in the right order. After that, it starts to deal
with the rest of the data as the message badsome cases that the protocol length is not constant
and does nothave any length indicator, a closure is needed too. Closure works the same as
preamble but is at the end of transmission and must be different from the preamble.
5.3.4.2 Receiver ID

The next byte fher the preamble is the receiver. ReceivelD is an 8bit (0-255) indicator
that determines whether the data belongs to the current receiver or not. To have multiple aerial
systems or, in general, multiple agents, a receiver ID has to be explidgiyesso all components
since all the system members are getting the data on the same wireless link on the same frequency

simultaneously. The master system, the GCS, always has zero receiver ID. For example, if a system
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has one GCS and three aerial systettms GCS ID is zero, and the rest are 1, 2, and 3; if GCS
wants to send data to the #3, it sends the data frame with the receiver id equal to 3. As mentioned
earlier, all the other receivers get the message, but #1 and #2 drop it. The #3 runs it atine sends
result (or the acknowledge message) to the GCS with a receiver ID of zero that all other units
ignore.
5.3.4.3 Message ID

The next byte after the receiver ID is the message ID. Each data frame Hais ;e 8sage
ID. The message ID determines the frame datacture. For example, the message ID of Ox1D
belongs to attitude data. After parsing the message ID, A state machine decides how to decode and

verify the data. The data frame format is showmabhle 53.

5.3.4.4 Data payload

The data payload contai a series of bytes (the data body) and a length indicator. Since
each frame has its length and is not constant, a length indicator is needed. Thmdecafir is
an 8bit integer (0255) that determines the data body length and comes at the beginning of the

data payload. For example, if the data body contains n bytes, the data payload is:

Table5.4 Data Payload
Lengthindicator 1 2 é. n-1 n
| Data Payload n 0 0 é . 0 0

Keep in mindn can't be more significant than 255; thus, the data body length must be less than
255.

5.3.4.5 Checksum
A critical part of the implementation is to verify the data on each sidéicuitous method

to fulfill this requirement is to add a checksum, a small attached data calculated from the sending
databefore sendingWhena unit (GCS or Autopilotyeceives the messagé re-calculate the
checksum from the received data and congpareith the received checksum; if it was the same,

it releases the data for parsing in the data refiner; otherwise, it drops it. For example, if the
checksum operator is summing all the data and the data frame contains six bytes of some sample
data, in hat case, it hasTéble5.5)
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Table5.5: checksum calculation

0|0 |0 | | O]|]0O|O Checksum
Data 10 | 11 | 12 | 13| 14 | 15| 10+11+12+13+14+15 %5

Now let say it got a defective data frame due to a bad datadinghould have been 12,

but it got zero)

Table5.6: Wrongchecksum sample

(@) (@) (@) (@) (@) ‘O | Received checksur Calculated Checksum
Data | 10 | 11 0 13 14 | 15 75 10+11+0+13+14+156 3 |

Since the received checksum (75) is not the same as the calculated ch@3sutrdrops

the frame.

In a real case, the checksum operators are sophisticated algorithms like CRC32, CRC16,
or Fletcher32. The most common algorithms are 32p#t8ytes), but since we needed the shorter
data length and calculation speed, we have to sacrifice performance over speed. Our checksum
operator is to XOR all of the bytes in the data frame. XOR shovgndisant performance while
compering with its easiness. It is justb®. While XOR operator is enough for our hardware
the-loop simulation purposes, for a rembrld application, it's better to implement something more
reliable like CRC32 or even CR@, or if it is supercritical or has a long data frame, consider
SHA256 algorithm.
5.3.4.6 Encryption

While using a wireless connection, the data sigdalaotgo just to a receiver; it transmits
to space omnidirectionally. It opens a loophole in $hstem thatallows other unathorized
stationsto access the data, read the telemetry data or, in a more harmful way, get control of the
platform from the operator by hacking the protocols. Encryption is a method to keep the system
data safe and secure. It can make diata unradable for unauthorized receivers. For example,
256-bit AES is one of the widely used techniquEse Advarced Encryption Standard (AEB)a
standardor encryptingelectronic datannouncedby the U.S. National Institute of Standards and
Technology (NIST) in 200136]. The implementation of 25b6it AES is part of the future work of
this thesis since all the research phases have been done in a controlled area but are part of future

implementation.
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5.4 Summary

In this chapter, the interfag between the simulator and the GCS and GCS to autopilot
hardware was elaborated. Different inggaplicaion and intesprocess eammunication methods
were discussed, and the implementations were briefly described. The performance of the methods
was compeed, and the reason why the UDP port was chosen is explained. Furthermore, the
wireless telemetry link characteristics weresmidbed. RF modem hatfuplexing issues were
explained and the slution was disused To fullfile this chapter, the data protdsowere
explained. The methods used for sending the payload data, identifying the receiver, verifying the

correctness, and encrypt the data were discussed.
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Chapter 6

Autopilot Firmware

6.1 Firmware definition

In computer s@nce, firmware is a speciftype of computer software that performs the-low
level regulation for a devite specific hardware. Imagine the firmware as software that runs on
embedded hardware amibes notneed a desktop PC or any other deshéwel frameworks.
Firmware éuch as the mrocontroller of a robgtwashing machines, or a smart fridgeay
contain onlyessentiafunctions of a device and may only deliver services to hitghel software;
in this case, an autopildias to have a highly sophisticated structlirgperforms tle control
algorithm, communication tasks, data acquisition functions (reading sensors), state estimation, and

etc [37][38].

To design the firmware, especially for such a critepgplication, the documents from the
manufacturer must be studied carefully. Usually, some data about the registers and peripherals
have a very high level of granularity and need a considerable background knowledge of the topic.
Elaborating on the full imgimentation of the firmware is out of the scope of this thesis and may
include more computer science material that is not dlaéaf this thesis; thereford,is elaborated
in the three most important levels: choosing the rigtegrated development envnment(IDE)
and the debugger, implementation of the communication tesggementation of the controller,

and data acquisition.
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6.2 IDE and debugger

The first thing you need to write your firmware is the correct IDE and debugger. Usually,
the chipmanufacturer provides the optig@sd you have to dose amagthem. In this case that
a STM32F7 series MCU is used, there are several major options for the IDE, including MDK
ARM, IAR Embedded Workbench, Arduino Pro IDE, and the STM32CubelDE. The ceatbf
IDE is described inrable6.1.

Table6.1: The avalibale IDEs for STM32s

IDE name Supplier Cost
Keil MDK Arm Keil 4200 CAD/Year
IAR Embedded Workbench IAR 5995 CAD
Arduino Pro IDE Arduino Free
STM32CubelDE ST Free

Even though theArm Keil MDK and IAR Embedded Workbenclhave astonishing
performance and debugging toolsets, their licensing cost is not affordable for this research.
Therefore the next two options seem more ratioh@uino Pro IDEis a lightweight software and
has a good online community; howevedakes ot support the professional debugging capabilities
that theSTM32CubelDEprovides; thus, BM32CubelDEhas been chosen for the purpose of this

research.

The next thing that needed to be chosen is the debugger. The debugger is hardware that
connects and flashes the microcontroller. The debugger is a bridge between IDE software and the
microcontroller. It helps to see the microcontroller's behavior intimal; It helps you to monitor
the registers and variables. STMicroelectronics, the MCU manufacturer, recommends te use ST
link series debuggers that have a good performance and is very affordable; it costs BisQAD.

6.1 shows the SLink V2 Debugger.
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Figure6.1: ST-Link V2

There are several ways to connect and debug the microcontroller. For the purpose of this
research, the serial wire debugging (SWD) port is used because itles®d8ing comparing
with JTAG or other debugging methodisjust needs a threire connecton. Figure6.2 showsthe

SWD port schematics that have been designed into APOne v1.7 hardware.
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Figure6.2: SWD connection

6.3 Communication
For communicating with the GCS and HIL two UART port is uaed was describedh
Chapter 5one for GCS wireless link and another one dedicated to HIL simul&tidhis section,
the protocol implementation is elaborated and usedamale to fulfill the task. Using the UART
port on the MCU at the peripheral and register level has a high degree of complexity that is skipped

in order to emphasize the more important aspects.

The programming language the is used for the firmware is One of the important
behavior of C++ that needs to be discussed before describing the data conversions is bitwise

mathematics and bitshift operators.
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6.4.1 Handling bitwise operators in C++
There are 6 diérent bitwise opratorsin C++: AND, OR, XOR, Left Shift Right Shift,

NOT show the symbols.

Table6.2: Bitwise operators

Operator Description Example
& Bitwise AND: The result of AND is 1 only if both bits are 1 a&b gives 1
| Bitwise OR: The result of OR is 1 if any of the tiits is 1 alb gives 13
A Bitwise XOR: The result of XOR is 1 if the two bits are different a’b gives 12

Left shift: In C or C++ takes two numbers; left shifts the bits of the firg

<< operand, the second operand decides the number of places to shiff ~ b<<1 gives 18

Right shift: In C or C++ takes two numbers; right shifts the bits of the fi

>> .
operand, the second operand decides the number of places to shif b>>1 gives 4

~ Bitwise NOT: Takes one number and inverts all bits of it ~a gives 250

1 Inall the examples, ais5and bis 9

6.4.2 Data handling
The output of the autopilot data parser is a byte array. A byte array is a series of bytes that

needs to be converted to meaningful data. To convert the byte array, two methods can be used: the

bitshift mehod and the memcpy method.

6.4.2.1 Bitshift approach
The bitshift technic contains some manual data handling. An example of bitshift technique
to construct a 3bit integer from a 4byte array is presented below:
a = (bytesin [0] & ); /I No shift
a |= (bytesin [1] & ) << :
a |= (bytesin [2] & ) << :
a |= (bytesin [3] & ) <<

It may seem simple, but it gets too complicated and-gmame when the structure gets more

sophisticated.
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6.4.2.2 Memcpy approach

In this approach, itises memcpy function to cast the data to the variable. No knowledge of
data type is needed. The data and the destination tyeddae the same. It is simple and fast.
An example ofmemcpytechnique to construct a 3#t integer from a byte arrayis presented
below:

int a =0;
memcpy (bytesin , &a, sizeof (a));

A simple usage of this method is to convert thadfared HIL data to flight data of the
autopilot. Imagine the flight data as a C++ struct defined as follow:

typedef struct _flightdata

{
float roll ;
float  pitch ;
float  heading ;
float Lat ;
float Lon;
float  Baro Alt ;
float GPS_Alt;
float  GSpeed,
float  ASpeed,;
float  SidS;
float  AOA
float  ax;
float ay;
float az;
float  p;
float q;
float r;
int  WPIndex;
int  WPtotal ;

} FlightData

To convert it using the bitwise efators takes too uth effortand may prodce some errors.
But with the memcpy techniqui will be easy and erreproof as far as the data format is correct.
A simplified converter would be something like this:

FlightData fdata ;

void calcHIL (uint8 t bytesin [], uint8 t  frmlenght )

{
if (frmlenght <sizeof (fdata )){

return ;
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}
memcpy( bytesin , &fdata , sizeof (fdata ));

Both these approaches are usefotl have to be udewith caution. None of the above
approaches are rafile unless a complete unit test verifies them. Finally, a good data set for the

tests need to be prepared and be used to verify the method implementations.

6.5 C++ controller implementation

The controller that is implemented in the autopilot is a PID controller. The PID controller
contains three controllers: P or proportionate, | or Integrator, D or derivative. Each part has its own
gain too; the gains are named Kp, Ki, and. Kdhe struatreof a simple PID controller is depicted

in Figure6.3.

—> P=Kp * e(t)

A 4

| = Ki(Ye(t)dt)

e

—{ D = Kd(de(t)/dt)|

Feedback
(Sensors)

Figure6.3 PID controller

In order to use it in the real embedded system, this concept needs to be converted to a
digital version in C++lIn the span of this research, a new implementation of PID controller is
designed to suit the application. Tefore, the implementation was teele PID controller used
during the simulation and the reabrld test, whichis confirmed via experiments. The tessults
are dscussed in Rapter 7 The PID controller is designed into a class object to keep the
implementation portability and follothe C++ objective design patteriite full implementation
source code is attachedAppendk A. Here, the usage is briefly discussed. The first thing that is
needed to use a class object is to declare the object. The class name is PID; thereforetitime def

of the object will be something similar to this part of the code:
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PID rollControl
"rollControl" is our controller object. Now, it needs to be initialized. Initializing a PID controller

includes the gain assignment and setting the range. For exampl

roliControl . reset ();

rollControl . setK ( , , ); /] setting the gains(Kp, Ki, Kd)
rollIControl . set_ITerm_Limits (- , ); /I Clamping the Iterm (Min,Max)
rollControl . set_output_Limits (- , + ); /I Clamping the output (Min,Max)

Now, it canbe used in the control loop by calling thgotdateP1D method This method
has two arguments; the first one is the sensor reading, and the second one is the dpsirgd set
For example:

rollOutput = rollControl . updatePID (roll , desiredRoll );

Thisimplementation can be expanded and used for any type of controller; For example, it
can be used for pitch angle, heading, navigation, or altitude. This controller is the smallest cell of
the control system. The more important point that needs to spendimeren it is the controller
structure. The controller structure means the order of controllers. For example, imagew a fix
wing airplane; if a controller is designed to control the pitch angle of the platform, another
controller needs to be designedimer to set the proper pitch angle to achieve the desired height;
and also another one needs to airspeed in order to prevent the platiorstalling. In section

7.2, the controller structure of the platform used for the case study is elaborated.

6.6 Data acquisition

The process of gathering data from the environment is called data acquisition. For a control
system like an autopilot, the data comes from sensors. Sensors could include accelerometers,
gyroscopes, laser altimeter, battery voltage, etc. EanBosehas its own method of data
acquisition. Some of the common methods for communicating with modern digital sensors include
SPI, 12C, CAN. CAN bus is more used in automotive industries; thus isfabé scope of this
research[39]. The SPI or Serial Periphertiterface is a synchronous serial communication
interface used for shedistance communication, mainly in embedded systems. SPI devices
transfer the data in fuluplex mode using a mastelave arrangement with one side as the master
and the others atases. The master device creates the data frame for reading and writing. Multiple
slave devices are supported through a selection of an individual slave select pin (SS) or chip select

(CS) lines.Figure6.4 depicts the SPI bus diagram for one master and multiple Ji¥es
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SPISLAVE 2
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Figure6.4 SPI BUS Blockdiagram

On the other hand, 12C (Intémtegrated Circuit) is a synchronous, muitaster, multi
slave, packeswitched, singleended, serial communication bus. It is widely used for attaching

lower-speedperipheral ICs to processors and microcontrollers in gfietance, intréboard

communicatiorj40].

SDA
12C Master ‘ SCL

Figure6.5 12C bus diagram

Unlick the SPI bus that selects slaves using CS pin, the 12C bus organize the slave by their
addresss Each 12C slaveevicehas aunique 7bit (0-127)address that the master device uses to
invoke the specific slave devic€here are severi2C implementatiosfor an ARM Cortex bask
MCU (the MCU that is used for this researdh)straight forward implementation has been chosen

for the firmware The Reader function is as follows:

uint8_t I2C_Read (12C_HandleTypeDef * Handle , uint8 t device_address , uint8 t

register_address , uint8_t * data) {
if (HAL_I2C_ Master_Transmit (Handle , (uintl6_t ) device_address |,
&register_address , 1, 100) = HAL_OR {
if (HAL_I2C_GetError (Handle ) != HAL_12C_ERROR_AF {
}
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/I Return error
return ;

}

/I Receive bytes

if (HAL_I2C_Master_Receive (Handle , device_address , data, 1, ) 1=
HAL_OK {
/I Return error
return ;

}
/l Return OK

return ;
For exampleto readthe register ab of the MPU9250device (address is set @s

by the manufacturer.

uint8_t MPU9250 WHOANII2C_ HandleTypeDef * Handle ) {
uint8 t  read =0;
if (HJ_I2C_Read ( Handle , , , &ead) = 1) {
[* Return error */
return ; /1 Should return 0x71

return read ;

6.7 Summary

In this section, the system firmware was defined and characterized. In the next part,
different IDEs for developing thirmware were discussed, and the reason why STM32CubelDE
has been chosen was elaborated. The debugger was expanded, and its characteristics were pointed
out. The next part was dedicated to autopilahgmnications; mainly, the different methods for
the prdocol parsers were compared and clarified. In the end, the systeraadatigitionwas
discussed, and main methods such as SPI and I12C were elaborate; a code snippet is used to clarify

the methods.
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Chapter 7

[/ Case Study

7.1 Test definition

To confirm ourmethods, a simple tes designed to test the complete systeoonsistency
and functionality. It starts with a takeoff and then moving toward the fire and using an algorithm
to detect and report the fire coordinati@ven thoughthe main goal for thisase studyloes not
include any sophisticated search algorithi@st and it is meantto emphasize the system
performanceit is a good starting point fahe further developmentf advanced searching and

scanning algorithms

7.2 Controller design

To perform thesearch missionthe first step is to makehe platformstabilized and
controllable The stabilization task is the most tiostical part of the loop since it has the highest
running frequency. The method thiat used for stabilizinghe platform is a wétuned PID
controller[41][42]. We tried to kep it platformindependent to be able to use it on embedded and
nonembedded applications. PID gains are tuned manually by observing the'systdavior.
Becausehe goalor this taskwasto test the system consistency amake the platform fivorthy,
it didn't emphasize PID tuning technics (such as an adaptive controller or, i )was decided

to manually adjusthe controller coefficients.

Furthermore,hie processtaredwith some reasonable guesses for theevallKp, Ki, and
Kd and then tedto find an acceptable combination step by step. The procedure for tuning the roll
and yaw axis is as follow&igure7.1). Since the platform isymmetrical on the roll and pitch axis,

it shows the same behavior on the pitch axis as it shows on the roll axis.
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Figure7.1: The System behavior and responses.

After following the same procedure for altitude and navigation controllers with the same
PID structures as the otheis,can navigatdo a specific locationFor example, the navigation
strategy for the system is to change the platform heading to aligntiaé target waypoint
direction. When it gets alight (heading error < 5 degrees), it starts to move forward by changing
the pitch angle. At the same time, it maintains the altitude, direction, and roll angle. Roll angle is
always zero during the navigatioThe roll and pitch controller diagram during the navigation is
presented th€igure7.2 andFigure7.3. The waypoint navigation direction controller diagram is

also depicted ifrigure7.4.

From Sensor

From the >
Navigator loop
-—> Roll Controller —

_.p_.o

Figure7.2: Roll Controller during navigation
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From Sensor

From the
Navigator loop
-—> Pitch Controller |—
>_°

Figure7.3: Pitch controller during navigation

v

The pitch sepoint is a 15degree constant while movirigward the target and &et to
zerowhen it arrives at the waypoint to have enough time to chémgealirectionto prevent

overshootsin other wordsif it does noset it to zeroit gets @ enormousvershotafter touching

From Sensor
Heading >°
From the
Navigator loop >
-—> Heading Controller

°

-
o

Figure7.4: Navigation loop direction controller diagram

each waypoint.

The waypoint direction is calculated in the navigation loop. The navigation loop maintains
a list of the path waypoints. Each waypoint has an index nuriileen it starts or restarts the
mission, the index is zero; when the platform distance to the waypoints is closer than a threshold
value ( distance < 10 meters), it changes the headifpg#tto the next waypoint by adding one
to the index number. The amse between two points in the ECEF system (Lat, Lon, and the

altitude) can be calculated using Eq.(1) :
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The above formula can be converted to a C++ code in the following form:

/I latl, lonl from GPS, and lat2, lon2 are waypoint coordination

y
X

sin (lon2 -lonl1 ) * cos(lat2 );
cos(latl )* sin (lat2 ) - sin (latl )* cos (lat2 )* cos(lon2 -lonl );

d = atan2 (y, X);

wpBearing = (d* / Math. PI + ) % ; /I course indegrees

Furthermore, to calculate the distance to the waypoint, the navigation loop uses Eq.(4).

G i QT Gésip  Qédc 0 Qi IC )
® CROHMINP & (3)
QQI 0 WEWQW (4)

whereR istheearths radiusfor simplifying the equation, the navigation loop usestkan radius
of earththat is6378137 meterdn the same manner, the above formula can be converted to a C++

code as follows:

R = ;. /I metres

f1 lat1 * PI/ . /I f1, f2, dF, dL has to be in radians
f2 =lat2 * PI/

dF = (lat2 -latl ) * PI/

dL = (lon2 -lon1 ) * PI/

a = sin (dF/2) * sin (dF/2) + cos(fl) * Mcos(f2) * sin (dL/2) * sin (dL/2);
c = 2 * atan2 (sqgrt (a), sqrt (1-a));

d = R* c; //linmetres

7.3 Image prosseingmethod
The next step is to test the image processing systiemctionality The approach for

detecting the fire location is to use the raw image from the simulated thermal camera and calculate
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the centroid of higltemperature aredgthe white pixels)Figure7.5 showsthe image that the flight

controller sees and processes.

Figure7.5 High-temperature area's centroid

Suppose the centroid position is-offnter, based on its deviation from the image center,
dy, dx (depicted irFigure7.5), camera mounting angle, and the other camera parameters such as
field of view. It estimates the fire location relative to the drone's absolute location that it gets from

GPS and reports it tihe GCS.

Given the slight roll angle during a normal flight, the enormous size of the fire, the low
field of view of the camera, and assumihgterrainfield flat, the equatioran be simplified. This
simplification has the least effect on the accyraince, in a real application, even a couple of
meter accuracy is stihcceptable for fire detecticand monitoring purposedhe equations as

follows:

Figure7.6: Side view geometry.
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Figure7.7: Top view geometry

For a 96H x 64V pixel image and 75°H x 60°V field of view, we have:
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And now that we have th® and— we can use this equati@3] to calculate the fire location:
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7.4 HIL simulation result

For testing the HIL simulation, a specific maneuver was desigrfeet. detecting the fire
location, it perforns a loiter maneuver aund the fire while keeping the camera (the platform
headng) pointed toward the fire. It calculatdg target direction using the fire position from Eq.
(14) and Eg. (B) and the current platform position from GPS (simulated) andssietackhe YAW
controller as the set point. On top of that, we calculate the distance from the fire location and

control it simultaneously. The result has bebown inFigure7.8.
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Figure7.8 The flight path of the mission

The results suggest that the system has a high consistency where the guidance and
navigationalgorithms and the simulated image processing system perform to the satisialetory.
perform several other tests with different fire locations and calculated the error. The result is shown
in Several other tests with different fire locations are carri¢dvbere the reported location error
is calculated. The results are showiTable7.1. Since the terrain elevatias not provided to the
system the area is assumed to be a flat sudfaiteisonly the x and y are calculated, and z is

considered O.

Table7.1 Fire location estimation accuracy

Attempt  Actual location(x,y,z) Detected location (x,¥) Error
#1 195, 219, 21 197.3, 231.40 12.6m
#2 150, 100, 10 153.1, 107.30 7.9m
#3 100, 100, 10 103.9, 106.10 7.2m
#4 250, 2500 252.8, 254.50 5.3m
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7.5 Outdoor tests

The last confirmation for any simulation system is to test the result in-evoell situation
using real hardware in an uncontrolled environm&here are several requirements that need to

be provided to the systeto make it flyworthy and tastable in an actual world situation.

7.5.1 Hardware setup

A quadcopter has a simple airframe structure. Fortunately, It is easy to construct using simple
materials and skillsThe frame is constructed using aluminum square tubes and fitted to for the
motors and the autopilot installments screws. The platform needs four motors too. Brushless
motors are the most efficient and common choices. For the designed weight (1200ayraotsy,
of 400 watts has been chosen. The motor is depictdelgure 7.9, and the specification is

mentioned inTable7.2.

Figure7.9: SunnySky 2212

Table7.2: The motorspecification

SunnySky X221XV980
Stator Diameter 22mm
Stator Thickness 12mm
Motor Kv (RPM/Volt) 980
No-load current 0.7A/10V
Max Continuous Current 25A/30s
Max Continuous Power 412w
Weight 569
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Each brushless motor needs a driver too. Brushless motor drivers are called electronic
speed controllers (ESC). ES€anelectronic board capable of monitoring each mstoehaviors
and drivng them to meet the user's rpm commdindthis casethe commads come fronthe

autopilot). The ESC is depicted iRigure7.10.

Figure7.10: ESC

Furthermore, To test the thermal vision, a thermal sensor is needed. For this stage, a cheap
8x8 pixel (64 pixels) module has been chosen. The module is AMG8833fmoasoni¢44]. It

transfers the image using an 12C interface.

Figure7.11: AMG8833Module

Alongside theliermal sensor, a video camera has been chosen to record theidgect

the sensor resullhe installation of the two devices is showrFigure7.12.
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Figure7.12: Thermal sensor and video camera installation
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For safety reasons, an RC Radio contro(leilgure 7.13) is needed too. The Radio
controller allows the user to intervene and control the platform manually. For example, the user

can kill the motor or bring the drone back if it was heading far away or a dangerous area.

Figure7.13: Radio and the receiver

Finally, to connect the autopilot to the GGBpair of RF moders are needed(Figure
7.14). One modenconnectslirectlyto the GCS computer using a USB partdthe other connects

to the autopilotusinga TTL UART port.

Figure7.14: RF modem

In the end, the system structure is depictedrigure 7.15, and also an image of the

assembled drone is shownRigure7.16.
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Figure7.15: System architecture, air, ancbgnd
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Figure7.16: Assembled drone

7.5.2 Flight tests

The flight test was involved with some autonomous flight to test the navigation system
then flight to test the thermal sensor capability and detecting the fire locatioflighteéest was

dore in a safe and secure area. An outdoor grill was used as the heat(Bounes.17).

Figure7.17: Heat source
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After some primitive tests, the autonomous flight was started with a manual takeoff. After
that, the autonomoutight started the mission; the mission included two waypoints in different
altitudes Figure 7.18). The results show that the navigat loop was pedrming fine, but the
navigation loop needs some tuning to make the perfect navigation. In addition, there was some

altitude bias in the sensors, but the overall performance was satisfying.

Figure7.18: The mission Flightpath

The next test was the thermal sensor inspection. The test was involved with the drone flying
above the gril(Figure7.19) and deck the heat signature and estimate the fire locéimure
7.20). Because the sensor was a cheap sensor aridhdide some high performance that is needed
for a flying robot, the outdoor performance was wdakt it was able to detect the grill from a
considered distance. The farthest distance that it could detect the grill heat signature was 21 meters.
Given the small size of the grill heat signature, it shows a fine performance even with the existing

cheap sensor.

Figure7.19: Outdoor flight onboard video
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