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Abstract

A Distributed False Data Injection Cyber-Attack Detection in
Discrete-Time Nonlinear Multi-Agent Systems Using Neural Networks

Seyed Amirreza Mousavi

In this thesis we study a detection method for the false data injection (FDI) attack class
on discrete-time nonlinear multi-agent systems. The thesis considers and models three
types of FDI attacks on multi-agent communication channels, including sensor channel,
actuator channel, and neighbouring channel. To estimate the dynamics nonlinearity of
each agent, we exploit a radial basis function neural network (RBFNN). We consider a
leader-follower multi-agent system, where the communication between agents is modeled
with an undirected graph. We proposed the weight tuning law for the RBFNN and
introduced an NN-based distributed control law for each agent. The objective of each
agent is to follow the leader and maintain the desired formation along the trajectory. We
used the Lyapunov stability analysis to prove the uniform ultimate boundedness (UUB)
of the formation error and neural network (NN) weights matrix and show that the multi-
agent system reaches the desired w while following the leader.

Moreover, we proposed a distributed attack detection method to detect the FDI attack
on each agent’s sensor, actuator, and neighbouring communication channel. We designed
an observer to estimate the state of each agent and used its estimation to form the residual
signal for each agent. Using Lyapunov stability analysis, we show that when the system
is reached its desired formation, the residual signal is UUB. We obtained abound for
the residual signal and considered the bound as the attack detection threshold. We also
provided the attack detectability condition for each agent.

The simulation results in MATLAB and Coppeliasim simulation environment are pro-
vided to demonstrate the performance of the detection methodology, proposed distributed

control law, and neural network nonlinearity estimator, including three examples.
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Chapter 1

Introduction

1.1 Literature Review

Cyber-Physical Systems (CPSs) are the integration of computation units and communi-
cation networks with physical processes [1]. In recent years, much attention has been
devoted to studying CPSs due to their modern engineering applications such as traffic
networks [2], [3], power systems [4], [5], Internet of things, and multi-agent systems [6].
Most of the aforementioned systems are connected to the Internet and wireless communi-
cation networks through communication channels that attackers can penetrate and change
the transmitted data.

Various cyber-attack detection methods have been proposed in the literature of CPSs.
In [7], a sensor coding mechanism is used to detect stealthy data injection attacks, which
is designed by an intelligent attacker with a system model knowledge. In [8], a strategy is
proposed to estimate and compensate attacks in the forward link of a nonlinear CPS. The
proposed method is using nonlinear control theory with applied neural networks to develop
cyber-attack observers for multi-agents. In [9], an adaptive framework is developed for
the control design of cyber-physical systems in the presence of simultaneous adversarial
sensor and actuator attacks. Authors in [10] investigated the attack detection problem

of setpoint attacks on CPS and proposed a control architecture exploiting a command



governor to detect the setpoint attack on networked control systems. Most of the works in
cyber-attack detection are devoted to single-agent systems, while multi-agent systems can
be a potential target for attackers because they possess too many communication channels
and have extensive use in critical infrastructure.

With the development of computation and communication technologies, multi-agent
systems have received significant attention from researchers due to their various applica-
tions in large-scale critical infrastructures such as smart grids systems, water distribution
networks, telecommunication networks, and transportation systems [2-6]. Multi-agent sys-
tems are connected through communication channels that increase their vulnerability to
external cyber-attacks. Security concerns related to these systems include physical security
and cyber security, and combined cyber-physical threats. Various types of cyber-attacks
have been reported in recent years [11-13], , which can deteriorate physical systems’
performance and ultimately lead to failures or unsafe behavior. As a result, significant
attention has been devoted to study the security of multi-agent systems. In multi-agent
systems, we consider that each agent has three types of communication channels: (i) actu-
ator channel, which transfers the control signal from the controller to the plant; (ii) sensor
channel, which transfers the system output (the sensor measurements) from the agent
plant to the controller; and (iii) neighboring communication channels through which each
agent receives neighbors’ data. These vulnerable communication channels are prone to
cyber-physical attacks [14,15].

Cyber-attack detection methods have been proposed in the literature for linear multi-
agent systems [15-17]. In [15], the problem of cyber-attacks detection on the communi-
cation network of linear interconnected systems and multi-agent systems governed by a
consensus-based control was investigated, and a distributed residual-based attack detection
method was proposed for the attack detection on the neighboring communication channels.
Authors in [16], proposed a data-driven switching controller to obtain the resilient control

for the discrete-time linear multi-agent network under unconfined cyber-attacks. In [17],



the attack detection problem for the interconnected stochastic systems was studied, where
centralized and decentralized detection strategies for detecting attacks are developed, and
the detection performances are characterized. In [18], authors presented a distributed
False Data Injection (FDI) attack detection strategy for networked robots controlled by
a distributed observer—controller scheme. A vector of residuals was introduced based on
the designed observer, where fault detectability and isolability conditions were derived.

Results in [19] offer a distributed fault detection filtering approach for a class of
continuous-time, nonlinear, multi-agent systems with uncertainties, measurement noise,
and disturbances. In [20], a distributed event-triggered consensus problem for continuous-
time, nonlinear, multi-agent systems with general directed communication topology un-
der cyber-attacks has been addressed. Some distributed methods for attack detection in
multi-agent systems have been recently proposed [21-26]. Most of the works consider
linear or continuous models for multi-agent systems. Moreover, some methods assume
that each agent is aware of the entire topology of the multi-agent system (centralized ap-
proach), [14,18]. In this thesis, we consider a discrete-time nonlinear multi-agent system
controlled by a displacement-based controller where each agent has access to its neighbors’
information.

While some results in the literature assume that the neighboring communication chan-
nels are safe and investigate the cyber-attack detection problem on the actuator and sensor
channels [21,27,28], other works consider that all the agents are safe, and the attacker can
breach and compromise only the neighboring communication channels [15,29,30]. In this
thesis, we assume that sensors, actuators, and neighboring communication channels can

be simultaneously attacked, which is different from existing results in the literature.

1.2 Thesis Motivation and Contributions

In this thesis, we propose a cyber-attack detection method that relies on locally available

information and communicated data by neighboring agents. We present a cyber-attack



detection method in discrete-time, nonlinear multi-agent systems with an unknown non-
linearity in system dynamics using a neural network (NN)-based observer. Through Lya-
punov stability analysis, a threshold is obtained for the proposed residual-based detector
to detect agents’ communication channels’ attacks. We also developed a displacement-
based method to maintain the desired formation. The Lyapunov stability theory is used
to prove the uniform ultimate boundedness (UUB) of the formation error and to provide
a bound for the formation error.

In multi-agent systems, consensus and formation control are two essential problems of
interest. In consensus control, agents interact locally in order to reach a common value
of a certain state [31]. The formation is defined as a configuration in a space where
each agent is at the desired distance or angle from its neighbors [32]. In this thesis, the
attack detection problem is addressed for the formation control of a class of discrete-time,
nonlinear multi-agent systems. In the displacement-based formation control of multi-
agent systems, it is necessary for each agent to communicate with its neighboring agents
to achieve the formation objective [33]. However, communication channels are vulnerable
to cyber-attacks. By changing the communication channels data, agents can receive the
corrupted data, which can disturb the formation and cause collisions. Therefore, the
security of the communication channels data is of paramount importance.

The attack model studied in this thesis is a false data injection attack on the actua-
tor channel, sensor channel, and neighboring communication channels. Due to unknown
nonlinearity in the system dynamics, the attacker is unable to know the agents’ system
dynamics. As a result, the covert attack studied in [23,34] cannot be applied here.

Compared with the literature on cyber-attack detection in multi-agent systems, the

main contributions of this thesis can be summarized as follows:

(i) An NN observer-based attack detection scheme for uncertain, discrete-time, nonlinear
multi-agent systems is developed, and UUB of detection residual of each agent is

proven.



(i)

(i)

(iv)

The attack detectability condition is derived when three different types of commu-
nication channels are under FDI attacks. A distributed, NN-based observer and the
controller for the formation control of discrete-time, nonlinear multi-agent systems

are established.

The NN-based controller is used to compensate for unknown nonlinearities in the
dynamics of discrete-time multi-agent systems, where UUB of formation error and

NN weights estimation errors are rigorously proven.

It is demonstrated that the proposed system can detect FDI attacks on commu-
nication channels of multi-agent systems by implementing the proposed method in

MATLAB and CoppeliaSim robot simulation environment.

1.3 Publication

A. Mousavi, K. Aryankia, and R. R. Selmic, ” Cyber-attack detection in
discrete-time nonlinear multi-agent systems using neural networks,” In
2021 IEEE Conference on Control Technology and Applications (CCTA).
IEEE, 2021. [35]

we presented an observer-based attack detection method to detect FDI attacks in
neighboring communication channels of discrete-time, nonlinear multi-agent systems
when the leader-follower graph topology is strongly connected.

R. R. Selmic, A. Mousavi, and K. Aryankia, “A Distributed FDI Cyber-
Attack Detection in Discrete-Time Nonlinear Multi-Agent Systems Using
Neural Networks” In European Journal of Control (Under review). [36]
In this paper, we study a more general attack detection problem for a class of
discrete-time, nonlinear multi-agent systems when their sensor, actuator, and neigh-
boring communication channels are simultaneously compromised by cyber-attacks.

The leader-follower graph topology is assumed to contain a spanning tree with the



leader as its root. We also provide a rigorous proof that the residual signal and

formation error are UUB.

1.4 Thesis Overview

This thesis is organized as follows:

In Chapter 2, the main concepts and definitions used along the thesis are defined
and presented. Moreover, the basis of formation control and neural network are
summarized and reviewed.

In Chapter 3 an NN is developed to approximate the unknown nonlinearity dynam-
ics of each agent, and a distributed displacement-based controller is proposed to
maintain the desired formation. The Lyapunov stability analysis is used to prove
the UUB of formation error.

In Chapter 4, a distributed observer is proposed for the attack detection purpose,
and the Lypunoc analysis is used to prove the UUB of attack detection residual.
Moreover, the attack detectability condition is given.

In Chapter 5, the performance of the proposed cyber-attack detection method is
demonstrated through the simulation results in MATLAB and CoppeliaSim.

In Chapter 6, the conclusion of this thesis, by summarizing the proposed results, is

provided, and the future research directions are outlined.



Chapter 2

Preliminaries and Definitions

2.1 Graph Theory

In multi-agent systems, interaction among the agents is usually modeled by graphs. This
thesis considers the weighted undirected graph to model interactions and communication
among agents [37]. Let an undirected graph G be given by G = (V, £), where the set of
vertices is V = {vy, v, ..., ux }, and the set of edges is € C V x V. An edge in G is denoted
by a pair (v;,v;). In the multi-agent system, the node v; denotes the i-th agent, and an
unordered pair of (v;,v;) € &, if the agent ¢ and agent j can communicate with each other.

Nodes i and j is are neighbors if (v;,v;) € &.

Definition 1. The neighbor set of i-th agent, N; = {j|(v;,v;) € E} is the set of all

adjacent agents to the agent 1.

Non-negative symmetric matrix A = [a;;] is adjacency matrix, where a;; > 0 whenever
there is an edge between and between node ¢ and node j, otherwise a;; = 0. Clearly,
for undirected graphs a;; = a;;. Throughout this thesis, it is assumed that there are no

self-loops, i.e., a; = 0, and the graph topology is fixed. The element a;; is the weight



between nodes v; and v;. The weighted degree of node v;, d(v;), is defined as follows:

d(v;) = Z . (1)
JEN;

The degree matrix A € RV*V is defined as A = diag(d(v;)), and the Laplacian is defined
as L = A — A. A path from node i to node j is a sequence of successive edges in the form
of {(vi,Um), (Um,vp), ..., (U, v;)}. An undirected graph is said to have a spanning tree, if
there exists a path from a node (called the root) to every other node in the graph [38].
We use v; to annotate the leader of the multi-agent system, which generates a reference
signal for other nodes to follow. The leader only sends the information to other agents and
cannot receive any information from other agents. We define the leader-followers graph
as a graph that contains all followers and the leader. We consider that the leader-follower

graph topology contains a spanning tree with the root node being the leader.

2.2 Notation

In this thesis, T represents one-step ahead state, tr(.) denotes the trace of matrix, and
1y € RY is the vector of 1’s. For an arbitrary matrix A, 5(A) denotes the maximum
singular value of the matrix and g(A) denotes the minimum singular value of the matrix
A. For a vector x the notation ||z|| denotes Euclidean norm and the Frobenius norm of a
matrix A is ||A||p = /tr(ATA). With I, we denote an n x n identity matrix. With ®

we denote a Kronecker product.

2.3 Formation Control of Multi-Agent Systems

In multi-agent systems, formation control refers to the design of a control law to stabilize
each agent’s position with respect to its neighbours in order to maintain a predefined

geometrical shape [39]. In the formation control of multi-agent systems, the interaction



among agents determines agents’ control variables and sensed variables [33]. A general
categorization of formation control includes position-based control, displacement-based
control, and distance-based control [40].

Position-based control: In the position-based formation control of multi-agent systems,
each agent actively controls its position, and each agent reaches its desired positions with-
out interacting with other agents. In the position-based control, each agent senses its
positions with respect to a global coordinate system to control its positions to achieve the
desired formation prescribed by the desired framework with respect to the global coordi-
nate system. As a result, this type of formation control requires high sensing capability
while the interaction among the agents is unnecessary. Interactions among the agents
can be considered. In the position-based control, interactions among agents improves the
control performance and maintains the formation along with the system trajectory [33].
Displacement-based control: In displacement-based formation control of the multi-
agent system, each agent maintains the desired relative position (displacements) from its
neighbors. It is assumed that all of the agents’ local reference frames are aligned, i.e.
agents’ coordinate systems are orientation-aligned local coordinate systems [41]. In this
approach, the control variable of each agent is its neighbors’ displacement, and each agent
controls its relative position with respect to its neighboring agents [42].
Distance-based control: In distance-based formation control of multi-agent systems,
each agent controls the inter-agent distances of its neighboring agents. In distance-based
formation control, agents need to interact to maintain their formation as a rigid body, and
interaction topology among agents is usually described by graph rigidity or persistence [43].
Since agents control only their inter-agent distances to achieve the predefined desired
distances, this type of formation control requires less sensing capability than other methods
[33]. Agents can measure the relative positions of their adjacent agents within the local
coordinate frames, and adjust the norms of the relative positions to control their formation

[42]. On the other hand, this method requires many interactions among agents, which plays



Position-based Displacement-based Distance-based

Relative positions Norms of relative positions of neighbors

Control variables | Absolute position of neighbors (Interagent distances)

Orientation-aligned

Coordinate systems | Global coordinate .
local coordinate systems

Local coordinate systems

Table 1: Comparison of different types of formation control.

a crucial role in the control of multi-agent systems.

In Table 1, we compare the diffident types of formation control [33,42]. Displacement-
based control is moderate in terms of both sensing capability and interaction topology
compared to the other approaches. In this thesis, we consider a leader-followers multi-
agent system. We consider that all agents measure their states with respect to a global
coordinate system. The control objective is to maintain the desired formation along their
trajectory and follow the leader. In the leader-followers scenario, the leader knows the
reference trajectory, and other agents should follow the leader while maintaining the de-
sired formation. To achieve this goal, we use the displacement-based control approach.
The consensus-based formation control can be categorized as a displacement-based control

where the desired relative displacements of agents are set to zero.

2.4 Discrete-Time Nonlinear Multi-Agent Systems

In this thesis, we consider that the physical system is modeled as a nonlinear, discrete-
time, multi-agent system that consists of N agents. The dynamics of each agent is given
by

o = filz) +ui+wi, i€ {1,2,.., N}, 2)

2

where z; € R” is the system state, u; € R™ is the control input, and w € R" is the
disturbance. Nonlinear functions f;(.) € R™ — R is assumed to be locally Lipschitz. We

also consider that the nonlinear dynamics f; and disturbance w; are unknown. The overall

10



system dynamics can be written as

xt = f(x)+u+w, (3)

where the stacked state vector is x = [z1, ..., 24T € R™N| f(x) = [f{ (%1), ..., fH(xn)]T €

R — R™V stacked control input u = [ul, ..., ul]T € R and w = [w], ..., wk]T € R™N.

Assumption 1. The unknown disturbance w is bounded by ||w|| < wyy, with wy a fived

bound.

The leader dynamics is defined as follows:

.I'?_ = fl(l'l), (4)

where f; € R", and satisfies the following assumption.

Assumption 2. The unknown leader dynamics fi(x;) is bounded by ||fi(z))|| < Far, with
a fized bound Fyr. The leader trajectory x; is in a bounded region, i.e., ||z;(t)|| < X, Vt,

with X a constant bound.

Assumption 3. The leader trajectory x; is in a bounded region, i.e., ||z;(t)|| < X, Vt,

with X,y a constant bound.

Assumption 4. The leader-follower graph topology is a weighted undirected connected

graph that contains a spanning tree with the root node being the leader.

Definition 2 ([44]). Consider the following nonlinear system
at = F(z,t), (5)

where x denotes the system state, and F is a nonlinear function. Let the initial time be
to, and the initial condition be x(ty) = xo. The solution of (5) is said to be uniformly
ultimately bounded (UUB), if for all initial states xq, there exists a b € R and a time

Ti(c,x0) € ZT such that ||x|| < b for all t > to+ Ty.

11



2.5 Cyber-Attack Classification

Attacks in multi-agent systems can be categorized as attacks on agents (nodes) and attacks
on communication links (edges) [45]. Manipulating agents’ sensors and actuators’ data
are considered as an attack on the node. Changing and jamming the neighboring data
in a multi-agent system can be considered as an attack on edge. In the attack on nodes,
the attacker injects disruptive signals into the sensor or actuator channels of the agents.
In addition, sensor spoofing can be considered in this category. In an edge attack, the
attacker launches a false signal into the neighboring communication channels of an agent
to interfere with the original signal before it reaches the receiver or the attacker keeps the
neighboring communication channel busy to avoid the transmission of the original signal.

In this thesis, we study the FDI attack on sensor channel and actuator channel of
agents as an attack on nodes and study the FDI attack on neighboring communication

channels of multi-agent systems as the attacks on edges.

2.5.1 Attack Model

This thesis focuses on the class of FDI attacks that alter the data transmitted through
communication channels. Different FDI attacks can be performed according to the at-
tacker’s available resources. In this thesis, we focus on the detection of FDIs attacks on
the sensor, actuator, and neighboring channels.

In this subsection, different types of FDI attack on distributed multi-agent systems
are modeled [14]. We consider that the attacker has access to the agent communication
channels, and it can change the actuator, sensor and neighboring communication channels
data of each agents.

i) Attack on the actuator channel: Each agent uses the actuator channel to send

its control input to the plant, and the attacker can perform the FDI attack on this channel

12



and change the control input. The attack on the actuator channel can be modelled as

ui = u; + KUy, (6)

where u{ is the corrupted control input, u¢ is the attacker signal, and flag x; = 1 when

there is an attack in the actuator channel (k; = 0 in the attack-free case),

1, if agent ¢ is under actuator attack,
Ki = (7)

0, otherwise.
ii) Attack on the sensor channel: The system output is sent to the controller
through the sensor channel, and the attacker can change the sensor data by injecting
some false data into the sensor channel. We consider that the system’s state is measurable

by sensors [46]. As a result, the attack on the sensor channel can be modelled as follows:

.TZC =x; + )\1'33'?, (8)

where zf is the corrupted sensor data, ¢ is the attacker signal, and flag A; = 0 when there

is not an attack on sensor channel, otherwise \; = 1,

1, if agent ¢ is under sensor attack,
A= (9)

0, otherwise.
Since the controller uses the sensor data to generate control input, by corrupting the
sensor channel data, the attacker can affect the control input.
iii) Attack on neighboring communication channels: We consider that each
agent’s control input is a function of the agent’s sensor data and its neighboring data.
Define (; as aggregated outputs of i-th agent’s neighbors. The agent i receives the data

from its neighboring communication channels (see Fig. 1). The i-th agent’s control input

13
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Figure 1: System architecture of the agent 7.

can be expressed by a known function F; as follows:
u; = Fi(wi, G).- (10)

Let Z; denotes the sensor measurement of the agent j that is sent to its neighbors,
including agent i € Nj. Attack on neighboring communication channel of agent ¢ occurs
when the attacker changes the sensor data of agent j € N; by injecting ;. Therefore,
neighboring communication channel of agent 7, in the presence of attacks, can be modelled
as [15]:

5 = 1, + Uiz, (11)

where ¢, is the corrupted sensor data that agent ¢ receives form agent j, and flag \IJ; =1
when there is an attack on neighboring communication channels and the attacker change

the data that agent i receives form agent j, otherwise \Ilé =0,

' 1, if the attacker change the data that agent i receives form agent j, (
Ul = 12)
J

0, otherwise.

14



Other agents )

Agent j

Figure 2: Multi-agent system under attack in neighboring communication channel.

When the attacker, by injecting zf,;, changes T; to z¢;, the ¢; is changed to (f. Therefore,

we have the following expression for the corrupted control input of agent ¢:

where u] is the i-th agent’s control input, which has been affected by the attack on the
agent’s neighboring communication channels. Consequently, an attack on neighboring

communication channels affects the agent’s control input.

Remark 1. The x; is the sensor data that agent j sends to its neighbors and it is equal

to x;.

All types of attacks can compromise the agent’s control input, which can lead to de-

grading the control performance, formation and possibly causing collision between agents.

Remark 2. Note that an attack on the actuator channel directly affects the agent plant,
and an attack on the sensor and neighboring communication channels directly affects the

controller and observer (see Fig. 1).

We propose a distributed, residual-based attack detection method to detect the stated

types of attacks. The attack detection method’s objective is to enable each agent to

15



detect attacks in its communication channels. By exploiting the proposed attack detection
method, each agent can detect attacks on its sensor channel, actuator channel, and its

neighboring communication channels.

2.6 Neural Networks

Neural networks are modelled based on the nervous system, with the neuron as the basic
unit. In the context of the control system, neural networks have vast applications such
as system identification, and nonlinearity estimation and adaptive control of nonlinear
control systems. In this subsection, we provide a brief background on neural networks
(NN) and model an NN to exploit it in closed-loop control systems. In the closed-loop
control systems, NN can provide stabilizing controls for the system and maintain all its

weights bounded.

2.6.1 Radial Basis Function Neural Networks

One of the most significant capabilities of neural networks is the function approximation
property. NN is used to cope with the demand for controlling the uncertain and unknown
nonlinear control systems using the capability of learning online through the stable closed-
loop control process and exploiting the learned knowledge in the control tasks to improve
the control performance and assure the stability of the closed-loop system.

The main feature of adaptive control is to approximate the unknown functions through
online adjustment of controller parameters. This feature helps a designer to achieve the
desired level for control performance. However, adaptive control’s adjusting ability is lim-
ited since it needs to recalculate (or re-adapt) the controller parameters even for repeating
the same control task.

Using the adaptive neural network enables us to approximate the unknown nonlinearity
of system dynamics. Moreover, the adaptive tuning law establishes the boundedness of

the neural network weights matrix in closed-loop systems. To derive the adaptive law, we
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Figure 3: Gaussian activation function.

proposed to use the Lyapunov stability theorem.
In this thesis we used the RBF network for the function approximation, which is
developed in [47]. The RBF networks belong to the class of linear in parameter neural

T ¢ R, its output as

networks. By considering the RBFNN input as z = [z, ..., 7,
Yy = [y1, .-, ym|T € R™ and ¥ neurons in hidden layers over a compact set Q, C R", the

RBFNN can be expressed as

W
Y = Zwijgoj(x) =wlo(x), i=1,..,m, (14)
j=1
where w; = [w;1, wye, . . ., ww]T is the weight vector where w;; is the weight between neuron

j and output 7. The activation function ¢;(x) is a radial basis function with ¢; € R™ as the
center of the activation function, and p; as the width of the Gaussian functions. Moreover

o(x) = [p1(), ..., po(z)]", and the Gaussian activation function is defined as

2

0i(2) = exp [_<x_ q’j (z = qi)] L i=1,2,....90. (15)

By defining the weights matrix W = [wy, ..., w,,] the RBENN can be re-written as
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Figure 4: RBF neural network.

fla) = W e(x). (16)

In the next chapter, the described RBFNN is used for the approximation of the un-

known system dynamics.
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Chapter 3

A Formation Control Design for
Discrete-Time Nonlinear

Multi-Agent Systems

3.1 Problem Formulation

For the multi-agent described by (2), consisting of one leader and N followers, the objective
of the system is to reach the desired formation shape and maintain the desired form along
their trajectory. As a result, the objective of each agent can be defined as to reach a
desired relative position with respect to its neighbouring agents while following the leader.
We designed a distributed control law such that the relative position between neighbouring

agents ¢ and j converges to the bounded, desired, relative inter-agent displacement d,;:
Ty — T _>dija 1,] € {1,,N} (17)

We define the desired, relative inter-agent displacement between agent ¢ and the leader as
d;. As aresult we can represent d;; = d; —d; as a desired relative inter-agent displacement

between agent i and agent j. We define the tracking error between the agent ¢ and the
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leader as

The local formation error of i-th agent is given by

€, = Clij(l'j — X; — dﬂ) + bZ(Il — T; — dl), (19)
JEN;

where b; is the direct gain from the leader to agent ¢ and b; > 0, with b; > 0 for at least

one agent. Consequently, there exists at least one agent (i-th) such that the leader sends

its information to it, i.e. b; # 0.

Remark 3. The existence of a communication link between the leader and at least one of
the agents is a standard consideration that can be seen in the formation control problem
of multi-agent systems [48-51]. This consideration relaxes Assumption 5 in [52], where

authors considered that the agents are aware of the leader’s information.

Let e = [el, ..., el]T € R™Y and matrix B = diag(b;). Similar to [53], the global form

of formation error is given by
e:—[(L+B)®In](x—1N®xl—d), (20)

where d = [d7, ...,d5]" € R™. Since we considered b; # 0 for at least one agent, matrix
L + B is full-rank and invertible [51]. The desired relative position between agents and
the leader is bounded by ||d|| < dys, with dj; a fixed bound.

By defining the stacked tracking error as 6 = [61,...,0%]T € R™Y the global formation
error can be rewritten as

e =—[(L+B)® 1,6 (21)

The global formation error dynamics is given by

et =—[(L+B)QL)(f(x)+u+w—1y®z —d). (22)
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Lemma 1 ([51]). Let the undirected graph contains a spanning tree, with the leader as a

root and 3b; # 0. Then, ||0]| < ||e||/a(L + B).
Lemma 2. Let L € R™™ be a positive definite symmetric matriz. Select a positive
diagonal matriv K € R™" such that 5(K) < 1/5(L), and define

P=I-KL. (23)

Then, ||P]| < 1.

Proof. Let 6(K) < 1/5(L), and \;(KL) be i-th eigenvalue of K L. Using the fact that for

a positive definite symmetric matrix A, Apaz(A) < 3(A) [54], one has

MK L) <o (K)Amas (L) < 5(K)5(L) < 1. (24)

As matrix KL is a positive definite matrix, it follows that 0 < M\(KL) < 1, for i €
{1,...,n}, which implies 0 < \;(P) < 1. For a symmetric matrix P, one can get ||P|| =

Amaz(PTP) = |Amaz(P)|, and consequently || P|| < 1. O

Remark 4. Note that if d; = 0 for i € {1,...,N} in (18), the formation control setup

becomes a consensus problem [33], where the result of this thesis can still be applied.

3.2 Nonlinearity Dynamics Estimation Using Neural

Network

To design a controller for the multi-agent system (2), it is required to approximate the
nonlinearity f;(x;). To approximate the unknown nonlinear dynamics, each agent has an
RBFNN.

It has been proven in [55] that an RBF network (16), with sufficiently large number

of nodes ¥ and appropriately placed node centers and variances, can approximate any
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continuous function f;(x) : 2, — R™ over a compact set 2, C R" to an arbitrary accuracy

as

where the W; € R%>" is the desired constant unknown weights matrix, ¢;(z;) € RY>*" is
an NN activation function, and ¢; is the NN approximation error. The approximation of

the overall dynamics nonlinearity f(x) = [f{ (z1), ..., f5(2xx)]T can be written as

f(x) =W e(x) + e, (26)

where the overall ideal NN weights matrix W is defined as W = diag(Wh, ..., Wy), ¢(x) =
67 (@), s Sy (@7, and € = [€], .., KT,

The estimation of the nonlinearity in the dynamics of multi-agent systems using RBFNN
is given by

filzi) = Wl oi(y), (27)

where W is the current estimated NN weights matrix. The overall nonlinearity f(x) over

a compact set () can be estimated as follows:

f(x) = Wo(x), (28)

where the estimation of the ideal weights matrix W is defined as W = dz’ag(Wl, s WN)
The ideal weight vector W is an artificial quantity required for analytical purposes, and

is defined as the value of W that minimizes |¢| for all z € Q, C R", i.e.

W2 arg i {sup |60 - 177600} (29)

WeR>*™ | 2eQ,

From (15) one can write ||¢(x)|| < ¢ar, with a fixed bound ¢,. Considering sufficiently
large number of neurons, the NN approximation error € is bounded, i.e., ||¢|| < epr [47].

We use a standard assumption [48,56-58] as follows:
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Assumption 5. Unknown ideal NN weights matric W is bounded, i.e., ||[W||p < Wy,

with a fized bound Wy,.

3.3 Control Design

Based on the defined control objective for the leader-followers multi-agent system (2)
which is maintaining the desired formation along the trajectory, and by considering the
estimation of unknown nonlinearity f;(z;) as (27), for each agent we propose the following
distributed control law

U; = —fz(%) + x; + kies, (30)

where the positive diagonal matrix k; € R™ "™ is the control gain. By using (27), the

control law (30) can be rewritten as

u; = —WiTﬁbz‘(l‘i) + x; + ke, (31)
or in the stacked form as
u=-WTp(x) +x + Ke, (32)

where K = diag(ky, ..., ky). By defining W; = W; — W;, the function estimation error is
given by

fx) = f(x) — f(x) = WTg(x) +e, (33)

with W = diag(Wi) being the NN weights matrix estimation error. Let the observer error
T; = x; — x; be the attack detection residual. Then, one can obtain the residual dynamics
as

T =G + WZT@(%) + &+ w + e (34)
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Let x = [z7, ..., 2%]" € R™Y. The stacked residual dynamics is given by

T =Gx+Wo(x)+w+e+e, (35)

where G = diag(G1, ..., Gx) € R™W*"N_ Motivated by [59], let us consider the NN weights

tuning law as follows

W;m =W + a¢;(z;)hi — F;W;, (36)
where constant o > 0, F; = Iy, with 0 <y < 1, and

Theorem 1. Consider a multi-agent system in the absence of attack that is modelled
by a weighted undirected graph, with agents modelled by (2), under the Assumptions 1-5.
Select the control law (31), and the NN weights matriz tuning law (36). If the following

conditions hold

(K) < ﬁ (38)
o<1 (39)

with L = (L + B)® I,,, and P = Iy, — KL, then the formation error and the NN weights

matriz estimation error are UUB, with practical bounds given by (56) and (59) respectively.

Proof. Consider the following Lyapunov function candidate

1 1o
V==ele+ Etr(WTW), (40)

Cc
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52(L)+52(L)52(P)
1-52(P)

where ¢ = . From Lemma 2, one can conclude that ¢ > 0. Let us define

= 1w+ €. (41)
From Assumption 1, p is bounded by

el < g (42)

where 1y = €, + wyr. Moreover, let us define
V:1N®xl_1N®fl(«rl)- (43)

Then one has

Wl < var, (44)

where vy, can be obtained using Assumptions 2 and 3. By defining

9 =WT¢(x), (45)

from (22) the first difference of Lyapunov function candidate V; = lee is derived as

follows:
L7 T 27T 2 157 2 riT Lorsrs
AVi=—-e (I-—P' Ple——-0"L"Pe——pu L"Pe— —v'L" Pe+ —6"L" L0
c c c c

C

4
2777 2777 L orers L rers L orsrs (46)

+-0 L Lpu+-0"L" Lv+ - L Lu+ —-v' L" Lv+ —u" L Ly,
c c c c c

and from (36), the first difference of Lyapunov function candidate Vo = itr(WTVf/) is

derived as

1 - - - - R - -
AV, :Etr[—QaWTgbngW —2apud" W + 29WTEFW + o2WTpoT o™ W
(47)
+ 202 W o’ — 20W pd" FW + o2 o™ — 200" FW + WTFTFW],
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From (46) and (47), the first difference of Lyapunov function candidate is obtained as

1 2 2 - 2 - 1 geme 2 e
AV =~ =e'(I — P'P)e — =0"L"Pe — p" LT Pe — “v" L Pe + =0T LY Lo + 0" L" Ly
C C C C C C
2 D R [ | . N

+ 20T L Ly + "L Ly + —v" LY Ly + =" L' Lv + —tr[—2aW T pp™ W
C C C C [0
— 200" W + 29WTEFW + o*WT " o™ W + 20> W " " — 2aW " FW

+ a?ud ou” — 2aup” FW + WTFTFW].

(48)
Reorganizing the terms in (48), yields
L T 2 077 2 per 2 prr Lorsrs
AV <—-e'(I-P P)e—-0"L"Pe——pu L"Pe— —v" L" Pe+ —0"L" L0
c c c c c
2 o= 2 o= 1 op- | 2 e
+ 20T L L+ 20T LT Ly + —p LT Lp 4+ ~v' LT Ly + o’ + =pt LT Ly
C C C C C (49)

—(2—ad" )70 — 2(1 — g )0 pu + étrwWTW +29yWT (W —W)
+ 2ayug” (W = W)).

Consider any two vectors v; and v, € R™; applying Young’s inequality and Cauchy

. . : T arl[vr|* | azllva|?
inequality, one can write v] vy < 205~ T " 2as

, where a; and ay are positive constants.

From this one can write

2 rFr 2_ 7\ a1 2 @2 2
— < —
09 LTPe < C<7(L)o—(13)(2a2||9|| + 2a1”e|| ), (50)

where a; = 26(P)a (L), and ay = 1 — 3%(P). Using the following equation

5(L)a(P) 2 =1, (51)

a2

—_
|
[\V)
|
Q-
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and considering (50), (49) can be written as

1 ) T 2 rrr 2 prr a*(L) 2
AV < — 2_0[1 —a*(P)le’ e — E,u L* Pe — EI/ L* Pe + . (ar + var)® + 290 Warpim
. 2 =
+ agi it — (1 — ag )07 — 2(1 — ad” $)0" o+ 270+ =0T L Ly + =07 L" Lv
c c

1 A oA ~ ~
+ atthWTW + 29WT(W —W)).

(52)
By defining Byy = 1 —a¢?,, T =1+~ +72 (L ,and I'y = 62£E)
for 6, we have
1 2 - 2 - r I
AV < — =[1 = 6*(P)|e"e — Zu"L"Pe — 20" L"Pe — Bu||0 — =—par — —=vt||”
< 20[ o*(P)le"e o e——v e — Bul| B, BMVMH

1 1 . )
B, Tamar + Covar)” = —[1(2 = MIIWI[7 = 29(1 = )Wl [Wlr — ¥ Wi

*(L) > 2 9
- (par + var)™ + 290 Warpinr + adiyspin-
(53)
Now by completing the squares for W, one can have
I, ry ., 1 1— 2
AV < — BMHG—B—/LM_B_VMH +=—y(2-7) HWIIF——WM
- M i (54)
— 2|30 - IR — 20ulkl - o),
cl2
where Ay = 6(L)a(P)(uas + var), and Ay is
_ c c
Ag 252(L)</JM + VM)2 + ZC'VQbMWMNM + OéCQZﬁ?W,U/?W + B—(FluM + FQVM)2 + aﬁWfA
N _
(55)

Then, AV < 0 as long as (38), and (39) hold, and the quadratic term for e in (54) is

positive which is guaranteed when

20A; + \/4A} +2(1 — 62(P))Ay A
2 e 56
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Similarly by reorganizing terms in (53) and completing square for e, one can obtain

1 _9 2 R 9 Iy
AV < = (1= (P))le - TQ(P)U(L)o(P)(um + vn)|I° = Burl]0 — B, -
T 1 . ~
- j_f})—QVMH2 — =y = DWIE =291 = NWa|[W][F — €],
M «

with

«

& =" Wi + alpar +var)® + 2@ 15y + 2070 Warpiar + 28 (Cypons + Tovar)?. (58)
M

Then, AV < 0 as long as (38), and (39) hold, and the quadratic term for W in (54) is

positive which is guaranteed when

|l > 1= W + VPP =)W +9R =€ s g5 (59)
72 =7)

We conclude that AV is negative outside a compact set as long as (38) and (39)
are satisfied and either (56) or (59) holds. According to a standard Lyapunov extension
theorem [44], this demonstrates that the formation error and NN weights matrix estimates
error are UUB. Lemma 1 shows that the tracking error vector §(t) is bounded. That means

all agents follow the leader while maintaining the desired formation. O

If either (56) or (59) holds, AV is negative and V' decreases. Therefore, (56) and
(59) provide practical bounds for the formation error and the NN weight estimation error
respectively.

In this chapter, we defined the objective of a leader-followers multi-agent system as
reaching a desired relative position with respect to its neighbouring agents while following
the leader. We used an RBFNN to approximate the agent’s unknown nonlinearity dynam-
ics and designed a distributed control law to realize this objective. A Lyapunov stability
analysis was used to prove the UUB of formation error and show that the stated objective

1S met.
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Chapter 4

Attack Detection

In this chapter, we propose a detection method that enable each agent to detect FDI cyber-
attacks in its sensor, actuator, and neighbouring communication channel. The designed
attack detection method is capable of detecting these attacks separately and a combination
of them. We propose a distributed observer for each agent, that is used to form a residual

signal. We then design an attack detection threshold by applying the Lyapunov analysis.

4.1 Attack Detection Method

For a distributed cyber-attack detection, each agent has a dedicated NN-based observer
that generates the residual signal. We propose the following observer to estimate the i-th

agent’s states

e, (60)
2;(0) = z;(0),

where the diagonal matrix with nonnegative elements GG; € R™*™ is the observer gain. The
observer dynamics has a neural network part, a standard observer part, and a part that

depends on graph topology.
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The system reaches its desired formation if no attack is injected into the system. We

propose here a method to detect attacks. As a result, the following theorem is given.

Theorem 2. Consider a multi-agent system that has reached the desired formation (i.e.,
lle]| < enr) in the absence of an attack with the observer (60). If the following condition
holds

7(G) < — (61)

with n = 1+ (1 — a¢3,)!, then, the residual T is UUB, with practical bounds given by

(72).

Proof. Consider the desired formation is achieved if there is no injected attack to the multi-

agent system, (i.e., ||e]| < epr). Let us define the following Lyapunov function candidate

V=V + Vs, (62)

where V; = x'x, and V, = étT(WTW). By considering (41), (43), and (45), the first

difference of Lyapunov function candidate is given by

AV = AVi + AVs. (63)

From (35) one can derive AV] as follows:

AV =xH %t —xTx = —x"[I - GTGIx + 25" GT0 + 20" e + 2" G 1 + 2%GTe

(64)
+ 070 420"+ '+ efe 4+ 2u”e.
By defining F' = diag(F;), we use (36) to obtain AV,
| cpe 1 . . . o
AV, :atr[(w+)TW+ —~WTw] = atr[—Z&WTgMTW — 2aug” W + 29WTFW
+ WP o™ W + 202 W g o™ — 2aW " FW + o pd” o™ (65)

—2ap¢" FW + WTFTFW].
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Thus, from (64) and (65) one we can write AV as:

AV =20TGx — %I — GTG)x + 207 e + 257G e + 207 1 + 070 4+ 2x7 G + 2" e
1 - - - - N
+ 4T+ eTe + —tr[—20WT o™ W — 200" W + 29WT F W
“ (66)
+ o’ W 06" g™ W + 20° W  op” — 2aW pg" FW + o g ppu”

— 20" FW + WTFTFW).
Reorganizing the terms in (66) yields

AV < —(1—a¢"9)0"0 —2(1 — ag’ ¢)0" n+ 20" e + 20"+ 20" Gx — x"[I — G" G]x
1 .
+2x%TGTe + 2xTG T+ p 4+ apTopTp + ele + 2uTe + —tr[y*WIW
(6]
+ 29WE (W — W) + 2ayug” (W — W)].
(67)

Completing the squares for #, and considering Assumption 3, one can write

0’ 1—adTe! T T—agle"

1
GG + 2(%)&%% e

T
AV <~ (- ad )0~ G- 1000 L

|
—iT[I—(1+W

(1+7)2 v+1

1 —ap?e 1—apTo
1 ~ .

- =h2- DNIWING =291 = Wyl [W]lr — V¥ Wirl + 29/l W g

(68)

+ (=27 + Yt 4 2( )ule +nele

Completing the squares for W, considering (68), and using the fact that ||p(z)|| < ¢,

one has
T 1 ~ 7+04¢T¢ 1 2
AV <—(1-a¢ ¢)||f - WGX 1 a¢T¢M 1 a¢T¢€||
- 1 .
- (=0 O IR~ s ol + o) (69
. 1 2
- =) Il - 52w

31



with

v+1

m)ﬁ(G)uM +nao(G)ear, (70)

p1=(

where ey is derived using the result of Theorem 1 and is given by (56). Moreover,

(1+7)2 2 7+1 2
D 2ty (———— (71
1_0[(;5?\/[)/~LM+ (7 ?M>6M+776M (71)

L v

W2 + (=2
02—~ Mt (=27 +

p2 =2y Wi +

Then, AV < 0 as long as (61) holds, and the quadratic term for X in (69) is positive which

is guaranteed when

prt i+ (L—no*(G)ps o (72)

I >R

In general AV is negative outside a compact set as long as (61) is satisfied and (72) holds.
According to a standard Lyapunov extension theorem [44], this demonstrates that the

residual is UUB. O

If (72) holds, AV is negative and V' decreases. Therefore, these provide practical bound

7 for the residual signal.

Remark 5. Theorem 2 shows that when the multi-agent system reaches the desired for-
mation, in the absence of attacks, the residual is UUB, with the bound w ( [44], Theorem
2.4.6). Thus, under an attack-free condition, one has ||X|| < w. Therefore, we consider w

as the attack detection threshold.

4.2 Attack Detectability Condition

The scalar 7 is the threshold for the stacked detection residual of a multi-agent system.
For an arbitrary vector x = [z7, ..., #%]7, recall the norm inequality property ||Z;|| < ||x]|.

Therefore, the scalar m given by (72) is selected as each agent’s residual’s threshold. The
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detection threshold 7 guarantees that
||| < (73)

when no attack affects the agents communications channels. Therefore, each agent local
detection algorithm checks whether condition (73) is satisfied.
Let us define the variable s;, as the overall effect of attacks on residual signal of the

i-th agent, which is given by

S; :niu? + AZGZIf + fl(l’z) — fz(l’z + )\fo) + Z CLij(\If‘.fa — )\Z.If) + bz(\I/;i’Z — )\ﬂ?f)

Jvii
JEN;

(74)
The following theorem determines the attack detectability condition.

Theorem 3. Consider a multi-agent system (2) that is modelled by an undirected graph.
Select the control law (31), and the NN observer (60). An agent detects FDI attacks if the

following inequality holds

k—1 k—1
1D G sil| > 74+ 1) G T W b() + e + € + wi)] |- (75)
=0 =0

Proof. Let us consider #; as the control input of 7-th agent when the agent is under sensor
and neighboring channels’ attacks. From (30), @; can be written as

U = — fi(zs 4+ A\a?) + 2 + Mal + kg Z aij(T; + V75,

jEN; (76)
— T — )\ixq — dﬂ) + bz([fl + \I’;ZZ‘Z — Ty — /\il‘(-l — d,)

3 (2

From (2), (6), and (76) the system dynamics under sensor, actuator, and neighboring
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channels attacks can be written as
= f(x;) + w4 + Kiud + w;. (77)
From (8), (11), and (60) the observer dynamics under attack can be written as

& =f(z; + Nx}) + u; — Gi(z; + \ixd) Zalj%—i_qﬂa

]]1

JeNi (78)
— X; — )\ZZL';I — dﬂ> + bz(fl + \Il;i'z — T; — /\l(L’;L — dz)

Considering the detection residual, and from (77) and (78), the residual dynamics can be
derived as

The response of residual signal (34) under attack, when z;(0) = #;(0), can be written

as
k—1

Ti = Z Gf‘l_l(WiTMxi) +é€ + 6 +w; + Si). (80)
=0

Using triangle inequality, one has

k—1 k—1
131 =11 G sl = 11 G W d(a) + e+ e + wi). (81)
=0 =0
If the following condition is satisfied
k-1 k-1 )
1Y G sl = 1Y G W () + e + & + wy)|| >, (82)
=0 1=0

then, the residual exceeds the threshold, i.e., ||Z;]| > 7, which implies the following attack

detectability condition

k—1 k—1
1D G sl >+ (1D G W dla) + e+ €+ wi)l. (83)
=0 =0
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This completes the proof. n

Note that in practice, it is sufficient that

"jl|| > T, (84)

for agent 7 to affirm that an attack has occurred in its communication channels.

Remark 6. The overall attack effect s; can be due to any type of attacks mentioned earlier

including some combination of them.

In this chapter, we developed a distributed attack detection method for detecting FDI
attacks in sensor, actuator, and neighbouring communication channels of the discrete-
time multi-agent systems with unknown nonlinearity dynamics. We used the Lyapunov
stability analysis to prove the UUB of attack detection residual when the system reached
the desired formation and provided a practical attack detection threshold. Moreover, an

attack detectability condition is provided to determine the detection of attacks.
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Chapter 5

Numerical Simulation and

Implementation

In this section, we provide three examples of nonlinear multi-agent systems control and
being under FDI attack. In the first example, we consider four different attack scenarios
on the discrete-time nonlinear multi-agent system with unknown dynamics in the MAT-
LAB environment. We evaluate our proposed control law in the attack-free scenario and
attack detection method on under-attack scenarios. In the second example, we consider a
multi-agent system of UGVs and implement two different attack scenarios on neighboring
communication channels of the multi-agent system. We use the MATLAB environment
to validate the UGVs detection systems and their behavior under attack conditions. In
the third example, we used the CoppeliaSim simulation environment to emulate a real-life
scenario. We implemented the first scenario of the second example in the CoppeliaSim

and investigated the behavior of UGVs under attack in this environment.

5.1 Simulation Results

We conducted numerical simulations to evaluate the performance of the proposed attack

detection method.
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Figure 5: Communication topology and formation shape.

FExample: Consider a multi-agent system with the leader and five agents as followers,

modeled by the undirected graph as shown in Fig. 5. We consider the dynamics of each

agent as [44]:
zt = ;”ze +u; +w;, i€ {1,2,.,5}, (85)
i L4
1+$i
where z; = [z Ilfig]T. Variables x;; and x;5 are the position in & and y coordinates,

respectively. We set 6, = 0.3, B = 0.5, 3 = 0.6, 54, = 0.9, and B5 = 1. In this simu-
lation, we select the control parameters k; = 0.4[5, and the observer gain as G; = 0.115.
The initial conditions for the follower agents are: z;(0) = [1, —6]T, x5(0) = [1,-7]", and
23(0) = [1.5, —6]T, 24(0) = [0.5, —=5]T, 25(0) = [1, —5]T. The disturbances in the dynam-
ics of each agent are given by w; = [0.03,0.01]% cos(3t), ws = [0.02,0.02]7 sin(3t), w3 =
[0.01,0.03]" cos(2t),wy = [0.02,0.03] cos(4t), ws = [0.02,0.01]" sin(3t).

RBFNN is selected with 9 neurons, centers g; evenly spaced for each agent on [—1, 2] x
[—7,—4] grid, and F; = 0.4]y, o = 0.01.

The desired formation and communication topology is shown in Fig. 5, and the desired
position of each agent with respect to the leader is given by

di = [-0.5, —0.5]",dy = [-1, —1]",ds = [-1, 0", dy = [-1, 1T,

(86)
ds = [—0.5, 0.5]".
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In the example, we first investigate the performance of the proposed neural network-
based control law in an attack-free scenario for the multi-agent system (85). Then, we
provide four attack scenarios for the multi-agent systems to demonstrate the effectiveness
of the proposed attack detection method. We consider the leader trajectory as xz;; =
cos(t/15) + 2, x;o = sin(t/15) — 6.

In the attack-free scenario, we validate that the multi-agent system reaches and main-
tains the desired formation with the proposed control law (31). Fig. 6 shows the system
trajectory along x and y coordinate in attack-free scenario, and Fig. 7 shows each agent
formation error which shows that it is UUB. Fig. 8 shows the Frobenius norm of the

neural network weights matrix.

Leader --—----- Agent2 - --- Agentd
,,,,,,,, Agentl - Agent3 Agentb

Time

Figure 6: Multi-agent system formation in attack-free case.

Now, we consider four attack scenarios. For the first attack scenario, we consider the

attacker injects false data on the agent 3 actuator channel

u§ = us + Ksus, (87)
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Figure 8: Neural network matrix weights Frobenius norm for all agents.

where u§ = (1 — exp (50 — ¢))[0.7,0.7]7, and

1, for 50 < t < 60

K3 =

0, otherwise.

(88)

In Fig. 9, the effect of attack can be seen on the system formation. The residual signal

of agent 3, which is ||Z3]| with the threshold =, is shown in Fig. 10. The attack increases

the residual signal of agent 3 and it exceeds the threshold.

For the second scenario, we consider that the attacker injects false data on the sensor

channel of agent 5
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Leader --—-—--- Agent2 - --- Agentd
________ Agentl s Agentd - Agent5

Time

Figure 9: System trajectory under attack with attack on the actuator channel of agent 3.
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Figure 10: Residual signal of agent 3 in case 1: attack on the actuator channel of agent 3.

.Ig =I5+ )\5.%'?, (89)

where z¢ = [-2, —2.5]7, and

1, for 50 <t < 60
A5 = (90)

0, otherwise.
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Figure 12: Residual signal of agent 5 in case 2: attack on sensor channel of agent 5.

In Fig. 11, the attack’s effect on the agent 5 sensor channel can be seen. The residual
signal of agent 5, ||Z5||, increases during the attack and reveals the attack (Fig. 12).

For the third scenario, we consider the attacker performs the FDI attack on the neigh-
boring communication channels of agent 4. We consider that the attacker injects the

false data into the communication channel between agent 4 and agent 5, and the attacker
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changes the data that agent 4 receives from agent 5

TS, = T5 + VTl (91)

where 7¢, = [—2, 2cos(2t)]T, and

1 for 50 <t < 60
Ui = (92)

0 otherwise.

Leader --—-—--- Agent2 - --- Agentd
———————— Agentl e Agentd ------ Agent5

Figure 13: System trajectory under attack. Attack on the neighbouring communication
channel between agent 4 and agent 5.

Fig. 13 shows the effect of the attack on the neighboring communication channel of
agent 4, and the residual signal of agent 4 is shown in Fig. 14, which illustrates the
detection of the attack.

For the last scenario, we consider that the attacker breaches all channels and distorts
their data. The attacker injects the false data in the actuator channel of agent 3, in

the sensor channel of agent 5, and changes the data that agent 4 receives from agent
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Figure 14: Residual signal of agent 4 in case 3: attack on the neighbouring communication
channel of agent 4.

5. In fourth attack scenario, we simulated the multi-agent system (85) with previously
mentioned attack signals. In Fig. 15, the effect of mentioned attacks on the performance
of multi-agent system (85) is shown. Since agent 3, agent 4, and agent 5 are under attack,
the residual signals of these agents are shown in Fig. 16, indicating attacks’ detection.
Consequently, all the attacked agents can detect the attack by the proposed detection
method as all the attacked agents’ residuals exceed the threshold during the attack, as
shown in Fig. 16.

FExample 2: In this example, we consider a multi-agent system of UGVs and implement
two different attack scenarios. We consider four UGVs. One is considered the leader, and

the others are the follower agents, modelled by single-integrator dynamics, similar to [23].

where x; = [x;; 2;]7. Variables z;; and w4 are the position in z and y coordinates,
respectively and u; € R? is the control input.
By considering f;(z;) = z; + sin(z;) as the unknown nonlinearity, the UGVs dynamics

can be expressed as follows:

x = filai) +us. (94)
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Leader -------- Agent2 ---- Agentd
———————— Agentl e Agent3d - Agenth

Time

Figure 15: System trajectory when agent 3, 4, and 5 are under attack; combination of the
three different types of attacks.
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Figure 16: Residual signal of under attacked agents.

We used the controller (30), and observer (34) for each UGV and used the proposed
attack detection method for detecting FDI attack in the communication channels of each
agent.

In this example, we consider the control parameters k; = 0.515, and the observer gain

as G; = 0.15,. The initial conditions for the follower agents are: z;(0) = [1.5, —7]7
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Agent 1

Agent 2

Figure 17: Communication topology and formation shape.

75(0) = [1,=7.5]7, and z3(0) = [1.5, —=7.5]7. RBFNN is selected with 9 neurons, centers
¢; evenly spaced on [1,4] x [-8, —2] for each agent, and F; = 0.35]y, a = 0.01.

We consider the following leader trajectory x;; = 0.03t + 3, and x;, = 0.03t — 3.
The desired formation and communication topology is shown in Fig. 17, and the desired

position of each agent with respect to the leader is given by

di =[-1, 1|7, do = [-2, 0T, d5 = [-1, 1]". (95)

Fig. 18a shows the system in the attack-free case, which illustrates reaching the desired
formation. In the following, we consider two attack scenarios on neighboring communi-
cation channels of agents. In the first attack scenario, we consider that the leader signal
is under attack, and the attack changes the leader signal by injecting false data on the
communication channel between the leader and UGV 1. As a result, UGV 1 receives cor-
rupted data from the leader.We consider the following leader trajectory x;; = 0.03t + 3,
and x;; = 0.03t — 3. The desired formation and communication topology is shown in Fig.

17, and the desired position of each agent with respect to the leader is given by

ilcl =T+ \Ijll‘fflv (96)
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where 7¢ = [—1.4sin(t/6), cos(t/5)]", and

1 for 40 <t <50
U = (97)

0 otherwise.

Fig. 18b shows the effect of this attack on the multi-agent systems. Since all agents
receive the leader signal directly or indirectly, the attack affects all the agents and changes
the desired formation. Since the leader is the neighbour of agent one, the neighbouring
communication channel of UGV 1 is under attack. Fig. 19a shows the residual signal of
UGV 1, which indicates the detection of the attack.

In the second scenario, we consider that the neighbouring channels of agents 2 and 3
are under FDI attacks, and the attacker changes the sensor data that UGV 2 and UGV 3
receive from UGV 1 as follows:

iy = Ty + Uiz,

(98)

Ty = Ty + Wiy,
where 79, = [—1.2sin(t), cos(t/15)]T, 743 = [-0.5, cos(t/3)]*, and

1, for 40 <t <50
Ul = 2 = (99)

0, otherwise.

In this case, the neighboring communication channels of both UGVs 2 and 3 are under
attack. The effect of this attack on the multi-agent system can be seen in Fig. 18c. The
residual of UGV 2 and UGV 3 are displayed on Fig. 19b which are showing the detection
of attack on both UGVs.

FExample 3: In this example, we implement the first scenario of the Fxample 2 in
the Coppeliasim environment. The CoppeliaSim (formerly V-REP) is a virtual robot

experimentation platform used to validate this thesis’s theoretical results. The simulation
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Figure 18: System trajectory. (a) system trajectory in attack-free case. (b) System
trajectory under attack in the first scenario when agent 1 neighboring channel is under
attack. (c) System trajectory under attack in the second scenario when agents 2 and 3
neighboring channels are under attack.

software CoppeliaSim enables us to have a real robot dynamics emulation that is close
to the real robot platform. Four mobile robots (Pioneer P3-DX) are considered, one as
the leader and the others are the follower robots (see Fig. 20). They are modeled by the
dynamics (93). The control parameters are the same as that in ezample 2. In this attack
scenario, the attacker injects the false data to the neighbouring communication between
the leader and robot 1 to change the system formation to its desired formation (see Fig.

21).
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Figure 19: Residual signal. (a) Residual signal of agent 1 in the first scenario. (b) Residual
signal of agents 2 and 3 in the second scenario.

!

Figure 20: Schematic of Pioneer P3-DX robot.

The control input w; in (93) is allocated to the left and right wheels using the following

transfer matrix [60].

UR; sinb; + QLCCOSQZ' sinb; — %cas@i

= w, (100)

VL sinb; — 2%0056@- sinb; + ﬁcos@i

where [ is the distance between the two driving wheels, and we consider ¢ = /2. We
consider the following leader trajectory xz;; = 0.1t, and z;5 = —2. The desired formation
is the same as Fig. 21, and the desired position of each agent with respect to the leader is
same as (95). Fig. 22 shows the initial positions of robots in the CoppeliaSim simulation
environment. In the attack scenario, the neighbouring communication channel between

leader and robot 1 is under FDI attack. In Fig. 23a robots are shown when they reach the
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0.85
Agent 2 Agent 1 Attack
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Figure 21: Example 3 desired formation shape and under attack formation.

C—
.

Figure 22: Four Pioneer P3-DX robots in the CoppeliaSim environment.

desired formation in the Coppeliasim environment, and Fig. 23b shows the multi-agent
system under attack, indicating attacker changes the formation to its desired formation.
Fig. 24 shows the generated residual signal of robots 1, 2 and 3 in the CoppeliaSim
environment, which shows the detection of the attack. Since the formation is changed,
all the agents detect the attack. The video of this simulation can be found here !, which
shows the disordering of the desired formation under attack and maintaining the formation

before the attack and forming the formation again when the attack is over.

Thttps:/ /www.dropbox.com/s/tgdcqt5nyalpe3d /thesis.mp4?dl=0
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Figure 23: CoppeliaSim environment. (a) The multi-agent system reached to the desired

formation. (b) The multi-agent system under attack.
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Figure 24: Residual signals. (a) Residual signal of robot 1. (b) Residual signal of robot

2.(c) Residual signal of robot 3.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

We developed a distributed cyber-attack detection method for a class of discrete-time,
nonlinear, heterogeneous, multi-agent systems in a formation control setting. We inves-
tigated the false data injection attack on agents’ communication channels and proposed
an NN-based observer to form a residual signal for each agent to detect attacks on its
actuator, sensor, and neighboring communication channels. The Lyapunov stability anal-
ysis was used to prove the UUB of residual signal and obtain a practical bound as an
attack detectability threshold. Moreover, we proposed a formation control for a class of
discrete-time, nonlinear multi-agent systems and proved the UUB of the formation error.
The simulation results were presented different types of attacks on the sensor, actuator,
and neighboring communication channels of agents, as well as a combination of them. The
proposed detection method cannot identify the type of attack. Further work is required

to identify the type of attack after the attack has been detected.

6.2 Future Work

Some suggestions for future research in this area are outlined below:

51



The proposed attack detection architecture lacks identification of the type of attacks.
For future work, extending the attack detection method to classify the attack on the
sensor, actuator, and neighboring communication channels of multi-agent systems
can be considered.

Design an attack mitigation action to decrease the effect of attacks on the system
or develop a controller for attack compensation once the attack is detected by the
proposed detection method.

Develop the result of this research for the multi-agent systems modelled with the
directed graph topology.

The proposed attack detection threshold is conservative; designing a less conservative
threshold can be another extension to this work.

Develop a method to distinguish between the system fault and cyber-attack on

communication channels.
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