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Abstract

Toward Monetizing Data for Al-driven Services on Cloud Computing and Blockchain

Ahmed Saleh Bataineh, Ph.D.

Concordia University, 2021

Al-driven services and data collecting-based applications are these days the talk of the town
in the field of computer science and beyond. This is often obvious since one can effortlessly take
note, by looking around, how this field has ended up fundamental in our day to day lives beginning
from business intelligence and market analysis down to virtual personal assistants (e.g., Siri, Google
Now) and social media analysis (e.g., people you may know on Facebook). However, the research
communities anticipate a turn down in the revolution of Al-driven services and data collecting-based
applications due to the deficiency within the accessibility of huge data that ought to be collected
or (pre-)trained using machine learning technologies. Mainly, collecting and integrating the big
complementary data scattered across foundations and countries entails high costs and management
challenges associated with finding and getting on board multiple data providers. In this thesis, we
tackle this problem by designing a data market platform on top of the cloud computing technology.
The data market platform helps the data providers and data consumers find and meet each other,
while the cloud technology provides the required computing resources to execute computational
tasks associated with data processing. This thesis starts by searching and investigating the most
efficient business theories to model the data market platform. As a result of our search, the two-
sided market theory has been proposed as a successful underlying model to design the data market
platform.

The two-sided market theory has been improved in this thesis to handle challenges associated

with considering data as an economic good on the one hand, and reshaping the business of the cloud
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computing to act as a data market platform on the other hand. Mainly, we introduce a novel game
theoretical model (Two-sided game), which consists of a mix of cooperative and competitive strate-
gies. The players of the game are the big data providers, cloud computing platform, and data con-
sumers. The strategies of the players are modeled using the two-sided market theory that takes into
consideration the network effects (externalities) among involved parties. The externalities refer to
the mutual impact of the number of data providers and data consumers on each other. The objective
of this game is to enable the cloud to be an active platform that can help big data service providers
reach a wider set of customers and cloud users (i.e., data consumers) to be exposed to a larger and
richer variety of data to run their data analytic tasks. The proposed game has been improved further
to deliver complementary data services among multiple data providers over a cloud intermediary
platform. More specifically, we formalize the problem as an extended two-sided market model by
courting on one side some influential data providers in order to attract other data providers on the
same side to form a bundling of data services. The final game aims to dynamically distribute the
cloud computing resources among computational tasks of data providers to maximize the social
welfare of all involved parties. The game has been supported by a mechanism to handle potential
undesired behaviours such as the greedy and irrationality behaviours of involved parties. The game
also provides a clear pricing mechanism that estimates the monetary value of data considering the
actual need of the data consumers.

The thesis ends up by involving the blockchain technology in the process of monetizing data.
The blockchain technology has recently proved to be an efficient solution for guaranteeing the secu-
rity of data transactions in data trading scenarios. The benefits of the blockchain in this domain have
been shown to span over several crucial security and privacy aspects such as verifying the identities
of data providers, detecting and preventing malicious data consumers, and regulating the trust re-
lationships between the data trading parties. However, the cost and economic aspects of using this
solution such as the pricing of the mining process have not been addressed yet. In fact, using the
blockchain entails high operational costs and puts both the data providers and miners in a continu-
ous dilemma between delivering high-quality security services and adding supplementary costs. In
addition, the mining leader requires an efficient mechanism to select the tasks from the mining pool

and determine the needed computational resources for each particular task in order to maximize its
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payoff. Motivated by these two points, we propose in this thesis a novel game theoretical model
based on the two-sided market approach that helps both the data providers and miners determine the

monetary reward and computational resources, respectively.
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Chapter 1

Introduction

In this chapter, we discuss the research context and problem statement, and formulate the re-
search questions, consequently. We further summarize the PhD research objectives to be accom-

plished. The chapter ends by providing the thesis organization.

1.1 Motivations and Context of Research

Nowadays, data collecting-based applications and Artificial Intelligence (Al)-driven services
are being used in many industries and sectors such as driver-less cars, medical care, finance, etc.
Market analytics, as a data collecting-based application example, relies on collecting and combining
personal data from multiple providers to study the consumer behavior and interest to determine the
future directions and pricing processes for certain products. Retailers, banks and insurance firms are
examples of stakeholders that collect and combine personal data to target their consumers with mar-
keting offers and promotional products. Al-driven services, as another example, release technology
solutions to assist organizations and individuals by executing machine learning and data analytics
procedures on massive data involving multiple data types, generated by multiple data providers.
For example, Riskified, an Al-driven recommendation service, helps e-commerce sites release new
products and enter new markets as well as identify legitimate shoppers. Riskified required more than
one billion past transactions including data about the products, stores, user’s purchases, brands, and
associated data about the customers to make excellent instant decisions. Such inherently combina-

torial datasets, which are formed by integrating different data types from multiple data providers are



refereed to in the thesis as complementary data. In addition, data collecting-based applications and
Al-driven services are refereed to as data consumers.

However, the research communities expect a turn down in the revolution of data collecting-
based applications and Al-driven services (data consumers) due to the shortage in the availability
of big complementary data that need to be collected or (pre-)trained using machine learning al-
gorithms [106]. Specifically, data collecting-based applications and Al-driven services entail high
costs associated with collecting and integrating the big complementary data scattered across foun-
dations and countries. Moreover, finding and getting on board multiple data providers raise man-
agement challenges associated with the level of collaboration, participation and consensus among
the data providers to deliver a bundle of complementary data. Similarly, the data providers entail
high costs for marketing, publishing, and delivering their data services for a wide range of data
consumers. This problem, i.e., finding big complementary data, is only further exacerbated once
data collecting-based applications and Al-driven services concern the real-time factor. For exam-
ple, ride-roads-map applications solve their prediction problems according to real-time traffic data
collected from vehicles supported by IoT sensors. Therefore, it is imperative that there are real-time
market structures for buying and selling data.

This thesis aims to design and develop a data market platform that efficiently gets on board
the data providers (sellers) and data consumers (buyers) in order to exchange and share data com-
modities transactions. The data market platform is not the actual data owner, but it mainly aims
to facilitate data monetization by introducing the providers and consumers to each other and per-
forming computing tasks associated with data processing. Consequently, the data market platform
has to own intrinsic monetary properties in terms of a wide social network of data consumers and
providers, and powerful computing infrastructure. In this thesis, we argue that the cloud computing
is the most appropriate technology that can serve as platform for monetizing data as it hosts an ex-
plosive amount of data coming from a variety of enterprises and manufacturers that are deployed on
its computing platforms. For example, the study reported in [2] revealed that one million customers
deploy their own enterprises on Amazon, spending 30 billion USD on persistent storage on Amazon
EC2 instances and generating 600 ZB of data per year [46]. Thus, the cloud computing could be

used to liberate Al-driven services from having to search and discover appropriate data providers



and to give them the opportunity to extract valuable patterns of information from massive comple-
mentary data, originating from multiple data providers. Such a proposal, i.e., the cloud computing
as a data market platform, entails challenges associated with considering the data as a financial asset
or an economic good from one hand, and reshaping the business of the cloud computing from the
other hand. From the first hand, i.e., data as a financial asset, data sets can be replicated and shared
among multiple data consumers at zero marginal cost. In addition, the data types in complemen-
tary datasets exhibit a range of correlations and dependencies in the sense that the availability of
a certain data type impacts the monetary value of other data types. Moreover, the varieties of in-
terests, scopes, and businesses of data-based applications and Al-driven services (data consumers)
lead to non-uniform data monetary values. From the second hand, i.e., reshaping the business of
the cloud computing, this computing paradigm will become a two-sided market intermediating the
interactions between the data providers and data consumers. Consequently, the strategies of cloud
computing resource allocation will be upgraded in such a way that maximizes the social welfare and
revenues of involved parties (i.e., cloud computing, data providers, and data consumers). This thesis
takes a holistic view of this problem and explores solutions combining concepts from economics of
data, market design, applied game theory, resource allocation, and optimization under uncertainty.
Besides the significant need for such a data market platform to sustain and accommodate the
revolution of Al-driven services and data collecting-based applications, such a market opens the
door for multi-billions businesses involving buying and selling data. In parallel, research and in-
dustry communities are paying recently attention toward blockchain technologies that opt viable
solutions to generate abundant, secure and complete raw data. As a result of this attention, the data
contained in the blockchain ledger is expected to worth up to 20% of the global big data market and

generate up to 100 billion dollars in annual income [1].

1.2 Related Work and Problem Statements

In this section, we will answer the following question: What is the research gap in the litera-
ture?, which will help us state our problem statement. The problem of collecting and monetizing

data has been studied either in presence of the peer-to-peer model or the merchant model. Under



the peer-to-peer model, proposals such as [18, 44, 52] focus and discuss the relationship between
organizations (i.e., second owners) and consumers without involving the actual data owners. Specif-
ically, organizations (second data owners) benefit from the data of individuals by selling them while
the actual owners are not appropriately compensated. Facebook, as a practical example, earned a
total revenue of 3.85 billion in the fourth quarter of 2014 from ads [3] - a fact that allows marketers
to reach the personal data of their users. Credit bureaux, such as Equifax, Experian and TransUnion,
sell their consumers’ personal data to retailers, banks, insurance firms, and government agencies.
The federal agency for Medicare and Medicaid Services, another class of organizations that are en-
gaged in the business of buying and selling personal data, sells medical claims that include medical,
demographic, and geographic personnel data to third parties [4]. This model raises challenging is-
sues related to privacy, and recently selling data to a third party is being seriously discussed by law
communities. For example, the General Data Protection Regulation (GDPR)' calls for mandating
the process of exchanging personal data by law to protect the fundamental right of actual data own-
ers and allow them to have a control on their personal data. Such a call requires a solid and more
coherent monetizing data platform backed by a strong market model to incorporate the primary data
owners in the process of buying and selling data. Specifically, the monetizing data platform has to
develop an effective mechanism to guarantee an adequate participation of these owners in the data
monetizing process.

Under the merchant model [11], monopolistic organizations take the possession of seller’s data,
reprocess them, and resell them to consumers at retrial price. The merchant model for monetiz-
ing big amounts of data raises serious challenges related to revenue maximization and leads to an
ineffective third party data monetizing schema. Specifically, studies adopting the merchant model
such as [46, 48, 70] overlook its limitations that include high processing/operation costs once a
merchant wants to achieve higher product verity in terms of type, quality and quantity of products.
Moreover, under the merchant model, the data providers (actual data owners) aim to maximize their
revenue from their data commodities while the third party (information service provider as third
party) aims to minimize the cost of the raw data. In parallel, at the information consumer-side, the

third party aims to maximize its revenue from selling the processed information while the consumer
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aims to minimize the cost of information commodities considering the maximum available quality
and quantity of information. The resulting equilibrium from such aggressive competitions among
the involved parties leads to less and coarse distribution for total surplus. In addition, data differ
from other economic goods for the possibility to be resold to many consumers at the same time. In
the merchant model, because of selling economic goods that cannot be resold, the equilibrium of
the market is given by the intersection of the demand and supply curves, which means the quantities
of goods needed by the consumers equal the quantities of goods provided by the sellers. This does
not hold in our case since the same data can be shared between all the consumers. For instance,
if there are 1000 consumers and each consumer requires 100 units of particular data, it does not
mean that 100000 data units are needed, where it is enough for the merchant to buy 100 units and
share them with the whole data consumers. This will largely raise the competition between data
providers and push them to accept lower prices, which negatively affects their total surpluses and
leads to inadequate involving of providers in the process of monetizing data. This leads us to the
first subproblem statement P1:

P1: The state of the art associated with the data domain research has not studied yet the idea
of data market where the data are shown as commercial commodities, and involved parties (i.e.,
data providers and data consumers) find, meet, and match each other effectively. Specifically, the
merchant and peer-to-peer models that dominated the research proposals in this context have been
basically proposed for formalizing the businesses of information service providers without address-
ing the complex issues associated with designing an open data market platform such as involving
primary actual data owners and the monetary data pricing.

The first subproblem raises the following research question: what is the most optimal business
model that can be used to design the data market platform? To tackle this question, this thesis in-
vestigates the two-sided market theory as a successful business model for designing the data market
platform. The two-sided market theory concerns getting on board two distinct groups of users, i.e.,
buyers and sellers, by a subsidizing mechanism. The subsidising mechanism attracts one of the
groups, for instance the buyers, by zero transaction fees, which consequently attracts the sellers and
incentivizes them to pay higher versus accessing the buyers. The subsidising mechanism efficiency

mainly depends on the mutual impact of the number of buyers and sellers on each others. The



mutual impact of the number of buyers and sellers is refereed to in the thesis by the cross-group
externalities.

The data market platform has to originally be trusted, well-known and socially rich in terms
of number of data providers and consumers using it. In addition, the platform has to be equipped
by a powerful IT infrastructure such as servers and virtual machines to run and deploy computa-
tional tasks associated with storing and processing the data. Consequently, the immediate question
is: what is the most suitable technology that can act as data market platform? and obviously the
intuitive answer for this question is cloud computing. In fact, the cloud hosts an explosive amount
of data coming from a variety of enterprises and manufacturers that are deployed on its computing
platforms. For example, the study reported in [2] revealed that one million customers deploy their
own enterprises on Amazon, spending 30 billion USD on persistent storage on Amazon EC2 in-
stances and generating 600 ZB of data per year [46]. This explosive amount of data generated and
stored on cloud resources forms the backbone for Artificial Intelligence (AI)-driven services and
opens the door for a new cloud business paradigm, enabling the latter to be an active platform for
monetizing data that benefit these services. Motivated by this vision of the cloud as a data market
platform, and the promising results drawn by investigating the two-sided market business model
for data market platform, this thesis proposes to reshape the business model of the cloud comput-
ing in the presence of the two-sided market theory. The two-sided cloud computing platform for
monetizing data for Al-driven services plays two key roles: 1) introducing wide social networks of
Al-driven services to the data providers and vice versa; and 2) providing computing infrastructure
for both the Al-driven services to deploy their machine learning and data analytics procedures and
data providers to deploy their collected data.

The proposal of the two-sided cloud computing platform for monetizing data for Al-driven ser-
vices raises challenges associated with distributing elastically the cloud computing resources and
revenue maximization including the interactions among three entities: cloud computing platform,
data providers, and data consumers. Few proposals in the literature touch the problem of cloud
resources utilization and revenue maximization including the interactions among the three entities
using both competitive and collaborative game-based models [60, 59, 57, 95, 23, 101, 33, 101].

In the proposals that adopt competitive games, cloud computing competes aggressively with the



involved parties to maximize its revenues from renting or selling computing resources. Such an
aggressive competition leads to coarse distribution/provision for cloud resources and excludes the
small service providers from the market. On the other hand, the proposals adopting collaborative
models are not capable to provide an efficient mechanism to split the earned revenues. However,
adopting traditional game theory concepts (e.g., Shapley value and Nash equilibrium) to distribute
the revenue that results from the cooperation among the different parties suffers from several lim-
itations when applied in dynamic data trading scenarios over the cloud. Specifically, 1) although
such concepts might be highly efficient in scenarios wherein all the involved parties are rational,
their effectiveness starts to decrease in the presence of parties that are heterogeneous and prefer to
deviate from the equilibrium points. For example, recent studies have revealed that only 37% of
the players tend to accept the Nash equilibrium in cooperative games (interested readers can consult
behavioral games and ultimatum games [39] for further details); and 2) even though the Shapley
value approach fairly splits the revenues among the cooperative entities based on their contribu-
tions, it becomes inapplicable in cases wherein the contributions of entities cannot be measured
(which applies to the cloud scenario considered in this work). Specifically, the cloud provider adds
an ethereal/intangible, yet significant, contribution to the coalition via introducing wide social net-
works of data consumers to those of data providers. Moreover, data providers own the data which
forms the core of this new business. This creates a continuous dilemma between data providers and
cloud providers about who makes the most significant contribution to the coalition and hence who
deserves the biggest share of the revenues. Equal distribution, so-called fifty-fifty, is one approach
to split the revenues between the cloud provider and data provider. However, as mentioned earlier,
the rationality and greediness of the involved parties (i.e., the cloud provider and data providers)
prohibit the success of such a strategy. This leads us to the conclusion that we are dealing with
a behavioral and ultimatum game in which two players (proposer and responder) argue to split a
certain amount of revenue. The proposer is endowed with a sum of revenue and is responsible for
splitting this sum with the responder. The responder may accept or reject the sum. In the case the
responder accepts the sum, the revenue is split as per the proposal; otherwise, both players receive
nothing. This leads us to the second subproblem that will be handled in this thesis:

P2: The cloud computing can play a critical role as a data market platform intermediating and



facilitating the interactions between the data providers and data consumers. However, the state of
the art associated with the cloud technology has not adequately addressed the cloud as an interme-
diate platform. Mainly, the underlying models and approaches concerning distributing elastically
the cloud resources once the cloud acts as an intermediate platform are inefficient in terms of rev-
enue maximization and distribution. This raises the following research questions: 1) How can the
business of the cloud computing be reshaped to act as a data market platform?; and 2) How can the
elasticity of the cloud computing resources be integrated with two-sided market theory?

As mentioned earlier, Al-driven services and data collecting-based applications (data consumers)
require big chunks of different data types coming from multiple data providers, which form com-
plementary datasets. The data types in complementary datasets exhibit a range of correlations and
dependencies in the sense that the availability of a certain data type impacts the monetary value of
other data types. These correlations and dependencies among different data types place the two-
sided cloud computing and the two-sided market theory itself in front of a new challenge associated
with pricing a certain data type in the presence of other data types participating in the same comple-
mentary dataset. This motivates the need for a bundling data strategy. However, the two-sided mar-
ket theory is not equipped with a bundling strategy wherein the internal dependencies among users
belonging to the same group have not been considered. On the other hand, bundling commercial
goods and services are in general modeled by coalitions among the suppliers of these commercial
goods. However, such coalitions are unpractical in the scenario of bundling data for two reasons: 1)
the number of data providers participating in the complementary datasets is relatively large, where
the actual data owners (i.e., individuals carrying IoT devices) are included in the data monetizing
process; and 2) data providers exhibit diverge level of professionalism, irrationality, preferences and
conflicts of interest. This bundling data challenge adds an orchestration role for the two-sided cloud
computing to controls the supply of data services into the bundled data services. This leads us to
the third subproblem:

P3: How can we design a strategic game that aims to deliver complementary data services among
multiple data providers over the two-sided data market platform?

The Blockchain technology has been widely used as an intermediary paradigm to address the

privacy and security challenges that arise during the data trading transactions. These challenges



include user authentication, data integrity guarantee, and providers’ privacy preservation in various
domains such as Internet of Things (IoT), data analytics, and mobile crowd-sensing. In the context
of data trading using blockchain, three players are to be considered: miners, data providers and data
consumers. Miners are responsible for supervising and regulating the execution of what is known as
smart contracts. A Smart contract is a self-executing computer program that states and organizes the
agreed terms of a certain data transaction such as the desired quality of service clauses and secure
payment mechanism between the data providers and data consumers. The unprecedented wave of
IoT demands on the blockchain technology makes this latter a rich platform of valuable data com-
ing from a variety of providers. However, using the blockchain entails high operational costs and
puts both the data providers and miners in a continuous dilemma between delivering high-quality
security services and adding supplementary costs. Furthermore, the mining leader requires an effi-
cient mechanism to select the tasks from the mining pool and determine the needed computational
resources for each particular task in order to maximize its payoff. In the literature, there is lack of
attention on the aspect of the business model that would enable data trading over blockchain where
the main stream research in the general context of data focuses on developing mechanisms of data
resource management. Several challenging issues are yet to be addressed because of the lack of
attention on the business model that would enable data trading over blockchain. The key challenges
are assigning optimal amount of computational units to the mining tasks, sustaining optimal payoffs
to involved players and serving data requests on time. This leads us to the fourth subproblem of this
thesis:

P4: How can we design a strategic game that aims to assign optimal amount of computational units
to the mining tasks, sustaining optimal payoffs to involved players and serving data requests on

time?

1.3 Contributions

(1) Contribution 1: to resolve the subproblem P1, we design a data market platform using the
two-sided market theory. The proposed two-sided data market platform enables providers

(i.e., primary data owners) and data consumers to meet each other and perform data trading



2

transactions. The proposed underlying theory of data market platform concerns a subsidising
mechanism to get on board the data providers and data consumers. The subsidising mecha-
nism attracts one of the groups, lets say the data consumers, by low transaction fees, which
consequently attracts the data providers and incentivizes them to pay higher versus access-
ing the data consumers. The efficiency of the subsidising mechanism mainly depends on the
mutual impact of the number of data consumers and data providers on each others. The mu-
tual impact of the number of data consumers and data providers is refereed to in the thesis
by the cross-group externalities term. The data is treated as economic goods by connecting
its monetary value with the actual need of the data consumers, which is formalized math-
ematically by a realistic consumer demand function. As a result of this consideration, i.e.,
the data as an economic good, the cross-group externalities take mathematically a non-linear
form. However, the original theories of the two-sided market model have been studied in the
presence of linear cross-group externalities. Consequently, we have revisited the two-sided
theories under the non-linear externalities. In addition, we have derived a theory that deter-
mines which market side, i.e., data providers and data consumers, has to be subsidized by the
data market platform. To the best of our knowledge, we have not seen an explicit condition
indicating which market sides the two-sided market model has to subsidize. Moreover, we
have studied the question ”After the data providers and data consumers meet each others via
the data market platform, why data providers and consumers do not negotiate trading the data
directly without the platform to get rid of the transaction fees imposed by the platform ?”,
which is namely by Coase theorem. This question has been skipped in the original theory of
the two-sided market theory where it has been assumed that the Coase theorm do not apply

to the interactions between the market sides. This contribution is published in [17, 16].

Contribution 2: to resolve the subproblem P2, we propose a novel game model to reshape the
business of the cloud computing to act as a data market platform. The proposed game model
integrates the elasticity of the cloud computing with the two-sided market theory in such a
way maximizing the profit of all involved parties, i.e., data providers, data consumers and

cloud computing, and distributing dynamically the cloud resources among the computational
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tasks associated with data processing. The proposed game model comes up with a solution
for uncertain externalities in the two sided market model. On other hand, the proposed game
model provides clear and efficient mechanism to split the revenues among the involved par-
ties, which is not addressed by the corresponding collaborative models in the literature. This

contribution is published in [14].

Contribution 3: to resolve the subproblem P3, we design a strategic game that aims to deliver
complementary data services among multiple data providers over a cloud intermediary plat-
form. More specifically, we formalize the problem as an extended two-sided market model by
courting on one side some influential data providers in order to attract other data providers on
the same side to form a bundling of data services. The proposed game helps the cloud comput-
ing to answer the following questions: 1) Which data providers will be selected to participate
in the bundling strategies? 2) Which ones of the selected providers will be subsidized? 3)
How the selected data providers will be incentivized to sustain a maximum revenue and pre-
vent undesired and greedy behaviour? Similarly, from the data providers’ perspective, the
following questions need to be answered: In the presence of other data providers participat-
ing in the bundled complementary data, 1) How should a provider price its own data service?

2) How much should the provider pay to the cloud computing versus the computational fees?

At the technical level, we contribute to the two-sided market theory in the following respects:
1) We consider the dependencies among the players on one side (i.e., data providers’ side);
and 2) we add a two-stage subsidizing: one to attract some data providers, and another one
to attract the Al-driven services. On top of this, we embed double cross-group externalities
across the players as follows: a) cross-group externalities between data providers and Al-
driven services, which are common in two-sided markets; and b) cross-group externalities
between the cloud platform and the Al-driven services. The latest one adjusts the power
balance among the players (i.e., cloud and data providers) and alleviates the competition
between them. In these proposed settings, we derive the new equilibrium of our two-sided
market scenario. To the best of our knowledge, our work is the first that capitalizes on the

two-sided market theory as a platform to get on board services for complementary data. This
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contribution is published in [15].

(4) Contribution 4: to resolve the subproblem P4, we have proposed a novel double two-sided
game that models the interactions among the involved parties (i.e., blockchain node, data
providers and data consumers) using the two-sided market theory. In the proposed game,
both the data providers and blockchain node act as a two-sided platform that gets on board
two market sides. Specifically, the blockchain node intermediates the interactions between
the data providers and data consumers, while the data providers intermediate the interactions
between the blockchain node and data consumers. The data providers either 1) subsidize the
blockchain node by a higher portion of revenue to motivate it to supply more mining com-
putational units, which results in attracting more data consumers and increasing the revenue;
or 2) subsidize the data consumers by more data computational units, which increases the
consumers’ demand and hence contributes in attracting the blockchain node. Similar strate-
gies are set up to the blockchain node. The proposed game combines both strategies as two
separate games. The solution of the games helps derive the equilibrium in terms of shared
revenue among the blockchain node and data providers and amount of mining resources that

each smart contract should be assigned with. This contribution is published in [13].

1.4 Thesis Problem Summary and Organization

We summarize the problem statements and the technical contributions in Figure 1.1. The figure

also shows the organization of the thesis by clarifying the content of each chapter.
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Figure 1.1: Problem and Contribution Summary
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Chapter 2

Toward Monetizing Personal Data: A
Two-Sided Market Analysis

With the increasing popularity of social mobile applications and mobile crowd sensing, holders
of smart devices are generating a huge amount of personal data. Nowadays, a wide variety of
domains ranging from health-care applications to pollution monitoring are benefiting from collected
data. In fact, these personal data may have a monetary value and currently, secondary data owners
(such as clinics, Facebook and Twitter) are getting benefit from them either by reselling these data
to third entities or by generating statistical analysis. Unfortunately, the primary data owners, the
users themselves, are not getting benefit from these transactions. Today, there is no platform to
help users monetize their own personal data. In this paper, we propose a two-sided market-based
platform for monetizing personal data. Given the intrinsic properties of data as economic good, we
prove formally that two-sided market is a realistic solution as it can offer the service of collecting
the required data amount and within the quality range required by the buyers. More precisely, 1) we
study the two-sided platform equilibrium under non-linear externalities and extract mathematically
the condition that states which side will be subsidized by the platform; 2) we study formally the
impact of the direct sale on the platform payoff and show that the platform payoff is given by a
logarithmic function of end users stability in the platform; and finally 3) using a real data set from
Amazon, we construct an empirical comparison between the two-sided platform model and the
classic merchant model. In addition, we simulate the efficiency of the two-sided market model in

presence of the direct sale. Simulation results show that our two-sided market platform can play a
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critical role in motivating users to share their personal data and can be a practical solution for data

generated from mobile crowd sensing.

2.1 Introduction

With the emergence of numerous advanced computing services deployed over the cloud, a mas-
sive amount of raw data is collected and stored in cloud data centers [56]. According to Cissco,
600 ZB per year will be generated by IOT devices and smart phone users by 2020 [46]. Facebook,
as another example, daily captures 900 million of social transactions including uploading photos,
videos and text messages performed by 1.13 billion users around the world [56]. This explosive
increase of the amount of data, known as big data paradigm, creates further values for wide va-
riety of domains ranging from health-care applications to population monitoring that benefit from
such collected data. Market analysts, for example, collect and combine personal data to study the
consumer behavior and determine the future directions and pricing processes for certain products.
Retailers, banks and insurance firms are further examples that collect and combine personal data to
target their consumers with marketing offers and promotional products. This explosive demand on
data resources opens the door for multi-billions businesses involving buying and selling consumer’s
data.

According to the international data corporation, big data market will reach $203 billion by 2020
[46, 1]. In parallel, research and industry communities pay recently attention toward blockchain
technologies that opt viable solutions to generate abundant, secure and complete raw data. As a
result of this attention, the data contained in the blockchain ledger is expected to worth up to 20%
of the global big data market and generate up to 100 billion in annual income [1]. This exponential
growth of the big data market raises the need to develop an economic platform that efficiently
monetize the data on the cloud. Given the intrinsic properties of data as economic good, the data
market platform connects on board the data providers (sellers) and data consumers (buyers) and
enables sharing and trading their data commodities. Designing such a platform entails difficult
challenges related to data pricing, modeling interactions between involved parties, and maximizing

total surplus for the involved parties.
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Problem Statement: Despite the manifest economic value of data and significant need for trad-
ing data platforms, little attention has been paid toward the development of these platforms. In fact,
the main stream research in the context of data focuses on developing mechanisms of data resource
management and modeling Al/machine learning networks operating on top of big data layers to
extract further insights. However, only few proposals such as [44, 18, 72, 55, 70, 48, 46] address the
problems of data valuation and pricing schemes. Those proposals offer information services, which
collect and aggregate personal data from individuals for specialized applications. Nevertheless, the
research status is still at its infancy and suffers from significant drawbacks. Specifically, it primarily
focuses on the trading of data from the perspective of organizations without involving individuals -
the actual data owners. Moreover, the current research works in general have inspired by the mer-
chant model and classical economic approaches in which a third-party buys personal data from their
owners, reprocesses them, extracts information and sells it for consumers. However, the diversity of
the consumer’s interests and the huge amount of data residing on cloud servers play against such a
model as a successful platform for data trading. From an economic perspective, the merchant model
entails higher processing costs when one wants to achieve higher product variety. Practically, the
high diversity of consumers adds higher technical data processing costs to produce different types
of information, which affects negatively the quality of generated information.

The data market is classified into two categories, namely peer-to-peer model and merchant
model. Under the peer-to-peer model, proposals such as [52, 44, 18] focus and discuss the rela-
tionship between organizations (i.e., second owners) and consumers without involving the actual
data owners. Specifically, organizations (second data owners) benefit from the data of individuals
by selling them while the actual owners are not appropriately compensated. Facebook, as a practical
example, earned a total revenue of 3.85 billion in the fourth quarter of 2014 from ads [3] - a fact
that allows marketers to reach the personal data of their users. Credit bureaux, such as Equifax,
Experian and TransUnion sell their consumers’ personal data to retailers, banks, insurance firms,
and government agencies. The federal agency for Medicare and Medicaid Services, another class
of organizations that are engaged in the business of buying and selling personal data, sells medical

claims that include medical, demographic, and geographic personnel data to third parties [4]. This
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model raises challenging issues related to privacy, and recently selling data to a third party is be-
ing seriously discussed by law communities. For example, the General Data Protection Regulation
(GDPR)' calls for mandating the process of exchanging personal data by law to protect the funda-
mental right of actual data owners and allow them to have a control on their personal data. Such a
call requires a solid and more coherent monetizing data framework backed by a strong market model
to incorporate the primary data owners in the process of buying and selling data. Specifically, the
monetizing data framework has to develop an effective mechanism to guarantee an adequate partic-
ipation of these owners in the trading process.

Under the merchant model [11], monopolistic organizations take the possession of seller’s data,
reprocess them, and resell them to consumers at retrial price. In fact, those organizations act as in-
formation service providers rather than an open platform allowing data consumers to access the huge
pool of raw data. Such a model (merchant model) for monetizing big amounts of data over the cloud
raises serious challenges related to revenue maximization and leads to an ineffective third party trad-
ing schema. Specifically, studies adopting the merchant model such as [70, 48] and [46] overlook
its limitations that include high processing/operation costs once a merchant wants to achieve higher
product verity in terms of type, quality and quantity of products. Moreover, under the merchant
model, the data providers (actual data owners) aim to maximize their revenue from their data com-
modities while the cloud provider (information service provider as third party) aims to minimize
the cost of the raw data. In parallel, at the information consumer-side, the cloud aims to maximize
its revenue from selling the processed information while the consumer aims to minimize the cost of
information commodities considering the maximum available quality and quantity of information.
The resulting equilibrium from such aggressive competitions among the involved parties leads to
less and coarse distribution for total surplus. In addition, data differ from other economic goods
for the possibility to be resold to many consumers at the same time. In the merchant model, be-
cause of selling economic goods that cannot be resold, the equilibrium of the market is given by the
intersection of the demand and supply curves, which means the quantities of goods needed by the
consumers equal the quantities of goods provided by the sellers. This does not hold in our case since

the same data can be shared between all the consumers. For instance, if there are 1000 consumers

"https://gdpr-info.eu/
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and each consumer requires 100 units of particular data, it does not mean that 100000 data units
are needed, where it is enough for the merchant to buy 100 units and share them with the whole
data consumers. This will largely raise the competition between data providers and push them to
accept lower prices, which negatively affects their total surpluses and leads to inadequate involving
of providers in the process of monetizing data.

Recently, commercial platforms such as People.io®, Opiria®, and Lotame* have been launched
to provide solutions for personal data trading. Those platforms deliver social channels between data
providers and data consumers and get them on board. Specifically, the platforms grant a partial
control for people and allow them to monetize their data by licensing them to brands in return
for a payment/reward. Moreover, the platforms offer a grounded basis toward user’s data privacy
wherein people are able to see when, where and how their data is used. However, these platforms,
generally initiated for a commercial purpose, are relatively new, and their business models and
theoretical foundations are not revealed. Their efficiencies and limitations have not been analyzed
and studied yet. Motivated by the promising insights seen from industrial lens, we revise and extend
our previous work [17] that introduced the two-sided data monetization model. To the best of our
knowledge, this paper is the first scientific initiative that 1) provides a comprehensive study for
the two-sided model [84] as a solution and business model for data trading intermediaries and 2)

contributes to the theoretical and technical details of data monetization platforms.

2.1.1 Motivations and Contributions

To summarize, the data market is facing the following problems:

(1) There is a lack of platform for monetizing data that involves a wide range of primary data
providers. In fact, secondary data owners, such as social media providers, usually control this

operation and get the full benefit from it.

(2) The merchant and peer-to-peer models are not suitable as business models for the current data

market. Individuals, i.e., primary data owners, are either not compensated for sharing their

2
https://econsultancy.com/start-me-up-people-io-allows-people-to-monetize-their-personal-data/
https://medium.com/@EVALUAPEL/blockchain-project-review-opiria-6-3-dapp-for-data-exchange-fdc78a8be7b7

https://www.lotame.com/its-time-to-unstack/
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3)

personal data or compensated by non-monetary rewards; and the wide range of inhomoge-
neous data consumers with different interests entitles high operational costs on the merchant

model.

Recently, some intermediary commercial platforms to trade personal data have been lunched.
However, only white papers describing these platforms from a high-level perspective are
available without disclosing and revealing the grounded business model and its internal eco-
nomical foundations and details. There is a lack of research proposals that formalize such

platforms, try to provide insight into operational mechanisms, and analyze their efficiencies.

To mitigate the aforementioned problems, we propose a business model using the two-sided mar-

ket theory [84], described in details in Section 2.3, for a data monetization platform. The pro-

posed model consists of three entities: data providers, data consumers and data intermediary plat-

form.

The intermediary platform acts as a mall store in which the providers and consumers meet to

sell/buy data. The data providers and consumers (market sides) exhibit cross-group network effects

(externalities- described in details in Section 2.3). The data platform acquires revenues by imposing

transaction fees on market sides. The revenue is maximized using a subsidy technique. The subsidy

technique, described in details in Section 2.3, attracts one of the market sides by charging low or

even no transaction fees, while the other market side is enticed by the demand size of the subsidized

one. We contribute to the literature of data market as follows:

D

2

We propose a new business model for data monetization platforms. A significant character-
istic of the model is that it moves the control to individuals (i.e., primary data owners) and
enables them to offer their personal data as economic goods, which means aligning interna-
tional and law regulations that focus on the privacy of data providers. Moreover, the model
helps different types of data consumers get a quick and easy access to large pools of high qual-
ity data by increasing the engagement of data providers using theory of subsidizing market

sides of the two-sided model.

We introduce a mathematical model that enables increasing the total surplus for the data
providers, data consumers and platform, which outweigh the total surplus resulted by the

classical merchant model.
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(3) We investigate the efficiency and detect the potential limitations of some recent data moneti-

zation platforms launched for commercial purposes.
At the technical level, we contribute to the two-sided market literature as follows:

(1) We revisit the two-sided model’s equilibrium under non-linear externalities market sides.

Specifically;

* We re-identify the original price structure of the two-sided market model introduced by

[82].

* We derive the condition that determines which market side has to be subsidized by the
platform. To the best of our knowledge, we have not seen an explicit condition indicating

which market sides the platform has to subsidize.

* We re-investigate the equilibrium of the two-sided model over different ranges of ex-
ternalities. We show that Assumption 1 (the well-known assumption on the two-sided
market model stating that externalities are not too strong) is not enough to conclude

about the efficiency of the two-sided model.

(2) We investigate the two-sided model’s equilibrium in presence of the Coase theorem [28] (ex-
plained in details in Section 2.3). Specifically, we allow the market sides to negotiate with

each other to bypass the platform and trade directly.

(3) We conduct a simulation analysis to compare the efficiency of the two-sided market model

with the classical broker form (merchant model).

2.2 Research Methodology and Paper Overview

In this section, we describe step by step the research methodology followed in this paper. As
shown in Figure 2.1, the paper structure and research methodology are divided into four main stages:
1) Data monetization platform; 2) Direct sale impact on the two-sided data monetization platform;

3) Simulation and 4) Discussion. Each stage is divided into steps as follows:
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Figure 2.1: Paper overview and research methodology

» Data monetization platform: under this stage, we design a two-sided market platform for data

trading. This stage is divided into the following steps:

i. Platform description: In this step, the components of the proposed model and how it

works are described. This step is addressed in Section 2.4.1.

ii. Consumer utility analysis: In this step, the requirements and potential behaviors of data
consumers are analyzed and discussed. Principally, we discuss the valuation of data
with respect to the consumers. Thereafter, we choose our parameters and formalize the

utilities of consumers as given in Equation 3. This step is addressed in Section 2.4.2.

iii. Provider utility analysis: In this step, the potential behaviors of data providers are ana-
lyzed and discussed. Thereafter, we choose our parameters and formalize the utilities of

providers as given in Equation 4. This step is addressed in Section 2.4.3.

iv. Externalities analysis: In this step, we characterize the proper form of the mathemati-
cal function that represents demand curves and externalities between the market sides.

Specifically, we use the consumer and provider analysis constructed into two previous
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steps to represent demand curves. The constructed analysis leads to formalize the de-
mand curves using a mathematical logarithmic function as given in Equations 5 and 6.

This step is addressed in Section 2.4.4.

Platform equilibrium analysis: In this step, we identify the structure of platform optimal
fees. This sub-step is addressed in Section 34. Thereafter, the platform equilibrium is
extensively investigated and given as a function of externalities elasticity. Specifically,
we highlight the efficiency of the platform over different ranges of externalities. This

step is addressed in Section 2.4.6.

* Direct sale impact on the two-sided model: In this stage, we study the effects of direct inter-

actions between consumers and providers on the two-sided platform efficiency. Specifically,

this stage aims to discuss the effect of the Coase theorem (explained in details in Section 2.3)

on the two-sided data platform. This stage is divided into the following steps:

i.

i.

iii.

Direct sale description: In this step, we describe the case when the market sides negoti-

ate with each other to bypass the platform. This step is addressed in Section 2.5.1.

Direct sale formalization: In this step, we formalize the interactions described in the
previous step as a game established among the consumers, providers and platform. The
formalization aims to analyze the platform efficiency in presence of the direct sale. This

step is addressed in Section 2.5.2.

Direct sale equilibrium analysis: In this step, we extensively investigate the equilibrium
of the game formalized in the previous step. In the investigation, we essentially focus
on 1) the possibility of the success of the Coase theorem at long run time, i.e., follow-
ing many transactions between data providers and data consumers; and 2) if the Coase
theorem takes place, to which extent this will affect the efficiency of the platform. We
find that the platform efficiency depends on the mobility/stability of data providers in

the platform. This step is addressed in Section 2.5.3.

« Simulation: In this stage, we implement a case study using a real dataset to validate the two-

sided model as a solution for data monetization. This stage is divided into the following
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steps:

(1) Simulation inputs and parameters: In this step, we describe in details the inputs and
adjustable parameters of the simulation. Specifically, a real dataset is introduced and
described including the distributions of demand and utility functions. This step is ad-

dressed in Section 2.6.1.

(2) Two-sided market scenario: In this step, we describe the implemented two-sided market

scenario. This step is addressed in Section 2.6.2.

(3) Merchant scenario: In this step, we describe the implemented merchant model scenario.

This step is addressed in Section 2.6.3.

(4) Two-sided vs merchant: In this step, we evaluate the efficiency of both the two-sided
market and merchant models. The simulation results show that the proposed platform
outperforms the classical intermediaries model (merchant model) in terms of profit. This

step is addressed in Section 2.6.4.

(5) Direct sale impact on the platform payoff: In this step, we demonstrate the unregulated
case using a simulation scenario. The proposed platform shows higher efficiency in do-
mains in which providers exhibit more unstable mobility such as mobile phone sensing

networks. This step is addressed in Section 2.6.5

* Discussion: In this stage, we discuss the theoretical and simulation results in terms of data

market. Specifically, we discuss the following two questions:

(1) “How does the data nature affect the equilibrium of the two-sided market platform?”:
Under this question, we discuss the key aspects for data as an economic good, and
connect those aspects to theoretical results obtained in Section 2.4.6. The discussion
aims to highlight the platform behavior under different data types and circumstances.

This question is addressed in Section 2.7.1.
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Figure 2.2: Two-sided market platform

(2) “How does the domain of collecting and sharing data affect the equilibrium of the two-
sided market platform?”: Under this question, we connect different domains of collect-
ing and sharing data to the Coase theorem, and then we discuss the platform effective-
ness in presence of the theoretical and simulation results presented in Sections 2.5.3 and
2.6.5 respectively. The discussion highlights the domains in which the two-sided market

shows promising efficiency. This question is addressed in Section 2.7.2.

2.3 Background:Two-Sided Market

This section provides a general overview of seminal two-sided market papers [21, 82, 83, 25,
84, 12, 11]. The overview scope is narrowed down to focus on the perspectives employed in this
study, putting aside the advanced economics-related details that are not relevant to this study.

Two-sided market is defined as a market where one or several platforms enable interactions
between two distinct end-user groups that can exhibit mutual benefits or perform commercial trans-
actions. The platform tries to connect these groups on board and charges them appropriately with
fees. As shown in Figure 5.3, the platform connects User-group 1 and User-group 2 on board,
where they start their interactions. For example, credit cards such as Visa, Mastercard and Ameri-
can Express, are two-sided platforms where: 1) the card through its financial organization presents
the platform; 2) the credit card holders present User-group I; and 3) the merchants/stores present
User-group 2.

Figure 5.3 shows a loop of network effects a and b, called cross-group externalities, between
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User-group 1 and User-group 2. Cross-group externalities represent the benefits that market sides
obtain from increasing their participation. In other words, the externality a represents the amount
of benefits a user from User-group 1 (e.g., providers) obtains when one more user is added to User-
group 2 (e.g., consumers). Similarly, the externality b represents the amount benefits a user from
User-group 2 obtains when one more user is added to User-group 1. When these benefits can be
expressed using linear equations, the externality is said to be linear. Otherwise, the externality is
non-linear. An example of non-linear externalities is when logarithmic functions are used to express
the network effect. The existence of externalities is the first characteristic that distinguishes two-
sided market from other types of platforms. In the credit card example, the externalities between
card holders and merchants are as follows: merchants pick the platforms (i.e., the cards) that are
or will be popular among consumers. At the same time, consumers (i.e., the cardholders) pick the
cards that are or will be accepted by most merchants.

The market sides form a loop of externalities that is defined as follows: the users of User-group
1 are incited by the size of User-group 2 and the users of User-group 2 are incited by the size of
User-group 1 at the same time. Becuase of this loop of externalities, the only way to connect both
market sides on board is by attracting user groups through incentives, rather than through the size
of the other side, for instance by charging them with low or no fees. This entails that the two-sided
platform discriminates the fees between its user groups. Figure 5.3 shows that the platform charges
the market sides with different fees p; and py. This technique is called the subsidy technique and
the attracted side is called the the subsidized side. Once the subsidized side connects to the platform,
the other side (i.e., the subsidizing side) is attracted by the size of the subsidized side and connects
to the platform. In the credit card example, credit companies need to attract holders in order to
convince merchants to accept their cards and they need merchants accepting their cards to induce
consumers to use these cards. Credit card companies attract first the consumers by offering them
their cards for free (i.e., zero transaction fee p1) or low annual fee, while they make benefits on the
merchants side through per-transaction fee (i.e., p2 > 0).

User groups can be charged in many forms and over many stages such as fixed affiliation fees
and per-transaction fees. The charging form depends primarily on the nature of the business of

the market sides and the strength of the externalities between them. In case the externalities are
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relatively weak, the platform uses the affiliation fees since the user’s payment does not explicitly
depend on how the platform performs on the other side of the market. By contrast, the platform
chooses the per-transaction mode in case the externalities are relatively strong. In this case, user
payment might be an explicit function of the platform performance on the other side. However, if a
participant pays to a platform only in the event of a successful transaction, the user does not need to
worry about how the platform does in dealing with the other side [12].

In two-sided market, users can choose to use one or many platforms. When users choose to
use only one platform, the users are commonly said to be “single-homing”. When users use several
platforms, they are said to be “multi-homing”. For example, credit card holders often choose one
type of cards, for example Visa, while merchants may accept dealing with many cards such as

Mastercard and Visa. In this case, card holders are single-home while merchants are multi-home.
Definition 1. [83] The platform is a two-sided market platform if
(1) The Coase theorem [28] does not apply to the relationship between market sides

(2) The volume of transaction performed by market sides depends on the structure fees level, not

on the total fees level

The first term of the two-sided market definition (i.e., the Coase theorem) states that the market
sides (i.e., User-group 1 and User-group 2 in Figure 2) cannot negotiate with each other to bypass
the platform and trade directly. Let us consider the credit card example again, assume that all the
merchants are 1) willing to accept a non cash/debit payment from their buyers with the same or less
fees than the credit card’s fees; and 2) able to bear the risk that some buyers are not fulfilling their
commitments (i.e., not paying their bills). In such a case, merchants can negotiate and successfully
convince the holders to trade directly and use their offers instead of credit cards.

The second term of the two-sided market definition refers implicitly to the cross-group exter-
nalities. Specifically, changing the charging fees structure affects the number of attracted users, and
hence affects the total transactions among market sides. For example, let us assume that the credit
card company charges the merchants with 2% for each transaction paid using the credit card, while
the customers (i.e., the card holders) do not bear any fees. If the credit card company increases the

fees on the holders side and reduces the percentage paid by the merchants by an equal amount for
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instance (i.e., holders and merchants are equally charged 1% each for every transaction), the number
of the holders will decrease and hence the total transactions will decrease as well.

It is important to mention that the main difference between the classical intermediates and the
two-sided market is that the classical intermediates acquire goods at a whole price from sellers and
resell them to buyers at a retail price. Sellers’ and buyers’ decision to involve in the selling process
depends only on price offered by those intermediates. Walmart and Amazon are two examples of
classical intermediates. By contrast, in the two-sided market, the seller and buyer decision depends
on fees offered by the platform and the number of affiliated other sellers and buyers.

Finally, the total joint surplus refers to the total of the buyer’s surplus and the seller’s surplus.
The buyer’s surplus occurs when the price for a product or service is lower than the highest price the
buyer is willing to pay. Joint surplus is used to describe the equilibrium of the market and measures
the satisfaction of the consumers and sellers. We will use this concept to prove that consumers and

providers perform better in the presence of the direct sale, i.e. they receive more surplus.

2.4 Platform Model

This section provides the technical details of the two-sided data monetization platform. Mainly,
the section starts by a general description of the proposed model including the involved parties and
their interactions in Section 2.4.1. Thereafter, the strategies of these parties including their utility
and demand functions are formalized in Sections 2.4.2, 2.4.3,2.4.4, and 34. Finally, the platform’s

equilibrium is formalized and investigated in Section 2.4.6.

2.4.1 Platform Description

The proposed platform, as shown in Figure 2.3, consists of three parties: Data Providers, Data
Consumers and a Data Broker. Data consumers are organizations whose business often requires
huge amount of data with particular specification to perform some business related analysis. Con-
sumers’ requirements vary in terms of the type, quality and amount of data based on their scope
and their applications’ needs. Providers can be smartphone users, individuals, or professional IOT
sensor providers having some personal data to sell. We assume that all data providers behave ra-

tionally and are willing to sell their data at market retrial price p. The broker is an online or cloud
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Figure 2.3: Personal data monetization platform

platform equipped with the needed infrastructure to store and share data. The broker provides ser-
vices that enable data providers and data consumers to perform data selling and buying transactions.
Once a consumer sends a request to the broker, the broker matches providers meeting consumer’s
requirements and connect them on board. Consumers and providers interact and negotiate through
communication channels provided by the platform (broker). The broker charges providers and con-
sumers with transaction fees of ps and p. respectively. The mathematical notations used in this
paper are summarized in Table 2.1.

The price of data (p) is pre-defined by its providers (i.e., posted price). In fact, there are two
main categories of sale mechanisms: posted prices and negotiation/auctions deals. Under the posted
prices category, sellers have some expectations about market status (i.e., demand and competition)
and set their prices accordingly. Amazon, for example, is a two-sided platform that uses the posted
prices form [93]. Auctions can be used as a price discovery mechanism in the case of imperfect
information about the market status (i.e., the actual value of a commercial good is not known for
buyers or sellers). However, auctions are limited for relatively small size of demands and non-resold
commercial goods, which is not applicable for our scope (monetizing personal data). Specifically,

the same data can be shared between many data consumers. Thus, in our platform, the data provider
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maximizes the payoff by selling the data to a maximum number of consumers, while the same
provider maximizes the payoff by maximizing the selling data price for one data consumer in the
auction form. Furthermore, at the level of big data trading, consumers buy relatively big chunks
of data that are combined from many providers. Thus, reverse auction in which sellers bid for the
prices, is not applicable as well for the case of monetizing personal data. In fact, consumers are
not buying their data from one seller, and thus, as argued in [93], reverse auction is useless in such
cases.

The broker chooses the per-transaction fees mode because consumers may ask for different
amounts of data. Thus, the platform cannot impose the same affiliation fees on consumers who
require a relatively small data amount and consumers who require a relatively big data amount.
Choosing the form of fees (per-transaction or affiliation) is a problem of maximizing the broker’s
payoff. The per-transaction mode is similar when companies offer different plans to their customers.
Customers with less ability to pay choose a lower plan while customers with higher ability choose
a higher plan.

Assumptions: we assume that all data providers, data consumers and the platform behave ra-
tionally and are willing to enroll in the business of data market. The rational behavior refers to the
ability of providers, consumers, and the platform to build their decisions based on their preferences
and according to the available information about the data market. That is, data providers are aware
of the market retrial price p for their data. Data consumers have clear preferences and are aware
of the set of choices and alternatives in terms of the desired amount and quality of data, and they
take their decisions considering their budgets. The platform is aware of the status of the data market
including consumers demand and available data supplying. In fact, the platform is supported by
required techniques to 1) observe and measure key factors affecting the data market, such as the
willingness of consumers to buy the data, their own budgets, and size of their business; 2) deal
with uncertainty and imperfect information about consumers and providers; and 3) perform some
optimization before taking actions. The ultimate goal of data providers, consumers and the platform
is to maximize their own benefits according to the available information. Specifically, the platform
specifies the charging transaction fees on consumers and providers, data providers decide on their

own data price, and data consumers determine the size and quality of data to be bought. Another
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assumption made in the paper is about imitating the real market, in which there is no monopoly on

either sides of the market and there is relatively large supply and demand.

Table 2.1: Model parameters

Notation  Definition Notation  Definition
P Data retrial market price. Pe The transaction fee imposed by the platform on the
consumers side .
Ps The transaction fee imposed by the platform on the providers — «. the externality from consumers to providers.
side.
ag The externality from providers to consumers. vi(n|g)  The value function that defines the utilities that a con-
sumer received from using n data amount given a cer-
tain data quality q.
n Data amount. UcC; The utility that the consumer ¢ receives from interact-
ing over the platform.
US; The utility that the provider j receives from interacting over N, The number of active providers that are connected to
the platform. the platform and provide data quality q.
¥ The average amount of data provided and sold by each data N, The number of active consumers that are connected to
provider. the platform and require amount of data with quality
q.
Bs The slop of the providers demand with respect to ps. Be The slop of the consumers demand with respect to pe.
€c A constant defined in the consumers demand function. €s A constant defined in the providers demand function.
Mpe. The elasticity of consumers demand with respect to the per 7 The elasticity of consumers demand with respect to
transaction fee pc. the per transaction fee ps.
nh. The elasticity of providers demand with respect to the per 75, The elasticity of providers demand with respect to the
transaction fee pc. per transaction fee ps.
™ Platform’s payoff. f A fixed cost per transaction between consumers and
providers.
A The rate of data requests performed by each consumer. n’ The maximum amount of sufficient data that a con-
sumer receive from the direct sale.
Y The percentage of the data amount that a consumer requires 7T’ total transactions performed between data consumers
from the maximum data that the platform can offer. and providers over the platform.
fe The per-transaction cost that a consumer incurs when he de-  fs The per-transaction cost that a provider incurs when

cides to interact directly without the platform.

he decides to interact directly without the platform.
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Table 2.1 — Continued from previous page

Notation  Definition Notation

Definition

*

Di The per transaction incentive that a consumer/provider offers  p?

for providers/consumers to convince them to interact directly.

P The Nash per transaction fee imposed by the platform on the 7

providers side when it competes with the direct sale.

T The number of requests after which a consumer will never in- A

teract over the platform.

The Nash per transaction fee imposed by the platform
on the consumers sides when it competes with the di-

rect sale.

The Nash platform payoft.

The difference between the maximum sufficient

amount of data that the a consumer requires and the

last maximum sufficient amount of data that the plat-

form is able to provide for the consumer.
T, Merchant’s payoff. TSm Merchant model’s total surplus.

x A random number that represents the probability of each Qc, Be, €c, s, Bs, and €4 are positives
provider to 1) perform the process of selling/buying data and

2) meet the requirement of a new consumer request.

2.4.2 Data Consumers

Data consumers are organizations whose business often requires a certain amount of data with
particular specification. It is important to mention that consumers can range from individuals to big
organizations. In this work, we consider as a running example the case of the consumers in mobile
sensing domain such as [22, 20, 63, 51, 29, 67]. These consumers collect data from mobile phone
users to perform certain sensing services that some times require an installation for applications on
the users’ mobile devices.

In this example, two issues are to be considered: (i) The inadequate level of participation in the
sensing services due to the absence of incentives in the volunteering-based action; and (ii) the high
costs of incentive-based action to guarantee an adequate level of participation, which outweighs the
consumers’ budget and sometimes the real economic value of the required data. The consumer de-
termines an acceptable range of qualities and amounts, out of which the data become useless and the
consumer becomes unwilling to purchase them. In addition, data consumers are heterogeneous and
vary in their applications’ needs. In fact, what is considered as valuable and worthy data for a con-
sumer is considered at the same time as unvaluable and unworthy for another one. This imposes on

the platform a high performance (reducing more the transaction fees) to attract data providers side
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to meet the consumers’ requirements. In terms of the two-sided market, the platform highly subsi-
dizes data providers by charging them a low-transaction fee, reaching zero. Usually, credit cards, as
example, do not charge card holders (i.e., zero transaction fees), or charge them a small annual fee
as a counter-part of monetary and/or non-monetary advantages (for instance travel rewards), while
they charge the merchants.

We define the value function v;(n|q) that specifies the economic value for the consumer i.
vi(n|q) measures the benefit of using a certain amount (n) from the data quality ¢ provided by
the platform. The value function in general represents the monetary benefit that a commodity pro-
vides to the buyers. This is known in Economics by “value in use (Adam Smith Theory of Value)”
[90]. In our context, the value function denotes how much value the data add to the buyer, which
can be represented by how much the buyer is willing to pay in order to get this kind of data. For
example, commercial firms such as retailers, banks and insurance companies collect and combine
personal data including their consumers contacts to target them with marketing offers and promo-
tional products. Let us assume that the net payoff of each product is 100 USD, 1000 consumers
are targeted and 30 percent of them are buying those offered products. Then, the value of data
reaches up to 30000 USD. Two factors affect v;(n|q): data quality provided by the platform and
the amount of data. Each consumer has a minimum amount of data (mén,,). Under this amount,
the data becomes inefficient for the consumer. This means that the value function v;(n|q) becomes
equal to zero when the amount is less than the minimum amount min,, and the consumer becomes
unwilling to pay. After min,, the value function v;(n|q) increases at a different rate. However,
the value function does not increase linearly with respect to the amount of data. Moreover, after
a certain amount, the value function stabilizes and the consumer becomes unwilling to purchase
more. These observations are well-grounded in prior analytical and empirical studies in the same or
a similar context [68, 66, 54, 55]. Based on these observations, the function v;(n|q) should satisfy

the following properties:

(1) For each consumer 1%, there is acceptable range of data amounts n defined by the continuous

interval [min,,, max,,].

(2) The value function v;(n|q) = 0 when n < min,,
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(3) The value function v;(n|q) = Max(v) when n > mazxy,

(4) The value function v;(n|q) is a monotonically increasing concave function whenn € [min,,, mazx,,],
thus Jv;(n|q) \ On equals to zero when n < min,, and n > max,,, and the second derivative
0v'(n) \ On > 0. In terms of two-sided market, the externalities from the consumers’ side
to the providers side exist only in [min,,, max,] and vanishes after max,,. This means that
the platform highly performs on the providers’ side up to a certain threshold of the size of the

data providers.
v;(n|q) could be defined as follows where c; is a constant:

alog(n) — 1 if n € [miny,, max,,)
vi(nlg) = 4 0 if n < min, (M

alog(max,) —c1 if n > maxy,

In the platform, data providers provide and sell, in average, v data units. Thus, we can rewrite

the utility of the consumers v;(n|q) as a function of the number of data providers N, whose data
quality g as follows:
alog(Ngg) —b  if YNy, € [ming,, maz,]
vi(nlg) =4 0 if ¥ Ngjy < ming, 2

alog(max,) —b if YNy, > max,
where b is a constant and b = alogy — c;. The platform will use the pattern of the per-transaction
fees. The platform matches the consumer’s request and charges him with per-data unit fee p.. The

utility of the consumer ¢ is defined as follows:

vi(nlq) — (p + pe)n ,n € [ming,, maxy,)
UCi=q0 < ming 3)

v(mazy,) — (p + pco)mazx, ,n > mazxy,

33



2.4.3 Data Providers

Data providers may range from unprofessional individuals in selling their personal data to or-
ganizations that provide data. Under the two-sided market model, the platform combines data con-
sumers in one place and incites providers by huge demands, which in turn maximizes their revenues.
However, this means that there are externalities from the providers side to the consumers’ side and
this imposes a certain performance from the platform on the consumers’ side. The utility of the
provider U.Sj is given by Equation 4 where N, is the consumer demand on the data quality g. It is
easy to see that the utility function is monotonic, increasing and linear with respect to the number

of consumers and monotonic, decreasing and linear with respect to the per-transaction fees.

USj = /Y(p_ps)ch] “)
2.4.4 Demands

The supply demand is given as function of imposed transaction fee ps and the expected number
of consumers. Similarly, the consumers demand depends on the imposed transaction fee p. and
the expected number of connected providers. As clarified earlier in Section 2.4.2, specifically in
the characteristics of the value function given by Equation 1, the value derived from the amount
n of data is strictly concave down over n up to a certain threshold of data amount and after this
threshold, the value becomes fixed. This means that the consumers’ demands are affected by a
specific supplying range and the demand is defined as a constant outside this range. In terms of
the two-sided market, consumers are not always attracted by more providers. Thus, we use the
logit-type demand function introduced in [86] to model the two-sided demands. The logit-type
demand function, the most functional form in empirical work, tends to satisfy these characteristics
for realistic values of the respective parameters. Consumers and supplying demands are given by

Equation 5 and Equation 6 respectively.

lOch|q = aclo.gNs\q — Belogpe + €. (5)
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logNs|q = QSZOQNc\q — Bslogps + €5 (6)

where «. is the marginal value that a consumer places on the additional data provider on the plat-
form. Similarly, o is the marginal value that a provider places on an additional data consumer on
the platform. a, o5 represent externalities (network effects) between consumers and providers. (.,
B are slopes of consumers and supply demands with respect to transaction fees p.,ps respectively.
€c, €5 are constants. For convenience in later calculations, we express demands as functions of
transaction fees only as follows.

_ ﬂcloypc + O‘cﬁlegps - (aces + ec)
la g — 1

logN,, (7

. lengs + asBCZOQPC - (asec + Es)

logNs‘q = PO

(®)

As noted in demand equations, the demand has an inverse relationship with the fees charged by
the platform; the demand increases when the platform decreases the charged fees. The effect of fees
on the demand is defined by demand elasticity. Demand elasticity is calculated by the percentage
of change in the data quantity, divided by the percentage of change in fees. For example, the
elasticity of consumers’ demand with respect to charged fee p. is defined by (0N, /Opc). A higher
demand elasticity for fees means that consumers/providers are more responsive to changes in these
fees. If the demand for a particular good is more elastic in response to changes in other factors,
companies must be more cautious with raising prices of their goods. The percentage of change in
the consumers and providers demand (or elasticities of quasi-demands as introduced in [82]) with

respect to charged fees p. and ps, denoted by 1y , nh. and nb, respectively, are as follows:

c _Pc(aNc\q/8p6) p _pc(aNs|q/apc)

npc - N ) npc - N ’
Clq S‘Q (9)
c ps(aNc\q/aps) p o ps(aNs|q/aps)
TNy, T T A,

Similarly, we define the elasticity of total transactions between the consumers and providers 77;;

with respect to the total fees p; = p. + ps as follows:
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T _ _pt(aT/apt) . pt(a(’ch\qNsm)/apt)

T T - YNelqNslq (10)
_ _pt((aNc\q/apt)Ns|q + (8Ns\q/8pt)Nc|q)
NejgNslq

where T" = N, N,|, is the total transactions of exchanged data from providers to the consumers

over the platform.

2.4.5 Monopoly Platform Optimum

Consider the monopoly platform private optimum under which the platform is free to set per-
transaction fees p. and ps for both data consumers and data providers. The platform faces the

problem of choosing p. and ps to maximize its payoff which is given by Equation 11:

™= f)/(pc +Ds — f)Nc|qNs|q (11)

where 7 is the profit of the platform and f is a fixed cost per-transaction that the platform incurs to
connect providers and consumers and to distribute the data from providers to consumers. Because
the market sides (consumers and providers sides) provide externalities between each other, the plat-
form faces an inverse relationship between p. and py; that is, maximizing with respect to p. results
in a smaller p. when p; is larger. Similarly, maximizing with respect to p, results in a smaller p;
when p, is larger. In particular, the optimal p, for the platform given pg, defined by aT;:, =0, is given

as follows:

pe=[f—ps—
Ns|q(aNC|q/apc) + Nc‘q(aNs‘q/apc)

and the optimal p; for the platform given p., defined by aTZ = 0, is given by

NejgNs
Iq ‘q (13)

ps=[f—Dec—
Nslq(aNclq/apS) + Nc\q(aNs\q/apS)

Solving the two equations above represents the condition, defined in Equation 14, characterizing
the values of p. and p, that maximize the platform profit. This condition shows that the impact of a

small (absolute) variation of fees has to be the same on both sides.

(8Nc|q/8p3 — aqu/apc)Nsm = (8N5|q/8pc — aNs‘q/aps)qu (14)
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Proposition 1. i. The fees structure is given by ration of elasticities:

Dc — Ps — QsPc — QcPs
(tas)ng, — (T+ac)mps (Itas)np. — (A+ac)ng,

ii. The elasticity of total transactions between the consumers and providers 77;; with respect to

the total fees py = p. + ps is given by:

Ty = M5, 105, 10, + 1,

Proof. See A.1 O

Proposition 1 describes the optimal fees structure that the platform will choose to maximize its
payoff. As shown in proposition 1, fees structure depends on externalities between market sides
and elasticities of the consumers’ and providers’ demands. The second part of the proposition 1
states that the volume of transactions depends on the whole elasticity of demands to fees charged
by the platform. The second part implicitly suggests that the platform is a two-sided market where
elasticities of the volume of transactions are sensitive to the fees structure. Any changes on fees will
lead to changes on elasticities of demand curves, which in turn affects the elasticities of the volume

of transactions.

2.4.6 Equilibrium Analysis of the Monopoly Platform

The platform relies on the externalities between market sides to create its business. On our
platform, the service (i.e. providing data) becomes more valuable for the consumer when more
providers become active on the platform and vice verse.

Assumption 1. Cross-group externalities (network effects) are not too strong, or equivalently, the

platform is a live if acas — 1 < 0.

The condition in Assumption 1 comes from the first order condition of the platform equilibrium,
see A.2,which implies that the platform has positive payoff from the different transactions between
providers and consumers. Assumption 1 states that the platform is sufficient over some ranges of

externalities, specifically the ranges of weak externalities. As shown in the proof of the assumption,
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the strong externalities, a..ars — 1 > 0, leads to negative profits for the platform. Thus, the platform
will not enter the market if the market sides have strong externalities between each other. The reason
is that strong externalities impose high performance on the platform by charging both consumers
and providers with negative fees to attract and connect them on board. As a result of Assumption
1, p. and ps are positives. This means that the platform subsidizes the market sides by zero fee as
maximum and there is no chance to subsidize them by negative fees, (i.e) the platform never pays
for the market sides to attract them.

The platform faces a loop of network effects; the consumers’ side depends on the number of
active providers and at the same time the providers side depends on the number of active con-
sumers. Thus, the platform requires an adequate participation of consumers to attract the providers
and simultaneously it requires an adequate participation of providers to attract the consumers. The
platform compensates its loss and makes profit from the subsidizing side. In this context, the ques-
tion is which side the platform has to subsidize and at which level the platform should subsidize the

market sides. Proposition (2) answers this question.
Proposition 2. Under assumption 1, B; < 1, and B, < 1, the following hold:

i. The platform charges consumers with positive fee below the transaction cost if a.as — 1 €
(—Bs(ae+1),0) and with positive fee above the transaction cost if acos — 1 € (—(Be(as +
1) + Bs(ae + 1)), —Bs(ae + 1)).

ii. The platform charges providers with positive fee below the transaction cost if a.as — 1 €
(—=Bc(as+1),0) and with positive fee above the transaction cost if acos — 1 € (—(Be(as +
1) + Bs(ae + 1)), —=Be(as + 1)).

Proof. See A.3 O
Lemma 1. Based on Proposition 2, the platform’s payoff is as follows:

i. The platform receives positive payoff if the strength of the externalities acos—1 € (—(Be(as+
1) + Bs(ae +1)),0)

ii. The platform always receives negative payoff if the strength of the externalities acag — 1 <
—(Be(as+ 1) + Bs(ae + 1))

Proof. See A.4 O
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Lemma 2. The subsidizing depends on the elasticity of demands with respect to the transaction
fees charged by the platform. The platform subsidizes the providers side if the following condition
is satisfied; otherwise, it subsides the consumers side.

Mpe = Tpe < Mpe — Npe

Proof. See A.5 O

Proposition 2 shows the size of subsidizing the platform can offer for market sides over different
ranges of weak externalities. It is easy to see that the best case for consumers and providers is when
their externalities s — 1 € [max{—B:(as + 1), —Bs(ae + 1)},0] where both of them pay
transaction fee below the transaction cost. However, as concluded in Lemma 1, the providers and
consumers can be charged at the same time with a fee below the cost and the platform still receives
positive payoff. The platform is better in the range of externalities ayas — 1 € [—(Be(as + 1) +
Bs(ac+1)), min{—Bc(as+1), —Bs(a.+1) }] where it can charge both sides above the transaction
cost. Based on this, the two-sided platform is an efficient solution if the externalities between the
data providers and data consumers are weak. Lemma 1, particularly the last part of it, states that
externalities must be sufficiently weak for assuring platform survivability and determine exactly the
threshold that leads the platform to collapse; when the platform receives negative payoff. Lemma
1 shows that Assumption 1, which is derived from the first order condition for Equation 11 of the
platform payoff, is not enough to decide about the sufficient area for the platform. Assumption 1
shows that the platform cannot sustain in the market with strong externalities between its parties
while Lemma 1 proves that the platform does not sufficiently work for specific ranges of weak
externalities as well.

Lemma 2 determines strictly which market side the platform should subsidize. The condition
states that the providers are subsidized if the difference between their quasi-elasticities with respect
to ps and p. are respectively greater than the difference between the consumer’s elasticities with
respect to p. and p, respectively. The consumer’s elasticity with respect to ps and the provider’s
elasticity with respect to p. refers implicitly to the externalities between the consumer’s and the
provider’s sides. The consumer is indirectly affected by the impact of ps on the providers’ demand.
When p, decreases, the number of active providers on the platform increases, which incites more

consumers to exchange their transactions over the platform. Lemma 2 implies that the platform
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subsidizes the providers if: 1) the consumers’ demand is more inelastic (less sensitive) to the trans-
action fees offered by the platform compared to the providers’ demand, which gives more space to
the platform to play with the consumers’ side and charges these consumers with higher fees; and 2)
one more active provider adds more values to the consumers’ demand compared to what is added to

the provider’s demand by one more active consumer on the platform.

2.5 Competition Case: Effects of the Direct Sale on the Platform Equi-

librium

The Coase theorem does not apply to the relation between consumers and providers at the be-
ginning of the interactions over the platform because they do not already know each other. After
many transactions, data consumers and data providers share symmetric information (i.e. perfect
information) about each other, where the retrial market price of data is known in the market and
transaction fees imposed by the platform are known. Thus, the Coase theorem has the chance to
succeed in our platform. In this section, we examine the possibility of the success of the Coase the-
orem applied to the relation between data providers and data consumers at long-run time (i.e. after
many transactions). This case is known as unregulated because the interactions over the platform

are not regulated by law.

2.5.1 Unregulated Case Description:

One main reason for users (i.e. consumers and providers) to connect to the platform is that they
do not have sufficient network of connections and consequently it will be hard for them to collect
the required data in a timely manner. Thus, before interacting over the platform, the consumers do
not have direct access to an adequate number of providers. Similarly, before interacting over the
platform, providers cannot have direct access to a large number of consumers to receive sufficient
revenues from selling their data. Seeking to build sufficient networks of connections (i.e. seeking
a sufficient number of consumers by providers and seeking a sufficient number of providers by
consumers) is highly time-consuming and the huge costs outweigh the budgets of the consumers and
providers. Thus, the consumers and providers prefer to use a platform that offers a large network

of users at lower costs. The platform has different kinds of costs, including the cost of building

40



a sufficient network of connections. These costs are not included in the equation of the platform
payoff (Equation 11) because they are only compensated at a long run-time. In other words, the
transaction cost f does not include fixed costs such as the cost of building connections network.

Following a large number of transactions between the consumers and providers over the plat-
form, they will know each other and both will have sufficient networks of connections. In other
words, the main incentive for the consumers and providers to connect to the platform fades away
each time they interact over the platform. Once the consumers and providers have sufficient net-
works of connections, they will negotiate the data trade directly without the platform, to get rid of
the transaction fees imposed by the platform.

Providers are multi-home; they can directly sell their data to the consumers obtained from the
previous transactions and at the same time they connect to the platform to sell data. Due to the
providers’ high demand, the platform has no means to control these providers and prevent them
from direct sale. The platform would oblige providers not to sell the data directly, irrespective
of whether the providers and consumers know each other via the platform or not. Thousands or
millions of providers may use the platform to trade the data, and thus it is not sufficient or realistic
to monitor them to know whether they are in compliance with their commitment (i.e. no direct
trade) or not. An agreement between the providers and the platform to prevent the users from direct
trade does not sufficiently work. Moreover, monitoring the users jeopardize privacy, adding costs to
the platform expenses.

Consumers are single-home. However, platforms can try whenever possible to assign the same
providers to the consumers. This slows down the increasing rate of the consumers’ connection
network. For example, let us assume a consumer ¢ requires at least 100 providers to accomplish
a sensing task. 80 providers, known by the consumer ¢ from the previous transactions over the
platform, are available to interact directly while 20 are missing. Those 80 providers are multi-
home and therefore active on the platform. The consumer ¢ connects to the platform to get 20
providers to accomplish his sensing task, but the platform might assign him 20 providers from the
80 providers. The consumer ¢ will not benefit from this connection and he will be forced to perform
100 transactions over the platform. However, this is not the final solution to solve the problem of

the direct sale (or to avoid the success of the Coase theorem). Thus, consumers are single-home,
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unable to connect both the platform and the direct sale at the same time.

2.5.2 Formalization of the Unregulated Case

Data providers on our platform are often individuals supported by smart phones, raising the
availability issue with respect to direct sale. For example, mobile phone users keep changing their
locations during a day and they are not always available to involve sensing tasks. The platform
recovers from this problem through its large connection networks that the direct sale does not have.
In addition, the consumers may request different data each time, i.e. their requests change, and
their connections using the direct sale may not meet their new requirements. These factors add to
the expediency of the platform and prevent the success of the Coase theorem. Thus, we introduce
(1) the random variable x € [0, 1] that represents the probability of each provider to perform the
process of selling/buying data and meet the requirement of a new consumer request and (2) the
random variable X that represents the rate of data request performed by each consumer. Note the
difference between “data request” and “transactions performed between consumers and providers”:
Transactions are the size of data (or number of providers) required by consumers while requests
are the number of times the consumer connects to the platform asking for data. For example, the
consumer ¢ is a mobile phone sensing application that requires 3 sensing activities per day. Each
sensing task requires to collect a data from 100 mobile phone users. The consumer ¢ connects to the
platform 3 times in a day (A = 3/day), and for each connection, 100 providers (100 transactions)
share their data with him.

Assume that the consumer ¢ performs many transactions and accordingly has connections net-
work containing N ' of providers. The consumer 7 can receive the maximum amount of data
n' = zyN*® from the direct sale. The platform has a connection network including Ni|q providers
and the consumer 7 can receive 27Ny, as maximum of amount of data from the platform. How-
ever, as is explained earlier in Equation 2, the consumer’s utilities do not keep increasing over the
data amount. Receiving an extra amount of data, following the maximum amount of sufficient
data (maxy), does not add to the consumer’s utility. Thus, consumers take an amount of data

n = yyzNy, where y € [0, 1] represents the percentage of the required data from the maximum

lg

data (zyN,,) received from the platform.
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The providers and consumers interact directly without involving the platform if the direct sale
is better for both of them than over the platform. The consumers and providers pass through the
platform if and only if both of them agree to interact via the direct sale. The consumers and providers
incur transaction cost f. > 0 and f; > 0 respectively if both deiced to choose the direct sale.
Note that the total transaction costs incurred by consumers and providers equals to the transactions
incurred by the platform. ie. f = f. + fs. After many transactions between the market sides
(i.e. the consumers and providers), one of the sides negotiates with the other to trade directly by
providing a per-transaction incentive p; > 0. The maximum value of p; depends on transaction
fees imposed by the platform. For example, let us assume that the consumer ¢ pays per-transaction
incentive p; to the providers to convince them to trade directly, not involving the platform. Both the

consumer ¢ and the providers agree to interact directly if and only if:
vi(nlg) — n(p + pc) < vi(n'|lq) — n'(p + pi + f.) for the consumer ¢
YNejg(p — ps) < YNejg(p + pi — fs) for each provider j

This forces the platform to choose fees depending on p;, not on externalities between them as in the
monopolistic model. In the monopolistic case, consumers would join the platform if their utilities
from using it are greater than zero while, in the presence of the direct sale, they would join the
platform if their utilities from using it are greater than their utilities form using the direct sale. In
other words, the cumulative distribution function that determines the number of consumers using

the platform at different transaction fees in presence of the direct sale is given as follows.

Njq = Pr(vi(nlg) — n(p + pe) > vi(n'lq) —n'(p + pi + fc)) (15)

Similarly, the cumulative distribution function that determines the number of providers using

the platform at different transaction fees is given as follows.

Ns|q = PT(’Y(p - ps)Nc\q > 7(p +p; — fs)Nc|q) (16)

This case is formalized as a trading selection game, which is defined as follows:

Definition 2. Let B be the two-sided market platform, C the set of active single-home consumers

and S the set of active multi-home providers. A trading selection game G is a tuple:
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G = <Z, PZaUZ()>

where:
* Z = (C'US U B denotes the set of players
» P, is the strategies set available for each player z € Z, defined as follows:

i. Py ={p}, pt} denotes the strategies set available for the platform, where p} and where

Dy are the optimal fees offered by the platform in presence of the direct sale.

ii. po = {pk,£pi} denotes the strategies set available for each consumer i € C, where p’;
denotes that the consumer c chooses to interact over the platform and pay transaction
fee pk. p; denotes that the consumer i chooses to interact directly with providers without

the platform and pays/receives incentive £p;.

iii. ps = {p%,+pi} denotes the strategies set available for each provider j € S, where
D that the provider s chooses to interact over the platform and pay transaction fee py.
p; denotes that the provider j chooses to interact directly with providers without the

platform and pays/receives incentive +p;.
» U,(.) represents the utility function of the player z € Z. The utilities of players are follows:

i. UC;(.) represents the utility function of the consumer i € C, where
Uei() :{ vi(nlg) —n(p +p) if pe = P
vi(n'lg) —=n'(p£pi — fo) ifpe=pi
ii. US;(.) represents the utility function of the provider j € S from selling the data for
consumer i, where
USj(.):{ (P = ps) {prszpz
YpE£pi = fs) ifps =pi
iii. ™ represents the utility function of the platform, where

m(n) = (p: +ps — f)n.

2.5.3 Equilibrium Analysis of the Unregulated Case
Theorem 1. The Nash equilibrium of the game G is given as follows:

(1) The best response of the platform is given by the following imposed fees:

Py = fs—Di (17)

« _ vilnlg) —vi(n'|q) —np+n'(p+pi + fe) (18)
n
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(2) The best response of the consumer i given p};, in Equation 18 is paying p; and trading via the

platform.

(3) The best response of providers given p% in Equation 17 is paying p% and trading via the
platform.

Proof. See A.6 [

Corollary 1. The platform is able to attract consumers and providers on board if and only if the
amount of data n provided by the platform is strictly greater and more sufficient than the amount of

data n' provided by direct interaction.

Proof. See A.7 O

Theorem 1 characterizes the Nash equilibrium of game G that represents the unregulated case.
Corollary 1 implicitly states that the Coase theorem will not apply to the relation between the data
consumers and data providers as long as the platform is able to provide more sufficient data for the
consumers compared to the direct interaction. Thus, the Nash of GG implies that the platform pro-
vides a larger amount of data, but providing larger amount of data does not imply Nash (interacting
via the platform). Providers would always sell their data directly when they receive more utilities
by getting rid of transaction fees imposed by the platform. When consumers reach a sufficient size
of network of connections, consumers and providers can negotiate the fees of the platform to trade
the data directly without the platform. The following question is raised in this context: “To which
extent the platform will resist the Coase theorem and stay able to provide more sufficient data?”
Lemma 3 answers this question.

Lemma 3. The relation between the consumer i and the interacting providers will satisfy the Coase

Theorem when the consumer © performs r fulfilled requests of buying data. The number r is given

as follows:
21 — ) — mazn+A
r—= ( ) maxn (19)
log(1 — )
where:

» © € [0, 1]: a variable that represents the stability of providers in the platform.

* maxy: the maximum sufficient amount of data that the consumer i requires.
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* A: A small tolerance value that represents the difference between the actual amount of data
that the consumer 1 receives when he makes r requests and the maximum sufficient amount of

data that the consumer i requires.

Proof. See A.8. O

The success of the Coase theorem depends on the stability of providers and the sufficient amount
of data required by the consumers. As stated in Lemma 3, the Coase theorem will succeed after
consumers perform a certain number of requests for buying data. Table A.1 shows values of r
over different ranges of = and (max,,) combined with a certain number of requests that consumers
performed per day. As noted in the table, the success of the Coase theorem engrosses long time
when providers have a low stability in the platform (small values of ). By contrast, the success of
the Coase theorem is inevitable when providers have a high stability on the platform (high values
of z). Based on these observations, we can conclude that monetizing data process by the two-sided
market requires a regulation in the domains where the providers have a high stability. The regulation
process is related to a set of procedures that prevent the success of the Coase theorem and protect
the platform from collapsing. In this context, the following two questions are raised: “In which
domains we need a regulation? What are potential procedures for the platform in the regulated

case?” Section 2.7.2 answers both questions.

2.6 Simulations and Empirical Analysis

In this section, we evaluate the two-sided market model over an alternative model for data
monetization: the classical form of intermediaries (i.e., merchant model). Specifically, we compare
the total surplus of the involved parties under the two-sided market with the total surplus under the
merchant model. Then, we validate the efficiency of the two-sided market model over different
ranges of the users stability. Figure 2.4 shows the simulation inputs, adjustable parameters, and

outputs. The simulation aims to achieve the following objectives:

* Objective 1: Checking the efficiency of the two-sided market against the merchant model.
Specifically, we simulate the total surplus (i.e., consumers payoff, providers payoff and plat-

form payoff) under both the two-sided market model and the merchant model. The simulation
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increases gradually the externalities (i.e., the parameters . and «) and then calculates the

total surpluses of the involved parties. The simulation aims to check how much the two-

sided market can contribute in terms of payoff of the involved players over different ranges

of externalities.

* Objective 2: Checking the impact of the users stability on the platform payoff. The simu-

lations increases gradually the users stability (i.e., the parameter x) and then calculates the

platform
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Figure 2.4: Simulation overview

The simulation parts, as shown in Figure 2.4, are described in the following subsections: 2.6.1,

2.6.2,2.6.3,2.6.4 and 2.6.5.
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2.6.1 Simulation Inputs and Parameters

In this section, we describe inputs and parameters of the simulation shown in Figure 2.4. Specif-
ically, we describe the used data and associated demand distributions. Unfortunately, there is no
available dataset about personnel data in the context of monetizing data. However, we use a closest
real dataset provided in [26]. The dataset contains 1,025, 908 market transactions involving 1, 641
of the most popular products on amazon. Product prices in the dataset are close to each other, and
are normally distributed with a mean of $21 and standard deviation of $17. Each market transaction
in the dataset contains the retrial price, seller ID, seller rating, transaction date, product type, ship-
ping price, and the lowest price in the market at the transaction time. Although the dataset is about
the market transactions of commercial goods instead of commercial data, we are still benefiting
from prices’ real distributions under real supplying levels.

A hundred samples of 10000 market transactions at different times are used as inputs. To guar-
antee an accurate simulation, we used a confidence level of 95% with regard to the price mean for
taken samples. Sellers act as data providers in the simulation and product prices represent their utili-
ties while shipping prices represent transaction costs ( f). Each taken sample contains data providers
(N4|q) that are distributed normally with mean 1000 and standard deviation 100. According to [26],
amazon charges sellers in average 15% of product price (i.e., Ps). The providers and consumers
elasticities are set up between 0.1 — 0.3 (i.e., 85 and f.), which are similar to the sensitivity of
mobile/telecommunication services price shown in the literature [31]. The intuitive value for the
externality from the provider’s perspective (a) varies from 0.1 to 0.9 since one consumer con-
tributes by less than one to the provider demand. The same intuition applies to the externality from

the consumer’s perspective .. The consumer demand, N, is then computed in Equation 6. The

lg>
amount of data n required by each consumer is distributed normally with a mean of 500 providers
and a standard deviation of 100 providers, which matches the available number of providers in the
taken samples. We assume that the value function obtained by consumers from each transaction
is normally distributed with mean 42 and standard deviation 17. The value function distribution

is similar to the data price distribution with a larger mean, which guarantees reasonable ranges of

consumer utilities. Table 2.2 shows the values of the system parameters.
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Simulation Parameters \ Values

Nyjq N ~ (1000, 100) data providers

P N ~ (21,17) USD

f 50 - 100 cents

Qg 0.1-0.9

O 0.1-0.9

¥ 1

Bs 0.1-0.3

Be 0.1-0.3

Ps 15%

n N ~ (500, 100) data transactions
v(n) N ~ (42,17) per transaction

Table 2.2: Simulation Parameters Values

2.6.2 Two-Sided Market Scenario

In this section, we describe the two-sided scenario shown in Figure 2.4. The two-sided market

platform (TM) is given by the following scenario:

(1) Providers reveal their data prices and their availabilities at different times.

(2) Consumers reveal their interest at different data price levels including the required data amount

and their utilities.
(3) The platform observes the consumers and providers utilities.

(4) The platform calculates the optimal charging fee (p.) that maximizes its payoff as given by

Equations 11.
(5) The platform reveals the charging fees to consumers and providers.

(6) Once the charging fees are accepted by consumers and providers, they start interacting with

each other directly and setup data trading.

2.6.3 Classical Intermediary Scenario

In this section, we describe the merchant scenario shown in Figure 2.4. The main difference

between the classic form of market intermediaries (merchants) and the two-sided models is that
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pure merchants take possession of the sellers’ goods (i.e. buying sellers’ products) and resell them
to consumers at retrial prices. By contrast, the two-sided platform leaves entirely the selling pro-
cess to the sellers and buyers and simply determines the buyer’s and seller’s fees with a common
marketplace [11]. Under the merchant mode, the intermediary buys the provider’s data by offering
a buyout bid B® for each seller and resells the data to the consumers for a retrial price p’. Each
data provider only cares about the bid he is biding with, not about the number of active consumers
connected to the other side of the platform. Assume p(n|q) as the price function of the data amount
n given the quality g, which the merchant will pay for the providers after accepting their bids B®.

Assume that there are IV, consumers in the market and each consumer ¢ has utility u; and requires

lg
n; amount of data. The merchant then receives payoff as given in Equation 20. Comparing to the
two-sided platform, the merchant offers the best B® < (p — p;) N, and the providers then receive

a total surplus as given in Equation 21.

Nejg
v = Y p(nilg) — p(nilg) (20)
=1
TSy =p(n) =) B @n
=1

Based on Equation 20, the merchant maximizes his payoff by maximizing p’ and minimizing
p(n) as much as possible. Data differ from other economic goods for the possibility to be resold
to many consumers at the same time. In the merchant model, because of selling economic goods
that cannot be resold, the equilibrium of the market is given by the intersection of the demand
curve and the supply curve, which means the quantities of goods needed by the consumers equal
the quantities of goods provided by the sellers. This is not true in our case since the same data can
be shared between all consumers. For instance, if there are 1000 consumers and each consumer
requires 100 units of a particular data, it does not mean that 100000 data units are needed, where
it is enough for the merchant to buy 100 units and share them with the whole data consumers.
Thus, Equation 20 is updated as given by Equation 22, where p(n|q) is the price of total data that
will be shared among the consumers. This will largely raise the competition among data providers

and push them to accept lower bids B® << (p — ps)Nq, which negatively affects their total
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surpluses. The merchant can create more values and extract more profits from the data providers.
Unlike the merchant, the two-sided market platform maximizes its payoff (given in Equation 11) by
maximizing the total transactions among the providers and consumers which positively affect the
provider’s total surpluses. Furthermore, the two-sided market guarantees the surplus distribution
between larger data providers, decreasing the competition between the providers and creating more
values for the consumers. For instance, if there are 1000 consumers and each consumer requires 100
units of a particular data, the two sides distributes 100000 transactions over all providers, while only
100 providers (if each provider provides one data unit) will share the total provider’s surplus under
the merchant model. As explained earlier, a huge number of data providers are not involved in the
process of monetizing data because of the unworthy and insignificant rewards. The two-sided model

helps “increase” the percentage of providers by creating more surplus offered to the provider’s sides.

Nejq

mr = (Y 1 (nil)) = plnlg) (22)
i=1
The Merchant model (MM) is given by the following scenario:

(1) Consumers send data requests to the platform including the required data amount and their

utilities.
(2) The platform sends data requests for providers.
(3) The providers send their availabilities and their prices.

(4) The platform calculates the optimal data prices and the optimal data amounts (maximize

Equation 22) and offers them to both sides.
(5) Providers and consumers can accept or reject the platform offer based on their utilities.
(6) The platform buys the data from the providers who accept the offer.

(7) The platform sells the data to the consumers who accept the offer.

2.6.4 Simulation Results: Two-Sided Market vs Classical Intermediaries
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In this section, we describe the simulation outputs. We run our simulation over different ranges
of the externalities (a.cs) at 0.35, 0.45, 0.55, 0.65, 0.75 and 0.85. The values of externalities are
given to the simulation as inputs. According to those values, the simulation adjusts the consumers
and providers utilities and then executes above scenarios. The simulation results are given in terms
of platform’s, consumers’ and providers’ surpluses over the time in days as shown in the Figures
2.5, 2.6, and 2.7 respectively. For example, Figure 2.5a describes the platform payoff at externalities
0.35 over 35 days of transactions between the providers and consumers. The platform payoff is
normalized in the figure with respect to the maximum payoff received by the platform during the
run time of the simulation at different levels of externalities. As shown in the figure, in the fifth
day, the platform receives 0.7 as a payoff under the two-sided market (TM) while it receives 0.4
as a payoff under the merchant model (MM). Figures 2.5, 2.6 and 2.7 are interpreted in the same
manner.

As noted in those figures, the involved parties receive in general higher payoff under the two-
sided market model. Specifically, the two-sided market show more efficiency than the merchant
model under week externalities (0.35, 0.45, 0.55 and 0.65) where the platform and the providers
receive higher payoff as shown in Figures (2.5a - 2.5d) and Figures (2.7a - 2.7d) respectively.
However, the two-sided market shows less efficient outcomes as the externalities become stronger.
Specifically, providers’ surpluses decrease gradually as the externalities is increased. For example,
the total surpluses of providers in Figures 2.7a at externalities 0.35 are relatively higher than the
total surpluses in Figures 2.5b at externalities 0.45. This decreasing is continuing until the two-
sided market show almost the same efficiency of the merchant model under the strong externalities
(0.75 and 0.85) as shown in Figures 2.7e and 2.7f. Similarly, the platform receives less surpluses
as the externalities become stronger. For example, the platform’s surpluses are relatively higher at
externalities 0.45 than the surpluses at externalities 0.55 as shown in Figures 2.5b and 2.5c respec-
tively. This decreasing is continuing until the two-sided market show the same ( as shown in Figure
2.5e) or less efficiency (as shown in Figure 2.5f) than the merchant model. The reason behind this,
according to Proposition 2, the platform imposes slight transaction fees (less than transaction costs)

to attract both sides at the strong level of externalities, which leads to less payoft.
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The consumers receive always higher payoff under the two-sided market model as shown in Fig-
ures 2.6a - 2.6f. The reason behind this is that the platform makes profit from both sides (providers
and consumers) under the two-sided market model by imposing transaction fees on both sides while
it makes only profit from the consumers side under the merchant model, i.e., the providers bear
a part from the desired profit that the platform wants under the two-sided market. Moreover, the
consumers purchase the data at lower price from the providers under two-sided market while in the
merchant model, the consumers purchase the data from the platform (broker) at higher price. Un-
like to the platform and providers, the consumers’ surpluses increases gradually as the externalities
become stronger. For example, the consumers’ surpluses at externalities 0.75 shown in Figure 2.6e
are relatively higher than surpluses at externalities 0.65 shown in Figure 2.6d. Similarly, surpluses
at externalities 0.65 shown in Figure 2.6d are relatively higher than surpluses at externalities at 0.55
shown in Figure 2.6¢c. The reason behind this, according to Proposition 2, the platform impose less
transaction fees as the externailities become stronger to attract the consumer side, which leads to
less cost bearing by the consumers. However, the consumers’ total surpluses become less under
too strong externalities (0.85) shown in Figure 2.6f. The reason behind this is the high impact of
the strong externalities on the subsidy technique that leads to less attraction from consumers and
providers to sustain a positive platform payoff.

Also noted in those figures, the payoff of the two-sided market fluctuates largely than the payoff
of the merchant model. For example, in Figure 2.5a, the changes of the platform payoff over the
time (10 - 20) are clearly noted in the two-sided market curve. The reason is that the structure of
the two-sided payoff rely on all instant individual transactions performed among the users, which
leads to a full market coverage on the consumer side, while the structure of the merchant payoff rely
on the competitive price that maximizes the total revenues transferred to the platform, which leads
to partial market coverage on the consumer side. Thus, the total changes are larger in the case of
the full market coverage in case any changes happen on products prices, consumers and providers
utilities, ..etc. Therefore, the two-sided market is more responsive to the changes such as product

price changes than the merchant model.

53



Platform Payoff

o 5 10 15 20 25 30 35
Time

(a) Platform payoff at accrs = 0.35

1 —*—TM
—e—MM

Platform Payoff

[} 5 10 15 20 25 30 35
Time

(d) Platform payoff at acas = 0.65

1 ——TM
——MM

0.8

Platform Payoff

0 5 10 15 20 25 30 35
Time

(b) Platform payoff at accxs = 0.45

-]
0.8 Ll

=
o
&
Soe
£
S
S04l
o
0.2
o
0 5 10 15 20 25 30 35

Time

(e) Platform payoff at accxs = 0.75

Platform Payoff

o 5 10 15 20 25 30 35
Time

(c) Platform payoff at accxs = 0.55

——TM
——MM

Platform Payoff

A

o
o
o
-
o

15 20 25 30 35
Time

(f) Platform payoff at ccars = 0.85

Figure 2.5: Platform payoft over two-sided and merchant model

-
08 mm

Consumers Payoff

o 5 10 15 20 25 30 35
Time

(a) Consumers payoff at acxs = 0.35

1
—o—MM

% 0.8
>
o

0.6
4
)

g 0.4
7]
c
o

© 0.2

o

o 5 10 15 20 25 30 35
Time

(d) Consumers payoff at acas =
0.65

——TM
—e—MM
% 0.8
>
c
0.6
|4
[}
E 0.4
7}
c
o
0.2

0

0 5 10 15 20 25 30 35
Time

(b) Consumers payoff at acas = 0.45

£ 08
>
&
5 06
@
Eoa
73
<
o
0 0.2

o

0 5 10 15 20 25 30 35
Time

(e) Consumers payoff at acavs = 0.75

—°—TM
08 MM
o
>
&
5 06
@
Eoa
7]
o
[=3
So2

0 5 10 15 20 25 30 35
Time

(c) Consumers payoff at acs = 0.55

-

——MM

% 0.8
>

o

© 06
_

o
Eoa
17

c

o

O o0.2fe

0
o 5 10 15 20 25 30 35

Time

(f) Consumers payoff at ccars = 0.85

Figure 2.6: Consumers payoff over two-sided and merchant models

54



-
-

——TM
——MM

o
©

g
o

o
&
e
o

1
IS

Providers Payoff
(=]
»

Providers Payoff

o o
N a
o
N

Providers Payoff

et
N

o

o

5 10 15 20 25 30 35 0 5 10 15 20 25 30

35 o 5 10 15 20 25 30 35
Time

Time Time

(a) Providers payoff at acas = 0.35  (b) Providers payoff at acavs = 0.45  (c) Providers payoff at acas = 0.55

1 1 1
——
w 0.8 w 0.8 w08 ——wm
<] o 5
s s B
o 0.6 o 0.6 £ 06
H § g
Zo4 204 T 0.4
> > S
o o o
o S o
0.2 0.2 %02
0 0 0 . . . . : : ;
0 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35
Time Time

Time

(d) Providers payoff at accxs = 0.65 (&) Providers payoff at acars = 0.75  (f) Providers payoff at ccars = 0.85

Figure 2.7: Providers payoff over two-sided and merchant models

2.6.5 Simulation Results: Two-Sided Market Efficiency Over Users Stability

In this section, we continue describing the simulation outputs. Specifically, we validate the
efficiency of the two-sided platform over different ranges of providers availability. We extend the
simulation application provided in the previous section by including a new parameter representing
the provider’s availability. The parameter is normally distributed and takes values between 0-1.
Once a provider and a consumer interact with each other over the platform, the simulation records
that the provider and the consumer know each other, and they become able able to pass the platform.
The platform adjusts its strategy according to this scenario and calculates the optimal fees. The
simulation results, shown in Figures 2.8a and 2.8b, are given in terms of the platform payoff and the
number of data requests performed by each consumer. As noted in the figures, the two-sided market
shows efficient outcomes under low levels of the users availability and less efficient outcomes under
higher availability levels. In other words, the platform payoff falls down relatively faster under high
levels of the users availability. In Figure 2.8a, at the high level of providers stability (x = 0.01),
the platform receives zero payoft after consumers perform 2000 data requests, i.e., consumers and
providers pass by the platform after 2000 data requests from the consumers side. In Figure 2.8b,

at the low level of providers stability (z = 0.0001), consumers and providers pass by the platform
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after executing 160000 data requests from the consumers side.
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2.7 Discussion

Recently, some data monetizing platforms have been launched by industrial communities such
as People.io’, Opiria®, and Lotame’. Those platforms provide a secure digital marketplace where
people can monetize and trade their personal data. These platforms aim to help individuals con-
trol with whom they share specific personal data and get proper compensation. In parallel, they
help data consumers such as publishers, marketers and agencies find new data providers, increase
engagement, grow revenue, and get easy and quick access to personal data of high quality. Those
platforms provide unstacked data solutions for large domains such as marketing, health care and
technology. They involve different types of data and serve different enterprises worldwide. In this
section, we discuss 1) how the type of data affects the behavior of such platforms; 2) in which do-
mains such platforms exhibit tangible efficiency; and 3) what are the potential limitations of such

platforms from the business perspective.

2.7.1 Effect of Data Nature on the Subsidy Technique

In Section 2.4.6, specifically Lemma 2 shows that subsidizing the market sides relies on the

elasticities of their demands. As known in economics, the demand’s elasticities are controlled and

5
https://econsultancy.com/start-me-up-people-io-allows-people-to-monetize-their-personal-data/

6
https://medium.com/@EVALUAPEL/blockchain-project-review-opiria-6-3-dapp-for-data-exchange-fdc78a8be7b7

https://www.lotame.com/its-time-to-unstack/
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affected by many factor-related the characteristics of the users (i.e. the buyers and sellers), the
nature of goods and business and the environments in which the users interact. In this section, we
review those factors and connect them to the process of monetizing data. Specifically, we discuss

how the nature of data affects subsidizing the consumers and providers.

(1) Characteristics of providers and consumers:
The characteristics of the users are summarized by their budgets and the size of their business.
The low budgets of the consumers restrict their purchasing power and make them unable to
pay for the data even if these data contribute largely to their utilities. This increases the
elasticity of the consumer demand with respect to the charged fee and makes the consumers
more responsive to the fees changes. By contrast, consumers who have large budgets, do
large businesses and relatively make large profits are less responsive to the fees’ changes.
When the platform increases transaction fees, rich consumers (with large budgets and large
businesses) will still be willing to connect to the platform and perform the same amount of
the transactions, while poor consumers (with low budgets and small businesses) will not be
able to perform the same amount of transactions over the platform. Similarly, the elasticity
of the providers’ demands is restricted by the size of their budgets and businesses. When the
providers are individuals, often with very low budgets, low price for data and small businesses
relatively achieving nominal profits, their demand curve shows highly elastic behaviors. By
contrast, the demand curve of the providers shows inelastic behavior when the providers are

professional organizations specializing in the process of data trade.

As a result and informally, when individuals attend the providers side and professional orga-
nizations attend the data consumers’ side, the platform tends to subsidizes the data providers
side and make profit from the consumers’ side. The reason behind this is that consumers are
relatively more able to bear larger transaction fees without affecting the number of performed
transactions, while any changes in the transaction fee offered to the individual providers will
relatively lead to big changes on the number of performed transactions. Similarly, the plat-
form subsidizes the data consumers’ side and makes profit of the providers side when the

providers reach the level of professional organizations and the consumers have low budgets
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and small businesses.

Rare vs abundant data

Rare available resources of data induces the consumers to show less resistance against in-
creasing transaction fees because they cannot switch to other resources. Thus, the demand of
data consumers shows inelastic behavior in the case of rare data. This gives the platform the
chance to increase the transaction fee offered to the consumers without affecting the number
of performed transactions. On the other hand, the demand of consumers depends on the size
of the provided sufficient data. Thus, the platform is forced to highly subsidize the providers
side with very nominal or zero transaction fee to guarantee the maximum level of sufficient
data. By contrast, the consumers’ demands show a highly elastic behavior with respect to
the transaction fees imposed by the platform in the case of abundant data; the consumers can
easily switch to other data resources even if there are only small changes in the transaction
fee because several substitutes of data resources are available. Thus, the platform shows more
flexibility and imposes less transaction fees on the consumers’ side rather than in the case of
rare data. On the other hand, the data abundance leads to aggressive competitions between

the providers and induces them to accept higher transaction fees imposed by the platform.

Real time vs historical data

Many data consumers provide real time services such as traffic map applications [65, 41,
94, 40, 45, 7]. Those services require real time data, making the data providers an urgent
need for the consumers and restrict their abilities to postpone the consumption of data. The
platform uses the urgency of the consumers and maximizes its profit by imposing higher
transaction fees without affecting the number of performed transactions. Consumers find
it difficult to shift to other substitutes in a short period, in order to respond to a change in
transaction fees. Thus, the consumer’s demand shows inelastic behavior in the case of the
real time data. On the other hand, the data providers use the urgency of consumers and put
more pressures on the platform by postponing the sales process until the expiration as in the
case of stockholding strike. This forces the platform to show more flexible behavior and

highly subsidizes the providers’ side to guarantee sufficient data on time. However, the time
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factor may also negatively affect the elasticity of the providers’ demand as follows: After a
certain amount of time, no consumer becomes interested in this kind of data and then its value
drops to zero. Thus, data providers adjust their behaviors over the data expiry and discount
perishable data as their expiry date approaches, in an attempt to reduce waste. This kind of
behavior applies to cases with abundant providers and they just want to disposal from their
data in the nearest possible time, which leads to inelastic providers’ demands. This case gives
the platform the chance to impose higher transaction fees on the providers’ side. By contrast,
consumers who require less updated data (historical data) have highly elastic demand as their
consumption can be postponed in the case of an increase in the transaction fees imposed by
the platform. This forces the platform to charge consumers lower transaction fees compared

to the case of real time data.

Sensitive vs non sensitive data

Sensitive data includes all data that may breach user privacy when data is disseminated.
Specifically, privacy concerns arise when the platform requires to reveal the providers’ identi-
ties combined with confidential attributes including private information such as salaries, med-
ical tests and sexual orientations. Many data providers are not comfortable and not willing to
share their identities combined with private information. This concern may affect the avail-
ability of data. The platform can use the concerns of the providers and maximizes its payoff
by increasing transaction fees imposed on the consumers since they cannot switch to other
data resources. Consumers have no choice and accept the increase of transaction fees without
performing less transactions. The consumer’s demand shows a high inelastic behavior with
respect to transaction fees, where consumers perform the same amount of transactions at dif-
ferent transaction fees. On the other hand, the platform has to perform efficiently to convince
the maximum sufficient number of providers to reveal their data. Thus, the platform shows
more flexibility with the providers and highly subsidizes them by offering zero transaction
fees. By contrast, the platform charges providers with higher transaction fees and makes less

profit from the consumers’ sides in the case of non-sensitive data.
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2.7.2 Efficiency of the Two-Sided Platform in Collecting and Sharing Data

As mentioned earlier at the beginning of this section, recently launched platforms serve different
types of enterprises. Such a variety of served enterprises raises the research question “how the
business type of served enterprises affects the platform?”

In Section 2.5, we discussed the effect of the direct sale on the performance of our two-sided
platform. Lemma 3 and the simulation results in Section 2.6.5 show that the success of the platform
depends principally on the stability of the providers in the system, where the platform achieves
higher profits and continues providing its services as long as the probability of the providers meet-
ing the consumers’ requirements over many data requests is low. In this section, we discuss the
providers stability in some domains of collecting and sharing data.

In the field of mobile phone sensing, the providers are mobile phone users (as movable points),
which leads to an availability issue. The availability of spatio-temporal data of mobile phone users
has been studied extensively by a large number of researches such as [36, 91, 30]. [19] surveys
the contributions made so far on the mobile phone sensing applications and social networks that
can be constructed with data sets, the study of personal mobility, geographical partitioning and
urban planning. According to [36] observations, the probability of finding a mobile phone user in a
specific location ranges from 1 x 1076 to 1 x 1072, which falls (based on table A.1 in Appendix G)
within the acceptable range required for the success of our platform.

In the domain of marketing, enterprises desperately need personal data from data providers to
understand their needs in order to design products that fuel consumers’ desires and perfectly meet
their requirements. In such domains, the provider’s location is incidental relatively, and hence the
provider shows middle range of stability. According to Lemma 3, monetizing platforms may face a
possibility of collapsing in such cases. The health care domain is another example where patients
can also show middle range stability in the system and they can directly provide updated medical
records for interested data consumers skipping the monetizing platform. However, this situation has
less impact because health care applications/studies are generally interested in larger size of patients

data, which can be appropriately accomplished by the interactions via the platform.
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Many big organizations (the second data owners) are involved in the process of buying and sell-
ing data. They collect data about their users, their habits, their mobility and their acquaintances and
they share information for market purposes and for gaining competitive advantages. These organi-
zations are widely seen in the domain of viral marketing, crime detection and health care services.
Acxiom, LexisNexis, ChoicePoint, Equifax, Experian, TransUnion and the federal agency for Medi-
care and Medicaid Services are famous organizations that engage in the process of collecting and
sharing data. Such organizations have high stability in the system and each one is able to provide
tremendous amount of data. Thus, the platform, according to Lemma 3, faces a high possibility of
collapsing in the unregulated case.

It is finally concluded that the efficiency of the platform depends on the nature of the domains
and the parties involved in the process of collecting and sharing data. The platform is efficient and
still receives positive payoff: (1) in dynamic environments where the providers show low probability
to involve many and different collecting data/sensing tasks; (2) in domains that require relatively a
large number of providers; and (3) in active and renewed environments where the curve of platform
users grows relatively quickly. In such environments, consumers will not benefit from the direct
sale and still need to connect to the platform to use its users network. Once there is high providers
stability, the platform should prevent the consumers and providers from knowing each other, for
instance by interacting anonymously or via indirect sale if possible. In other words, the platform
should take the data from the providers and deliver it to the consumers.

Interacting anonymously between data providers and data consumers is an applicable and prac-
tical solution. Opiria®, for example, uses the blockchain technology to guarantee a protection for
data providers’ anonymity. Opiria enables individuals to create a passive income stream by mone-
tizing their personal data over the Ethereum blockchain. Furthermore, interacting anonymously is
supported by the General Data Protection Regulation (GDPR)? that focuses on preserving the pri-
vacy of data providers. GDPR recommends to adopt encrypted mechanisms that hide the provider’s
identity before sending her data to the consumers. Such encrypted mechanisms are seen in the do-

main of mobile phone sensing applications [92, 69, 32, 85]. This means consumers interact with

8
https://medium.com/@EVALUAPEL/blockchain-project-review-opiria-6-3-dapp-for-data-exchange-fdc78a8be7b7

*https://gdpr-info.eu/
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anonymous — but reliable — providers and the platform does not give the chance to the consumers
and providers to know each other. It is finally concluded that preserving the privacy of data providers
contributes positively to data monetization platforms. In fact, international and law regulations such
as GDPR have positive impact and protect not only data providers, but also sustain the business of
data monetization platforms.

Indirect interaction is another potential solution. Thus, instead of linking providers to consumers
so they can interact directly, the platform identifies the right providers, but sell itself their data to
the consumers. Indirect interaction (the platform selling the data) does not release the platform
from the effect of two-sided-market since the providers still set their prices and still sell their data at
retail prices, not at wholesale prices as the merchant model. The role of the platform in the indirect
sale is limited to take the data from the providers side and deliver them to the consumers side, not
to purchase the data from the providers and sell them to consumers. Thus, the platform will not
collapse and resolves the problem of the unregulated case. The indirect interaction solution can be
used in real-time sensing activities, as an example, forcing the platform to follow indirect sequence

of interactions between the providers and consumers to guarantee data delivery on time.

2.8 Related Work

In this section, we discuss relevant work related to the two-sided model and data market. In
Section 2.8.1, we review the related work with regard to the two-sided market while we discuss
the differences between our work and the original model of two-sided market in Section 2.8.2. In

Section 2.8.3, we review the literature about the data market.

2.8.1 Two-Sided Market Literature

Since early 2000s, there has been a great research towards two-sided market theories, which
introduced the subsidy strategy to maximize intermediary payoffs by imposing a price lower than
the marginal cost on the users of one side and creating values for the users of the other side. In
their seminal contribution to the literature of the two-sided market, [82, 83] state that the outcome
is better by setting the price structure not the total price level to get all sides on board. They focused

on the transaction-based markets such as credit cards and payment systems. The second key paper
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in the literature of the two-sided market [12] studies the equilibrium price for the two-sided market.
The author argues that the equilibrium varies based on three factors: (1) the size of the cross-group
externalities between market sides; (2) the form of the imposed fees; and (3) whether users are
single-home or multi-home.

Many applications have been studied extensively based on the two-sided market theories. [34]
discuss network neutrality regulation of the Internet in the context of a two-sided market model.
The authors show that the total surplus has increased under network neutrality regulation compared
to positive fees imposed on the content providers. [73] provide a game-theoretic model based on
a two-sided market framework to examine social welfare under neutral and non-neutral network
platforms. The investigators found that the non-neutral network is always welfare superior in a
“walled-gardens” model while the neutral network is superior in a “priority lanes” model when CP-
quality (content providers quality) heterogeneity is large. [49] discusses electronic intermediaries
when trading partners are involved in a commercial relationship, based on the two-sided market lit-
erature that discuss both efficient pricing and monopoly pricing. [64] constructs a two-sided market
media platform model. The paper demonstrates platform equilibrium under three factors concerning
the context of sharing media: matching technology, prosumer strategy and advertising technology.
[24] analyze the impact of mergers on prices imposed on both newspaper subscribers or advertisers
in the Canadian newspaper industry. They found that greater mergers did not lead to higher prices
for either newspaper subscribers or advertisers. [87] studies empirically the externalities in the yel-
low pages directories. However, like all other relevant contributions, the users side of the directories
does not pay (i.e. the price is zero). However, most of the published papers in this context have
assumed either linear demands or zero price on one of the market sides. Unlike those proposals,
we consider in our analysis a non-linear demand and we examine the platform equilibrium over
non-zero prices. Moreover, we are the first who provide an analysis for the monetizing personal

data using the two-sided market model.

2.8.2 Comparison with Rochet’s [82] and Armstrong’s Work [12]

We grounded our analysis on Rochet [82] and Armstrong [12]. However, there are a number of

modeling differences between our article and their analysis. These differences are as follows:
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ii.

Non-linear externalities: [82] and [12] proposals use linear externalities, which do not reflect
the realistic case, while we use logarithmic functions. Specifically, we differ from them by
Equations 3, 4, 5 and 6. In the linear model combined with per-transaction fees, as proposed
by [82], the users’ incentives to join the platform do not depend on the platform’s perfor-
mance on the other side and these users will join if and only if the utility received from a
transaction is greater than the fees imposed by the platform. This cannot be applicable to
our platform. The main incentive for consumers to join the platform is getting an adequate
amount of data. Successful transaction (i.e. the utility of one data unit being greater than the
transaction fee) is necessary but not enough for the consumers to join the platform. The size
of successful transactions (i.e. the data amount) is the main condition for a consumer to join
the platform. For example, consumer ¢ needs at least 100 providers to accomplish a certain
sensing task. The Consumer is not willing to join the platform if the platform matches less
than 100 provider for his request. The consumer ¢ first checks whether the platform is able to
provide 100 providers or not. [12] uses the linear externalities combined with fixed affiliation
fees. In his proposal, the user’s incentives to join the platform depend explicitly on the ex-
ternalities between the market sides. However, he assumes that a user benefits from all users
on the other side, and thus, it is not applicable to our platform since a consumer does not buy
the whole data provided by all the providers. We deal with these issues in our proposal by the
logarithmic model which reflects the realistic behavior of the data users. Our modification
has major effects on the price structure for the two-sided market. Specifically, Proposition 1,
Equations 9 and 1 for profit maximizing are different in our paper. Moreover, we extract the

subsidy condition 2 that determines exactly which side the platform has to subsidize.

Direct sale: Both articles propose assumptions to make the Coase theorem not applicable
to the relation between market sides and they role out the direct interaction between market
sides by imposing limitations on the interactions between market sides. Those limitations im-
ply that 1) the providers cannot offer two different prices for data depending on whether the

consumer purchases directly from the provider (direct sell) or by the platform; in other words,
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the platform does not impose a no-surcharge-rule as a condition for the providers to be affili-
ated with the system; 2) the providers and consumers cannot incur transaction costs associated
with a system of double prices for each item. In fact, those limitations cannot be imposed on
our platform because of the huge demand on both sides. The platform would oblige users (the
providers/the consumers), once they connect to the platform, not to sell/purchase the data di-
rectly irrespective of whether or not the providers and consumers know each other via the
platform. Thousands or millions of users may connect to the platform to trade the data, and
thus it is not sufficient or realistic to monitor the users to know whether or not they are in
compliance with their commitment (not trade directly). Consequently, signing an agreement
between the users and the platform to prevent the users from direct trade does not sufficiently
work. In addition, monitoring the users raises privacy issues, which imposes high costs on the
platform. Alternatively, we study the efficiency of the platform in an open environment where

consumers and providers can negotiate to avoid using the platform and interact directly.

2.8.3 Collecting and Sharing Data Literature

To the best of our knowledge, personal data monetization has not been studied extensively. Few
proposals [52, 44, 18, 55] have addressed data marketing in terms of privacy concerns, where orga-
nizations are considered as second owners of data. The authors in [55] are inspired by economics-
based approaches to disseminate sensitive data to third parties. This paper, like all the proposals
in this context, focus on the relationship between privacy concerns and data marketing, without the
interventions of the individuals, i.e. the actual data owner. However, the work follows the classical
form of intermediaries where organizations buy the data and sell them to consumers.

The problem of collecting and sharing data in the domain of mobile phone sensing applications
has been addressed using different models and techniques. [75] designed a recruitment framework
identifying well-suited participants for data sensing based on spatial-temporal availability as well as
participation habits. [89] designed a bidding model in order to minimize the cost of data collection
for crowdsourcing applications. The model follows the form of peer-to-peer interactions between
data consumers and participants and sees the problem by the consumer’s eyes (rather than individ-

uals); where the proposal focuses on the buying process with minimal costs rather than the idea of
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trading data that requires different machinery. [104] have proposed two game theory-based incen-
tive mechanisms to motivate individuals to involve in the mobile sensing tasks: A platform-centric
incentive mechanism that is modeled using the Stackelberg game and a user-centric incentive mech-
anism that is modeled using the reverse auction game. Moreover, [53] and [43] have used auction
mechanisms to motivate and reward truthful contributions. However, the nature of personal data
play against auctions as a successful sale mechanism. Specifically, the same data can be resold to
many data consumers; which cancels the auction concept that entails one winner of buyers. Fur-
thermore, the enormous demand of bidders or auctioneers (data providers and data consumers) adds
high cost in terms of time and complexity of the interactions, which makes auctions unpractical as
a mechanism for our data monetization platform. Additionally, these proposals are complex to im-
plement in a fully-distributed and highly-dynamic setting. [70, 48, 46] address the optimal pricing
mechanisms and data management for data analytic services. Those proposals, in general, design a
data market model consisting of of three entities 1) data vendor; 2) service provider; and 3) service
customers. The service provider first buys the raw data from the data vendor. Then, the raw data
is processed and analyzed by the service provider to develop advanced models, for example, using
machine learning techniques, and to offer services to the service consumers. Those proposals have
generally designed the data market using the merchant paradigm to provide information services.
However, we discussed extensively the drawbacks and concerns of such model as successful model
for data trading.

To the best of our knowledge, this work is the first economics-based proposal that addresses
the monetization of data from the perspective of individuals and consumers and that uses the two-
sided market concept. We have provided the idea of monetizing data for the first time in [17].
However, the analysis has not been mature enough and suffered from many drawbacks such as the
linear demand model. This proposal differs from the old one as follows: 1) we update our analysis
and replace linear demands by logarithmic demands simulating realistic behaviors of the consumers
and the providers; 2) we provide a rigorous analysis for platform equilibrium over different ranges
of externalities; 3) we examine the success of the platform in the unregulated case; and 4) we
discuss output results in different domains of collecting and sharing data. While we have presented

some proposals that have a direct link (e.g. privacy concerns and data marketing) or indirect link
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(crowd sensing) with data monetization, our work differs from those proposals as shown in the
following: 1) we provide a platform for monetizing data rather than incentives for providers that
focus on achieving a particular level of users’ participation; and 2) we use two-sided theories for
data monetization. Our framework is designed so that it attracts more data providers and data
consumers and, as a consequence, increases the providers’ payoff, and guarantees an adequate level

of data amounts.

2.9 Conclusion and Future Work

In this paper, we propose and analyze a novel platform for personal data monetization using
two-sided market theory. The proposed platform is a coordinated marketplace that facilitates the
search for data providers and data consumers and allow them meet to exchange financial benefits.
The proposed platform provides a solution for using personal data by involving individuals in the
data monetization process. Furthermore, the platform helps data consumers increase the engage-
ment of data providers, and get easy and quick access to high quality personal data. Consequently,
1) searching costs have been cut dramatically; and 2) user’s privacy has been boosted by giving in-
dividuals the control of with whom they share specific personal data and get proper compensation.
The two-sided market has been investigated as a powerful economic model for such a platform. The
implemented grounded theory (i.e., two-sided market) provides an efficient mechanism to attract
and increase the engagement of data providers and consumers. Compared to the merchant model,
as shown experimentally in the paper, the two-sided model increases the total surpluses including
providers, consumers and the platform payoff.

The theoretical analysis revealed that The platform is efficient and still receives positive payoff
in the following situations: 1) medium level of externalities; 2) low level of users stability; and 3)
in domains that require relatively large numbers of providers. The paper recommends to use secure
technologies such as blockchain to hide identities of consumers and providers and preserve their
privacy in order to alleviate limitations concerning users stability. As future work, we intend to move
the theoretical model to cloud computing where the biggest chunks of data and IoT services reside.

We will also extend the platform to deal dynamically with changes on consumers and providers
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sides. This step requires further investigation using different economic and computation techniques

to consider cloud resources elasticity, particularly game theory.
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Chapter 3

Cloud Computing as a Platform for
Monetizing Data Services: A Two-Sided

Game Business Model

With the unprecedented reliance on cloud computing as the backbone for storing today’s big
data, we argue in this paper that the role of the cloud should be reshaped from being a passive virtual
market to become an active platform for monetizing the big data through Artificial Intelligence
(AD) services. The objective is to enable the cloud to be an active platform that can help big data
service providers reach a wider set of customers and cloud users (i.e., data consumers) to be exposed
to a larger and richer variety of data to run their data analytic tasks. To achieve this vision, we
propose a novel game theoretical model, which consists of a mix of cooperative and competitive
strategies. The players of the game are the big data service providers, cloud computing platform, and
cloud users. The strategies of the players are modeled using the two-sided market theory that takes
into consideration the network effects among involved parties, while integrating the externalities
between the cloud resources and consumer demands into the design of the game. Simulations
conducted using Amazon and google clustered data show that the proposed model improves the
total surplus of all the involved parties in terms of cloud resources provision and monetary profits

compared to the current merchant model.
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3.1 Introduction

Cloud computing is witnessing a striking increase in the number of enterprises and manufactur-
ers that are relying on this paradigm to store and process their data. For example, the study reported
in [2] revealed that one million customers deploy their own enterprises on Amazon, spending 30
billion USD on persistent storage on Amazon EC2 instances and generating 600 ZB of data per
year [46]. This explosive amount of data generated and stored on cloud resources forms the back-
bone for Artificial Intelligence (Al) services and opens the door for a new cloud business paradigm,
enabling the latter to be an active platform for monetizing data that benefit Al services. However,
the cloud is not the actual owner for these big chunks of data, and has no right to trade and use these
data without considering its actual owners.

Motivated by the vision of the cloud as platform for monetizing data services, we propose
in this paper a novel cloud business model which allows data consumers (e.g., market research
enterprises) to run their data analytics on the huge and diverse data that are stored on the cloud.
This not only gives data consumers the opportunity to extract valuable patterns from massive data
coming from multiple data providers, but also releases them from having to search and discover
appropriate providers for each particular type of data they need to analyze. Data providers, in
addition to favoring the access to cloud-based infrastructure over purchasing their own computing
and storage platforms, find in the enormous and varied number of data consumers that deal with the
cloud an extra motivation to store their data on this platform to improve their exposure and increase
their market shares. This indirectly makes, as shown in Figure 3.1, the cloud computing platform
a mediator between data providers and data consumers and a principal player in the whole big data
analytics process. This opens the door for new and innovative business models to take advantage
of this scenario to increase the profits of all the involved parties, apart from the traditional business
models which treat the cloud as being a passive virtual market for offering services via the Internet.

Specifically, the literature on business-oriented data trading can be classified into two main cat-
egories, i.e., pure merchant approaches and collaborative approaches. The proposals under the

pure merchant approach such as [70, 48] and [46] adopt classic economic approaches, mainly
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Figure 3.1: Overview of the new cloud business model

the demand-supply model and one-sided game theory/auction-based pricing to model the inter-
actions among data providers, data consumers and third-party platforms (i.e., information service
providers). In this approach, the third-party platform aims to maximize its revenue through buying
data from their owners, reprocessing them, extracting useful information and selling this informa-
tion to consumers. This approach suffers from several limitations when applied in cloud computing
scenarios. The first limitation is related to the diversity in the data consumers’ interests, which en-
tails higher processing costs (in terms of information extraction for different customers’ interests)
for the third-party platform. Moreover, under the pure merchant model, data providers aim to maxi-
mize their revenue of using their data commodities while the third-party platform aims to minimize
the cost of raw data bought from these providers. In parallel, from the data consumers’ side, the
third-party platform aims to maximize its revenue from selling the processed information while con-
sumers aim to minimize the cost of information commodities, considering the maximum available
quality and quantity of information. The resulting equilibrium from such aggressive competitions

among the different involved parties leads to less and coarse distribution of the total surplus. In
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addition, data differ from other economic goods for its potential of being (re)-sold to many con-
sumers at the same time. In the pure merchant model, since economic goods cannot be resold, the
equilibrium of the market lies at the intersection of the demand and supply curves. This means
that the quantities of goods needed by consumers is equal to the quantities of goods provided by
the sellers. This however does not hold in our case since the same data can be shared with more
than one consumer at a time, which leads to an aggressive competition among data providers to
sell their data even at lower prices. The drawbacks of the merchant model are deply discussed in
[16] which alternatively proposes a two sided market model for monetizing personal data. In more
detail, Bataineh et al.[16] propose an open market model in which individuals (actual data owners)
and data consumers trade data over a third party platform that helps them discover each other. The
authors show that the two-sided market outperforms the merchant model in maximizing the total
surplus. However, the main limitation of this approach is that it is based on a static analysis of
consumer’ demand and data prices, which makes it unsuitable for dynamic cloud markets.

Under the umbrella of collaborative approaches, some proposals, for instance [23] and [101],
tried to model the interactions among three entities in the domain of business-oriented IoT. In [23],
the authors propose a model in which client peers are interested in sharing video content with the
help of the cloud. In [101], the authors propose game theoretical models among IoT sensors, IoT
service providers and data consumers. In these games, two entities (i.e., [oT sensors and IoT service
providers) cooperate together in one game and then compete as one entity against data consumers.
Such an approach suffers from three drawbacks: (1) it does not consider the cross-group externalities
(e.g., the mutual impact of the clientele size of one party on that of the other party) among the
involved parties, which makes it unable to capture the whole and more concrete and realistic picture
of the three-sided economical model; (2) the cooperation and competition strategies adopted by the
different players are highly impacted by the cross-group externalities which might not always lead
to the best outcome for these players; and (3) it does not clarify how cooperating entities would
share their earned revenues.

Adopting traditional game theory concepts (e.g., Shapley value and Nash equilibrium) to dis-
tribute the revenue that results from the cooperation among the different parties suffers from several

limitations when applied in dynamic data trading scenarios over the cloud. Specifically, 1) although

72



such concepts might be highly efficient in scenarios wherein all the involved parties are rational,
their effectiveness starts to decrease in the presence of parties that are heterogenious and prefer to
deviate from the equilibrium points. For example, recent studies have revealed that only 37% of
the players tend to accept the Nash equilibrium in cooperative games (interested readers can consult
behavioral games and ultimatum games [39] for further details); and 2) even though the Shapley
value approach fairly splits the revenues among the cooperative entities based on their contribu-
tions, it becomes inapplicable in cases wherein the contributions of entities cannot be measured
(which applies to the cloud scenario considered in this work). Specifically, the cloud provider adds
an ethereal/intangible, yet significant, contribution to the coalition via introducing the wide social
networks of data consumers to those of data providers. On other hand, data providers own the
data which forms the core of this new business. This creates a continuous dilemma between data
providers and cloud providers about who makes the most significant contribution to the coalition
and hence who deserves the biggest share of the revenues. Equal distribution, so-called fifty-fifty, is
one approach to split the revenues between the cloud provider and data provider. However, as men-
tioned before, the rationality and greediness of the involved parties (i.e., the cloud provider and data
provider) prohibit the success of such a strategy. This leads us to the conclusion that we are dealing
with a behavioral and ultimatum game in which two players (proposer and responder) argue to split
a certain amount of revenue. The proposer is endowed with a sum of revenue and is responsible for
splitting this sum with the responder. The responder may accept or reject the sum. In the case the
responder accepts the sum, the revenue is split as per the proposal; otherwise, both players receive
nothing.

Contributions. To solve the aforementioned problems, the two-sided market model [82], which
is praised for its success in modeling situations that involve brokers and cross-group externalities,
is investigated to study the cloud-based data trading problem. The main idea of our solution is that
the cloud computing platform tries to attract data consumers by offering them higher amounts of
computing resources to deploy their data analytic tasks. This in turn contributes in attracting a larger
number of data providers to reach the cloud’s network of data consumers. Consequently, the data
providers have incentives to offer higher portions of their revenues to the cloud computing platform.

Two-sided market provides effective solution concepts for situations that are characterized by a

73



third-party platform connecting two other parties. However, the main limitation of the two-sided
market theory is that it is effective in modeling scenarios in which the demand is static, but becomes
less effective in elastic environments that characterize cloud computing where the demand is subject
to dynamic and continuous changes. To address this problem, we integrate a novel game theoretical
model, as shown in Figure 3.2, on top of the two-sided market model. The players of our game are
(multiple) independent competing service providers (followers) and the cloud computing platform
(leader). The players opt for hybrid cooperative and non-cooperative strategies, where strategies
are modeled as closed loops of dependencies. Data consumers and the cloud platform exhibit cross
group externalities between each other, where a higher demand from consumers leads to a revenue
increase for the cloud platform and a higher supply of computing resources from the cloud creates
more demand from consumers.

In the first stage of the game, the leader (cloud platform) announces the desired portion of
returned revenues out of the data providers’ gain, and then in the second stage, data providers
decide about their pricing strategy for data consumers. The resulting equilibrium forces the cloud
platform to offer higher and reasonable supply of computing resources to guarantee maximal levels
of revenues, while not showing greedy behavior in terms of its share of data providers’ revenue.
Moreover, following our solution, the data providers are forced to offer the cloud platform a higher
portion of their revenues to ensure appropriate Quality of Service (QoS) delivered to data consumers.
In the case of a greedy behavior from the cloud, our game uses a subsidizing mechanism. This
mechanism pushes data providers to increase the shared portion offered for the cloud to sustain
high and reasonable levels of computing infrastructure so as to guarantee high levels of consumers’
demand. Similarly, in cases where data providers behave greedily by offering small portions of
revenues to the cloud, the subsidizing mechanism pushes the cloud to pump out more infrastructure
units to increase the consumers’ demand so as to guarantee the highest possible level of revenue
portion.

To validate our solution, we conduct empirical experiments using real-world data from Google
and Amazon. Experimental results show that by following our solution, all the involved parties (i.e.,
cloud platform, data providers and data consumers) achieve higher revenues than those achieved by

the traditional cloud computing business model.
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Figure 3.2: Overview of the proposed two-sided game

3.2 Related Work

In this section, we provide a literature review on cloud computing business models. The existing
proposals can be classified into two main categories: classical market and game theoretic-based
pricing models. The proposals under the classical market category such as [38, 109, 74] tackle the
pricing of the cloud services using simple pricing models including those of cost-based pricing,
differential pricing, Ramsey pricing, and demand curve function. They model the pricing of cloud
computing resources as an optimization problem among multiple cloud providers and cloud users.
However, the main drawback of these approaches lies in their static pricing strategy which does not
suit the highly variable and dynamic environment of cloud computing.

On the other hand, the game theoretical models consider the instantaneous interactions that
might occur among the involved entities and their effects on each party’s welfare. The objective is
to dynamically capture the optimal price and distribution of the cloud computing resources. Many
proposals such as [57, 71, 103, 33, 88, 8] applied different approaches including games and ma-
chine learning [97, 77, 81] to the cloud resource allocation and pricing problem. In [57], the authors

propose an economic model based on a Stackelberg game to trade video contents and movies over
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a cloud platform. The proposed model formulates the interactions between a service provider (e.g.,
Netflix) and end users. The service provider acts as the game leader and aims to minimize the cloud
bandwidth consumption while guaranteeing at the same time users’ satisfaction. The work in [95]
models the interactions among multiple Software as a Service (SaaS) providers and Infrastructure
as a Service (IaaS) provider as a two-stage Stackelberg game. In the first stage of the game, SaaS
providers determine the number of required VM instances while accounting for both the QoS deliv-
ered to their users and the associated costs. In the second stage, the laaS providers seek to maximize
their revenues in the light of the bids done by the SaaS providers [60, 59]. The author in [23] pro-
poses an economic model in which cloud users seek to share video content with other users over the
cloud. The model is solved using both cooperative and non-cooperative games between the cloud
and its users. Similar studies are investigated in [101, 33] for different cloud applications. The
authors in [110] propose a game theoretical model to deliver a bundle of complementary IoT ser-
vices. The proposed solution studies the merchant-consumer scenario in which the IoT services are
directly traded between the service providers and service consumers without the intervention from
any third party. However, this solution cannot be adopted in our case, where the cloud computing is
not the actual data owner and hence it cannot monetize the data directly for the consumers. Never-
theless, the cloud computing (the third party in our paper) is considered as a global market where the
data services and data consumers meet each other, thus increasing their market shares. The authors
in [17] and [62] introduce a market model for managing, trading, and pricing big data services. Both
proposals use the two-sided market theory in order to provide incentives for both cloud providers
and users to increase their data shares. The work presented in [16] extends the work proposed in
[17] and comprehensively studies the two-sided market model as a successful model for monetizing
personal data. However, these proposals consider a static environment in which the demands on
cloud resources are computed in a static manner, which makes them unable to accommodate the
cloud’s elasticity property.

To the best of our knowledge, the proposed work is the first that addresses big data services
monetization, while considering the cross-group externalities among the involved entities. Unlike
the classical cloud computing business model (where the main challenge is how to optimize the

cloud utilization while incorporating only operational cost and QoS metrics), our approach : 1)
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supports and helps junior big data service providers especially those that have limited monetary
budgets; 2) uses the two-sided market theory to model the interactions among the involved parties,
while all above-discussed proposals use the classical merchant model; (3) includes a subsidizing
technique to push the resulting equilibrium toward a Pareto optimal point. On the other hand, the
above-discussed proposals adopt the fairness criterion that rewards the involved parties based on
their contributions. We also differ from the other proposals that adopt the two-sided market theory

by providing a dynamic pricing method, instead of a static game theoretic-based pricing strategy.

3.3 Proposed Big Data Services Monetization Model over the Cloud:
A Two-sided Game Model

We explain in this section the details of our proposed Big data services monetization.

3.3.1 Solution Architecture and Game Formulation

The proposed cloud market platform, depicted in Figure 5.3, consists of three entities: con-
sumers of services C'S (C'S; denotes Consumers of Service ¢), big data service providers SP (a
Service Provider providing service i is denoted S P;) and a typical Cloud Platform (C P). The cloud
platform, such as Google and Amazon, is a market leader with huge computing and storage capabil-
ities, capitals, and social consumer networks. In our model, a certain big data service provider S P;
that provides a service ¢ deploys its service on the cloud and receives a monetary value of P; for each
consumer access to its service ¢. The cloud platform C'P is in charge of sustaining the consumer
access through providing the needed computing and storage infrastructure including hardware, soft-
ware and security services. The relationship between consumer C'S;’s demand, denoted by D..,, and
the computing and storage resources D, supplied to C'S; is modeled using the two-sided market
model as cross group externalities « and 3. Here, « represents the benefits that a consumer obtains
when some new computing and storage resources are added to D, and /3 represents the amount of
benefits that the cloud platform earns when more new consumers are added to D.,. The parameters
« and 3 are dependant on the service . However, instead of using the notations «; and 3;, the index
1 is omitted to simplify the equations where the service 7 is understood from the context. The same

simplification is used for the other parameters that appear as powers (exponents) in our equations.
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Figure 3.3: Two-sided model

The interaction between SP and C'P is modeled as a two-stage game where C'P acts as the
game leader and S P are the followers. In the first stage of the game, each service provider providing
service i S P; observes the amount of money returns x; requested by C' P, in order to adjust the price
to be charged to C'S;. In quest of the price specified by SP;, C'P determines the optimal amount
of computing and storage resources Dy, that should be supplied to C'S;. The model forms a closed
loop of dependencies that involves techniques from Stackelberg and Ultimatum game theory as well
as a subsidizing technique.

In the Stackelberg game, the interactions take place in two stages where the leader (C'P) makes

the first move and then does each follower (SF;) after having observed the leader’s move. In the
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ultimatum game, the first player (C'P) proposes a strategy to divide the amount of returned rev-
enue with the second player (SP;). In case SP; rejects the offer, neither player gains anything.
Otherwise, the first player gets the amount it requested and the second player gets the rest. In the
subsidizing technique, .S P; may chose to subsidize C'P by an extra amount of payment that exceeds
the contribution of this C'P. The objective is to keep an optimal level of D, that maximizes the
return revenues P; x D.,. Alternatively, C'P may subsidize SP; by low portion of the resulting
revenues to keep an optimal level of P;. The different parameters and symbols used in our proposed

solution are depicted in Table 3.1.

Model Parameters Descriptions.
SP; Service provider providing service <.
CcP A typical cloud platform.
CSs; Consumers of service 7.
D, C'S;’s demand.
Dy, IT-infrastructure supply to C'S;.
P; Service 4’s price.
o) Dy, ’s elasticity with respect to ;.
Xi Portion of revenue required by C'P from SP;.
¥ D, ’s elasticity with respect to F;.
B The Network effects (externality) on Ds,; by De,
P Dy, ’s elasticity with respect to F;.
[} The Network effects (externality) on D, by Ds, .
fe Associated costs per service consumer.
k1, k2 Constant multipliers.
™ SP;’s payoff.
fs Associated costs per IT-infrastructure unit.
s Cloud platform’s payoff.
ai =5 —ai.
a2 =1-ap.
as =9 -8
a4 = a¢p

Table 3.1: Model parameters

3.3.2 Players’ Demand and Utility Functions

A precise estimation of the needed computing and storage resources requires a price estimation
mechanism for the number of consumers and the variation of their demand with respect to the

provided QoS. To do so, we define the consumer’s demand and supply using the Cobb-Douglas
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function that effectively captures the elasticity of the computing and storage resources supply (Ds;)
and its variations for each specific user’s demand. This elasticity is a characteristic property of
cloud computing environments. The demand functions we use are continuous, concave or convex,
and capture the elasticity with respect to each input parameter. Two elasticity parameters are used
~ and v (see Table 3.1). These two parameters depend on the service ¢, which is omitted from
the notations for simplicity as mentioned earlier. In our model, the consumer’s demand (D.,) is a

function of P; and Dy, as shown in Equation (23).

De, = k1P, D% (23)

Dy, is given in Equation (24). Clearly, higher consumers’ demands would have an influence
on the quantity of supplied resources. The cloud platform C'P uses more computing and storage

resources to keep up with the increasing number of consumer accesses, to maintain a high quality

¢

level. The parameter x; represents the cloud platform’s preferences (i.e., desired profit) and implic-
itly captures the rationality of both C'P and SP;. In fact, it reflects the level of perfect/imperfect
information that C'P and S P; have about one another. High elasticity ¢ is caused either by a greedy
monopolist cloud platform or by a weak service with few capitals accepting small portions of re-
turns on profits. The parameter ¢ depends on the service ¢, but as mentioned earlier, the index ¢
is omitted when the service ¢ is understood from the context. The charged price P; also positively
contributes to Dy,. We can arguably claim that charging consumers with higher prices P; forces C' P
to provide more computing and storage resources so as to satisfy the consumers’ needs. Modeling
Dy, as a function of x; and F; with different elasticity values connects C'P and S'P; strategies with
each other, which captures the sensitivity of CP to SP;’s strategy (i.e., structure of the charged
price and shared portion), and highlights the importance of the subsidizing technique. This aspect

is illustrated and discussed further in the simulation section (Section 3.4.4).

D,, = ngfPing (24)

By substituting Equation (24) into Equation (23) and vice versa, we can express D., and D, as

functions of P; and ; as follows:
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= (ky kS Pty o) a2 (25)

Dy, = (kok{ Pfsx )Y (26)

Each big data service provider SF; is subject to a fixed cost f. per each consumer access. SP;
aims to maximize its payoff as given in Equation (74). We express the service provider’s payoff ;
as a function of P; and y; by substituting Equation (25) into Equation (74) and taking the log for

both sides as shown in Equation (78).

mi = ((F)(1 = xi) — fe)De, 27)

log i = log(Pi(1 — xi) — fe) + (1/az)(log k1 k3 8)

— ay log P; + a4 log x;)
The cloud platform C'P is subject to a fixed cost fs per each unit of computing and storage
resources. The C'P aims to maximize its payoff as given in Equation (29). We express the cloud

platform’s payoff 7 as a function of P; and y; by substituting Equations (25) and (26) into Equation

(29) as shown in Equation (30).

T = Pix;D ci fs S5 (29)
1 o1-4 M-‘r 8 23 ¢
m=(kiky)2 P, " x;*  — fs((kaky )“2Pa2 ?) (30)

3.3.3 Game Equilibrium

The equilibrium of the above-described game is solved using a backward induction methodol-
ogy. Thus, the followers’ (service providers) sub-game is solved first to obtain their response P;
to the service consumers. The leader’s (cloud platform) sub-game is then computed considering

all the possible reactions of its followers to maximize its payoff [96]. Every service provider SF;
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determines its optimal decision P;", while considering the C'P’s optimal decision x; as an input

parameter. The players’ best responses are discussed in the following.
Theorem 2. The best responses in the two-sided game are as follows:

(1) The best response of the service provider S P; is given by:

* alfc

P = 31)

b (e —a2)(1—xa)

ift M >0and 2t >1
(2) The best response of the cloud platform with respect to a service i is given by:
a;;*¢>+1 ay+asg 1 ¢

;o (I=xi) =2 =fex(

a4 + az (32)
(kigk"f % « a1 fe %_1
k1 kS ail — as

if: ag+as—¢p<O0

Proof. Consider the service payoff given by Equation (78), the optimal price P is defined by
om; /OP; = 0 as follows:

1 or; 1—x; al

m 0P P1—xi)—fo (a)B 0 ©3)

7 J

% aife
il (a1 —az)(1 = x5) G4

Since P} is always positive, then
L (35)
a1 — a2

To verify the type of P;’s optimality, i.e maximum or minimum, we compute a second derivative

test by deriving Equation (74):

or; oD,
By deriving Equation 25, then
oD, —a
T @7

By substituting Equation 37 into Equation 36, then
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a

871‘2'
—(1=v,)D. —
(1 —x4)De; )

or;,
By rewriting Equation (38) using Equation (74), then

(Pi(1 = x3) — fe)De, (38)

orn 7 aj
=1 -=xi)De, — —=m; 39
8Pz ( Xz) ci 4P, Uy (39)
8271'1' —(1 — Xz')al aq 87&' al (40)
8PZ2 CZQPi “ GQPi 0PZ aQPiQ ’
By simplifying Equation (40) and substituting Equation (34), we obtain:
0277' 4 DC. al
=—1-—)1-x: 41
opr = (0~ g1 ) @
Since D., and F; are always positives, then
@<o:(1—@)<0:@>1 (42)
OP? a az

Similarly, to obtain the optimal x;, we derive Equation (30) with respect to x; as given by Equation
(43):

1
on 1 q 1-4 o4 okP)yas e 24
oy, ~ (ik8)= (- + P, ZMQ—&%(;l))EQMQ =0 (43)
(2
e ¢ kok! LP—”:Q%A ’
. = —— a2 .
X’L fS(a4+a2 k’l]{fg) 7 ( )

By substituting Equation (34) in Equation (44), we get:

M-‘rl a1+ag 1

L kaok? 1 q atag
X,L' 2 (1_X7,) ay —fs( ¢ 2 1 as 1fc as

45
a4 + ao k‘lkig al — ag 45)

To verify the type of x’s optimality, we compute a second derivative test by deriving Equation (43)

as given by Equation (46):

92n o as(ag + az omar sy
W:(k%)%((az))ﬂ 2y
‘ )
Fob(6 — as)(kokP)az o2 2 (46)
— 2 )Py <0
2

By substituting Equation (44) in Equation (46), we obtain:
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as+az—¢ <0 47)

3.4 Simulations and Empirical Analysis

r Simulation Inputs \
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Figure 3.4: Simulation overview

In this section, we evaluate the performance of the proposed two-sided game solution in com-
parison with the fifty-fifty and the pay-as-to-go approaches in terms of total surpluses of involved
parties (i.e., payoffs of the cloud platform, service data providers and service data consumers).
Specifically, we aim to: 1) verify the effectiveness of the proposed game vis-a-vis the current cloud
computing business model (i.e., the pay-as-to-go model); 2) study the equilibrium of the two-sided
game in presence of the fifty-fifty choice (i.e., egalitarian choice in ultimatum games) which is the
typical solution for such games; and 3) investigate the impact of the model parameters on the per-
formance of our solution. Figure 3.4 shows an overview of our simulation setting in terms of inputs,
scenarios, and results. The simulation inputs and scenarios are described in Sections 3.4.1 and 3.4.2

respectively, while the simulation results are discussed in detail in Sections 3.4.3, 3.4.4 and 3.4.5.
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3.4.1 Simulation Setup

In this section, we conduct a simulation analysis grounded on statistical observations from BMR
[2] and real data from [37]. According to [2], in 2019, Amazon Web services (AWS) received 30
billion USD in revenue with net income around 10 billion USD from 1 million active customers
running monthly 70 million hours of their enterprises on custom instances of Elastic Compute Cloud
(EC2). So, 1) an enterprise customer spends on average up to 30,000 USD per year in monthly
renting 70 hours of cloud resources; and 2) the marginal operating costs for the cloud platform is
66% of revenues (amazon received 10,000 USD as net payoff from each consumer). By entering
these numbers in the Amazon calculator [10], we can conclude that the customer rents on average
70 hours monthly of 32 instances of Amazon EC2 where each instance includes 16 VMs, 30 GB of
Memory, and 1000 GB of hard disk storage at rate 36 USD /hour. The price rate (36 USD /hour)
is denoted by Ps, which will be used later to calculate the cloud and data providers payoffs in the
pay-as-to-go model as explained in Section 3.4.2. The cloud provider (amazon) entails 66% of
instances price (36 USD /hour) as operating costs, which is 23.7 USD/hour. The operating costs
are denoted in our model by f,. In fact, 40% of revenues as a profit and 60% as an operation cost
are common in business. Thus, we assume the marginal cost of data consumers (f.) entailed by
data providers has the same distribution as (fs). The enterprise customer and its consumption of
EC2 instances are represented by SP; (service data provider) and Dy, respectively. The mean of
the supply function D;, consists of 32 EC2 instances. However, enterprise customers have varying
business types and hence vary in terms of the amount of needed cloud resources. To model this
variation in our simulations, the customers’ demand on EC2 instances is normally distributed around
the mean with a standard deviation of 10. This means that the co-domain of the supply function D,
ranges from 1 to 53 EC2 instances. The real dataset [37] registers the log file of computational big
data jobs executed by tremendous enterprise customers over similar instances of EC2. This dataset
helps us extract reliable ranges of consumers’ demands D, as well as the externalities « and 3
as described in what follows. The computational power of each instance, extracted from the same
dataset [37], is normally distributed with a mean of 0.38 job per second and a standard deviation

of 0.1. The average computational power is represented in the proposed model by the externality
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factor o, which means that o ranges from 0.1 to 0.7. According to the assumption presented in
[82], the cross group externalities factor should be bounded by 0 and 1, i.e., 0 < a8 < 1. Hence,
the externality factor 5 would range from 0 to 1/a. A consumer’s demand D,, on each enterprise
ranges from 0.1 x 1 to 0.7 x 53, which is 0.1 to 37 requests per second. The service price, P}, is
estimated through observing the prices of 150 business intelligence computing services including
big data and IoT services located in the the AWS marketplace [9]. According to the observed prices,
P; is normally distributed with a mean of 1.7 USD/hour and a standard deviation of 0.5 USD.
This means that the service prices range from 0.2 USD /hour to 3.2 USD/hour. The parameter ¢
represents the greediness of the cloud platform with respect to the service providers. The subsidizing
factor 0 < ¢ < 1 represents the rational behavior (subsidizing behavior) of the cloud, while 1 < ¢
represents the greedy behavior of the cloud platform. The price elasticities are set up between
0.1 — 0.35 (i.e., v), which are similar to the sensitivity of mobile/telecommunication services price
shown in the literature [31]. We assume that k2 = 1 in our simulation. By substituting the expected
values of «a, Ds,;, D,,, v, and P; into Equation (23) and considering the assumption (k2 = 1),
we find that the multiplier k; ranges from 0.1 to 0.99. It is worth mentioning that consumers
demand (D.,) and cloud resources (i.e., computing and storage resources) D, supplied to C'S;
are only estimated under simulation setup to extract a suitable range for the multiplier k1, but they
are not given as simulation inputs. The simulation calculates the expected consumer demand and
the optimal supply of cloud resources as explained in Section 3.4.2. The values of all associated

parameters are summarized in Table 3.2.

System Parameters Values
F; 0.2 - 3.2 USD per hour
10) 0-5
« 0.1-0.7
B 0-1/a
~y 0-0.35
P 36 USD per hour
k1 0.1-0.9

Table 3.2: Simulation parameters values
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3.4.2 Simulation Scenarios

We consider a group of 300 data service providers in the cloud under three scenarios: 1) pro-
posed two-sided game; 2) fifty-fifty scenario which follows our model except that the cloud plat-
form and data provider agree to share the revenue equality; and 3) pay-as-to-go scenario, which is

the current business model adopted by the main cloud providers such as Amazon and Google.

Two-sided scenario

The two-sided model, explained in details in Section 3.3.1, is described in Algorithm 1. Given
a data service price P;, the cloud platform determines the optimal portion of revenue y; and the

required amount of cloud resources that maximize its payoff.

Algorithm 1 Two-sided scenario

Input: Q, /89 (r{)?’y, kl7 fS’ fC
Output: CloudPayoff, ProvidersPayoff, ConsumersDemand

1: for each Data service provider SP; do

2 S P; declares its price P;

3 X; 18 calculated through maximizing Equation (74)

4 The cloud calculates Dg, through maximizing Equation (29)
5: Equation (23) is used to determine ConsumersDemand

6 Equation (74) is used to determine ProvidersPayoff

7 Equation (29) is used to determine CloudPayoff
8: end for

Fifty-fifty scenario

The egalitarian (fifty-fifty) scenario follows the two-sided market model in terms of consumer
demand and supply function, thus considering the externalities among the involved parties (i.e.,
Equations (23) and (24)). Thus, the utilities of the cloud platform and data providers are formal-
ized using the same payoff equations used in the two-sided model (i.e., Equations (29) and (74) ).
However, under this scenario, the cloud platform requests 50% of the revenue and hence the sub-
sidizing factor ¢ is reset by 1. The fifty-fifty scenario is described in Algorithm 2. Specifically,
given a shared portion x; = 0.5 and a subsidizing factor ¢ = 1, the data provider determines

its optimal service price P; through maximizing its payoff given in Equation (74). Thereafter, the
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cloud platform calculates the optimal computing infrastructure D, by maximizing its payoff given

in Equation (29).

Algorithm 2 Fifty-fifty scenario

Input: OZ, /87/7’ kl’ fS7 fC
Output: CloudPayoff, ProvidersPayoff, ConsumersDemand

1: for each Data service provider SP; do

2 xi < 0.5

3 o+ 1

4 S P; declares P; through maximizing Equation (74)

5 The cloud calculates Dy, through maximizing Equation (29)
6: Equation (23) is used to determine ConsumersDemand

7 Equation (74) is used to determine ProvidersPayoff

8: Equation (29) is used to determine CloudPayoff

9: end for

Pay-as-to-go model

Figure 3.5 depicts the pay-as-to-go model. As shown in the figure, the data provider rents the
cloud computing infrastructure (Ds,) for a price of Ps USD/hour. Thereafter, the data provider
delivers its own data services to the data consumers for a price of P; USD/hour. The data provider
and cloud payoffs under the pay-as-to-go model are given in Equations (48) and (49) respectively.
The consumer’s demand function under the pay-as-to-go model has the same characteristics as
under the two-sided market model. This means that the consumer’s demand is formalized as given
in Equation (23). However, the provided cloud computing infrastructure (Dj,) is not given as a
function under the pay-as-to-go model since the cloud platform and data consumers do not directly
interact nor do they exhibit mutual cross group externalities between each other. The pay-as-to-go
model is described in Algorithm 3. Given a price rate of P, USD/hour, the data provider determines
the optimal amount of rented cloud computing infrastructure through maximizing Equation (48).
The optimal amount of rented cloud computing infrastructure Dy, is given in Equation (50) through

substituting Equation (23) with Equation (48) and computing its derivatives with respect to D, .

T, = (Pz - fC)DCi - Psti (48)
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Algorithm 3 Pay-as-to-go scenario

Input: o, 8, Ps, k1, fs, fe
Output: CloudPayoff, ProvidersPayoff, ConsumersDemand

1: for each Data service provider SP; do

2 The cloud declares Ps

3 S P; declares P;

4 SP; calculates D, using Equation (50)

5: Equation (23) is used to determine ConsumersDemand
6 Equation (48) is used to determine ProvidersPayoff

7 Equation (49) is used to determine CloudPayoff
8: end for

3.4.3 Sensitivity Analysis of Externalities

We first investigate in Figures 3.6, 3.7, and 3.8 the impact of the externality parameters («3)
on the payoffs of the cloud platform, data providers, and data consumers respectively. We run
the simulation with different ranges of the subsidizing factor (¢), i.e., 0.5, 1.0, 1.5, 2.0, and 5.0.
Those values of externality and subsidizing factor are given as inputs to the simulation program to
adjust the strategies of the involved players. Specifically, the cloud platform adjusts the amount

of provided infrastructure (D;,) and the demanded portion (;), while the data provider (SF;)
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calculates the impact of variation in (Ds,) and (x;) on the expected demand of data consumers
(D, ) and accordingly adjusts its price (F;).

In Figure 3.6 , we study the impact of varying the externality parameters («3) and subsidizing
factor (¢) on the cloud’s payoff. As shown in the figure, the cloud platform obtains in general higher
payoff when it follows the two-sided model, rather than the pay-as-to-go model. For example,
under the two-sided model, the cloud platform receives 1200, 500 and 400 USD as payoff when
(af) = 0.2 and ¢ = 5.0, 2.0 and 1.5 respectively. On the other hand, under the pay-as-to-go
model and under the same externality and subsidizing parameters, the cloud platform receives less
payoff of (200) USD. Similarly, data providers receive higher payoff and data consumers’ demand
is increased under the two-sided model compared to the pay-as-you-go model as shown respectively

in Figures 3.7 and 3.8 .
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Figure 3.6: Cloud payoff over externalities a3

In addition, we study the impact of the fifty-fity (egalitarian) choice on the two-sided market
model, where the cloud platform and data providers share fifty percent of revenues considering the
sitting of our two-sided model. As shown in Figure 3.6, the fifty-fifty choice shows more efficient
outcomes than the two-sided model in terms of cloud payoff under week externalities (a5 € [0.1 —
0.3]) and certain values of subsidizing factor ¢. However, the cloud platform can receive higher

payoff if it chooses higher subsidizing factor ¢ such as ¢ = 5. Nevertheless, the egalitarian choice
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shows less efficient outcomes when the externalities become stronger (i.e a8 € [0.3 — 0.7]) where
the cloud platform receives less payoff under certain subsidizing factor such as (¢ = 1.5) or (¢ =
2). On the other hand, the fifty-fifty choice and the two-sided model show similar outcomes in terms
of data providers’ payoff and consumers demand as shown in Figures 3.7 and 3.8 respectively.
However, as mentioned in Section 3.1, the involved parties do not follow the egalitarian choice
despite its good outcomes in some cases, mainly because of their greediness and because of high

subsidies in real cloud markets.
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Figure 3.7: Data providers payoff over externalities a3

As can be observed from these figures, the two-sided market model shows less efficient out-
comes as the externalities become stronger. Specifically, the cloud platform, data providers and
consumers’ surpluses gradually decrease as the values of the externality parameters increase. For
example, in Figure 3.7, the data providers receive a payoff of 800 USD at an externality parameters
value of (a8 = 0.2) and subsidizing factor of ¢ = 5.0, which is higher than that received with
externality parameter value of (a3 = 0.3) and subsidizing factor of ¢ = 5.0. This decrease con-
tinues until the two-sided market model reaches almost the same efficiency of the pay-to-go model
under the strong externality values of [0.55 - 0.7]. Similar behavior is observed in terms of cloud
payoff and data consumers’ demand as depicted in Figures 3.6 and 3.8 respectively. In fact, the
cloud’s payoff and data consumers’ demand are higher under weak externality values, i.e., [0 — 0.5]

rather than in strong externality values [0.5 — 0.7] . The reason behind such a behavior is that the
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cloud platform needs to provide more computing and storage resources under strong externalities to

attract smaller number of data consumers, which adds more costs and then leads to less payoff.
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Figure 3.8: Data consumers demand over externalities o3

Figure 3.9 shows the number of computing infrastructure units provided by the cloud platform
over varying externality values. As shown in the figure, at a subsidizing factor of ¢ = 2.0 and
externality values of (a8 = 0.2) and («f = 0.53), the cloud platform provides 4800 units of com-
puting infrastructure. However, in Figure 3.8, at a subsidizing factor of (¢ = 2.0) and externality
values of (a3 = 0.2), the cloud platform attracts (3.3 x 10°) data consumers, while it attracts a
smaller number of data consumers, i.e., (0.5 x 10°) with externality values of (a3 = 0.53). In
other words, the cloud platform attracts (3.3 x 10°) of data consumers by providing 4800 units
of computing infrastructure at externality values of (o3 = 0.2), while it attracts (0.5 x 10°) data
consumers by providing the same number of computing infrastructure units with externality values
of (a8 = 0.53). Consequently, in such a case, the cloud platform asks for a higher portion y; of
revenues to maximize its payoff, which negatively affects the payoff of the data providers. In Figure
3.10, we study the impact of the externality parameters on the portion of revenues asked by the
cloud platform. As shown in the figure, the cloud platform asks for higher portions as the values of
externality parameters are increased. For example, at a subsidizing factor of ¢ = 1.5 and externality

values of (a8 = 0.3), data providers share 40% of their revenues, while they share 68% of their
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revenues with externalitiy values of (a3 = 0.6) and a constant subsidizing factor of ¢ = 1.5.

3.4.4 Sensitivity Analysis of Subsidizing Factor and Greedy Behavior of Involved
Parties

¢

The exponential function x; captures the rational/greedy behavior of the cloud platform and
data providers. The subsidizing factor ¢ implicitly describes the reactions of the cloud platform
to the sharing portions offered by data providers. Theoretically, the cloud platform subsidizes the
data providers by imposing a subsidizing factor ¢ that is less than 1. This leads to having xf > Xi
since the base ; is defined to be between 0 and 1, meaning that larger amounts of computing
infrastructure units Dy, should be provided. On the other hand, data providers offer higher portions
X: when the cloud platform acts greedily by imposing a subsidizing factor ¢ that is greater than 1.
This leads to having Xf < Xi, meaning that smaller amounts of computing infrastructure units Dy,
need to be provided. When the subsidizing factor is equal to 1, the data providers offer a market
share to the cloud platform based on the size of its contribution. This leads to having xf = Xi»
meaning that the provided computing infrastructure is linearly probational with respect to the market

share x;. In this case, neither the cloud platform nor data providers act greedily, and they do not

subsidize each other at the same time.
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Figure 3.9: Cloud Infrastructure over externalities o

In Figures 3.6, 3.7 and 3.8, we consider the impact of the subsidizing factor ¢ in the sensitivity
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analysis of the externalitiy parameters. As can be observed from those figures, the cloud platform
and data consumers receive higher payoff than the data providers as the subsidizing factor increases.
For example, in Figure 3.6, the cloud’s payoff is higher under a subsidizing factor of ¢ = 2.0 than
it is under a subsidizing factor of ¢ = 1.0. Similarly, we can observe in Figure 3.8 that data
consumers’ demand is higher under a subsidizing factor of ¢ = 2.0 than it is under a a subsidizing
factor of ¢ = 0.5. Unlike the cases of cloud and data consumers, data providers’ payoff is less

under ¢ = 5.0 than it is when ¢ = 1.5, as depicted in Figure 3.7.
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Figure 3.10: Shared revenue among the cloud and data providers (x;) over externalities a3

To better clarify the impact of the subsidizing factor on the payoffs of involved parties in our
model, we run the simulation over a continuous, reasonable and wider range of subsidizing factor
values. Specifically, we describe the payoff of the cloud, data providers and data consumers as a
function of the subsidizing factor ¢ in Figures 3.11, 3.12 and 3.13 respectively. The results shown in
these figures confirm the insights extracted from Figures 3.6, 3.7 and 3.8. Furthermore, we notice in
Figures 3.12 and 3.13 that the payoff of the data providers and consumers increases when the value
of ¢ is between 0 to 1. Then slightly decreases /stabilizes as ¢ becomes greater than 1. On the other
hand, the cloud’s payoff, as shown in Figure 3.11, largely increases when ¢ becomes greater than 1.

This behavior can be practically interpreted with the results shown in Figure 3.10. In this figure,

we notice that data providers react to the greedy behavior of the cloud platform via increasing the
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Figure 3.11: Cloud payoff over the subsidizing factor ¢
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Figure 3.12: Data providers payoff over the subsidizing factor ¢

shared revenue, which negatively affects the payoff of data providers as shown in Figures 3.7 and
3.12, but positively affects the cloud’s payoff as shown in Figures 3.6 and 3.11.

However, the behavior of the data providers (reacting to the greedy behavior of the cloud plat-
form via increasing the shared portions) sustains a higher level of consumers’ demand as shown in
Figures 3.11 and 3.8. Similarly, as shown in Figure 3.10, the cloud platform acts to the low offered

portion by imposing a subsidizing factor ¢ that is less than 1. This negatively impacts the cloud’s
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Figure 3.13: Consumer demand over the subsidizing factor ¢

payoff but positively affects the cloud platforms’ payoff. In summary, we conclude that our game
includes a recovery mechanism that helps sustain efficient payoff outcomes for all the parties, in

case any of the involved parties decides to act greedily toward the others.
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3.4.5 Sensitivity Analysis of Consumer Demands Elasticity (7) and the Multiplier
(k1)

We now move to analyzing the impact of consumers’ demand elasticity on the surpluses of
all involved parties (Figures 3.14 - 3.16). A high negative elasticity value positively impacts the
surplus of all parties under the two-sided game model through yielding higher payoffs for the cloud
platform and data providers. The reason is that the exponential function P, 7 increases when -y
increases from 0 to 0.34 as long as the base P; is less than 1. This makes data providers able to

charge their consumers higher prices without significantly leading to a decrease in the demands.
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We also study the impact of the multiplier k1 on the surplus of all involved parties. As shown
in Figures 3.17 - 3.19, the surpluses of the cloud platform, service data providers and consumers
increase as the value of the multiplier k; increases. The reason is that increasing the multiplier k;

leads to increasing consumers’ demands, which positively affects the total revenues.

3.5 Conclusion

In this paper, we proposed a game theoretical model based on the two-sided market theory
to monetize big data services over the cloud. In particular, we studied the impact of cross group
externalities between the amount of provided cloud resources and number of service consumers.
The objective is to come up with a new vision in which the cloud can play a primordial role in
introducing big data service providers and data consumers to each other, which results in higher
benefits for all the involved players. To achieve this goal, we designed a game theoretical model in
which the cloud platform and big data service providers engage in a closed loop of dependencies
that makes them interested in satisfying each other interest, instead of following an aggressive com-
petition strategy. Empirical results showed that our model outperforms the state-of-the-art cloud
business models, i.e., the fifty-fifty and pay-as-you-go models in terms of total surpluses earned by

the different parties.
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Chapter 4

Cloud as Platform for Monetizing
Complementary Data for AI-driven
Services: A Two-Sided Cooperative

Game

In this paper, we design a strategic game that aims to deliver complementary data services
among multiple data providers over a cloud intermediary platform. More specifically, we formalize
the problem as an extended two-sided market model by courting on one side some influential data
providers in order to attract other data providers on the same side to form a bundling of data services.
Simulation results using real data sets from Amazon and Google cloud show promising results for

the different involved agents in terms of total surpluses and maximum revenues in different settings.

4.1 Introduction

Nowadays, Artificial Intelligence (AlI)-driven services are being used in many industries and
sectors such as driver-less cars, medical care, finance, etc. In general, Al-driven services release
technology solutions to assist organizations and individuals by executing machine learning and
data analytics procedures on massive data involving multiple data types, generated by multiple
data providers. For example, Riskified, an Al-driven recommendation service helps e-commerce

sites release new products and enter new markets as well as identify legitimate shoppers. Riskified
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requires more than one billion past transactions including data about the products, stores, user’s
purchases, brands, and associated data about the customers to make excellent instant decisions.
Such inherently combinatorial datasets which are formed by integrating different data types from
multiple data providers are referred to in our paper as complementary data.

However, the research communities expect a turn down in the revolution of Al-driven services
due to the shortage in the availability of big complementary data that need to be (pre-)trained using
machine learning algorithms [106]. Specifically, Al-driven services entails high costs associated
with collecting and integrating the big complementary data scattered across foundations and coun-
tries. Moreover, finding and getting on board multiple data providers raises management challenges
associated with the level of collaboration, participation and consensus among the data providers to
deliver a bundle of complementary data.

In this work, we argue that cloud computing can play a critical role in solving the challenge
of providing complementary data for Al-driven services. The cloud hosts an explosive amount of
data coming from a variety of enterprises and manufacturers that are deployed on its computing
platforms. For example, the study reported in [2] revealed that one million customers deploy their
own enterprises on Amazon, spending 30 billion USD on persistent storage on Amazon EC2 in-
stances and generating 600 ZB of data per year [46]. Thus, the cloud computing could be used to
liberate Al-driven services from having to search and discover appropriate data providers and to
give them the opportunity to extract valuable patterns of information from massive complementary
data, originating from multiple data providers.

This paper addresses the following challenges to achieve our purpose of enabling the cloud
computing to monetize the complementary data for Al-driven services. Challenge 1: the cloud
computing is not the actual owner of the data and has no right to monetize them directly without
considering their actual owners. On the other hand, the idea that the cloud purchases the data from
the data providers, and thereafter releases it for Al-driven services in exchange of a certain payment,
which is known by the merchant model, is strongly criticised by law and research communities [16]
for two reasons; 1) laws across the world such as the General Data Protection Regulation (GDPR)
imposes high restrictions in terms of data privacy and security on selling the users’ data for a third

party. Alternatively, laws are strengthening regulations to move the control of data selling to the
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hands of its actual owners; 2) the merchant model entails an aggressive competition between data
providers and the cloud computing concerning the data price, which leads to fail in the agreement
among involved parties or coarse distribution for surpluses. Challenge 2: the data types in comple-
mentary datasets exhibit a range of correlations and dependencies in the sense that the availability
of a certain data type impacts the monetary value of other data types. This challenge raises the need
to design a pricing scheme that estimates the value of a certain data type in the presence of other
data types participating in the same complementary dataset. Challenge 3: irrationality, preferences
and conflicts of interests of data providers raise the need to design a strategic mechanism accommo-
dating and addressing the potentially undesired data provider’s choices in terms of price and size of
the data provided for the training.

To address the aforementioned challenges, we propose an innovative business model that views
the cloud computing as an active two-sided market platform which gets on board complementary
data providers and Al-driven services. The business model is supported by a bundling game-based
strategy for complementary data that tackles challenge 2 and challenge 3. In this game, the cloud
computing acts as an orchestration platform that considers and regulates the strategies of the data
providers to increase the profit of all involved parties (i.e., cloud computing, data providers and Al-
driven services). The details of the research problem and contributions are explained in Section 4.2.
Section 4.3 introduces our model for bundling complementary data. The section discusses as well
the model formulation and utility functions. Section 4.4 presents the simulation setup and discusses
the simulation results. Section 4.5 discusses the related work. The paper is concluded in Section

4.6.

4.2 Motivating Scenario and Technical Contributions
4.2.1 Cloud as a Two-Sided Market

As mentioned earlier, the cloud computing is not the actual owner of the data and has no right
to monetize them directly without considering their actual owners. Alternatively, the cloud com-
puting can act as active global two-sided market which gets on board the Al-driven services as

data consumers with data providers (actual owners) to execute machine learning and data analytics
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processes as depicted in Figure 4.1. The two-sided cloud computing platform for monetizing com-
plementary data for Al-driven services plays two key roles: 1) introducing wide social networks of
Al-driven services to the data providers and vice versa; and 2) providing computing infrastructure
for both the Al-driven services to deploy their machine learning and data analytics procedures and
data providers to deploy their collected data. Consequently, Al-driven services will be attracted to
the cloud platform to which a massive number of data providers are connected and vise versa. The
Al-driven services pay the data providers versus executing their machine learning procedures on the
providers’ data; while data providers share a monetary reward or a portion of their revenues with
the cloud computing platform. The objective of the cloud platform is to maximize its profit by max-
imizing the transactions between the Al-driven services and data providers while considering the
associated costs. Under the settings of this scenario, the cloud computing platform can choose from
the two following strategies (depicted in Figure 4.2): 1) attracting the data providers by asking a low
portion of their revenue, which in turn attracts the Al-driven services as followers; or 2) attracting
the Al-driven services by providing them with highly performing computing resources, which in

turn attracts the data providers as followers.
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4.2.2 Motivating Scenario

Suppose a scenario where a software company is seeking to develop an Al-driven service that
assists pharmaceutical companies to develop treatments (e.g., drugs, vaccines, etc.) for the peo-
ple that are diagnosed with COVID-19. To do so, the developers require relevant complementary
datasets containing data from hospitals as well as some data about the environment (e.g., pollution
rates, temperature rates, etc.) and data from wearable devices that monitor the health conditions of
their users. In this scenario, the data from hospitals are the most influential among the other types of
data. Moreover, hospital data are required to extract a certain patterns of information from the data
about the environments and the ones coming from wearable devices. An example of this might be
the Al-driven service investigating the impacts of the environment on the active periods of COVID-
19, and the impact of the characteristics of the immune system observed by wearable devices on the
likelihood of being infected with COVID-19. Consequently, the Al-driven service would have less
demand on environmental and wearable device data in presence of insufficient amounts of hospital
data. Therefore, the Al-driven service will be willing to pay more and to connect to the cloud to find
data from hospitals. This highlights the externalities among the data providers and the Al-driven

service, and justifies the need for the cloud as a two-sided market platform [82]. However, patients’
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data in hospitals are very sensitive and entail high operational cost in terms of machine learning
computing resources. This leads to a lower supply from the hospitals, and hence a lower demand on
the environmental and wearable device data. To address this challenge, we allow in our solution the
cloud platform to subsidize the hospitals by offering low or even free computational fees for their
machine learning computing resources to sustain an efficient supply of patients’ data. This, in its
turn, leads to an increase in the Al-driven services’ demand and raises their willingness to pay more
to acquire the data. In addition, this subsidizing strategy raises the willingness of environmental
and wearable device data providers to connect to the cloud and pay more versus deploying their
data enterprise on this cloud platform. This raises the need for a bundling data mechanism that
selects the data providers that need to participate in the bundled data services and determines the
optimal amount of computing resources for each one. Economically speaking, the absence of such

a mechanism might lead to less total surpluses for all the involved players.
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4.2.3 Technical Contributions

In view of the motivating scenario, the cloud computing needs to answer the following ques-
tions: 1) Which data providers will be selected to participate in the bundling strategies? 2) Which
ones of the selected providers will be subsidized? 3) How the selected data providers will be in-
centivized to sustain a maximum revenue and prevent undesired and greedy behaviour? Similarly,
from the data providers’ perspective, the following questions need to be answered: In the presence
of other data providers participating in the bundled complementary data, 1) How should a provider
price its own data service? 2) How much should the provider pay to the cloud computing versus the
computational fees?

To help the cloud platform and data providers answer these questions, we propose in this work
a game theoretical model based on the two-sided market theory. The cloud intermediates the in-
teractions between the Al-driven services from one side and data providers from the other side.
Our model allows the cloud platform to subsidize the most influential data providers with (1) a low
portion of revenues and (2) machine learning computing resources to offer them an efficient level
of supply. By getting on board the most influential data providers over the cloud, the other data
providers, whose data become more valuable when combined with those of the influential subsi-
dized ones, will be attracted to perform their data transactions over the same cloud platform. They
will also be more encouraged to pay higher fees to the cloud platform in order to join forces with the
influential providers. The resulting bundled data services appeal to a higher number of Al-driven
services, thus leading to higher levels of revenues to both data providers and the cloud platform.

In the above-described architecture, the cloud acts as an orchestration player that controls the
supply of data services into the bundled data services using the allocated machine learning com-
puting resources for each service, as depicted in Figure 4.3. For example, the cloud may exclude a
greedy data provider that demands a high price for its service from the bundled data services by not
allocating the needed machine learning computing resource for its computational data analytics.

The dependencies among the data providers (i.e., the effects of each data provider’s actions
on the rest of the providers) are modeled indirectly as cross-group externalities between Al-driven

services and data providers. As shown in Figure 4.3, a data provider affects the demand on the
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Al-driven services by an outgoing externality, and consequently, all the other data providers will
get affected by an in-going externality. The outgoing externality refers to the raise in the Al-driven
service’s demand when one more additional data unit is supplied by the data provider. The in-going
externality refers to the impact of having an additional Al-driven service on the payoff of the data
provider. On the other side, the externalities between the cloud platform and Al-driven services are
taken into account to model the orchestration role of the cloud. Specifically, the cloud distributes its
machine learning computing resources over the data providers. In this case, the outgoing externali-
ties refer to the raise in the Al-driven service’s demand when one more additional machine learning
computing unit is allocated by the cloud to speed up the process of executing a certain data analytics
procedure. The in-going externalities refer to the impact of having one additional Al-driven service
on the net payoff of the cloud platform that results from executing a certain data analytics procedure.

At the technical level, we contribute to the two-sided market theory in the following respects:
1) We consider the dependencies among the players on one side (i.e., data providers’ side); and 2)
we add a two-stage subsidizing: one to attract some data providers, and another one to attract the
Al-driven services. On top of this, we embed double cross-group externalities across the players
as follows: a) cross-group externalities between data providers and Al-driven services, which are
common in two-sided markets; and b) cross-group externalities between the cloud platform and the
Al-driven services. The latest one adjusts the power balance among the players (i.e., cloud and
data providers) and alleviates the competition between them. In these proposed settings, we derive
the new equilibrium of our two-sided market scenario. To the best of our knowledge, our work is
the first that capitalizes on the two-sided market theory as a platform to get on board services for

complementary data.

4.3 Proposed Model for Bundling Complementary Data Services
4.3.1 Model Entities Description

The proposed data bundling model, depicted in Figure 4.4, is composed of three main entities:
data providers (S P), Al-driven services (A1.S) and the Cloud Computing platform (C'C). The cloud

computing platform consists of a master cloud computing node, edge computing servers, and base
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Figure 4.4: Data bundling scenario over cloud computing

station servers. The requests made by Al-driven services for a bundled data service are handled
using multiple data analytics sub-processes (SC') that get established among the underlying Al-
driven services and data providers over the cloud computing platform. Each sub-process among a
data provider, an Al-driven service and the cloud computing includes negotiations about the quality
of the provided services (in terms of data transaction throughput), data type, payments, as well as
all the other terms of the delivered data services. The Al-driven services’ demand on a bundle of
data services supplied by multiple data providers is denoted by Dc.

The data providers vary in the professionalism level of data providing. For example, organiza-
tions, such as hospitals in Figure 4.4, mainly join the cloud to rent some computing infrastructure
to deploy and support their IT systems. The objective is to assist their staff with the creation and
maintenance of the software and configuration associated with their internal business with minimal
effort. Active daily transactions and interactions over those IT systems generate beneficial data
associated with the businesses of those organizations. Consequently, the generated data attracts
Al-driven services and the role of those organizations starts to become data providers instead of
being cloud customer solely. The data, in such a case, already resides on the cloud computing
servers. Consequently, the machine learning procedures of the Al-driven services are executed over
the cloud computing servers, which aligns with the centralized machine learning style.

Another example of data providers are professional data providers whose businesses mainly
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concern collocating and processing the data. For example, the IoT service providers collect and
process sensing data in order to provide associated services in different domains. This type of
data providers may have their IT equipments such as computing servers, and the data resides over
their own computing resources. Such data providers, once being involved in the proposed model of
monetizing complementary data for Al-driven services, mainly connect the cloud computing to get
benefit from the wide social network of Al-driven services, while the machine learning procuders
of Al-driven services are executed over its own computing infrastructure. Consequently, there is no
need to transfer the (pre-) trained data to cloud servers, which aligns the federated learning style.
To consider this variety of professionalism level of data providers, the cloud computing platform
can execute two machine learning approaches: 1) Federated- learning data analytics: no need to
transfer the data for cloud servers. This style is presented in Figure 4.4 by the sub data analytics pro-
cess between data providers 3 and Al-driven services over the master cloud computing node. A data
provider S P; contributes to each data service ¢ by providing both data instances D; and (machine
learning-dedicated) computing resources Ds;, which are used by Al-driven services to execute the
data analytics tasks. The computing resources Ds; are measured in terms of generated computing
cycles per second. The role of the cloud computing platform in this scenario, beside introducing the
social network of Al-driven services, is to provide an efficient level of communication bandwidth
Dt; between the data provider S P; and cloud platform C'C' while exchanging the learning models.
For example, in Figure 4.4, the base station which belongs to the cloud computing reserves a com-
munication bandwidth between the data providers 3 and the master cloud to exchange the learning
model. The communication bandwidth Dt; is measured by the size of transferred data per second
(M B/second). The average available energy F; for data provider SP; is a critical factor in this
scenario, especially if the computing nodes are IoT devices with limited resources. 2) Centralized-
data analytics: the data already resides on the cloud servers or there is a need to transfer it for the
cloud server. This style is presented in Figure 4.4 by the two data analytics sub-processes between
data providers 2, data providers 1 from one side and data providers 2 and Al-driven services from
the other side over the master cloud computing. A data provider S P; contributes to each data ser-
vice ¢ in this machine learning style by providing only the data instances D);, which are transferred

to the master cloud computing node. For example, data providers 1 deploy their data on the edge
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Figure 4.5: Two-sided cooperative model

server as shown in Figure 4.4. The role of the cloud computing in this scenario is mainly to provide
computing resources Duv; such as virtual machines for running machine learning-related tasks. The

computing resources Dv; are measured in terms of generated computing cycles per second.

4.3.2 Model Formulation: An Orchestration Two-Sided Cooperative Game

To model the relationships among the service providers S P, Al-driven services, and cloud com-
puting platform, we employ the two-sided market theory [82] as depicted in Figure 4.5. The Al-
driven services’ demand (Dc) on a certain bundled service of complementary data is affected by
all the data analytics sub-processes associated with the data providers. In its turn, a data ana-
lytics sub-process ¢ associated by the data provider ¢ is affected by the involved resources of the
cloud computing platform and data provider ¢. The relationships among data provider SF; and
Al-services’ demand Dc is implemented by Data providers - AI-driven services cross group ex-
ternalities. These types of externailities are denoted in the model by the symbols ¢ and ¢. ¥
refers to the impact of a data provider on the Al-driven services demand while ¢ denotes the im-
pact of the Al-driven services’ demand on the data provider. The symbols v and ¢ are presented

by the out-going externality and in-going externality respectively as depicted in Figure 4.3. The
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data provider S P; may provide three types of resources: 1) Data instances (D;) with 1); being the
increase in the number of Al-driven services’ requests when additional data units are invested and
¢; representing the increase in the amount of data units (D;) per each additional request from Al-
driven services. 2) Machine learning computing resources (Ds;) with v4; being the increase in
the number of Al-driven service requests when additional computing resources are invested and ¢g;
being the increase in the amount of computing resources (Ds;) per each new additional Al-driven
service request. The externality 1)5; captures in our model the computational overhead and the com-
plexity of the machine learning procedures of the Al-driven services executed over the data instance
D;. For example, the data provider .S P; reserves more computing resources Ds; to handle machine
learning tasks faster. The relatively high value of the externality v)g; refers to the importance of the
required time to accomplish a certain machine learning procedure. The externality ¢g; in our model
captures the economical impact in terms of the revenues and costs, associated with increasing the
Al-driven services requests on the supply of computing resources Ds;. The relatively high value of
¢s; refers the high beneficial economic revenue and the high willingness of the data provider S P; to
assign more computing resources Ds;. The positive value of the externalities is; and ¢g; indicates
that the data analytics sub-process SC; aligns with the federated learning style, where the machine
leaning procedures of the Al-driven services are executed on the computing resources of the data
provider S P; without the need to move the data to the cloud servers. The zero value of the exter-
nalities v5; and ¢g; refers for the centralized learning style where the data provider S P; engages in
the monetization process by only the data instance Ds; that is either already deployed or needed
to be moved for the cloud servers. 3) Energy resources (F;) with ¢ g; representing the increase
in the number of Al-driven services’ requests when additional energy units are invested and ¢ g;
representing the increase in the energy resources (F;) per each new additional Al-driven service
request. The relatively high value of the externality v g; refers to the high computational overhead
and complexity of the machine learning procedures that require higher energy levels. The relatively
high value of ¢g; refers for the highly profitable economic revenue and the high willingness of the
data provider SP; to offer more energy F;. Similar to the externalities ¢4; and g, the positive
value of the externalities ¢'p; and ¢p; refers for the federated learning style, while the zero value

refers for the centralized learning style.
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Having a cross-group externality representation of Al-driven services’ demand with regard to
data providers helps us also to seize the impacts of each data provider on the rest of the providers.
Technically speaking, the data provider SFP; will have to maximize the demand of the Al-driven
services on the offered bundled services in order to maximize its own profits. Increasing this demand
(from one provider’s side) indirectly results in increasing the revenues of the other providers, which
boosts a cooperative behavior in the bundled data service.

Similarly, the interactions among the demand of the Al-driven services and the supply of the
cloud computing is modeled as Cloud computing platform - Al-driven services cross group ex-
ternalities. These types of externailities are denoted in the model by the symbols « and (. « refers
to the impact of a cloud computing platform on the Al-driven services demand while /3 refers to
the impact of the Al-driven services demand on the cloud computing platform. « and 3 are pre-
sented by the out-going externality and in-going externality respectively in Figure 4.3. The cloud
computing platform contributes to the sub data analytics process ¢ by two types of resources: 1)
Virtual machine learning computing resources (Dv;) and 2) Bandwidth communication re-
sources Dt;. n; and ay; quantify the increase in the number of Al-driven services when some
additional computational resources and bandwidth power are added to Dv; and Dt; respectively.
Bvi and SBy; quantify the amount of benefits that the cloud computing platform yields when new Al-
driven services’ request are added to Dc. The relatively high value of the externality «.,; refers to
the highly centralized computational overhead of the machine learning procedures that are executed
over the cloud servers. The zero value of the externalities «,; and 3,; refers for the federated learn-
ing style where the data and machine learning procedures are deployed and executed respectively at
the provider’s side and not at the cloud’s side. Similarly, The relatively high value of the externality
ay; refers to the high communication overhead, which is usually entailed by the federated learning
style in terms of exchanging the learning models.

The cross-group externalities seize the capabilities of the cloud computing as an orchestration
player in terms of ability to 1) manage and control the cooperative data providers participating
in the bundled data service, and 2) sustain the maximum payoff of the players. Specifically, the
cloud computing uses the allocated computational resources Dv; and Dt; to control and govern the

throughput of the data transactions contributed to the bundled data service by each data provider
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S P;. For example, let’s assume that a greedy data provider SF; sets a high price P; for its contri-
butions in a data bundled service. This negatively affects the overall Al-driven services’ demand
on the bundled service. Consequently, the cloud computing would stop or at least slows down the
data analytics SP; by assigning it a lower portion of machine learning computing resources Dv;.
As aresult of the cloud’s reaction, the data provider S P; would be either excluded from the bundled
service or it would receive a smaller portion of the revenues. Thus, the strategy of the cloud aims
to force the data provider SP; to lower its price and behave in a non-greedy fashion to sustain a
maximum level of revenue and stay in the bundled service.

On the other hand, the interaction between service providers SP and cloud computing C'C is
modeled as a two-stage game. In this game, C'C takes the role of game leader and S P act as its
followers. In the first stage of the game, each data provider SP; responsible of providing service
1 observes the data providers participating in the bundled data service and the amount of money
returns X; requested by C'C'. This allows the provider to tune the supply volume of computing
resources and the price that will be charged to the Al-driven services of the same service . Based
on the price specified by SP;, CC' defines the optimal amount of computing resources D, to be
offered to regulate the data analytics between SP; and Al-driven services. The proposed model
takes the form of a closed loop of dependencies and includes a subsidizing technique from the two-
sided market theory. Specifically, in our game, C'C' may subsidize SP; with a low fraction of its

revenue to maintain an optimal level of P; or to entice other data providers.

4.3.3 Players Demands and Utility Functions

To model the Al-driven services’ demand and supply, we employ the Cobb-Douglas function.
The advantage of this function is that it can capture the elasticity of the computing/storage resources
supply (Ds,, D;, E;, Dv;, and Dt;) with respect to the user’s demand. The demand functions are
given using Equations (51), (52), (53), (54), (55), and (56), where: 1) k;, Ks;, K¢, Kv;, and Kt;
are constant multipliers; 2) ~; is Dc’s elasticity with respect to P;; 3) w; is S'P;’s elasticity with

respect to shared revenue Xj;.
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De= Ke [ P, DY DV EV™ Du? Dt (51

j=1

Ds; = Ks;X; “(P;Dc)? (52)
D; = k;X; “(PiDc)% (53)

E; = kp; X;“(P;Dc)?"i (54)
Dv; = Kvi(X;P;Dc)Pi (55)
Dt; = Kt;(X;P;Dc)" (56)

By mapping Equations (52), (53), (54), (55), and (56) into Equation (51), we can represent the
Al-driven services’ demand as a function of X; and P; as shown in Equation (57). where: 1) ay;
= Quifoi + @iBri — (Vi + Vsi + Vpi)wis 2) a3 = Vi + VsiBsi + VEiBE: + wiBui + iBis 3)

n
De= (K ][ kX Py (57)
j=1

Each data provider S P; should pay a constant cost F's; per a single Al-driven service’s access. That

being said, S P; attempts to maximize its payoff that is depicted in Equation (58).

m = ((P)(1 = X;) — Fs;)De (58)

The cloud computing C'C' should pay a constant cost F'c; for each sub process SCj it estab-

lishes between a service provider and an Al-driven service. As a result of being rational, the cloud
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computing attempts to maximize its payoff which is described in Equation (59).

7= () _(X;P; - Fs;))De (59)

7=0
4.3.4 Game Equilibrium

We derive the equilibrium of our game using backward induction. In fact, the sub-game of the
service providers (followers of the game) is initially solved to derive their optimal response P;" to
the Al-driven services. The sub-game of the cloud computing (leader of the game) is then derived
to get the optimal X . Using the solutions of these two sub-games, the equilibrium of the game is
expressed in Theorem 3.

Theorem 3. The equilibrium of our orchestration two-sided cooperative game is derived from the

best responses of the different players using the following methodology:

(1) The data provider S P;’s best response is computed as follows:

aqa2; F's;
P = 60
Y (14 aga)(1 - X)) (60)
it (1/(asaz:)) > —1
(2) The cloud computing best response concerning service i is computed as follows:
—aga1; Yy i_1(X;pj — Fe;
X’L* _ 4074 Zj_lp(* ]p] ]) (61)

7

Proof. By applying the log on both sides of the data provider’s payoff equation (Equation (58)), we

obtain:

logm; =log(P;(1 — X;) — F's;) + log Dc (62)

Then, the optimal price P;* is defined by 07;/0P; = 0 as follows:

1 87‘(‘@' 1-— X,L 1 aDC
Bl = i =0 63
0B~ P(l—Xi) —Fs | De oP, (63)
By deriving Equation (57) with respect to F;, then:
0Dc _
ap, = taazDeP, ! (64)
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By substituting Equation (64) into Equation (63), we get:

pr_ agaz; F's;
’ (1+a4a2i)(1—Xi*)

(65)

Since (1 — X/), F's; are positives, then % >0
= (1/(&4&20) > —1

Applying a first derivative test leads us to dm;/0F; > 0 when P; < P and to 0m;/0P; < 0
when P; > P’ if (1/(a4az;)) > —1. Consequently, we conclude that P; is the best response.
For the second part of the theorem, we apply the log on both sides of the equation of the cloud’s

payoff (Equation ((59))) and obtain the following:
n

logm = log(Z(Xij — Fe¢j)) +log De (66)
j=0

Then, the optimal X * is defined by 07 /0.X; = 0 as follows:

1 o P; 1 dDc
™ 8XZ Z;L:[](X]‘Pj - FS]') * Dc 8XZ ( )
By deriving Equation (57) with respect to X;, we get:
0Dc _
aXZ = (CL4CLM’)DCXZ- 1 (68)
By substituting Equation (68) into Equation (67), then:
—asQ1; 7,1_ X.n: — FC‘
X:( _ 4U1q Zj_lp(* ]p] .]) (69)

7

2j=1(Xpi—Fc;)

Since X and Jo are positives, then —aqay; > 0 = aga1; < 0

Applying a first derivative test leads us to O7/0X; > 0 when X; < X/ and to 07/0X; < 0

when X; > X . Consequently, we conclude that X; is the best response, which proves our theorem.

O
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4.4 Simulation and Empirical Analysis
4.4.1 Simulation Objectives

In this experiment, we focus on demonstrating the efficiency of the proposed model in terms
of the following questions: 1) How does the strength of dependencies (externailities) among data
providers affect the shared revenue between both the data providers and cloud computing? 2) How
does the cloud computing subsidize the data providers SP; in terms of shared revenues over dif-
ferent ranges of dependencies ? 3) In the centralized learning style, how does the cloud computing
subsidize the Al-driven services in terms of computing resources assigned for their machine learn-
ing procedures over different ranges of dependencies (externalities) ? 4) In the federated learning
scenario, how does the strength of dependencies (externailities) among data providers affect the
supply of machine learning computing resources assigned by SP; for Al-driven services? Those
questions have been answered in Section 4.4.3. 5) How does the strength of dependencies (exter-
nailities) among data providers affect the payoff of both the data providers and cloud computing?
this question has been answered in Section 4.4.4. Some proposals in the literature, such as [16], ex-
ecuted empirical comparisons between the two-sided market and its bench mark, i.e., the merchant

model. In this paper, we focus on other results.

4.4.2 Simulation Setup

We carry out our simulations according to the scenarios explained in Section 4.3.1, i.e., data
providers engaged with the cloud to execute centralized or federated machine learning tasks, re-
quested by a group of Al-driven services. In our simulations, the data provider S P; chooses the
price P; of its data services from the interval [0.2,3.2] USD/hour, inspired by the distribution of
prices for 150 IoT providers providing data services on Amazon’s marketplace [9, 2]. We also cap-
italize on a dataset from Google [37], which contains statistics on the implementation of big data
analytics tasks on Google-powered Virtual Machines (VMs). These statistics state that each VM
needs an average of 1.42 to 10 seconds to fulfill a data analytics task (with a mean of 5.71s and a
standard deviation of 4.29s). We denote the instances along with their average computational power

in our model by Ds; and Dwv;. Consequently, provisioning a compute instance, which is denoted in
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our model by the externalities «s; and ay,;, leads to an increase between 0.1 to 0.7 in the number
of data requests per second. As argued in [16], the cross-group externalities should be neither quite
weak nor quite strong. The analysis in [16] revealed that the cross-group externalities should be in
the range 0.1 < a5 < 0.6. Consequently, the externality factor 5 would be bounded by 0.1/« and
0.6/c. We assign the cross-group externalities ¢ and ) with values from the same range of « and 3.
The elasticity  of the price is fixed to 0.15, a value that is analogous to the sensitivity level of the
price of mobile/telecommunication services as assessed in [31]. These above-described parameters
are taken as inputs to our model, which then computes the optimal shared revenue X; for each data ¢
based on Equation (61) of Theorem 3 and other associated outputs such as cloud and data providers’

payoffs.

4.4.3 Subsidizing Sensitivity

We investigate in this section the influence of the cross group externality metrics (¢;v);). More
specifically, we study the impact of the data on Al-driven services’ demand on the shared generated
revenue X; for the data provider S P; with regard to the cross-group externality metrics average
(¢—i—;) of other data providers participating in the bundled service (the notation —i refers to the
other data providers different from SF;). As shown in Figure 4.6, the cloud computing subsidizes
the data provider S P; by charging a lower percentage of the revenue as the externality factors ¢;1;
are relatively larger than ¢_;1)_; (i.e., the data provider SF; is an influencer data provider while the
others are followers). For example, the cloud computing charges around 35% of the shared revenue
when the externality ¢;1; is 0.6 and the average externality of other players ¢_;1_; is 0.1. On the
other hand, the cloud computing charges a higher portion (65%) of the shared revenue when the
externality ¢;1; is 0.6 and the average externality ¢_;1_; is 0.6. However, the data provider S F;
pays a higher portion of shared revenue to the cloud computing provided that its externalities (¢;1;)
are low and that the other parties’ externalities are high, (i.e., the data provider SP; is a follower
while others are influencers). This is due to the data provider’s willingness to pay more to push the
most influential data providers to join the bundled service. Nonetheless, the data provider S P; pays
a higher percentage of the shared revenue to the cloud as its externalities ¢;1); become stronger.

Figure 4.7 captures the subsiding of the cloud for Al-driven sercvices in the centralized learning
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style by assigning more computational units when the providers’ data becomes less attractive for
the Al-driven services. Similar observations can be drawn from Figure 4.8 with respect to the data
providers. Precisely, the data provider S F; assigns relatively more data computational units in the
federated learning scenario, to attract more Al-driven services if its data type has less impact on
the Al-driven services’ demands. In addition, Figure 4.8 shows the effect of the data providers
on each other in bundled services. As illustrated in the figure, the data provider S P; invests more
computational data units when the externalities of other data providers become stronger to stay in
the strong bundled data service. This behaviour refers to an increase in the Al-driven services’
demand on the provider SP;’s data when other data providers have strong externalities with the

Al-driven services.
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Figure 4.6: Shared revenues X; over externalities ¢;; and ¢_;1)_;
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Figure 4.8: Data computational units Ds; over externalities «;3; and a_; 5_;

4.4.4 Profitability Analysis

In this section, we study the impact of externalities on the profitability of involved parties, (i.e.,
data providers, and the cloud computing). As shown in Figure 4.9, the data provider S P; receives
higher net payoff when its externalities ¢;1); are stronger than other data providers’ externalities
¢_;1_;, (i.e., the service provider S P; is the most influential among the other data providers). This
is due to the low portion of revenues imposed by the cloud computing, as seen previously in Figure
4.6, to subsidize the influencer data provider. However, this is not a case when it comes to the
cloud’s payoff. As shown in Figure 4.10, the cloud receives higher payoff under strong externalities
among data providers. This is interpreted by the high portion of revenues demanded by the cloud

from all connected data providers under strong externalities.
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Figure 4.9: Provider i’s payoff over externalities ¢;v; and ¢_;1_;
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4.5 Related Work

The business-oriented data trading models can be classified into three categories: merchant,
collaborative, the two-sided business model. Under the merchant model, a third-party platform (e.g.,
information service providers) aims to maximize its revenue through buying data from their owners,
reprocessing them, extracting useful information and selling this information to consumers. The
interactions among the involved entities, i.e data providers, information provider and consumers,
have been implemented using different techniques such as game theory and auctions. This model
has been widely applied in domains related to mobile phone sensing networks and IoT services
such as [70, 48] and [46]. However, this model is not efficient for the monetization and trading of
large-scale of big data commodities. Precisely, this model entails higher processing costs once the
consumers exhibit high interests’ diversity in terms of extracted information and targeted domains.
Moreover, the involved parties in this model are expected to exhibit aggressive competitive behavior
in terms of raw data price from one side, and the value of the extracted information from the other
side. The resulting equilibrium from such an aggressive competition among the different involved
parties leads to less and coarse distribution of the total surplus.

The proposals under the collaborative model tried to mitigate the aggressive competition en-
tailed by the merchant model through establishing collaborative strategies between the data providers
and the information service provider. For instance, the authors of [111] and [101], propose game

theoretical models among IoT sensors (which act as data providers), IoT service providers (which
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act as information service providers) and data consumers. In these games, two entities (i.e., IoT
sensors and IoT service providers) cooperate together in one game and then compete as one entity
against data consumers. However, those proposal are not able to address how cooperating entities
would share their earned revenues due to the absence of the cross-group externailities that help seize
the contributions of involved parties.

Recently, the two-sided market model [82] has been proposed as a successful business model
to monetize the raw big data over a third-party platform [6, 5, 16]. Under this model, the main
role of the third-party platform is introducing a wide social networks of data consumers to the data
providers and vice versa. Technically speaking, the data consumers will be attracted to the third-
party platform to which a massive number of data providers are connected and vise versa. The
strength of attraction between the market sides, i.e., data providers and data consumers has been
modeled using the cross group externalities that capture the mutual impact between the providers
and consumers. These proposals, i.e [6, 5, 16], focus on answering the following research question:
why is it not efficient that the third-party purchases the data from the data providers, reprocesses
it, and sells it as information for data consumers when it is applied to big data, (i.e., the merchant
model). However, the main limitation of these recent works is that they provide a static analysis of
the data prices and consumers’ demand for dynamic and active data market environments that are
constantly changing such IoT services, and the big data over the cloud computing.

This dynamicity in the data market has been recently addressed in [14, 13] by integrating a mix
of cooperative and competitive strategies with the two-sided market theory to monetize the data over
the cloud computing and the blockchain technology. Unlike the approaches such as [78, 80, 76] that
distribute computing resources of the cloud in its current business version (one-side market), the
authors in [14] design a novel model to distribute cloud resources when the cloud computing acts as
a third party platform (two-sided market). However, all of the proposals concerning the two-sided
data market did not consider the dependencies among the data providers that quantify the monetary
value of a certain data type in presence of other different complement data types; complementary
data pricing. Moreover, those proposals focus on the traditional data monetizing style that is limited
to sell a dataset for data consumers. Such a traditional monetization style is not inline with the

modernization of the Al services that enable the execution of the machine learning procedures on
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the data without direct access to preserve the privacy of the data users.

Establishing complementary data services has been discussed in many proposals. For instance,
the authors of [110] recently propose a game theoretical model to deliver a bundle of complementary
IoT services considering the externalities. However, the terms of the externailaties in [110] refers
to communication network congestion, see [35, 108, 27]. The solution follows the merchant model
scenario. Nevertheless, unlike our solution, these approaches do not target cloud computing. In
general, the complementary data services over a third party in presence of the two-sided model has
not been addressed yet.

To fill this research gap, we proposed in this paper a novel business game-based model using the
two-sided market theory. Our model enables the cloud computing to monetize the complementary

data for Al-driven services.

4.6 Conclusion

In this paper, we proposed a novel solution for the challenge of providing complementary data
for Al-driven services. The solution mainly sees the cloud computing as an active market plat-
form where data providers and Al-driven services meet each other and exchange mutual benefits in
terms of data and monetary reward transactions. Under this version, we proposed a novel two-sided
business model for the cloud computing supported by a strategic mechanism to bundle the comple-
mentary data. The simulation results showed the efficiency of the proposed model over different

ranges of externalities among data providers.
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Chapter 5

Trading of Big Data and IoT Services:
Blockchain as Two-Sided Market

The blockchain technology has recently proved to be an efficient solution for guaranteeing the
security of data transactions in data trading scenarios. The benefits of the blockchain in this domain
have been shown to span over several crucial security and privacy aspects such as verifying the
identities of data providers, detecting and preventing malicious data consumers, and regulating the
trust relationships between the data trading parties. However, the cost and economic aspects of
using this solution such as the pricing of mining process have not been addressed yet. In fact,
using the blockchain entails high operational costs and puts both the data providers and miners in
a continuous dilemma between delivering high-quality security services and adding supplementary
costs. In addition, the mining leader requires an efficient mechanism to select the tasks from the
mining pool and determine the needed computational resources for each particular task in order
to maximize its payoff. Motivated by these two points, we propose in this paper a novel game
theoretical model based on the two-sided market approach that exhibits a mix of cooperative and
competitive strategies between the (blockchain) miners and data providers. The game helps both the
data providers and miners determine the monetary reward and computational resources respectively.
Simulations conducted on a real-world dataset show promising potential of the proposed solution in
terms of achieving total surpluses for all involved parties, i.e., data providers, data consumers and

miners.
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5.1 Introduction

Blockchain technology has lately emerged as a revolutionary paradigm for addressing the chal-
lenges of finding trustworthy third-parties and guaranteeing the privacy and security of data trading
transactaions in critical domains such as Internet of Things (IoT), data analytics, mobile crowd-
sensing, and machine learning. Interestingly, recent statistics estimate that the data contained in the
blockchain ledger is expected to worth up to 20% of the global big data market and to generate up
to 100 billion in annual income to the data market that already hit $203 billion dollar of revenue
at the end of 2019 [46, 1]. In the context of data trading using blockchain, three players are to be
considered: miners, data providers and data consumers. Miners are responsible for supervising and
regulating the execution of what is known as smart contracts. A Smart contract is a self-executing
computer program that states and organizes the agreed terms of a certain data transaction such as the
desired quality of service clauses and secure payment mechanism between the data providers and
data consumers. Processing smart contacts by miners entails high (mining) operational costs and
processing time, which might negatively affect the execution time of real-time and delay-critical
applications such as IoT and data analytics. In the literature, there is lack of attention on the busi-
ness model that would enable data trading over blockchain where the main stream research in the
general context of data focuses on developing mechanisms of data resource management such as
[79, 80, 78]. Several challenging issues are yet to be addressed, in particular, assigning optimal
amount of computational units to the mining tasks, sustaining optimal payoffs to involved players
and serving data requests on time. In this work, our objective is to provide a novel contribution
to the data trading over blockchain through proposing a game-theoretic-based business model that
helps regulate the secure data trading of IoT and big data analytics services. In particular, we aim
to address the following two substantial research challenges: 1) how should the blockchain node
distribute the computational resources of the mining process among the data providers in such a
way to maximize its payoff; and 2) how should the data providers decide on the optimal monetary
reward that needs to be given to the miners versus their service in such a way to guarantee optimal

execution time of their transactions while avoiding over-payments.
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5.1.1 Motivating Example

We provide in Figure 5.1 a motivating example to better clarify the research gap in the literature
and highlight the need of our solution. As explained in the figure, data consumers request to run
real-time data analytics on an edge IoT server. Following the blockchain technology, the request is
deployed as a smart contract which includes clauses that regulate the relationships between the data
consumers and the edge IoT server in terms of data quality, data size and processing speed. The
execution of the smart contract is supervised and executed by the blockchain node, which manages
the mining process and the mining computational units. Smart contracts vary in their terms, and
hence they differ in their executions in terms of execution time and required resources. For instance,
in Figure 5.1, the hospital server is exposed to more privacy threatens as it stores patients data, which
requires more computational units from the blockchain node to authenticate only trusted consumers.
This creates the need for a distributing mechanism that determines the optimal amount of resources
for each smart contract. However, the absence of such a mechanism might assign more resources to

less profitable contracts.
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Figure 5.1: Motivating Scenario: Run real time data analytics procedures on Edge [oT server using
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5.1.2 Related Work and Problem Statement

The state-of-the-art proposals focus on deploying verification approaches into the blockchain
technology in order to tackle the privacy and security issues such as preserving the anonymity of
the data providers, and preventing impersonation attacks and colluding miners. For instance, the
approaches proposed in [98, 105] leverage the blockchain technology to address the problem of user
location impersonation and re-identification attacks respectively in a crowd-sensing context. The
approaches proposed in [42, 50] aim to increase the engagement of the crowd system participants
through capitalizing on the anonymous and reliable interaction features provided by the blockchain
technology.

The proposals [100, 47, 61, 99] propose game theoretical foundations in the context of mobile
blockchain supported by edge computing services. The interactions between miners and edge com-
puting nodes are modeled using Stackelberg games and auctions to derive an optimal price for the
proof-of-work for offloading allocation tasks. The main limitation of such games is that they result
in putting the miners into an aggressive competition situation between each other from one side,
and with the edge computing services from the other side. This leads to less efficient outcomes in
terms of total surpluses for all these parties. In [102], the authors propose to deploy blockchain
for big data sharing in a collaborative edge environment. Similar works have also been proposed
in [58, 107]. The aforementioned proposals, and the state-of-the-art in general suffer from several
problems. In fact, they 1) do not explain how the mining resources should be distributed over the
existing smart contracts and miners; 2) do not provide any mechanism to derive the optimal pay-
ment that should be given by data providers to miners); and/or 3) propose pricing schemes for the
mining process based on pure competitive games, which entails an aggressive competition among
the involved parties and results in lower payoffs for them.

5.1.3 Contributions

To address the aforementioned issues, we extend the work in [17, 16] by proposing a novel
double two-sided game that models the interactions among the involved parties (i.e., blockchain
node, data providers and data consumers) using the two-sided market theory [82]. In the proposed
game, as shown in Figure 5.2, both the data providers and blockchain node act as a two-sided

platform that gets on board two market sides. Specifically, the blockchain node intermediates the
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interactions between the data providers and data consumers, while the data providers intermediate
the interactions between the blockchain node and data consumers. As shown in the figure, the
data providers either 1) subsidize the blockchain node by a higher portion of revenue to motivate
it to supply more mining computational units, which results in attracting more data consumers and
increasing the revenue; or 2) subsidize the data consumers by more data computational units, which
increases the consumers’ demand and hence contributes in attracting the blockchain node. Similar
strategies are set up to the blockchain node as shown in Figure 5.2b. The proposed game combines
both strategies as two separate games. The solution of the games helps derive the equilibrium
in terms of shared revenue among the blockchain node and data providers and amount of mining

resources that each smart contract should be assigned with.
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Figure 5.2: Proposed model: A double two-sided market game

5.2 Proposed Model for Secure Trading of Data
5.2.1 Model Description: A Double Two-Sided Game Formulation

The proposed secure data trading model, depicted in Figure 5.3, consists of three entities: Data
Service Consumers (SC'), Big Data Service Providers (S P) and Blockchain node (BC') that consists

of a network of miners. In our solution, a certain big data service provider S P; receives a monetary
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Figure 5.3: Double two-sided game

value of P; per a data service consumer’s access to its services. The service provider S P; provides
both the data and computing resources that are required to execute the data analytics duties of the
data consumers. The interactions between data providers and data consumers include negotiating
the data type, quality of provided services, payments, and all the associated terms of delivered data
services. The blockchain node BC' is in charge of executing the transactions of smart contracts in
order to append a correct block into the blockchain. Executing smart contracts will also ensure the
sustainability of consumers’ access security, verification of the identities of the data providers and
consumers, protection of the privacy of data providers and enforcement of quality control of data
services. In our model, the blockchain node seeks to distribute and allocate its computing resources
for the mining process among service providers in such a way to maximize its own payoff.

The Consumers’ demand on data service ¢ provided by a service provider S P; is denoted by D,
and the computing resources allocated by service 7 to run the data analytics duties of its consumers
is donated by Dp,. Dp, is measured in terms of the throughput per second of executing the data
requests. The relationship between consumers’ demand D., and supplying service % is modeled
using the two-sided market theory [82] as cross-group externalities ¢ and . Here, i represents
the increase in the number of data consumers obtained when some new computing and storage
resources are added to Dp,. ¢ represents the amount of profit that the data service provider earns
when one more new consumer is added to D.,. Similarly, the computing resources allocated by

the blockchain node to regulate the smart contracts of service ¢ is denoted by Dy,. The relationship
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between consumers’ demand and the supply of the blockchain node is likewise modeled using the
two-sided market theory as cross-group externalities « and (3. Here, « represents the increasing of
data consumers obtained when some new computing and storage resources are added to D, and 3
represents the amount of benefits that the blockchain node earns when one more new consumers are
added to D.,. The parameters , 3, ¢, and 1) are dependant on the service <. However, the variable
1 is omitted from the notations of these parameters to simplify the equations when the service ¢ is
understood from the context. Thus, instead of using «; for instance, o will be used. The same
simplification is applied for the other parameters that appear as exponents in our equations.

The interaction between SP and BC is modeled as a two-stage game, where BC' acts as the
game leader and SP are the followers. In the first stage of the game, each service provider SP;
providing service ¢ observes the amount of money returns y; requested by BC' in order to adjust
the supply volume of computing resources and the price to be charged to service consumers SC;
consuming the service ¢. In quest of the price specified by S P;, BC' determines the optimal amount
of computing resources Dy, that should be supplied to handle the smart contracts between S P; and
SC;. The model forms a closed loop of dependencies that involves subsidizing techniques from the
two-sided market theory. Thus, S'P; may chose to subsidize BC' by an extra amount of payment that
exceeds the contribution of BC'. The objective is to keep an optimal level of D, that maximizes the
return revenues P; * D.,. Alternatively, BC' may subsidize S P; with a low portion of the resulting
revenue to keep an optimal level of P;. The different parameters and symbols used in our proposed

solution are summarized in Table 5.1.

5.2.2 Players Demands and Utility Functions

The consumer’s demand and supply are modeled using the Cobb-Douglas function, which have
the ability to represent the elasticity of the computing and storage resources supply (Ds,, Dp,) and
its variations depending on the user’s demand. These demand functions are defined as per Equations
(70), (71), and (72). By substituting Equations (71) and (72) into Equation (70), we can express the

consumer’s demand as a function of x; and P; as described in Equation (73).

D, = kP, D2 DY, (70)
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Model Parameters

Descriptions.

SP;
BC
SC;

k1, ko, and k3
fe
s
ur
T
ai

a2

as

Service provider providing service <.
A blockchain node.
Consumers of service 1.
SC;’s demand.

IT-infrastructure supply to handle requests of SC;;.
IT-infrastructure supply to handle smart contracts between SP; and SC);.
Service 4’s price.

Portion of revenue required by BC' from SP;.
The Network effects (externality) on D, by Ds, .
The Network effects (externality) on Ds; by De,
The Network effects (externality) on D, by Dp, .
The Network effects (externality) on Ds, by De; .
D¢, ’s elasticity with respect to F;.
Constant multipliers.

Associated costs per smart contract.
Associated costs per service request by a consumer.
S P;’s payoff.

Blockchain node’s payoff.

=—v+af+¢¢
:aﬁ
=1/(1 - af —1¢)

Each big data service provider SF; is subject to a fixed cost fs per each consumer access. SF;

Table 5.1: Model parameters

Dsi = ko (XlRDCz)B

Dp, = k3(PiDCi)¢

De, = (kik§ky PO x§2)®

aims to maximize its payoff as described in Equation (74).

The blockchain node BC'is subject to a fixed cost f. per each smart contract between S P; and

a data consumer. As a rational agent, the blockchain node seeks to maximize its payoff as given in

mi = ((P)(1 = xi) = fs) De,
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Equation (75).

™= (PZX’L - fc)DcZ' (75)

5.2.3 Game Equilibrium

The equilibrium of the above-described game is solved using a backward induction method-
ology. Specifically, the followers’ (data service providers) sub-game is solved first to obtain their
optimal response P to the service consumers. The leader’s (blockchain node) sub-game is then
computed to obtain the optimal ;. The game equilibrium is stated in Theorem 4.

Theorem 4. Under the assumption validated in [16] stating that the cross-group externalities are

not too week and not too strong, (0.1 < af < 0.8) and (0.1 < ¢ < 0.8), The equilibrium of our
double two-sided game is given by the best responses of the different players as follows:

(1) The best response of the data service provider S P; is given by:

. arasfs
P - i (76)
" (amas = 1)(x; - 1)
lf 1< (1 / a1a3)
(2) The best response of the Blockchain node with respect to a service 1 is given by:
* ClQCLgf
o = 220t (77

(a2a3 + 1)Pi*

Proof. From Equation (74) of the data service provider’s payoff, using log for both sides of the

equation, we obtain:

log m; = log(F;(1 — xi) — fs) + log D, (78)

Then, the optimal price P is defined by 07;/0P; = 0 as follows:

1 aﬂ'i 1-— Xi 1 8Dc.
— X oy =5y 7 T X =0 (79)
T aP)z Pz(l_Xz) _fs Dci 8Pz
By deriving Equation (73) with respect to F;, then:
6Dz‘ —1
5 P = ajazD,, P; (80)
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By substituting Equation (80) into Equation (79), we get:

P ajasfs &1

(araz —1)(x; — 1)

Since P, > 0, fs > 0, ((xs — 1) < 1) then (aja3/(a1as — 1) < 0), so the condition. By
considering the acceptable range for « analysed in [31], 0.2 < v < 0.3 then Om; /OP; > 0 when
P; < (arasfs)/((aras —1)(x; — 1)) and Om; /OP; < 0 when P; > (ajasfs)/((a1as —1)(xi —1)).
Consequently, P; is the best response.

For the second result of the theorem, we consider and take the log for both sides of the equation

of the blockchain node’s payoff (Equation (75)) and obtain:

log m = log(P;x; — fc) + log Dy, (82)

Then, the optimal x is defined by O7/0x; = 0 as follows:

1 0 P 1 oD,.
S L 2 T (83)
™ Oxi Pixi—fe De O
By deriving Equation (73) with respect to y;, we get:
0D, _
5 = wa3Dex; (84)
Xi
By substituting Equation (84) into Equation (83), then:
i = azas fe (85)

(agas + 1)P;

or/Ox; > 0 when x; < (azasf:)((azas + 1)P;) and O7/0x; < 0 when x; > (azasf.)((azas +
1)P;). Consequently, ; is the best response, so the theorem.
O

5.3 Simulation and Empirical Analysis
5.3.1 Simulation Setup

Our simulation analysis is grounded on statistical observations from big data and IoT services
from the AWS marketplace [9], BMR [2]—the annual statistical report that publishes the revenues,
payoffs and market growth of the the AWS marketplace—and a real-world dataset from Google

[37]. The price, P;, of the data service is chosen from the interval [0.2, 3.2] USD /hour, following
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the price distribution of 150 data and IoT services from the AWS marketplace. According to [2],
Amazon Web services (AWS) received 30 billion USD in revenue with a net income of approx. 12
billion. The gap between the gross and net revenues is caused by the marginal operating costs which
made up approx. 60% of revenue. The operating costs represents in our model the costs associated
with the smart contracts f. and service requests initiated by data consumers fs. The Google dataset
[37] records statistics on the execution of big data requests executed on Google-powered virtual
machines, which are similar to the instances of Amazon cloud infrastructure (EC2). According
to these statistics, each virtual machine takes on average 1.42 to 10 seconds to complete a data
processing request (with a mean of 5.71s and standard deviation of 4.29s). The instances and their
average computational power are respectively represented in our model by D;; and the externality
factor . Adding a compute instance has a direct impact on the increase of the consumers’ demand
between 0.1 to 0.7 data request per second. By following the mathematically proved result in [16]
that the cross-group externalities should not be neither too weak nor too strong, the cross-group
externalities should be bounded by 0.1 < a8 < 0.8. Hence, the externality factor 3 would range
from 0.1/c to 0.8 /. We follow those estimations and set up the cross-group externalities ¢ and
in the same range of « and 3. The price elasticity  is set to 0.15, which is similar to the sensitivity
of mobile/telecommunication services price estimated in the literature [31]. The simulation takes
the aforementioned parameters as inputs, and then calculates the optimal shared revenue y; from
each service ¢ according to Equation (77) in Theorem 4. Moreover, the simulation inputs meet
the theoretical condition (1 < 1/ajas3) in Theorem 4. Thus, by substituting the real ranges of the
simulation parameters, the mathematical term representing the strength of total externalities (a3) is
greater than zero (i.e a5 + ¢ < 1). Hence, we demonstrate our three dimensional results in three
sets of criteria: 1) week externalities (0.1 < a8 < 0.4, 0.1 < ¢ < 0.4); 2) strong externalities of
af - weak externalities of ¢ (0.4 < aff < 0.7, 0.1 < ¢y < 0.2); and 3) strong externalities of

¢ - weak externalities of a3 (0.1 < aff < 0.2,0.4 < ¢yp < 0.7).
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5.3.2 Shared Revenues and Computational Costs over Externalities

In this section, we study the impact of the cross group externalitie metrics («3) and (¢1)) on the
shared revenue y; among data providers and blockchain node. In Figure 5.4, we study the percent-
age of shared revenue received by the blockchain node for a weak level of externalities between,
on one side the data providers and blockchain node, and on the other side the data consumers. In
Figures 5.5 and 5.6, we study the shared revenue for a stronger level of externalities a8 and ¢
respectively. As shown in these figures, the blockchain node receives a higher percentage of rev-
enue as the externality factors o8 and ¢ty become stronger. Another important observation is that
the average of shared revenues increases at a higher pace over the blockchain node externalities
with data consumers («/3) than that over data provider and data consumers (¢1). This behavior is
clearly observed in Figure 5.5 which shows that the shared revenue reaches 60% over strong exter-
nalities of a3 versus a maximum of 40% over strong externalities of ¢t as shown in Figure 5.6.

This behavior is interpreted as follows. The demand of data consumers is positively impacted when
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its externalities with the blockchain node («/3) become stronger. Consequently, the data providers
entice the blockchain node by a higher portion y; of revenues to supply more computational units
with the aim of increasing the consumers’ demand and hence the total revenue. Nonetheless, the
blockchain node faces higher operating costs by increasing its supply of mining computational units.
Consequently, it would ask for a higher portion of revenue. Moreover, the consumers’ demand is
positively impacted as its externalities with data provider become stronger. Thus, the data providers
would face higher operating costs when they add more computational units in an attempt to increase
the consumers’ demand. This forces the blockchain node to subsidize data providers with a lower
portion x; of revenue to sustain a higher level D, of consumers’ demand. In general, increasing the
consumers’ demand adds more computational cost on the blockchain node, which leads to increas-
ing the portion of blockchain node as the externalities among the data provider and data consumers
become stronger. This explains the slower increase pace of shared revenues over the externalities

¢ compared to the externalities af3.

5.3.3 Data Consumers’ Demand and Computational Unit Supply

In this section, we study the impact of cross-group externalities among all the involved parties
(i.e., data providers, blockchain node, and data consumers) on the data consumers’ demand. As
shown on Figures 5.7, 5.8 and 5.9, the consumers’ demand is higher under a weak level of external-
ities than the strong level. Those observed results are interpreted as follows. A higher externality
level among the market players incurs a higher cost for the two-sided market platform to get the mar-
ket players on board. Specifically, under a strong level of externalities among the blockchain node
and data consumers 3, data providers either (1) subsidize the blockchain node with a higher portion
of revenue to attract more data consumers (as discussed in Section 5.3.2); or (2) subsidize the data
consumers by supplying higher amounts of data computational units, which in turns, leads to incen-
tivizing the blockchain node. However, data providers cannot ultimately subsidize data consumers
due to their mutual cross-group externalities (¢1)). To study this phenomenon, we show in Figures
5.10 and 5.11 the amount of data computational units supplied by data providers as well as the num-
ber of data consumers attracted over the externalities ¢ respectively. As shown in Figure 5.10, the

amount of supplied computational units increases under weak externalities (¢ € [0.1 — 0.4]) and
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gradually decreases as the cross-group externalities become stronger (i.e., ¢7p € [0.4 — 0.8]). How-
ever, as shown in Figure 5.11, the number of attracted data consumers exponentially decreases over
the whole range of externalities. This implies that the subsidizing technique becomes costly as the
externalities become stronger. For instance, data providers attract 2 x 10° data consumers by pro-
viding 20 data computational units at an externality level of 0.2, while they attract a number of data
consumers that is 0.1 x 10° less by providing the same amount of data computational units but with
a higher externality level of 0.5. In both cases (i.e., subsidizing data consumers and data providers),
the data providers would undergo higher costs. Similarly, under a strong level of externalities be-
tween data providers and data consumers, the blockchain node subsidizes either the data providers
(by asking lower portion of revenues) or the data consumers (by supplying a higher amount of com-
putational units), which entails higher costs for both cases. Similarly, the blockchain node cannot
ultimately subsidize the data consumers due to their mutual cross-group externalities represented by

af. Similar observations are depicted in Figure 5.12 in terms of mining computational units over

af.
5.3.4 Data Providers and Blockchain Payoffs

In this section, we investigate the impact of externalities on the payoff of the data providers and
blockchain node. Figure 5.13 shows the payoff of data providers under weak externalities, while
Figures 5.14 and 5.15 depict providers’ payoff under strong externalities a3 and ¢ respectively.
As illustrated in these figures, the data providers’ payoff gradually decreases as the externalities
increase. The reason behind this increasing is that the overall demand of consumers decreases while
computational costs and asked shared revenue increase over externalities as discussed in Sections
5.3.2 and 5.3.3. Similarly, the payoff of the blockchain node decreases under externalities as shown

Figures 5.16, 5.17 and 5.18.

5.4 Conclusion

In this work, we proposed a new game-based business model for data trading over blockchain.
The problem is formulated as a double two-sided game that solved the problem of maximizing the

players’ payoff by optimally distributing the mining computational powers over smart contracts.
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Technically, the game considered the smart contract characteristics as well as the impact of the min-

ing computational units on the data service and consumers’ demand. The theoretical and simulation
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results proved the efficiency of the proposed game.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions and Discussion

This thesis tackled the problem of designing a data marketplace over the cloud computing tech-
nology. The problem was discussed from two points of view: 1) What is most efficient business
model to design the data market platform? And 2) what is the most efficient technology that can
act as data market platform?. As answer to the first question, this thesis proved theoretically and
empirically that the two sided market theory is an efficient solution to model the data marketplace.
In fact, the merchant and peer to peer models, the most popular models in the literature that concern
trading data, raise serious issues in terms of involving the actual data owners and the aggressive
competition among involved parties. This competition leads to low social welfare and coarse dis-
tribution for revenues. Besides these aforementioned drawbacks, those models did not provide an
efficient solution for the fundamental problems in this context: 1) Where data consumers should go
to find big data providers that meet the required quality and quantity in a timely manner? 2) Where
data providers should go to meet large number of data consumers to achieve efficient revenues? And
3) how much is the truly price of the data?

These fundamental problems appeared earlier in the area of mobile phone and sensing network
applications and caused a turn down in those applications. Mainly, mobile phone applications (data
consumers) entailed high costs and management obstacles associated with finding and collecting
data. From another perspective, mobile phone users (data providers) exhibited limited willingness

to be involved in these applications due to less revenue resulting form reaching a few number of data
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consumers. These problems would have been solved if there had been found a data market where
data providers and data consumers would meet. These problems have re-appeared recently in the
era of Al-driven services and machine learning applications. Consequently, scientific research com-
munities expect a turn down in the revolution of Al-driven services. In this thesis, we propose and
analyze a novel platform for data monetization using two-sided market theory. The proposed plat-
form is a coordinated marketplace that facilitates the search for data providers and data consumers
and allow them to meet to exchange financial benefits. The proposed platform provides a solution
for using personal data by involving individuals in the data monetization process. Furthermore, the
platform helps data consumers increase the engagement of data providers, and get easy and quick
access to high quality personal data. Consequently, 1) searching costs have been cut dramatically;
and 2) user’s privacy has been boosted by giving individuals the control of with whom they share
specific personal data and get proper compensation.

The second question discussed in the thesis is: what is the most efficient technology that can
act as data market platform? This thesis argued that cloud computing is the answer. Mainly, the
cloud hosts an explosive amount of data coming from a variety of enterprises and manufacturers
that are deployed on its computing platforms. In addition, the cloud computing is equipped by a
powerful IT infrastructure including servers and virtual machines to run and deploy computational
tasks associated with storing and processing the data. Our two-sided cloud computing platform for
monetizing data raises challenges associated with distributing elastically the cloud computing re-
sources and revenue maximization. This platform allows three entities to interact: cloud computing,
data providers, and data consumers. Moreover, Al-driven services and data collecting-based appli-
cations (data consumers) require big chunks of complementary dataset coming from multiple data
providers. The data types in complementary datasets exhibit a range of correlations and dependen-
cies in the sense that the availability of a certain data type impacts the monetary value of other data
types. In this thesis, we proposed a game theoretical model based on the two-sided market theory to
monetize complementary big data for Al-driven services over the cloud. The objective is to come
up with a new vision in which the cloud can play a primordial role in introducing big data service
providers and data consumers to each other, which results in higher benefits for all the involved

players. The elasticity of the cloud computing is integrated with the two-sided market theory to
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maximize the profit of data providers, data consumers and cloud computing, and distribute dynami-
cally the cloud resources among the computational tasks. The proposed game model comes up with
a solution for uncertain externalities in the two sided market model. Moreover, the proposed game
model provides a clear and efficient mechanism to split the revenues among the involved parties,
which is not addressed by the corresponding collaborative models in the literature. This model is
supported by a strategic mechanism to bundle the complementary data. Empirical results showed
that our solution outperforms the state-of-the-art cloud business models, i.e., the egalitarian and
pay-as-you-go models in terms of total surpluses earned by the different parties. The simulation re-
sults also showed the efficiency of the proposed model over different ranges of externalities among
data providers.

The thesis involved the blockchain technology in the process of monetizing data. The blockchain
technology has recently proved to be an efficient solution for guaranteeing the security of data trans-
actions in data trading scenarios. This thesis argued that there is lack of attention on the business
model that would enable data trading over blockchain. In particular, the mining leader requires an
efficient mechanism to select the tasks from the mining pool and determine the needed computa-
tional resources for each particular task in order to maximize its payoff. In this thesis, we proposed
a new game-based business model for data trading over blockchain. The problem is formulated as a
double two-sided game that solved the problem of maximizing the players’ payoff by optimally dis-
tributing the mining computational powers over smart contracts. Technically, the game considered
the smart contract characteristics as well as the impact of the mining computational units on the data
service and consumers’ demand. The theoretical and simulation results proved the efficiency of the

proposed game.

6.2 Future Work

As future work, the model can be extended to involve multiple cloud providers. This step is
challenging and is worth being handled in a separate paper. Specifically, the following research

questions need to be answered when dealing with such a scenario.

(1) Can the data providers deploy their data over only one cloud provider or do they need multiple
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cloud providers in parallel? This scenario is known as multi-homing and single homing in the

literature of the two-sided market theory.

(2) Can data consumers access only one cloud provider or multiple cloud providers at a time?

This question largely affects the strategies of the cloud providers.

(3) Are the cloud providers in a pure competitive mode or can they collaborate together to deliver,
for example, complementary data or execute a certain data analytic service? If they are in
pure competitive mode, how will the imperfect information about each other be handled? We
argue that this can be solved by using an intelligent prediction mechanism based on machine

learning.

(4) What are the preferences of the data providers? As known in practice, the quality and price
offered by the cloud providers are not the only factors in this scenario. The trust and reputation

of cloud computing also play a critical role.

(5) What are the preferences of data consumers? Are data consumers interested in specific data

providers?

As another potential future work, the model can be integrated in an immune system to fight the
security attacks that try to manipulate either the data itself or the machine learning techniques to
produce misleading results. This brings us to the field of adversarial machine learning which lies
at the intersection of computer security and machine learning. This field focuses on enabling the
safe adoption of machine learning techniques by ensuring that the inputs to the machine learning
algorithms have not been intentionally manipulated by some attackers to cause the training model

to produce erroneous results.
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Appendix A

My Appendix

A.1 Proof of Proposition 1
A.1.1 Proof of Proposition 1.1

Consider the demand Equations 73 and 8, first derivatives and demand’s elasticities with respect

to transaction fees are given as follows:

ON, ON N4/ Ope ON /.
L ONgg B L ONgg _ asBe S|q/p:o45><< |q/P>

Nc\q Ope - (acas - 1)p07 Ns\q Ipc B (acas - 1)pc Ns\q Nc\q

(86)

a]Vs\q/8pc <8Ncq/apc)
—_— = Oy X —_— = npc — asncc (87)
Nijq Nejg P g
1 X 8Ns‘q = 58 1 X aNc‘q = OZCBS = aNc|q/8pS = Q, X <aNS|q/aps)
Nyiq Ops (aeas — 1)ps’ Nejg Ops (acas — 1)ps Nejq Nyiq
(83)
a]Vc|q/aps <aNs|q/8ps)
T g x () e — g, (89)
Nelg Nilq ? P

where p., ps, and a.a are different from zero. We rewrite platform payoff given by Equation 11

by taking the logarithm for its sides as follows:

log 7 = log~y + log(pe + ps — f) +1og Ny, 4 log Ny, (90)
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By deriving the platform payoff given by Equation 90 with respect to p., then the platform’s

fees which satisfy the first order condition are given as follows:

l y o _ 1 8A]Vc|q/apc i 6]\fs\q/apc —0 (91)
™ Ope (Pe +ps — f) Nc\q Ns|q
1 on 1 _77;) —7711;. Pc
— X = +——+—=0 = p.tps—f=—"— 92
™ Ope  (etps—f) pe Pe et P =] s, + Mpe ©2)
By considering Equation 87 and substituting it in Equation 92, then
o
pc+p37f: pC _ SpC (93)

(1+ 0‘8)77;6;6 B (1+ a8)77£c

Similarly, by deriving the platform payoff given by Equation 90 with respect to ps, then the

platform’s fees which satisfy the first order condition are given as follows:

1 1 ON,/0 ONg /0
e or _ i c\q/ Ps 4 s|q/ Ps —0 (94)
™ Ops (Pe +ps — f) Nc\q Ns|q
1 or 1 —Tps  —1h Ds
X T +——+——=0 = ptps—f=—"—5 (95
™ Ops (Pc +ps — f) Ds Ds ‘ =S Mp, + 7753 ©)
By considering Equation 89 and substituting it in Equation 95, then
Ds AcPs
pc pS f (1 + Oéc)ngs (1 + Oéc)T]}(,fS ( )
By combining Equation 93 and Equation 96, then
Pe OsPc Ps QcPs 97)

‘ ° (1+ 048)7716;0 (1+ asmgc (1 + Oéc)?ﬂ;s (1+ O‘C)UICJS
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A.1.2 Proof of Proposition 1.2

By consider Equation 90 again, then the platform payoff can be rewritten as a function of total

price p; = p. + ps as follows.

logm = logy + log(pt — f) + log N, + log Ny, (93)

By deriving the platform payoff given by Equation 98 with respect to the total price p;, and
considering Equation 10, then the platform’s total price which satisfies the first order condition are

given as follows:

ON,,/0 ONg,/0
Loom_ 1 ONalOp ONaal O _, (99)
T Opr  (pe—f) Ny Nijq
—N_,N.
clg*Vslq Pt
bt f Ns|q(aNc|q/apt) + (8N5|q/8pt)Nc\q b f 77;2 ( )

By considering Equation 97, the elasticities of the demands for market sides are given as follows:

o — f = Pt _ Pc _ QsPc _ Ps _ QcPs (101)
nk (A+agns, (A+agdm,. A+adm, 1+ adng,

1 Pc T
N— X — X 102
e = T an <y o (102)
oL Ps T (103)
Ps 1 +ac Dy Pt
Qs DPe T
b = X = X 104
e = Tk an < py <o (104)
C aC pS T
= X == X 105
e = Tk a, < py < (105)

By finding the summation of all elasticities, then
Moo & .+ 15, + T = T, (106)
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A.2 Extraction of Assumption 1

By substituting separately the ps; and p. given in Equations 12 and 13 in the platform payoff
given by Equation 11, the value of the platform payoff 7* is as given in Equation 107 or by Equation
108. i.e. substitute Equation 12 in Equation 11 to obtain Equation 108, and thereafter substitute
Equation 13 in Equation 11 to obtain Equation 107. Since the platform should receive positive

payoff to work sufficiently, 7* is positive.

* _’7N5|ch|q(O‘sac - 1)273
= >0 107
Bs(1 + a¢) - (107

_’YNs\quq(asOéc - 1)pc
= >0 108
" Bo(1+ ay) = (108)

For externalities («.cvs — 1) > 0, optimal fees are negatives, p., ps < 0, which implies that the
platform receives negative payoff. Thus we assume (a5 — 1) < 0. For (a5 — 1) < 0, optimal
fees are positives, p., ps > 0. Thus, we can conclude that platform never charges market sides with

negative fees.

A.3 Proof of Proposition 2

As mentioned earlier in Assumption 1, ps and p. are positives and by considering Equation 12
and Equation 13, we can rewrite the optimal fees ps and p. that the platform chooses as given in
Equations 109 and 110 respectively.

Bs(OéC + 1)(f — pc)
Bulae 1)+ (Goms —1) = (109)

Ds =

BC(Oés + 1)(f — ps)
Buolae + 1) + (s —1) = 0 (110)

c =

By solving Equation 109 and Equation 110 simultaneously we have:

Bs(ac +1)f -0 (a1

Ps = Bs(ae +1) + Be(as + 1) + (eas — 1) ~
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_ Bc(as + 1)f
Pe= B (as + 1)+ By(ae + 1) + (Qecrs — 1) =0 (112)

By studying signs of Equations 110, 112, 109, and 111, we derive conditions that make p.,

ps > 0 as follows:
i. p. < f for all externalities acors — 1 € (—Bs(ae + 1),0]
ii. p. > f for all externalities acas — 1 € (—(Bs(ae + 1) + Be(as + 1)), —Bs(ae + 1))
iii. ps < f for all externalities accrs — 1 € (—Be(as + 1), 0]

iv. ps > f for all externalities cveors — 1 € (—(Bs(ae + 1) + Be(as + 1)), —Be(as + 1))

A.4 Proof of Lemma 1

To study the behavior of the platform over externalities values, (i.e) the optimal fees p. and p,
that the platform chooses, let us assume that o, is a constant and «; is a variable. By deriving
Equation 111 and Equation 112 with respect to as over the interval aears — 1 € [—(Bs(ae + 1) +
B.(as + 1)),0], we have the first derivative of ps and p. with respect to a; as given in Equations

113 and 114 respectively.

dps —Bs(ac +1)(Be + ac) f (113)
das  [Bs(ae + 1) 4 Be(os + 1) + (ceas — 1)]2
Ope _ Be(ac+1)(Bs —1)f (114)

Jas  [Bs(aec+ 1) + Be(as + 1) + (aeas — 1)]?
Similarly, let us assume that o is a variable and « is a constant. By deriving Equation 112 and
Equation 111 with respect to «. over the interval accvs — 1 € [—(Bs(ae + 1) + Be(as + 1)), 0],
we have the first derivative of ps; and p. with respect to a, as given in Equations 115 and 116

respectively.

aps . Bs(as + 1)(Bc - 1)f
Oae  [Bs(ae+ 1) + Be(ag + 1) + (e — 1)]2

(115)
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Ope —Be(as+ 1)(Bs + as) f
Oae  [Bs(ae+ 1) + Belag + 1) + (aeas — 1)]2

(116)

Since the first derivative of p. and ps given in Equations 116 and 113 are negatives, then 1) p,
and p, are non-increasing over externalities values aveais — 1 € [—(Bs(ae + 1) + Be(as + 1)), 0];
and 2) signs of Equations 114 and 115 are negative too. Thus, we assume that Bs, B, < 1. The

platform payoff around critical points as follows:

Bgs(ae +1)f + Be(as+ 1) f

li — f)N,,Ng, = 117
acoéslznl*)(](Bs(Oéc + 1) + Bc(as + 1) + (acas _ 1) f) clq S‘q 0 ( )
. Bs(ac + 1)f + Bc(as + 1)f Bs(ac + 1)f
1 —f)N_, Ny, = ——N_,N,
aeaS*lﬁir(r;—gS(ac+1))<Bs(ac + 1) + Bc(as + 1) + (acas - 1) f) cla”sla Bc(as + 1) cla”ela
(118)
lim ( Bs(ac+1)f 4+ Be(as+ 1) f )Ny Ny, = Be(as+1)f N
acas—1——(Bc(as+1)) Bs(Oéc + 1) —+ Bc(as + 1) + (acas _ 1) clgtVslg — Bs(ac + 1) clgtVs|q
(119)

. Bs(ae+1)f + Be(as + 1) f
lim (
aeas—1——(Bs(aet+1)+Be(as+1)) Bs(ae + 1) + Be(as + 1) 4+ (s — 1)

= J)NejgNyjq = 00
(120)
Since p. and p, are non-increasing as derived from their derivatives, and since values of plat-
form payoff around are critical points are increasing as derived from their limits. We state that the
platform receives positive payoff over acas — 1 € [—(Bs(ae + 1) + Be(as + 1)),0]. This is the
proof of point 1.
By exploring the sign of Equation 112 and Equation 111, p. and p, are negatives when a..acs —
1 < —(Bs(ac+1)+ Be(as+1)). Which means the platform receives negative payoff in this range
of externalities. Thus the platform will not enter the market if externalities between market sides

falls in this range. This is the proof of point 2.
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A.5 Proof of Lemma 2

According to the results concluded in Proposition 2, when —Bg(a. + 1) > —B¢(as + 1), then
we have p. > f and p; < f for all externalities between —Bg (. + 1) and —B.(as + 1). Since
ps < f and p. > f, we can conclude that the platform subsidizes the providers side and make profit
from the consumer side. Thus, the providers side is subsidized if —Bg(a. + 1) > —B.(as + 1).
Similary, when —Bs(a, + 1) < —Be(as + 1), then we have p; > f and p. < f for all externalities
between —Bg(a. + 1) and —B.(as + 1). (i.e) consumer sides is subsided.

By considering Equation 87 and Equation 89, the externalities of market sides and slopes of

their curves with respect to transaction fees are given by their elasticities as follows.

o = e (121)

e = -2 (122)

By considering Equation 86 and Equation 88, then

Be = —(acas — 1)ny, (123)

Bs = —(acas — 1)nh (124)

Thus,

—Be(as +1) < =Bs(ac+ 1) = 15, — 15, < Npy — 1pe

A.6 Proof of Theorem 1

After many transactions over the platform, data consumers and providers negotiate each other
to interact directly without the platform. One of them bears paying a per transaction incentive p; to
convince the other to interact directly. Let us assume that consumers pay p; for providers (we will
get the same result if we assume that providers pay p; for consumers). Consumers and providers

incur a transaction costs f. > 0, fs > 0 respectively if they agree the direct interaction. Consumers
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and providers agree to interact over the platform if they receive more utilities than utilities received

from the interacting directly. Thus,
vi(n|q) — n(p + pc) > vi(n'|lq) —n'(p + pi + f.) for the consumer ¢
YNejg(p — ps) = YN¢jq(p + pi — fs) for each provider j

The platform wants to keep both sides interacting through it, and maximizes his utility at the

same time. Thus, the platform choose optimal fees p}, pi as follows.

ps=fs—npi (125)

. vi(n|g) —vi(n|q) —mp+n'(p+pi + fe
Pt = (nlg) — vi(n'lq) np (p+pitfe) (126)

A.7 Proof of Corollary 1

By substituting the value functions v;(n|g) and v(n’|q) given by Equation 1 in Equation 126,

we have:

g — alogln/n) _ (n—n)p  n'(pi+ o) (127)

¢ n n n

The platform receives payoff 7* from n transaction performed by consumer ¢ as follows:

™ = (p. +ps — f)n (128)

By substituting Equations 125 and 127 in Equation 128, we obtain:

™ =alog(n/n') —np+n'(p+pi + fo) + n(fs —pi) — nf (129)
By deriving 7* with respect to n and equaling the derivative to zero (% = 0), we have the

optimal n* given as:

% a

- - 130
Ty (130)

By checking the sign of the second derivative, we find it negative. Thus 7* has maximum value

at the optimal n*. By substituting the optimal n* in Equation 129 and recalling f = fs + f., we have
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the maximum payoff for the platform as given in Equation 131.

!/

7 = a(log(n/n’) + . 1) (131)
n
To make the platform is sufficient, the platform has to receive a positive payoff. Thus

log(n/n') >1—2 >0

n

= (n/n') > 1
For N, consumers requiring n amount of data. We have total platform payoff given as follows:
NC|‘1 n/
Thotat = Y a(log(ni/nj) + L = 1) (132)
i=1 t

n’ increases in each time consumers connect and perform transactions over the platform because

. . . . / .
they know more providers. (i.e) the size of the connections network N* for consumer increases.
As explained earlier, consumers have sufficient range of the data amount ,[min,,, maz,]. When n

and n’ close to max,, then the total platform payoff as follows:

N,

{ /
2 lim a(log(n/n’) + = ~1) =0 (133)
i=1 (ni,”é)%(mawn,maxn) n

Thus the platform can not attract consumers any more once consumers can receive the maximum
sufficient data form the direct sale. We will get the same result if we assume that providers pay per

transaction incentive p; for consumers.

A.8 Proof of Lemma 3

Assume max,, is the maximum sufficient amount of data that consumer ¢ requires for accom-
plish a certain task. For the first time the consumer i requests data from the platform, max,
providers are assigned and introduced for the consumer ¢. For the second data request,  max,
providers are available from the first time. Thus, the platform match and introduce max,, — x max,
new providers for the consumer ¢. For the third data request, ((z maxy) + (max, — zmazy,))x

providers are available from the first and second time. Thus, the platform match and introduce
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maxy, — ((x maxy,) + (mazx, — x max,))x new providers for the consumer i. We define the func-
tion f(.) which represents the number of new providers that the consumer ¢ will know from each

data request. Starting the index of requests from zero, f(.) is given as follows:
f(0) = (mazy)x
F(1) = (mazy, — f(0))z = maz,(1 - o)z
f(2) = (mazy — £(0) — f(1)z = maz, (1 — )%z
f(n) = (maz, — Y5207 f(7)x = maw, (1 — 2)"x

Based on Theorem 1, the consumer % stops requesting data from the platform and interacts di-
rectly with providers if he receives the maximum sufficient data from the direct sale. The consumer

1 receives maximum sufficient data (max,,) after performing 7 requests over the platform as follows:

T
max, + A = Z mazy (1 — :c)jx (134)
=0

we can rewrite Equation 134 as follows:
mazx, + A = f(0) + maz,x Z(l — ) (135)

Recall the geometric series:

- 1— k"
Zak:a+ak—|—ak¢2+~--—l—ak”_1:aﬁ (136)
j=1 B
Using 136, we can rewrite Equation 135 as follows:
1-(1—-2)
maz, + A = f(0) + maz,x(1 — x)M (137)
x
By solving Equation 135, the number of requests  is given as follows:
2(1 — x) — Maznta
r= ~ (138)

log(1 — )
Table A.1 simulates the values of r over different ranges of x and max,,.
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Table A.1: Required period to perform r in years, A = 24 requests / day

ma, I1x107° [ 5x105 [ 1x1074 [ 5x107% | 1x103 | 5x103|[1x102|5x1072|1x10!
1 x 10% 266.5 53.29 26.6 5.3 2.6 0.53 0.26 0.05 0.025
5 x 103 250.45 50.09 25.04 5.00 2.50 0.5 0.24 0.04 0.024
1x 103 213.20 42.63 21.31 4.26 2.13 0.42 0.21 0.04 0.020
5 x 102 197.15 39.43 19.71 3.94 1.97 0.39 0.19 0.038 0.018
1x 102 159.90 31.97 15.98 3.19 1.59 0.31 0.15 0.031 0.015
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