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Abstract

Measuring and Improving the Security Postures of Smart Grid Substations Against Cyber
Attacks

Onur Duman, Ph.D.

Concordia University, 2024

Substations, which are utilized to bring voltage levels from high-voltage to low-voltage while
ensuring monitoring, protection, and control, are critical components of power systems. Digital
substations, in which the operation is managed between intelligent electronic devices (IED), are
utilized in the smart grid. Compromising those substations can lead to major consequences, such
as transmission line failures or blackouts. Since cyber-attacks against substations can lead to seri-
ous physical consequences, securing substations requires quantitative security metrics that consider
the cyber and physical aspects of attacks. The goal of designing security metrics is to measure
how defense-ready critical systems are so that attacks can be prevented from succeeding in the first
place, rather than being detected in later stages. This Ph.D. thesis aims to develop security met-
rics for substations, provide a framework for improving their security posture, which is measured
with the developed security metrics, and provide an online security monitoring framework. More
concretely, the first chapter provides a literature review on threat models and security metrics in
the smart grid. Consequently, two security metrics are defined to measure how well redundancy is
designed from a security perspective. The effectiveness of those metrics is assessed via simulations
conducted using realistic attack graph models. After that, three security metrics are provided to
measure the security postures of substations concerning supply chain attacks, and their effective-
ness is assessed via simulations. Substations may contain devices from different vendors which
may be more or less trustworthy. Based on that, measuring the security postures of substations

against supply chain attacks is important. Then, a hardening framework is developed to improve
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the security postures of substations with respect to supply chain attacks. This framework considers
supply chain-related and non-supply chain-related hardening options for finding optimal ways to
improve the security postures of substations. The effectiveness of the designed framework is ex-
perimented with using realistic scenarios. Lastly, an online security monitoring framework which
first generates threat models and then enhances them according to ongoing instances of attacks is
provided. This framework first generates threat models based on the static configuration. After that,
the generated models are updated based on information about ongoing instances of attacks obtained
from system logs. Experiment results highlight that the designed framework scales well and has a
reasonable execution time. Finally, even though securing substations is the main focus of this thesis,
quantitative security metrics and tools defined in this thesis can potentially be used for other critical

systems such as microgrids.
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Chapter 1

Introduction

In this chapter, we first discuss the overview of the problem tackled in this thesis along with the

motivation. After that, we present research questions and finally, we provide contributions.

1.1 Overview

Smart grids enhance the efficiency and reliability of power systems by integrating information
and communication technologies (ICT) into them [7]. Such an integration grants smart grids an
essential role in addressing the global challenge of satisfying the energy demand, which grows
faster than its supply [8]. On the other hand, the smart grid is a complex system that involves
three subsystems: generation, transmission, and distribution. In the generation subsystem, the en-
ergy is produced using renewable resources such as wind or non-renewable resources such as coal.
Transmission refers to the transfer of the generated energy close to end users. Distribution refers to
delivering the energy to end users.

Even though the smart grid enhances the traditional power system by adding ICTs, there are dif-
ferences between the smart grid and the traditional power system [9]. Firstly, the traditional power
system is a closed-loop system in which the power is carried from a few generators to customers.
However, the smart grid is an open-loop system in the sense that it uses a two-way flow of electricity
and information. Secondly, the power generation in the traditional power grid is centralized but it

is distributed in the smart grid. Thirdly, the traditional power grid contains fewer sensors compared



to the smart grid. The transition from the traditional power grid to the smart grid is a double-edged
sword in the sense that two-way communication, decentralized generation, and added intelligence
make the smart grid better at handling failures and making decisions for efficient usage of the gen-
erated power but these also make the smart grid vulnerable to more cyber-attacks compared to the
traditional power systems.

Digital Substations are included in the transmission and distribution subsystems of the smart
grid. According to a study conducted by the Federal Energy Regulatory Commission (FERC),
a coordinated attack on just nine substations (out of 55,000) can bring down the entire United
States (US) power grid [10]. In addition, seven substations were targeted in the real-world attack
on the Ukrainian power grid, which caused a blackout resulting in 225, 000 homes without power
and lasted for several hours '. The Ukraine attack has demonstrated that launching cyber attacks
against substations is feasible !. Given the fact that such attacks are feasible, it is crucial to protect
substations against cyber attacks with major physical consequences. In this thesis, we identify
and address important problems in measuring and enhancing the security postures of smart grid

substations against cyber attacks with physical consequences.

1.2 Motivation

Firstly, redundancy, usually done by backing up important components in a critical network, is a
widely adopted solution to improve the resilience of substations against failures. As indicated in the
International Electrotechnical Commission (IEC) 61850-90-4 standard [11], most smart grid sub-
stations contain redundant subsystems with identical functionality, designed to handle the failure of
one subsystem (e.g., lightning damaging a circuit breaker) by activating another subsystem. How-
ever, the effectiveness of this approach in relation to failures due to cyber attacks did not receive
enough attention. Even if a substation is designed to have two identical subsystems, attackers may
compromise the actively running subsystem and reuse the information gathered during the attack
to compromise the other similarly configured subsystems. In this context, designing a substation

network with two redundant subsystems may not always be effective against failures resulting from

! Analysis of the Cyber Attack on the Ukrainian Power Grid ht tps : //www.sans.org/blog/confirmation-
of-a-coordinated-attack—-on-the-ukrainian-power—grid/ [Online; Accessed 3-October-2023]
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cyber attacks. By taking such potential attacks into account, we need quantitative risk assessment
methods aimed at measuring the security effectiveness of substations designed as redundant subsys-
tems with equivalent functionality.

Secondly, smart grid substations can become attractive targets of supply chain (hijacking) at-
tacks due to their higher levels of automation and the inclusion of devices from different vendors.
These attacks exploit the vulnerabilities injected into devices by a malicious vendor or an attacker
who has compromised a trustworthy vendor’s distribution channel. In the specific context of sub-
stations, the proprietary nature of substation devices and the limited number of vendors supplying
such equipment means that a power utility needs to trust the available vendors, even if such a trust
is not completely verified. In addition, even a trustworthy vendor may become the target of those
attacks. For instance, in the case of SolarWinds?, the vendor’s update channel has been hijacked
through a supply chain attack. Moreover, supply chain vulnerabilities have unique characteristics
such as being continuously updated by the vendor (which can also be a hijacked vendor) to avoid
detection, taking the form of a hidden backdoor, and being specifically designed to cause long-term
damages [12]. By taking those attacks into account, in addition to patching known vulnerabilities
and placing traditional defense mechanisms (e.g., firewalls and intrusion detection systems (IDS)),
there is a need for evaluating the security postures of substations against potential supply chain
attacks in order to protect substations against such attacks.

Thirdly, in order to defend substations against supply chain capable attackers, the obvious solu-
tion of replacing less trusted vendors with trusted ones may not always be feasible due to operational
constraints, such as the limited availability of vendors and prohibitive costs. In addition to quanti-
tatively measuring the security postures of substations against supply chain attacks, the measured
security postures need to be aimed at optimal improvement. For this purpose, hardening [13] refers
to improving the security postures of critical networks concerning quantitative security metrics.
However, the hardening solution for improving the security postures of substations against supply
chain attacks should make it possible to improve the posture by utilizing non-supply chain-related

security mechanisms (e.g., adding firewalls, placing IDS, and disabling services). Utilizing security

2 SolarWinds Supply-Chain Attack https://www.sans.org/blog/what-you-need-to-know-about -
the-solarwinds-supply-chain-attack/ [Online; Accessed 9-January-2021]
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mechanisms not related to the supply chain is important because the obvious solution of replac-
ing vendors may not always be applicable. By taking the fact that it is challenging to improve the
security postures of substations against supply chain attacks, there is a need for a system that can
measure and aim to optimally improve the security postures of substations against supply chain
attacks while considering costs and operational constraints.

Lastly, identifying possible attacker strategies is important for protecting substations against
cyber-physical attacks. In this regard, threat modeling refers to obtaining an overview of possible
cyber attacks and security threats [14]. Attack graphs [15, 16, 21, 20] are widely used in threat mod-
eling. Attack graphs show possible ways the system can be attacked through potential vulnerability
exploits [15]. Once exploits of known vulnerabilities are captured in an attack graph, the attack
paths can be enumerated to provide complete coverage of potential ways for reaching the attack
goals [16]. In [21], the authors show that there exists a trade-off between the completeness and use-
fulness of attack graphs and in order to overcome this they provide a framework in which the user
can control the amount of information contained in the attack graph. In [20], the authors demon-
strate that alert correlation approaches do not take unsuccessful attack paths and true negatives into
account, and attack graphs can be used along with alert correlation approaches to overcome this.
After building attack graphs, attack graph-based security metrics can be developed in order to quan-
tify the overall resilience of networks against attacks [18]. Given that attack graphs can represent
different attack paths, are flexible in the sense that the user can add as many different attack paths
as the user needs, and can be used to quantify security levels of critical networks, we utilize attack
graph-based security metrics in order to tackle the problem of measuring and improving security
postures of smart grid substations with respect to different types of attacks.

Although attack graphs [15, 16] are widely used in threat modeling, their generation and usage
for substations may be limited for several reasons. First, most attack graph generation methodolo-
gies in the literature require expert knowledge. Second, most attack graph generation tools (e.g.,
MulVAL [17]) generate attack graphs based on only the static network configuration. Third, attack
graphs fall short in modeling the physical aspects of cyber-physical attacks. In addition to the dif-

ficulty of generating attack graphs and their limited usage for substations, another problem power



3 among millions of

system operators face is differentiating between real alerts and false positives
log alerts received by substations daily. By taking those into account, there is a need for a tool that
generates threat models for substations based on both the substation configuration and log alerts
while considering the physical aspects of cyber-physical attacks.

To summarize, quantifying the security effectiveness of redundant subsystems, developing se-
curity metrics considering supply chain attacks, hardening substations with respect to quantitative

security metrics, and enhancing threat models with ongoing instances of attacks are important prob-

lems for IEC 61850 substations.

1.3 Research Questions

This thesis aims to provide attack graph-based security metrics, a hardening framework, and
threat modeling for substations considering different types of cyber-physical attacks. To this end,
this thesis addresses the following main research question:

“How can we measure and improve security postures of IEC 61850 substations with respect to
different types of attacks?”

More specifically, the main problem this thesis aims to solve can be described with the following

research questions:

e “How can we quantify the security effectiveness of those redundant designs when IEC 61850

substations are designed as having two or more subsystems with identical functionality?”

e “How can we measure the security postures of IEC 61850 substations containing devices

from different vendors with respect to supply chain attacks?”

e “How can we improve security postures of IEC 61850 substations concerning supply chain
attacks considering operational and budget constraints, such as the operator being bound to

certain vendors?”

3 Survey: 27 Percent of IT professionals receive more than 1 million security alerts daily https:
//www.imperva.com/blog/27-percent-of-it-professionals—-receive-more—than-1-
million-security—-alerts—-daily [Online; Accessed 3-July-2023]
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e “How can we enhance threat models for IEC 61850 substations with real-time log events,

such as alerts?”

In summary, four research questions tackled in this thesis focus on measuring and improving the
security postures of substations with respect to different types of attacks. Those research questions
complement each other in the sense that we first need to quantify the security postures of substations
utilizing security metrics in order to measure and improve the security levels of substations to pre-
vent as many attacks as possible. In order to prevent even more potential attacks, it is important to
enhance threat models, which are generated according to static system configurations, with respect

to newly discovered attacks.

1.4 Research Contributions

This thesis aims to provide security metrics, threat modeling, and hardening methodology for
substations considering different aspects of securing them against cyber-physical attacks. Through-

out this thesis, we make the following contributions.

1.4.1 Factor of Security (FoS): Quantifying the Security Effectiveness of Redundant
Smart Grid Subsystems

The main contribution of Chapter 3 is as follows. To the best of our knowledge, this is the first
effort to quantify the security effectiveness of redundant subsystems in the context of substations.
We are also among the first to adapt the factor of safety concept from traditional engineering do-
mains to security. In addition, we show that security practitioners can apply the proposed security
metrics to answer practical questions to identify and mitigate the security threats of known and

zero-day vulnerabilities.

1.4.2 Measuring the Security Postures of Substations Against Supply Chain Attacks

The main contribution of Chapter 4 is as follows. First, we design a supply chain risk metric,
namely SC R, to measure the relative risk of vendors and devices for containing supply chain vul-

nerabilities through quantifying and integrating various supply chain-related risk factors following a



methodology inspired by the Common Vulnerability Scoring System (CVSS) #. Second, we design
the kSupply security metric that measures the security postures of substations concerning supply
chain vulnerabilities. Third, we design the kSupplier security metric to consider the case where
all the devices from a malicious (or trustworthy but hijacked) vendor may contain supply chain vul-
nerabilities and, therefore, to evaluate how many malicious vendors (instead of vulnerabilities) the
substation can survive while keeping the security at an acceptable level. Fourth, we demonstrate
how attack graphs can be combined with the Markov Decision Process (MDP) to identify criti-
cal attack paths in terms of potential physical consequences in addition to the shortest attack path
found by attack graphs. Lastly, we validate the effectiveness of those metrics and models through

simulations.

1.4.3 Optimal Security Hardening of Substations Against Supply Chain Attacks

The main contribution of Chapter 5 is as follows. To the best of our knowledge, this is the first
interactive system specifically designed to improve the security postures of substations against sup-
ply chain attacks under given cost and operational constraints using multi-objective optimization.
A unique feature of the designed system is that it can still mitigate supply chain attacks even if sup-
ply chain-related hardening options (e.g., replacing vendors or upgrading devices) are unavailable.
In that system, we first design a module that allows the operator to automatically generate attack
graphs based on the static substation configuration. Then, our metric calculation module takes mul-
tiple security metrics into account for measuring the security postures of IEC 61850 substations
against supply chain attacks. After that, we developed an MDP generation module to analyze the
potential physical damages of cyber attacks. Lastly, we validate the effectiveness of the designed

system based on several scenarios representing different real-world substations.

4 CVSS Version 3.1 Release https://www.first.org/cvss/specification-document. [Online; Ac-
cessed 23-January-2021]
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1.4.4 SecMonS: A Security Monitoring Framework for Substations Based on Con-

figuration Files and Logs

The main contribution of Chapter 6 is as follows. We first provide an automated tool to generate
attack graphs based on the static configurations of substations. Then, we generate automaton models
from log files that visualize the behaviors of Intelligent Electronic Devices (IED) in the substation.
Then, we merge those two models to provide security monitoring for substations based on substation
configurations and log files. After that, we generate MDP models starting from the attack stage the
attacker is already in for tackling the state space explosion problem those models face. Finally, we
demonstrate the effectiveness of our tool through simulations and show that power operators can

utilize it for real-time security monitoring since the tool has a reasonable runtime.

1.5 Summary

In summary, the main contributions of this thesis are as follows:

We define two security metrics for measuring the security effectiveness of redundant subsys-

tems and verify the effectiveness of those metrics through simulations.

e We define security metrics for measuring the security postures of IEC 61850 substations with
respect to supply chain vulnerabilities. Given the fact that IEC 61850 substations may contain
devices from different vendors, it is important to quantify the security levels of substations

with respect to supply chain attacks.

e We develop a hardening system that considers both supply chain-related and non-supply
chain-related hardening options under the same framework. This allows hardening IEC 61850

substations against supply chain attacks when power operators are bound to certain vendors.

e We develop a security monitoring framework that first generates attack graphs according
to the static configurations of substations obtained from Substation Configuration Language
(SCL) files, and after that it enhances those attack graphs with ongoing instances of attacks

obtained from log events.



Chapter 2

Literature Review

In this chapter, we first provide the current state-of-the-art literature on general threat modeling
in the smart grid (Section 2.1). After that, since attack trees, attack graphs, and security metrics are
commonly leveraged to model threats in the literature, we focus on threat modeling utilizing attack
trees (Section 2.1.1), attack graphs (Section 2.1.2), and security metrics (Section 2.1.3).

After providing a literature review on threat modeling in the smart grid, we provide state-of-the-
art literature on redundancy and security in critical control systems (Section 2.2). Subsequently, we
provide a current literature review on supply chain attacks in the smart grid (Section 2.3). Then, we
provide a literature review on network hardening, which refers to applying security measures (such
as placing firewalls, disabling services, etc.) in an optimal manner (Section 2.4). Lastly, we provide
state-of-the-art literature on generating attack graphs based on different information sources such as

logs, events, and alerts (Section 2.5).

2.1 Threat Modeling

The smart power grid is a complex system involving cyber and physical components and com-
munication between those. Increased communication between those components, compared to the
traditional power grid, makes the smart grid vulnerable to cyber attacks with major physical con-

sequences. To illustrate, in the case of the Ukraine attack!, the attackers compromised substations,

! Analysis of the Cyber Attack on the Ukrainian Power Grid ht tps : //www.sans.org/blog/confirmation—
of-a-coordinated-attack-on-the-ukrainian-power—-grid/ [Online; Accessed 3-October-2023]
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maliciously tripped circuit breakers, and as a result caused a blackout for several hours. In another
important security incident, NotPetya ransomware, which initially impacted computer systems in
Ukraine, spread quickly and impacted hospitals in the United States and a chocolate factory in
Australia [22]. In another security incident, CRASH OVERRIDE 2 malware, which impacted a
transmission level substation, showed its capability of manipulating industrial control systems and
causing the destruction of data via wiper 2. Given that the smart grid is vulnerable to sophisticated
attacks with physical consequences, it is important to perform threat modeling [23] to gain a better
understanding of such attacks and identify mitigation strategies. In [23], the authors define threat

modeling as “a process that can be used to analyze potential attacks or threats”.

2.1.1 Attack Trees

Attack trees are first introduced in [24]. A sample attack tree is shown in Figure 2.1. The root
node of the attack tree represents the attacker’s end goal. Leaf nodes represent basic steps that the

attacker can take. Attacker steps can be combined using AND and OR operators.

Line Outage

1

Compromise Compromise Inject False Malicious
Relay Breaker Command Operator Action
A A
Inject Malware in Bypass Inject Malware in MITM Attack
Relay Authentication HMI On IED Network

Figure 2.1: Attack Tree Model Used in [1]

There is a rich literature on attack tree modeling in the smart grid for different smart grid compo-

nents. In [25], the authors develop an attack tree visualizing potential ways whereby power system

2 CRASH OVERRIDE Analysis of the Threat to Electric Grid Operations https://www.dragos.com/wp—
content/uploads/CrashOverride-01.pdf [Online; Accessed 18-June-2023]
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control can be attacked by targeting control centers or web-based Supervisory Control and Data
Acquisition (SCADA) systems. The attack tree model in [25] is utilized to calculate vulnerabil-
ity indices of leaf nodes for identifying nodes to focus on for security enhancement. Vulnerability
indices are calculated based on evidence of intrusion attempts, existing countermeasures, and pass-
word policy enforcement. They demonstrate that by enhancing security measures and preventing
the usage of factory default passwords, vulnerability indices of leaf nodes can be improved [25]. In
addition, they provide both an attack tree and an attack-tree-based security evaluation [25].

In [26], the authors provide a comprehensive literature review on the security of critical infras-
tructures. A SCADA system is responsible for controlling and monitoring substations and field
devices [27]. They extend the work in [25] by applying attack tree modeling as part of a SCADA
security framework [26]. The security framework in [26] consists of four major components: real-
time monitoring, anomaly detection, attack impact analysis, and mitigation strategies. Real-time
monitoring involves information gathering regarding both the cyber and the physical aspects of the
system. Anomaly detection refers to correlating security and event logs for detecting attacks. At-
tack impact analysis refers to evaluating possible attacker actions. Mitigation strategies refer to
decision-making for attack prevention or recovery. They use the attack tree and numerical vulnera-
bility indices obtained from the attack tree as part of the SCADA security framework [26].

In [28], the authors provide an attack tree model showing how an attacker can gain administra-
tive rights in a hydroelectric station monitoring server. After building the attack tree, they claim that
there are many possible attack paths for many possible attacker goals, so important security goals
should be the focus of securing the monitoring server [28]. In the attack tree in [28], each node
represents a network state, and each edge represents a possible attacker action. Details about the
attack, such as which vulnerabilities are exploited, are also provided in the attack tree employed in
[28]. The authors provide the attack tree but do not provide metric calculations [28].

In [29], the authors categorize attack trees as archetypal and concrete. Archetypal attack trees
provide strategies for reaching a given adversarial goal in any system. Concrete attack trees refine
the archetypal ones based on specific vendors [29]. They claim that archetypal attack trees can be
used for high-level modeling to conduct penetration testing [29]. After generating archetypal attack

trees, concrete attack trees can be generated for each vendor by using archetypal attack trees as
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templates to deal with device diversity in penetration testing. The authors also provide attack trees
for actual attacks, but they do not provide any quantitative risk assessment methodologies using
those attack trees [29].

In [30], the authors use attack trees to develop a quantitative risk assessment method for SCADA
systems. They first develop an attack tree showing the attacker’s goals [30]. After that, the probabil-
ities of the leaf nodes of the attack tree are calculated. Consequently, attack paths which represent
a series of events from leaf nodes to the attacker goal (root node), are analyzed by calculating their
probabilities. The authors develop a risk assessment framework that considers both cyber and phys-
ical aspects of attacks [30].

In [31], the authors develop a minimum cost attack prevention framework, which first develops
an attack tree and finds the minimum number of leaf nodes the security operator needs to focus on.
The framework [31] makes it possible to improve the security posture in a cost-efficient manner.
They demonstrate their method by utilizing an attack tree showing ways the attacker can perform
energy theft [31]. Even though the method described in [31] aims to find the minimum cost attack
prevention, it does not prioritize between leaf nodes of the attack tree and assumes that each leaf
node has identical priority.

In [32], the authors present different ways Wide Area Monitoring Systems (WAMS) can be
attacked by providing three attack trees. The first attack tree in [32] shows how field devices can
be compromised. The second attack tree in [32] shows possible ways whereby a blackout can
be caused. The third attack tree in [32] shows possible ways whereby control commands can be
manipulated. They provide attack trees without providing any countermeasures [32].

In [33], the authors propose an automated attack tree generation methodology utilizing artificial
intelligence. To verify their methodology, they first manually develop an attack tree for a video
surveillance system [33]. After that, they utilize the designed framework for generating an attack
tree for the same system [33]. The authors demonstrate that the automated attack tree takes less
time to generate, can be generated without domain expert knowledge, and has more depth than the
manual attack tree [33]. They generate attack trees in an automated manner, but their model does
not provide quantitative risk assessment or countermeasures [33].

In [34], the authors develop an attack tree as part of the risk assessment of cyber attacks against
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electric cyber-physical systems. After developing the attack tree in [34], the probabilities of leaf
nodes are calculated. Those calculated probabilities are then used to calculate probabilities of phys-
ical attacks. The risk assessment methodology in [34] is demonstrated using IEEE 14 and 39-bus
systems. The authors develop a risk assessment methodology that takes both cyber and physical
aspects of attacks into account. However, cyber attacks described in [34] are high-level.

In [35], the authors extend the attack tree model and develop a preference attack tree model.
The preference attack tree model [35] is based on statistics about the number of times each attack
has occurred. Each leaf node of the preference attack tree contains the number of times the attacker
has utilized each leaf node. They simulate their model using a simple cyber configuration [35]. The
authors enhance the attack tree generation methodology [35], but they do not take into account new
attack strategies that attackers can utilize in the future since their method employs historical data of
attacks that have occurred.

In [36], the authors define Bayesian attack trees to model attacks against substations. In Bayesian
attack trees [36], the probability of each node depends on the conditional probability of parent nodes.
After calculating probabilities of attack paths utilizing probabilities of each node, they utilize the
mean time-to-compromise (MTTC) model (as detailed in [37]) to measure the system’s security
posture [36]. The authors also utilize attack trees for quantitative risk assessment, but they do not
consider countermeasures to improve attack resilience[36].

In [38], the authors claim that compromising the smart grid can be performed by launching
multiple attacks exploiting a diverse set of vulnerabilities. They also claim that attack trees are not
able to capture the time that an attacker takes between each attack step due to their static nature [38].
To overcome such a challenge, the authors developed a framework for analyzing attack trees based
on Continuous Time Markov Chain (CTMC) [38]. They demonstrate their model using case studies
and show that countermeasures identified by their framework can reduce the probability of the
attacker reaching the goal node and increase the time required for the attack [38]. Also, the authors
enhance the attack tree by considering the time taken between nodes and provide a framework
with which operators can analyze the impacts of countermeasures. However, they do not provide a
framework that identifies optimal countermeasures.

In [39], the authors develop an attack vector for a time delay attack targeting load frequency
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control in the smart grid system. The attack vector defined in [39] targets protocol vulnerabilities
and puts the grid into an unstable state. The developed attack vector [39] is visualized using an
attack tree model. In [39], the authors execute the attack on a testbed and model the attack utilizing
the attack tree modeling but they do not provide mitigation strategies.

In [40], the authors generate an attack tree model for WAMS communication. Then, the vul-
nerabilities of each leaf node are calculated. As a result, vulnerabilities of attack scenarios are
calculated. In the end, the vulnerability of the system is calculated. The risk assessment method
presented in [40] is used to identify critical ports, and it can be used to analyze the impacts of
countermeasures, but it does not provide optimal ways to apply countermeasures.

In [41], the authors develop an attack tree model for the SCADA system in order to develop
a vulnerability assessment method where each leaf node of the attack tree is analyzed based on
attack cost and attack difficulty. Such an assessment provides the weak links in the system. The
vulnerability assessment method developed in [41] considers only cyber aspects of attacks against
the SCADA system.

In [42], the authors develop an attack tree visualizing cyber attacks against safety and stability
control systems. The attack tree developed in [42] is utilized to calculate the success probabilities of
cyber attacks by assigning a score to each attack tree node based on cost, difficulty, and impact. The
risk assessment model in [42] also considers the physical consequences of attacks. The developed
risk assessment methodology takes both cyber and physical aspects of attacks into account but it
does not consider countermeasures.

In [43], the authors provide a vulnerability assessment framework utilizing attack trees for dig-
ital secondary systems in substations. The attacks considered in [43] are unauthorized access, tam-
pering, and denial of service. Security metrics are calculated in [43] for leaf nodes of digital sec-
ondary systems. Based on the risk assessment, they conclude that process bus point-to-point archi-
tecture is the most secure one for digital secondary systems. The authors develop a risk assessment
framework for digital secondary systems aimed at finding the most secure architecture [43], but they
do not consider cases where the architecture cannot be changed due to operational constraints.

In [44], the authors extend the attack tree model and develop the attack countermeasure tree

model which has two attributes that represent the vulnerabilities that can be exploited and possible
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countermeasures. The model designed in [44] is utilized for risk assessment in SCADA systems.
The attack countermeasure tree model [44] is verified via experimentation of high-risk attack sce-
narios in the SCADA system. Physical impacts of attacks are not considered in [44].

Lastly, in [45], the authors develop a risk assessment framework for evaluating the resilience
of Wide Area Damping Control systems. In the designed framework [45], an attack tree model
is developed in order to demonstrate the feasibility of attacks against communication links. The
framework is verified through simulations using the Kundur 2-area test system in different loading
conditions. The authors consider both cyber and physical aspects of attacks [45], but they do not
consider countermeasures.

According to the literature on attack tree usage in the smart grid, some works (such as [28, 29,
32, 33]) only develop attack tree models for demonstrating potential attacks but they do not utilize
the developed model as part of risk assessment. Conversely, some works (such as [25, 30, 34, 35, 36,
38, 40]) utilize the attack tree as part of the risk assessment. However, usage of the attack tree for
optimal hardening did not receive enough attention in the literature except [31, 44]. In this thesis, we
mostly utilize attack graphs for risk assessment since attack graphs contain more information, such
as specific vulnerabilities exploited, locations of firewalls, etc., in contrast to attack trees. Papers

related to attack graph usage in the smart grid are summarized in the next section.

2.1.2 Attack Graphs

Attack graphs visualize inter-dependent actions taken by attackers to compromise critical assets
in the network [15, 16]. Fig. 2.2 shows an example attack graph depicting the steps that an attacker
could take to compromise host 7 (details such as risk score, probability, vendor, and device can be
ignored for now and will be explained later in Chapter 5). An attack graph consists of two types of
nodes: exploits and conditions.

Exploits (shown by ovals) represent vulnerable hosts. Only exploitable vulnerabilities in each
host are considered for the attack graph model. For example, in Fig. 2.2, the exploit (V _Known_1,
Attacker, 6) represents the exploit of a known vulnerability that allows an attacker to compromise
host6. An attacker can exploit a vulnerability when all of its preconditions are satisfied. For in-

stance, in Fig. 2.2, an attacker can exploit the vulnerability (V_SCADA, 1,2) when the SCAD A
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Figure 2.2: Attack Graph for Maliciously Tripping Circuit Breakers

server is running on host2, the attacker has compromised host1, and hostl is connected to host2.

Conditions (shown by texts without border) represent what needs to be satisfied for exploiting
vulnerabilities and are typically categorized into three main groups: connectivity, privilege, and ser-
vice existence conditions [46]. A condition is satisfied when either of its parent exploits is satisfied.
To illustrate, in Fig. 2.2, the privilege condition (root,2) is satisfied when the attacker exploits
any of (V_SCADA,1,2), (V_HT'TP,1,2) or (V_SupplyChain_3,2,2). Any condition without
a parent exploit is called an initial condition (e.g., (HT'T P, 1) in Fig. 2.2). The goal condition (e.g.,
(Tripped,7) in Fig. 2.2) represents the attacker’s end goal.

Various works in the literature discuss the usage of attack graphs in smart grids. In [47], the

authors present a hybrid attack model, which models the cyber attacker causing overheating of
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transformers. The attack graph in [47] is hybrid in that it models the attack’s cyber aspects and
physical consequences. Even though the authors [47] develop an attack graph model capturing
both cyber and physical aspects, they do not provide security metrics or other quantitative measures
based on their model.

In [48], the authors develop attack graphs showing how attackers can trip circuit breakers in
the SCADA system. Attack graphs generated in [48] are utilized to calculate the probabilities of
compromise. After calculating these probabilities, the authors utilize them in calculating loss of
load probabilities [49] for reliability. Moreover, the authors verify through simulations that attackers
with higher skill levels can launch more successful attacks with fewer attempts than attackers with
lower skill levels [48]. They conduct risk assessment [48] but do not provide avenues whereby the
SCADA system can be hardened.

In [50], the authors extend the work in [48] with a more detailed model, including mean time
to compromise [37] to estimate the frequency of cyber attacks. Attack graphs are developed for
four different attack scenarios: attacking the control center network, power corporation network,
substation networks, and man-in-the-middle attack against communication links. After modeling
those attacks and calculating reliability metrics, they demonstrate through simulations that reliabil-
ity decreases as the skill levels of cyber attackers increase [50].

In [51], the authors develop attack graph-based security metrics that consider both cyber and
physical aspects of attacks. Moreover, coordinated attacks are considered in addition to attacks
conducted by a single attacker. They claim that the developed security metrics can aid in identifying
critical assets. In addition, the authors define security metrics and test their metrics on IEEE 9 and
39-buses [51], but they do not conduct simulations on larger bus systems.

In [52], the authors apply the reliability analysis in [50] to wind farm SCADA systems. Attack
graphs are developed demonstrating cyber-attacks leading to tripping circuit breakers in wind farm
SCADA systems. The difference between wind farms and substations is that a cyber attack resulting
in tripping breakers against wind farms may not cause any damage to the system if there is no wind
at the time of the attack. The reliability model presented in [52] considers this. They demonstrate
through simulations that reliability decreases as the skill levels of attackers increase [46].

In [53], the authors develop attack graph models for two cyber attacks targeting remote terminal
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units. The attack graph in [53] calculates the probabilities of exploiting known and zero-day vulner-
abilities. In [53], the authors leverage the attack graph model as part of risk assessment for active
distribution systems.

In [54], the authors define a novel approach for determining the power system’s resilience. They
first identify attack sequences, and then the attack graph is generated by combining those sequences.
After that, the system’s resilience level is calculated as a metric. Lastly, the metric is verified using
two different power system communication networks.

In [55], the authors update attack graphs based on real-time intrusion alerts. Moreover, an attack
graph is first generated based on existing threat models. After that, the authors [55] experiment with
four different score-based learning techniques and identify that K2 learning (as detailed in [56])
outperforms other learning algorithms for the problem of enhancing attack graphs based on alerts.

In [57], attack graphs are generated based on system connectivity and topology. After that,
critical components of the power grid are ranked based on cyber-physical betweenness centrality
[57] metric. The authors demonstrate that their risk assessment methodology is effective by applying
it to an 8-substation power system (whose configuration is provided in [58]).

In [59], the authors generate attack graphs based on substation configuration language (SCL)
files. According to them, generated attack graphs can be used to evaluate different security designs.
The generated attack graphs in [59] visualize a set of devices compromised by an attacker, but
security metrics are not defined based on those generated graphs.

In [60], the authors propose a model for critical component ranking using the cyber-physical
betweenness index. The model in [60] aims at providing mitigation strategies to operators based on
the impacts affecting the compromised components. The authors demonstrate their model using an
8-substation power system.

In [61], the authors present a framework to automatically generate attack graphs using infor-
mation about the power grid and cyber attacks against it. This framework allows the discovery of
attack surfaces without requiring expert knowledge. They integrate information about vulnerabili-
ties obtained from Common Vulnerabilities and Exposures (CVE)? into their framework [61].

In [62], the authors develop a risk assessment methodology by analyzing possible attacks against

3 CVE Details https://www.cvedetails.com/ [Online; Accessed 3-October-2023]
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substations. Attack graphs are generated and employed to calculate attack probabilities. The risk
assessment methodology mentioned in [62] is demonstrated using IEEE 30-bus as a case study by
calculating the attack risks of each node.

In [63], the authors perform a risk assessment on remote terminal units (RTU) by first conducting
penetration testing on RTUs and then analyzing their vulnerabilities. Results of the risk assessment
[63] are shown as an attack graph. As a result of this work, some vulnerabilities are found in RTUs
due to the lack of reliability.

In [64], the authors develop an online situational awareness framework for attack localization.
In this framework, attack graphs are first created using network topology, normal network traffic,
and attack traffic to visualize anomalous nodes. The framework described in [64] employs deep
learning to the network traffic for the attack graph generation.

In [65], the authors tackle the problem of predicting adversary behavior and develop a prediction
framework. The prediction framework uses Bayesian attack graphs where each node contains a
single attacker action. The prediction performance described in [65] is assessed using five realistic
power systems.

Attack graphs have been used in the smart grid for risk assessment. Those models are utilized
to either calculate probabilities (e.g. [48, 50, 65]) or develop security metrics (e.g. [51, 54, 60]).
An important usage of attack graphs is finding optimal network hardening [13] options. Based on
the limited number of publications tackling the usage of attack graphs for hardening, utilizing them
for improving the security postures of substations needs more attention in the literature. The next

section describes the usage of security metrics in the smart grid.

2.1.3 Security Metrics

Security metrics are utilized to measure the security postures of critical networks for different
kinds of attacks. The literature is rich in attack graph-based security metrics for cyber networks.
For example, £0d metric [66] represents the minimum number of zero-day vulnerabilities that an
attacker needs to exploit in order to compromise a given network’s critical asset. Higher values of
k0d for a substation network imply higher resilience against zero-day attacks, as exploiting many

distinct zero-day vulnerabilities in a given substation is less likely for an attacker. To illustrate, in
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Fig. 2.2, the k0d shortest path (V_GW, Attacker,6) — (V_HTTP,6,1) — (V_HTTP,1,2) —
(V_Trip,2,7) (shown by the gray double line) depicts how an attacker can compromise host7
through exploiting the minimum number of distinct zero-day vulnerabilities. This attack path con-
sists of four exploits: two zero-day HTT P exploits in hostl and host2, a zero-day T'rip exploit
in host7, and another zero-day exploit in host6. In calculating £0d, the two HTT P exploits of
this attack path (corresponding to the same service instance running on Devicel of Supplier9) are
counted as one zero-day exploit, as an attacker capable of exploiting one of those instances would
also be able to exploit the other one. Based on those, k0d is 4 for the attack graph shown in Fig. 2.2.
Other papers related to security metrics in cyber networks include [67, 68, 69, 46]. In [67], the au-
thors define a metric called Network Compromise Percentage (NCP) which measures the percentage
of the hosts where the attacker has obtained user or administrator privileges. In [68], the authors
define a security metric that measures the minimal set of initial conditions that the weakest attacker
requires to compromise the network. In [69], the authors define an attack graph-based probabilistic
security metric that measures the success probability of attacks utilizing multiple vulnerabilities.
In [46], the authors define three security metrics for the effectiveness of diversification in critical
networks and demonstrate that their metrics are effective through simulations.

Security metrics have also been studied in the smart grid. In [70], the authors define security
metrics for IEDs, which aim to quantify the threat to IEDs based on attacker goals, the vulnerability
of IED according to security features, and compare IEDs based on their security levels. The IED
security metric designed in [70] is verified through simulations. The authors also claim that their
metrics can be utilized for auditing by calculating security scores for IEDs [70].

In [71], the authors define a security quantification framework, namely ADversary Vliew Secu-
rity Evaluation (ADVISE). In order to utilize this model [71], the attack steps are initially identified.
After that, adversarial attack preferences are determined. Lastly, the authors demonstrate the use-
fulness of the ADVISE framework as a case study of a SCADA system.

In [72], the authors define a security metric named Elimet. In Elimet, a Competitive Markov
Decision Process (CMDP) [73] is first generated based on power system configuration and cyber
network configuration. States correspond to the set of compromised hosts, and actions correspond to

attackers compromising hosts or operators making security decisions (such as which host to restore
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when more than one host is compromised). Elimet [72] is an online security metrics framework
in the sense that security metrics for each possible attacker state are updated dynamically based on
operator actions. The authors demonstrate that Elimet accurately estimates security metrics for each
possible attacker state [72].

In [74], the authors extend the power system contingency analysis (i.e. analyzing possible failure
scenarios for the power system, such as what happens if a particular circuit breaker fails) to include
contingencies due to cyber attacks in addition to contingencies due to natural faults. Most power
systems operate with N-1 contingency criteria [75], meaning the power system should be functional
even if one device fails. In [74], the authors develop an MDP based on cyber topology and the power
network configuration. States correspond to the set of compromised hosts. Actions correspond to
vulnerability exploits where each vulnerability is classified as LOW, MEDIUM, or HIGH based on
its CVSS? severity. After building the MDP model, the authors [74] identify critical attacker states
to identify states to focus on for applying countermeasures.

In [76], the authors develop a risk management framework named CPINDEX which is an auto-
mated cyber-physical analysis tool that considers cyber topology, power network topology, and IDS
alerts. Interdependencies between cyber and physical components are considered in CPINDEX.
The goal of the security analysis in CPINDEX [76] is to predict the most probable upcoming cyber
attack incident.

In [1], the authors develop an online security measurement framework considering both cyber
and physical networks in power systems. The authors utilize the Partially Observable Markov De-
cision Process (POMDP) in which there is uncertainty about the exact state the attacker is currently
visiting. The authors implement the framework using PowerWorld* and Zabbix®. PowerWorld is a
power system analysis software. Zabbix is a monitoring software. In the developed framework [1],
Zabbix is used to monitor security states, and it communicates with PowerWorld for calculating
power system dynamics (such as loads on transmission lines after one transmission line is tripped).

The online framework [1] is inspired by [74] and extends [74] by considering logs and alerts.

4 PowerWorld Software https://www.powerworld.com. [Online; Accessed 3-October-2023]
5 Zabbix: The Enterprise-Class Monitoring Solution for Everyone http://www.zabbix.com/. [Online; Ac-
cessed 3-October-2023]
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In [77], the authors develop a security assessment framework that first constructs the cyber-
physical dependence model. After building the model, a security metric, namely the attack con-
sequence probability index, is calculated for each cyber-physical system node. The authors [77]
consider security assessment for distributed cyber-physical systems. The effectiveness of the secu-
rity assessment in [77] is demonstrated through simulations.

In [78], the authors extend the power system contingency analysis by including concurrent con-
tingencies. Concurrent contingencies are simultaneous failures of two or more components. The
authors first find sets of hosts for which simultaneous compromise causes more damage than the
sum of individual compromises. After that, MDP is built with security states, each of which refers
to a set of compromised hosts. The MDP model is used to calculate security states. The authors
of [78] demonstrate that their security assessment framework is practical through simulations using
IEEE 14 and 39-bus systems.

In [79], the authors develop a security assessment metric named cyber-physical security as-
sessment metric (CP-SAM), which considers factors affecting power system resiliency. CP-SAM
[79], which utilizes attack graph metrics and vulnerabilities in different components as information
sources, is designed to evaluate the resiliency of microgrids. The authors of [79] demonstrate the
usefulness of CP-SAM through case studies, including the following scenarios: loss of load and
loss of link.

In [80], the authors present the Cyber-Physical Energy System Quantitative Security Metric
(CPES-QSM) which is a security metric that considers power system dynamics, graph theory, and
cyber domain. They verify the metric through simulations using the IEEE RTS-24 bus system.

Lastly, in [81], the authors present Cyber-Physical Resilient Energy Systems (CYPRES) Energy
Management System (EMS) for early identification and prevention of threats against the smart grid.
Several security metrics, such as those discussed in [60], are utilized for online monitoring as part
of CYPRES EMS. The usefulness of CYPRES EMS is demonstrated through a testbed.

As can be seen, the literature on security metrics in the smart grid is rich. However, cyber vul-
nerabilities are considered in isolation in most of those works (such as [74, 78]). Integrating security
metrics designed for cyber networks and metrics calculated according to power system dynamics

needs more attention in the literature. Moreover, redundancy has not been considered in most of
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the works on security metrics for the smart grid. In addition, known or zero-day vulnerabilities are

considered in most of those works, but supply chain vulnerabilities are not considered.

2.2 Redundancy and Security in Critical Control Systems

The research on redundancy and security in critical control systems has received significant at-
tention. In [82], the authors define control areas that are vulnerable to attacks utilizing dependency
graphs. As a result of the work in [82], the authors identify five requirements for ensuring advanta-
geous tradeoffs between performance and security in control systems. In [83], the authors propose a
situational awareness model for monitoring potential faults and attacks. The model proposed in [83]
is utilized for finding the minimum protection in unexpected situations. In [84], the authors propose
an attack model that involves attacks through graph vertex removal (where the control system is
represented as a directed graph). The methodology proposed in [84] relies on the power dominating
set for identifying different attacks against control systems. In [85], the authors propose recovery
strategies for controllability in a critical control system following failures in nodes and links. The
strategies proposed in [85] provide efficient restoration. In [86], the authors extend the work in [84]
by considering combinations of different attack types rather than just vertex removal. Impacts of
those different types of attacks are also studied in [86]. In [87], the authors propose a policy en-
forcement system for the heterogeneous smart grid network. The usefulness of the designed system
[87] is demonstrated through a case study. In [88], the authors consider the restoration of the net-
work using redundant edges. They analyze four restoration strategies, and the best option is found
in terms of complexity, optimization, and robustness [88]. In [89], the authors utilize backup links
to ensure that the system is observable when it is attacked by advanced persistent threats. Utiliz-
ing those backup links in [89] ensures reachability between nodes and prevents the attacker from
discovering the network topology by identifying paths followed by messages. In [90], the authors
provide a redundancy-based restoration approach by taking the standard IEC 62351 into account.
The approach provided in [90] is assessed using two case studies and two different adversarial mod-
els. In [91], the authors define a checkpoint-based model to produce sufficient data redundancy. The

model defined in [91] is evaluated from a practical perspective using realistic case studies. Lastly, in
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[92], the authors utilize blockchain technology to develop an architecture to manage secure connec-
tions between entities in control systems. They also demonstrate that the provided architecture is
suitable for the smart grid. Chapter 3 differs from those aforementioned works in that we focus on
a different aspect: measuring the security posture of the system designed as redundant subsystems

rather than the recovery of the control structure of the system after being attacked.

2.3 Supply Chain Attacks

Supply chain attacks refer to the exploit of compromised hardware or software where the vul-
nerabilities are already present before the hardware or software is deployed and configured [93]. In
[94], the authors define supply chain attacks as attacks whereby the attacker inserts malicious code
or a backdoor into a device before its shipment to the end user. There have been incidents where
the attackers utilized the supply chain as their attack vector. For example, in the SolarWinds supply
chain attack®, an attacker inserted malware into the Orion Network Management system (NMS)
update channel. As another example, attackers compromised the update channel of accounting soft-
ware and then inserted NotPetya ransomware’. In addition, according to a recent report published
by ReversingLabs [95], supply chain attacks also target open source repositories, and attacks on
npm and PyPI repositories have increased 271% and 414% respectively. The growing number of
attacks and the fact that even trusted vendors can become victims of supply chain attacks (such as
in SolarWinds® and NotPetya’ security incidents) show that securing critical infrastructures against
supply chain attacks is essential. In order to secure critical infrastructures, such as the smart grid,
against supply chain attacks, the first step is to model those attacks in order to identify possible at-
tack vectors. In this section, we provide an in-depth literature review on threat modeling for supply
chain attacks in the smart grid.

Supply chain security in the smart grid has been studied in the literature. In [96], the authors
discuss key management protocols for substations. A supply chain attack scenario where an attacker

compromises an IED inside a substation is among the possible threats discussed in [96]. In [97],

% SolarWinds Supply-Chain Attack https://www.sans.org/blog/what-you-need-to-know—about—
the-solarwinds—-supply-chain-attack/. [Online; Accessed 9-January-2021].
7 Supply chain attacks https://www.enisa.europa.eu/publications/info-notes/supply-

chain-attacks. [Online; Accessed 11-June-2023]
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the authors define a multi-scale approach to facilitate the resilience of the supply chain in energy
systems. The approach defined in [97] is utilized to monitor the supply chain, and it includes a va-
riety of actors in the process, such as stakeholders, organizational levels, and geographic scales. In
[98], the authors perform statistical analysis to detect counterfeit devices based on their behavioral
characteristics using system calls from genuine and counterfeit devices. The detection rate of the
methodology described in [98] is measured, and it was found that it is high. In [99], the authors
analyze how blockchain technologies can help in securing the supply chain. As a result of such an
analysis, the authors [99] claim that innovative solutions are needed for securing the supply chain.
In [100], the authors develop a Bayesian Belief Network for detecting supply chain attacks. They
claim that the provided Bayesian model can be utilized to determine uncertainties, such as attack
vectors utilized by an attacker, in cyber attacks. In [101], the authors perform threat modeling
among different supply chain stakeholders. The provided threat model is used for identifying coun-
termeasures. Lastly, in [102], the authors propose a blockchain-based identity management system
for mitigating supply chain attacks. They verify that their system is effective using case studies.
However, to the best of our knowledge, in Chapter 4, we are the first one to quantify the security of

IEC 61850 substations considering supply chain vulnerabilities.

2.4 Network Hardening

Network hardening refers to improving the security postures of critical networks. There is a
rich literature on network hardening for cyber networks. In [103], the authors tackle the problem
of finding minimum-cost hardening options. The hardening is performed in [103] by finding the
minimum number of critical exploits (exploits whose removal invalidates attack paths). In [104],
the authors solve the hardening problem utilizing the Reduced Ordered Binary Decision Diagram
(ROBDD) method. They demonstrate that their approach can be applied to attack graphs. In [105],
the authors study heuristic methods for solving the hardening problem. They demonstrate that their
methodology finds good enough solutions to the hardening problem in less time for cases where
finding the optimal solution is time-consuming. In [106], the authors consider the defense budget

for the network administrator in the hardening problem. The hardening problem was solved in [106]
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using dynamic programming. In [107], the authors consider dependencies across hardening options
and formalize the hardening problem regarding allowable hardening options and hardening cost.
They validate that their hardening solution scales linearly with the attack graph size. In [108], the
authors present a minimum cost network hardening method using compact attack graphs, named
Budget Controlled Network Hardening Algorithm (BCNHA). They show through a case study that
their hardening method scales in linear time with respect to attack graph size. In [109], the authors
apply genetic algorithm optimization to improve the security posture of critical networks with re-
spect to network diversity [46] metrics. The authors of [109] validated the scalability and accuracy
of their approach through simulations. In [110], the authors extend [109] by considering multiple
hardening options, such as activating firewalls and relocating services from one host to another. The
authors of [110] validate the accuracy and efficiency of their model through simulations. In [13],
the authors formulate the optimization problem of diversifying network services under cost con-
straints using different diversity metrics, such as the probabilistic diversity metric described in [46].
The approach in [13] is validated through simulations based on realistic scenarios. In [111], the au-
thors utilize greedy algorithms for finding cost-effective security solutions for the Internet of Things
(I0T). The authors of [111] demonstrate through simulations that the complexity of their hardening
approach increases linearly with the attack graph size. In [112], the authors claim that gradient
descent search outperforms genetic algorithms for network hardening without specifying the hard-
ening options that should be utilized. The authors of [112] claim that their hardening algorithm
requires less computations than NSGA-II. Lastly, in [113], the authors adopt a multi-objective opti-
mization algorithm for improving the security of dynamic networks based on heterogeneous hard-
ening options. The hardening options considered in [113] include patching, isolation of vulnerable
hosts, and disabling vulnerable services. In contrast to those general-purpose hardening approaches,
in Chapter 5, we focus on combining supply chain-related and non-supply chain-related hardening

options for improving the security posture of IEC 61850 substations against supply chain attacks.
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2.5 Log-based Attack Graph Generation

Alert correlation refers to the process of finding relationships between many alerts [114]. Alerts
correspond to events that require attention (e.g., attacker actions, software faults, failing hardware,
etc.). There is limited literature on alert correlation. In [115], the authors convert IDS alerts to
a sequence of attack activities and create a probabilistic model. In [116], the authors build attack
graphs using intrusion alerts directly without relying on expert knowledge for forensic analysis of
prior attacks. They claim that alert-driven attack graphs can potentially become key players in cyber
threat intelligence using artificial intelligence. In [117], the authors develop a tool that generates
attack graphs directly from alerts which can transform several thousands of alerts into a few attack
graphs. In [118], the authors extend the work in [117] and develop a tool that compresses 330, 000
alerts into 93 attack graphs in less than a minute. According to the designed tool, the authors
of [118] claim that attackers have more tendency to follow shorter paths even after discovering
longer ones in most cases. In [119], the authors present a tool, namely SteinerLog, to correlate
alerts and generate attack graphs by finding compromised entities and attacker steps. They show
that SteinerLog is effective in detecting compromised hosts and users. In [120], the authors utilize
system logs to detect threats, predict attacker actions, and then generate attack graphs based on
predictions. Moreover, they demonstrate that their tool can reduce the analysis burden and detect
attacker strategies. Lastly, in [64], the authors propose a cyber attack situational awareness tool
for substations using deep learning. The tool provided in [64] is capable of identifying attacker
locations within substations.

In addition to log-based attack graph generation, there is literature on attack graph generation
for substations based on their configurations. In [121], the authors develop a language for creating
threat models and use such models to generate attack graphs. The attack graphs in [121] contain
assets targeted within the substation, but they are not enhanced according to log events. In contrast,
in Chapter 6, we generate attack graphs showing possible ways the attacker can attack the Generic

Object Oriented Substation Event (GOOSE) protocol by tampering with GOOSE parameters.
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Chapter 3

Factor of Security (FoS): Quantifying
the Security Effectiveness of Redundant

Smart Grid Subsystems

3.1 Introduction

Among the standardization efforts for smart grid substations, IEC 61850 provides high-level
guidelines to establish communication among devices from various manufacturers without elabo-
rating on the security design. IEC 62351 is designed to provide security protection on top of IEC
61850, although it lacks a quantitative approach and is criticized for other weaknesses [122]. For
instance, in [122], the authors show two weaknesses in IEC 62351, one that allows the attacker to re-
play GOOSE and Sampled Values (SV) messages and another in the time synchronization protocol
that can place the substation into a vulnerable state.

Although IEC 62443 [123] provides a set of requirements for security risk assessment, it still
lacks a quantitative and credible validation [124]. Security metrics in the context of smart grids
have been developed previously (a detailed review of the related work is provided in Section 2.1.3).
However, most existing works do not employ an explicit security metric like the one proposed in

this chapter. To the best of our knowledge, we are among the first to focus on quantifying redundant
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subsystems’ security effectiveness against known and zero-day vulnerabilities in smart grids.

In this chapter, we introduce a novel security metric, namely, FoS (Factor of Security), to quan-
tify the security effectiveness of redundant subsystems in smart grids'. Our key idea is as follows.
Although not seen in the context of smart grids or cyber-physical security, the factor of safety is a
widely used concept in traditional engineering domains such as mechanical design, which roughly
measures how much stronger a system is than it needs to be. For example, the factor of safety
would be two if the designed load-carrying capacity (called the strength) is twice as much as the
actual load (called the stress). We adopt this concept in the context of cyber-physical security in
redundant smart grid subsystems. Specifically, we first design a representative smart grid substation
configuration based on IEC 61850-90-4 [11] and existing industrial practices, which provides con-
crete details about the hardware and software components to facilitate the threat modeling process.
Second, based on the well-known attack graph model, we define the strength and stress of a smart
grid system as the length of the shortest attack path for the smart grid and its subsystems, respec-
tively; the ratio between the two then yields the FoS, which intuitively gives the equivalent number
of subsystems in terms of resilience to attacks.

The following section provides a detailed substation design based on IEC 61850-90-4 [11] and

product documentation from key vendors providing substation devices.

3.2 1IEC 61850 Substations

A key challenge facing the development of security metrics and threat models for smart grids is
the lack of public access to concrete designs of real-world smart grids, including detailed informa-
tion about the hardware and software components and their vulnerabilities. This fact is understand-
able since smart grid operators are typically reluctant to disclose details about their infrastructures,
especially the vulnerabilities. Although existing standards like IEC 61850-90-4 provide sample
substation configurations [11]; those configurations are typically very simplistic and only contain

high-level concepts, which is insufficient for our purposes. Therefore, we first, present a concrete

' Although we focus on smart grids, the FoS metrics may potentially be applied to other cyber or cyber-physical
systems designed with redundancy.
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design of a smart grid substation with redundant subsystems, in which one subsystem is the ac-
tively running subsystem and others are backups, to facilitate further discussions. In order to ensure
that the substation design is sufficiently representative, it is based on IEC 61850-90-4 and product
documentation from key vendors. Those key vendors include ABB?, SEL?, and Symmetricom®.

Specifically, Fig. 3.1 shows a substation with two redundant subsystems, A and B. The numbers
inside the circles ranging from Al to A31 are components of subsystem A, and the numbers from
B1 to B31 are components of subsystem B. In subsystem A, component A2 is protected by the
firewall F'_A since it is a critical component. Similarly, in subsystem B, component B2 is protected
by the firewall F'_B. Components A7 — A13 are monitored for anomalies by an IDS, namely,
IDS_A_1[125]. Similarly, components A19 — A25 are monitored by I DS_A_2. The same applies
to subsystem B components, which are monitored by /DS_B_1 and IDS_B_2. For components
for which a replica exists, the component and its replica are numbered correspondingly, e.g., Al is
the replica of B1 (for those which are not replicated, both numbers refer to the same component,
e.g., A4 and B4). We assume that substations communicate with the control center (node 300)
through Wide Area Network (WAN), which is also used by remote operators (node 200) to manage
the substation remotely. Also, the attacker (node 100), representing an outsider with unauthorized
access to the WAN, is assumed to be connected to the WAN.

According to IEC 61850-90-4 [11], a substation is divided into three levels as detailed in the

following:

e Substation Level: Human Machine Interface (HMI) is used for monitoring the status of the
substation (nodes Al, B1). Workstations (nodes A2, B2) are used for automation in the
substation. According to IEC 61850-90-4, workstations at the station level can be used as
SCADA servers. Since SCADA servers are critical components [50], incoming and outgoing
connections to them are protected by firewalls F'_A and F'_B. Global Positioning System
(GPS) clocks (nodes A3, B3) are used for time synchronization in the substation. All con-

nections to the substation go through substation gateways (nodes A6, B6).

2 ABB: Substation Automation Solutions SAS 600 Series http: //new.abb.com
[Online; Accessed 21-March-2017]

3 SEL https://selinc.com/ [Online; Accessed 21-March-2017]

4 IEC61850 Smart Substation https://www.techonline.com/directory/symmetricom/.
[Online; Accessed 21-March-2017]
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Figure 3.1: Substation Based on IEC 61850-90-4

e Bay Level: According to IEC 61850-90-4, the bay level mainly contains IEDs. IEDs improve

the automation inside a substation [126]. IEDs in bay A_1 and bay B_1 control field devices
which are connected to Process Bus 1, while IEDs in bays A_2 and B_2 control field devices
which are connected to Process Bus 2. The IEDs in those bays act as interfaces between cyber
components (components at the substation level) and physical components (components at the
process level). Each bay contains protection IEDs (nodes A7, B7, A19, B19), which are used
for fault isolation. Control IEDs (nodes A8, B8, A20, B20) are used for managing the power
system for efficient usage. In IEC 61850-90-4 [11], there are also IEDs for power quality
measurement, which are included in our design as power quality measurement IEDs (nodes
A9, B9, A21, B21). Even though not seen in IEC 61850-90-4, Phasor Measurement Units
(PMU) connected to Phasor Data Concentrators (PDC) are also included in our design since
it can be seen in the sample substation design provided by SEL 3. The PMUs (nodes A10,
B10, Al11, B11, A22, B22, A23, B23) and PDCs (nodes A12, B12, A24, B24) inside the
bays are used for obtaining synchronized measurements of voltages and phase angles. Lastly,

each bay is monitored using an IDS (/DS_A_1,IDS_A2,I1DS_B_1,IDS_B_2).

e Process Level: The process level contains field devices, e.g., voltage transformers (nodes
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Table 3.1: Details of Components in an IEC 61850 Substation

Level Component Functionality References
Sends data to the control center, transfers commands received IEC 61850-7-1 Clause 8.2.3,
Gateway (A6, B6) from the control center [93], and allows remote operators
S L o [71,[501, [127], [125]
to connect to the substation for monitoring and controlling
HMI (A1, BI) Presents 1nf0r§1at10n to the operator about the state of IEC 61850-7-1 Clause 7,
Substation the substation®. [501, [127], [125], [128], [129]
el TEC 61850-7-1 Clause 5.2,
Workstation (A2, B2) Performs automation in a substation, and is also used 1EC 62264-1:2013, [7], [130],
’ as a SCADA server [50]. [122],[124], [50], [51], [127], [125],
[126], [131], [132], [133], [129], [134]
Time source in the substation for time synchronization IEEE 1588-2019, [127], [125], [126],
GPS Clock (A3, B3) between devices [128]. [128], [135], [136]
Devices in a substation produce time-stamped -
Event Printer(A4, B4) events (such as tripping), which are sent to the IEC 61850-90-4 Clause 7.1,
. Lo [127], [129]
event printer for monitoring [137].
Event Logger (A5, BS) Event logger for logging status changes in substation IEDs [138]. | IEC 61850-90-4 Clause 7.1, , [127], [126]
. . . L IEC 61850-7-1 Clause 5.4, [7],
c
Protection IED (A7, B7, A17, B17) | Detects electrical faults and performs fault isolation’ [SO1. [74]. [1]. [127]. [126]. [128]
Bay Manages the power system for efficient usage and IEC 61850-90-4 Clause 7.3, [7],
Level Control IED (A8, B8, AI8, BI8) | o /jates system parameters® [501, [127], [125], [126], [128], [134]
Power Quality Measurement IED - I,
(A9, B9, A19, B19) Monitors the power quality [11]. IEC 61000-4-30, [50], [127], [125]
PMU (A10, Al11, B10, B11, Obtains synchronized measurements of voltage IEC 61850-90-5 Clause 6.3,
A20, A21, B20, B21) magnitudes and phase angles ¢ C37.118.2-2011, [7], [127], [126],
’ ’ ’ [131], [136], [132]
Receives, combines and pre-processes 1IEC 61850-90-5 Clause 6.4,
PDC (A12, BI2, A22, B22) synchronized measurements [139]. C37.118.2-2011, [7], [127]
Voltage Transformer (A14, B14, I e IEC 60044-7, [7], [50], [127],
Process A24, B24) Measures voltage' [132]. [140]
Lol | Current Transformer (ATS,BIS, | ¢ = res them TEC 61869 Part 1, [7], [8], [50],
v A25, B25) ps down cu Vel sures [127], [1321], [140]
IEC 61850-8-1 Clause 6.4,
Circuit Breaker (A16, B16, A26, Connects or disconnects transmission linese IEC 61850-7-1, Clauses 11.2,12.1,
B26) [71, [141], [501, [51], [74], [1],
[127], [2], [132], [140]
Merging Unit (A27, B27) Converts analog signals into IEC 61850 Sampled Value (SV)" }]1555]6 '[815;;']7" Annex B, [127],

* DS Agile Substation Gateway https://www.gegridsolutions.com/multilin/energy/catalog/dsagile_substation_gateway.htm [Online; Accessed 23-January-2019]

e

January-2019]
' Current Transformer https://www.electronics—tutorials.ws/transformer/current-transformer.html [Online; Accessed 23-January-2019]

"

HMI http://www.subnet.com/resources/dictionary/HMI.aspx [Online; Accessed 9-February-2020]
Protection & Control Relay (IED) http://www02.abb.com/global/seitp/seitp202.nsf/0/137e4d13c980a910c1257e6700337741/$file/Protection+Control+
IED-+Ustika.pdf [Online; Accessed 9-February-2020]

SYNCHROPHASORS https://selinc.com/solutions/synchrophasors/ [Online; Accessed 9-February-2020]
Voltage Transformer https://www.globalspec.com/learnmore/electrical_electronic_components/transformers/voltage_transformers [Online; Accessed 23-

Circuit Breaker http: //www.subnet.com/resources/dictionary/Circuit-Breaker.aspx. [Online; Accessed 23-January-2019]
IEC 61850 Stand Alone Merging Units https://www.arteche.com/en/iec-61850-stand-alone-merging-unit-proccess-bus [Online; Accessed 9-February-2020]

Al4, B14, A26, B26), current transformers (nodes A15, B15, A27, B27), and circuit break-

ers (nodes A17, B17, A29, B29). All the devices receive commands from IEDs and send

measurements to IEDs. Some of those devices (nodes A26 — A30, B26 — B30) must be

connected to a merging unit (nodes A31, B31) before being connected to the process bus.

Table 3.1 summarizes the role of each component at each level with relevant references, in-

cluding standards and research papers that address such components. To make the design more

representative, Fig. 3.1 also reflects many concepts from industrial practices, e.g., SEL?, Symmet-

ricom*, ABBZ, etc., as detailed below.
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e The design includes two PMUs (such as nodes A10 and A11) connected to one PDC (such

as node A12) in each bay, which is based on a similar configuration by SEL>.

e The design includes three field devices: a voltage transformer, a current transformer, a circuit
breaker, and their intelligent counterparts. Intelligent devices (nodes Al4, B14, Al5, B15,
A16, B16, A17, B17, A18, B18) can be directly connected to the process bus. Other devices
(nodes A26, B26, A27, B27, A28, B28, A29, B29, A30, B30) need to first go through a
merging unit (nodes A31, B31) before being connected to the process bus. This design is

based on a similar configuration given by Symmetricom*.

e The design includes two subsystems with equivalent functionality, with everything replicated
except the event printer (nodes A4, B4) and the event logger (nodes A5, B5). This design is
based on a similar configuration given by ABB? where the HMI (nodes A1, B1) and the GPS

server (nodes A3, B3) are replicated.

e The design includes two firewalls (one for each subsystem) at the substation level and IDS in

each bay. This design is based on a similar configuration given by [125].

In addition to the detailed configuration’s hardware components, we assume the following ser-
vices are running on top of those components. The GATEWAY service runs on substation gateways
(nodes A6, B6). The HMIs and Workstations run the SSH (The Secure Shell) service for remote
maintenance. They also run HTTP (Hypertext Transfer Protocol) service to provide substation oper-
ators with a user-friendly interface. Workstations can also be used as SCADA servers. GPS clocks
run GPS service for time synchronization inside the substation. Services running on IEDs have the
same names as the names of the IEDs (such as protection service on protection IEDs). The remote
operator’s machine is running HTTP and SSH. Even though we made an effort to design a substa-
tion based on standard documents and documentation from vendors, substations can have different
configurations in a way that IEDs from different vendors can be deployed, and different types of
IEDs can be utilized. In the next section, we first discuss a motivating example to build intuitions,

and then we define the FoS (Factor of Security) and PFoS (Probabilistic Factor of Security) metrics.
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3.3 Factor of Security Metrics

3.3.1 Motivating Example

For the substation depicted in Fig. 3.1, it may seem obvious that, since the substation has two
separate subsystems, any faults causing one subsystem to fail can be easily tolerated by switching
to the other unaffected subsystem without causing a power outage. However, such reasoning only
works for random faults that happen unintentionally. The situation would be quite different when
it comes to malicious attacks. For example, consider a remote attacker who wishes to cause a
blackout in an area, and he/she has identified this substation as his/her main target. This attacker
is an outsider who performs his/her attacks through vulnerability exploitations. Subsystem A is the
actively running system, and the attacker targets the HMI in subsystem A (node A1) by getting
administrator access (such as root in Linux machines) in node A1l. In order to achieve this, the
attacker needs to first compromise the substation gateway (node A6) by exploiting a known or zero-
day vulnerability in the substation gateway. After that, the attacker needs to compromise the HMI
(node A1) through another vulnerability exploitation. Consequently, the attacker needs to exploit
two vulnerabilities to gain administrator access to HMI. Suppose the operator notices that subsystem
A is under attack and switches to subsystem B before the attacker can start to remotely trip circuit
breakers [50]. Now the attacker might notice that, although the actively running subsystem has been
changed, subsystem B still contains the identically configured components, namely, the gateway
(node B6) and HMI (node B1). Exploiting the same vulnerabilities, the attacker will succeed in
compromising subsystem B and subsequently bring the substation down and cause a major power
outage. Clearly, even though the substation has been designed to include two subsystems, similar
vulnerabilities shared by those subsystems mean that these do not really count as two subsystems in
terms of their resilience to malicious attacks since compromising the substation requires almost the
same effort and skill as compromising one subsystem.

One option for the operator would be to make the actively running subsystem (e.g., subsystem
A) more attack-resilient. Even if the operator makes the actively running subsystem more resilient,

the actively running subsystem can still be attacked by more skilled attackers. This implies that
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the operators should be prepared for scenarios in which the actively running subsystem has to be
switched to the backup system due to attackers compromising the actively running subsystem. In
this work, we consider attacks which are purely cyber but which have physical consequences such
as maliciously tripping circuit breakers [142, 143].

To better capture such intuitions, we apply the concept of the Factor of Safety. The factor of
safety is a widely used concept in traditional engineering domains, such as mechanical design [144].
However, it is not seen in the context of the cyber-physical security of smart grids. Roughly speak-
ing, the factor of safety of a system measures how much stronger the system is designed to be (e.g.,
an airplane is designed with two engines) than it needs to be (e.g., one engine is actually sufficient)
in order to ensure the desired level of reliability (e.g., the failure of one engine can be safely toler-
ated). More formally, the factor of safety is defined as the ratio between the designed load-carrying
capacity (i.e., the maximum amount of load that the system can carry, namely, the Strength) and the
actual load (i.e., the expected amount of load to be carried by the system, namely, the Stress), de-
noted as Factor of Safety = % [144]. Intuitively, by applying this concept to our previous

example, we know that our substation would have a factor of safety of less than 2 from the security

point of view (i.e., the substation is not twice as secure as it needs to be).

3.3.2 Threat Model

The following describes different aspects of our threat model.

o Type of Attackers: We focus on remote attackers who rely on network connections to launch
attacks and escalate privileges by exploiting known or zero-day vulnerabilities in the smart
grid components. Therefore, attacks that do not rely on vulnerabilities but employ social
engineering, insider misbehavior, or manipulating smart grid measurements [131] will not be

considered in our threat model.

o Attacker’s Capacity and Access Level: In the substation level, we consider attacks per-
formed by exploiting vulnerabilities. The attacker can exploit known or zero-day vulnera-
bilities to escalate their privileges. The attacker initially does not have access to any devices

in the substation except the gateway. Whereas, at the smart grid level, we focus on attacks
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performed by disconnecting transmission lines through tripping circuit breakers or disrupting

communication lines.

e Zero-Day Vulnerabilities: Zero-day vulnerabilities [145] are unknown vulnerabilities whose
existence and the way to exploit them are not known to the public. For example, Stuxnet
utilized four zero-day vulnerabilities to spread itself [66]. In the threat model, attackers are

assumed to be able to exploit such vulnerabilities.

e Known Vulnerabilities: Known vulnerabilities can be exploited as long as all precondi-
tions are satisfied. For example, a known vulnerability in the Apache HTTP server, with the
identifier CVE-2010-11515, allows the attacker to create a race condition and bypass the au-
thentication. If an Apache HTTP server has that vulnerability and if the attacker can connect
to that web server with user privilege, then the attacker can exploit that vulnerability to bypass
authentication and escalate his/her privilege. In our analysis, tools, and technologies used by

the attacker are not relevant since they are not part of attack graphs.

e Assumptions: As an assumption of the attack graph model, the attackers are assumed to have
all the required capabilities and attacking tools to exploit vulnerabilities as long as all precon-
ditions are satisfied. We assume a series of redundant subsystems will be launched linearly
(in any order) after each failure, and the attacker must compromise all the subsystems before
causing major damages (e.g., a blackout). The attacker is assumed to reuse any knowledge
or skills he/she may have gained while exploiting a vulnerability to attack other similar com-
ponents in one or more subsystems. We focus on attacks that aim at taking control of critical
assets (e.g., circuit breakers) in smart grids, and thus we ignore any reconnaissance steps but

consider that attackers already have sufficient knowledge about the smart grid.

3.3.3 Redundant Attack Graph Model

To realize this idea, we first need to model the vulnerabilities (both known and unknown) inside

a smart grid or substation, the causal relationships between such vulnerabilities (e.g., exploiting the

5 CVE-2010-1151 Details https://nvd.nist.gov/vuln/detail/CVE-2010-1151. [Online; Accessed
9-February-2020].
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HMI is only possible after exploiting the gateway in Fig. 3.1), and possible ways for compromising
the critical assets (e.g., the circuit breakers). To this end, we employ the widely used attack graph
model [15, 16]), which is a directed graph with two types of nodes (i.e., exploits and conditions) and
edges pointing from preconditions to exploits and from exploits to postconditions. In this chapter,
we extend the idea of the attack graph and define the redundant attack graph. A redundant attack
graph contains two or more attack graphs merged using an intermediate node. Definition 3.3.1 gives

the formal definition of the redundant attack graph.

Definition 3.3.1 (Redundant Attack Graph) Given a network with a set of hosts H, a set of services
S, with the service mapping ser(.): H — 2%, set of exploits E = { (r, hg, hq) | hse H, hge H,r
e ser(hq)}, and their pre-and post-conditions C, a redundant attack graph is a directed acyclic
graph G ( E UC,R, U Ri ) where R, C C x FEand Ry C E x C are pre- and

post-condition relations, respectively.

Our redundant attack graphs can be generated in a similar way as regular attack graphs [15, 16].
Attack graph generation is conducted in three stages [19], which are reachability analysis, attack
graph modeling, and core attack graph building. Reachability analysis determines direct reachabil-
ity between network hosts. Attack graph modeling involves creating attack templates that involve
conditions (capabilities required by the attacker to succeed) for attacking network assets and re-
lationships between conditions and network elements. The attack graph building phase refers to
algorithms used to build attack graphs. As an example, MulVal [17] is an open-source tool for at-
tack graph generation, and it models exploits as logic propositions and applies logic deduction to
reach goal facts from initial facts.

Fig. 3.2 gives an example of our redundant attack graph model. In Fig. 3.2, each triple inside an
oval indicates an exploit (vulnerability, source host, destination host), such as (v_SSH, 100,
200), and each pair in the clear text indicates a condition (e.g., a connectivity relationship such as
(100, 300), and a service running on a host such as (SSH,300)). The nodes at the top are ex-
amples of initial conditions, such as (Attacker, 100), whereas the node at the bottom is the goal

condition, which is (TimeDelay,{A3, B3}). In addition to the standard notations used in attack
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graphs [46, 66], we introduce some new notations. First, the double oval nodes represent network
services with no known vulnerabilities. Such network services are considered to contain potential
zero-day vulnerabilities. Second, we attach a version number to those nodes, shown in square brack-
ets, to distinguish between different variations of the same service (e.g., Apache® for IIS (Internet
Information Services) ’ for the HTTP service). Third, oval nodes with CVE ° numbers (such as
(V.TRIP,ATTACKFER,T21) in Fig. 3.5) represent known vulnerabilities. Fourth, firewalls
((v-Firewall, A6, F'A)) are shown in red and are represented in the same way as exploits since
from the attackers’ perspective bypassing the firewall also requires exploiting a vulnerability in the
firewall. The postcondition of the firewall is the connectivity behind that firewall (such as connec-
tivity condition (A6, A2) that is behind the firewall F'_A). The firewall has only one precondition,
which is the name of the firewall (such as (Firewall, F'_A)). Lastly, the attack graph model in Fig.
3.3 contains intrusion detection nodes ((v_I DS, A7,IDS_A_1) and (v_IDS, B7,IDS_B_1)). The
postcondition of those nodes is the failure condition (which is (Fail, Attacker)). The precondi-
tions of an intrusion detection node include the detection condition (such (IDS_A_1, Detect)),
which means that the IDS has succeeded in detecting the attack. The stage where the attack is de-
tected can be any of the privileges acquired by the attacker. If the attack has been detected in the
final stage, another condition with the name “Attacked” is added. The preconditions of an IDS also
include the existence of the IDS (such as (/DS_A_1, AT7)), meaning that node A7 is being moni-
tored by an IDS with the name I DS_A_1. If the fact that the attacker has acquired a privilege is not
detected by IDS, then the movement of the attacker to acquire the detection condition is stealthy.
Another challenge in applying the attack graph model in our context is to model the existence
of multiple subsystems and their relationships. In Fig. 3.2, both sub-graphs for the subsystems
share the same topology since subsystems are usually designed as replicas of each other. One
subsystem is active each time, and all others are used as backups. Since the operator will switch
an active subsystem under attack to another backup subsystem, ideally, the attacker would have to
compromise all subsystems before he/she can bring down the entire smart grid or substation. In this

sense, the relationship between those subsystems is a conjunction, which can be modeled using an

® Apache HTTP Server Project https://httpd.apache.org/. [Online; Accessed 17-August-2019].
" Microsoft [ISht tps: //www.iis.net/ [Online; Accessed 17-August-2019]
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intermediate exploit (e.g., node I in Fig. 3.2), which takes the goal condition of each subsystem
as its precondition and the final goal condition as its postcondition. The probabilities, the common

parent nodes, and the similarity node in Fig. 3.6 can be ignored for now and will be discussed later.

3.3.4 Factor of Security (FoS)

Following our discussions of the motivating example, we now consider how to more precisely
capture those intuitions. Our key idea is to define the aforementioned “load” concept (which is used
to define both the Strength and Stress of a system and hence its factor of safety) as the system’s level
of attack resilience. To that end, we apply an existing network security metric, the /-zero day safety
(k0d) [66], to quantify the level of attack resilience. Considering each remotely accessible service to
potentially contain an unknown vulnerability, the £0d metric basically counts the minimum number
of such vulnerabilities required to compromise a given network asset. A larger £0d value indicates
a more secure network because it is less likely for a large number of unknown vulnerabilities to
co-exist and be exploitable by the same attacker. By leveraging this concept, we can define the
”strength” as the £0d value of the entire smart grid or substation system with the existence of all
redundant subsystems taken into consideration and the “stress” as the kOd value of a subsystem
(without considering redundancy). The ratio of the two thus indicates how much more security
is provided by the design of redundant subsystems than what is provided by each subsystem. We

provide more details in the following.

The Factor of Security Metrics

To define the factor of security metrics based on the redundant attack graph model, we consider

three cases.

Case1 We start with the simplest case, i.e., there is no known vulnerability (only zero-day vulner-
abilities), and we are only worried about the attackers who can compromise the critical assets with
minimum effort. We first define the Strength of a smart grid or substation with respect to a given
critical asset as the k0d value for the whole system calculated based on the redundant attack graph

model with the final goal condition. This definition indicates the level of security resilience in terms
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of the least number of distinct zero-day vulnerabilities required for compromising the whole sys-
tem, i.e., all the subsystems. Second, we define the Stress of the system as the maximum kOd metric
value of a subsystem with respect to the same critical asset. We choose the maximum value in order
to ensure a proper range of values for the factor of security, which will never exceed the number
of subsystems as designed. Finally, we define the FoS (Factor of Security) as the ratio between the
Strength and the Stress, which intuitively indicates how many redundant subsystems a substation
effectively has from the security perspective. In an ideal case, the factor of security should be equal
to the number of subsystems physically present in the substation. A lower factor of security value
indicates a less-than-ideal design where the redundancy does not deliver as much security resilience
as it is assumed to at the design stage. More formally, the strength of a system S, with multiple
subsystems S;, for a given asset p (u; in S;) is defined as Strength(S,u) = k0d(S, p), where
wo= ZJLVJI ;. The stress is defined as Stress(S, u) = max k0d(S;, p1i). Considering Stress and

Strength, the factor of security is defined as:

Strength(S, i)

Factor of Security (S, p) = Stress(S, p)

ey

The factor of security, which is defined as FoS(S, 1) = ROd(5.1) yj> Where i = 1---n, and

max(k0d(S;,uq

n is the number of subsystems, is a semi-metric function since it satisfies the following properties

of a semi-metric function [146]:

e Self-identity: FoS(S,u) = 0 iff k0d(S,u) = 0, and since k0d satisfies self-identity, as

proven in [66], F'oS also satisfies self-identity.

e Positivity: FoS(S, ;) satisfies positivity since both k0d(.S, 1) and max(k0d(S;, 11;)) are

positive (as kOd satisfies positivity [66]).
e Symmetry: FoS(S, u) satisfies symmetry since both k0d(S, i) and max(k0d(S;, 1;)) sat-
isfy symmetry [66].
Case 2 In the second case, we consider the co-existence of known vulnerabilities [147] and zero-

day vulnerabilities [66]. Compared to zero-day vulnerabilities, which are typically less common
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and known to fewer attackers, known vulnerabilities are much easier to exploit; equivalently, they
impact the attack resilience much less from the defender’s perspective and should count less than
a zero-day vulnerability (which counts as 1 in calculating the k0d metric). The probability of suc-
cessfully exploiting a known vulnerability should reflect the relative difficulty of exploiting that
vulnerability [147]. Instead of assigning arbitrary values, we employ the standard CVSS scores of
known vulnerabilities [148], which are readily available in the public vulnerability database (which

8

is updated frequently and can be accessed through a web browser © or accessed through an API

(Application Programming Interface) from ). CVSS measures the impact of each individual vul-
nerability, and it also contains environmental metrics [149]. We normalize the CVSS score of a

known vulnerability (which ranges between 0.0 and 10.0) in order to convert the vulnerability score

CcVvsSsSs

to a probability of exploiting the vulnerability as =53,

which is usually called the attack likeli-
hood (or probability) of the vulnerability. Normalizing known vulnerabilities in order to estimate
their exploit probabilities is also used in [147, 50]. This approach works because the CVSS score
represents the intrinsic difficulty of exploiting a vulnerability [147, 50]. On the contrary, CVSS has
three different types of scores which are base, impact, and exploitability. Based on that, the CVSS
score covers more than exploitability. However, we choose the base score for calculations in this

work (same approach as [147, 50]) mainly for two reasons:

o As the exploitability or impact subscores increase, the CVSS base score also increases. This
implies that choosing the exploitability score instead of the base score may change aver-
age CVSS scores but if two known vulnerabilities are compared, as the exploitability score
increases, the base score also increases so their relative difference does not get impacted sig-

nificantly.

e Base score is available easily. There is a CVSS database that can be accessed through API
calls [150], and there is another website from which CVE entries can be downloaded [151].
In both of those databases, the base score is directly accessible. However, impact and ex-

ploitability subscores need to be calculated using the CVSS vector.

As an example, the probability of a known vulnerability CVE-2012-0022 (used later in our

8 CVE Details https: //www.cvedetails.com/ [Online; Accessed 14-July-2019]
% Circl CVE Search https://cve.circl.lu/. [Online; Accessed 17-August-2019]
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discussions) is 0.5 (the CVSS score is 5.0). For zero-day vulnerabilities, we follow the existing
approach [147] of modeling them as a special kind of vulnerabilities with the following CVSS
base metrics: remediation level “unavailable”, report confidence “unknown”, and exploitability “un-
proven that exploit exists”. With those values as inputs to the CVSS equation [148], the CVSS score
is calculated as 0.8, and therefore a nominal probability 0.08 is assigned to zero-day vulnerabili-
ties. Finally, with probabilities obtained for both known and zero-day vulnerabilities, we can then
convert each exploit of a known vulnerability into an equivalent number of exploits of zero-day
vulnerabilities and use the result inside the same calculation of the FoS metric as in Case 1 above,
using Equation 1. The attack path length for a vulnerability (either known or zero-day) is defined

as:

logo.os (Probability of the Vulnerability) 2)

Case 3 The previous two cases are based on the worst-case scenario (from the defender’s point
of view), which provides a useful lower bound for the level of security resilience against the best
attackers who can always follow the shortest paths. In the last case, we consider other attackers who
may not (be able to) follow the shortest path, and we propose an average case-based metric called
the PFoS (Probabilistic Factor of Security). For this purpose, we adopt the Bayesian network-based
attack graph model introduced in [46]. We first construct a Bayesian network using the attack graph
as the DAG (Directed Acyclic Graph). The probabilities assigned to vulnerabilities (CVSS divided
by 10 for known vulnerabilities and 0.08 for zero-day vulnerabilities) are interpreted as the condi-
tional probabilities that the exploits of corresponding vulnerabilities can be executed given all the
preconditions are already satisfied. Conditional probabilities also need to be defined to encode the
logical AN D and OR relationships between pre- and postconditions. In addition, we add com-
mon parent nodes for exploits which share the exact same vulnerabilities (e.g., same CVE entries
for known vulnerabilities, same instances of the same service for zero-day vulnerabilities) to rep-
resent the fact that if the attacker exploits one of those vulnerabilities, the rest would have a much

higher conditional probability of being exploited. To reflect this, for exploit nodes connected to a
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common parent, the conditional probability has a higher value (e.g., 0.9) when all of their precon-
ditions (including the common parent node) are satisfied. To illustrate, in Fig. 3.2, the attacker
can compromise the substation gateway (node A6) by exploiting either (V_Gateway, 300, A6) or
(V_Gateway, 200, A6). Since both of those exploit nodes represent zero-day exploits and both
have the same instances of the Gateway (instance 1 shown in square brackets), they are identical.
This implies that if the attacker exploits one of those, the probability that the attacker exploits the
other one is high. This fact is represented by creating the common parent node(e.g., (Gateway)|1]
in Fig. 3.2) and connecting this common parent node to both of those exploits. Finally, in order
to model two components that are similar but not identical (e.g., two versions of the software), we
have introduced the similarity nodes (an example is shown in Fig. 3.6).

Next, we perform Bayesian inferences based on the constructed Bayesian network as follows.
We assign all initial conditions with probability 1.0 and calculate the probabilities of the goal con-
dition inside each subsystem and that of the goal condition of the entire system. We then use
Equation 2 above to convert these probabilities into the equivalent number of zero-day exploits cor-
responding to the entire system, denoted as k0Odg, and that of the 7' subsystem, denoted as k0d;.
Finally, the strength of a system .S with multiple subsystems .S; for a given asset p (u; in S;) is
defined as Strength(S, ) = kOds, and the stress is defined as Stress(S,u) = max kOd;. With

those definitions, the factor of security can be calculated as usual using Equation 1.

3.4 Applying FoS to Smart Grids and Substations

In this section, we illustrate how our FoS metrics can be applied to both the smart grid sub-
stations and the smart grid distribution domain to evaluate the security effectiveness of redundant
subsystems. Specifically, we apply the metrics to two substation-specific attack scenarios, namely,
the Precision Time Protocol (PTP) time delay attack [128] and the tripping circuit breakers at-
tack [50], and two attack scenarios in smart grids, namely, the cascading link failure attack [2] and

the coordinated attack against substations and transmission lines [3].
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3.4.1 Attack Scenarios in IEC 61850 Substations
PTP Time Delay Attack

PTP is a protocol used to synchronize clocks in a network. The PTP time delay attack aims
to delay PTP messages which are used for time synchronization in IEC 61850 substations [128].
Time synchronization among IEDs in substations is important since the lack of time synchroniza-
tion can lead to the control center making wrong decisions, such as scheduling the power demand
inefficiently [135]. In fact, PTP requires a master clock, which acts as the main time source, and
slave clocks, which get timing information from the master clock. In our substation model (Fig.
3.1), the GPS clocks (nodes A3 and B3) are PTP masters for each subsystem. In order to attack
this protocol, the attacker needs to delay or modify messages used in PTP for time synchronization
[128]. The attacker could be located physically close to the substation such that he/she can utilize
electronic spoofing equipment to spoof GPS messages [136]. The attacker could also remotely ac-
cess the substation to launch the attack, e.g., by compromising substation gateways (nodes A6 or
B6) or by causing malware to be installed on the remote operator’s machine (node 200). In this
scenario, we do not assume the physical proximity but consider the latter case.

Fig. 3.2 shows our attack graph model for the PTP time delay attack. The attacker can either
compromise the remote operator or the control center in order to gain access to the substation gate-
way. After compromising the substation gateway, the attacker needs to compromise the workstation
and then the GPS server in order to cause a time delay. Therefore, to compromise each subsystem,
the attacker needs to exploit in total five vulnerabilities (one in SSH version 1 or SSH version 2 or
HTTP version 1, followed by one in the gateway, one in the workstation, one in the GPS server, and
also the one in the firewall) to compromise each subsystem, and the £0d value of each subsystem is
5 (since all vulnerabilities are assumed to be zero-day). On the other hand, in order to compromise
the whole system, the attacker needs nine distinct vulnerabilities in total (one in SSH version 1, one
in Gateway version 1, one in Gateway version 2, one in SCADA version 1, one in SCADA version
2, one in GPS version 1, one in GPS version 2, one in Firewall version 1, and one in Firewall version

2), so the FoS (Factor of Security) can be calculated as the following.
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Observation: This simple application of the FoS metric can lead to the following observations.
First, as it can be seen, the FoS value is less than two because part of the attack graph (exploits
of the remote operator’s machine or network services of the control center) is shared by both sub-
systems. The insight is that while it is common for redundant subsystems to share certain external
components, such shared components may lead to common attack surfaces across the subsystems
and hence reduce the overall security effectiveness. Second, we can see that diversity in the gateway
(nodes A6 and B6) and GPS servers (nodes A3 and B3) between the two subsystems (i.e., the two
subsystems are using two different versions of those services) is the key to improving the FoS value,
even though diversifying such components may or may not be feasible in practice.

For the calculation of the PFoS (Probabilistic Factor of Security), we perform Bayesian infer-
ence on the goal condition of each subsystem, which is (T IME_DELAY, A3), and (TIME_DE
LAY, B3), respectively, and on the goal condition of the whole system, whichis (TIME_DELAY,

{A3, B3}). Probabilities for those nodes can be calculated as follows.

e Pr(TIME_DELAY, A3)) = 0.0000082037
e Pr((TIME_DELAY, B3))=0.0000082037

e Pr((TIME_DELAY,{A3, B3}))=0.0000000003

By taking those probabilities into account, PFoS can be calculated as follows.

L0 « 10g0.0s(0.0000082037) = 4.63665

L1 < 10g0.0s(0.0000082037) = 4.63665

L2 < 10gp.03(0.0000000003) = 8.681549
L2

PF = ———— =1.872
03 maz (L0, L1) 87237
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Figure 3.2: Attack Graph for PTP Time Delay Attack

Observation: We can observe that, in contrast to the calculation of FoS, the Strength and Stress
under PFoS both become slightly lower. This is mainly due to the existence of multiple attack paths,
which are taken into consideration under PFoS, whereas only one (the shortest) path is considered
under FoS. While the difference is not significant in this case (since there are only a few attack
paths), in general, the two metrics may have different trends as the number of attack paths changes.

(hence it is important to consider both), especially when many attack paths exist. We will investigate

this further through simulations in Section 3.5.

Tripping Circuit Breakers Attack

Circuit breakers protect transmission lines from damage due to excess current by disabling

transmission lines. As an example, transmission line failures were seen in the 2003 Northeastern
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blackout [152]; even though this blackout was not a result of a cyber attack, this could as well be
the case since an attacker who has access to the substation HMI will be able to send trip commands
from the HMI to Protection IEDs remotely [50]. In the Ukraine attack [141], attackers tripped circuit
breakers by sending remote commands, and they also changed the firmware contained in IEDs to
delay repair attempts.

Fig. 3.3 shows the attack graph representation of the tripping circuit breakers attack. The
attacker must compromise protection IEDs in order to trip circuit breakers. In order to do so, the
attacker needs to first compromise the gateway and the HMI to gain access to protection IEDs.
For each subsystem, the attacker may be detected at the last step of the attack using IDS_A_1
and IDS_B_1, respectively. In Fig. 3.3, the attacker needs to exploit four different vulnerabilities
for each subsystem. On the other hand, to compromise the whole system, the attacker needs six
different vulnerabilities (note that the same version number of both protection IEDs, A7, and B7,
indicate these are identically configured), so the FoS (Factor of Security) in this scenario can be

calculated as follows.

6

For the calculation of the PFoS (Probabilistic Factor of Security), we perform Bayesian infer-
ence on the goal conditions of subsystems, (I'RIPPED, A7) and (TRIPPED, BT), and on the
goal condition of the whole system, (' RIPPED,{A7, BT7}). Probabilities for those nodes can be

calculated as follows.

e Pr((TRIPPED, A7)) =0.00003544017
e Pr((TRIPPED, B7))=0.00003544017

e Pr((TRIPPED,{AT7,B7})) =0.000000007

By taking those probabilities into account, PFoS can be calculated as follows:
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Figure 3.3: Attack Graph for Tripping Circuit Breakers
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L0 <+ l0gp.03(0.000000007) = 7.434431
L1 + l0ogp.03(0.00003544017) = 4.057310

L2 < 10gp.03(0.00003544017) = 4.057310

L0
PFoS = —————— =1.832354
? max(L1, L2)

Observation: Comparing those two attack scenarios, we can observe that the FoS metrics yield
different values for different attack scenarios, even though they are both evaluated with respect to
the same substation. In practice, the power grid operator will need to assign weights to those results
to reflect the relative importance of those different threats and aggregate the weighted results to
evaluate the overall security effectiveness of the design. Also note that the existence of IDS does
not affect FoS since FoS only depends on the shortest attack path, which would not include an IDS
since it will cause the attack to fail. On the other hand, PFoS may be affected by IDS since PFoS
considers all attack paths and an IDS may reduce the probability of the attack by causing some

attack paths to diverge to the failure nodes.

3.4.2 Attack Scenarios in the Smart Grid Distribution Domain
Cascading Link Failure Analysis

The Cascading Link Failure Analysis is introduced in [2]. In this attack scenario, the smart grid
network is modeled as a directed graph where the nodes include producer nodes (power genera-
tors), intermediate nodes (substations), and consumer nodes (end users), and the edges represent
power and communication lines. The goal of attackers is to cause as much power loss as possible
by attacking the minimum number of transmission and communication lines. If attackers discon-
nect all incoming power or communication lines to a consumer node, this will cause a blackout at
the consumer node. Fig. 3.4 shows a smart grid network that consists of a transmission network
and a communication network. In this system, N1 and N2 are consumer nodes, S1 and 52 are

transmission substations, S3 is a distribution substation, 71, T2, ---, T'6 are transmission lines.
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C1, C2, C3, and C'4 are communication lines. Assuming that S1 and S2 are secure and cannot be
attacked, in order to cause a blackout in the area /N1, attackers could choose to compromise any of

the following combinations, 72 and 7’5, C'1 and C'3, or both.

Transmission
Substation
Sl

Consumer
N1

Distribution
Substation
S3

Transmission
Substation
S2

Consumer
N2

Figure 3.4: Smart Grid Transmission and Communication Networks [2]

In Fig. 3.5, the attacker needs to follow one of the three paths to compromise each subsystem.
Among those paths, the shortest path is the path containing two known vulnerabilities (CVE-2012-
1442, CVE-2012-0022). Therefore, the attacker can trip 72_1 and 7'5_1 to cause a blackout in area

N1_1. The k0d value for the shortest path can be calculated as follows.

k‘Od (T2,1 — T5,1, (BlaCkOUt, N1,1>) = 10g0.08(0'43) —+ 10g0.08(0‘5)

= 0.3341 4 0.2744 = 0.6095

Similarly, the same two known vulnerabilities can be used to compromise the second subsystem,
and the k0d value can be calculated as k0d (1722 — T5.2,(Blackout, N1_2)) = 0.6095. For
the whole system, the attacker can use the same two known vulnerabilities to compromise both
subsystems and reach the goal condition “(Blackout,{N1_1, N1.2})”. Therefore, the k0d value

for the whole system can be calculated as:
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AL (T2.1 — T5.1 — T22 — T5.2, (Blackout,0)) = 0.6095

By taking those into account, the FoS value can be calculated as follows.

0.6095
FoS = = 1.0 5
05 = az(0.6095, 0.605) ®)

For the PFoS metric, we perform Bayesian inference on subsystem goal conditions, which are
“(Blackout, N1_1)” and “(Blackout, N1_2)”, and the goal condition of the whole system. Prob-

abilities can be calculated as follows.

e Pr((Blackout, N1_1)) = 0.227665
e Pr((Blackout, N12)) = 0.13325522

e Pr((Blackout,{N1.1,N12}))=0.107674496

By taking all of those probabilities into account, the PFoS can be calculated as follows.

L0 < logo.0s(0.107674496) = 0.882376
L1 + 10go.0s(0.13325522) = 0.7979832

L2 «+ 10g0.08(0.227665) = 0.585922

L0
PFoS = ————— ~ 1.105757
? max(L1, L2)

Observation: It can be seen that, in this special case, the FoS value of 1 implies that the design
of two subsystems does not provide any advantage in terms of security resilience against attackers
who follow the shortest attack paths. On the other hand, the PFoS value indicates a slightly more
optimistic scenario where attackers may not necessarily (be able to) follow the shortest paths, and

hence the redundancy still provides a little more security resilience against such attackers. This is
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Figure 3.5: Attack Graph for Cascading Link Failure Analysis
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also usually (not always) true in general, i.e., the PFoS is slightly more optimistic than FoS since
the former is designed to reflect the average case scenario (i.e., attackers may or may not have the

skills and resources to take advantage of the shortest paths).

Coordinated Attack Against Substations and Transmission Lines

Originally, coordinated attacks against substations and transmission lines were presented in [3].
In these attacks, attackers target combinations of substations and transmission lines concurrently.
Assuming that substations S1 and S2 are secure and cannot be attacked, the attacker has to target
53 and transmission line 72 and optionally target transmission lines 7’1 and 7'5 in order to cause a
blackout in the area N 1.

Fig. 3.6 demonstrates the attack graph of the coordinated attack against substation S3 and trans-
mission line T2. Attackers can attack substations by compromising substation gateways and attack
transmission lines by tripping circuit breakers. In Fig. 3.6, the attacker can first trip the circuit
breaker, 72_1, and then compromise the gateway of the substation S3_1, which gives the shortest
attack path with the least kOd value. Since 72_1 contains a zero-day vulnerability, exploiting it
counts as one toward the kOd value calculation. S3_1 contains a known vulnerability with probabil-
ity 0.75, so the equivalent k£0d value for S3_1 is l0ogp.0s0.75 = 0.1139. Therefore, the shortest path
has a kOd value of 1.1139. A similar calculation applies to the other subsystem, and the shortest path
also yields a k0d value of 1.1139. For the whole system, the attacker can reuse known vulnerability
CVE-2012-0461 for exploiting both S3_1 and 53_2, so he/she needs two zero-day vulnerabilities
(those in T'5_1 and T'5_2) and one known vulnerability (CVE-2012-0461) to compromise the whole
system, and the k0d value for the whole system is 2 + 0.1139 = 2.1139. By taking these into

account, the FoS can be calculated as follows.

2.1139
FoS = — 1.897747 6
o = naw(1.1139,1.1139) (6)

For the calculation of PFoS, we also consider the similarity node in Fig. 3.6 since 72_1 and 7'2_2

are considered as different but similar IEDs (e.g., different versions). After adding that similarity
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node, Bayesian inference is performed on goal conditions of subsystems, (BLACKOUT, N1_1)
and (BLACKOUT, N1_2), and for the goal condition of the whole system, (BLACKOUT,{N1_1,

N1_2}). The probabilities for those nodes are calculated as follows.

e Pr((BLACKOUT,N1_1))=0.0603624
e Pr((BLACKOUT, N1.2)) =0.048270

o Pr((BLACKOUT,{N1_1,N1.2})) = 0.018565262

By taking those probabilities into account, the PFoS can be calculated as follows.

L0 + logo.03(0.018565262) = 1.57834
L1 < logo.08(0.048270) = 1.200027

L2 + logo0s(0.0603624) = 1.1115164

LO
PFoS = —————— =1.31525374
¢ max (L1, L2)

Observation: It can be seen that, in this special case, the PFoS value is actually smaller than the
FoS value, which is opposite to most cases seen above and to the general pattern that PFoS would
be slightly more optimistic. Therefore, the behavior of those metrics is not always straightforward,

and we will investigate this further in the coming section through simulations.

3.5 Simulations

3.5.1 Experimental Design

Our simulations are performed on both the substation level and the smart grid level. We are us-
ing IEEE 14-bus [153] for the smart grid level. For substations, we use the substation configuration
given in Fig. 3.1 as the seed graph and generate different substation configurations by randomly
adding more hosts and connections between hosts. The IEEE 14-Bus does not originally include

communication lines, so we make additional efforts to add communication lines to IEEE 14-Bus
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Figure 3.6: Attack Graph for the Coordinated Attack [3]
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following the literature [2, 132]. In [132], the authors provide communication infrastructure topol-
ogy for the IEEE 14-Bus system, and the same communication topology is used in [2]. After adding
communication infrastructure to IEEE 14-Bus, we develop attack graphs that include ways whereby
Bus 5 in IEEE 14-Bus can be attacked in order to cause a blackout, similar to the ones in Figs. 3.5
and 3.6. The energy components and control elements are not considered as parts of the attack
graph modeling. The attack graph for the IEEE 14-Bus and other attack graphs shown in the pre-
vious section are taken as seed graphs for generating attack graphs. For a given seed graph, hosts
are added with a randomly chosen set of services, and random connections are added between the
newly added host and existing hosts. Known vulnerabilities are chosen from the CVE database 8.
Zero-day vulnerabilities are assumed to exist in most services. After adding hosts, firewalls and
intrusion detection systems are added to attack graphs. Firewalls are added by choosing a random
connection condition in the attack graph and placing that connection condition behind a firewall.
IDSes are added by choosing a random privilege condition (which is not included in initial condi-
tions) and adding a connection from the chosen random privilege condition to the IDS exploit and
from the IDS exploit to the failure condition.

All simulations are performed on MacOS Mojave 10.14.1 with a 2.9 GHz Core i7 processor
and 16 GB RAM. The attack graph generation and FoS calculation are implemented in Python 3.6,
and the Bayesian inference is based on the automated reasoning tool SamIam'?. Our experimental
setup is summarized in Table 3.2. Section 3.5.2 compares the FoS and PFoS in different substation
setups. Section 3.5.3 studies both metrics with security aspects, and Section 3.5.4 provides an
extensive study with extra security mechanisms. Section 3.5.5 studies the behavior of metrics with

respect to different types of attacks and their combinations.

3.5.2 Comparison Between FoS and PFoS

In this section, we evaluate the behavior of the metrics based on substation setups. Our first
simulation aims to determine how our metrics would behave when applied to systems of different

sizes, e.g., when the utility expands its smart grid network or substations. This simulation is based

10 SamIam: Sensitivity Analysis, Modeling, Inference, and More http: //reasoning.cs.ucla.edu/samiam/
[Online; Accessed 23-March-2018]
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Table 3.2: Experimental Setup

Smart Grid

Substation

Type of Attacker

Remote attacker who has access to IED controlling transmission
lines, communication lines and substation gateways.

Remote attacker who resides in the same network as the substation gateway.

Attack Scenarios

Cascading link failure analysis and coordinated attack against transmission lines
and substations.

PTP time delay attack and tripping circuit breakers attack.

Attack Method

Disconnecting transmission lines, disrupting communication lines or compromising
substation gateways.

Exploiting vulnerabilities, delaying PTP messages, tripping circuit breakers.

Number of Nodes in
Attack Graphs

10-600

10-500

Characterization of
The Power Network

IEEE 14-Bus which includes 14 buses, 5 generators, 11 loads, 17 transmission lines,

with communication lines added similar to [2]

The power network is not considered.

Deployment of
Firewalls and IDS.

Connectivity conditions are chosen randomly before which firewalls are added.
IDSes are added as special types of exploits in which the precondition is one of the
postconditions gained by the attacker and if the detection succeeds, the attack fails.

Connectivity conditions are chosen randomly before which firewalls are added.
IDSes are added as special types of exploits in which the precondition is one of the
postconditions gained by the attacker and if the detection succeeds, the attack fails.

on over 5,000 attack graphs. First, we group attack graphs with similar sizes together and calculate
the average FoS and PFoS values for each group. In addition, we generate a set of capabilities (i.e.,
which vulnerabilities may be exploited) for 500 fictitious attackers where the number of zero-day
vulnerabilities exploitable by each attacker follows a normal distribution, and the number of known
vulnerabilities the attacker can exploit depends on the CVSS score of the known vulnerability (e.g.,
for a vulnerability with a CVSS score of 9.0, the attacker would be able to exploit it with probability
0.9). We compare the predicted attack resilience results of the FoS metrics to the actual success
rate in terms of the number of attackers who can successfully reach the goal condition with their
assigned capabilities.

Results and Implications: As can be seen in Fig. 3.7, as the attack graph size increases, the
metrics generally decrease since a larger attack graph would mean more identical components across
the subsystems, and hence the redundancy becomes less effective in terms of providing security
resilience. We can also observe that, in contrast to FoS, PFoS decreases more slowly since it is
based on all attack paths. Finally, as metrics decrease, the number of successful attackers increases
following a reversed trend, which means the metrics can reflect the expected security effectiveness
of the design.

Our second simulation aims to analyze how metrics behave with more diversity available, e.g.,
when the utility invests in having different types of communication equipment, IEDs, and other
devices deployed in the same substation. Those different choices of resources are modeled using
the version numbers in our attack graphs, as discussed in the previous section, and we will call
the collection of such choices the resource pool. We perform simulations by varying the size of

the resource pools. This simulation is based on 900 attack graphs, and the resource pool sizes are
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Figure 3.7: FoS and PFoS in Sizes of Attack Graphs

4,8,12,16, 20, and 24.

Results and Implications: As it can be seen in Fig. 3.8, as the resource pool size increases, both
metrics generally increase. However, the improvement gradually flattens out as the resource pool
size further increases since other factors, such as the shared components across subsystems, become
more dominant. Therefore, investing in diversity may improve security effectiveness to some extent,
but ultimately the system design (the topology) becomes the determining factor. Nonetheless, as
metric values increase, values of the number of successful attackers decrease.

Our third simulation aims to determine how metrics behave at the smart grid level. We developed
attack graph models for the IEEE 14-Bus system with communication lines [2], and such attack
graphs are taken as seed graphs to generate more attack graphs. We perform simulations to see how
the number of successful attackers would change as both metrics increase.

Results and Implications: As it can be seen in Fig. 3.9, in IEEE 14-Bus systems, the number of
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successful attackers almost decreases linearly in FoS. The FoS also covers the full range of values
between 1 and 2. The PFoS only starts from 1.2 and ends around 1.9, and there is a sharper decrease
in the number of attackers before the PFoS value of 1.4. PFoS values have a limited range due to
the average nature of PFoS (e.g., no systems could yield a value less than 1.2 when taking into
consideration all the attack paths). This also explains the initial sharp decrease in the number of
attackers with respect to PFoS.

Our fourth simulation aims to determine the relationship between FoS and PFoS. We group
attack graphs with similar ranges of FoS values and analyze the relationship between their PFoS
values and the number of attack paths (since the key difference between FoS and PFoS is the number
of paths that is taken into consideration).

Results and Implications: As can be seen in Fig. 3.10, for smaller values of FoS (lower curves),

PFoS clearly increases in the number of paths. As FoS gets larger, the trend becomes less obvious
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(i.e., there is no significant difference between FoS and PFoS). This indicates that, for systems with
a smaller value of the FoS metric but a large number of attack paths (this implies that the system
is not well designed in terms of both security and redundancy), the difference between those two
metrics (i.e., PFoS is more optimistic than FoS) becomes more significant, and hence it becomes
more important to consider both metrics at the same time. Conversely, for better-designed systems
with higher FoS values or fewer paths, the two metrics behave similarly, and thus using one of those

metrics might be enough.

3.5.3 Metrics versus Security Aspects

In this section, we simulate various security aspects to observe the behavior of FoS and PFoS.
One unique aspect of cyber-physical systems like smart grids is that some components may only be

available from a small number of manufacturers, and diversifying such components in practice may
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not be feasible. Therefore, our next two simulations analyze the effect of such components on the
security effectiveness of redundant systems. The fifth simulation analyzes how our metrics behave

when IEDs cannot be diversified.

Results and Implications: In Fig. 3.11, we can see that both metrics yield lower values when
IEDs cannot be diversified. While FoS almost linearly decreases in graph sizes when IEDs can be
diversified, the decrease flattens at a certain point in the other three cases since the role of diversity
diminishes and other factors, such as the topology, become more dominant.

Our sixth simulation analyzes how metrics behave when communication equipment cannot be
diversified. Since communication in smart grid networks or IEC 61850 substations must follow
specific protocols, this is a realistic scenario.

Results and Implications: In Fig. 3.12, as it can be seen, the gap between metric values (with
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and without diversity) becomes smaller compared to the previous case (diversification of IEDs).
This implies that the diversity of different components in a system may be of different significance
w.r.t. the effect on the overall security effectiveness of the redundant design, e.g., diversifying the

IEDs may yield more benefit than diversifying the communication equipment.

Our seventh and eighth simulations analyze how the percentage of zero-day vulnerabilities to
known vulnerabilities affects the metrics. First, we conduct experiments by making all the vulner-
abilities in the substation zero-day. After that, we experiment by making half of the vulnerabilities
zero-day and making the other half known.

Results and Implications: Fig. 3.13a shows how metrics behave when all vulnerabilities are
assumed to be zero-day. As can be seen, metrics behave similarly when all vulnerabilities are zero-

day since all vulnerabilities will be treated the same. Fig. 3.13b shows how metrics behave when
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half of the vulnerabilities are zero-day and the other half of vulnerabilities are known. In that case,
the metrics diverge slightly due to the increasing uncertainty in the CVSS scores.

Our last set of simulations in this section highlights how the FoS metric behaves when applied to
one specific attack in the IEC 61850 substations. The two simulations are performed by generating
attack graph models by taking the PTP time delay attack as the seed graph. We focus on the FoS
metric, and we fix the k0d value of each subsystem assuming that all vulnerabilities are zero-day.

Results and Implications: As it can be seen in Figs. 3.14a and 3.14b, the attack graphs are
much smaller in this case since we are considering one specific attack in a substation. We can
observe that the results are quite similar to previous cases, i.e., as the size of substations increases,
FoS decreases as the number of successful attackers follows a reversed trend. Also, although larger
substations may yield larger kOd values, the size does not have a significant impact on the FoS

values. In conclusion, the metrics can be applied with respect to one attack or multiple attacks and
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are applicable to both substations and the distribution domains.

3.5.4 Security Mechanisms and Similarity

Our first two simulations aim to study the effect of an increasing number of security mecha-
nisms, including firewalls and IDSes, on our metrics. In those experiments, we place firewalls and
IDS at random locations of each subsystem.

Results and Implications: In Fig. 3.15a, we can see an increase in both metrics as the number
of firewalls increases, although the trend is slightly different. This is because adding firewalls can
increase the shortest attack path length for the whole system more than it does for the shortest attack
path of each subsystem in the case of FoS. For PFoS, adding firewalls increases the length of one
or more attack paths. However, as we can see from the results, such an increase is not always
significant. In Fig. 3.15b, as it can be seen, adding IDSes does not affect FoS since FoS is only
based on the shortest attack path (which will not include detected attacks). On the other hand, PFoS
increases as the number of IDSes increases since the probability that the attacker can reach the final
goal or any of the subgoals decreases due to the increased detection capability. This difference also
shows the importance of considering both FoS and PFoS in practice.

Our third and fourth simulations study the relationship between component similarity and the
metrics. We consider two cases as follows. First, in the case where the similarity between com-
ponents can be fully quantified or estimated, the average similarity score can be used to represent
the relative level of similarity between components. Second, in the case where operators favor a
more simplistic approach of simply labeling some components as “different”, the percentage of
similar components can be used. In our simulations, the similarity score of each component is ran-
domly assigned following a uniform distribution between 0.0 and 1.0, and the percentage of similar
components is varied from 0.2 to 0.8.

Results and Implications: In Fig. 3.16a, as it can be seen, as the average similarity score in-
creases, FoS is not affected much since the length of the shortest path used in FoS does not consider
the similarity between components. On the other hand, PFoS decreases as the average similarity
score increases. This is expected since the probability of exploiting the whole system increases with

a higher level of similarity between the subsystems’ components. In Fig. 3.16b, it can be seen that
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the percentage of similar components has no effect on FoS (the reason is similar to the previous
case), while it does affect PFoS with a similar trend as in the previous case, which again shows the

importance of taking both metrics into account.

3.5.5 Other Attacks

Our first two simulations aim to analyze how metrics change with respect to attacks against
cyber components or attacks against IEDs in the substation.

Results and Implications: In Figs. 3.17a and 3.17b, we can see that the metrics and the number
of attackers who can succeed show a reverse trend. Metric values (FoS and PFoS) are generally
larger in the case of attacks against IEDs since attacking IEDs requires the attacker to compromise
the substation HMI or the Workstation. For both attacks against cyber components and IEDs, im-
proving FoS and PFoS metrics enhances the security posture of the substation regarding redundancy.
However, in the case of attacks against IEDs, even a small increase in FoS and PFoS causes a large
decrease in the number of attackers who can compromise both subsystems compared to attacks
against cyber components. This implies that diversifying IEDs, such as using different products
from the same supplier for an IED as backups, significantly improves the security posture of the
substation with respect to redundancy.

Our third and fourth simulations study combinations of different types of attacks in the substa-
tion and different types of attacks in the smart grid. For the case of the substation, we combined
attacks against cyber components and attacks against IEDs. For the case of the smart grid, we con-
sidered four scenarios which are attacking transmission lines only, attacking communication lines
only, attacking substations only, and attacking both substations and communication lines.

Results and Implications: In Fig. 3.18a, it can be seen that even when different types of attacks
are combined, the metrics and number of successful attackers show a reverse trend. In Fig. 3.18b,
it can be seen that the metric values for attacks involving only transmission lines are higher since
most power systems are designed with N-1 reliability criteria, which means that the attacker has to
compromise at least two transmission lines in order to compromise the power system. However, the

same is not necessarily true for communication lines or substations.
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3.6 Applying FoS and PFoS to Other Critical Systems

In order for those metrics to be utilized for other critical systems, the system in question has
to have a redundant design. Redundancy in critical systems can be designed as either active re-
dundancy or cold-standby redundancy [154]. Metrics defined in this chapter are applicable to any
critical systems using cold-standby redundancy which implies that only one component is active
at a time. In order to apply this work to other critical systems, attack graph models for each sub-
system and for the whole system need to be generated according to a different configuration than

substations.

3.7 Summary

In this chapter, we have proposed two novel security metrics, namely, the factor of security (FoS)
and the probabilistic factor of security (PFoS), to evaluate the security effectiveness of redundant
subsystems in smart grids and substations. Specifically, we have provided a concrete design of a
substation based on IEC 61850 and standard industry practices. We have adopted the existing factor
of safety metric to the context of smart grid security based on the attack graph model in order to
define our FoS and PFoS metrics. We have applied the metrics to several attack scenarios in both
substations and the smart grid distribution domain. The considered attack scenarios have clearly
illustrated that our metrics could allow us to obtain a quantitative understanding of how effective
redundant designs are with respect to security resilience. We have performed simulations to study
how the metrics would behave in different scenarios, and our results demonstrate how the metrics

might be helpful in answering useful questions about security prioritization and planning.
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Chapter 4

Measuring the Security Postures of
Substations Against Supply Chain
Attacks

4.1 Introduction

The proprietary nature of smart grid devices and the limited number of vendors entail that a
power utility has little choice but to trust all the vendors, even if such a trust is not completely
verified. To make things worse, even a trustworthy vendor may become the target of the so-called
supply chain hijacking attacks [155]. In those attacks, the vendor’s network is infiltrated with mali-
cious codes injected into the developer’s copy of firmware or its update, which is then downloaded
to hundreds or thousands of devices. Such a threat of supply chain attacks has attracted only limited
attention in the smart grid domain. Despite existing efforts in analyzing and detecting supply chain
attacks, the development of a metric to quantify the risk of those threats is mostly overlooked in the
literature. Significant research gaps remain, such as the lack of means for instantiating the proposed
security metrics based on various supply chain-related risk factors and the lack of a model for cap-

turing the potential physical consequences of those attacks.
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In this chapter, first, we develop a supply chain risk metric (SC R) to capture several risk factors
that jointly determine the likelihood of a vendor containing supply chain vulnerabilities. Second,
building upon the proposed SC' R, we define two novel security metrics: kSupply and kSupplier.
Those metrics capture the overall security posture of IEC 61850 substations against supply chain
attacks. The kSupply metric measures the security posture regarding the minimum number of
supply chain vulnerabilities. Moreover, the kSupplier metric measures the minimum number of
devices from malicious vendors that must be compromised to compromise substations. Intuitively,
higher values of those metrics would indicate a less vulnerable substation because it is significantly
less likely to have many supply chain vulnerabilities or malicious vendors simultaneously and in
the same substation. Finally, to capture the potential physical consequences of supply chain attacks,
we develop a new model by combining attack graphs with the MDP to differentiate between the
shortest attack path and the most critical attack path with respect to potential physical damage.
Those models are developed using a realistic IEC 61850 substation (details of the substation can be
found in Chapter 3).

In the following, we present a motivating example to emphasize the need for security metrics

for IEC 61850 substations against supply chain attacks.

4.1.1 Motivating Example: Tripping Circuit Breakers Remotely

Consider a substation configuration in Fig. 4.1 on the left. Assume that this substation configu-
ration corresponds to Bus 1 of IEEE 4-bus [156] shown in Fig. 4.1 on the right. Also, assume that
a cyber adversary who is not capable of exploiting supply chain vulnerabilities (Node 100 in Fig.
4.1) has remote access to the substation network. In order to compromise the substation and start
remotely tripping circuit breakers, the adversary needs to follow the attack path, which consists of
(in the given order) compromising the gateway (Node 6), the HMI (Node 1), the Workstation (Node
2), and protection IEDs (Nodes 7 and 19). However, an attacker who is capable of injecting supply
chain vulnerabilities (Node 101) can inject those into the Workstation (Node 2) by compromising
its update channel and then plant a backdoor [157] that allows the attacker to compromise protec-
tion IEDs (Nodes 7 and 19) without compromising the gateway (Node 6) and HMI (Node 1). This

example shows that supply chain vulnerabilities can make the compromise easier for attackers.
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Figure 4.1: Motivating Example

As shown in the attack graph in Fig. 4.2, if the attacker is capable of exploiting known and

zero-day vulnerabilities, the attacker can follow the attack path: (V_Known_1, Attacker,6)

(V_Known-2,6,1) — (V_.SCADA,1,2) — (V_Trip,2,19) (shown using orange double lines

in Fig. 4.2). However, a supply chain capable attacker can follow a shorter attack path: (V _Supply
Chain_1,2,2) — (V _Trip,2,19) (shown using red double lines in Fig. 4.2). Lastly, the Interme
diate node is utilized to illustrate the fact that the attacker can compromise either IED1 (Node 7
in Fig. 4.1) or IED2 (Node 19 in Fig. 4.1) or both. The attack graph model motivates us to ask
the following questions: How can we model the likelihood that each device contains a supply chain
vulnerability? How can we measure the overall security posture of this substation against potential

supply chain attacks? How can we capture the physical consequences of such supply chain attacks

e.g., tripping circuit breakers? The remainder of this chapter will answer those research questions

by developing several security metrics considering supply chain attacks.
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4.2 Supply Chain Attacks

In this section, we first provide background information on supply chain attacks and then discuss

their characterization.

4.2.1 Background

Supply chain attacks refer to the exploit of compromised hardware or software in which the vul-
nerabilities are already present before the hardware/software is deployed and configured [158, 93]
or during shipment to the customer [94]. As an example, software update channels of Asus have

been compromised by hackers who use supply chain attacks as their main attack vector!. Since

those attacks are on the rise !

, securing smart grid substations against such attacks is receiving more
attention. In order to enhance the security of smart grids against supply chain attacks, four key
areas are identified in the U.S. Resilience Project [159], namely, (i) organizational best practices,
(ii) supply chain transparency and trust, (iii) supply chain security, and (iv) supply chain integrity.
First, organizational best practices involve risk assessment based on the potential impacts of supply
chain vulnerabilities for each product. Second, supply chain transparency and trust concerns check-
ing the certifications and trustworthiness of vendors. Third, supply chain security involves tamper
detection techniques for hardware and authenticating the assembled parts. Finally, supply chain in-
tegrity involves using cryptographic signing for components and authentication of assembled parts.
However, despite the existence of such guidelines, supply chain vulnerabilities are still being used
as an attack vector. As an example, updates to M.E. Doc financial software in Ukraine contained
the NotPetya ransomware [160]. As another supply chain security incident, in the SolarWinds sup-
ply chain attack, the attackers compromised the trusted vendor’s distribution channel [155]. More
specifically, SolarWinds is a company that primarily deals with Network Management Systems
(NMS). Orion is a network management software provided by the company. A vulnerability was
inserted into updates of the Orion software, which allowed attackers to take control of networks of

organizations. These security incidents demonstrate that securing critical infrastructures, such as

! A mysterious hacker gang is on a supply-chain hacking spree https: //arstechnica.com/information-
technology/2019/05/a-mysterious—hacker-gang-is—-on—-a-supply-chain-hacking—
spree/. [Online; Accessed 9-January-2021].
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substations, against supply chain attacks is important.

4.2.2 Characteristics

Supply chain vulnerabilities differ from known vulnerabilities in the sense that their existence
is not known. They also differ from zero-day [66] vulnerabilities in the sense that they are due
to deliberate actions taken by malicious or hijacked vendors rather than developers’ unintentional
mistakes. In this subsection, we will explain how supply chain vulnerabilities differ from zero-day

vulnerabilities, and then we will list unique aspects of supply chain vulnerabilities.

Comparison With Zero-Day Vulnerabilities

The concepts of supply chain and zero-day vulnerabilities are similar since they are not known
until the day they are exploited. However, those vulnerabilities are not equivalent. A zero-day vul-
nerability [66] means the vulnerability remains unknown until the day it is exploited (sometimes a
vulnerability without any patch or fix is also called zero-day); since most supply chain vulnerabil-
ities also remain unknown until they are exploited, they are similar to zero-day vulnerabilities. On
the other hand, the concept of supply chain vulnerability focuses more on the fact that the vulnera-
bility has been purposefully injected by the (malicious) vendor or by the attacker who has hijacked
the vendor’s distribution channel. On the contrary, most other (either zero-day or known) vulnera-
bilities are accidentally brought into systems due to developers’ lack of security awareness or simply

by mistakes.

Unique Characteristics of Supply Chain Vulnerabilities

The deliberate nature of supply chain vulnerabilities means the attacks can be performed more
stealthy and automated, with more severe consequences [161]. Unique characteristics of those

vulnerabilities include [12]:

e The (hijacked) vendor may continuously update the vulnerability to ensure it remains stealthy

and can evade existing detection and prevention solutions.
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The vulnerability may either take the form of a hidden backdoor that allows external at-
tackers to infiltrate and control the substation or act as malware to spread and activate itself

autonomously without the external intervention of attackers.

The attack by a hijacked vendor may involve many devices across multiple substations to

launch a coordinated attack and cause large-scale cyber-physical damages.

Different devices from the same (hijacked) vendor may be designed to help each other hide

their misbehaviors, making detection more difficult.

The attack may be designed to steal sensitive information, e.g., cryptographic keys or config-

uration information, and leak it out through existing (covert) channels.

The attack may be specifically designed to cause long-term damages, e.g., an IED can be
shipped with a supply chain vulnerability, which prevents it from reporting overcurrent on the

transformer.

The vulnerability can be harder to remove since the patch may require physical modifications,

e.g., changing chipsets.

We have investigated a list of major smart grid vendors producing devices for substations and

studied the number of devices they produce. Table 4.1 shows the approximate number of devices

from each vendor in each category inside a substation and the relative market shares of each vendor

according to their revenues obtained from?. Based on Table 4.1, we can conclude that as many as

14 devices may be affected due to one compromised vendor on average.

4.3 Modeling Supply Chain Attacks

In this section, we present concrete models of supply chain attacks under different scenarios in

IEC 61850 substations. To this aim, we consider a smart grid substation configuration based on

IEC 61850-90-4, as shown in Fig. 4.1 on the left. We will model different supply chain attack

% Largest Companies by Market Cap https://companiesmarketcap.com/. [Online; Accessed 9-January-
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Table 4.1: Devices and Suppliers in IEC 61850 Substations With Their Relative Market Shares
According to Revenues (Names Are Hidden).

« s Device Types Vendor Information

o Humfm Time . Remote . Phasor Phasor Total Vendor Relative

Gateway Machine Synchronization Protection Bay Terminal M.e T8N2 | ) easurement Data Number Market Share
Interface (GPS) IED Control Unit (RTU) Unit (MU) Unit (PMU) Concentrator of (16 June 2023) >
(HMI) (PDC) Devices

Supplierl 2 3 0 3 2 3 1 1 1 16 16%
Supplier2 1 2 2 5 5 1 1 1 0 18 18%
Supplier3 2 1 2 3 3 0 1 2 2 16 N/A
Supplierd 3 3 5 1 2 1 2 1 1 19 37%
Supplier5 1 1 0 1 1 1 0 1 0 6 9%
Supplier6 1 1 0 1 1 5 0 0 0 9 20%
Average 1.67 1.83 1.50 2.33 2.33 1.83 0.83 1.00 0.67 14.00

scenarios by extending the widely used attack graph model [15, 16]. In the extended model, grey
nodes represent supply chain vulnerabilities, light gray nodes represent zero-day vulnerabilities, and
white nodes represent known vulnerabilities (probabilities, vendors, and devices can be ignored for

now and will be explained later in Section 4.4.1).

4.3.1 Attack Scenarios
PTP Time Delay Attack

Precision Time Protocol (PTP) is a network time synchronization protocol that is used to syn-
chronize clocks in IEDs of IEC 61850 substations. In the PTP time delay attack [128], the attacker
aims to delay PTP messages to deteriorate the time synchronization between devices. In the PTP
protocol, there is a master clock and several slave clocks that obtain timing information from the
master clock. In Fig. 4.1, node 3 is the master clock. The attacker can inject supply chain vulnera-
bilities into the master clock through firmware updates [93], similar to the SolarWinds case [155].
This malicious update to the GPS clock can cause a lack of time synchronization, which can lead to
the malfunctioning of several processes and applications, e.g., voltage stability monitoring, which
depends on timings in Phasor Measurement Units (PMU) [128]. Since the PTP time delay attack
can be detected using a guard clock [128], we added detection nodes in the attack graph model.
Each component can contain known, zero-day, or supply chain vulnerabilities. Fig. 4.3 shows the

attack graph model for the PTP time delay attack.
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Figure 4.3: Attack Graph for PTP Time Delay Attack

Backdoors in Protection IEDs

In an IEC 61850 substation, typical IEDs include digital relays, fault recorders, controllers for
circuit breakers, capacitor banks, and tap changers [126]. As one type of IED, a protection IED
(node 7 or 19 in Fig. 4.1) is responsible for tripping circuit breakers due to a physical fault. The
protection IED can be shipped with a backdoor which allows attackers to trip circuit breakers re-

motely. In this scenario, the attacker is assumed to be behind that supply chain exploit, so the
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probability of exploiting the supply chain vulnerability is 1.0. In order to perform this attack, the
adversary first needs to infiltrate the substation network by compromising the substation gateway
(node 6 in Fig. 4.1). After compromising the substation gateway, the attacker can compromise the
substation HMI (node 1 in Fig. 4.1) and send fake crafted trip commands to trip circuit breakers ma-
liciously by taking advantage of the backdoor, which is (V _SupplyChain_1,7,7), in the protection
IED. The attack graph for tripping circuit breakers using the backdoor is shown in Fig 4.4.

<GW,6> <Attacker,Network>

<6,Network>
<V_GW,Attacker,6>
< > - > >
HTTRL Prob: 0.08
Vendor: Supplierl
L Device: Devicel
<SSH,1>

<root,6>

<6,1>

<V_HTTP6,1>
Prob: 0.08

‘Vendor: Supplier3

Device: Devicel

<V_SSH,6,1>
Prob: 0.08

‘Vendor: Supplier3

Device: Devicel

<Compromised,7> <root,1> <L,7>

* Probability of exploiting the supply chain vulnerability is 1.0 for the
attacker who is behind the supply chain vulnerability.

<Trip,7>

<V_Trip,2,7>
Prob: 0.08

‘Vendor: Supplierl

Device: Device3

Supply chain exploit

O Zero-day exploit

<Tripped,7>

Known exploit

----------- * o . Intermediate exploit
Backdoor, the attacker is behind
the supply chain vulnerability

<Compromised,Substation>

Shortest Attack Path With Supply Chain

Figure 4.4: Backdoor in the Protection IED
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Information Disclosure Using Compromised Devices

IEDs may contain critical information such as cryptographic keys [126] or substation configu-
ration language (SCL) files [162]. IEDs can be accessed remotely using communication channels
such as Secure Shell (SSH) or Telnet [163]. An IED containing a supply chain vulnerability can
send critical information to attackers via such communication channels or covert channels. Fig. 4.5
shows an attack graph that models the attack scenario in which an IED sends configuration files to

the attacker through Telnet.

<GW,6> <Attacker,Network>

<6,Network>

<V_GW,Attacker,6>
Prob: 0.08
Vendor: Supplierl
Device: Devicel

<HTTP,1>
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Prob: 0.08
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Device: Devicel

<Compromised,7> <root, 1> <InfoDisclosure, 7> ]

<V_InfoDisclosure,2,7>
Prob: 0.08
Vendor: Supplierl
Device: Device3

Supply chain exploit

© Zero-day exploit

Known exploit

<InformationDisclosure,7> | _.oe-eell
Intermediate exploit

I/ R ... | ] Information disclosure channel

<Compromised,Substation>

| ——— Shortest Attack Path With Supply Chain

Figure 4.5: Information Disclosure in IEDs
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Coordinated Attack

In IEC 61850 substations, merging units (node 31 in Fig. 4.1) are responsible for getting mea-
surements from physical devices. Protection IEDs (node 7 in Fig. 4.1) are responsible for tripping
circuit breakers to avoid physical faults in their protection zones. In this attack scenario, the op-
erator decides to replace merging units and protection IEDs with ones from a new vendor. Those
devices from the new vendor contain supply chain vulnerabilities making it possible for them to
work together to trip circuit breakers maliciously. In this attack scenario, both devices must be
compromised for the attack to succeed. The dummy exploit node (Dummy in Fig. 4.6) means that
the attacker needs to compromise both the IED and the merging unit to cause malicious tripping.
Both devices operate in normal conditions, but their aggregated effect will result in tripping circuit
breakers. Coordination between different devices may make detection even more difficult. This
scenario shows that using supply chain vulnerabilities, two seemingly ordinary devices from one
vendor may become malicious when they coordinate. The attack graph for the coordinated attack

scenario is shown in Fig. 4.6.
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Figure 4.6: Coordinated Attack Involving Merging Units and IEDs

4.4 Supply Chain Security Metrics

In order to measure the security posture of devices against attacks involving supply chain vul-
nerabilities, we first define several security metrics, which are SCR, kSupply, and kSupplier.
After that, we utilize attack graphs with MDP in order to identify critical substations in large power

systems.
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4.4.1 Supply Chain Risk Score (SCR)
Background on Supply Chain Risk Score

A substation network may include devices from different vendors. Although it is typically as-
sumed that all those vendors are trustworthy, this may not always be the case. In order to measure
the severity of supply chain vulnerabilities and consider the trust levels of vendors, we define the
supply chain risk score (SC'R) inspired by the CVSS [164]. SCR is defined similarly to CVSS
to take lessons from CVSS. For instance, CVSS has an important feature, which is hierarchical
scoring. Hierarchical scoring in CVSS means that the base score is first calculated; then, tempo-
ral and environmental scores are calculated if (and only if) the necessary information is available.
Hierarchical scoring is also applicable in the case of supply chain vulnerabilities since there are
risk factors [6] that can be quantified easily, such as the existence of vendors in the Open Trusted
Technology Forum [165]. On the contrary, some risk factors [6] may not be quantified easily, such
as secure transportation of devices. In addition, risk factors such as outsourcing may be kept confi-
dential. Therefore, we also define the SC R hierarchically such that all the available risk factors can
be identified and combined into a metric.

In order to define SCR, we first identify relevant questions in part 4 of NIST Cybersecurity
Supply Chain Risk Management for Systems and Organizations [166], to be answered by the power
system operator, for risk factors [6]. After that, we map each risk factor to a metric with the same
number of possible values in CVSS [164]. Such a mapping allows us to leverage the scoring method-
ology and aggregation formula of CVSS. CVSS score measures severities of known vulnerabilities
based on three metrics which are base, temporal, and environmental [164]. Base metrics define
characteristics of vulnerabilities that do not change over time. Temporal metrics are based on fac-
tors that change over time. Environmental metrics adjust the base and temporal metrics to a specific

computing environment. Risk factors, along with their categories are described in the next section.

Risk Factors for Supply Chain Vulnerabilities

Origin of the Product (O): The country in which the device is produced may be trusted or

distrusted. Since the manufacturer’s origin is assumed to be known in most cases, this risk factor is
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considered in the base score. Questions from the NIST SP-800 [166] related to this risk factor are:

e Table D-13, Section 2, Question 3 from [166]: “Is the product/service manufactured in a
geographic location that is considered an area of geopolitical risk for your enterprise based

on its primary area of operation (e.g., in the United States)?”

e Table D-13, Section 2, Question 4 from [166]: “Is the product manufactured or developed in

a country identified as a foreign adversary or country of special concern?”

e Table D-13, Section 3, Question 7 from [166]: “Do the laws and regulations of any foreign
country in which the supplier has headquarters, research development, manufacturing, test-
ing, packaging, distribution, or service facilities or other operations require the sharing of

technology or data with that foreign country?”

This risk factor is mapped to the “Attack Vector” base metric in CVSS, which also has 4 possible
values: NETWORK (0.85), ADJACENT (0.62), LOCAL (0.55), PHYSICAL (0.20). Based on this,

the risk factor O for a given device (De) is:

HIGH (0.85), for 3 YES answers

MEDIUM HIGH (0.62), for 2 YES answers
O(De) =

MEDIUM LOW (0.55), for 1 YES answer

LOW (0.20), for 0 YES answers

Producer of the Product (P): This risk factor depends on the producer of the device. This
risk factor is included in the base score, assuming the vendor is known. Questions from the NIST

SP-800 [166] related to this risk factor are:

e Table D-13, Section 3, Question 11 from [166]: “Does the supplier have documents that track

part numbers to manufacturers?”’

e Table D-13, Section 3, Question 18 from [166]: “Does the supplier have procedures for secure

maintenance and upgrades following deployment?”

87



This risk factor is mapped to the “Privileges Required” base metric in CVSS, which has the
following 3 possible values: NONE (0.85), LOW (0.62), HIGH (0.27). Based on this, the risk

factor P for a given device De is:

HIGH (0.85), for 0 YES answers
P(De) = { MEDIUM (0.62), for 1 YES answer

LOW (0.20), for 2 YES answers

Inclusion of the Vendor in Open Group Trusted Technology Forum (OTT): The Open
Group Trusted Technology Forum (OTTF) [165] develops a global supply chain integrity proce-
dure that provides buyers with a choice of certified partners and vendors. Given the fact that the
involvement of the producer in OTTF can be verified from the official website [165], this risk factor
is included in the base score. This risk factor can take two possible values: AVAILABLE and NOT
AVAILABLE. Therefore, we adopt the scoring of “Attack Complexity” base metric in CVSS [164],
which has 2 possible values: LOW (0.77) and HIGH (0.44). Based on this, the risk factor OTT for

a given device De is:

AVAILABLE (0.44), when the vendor is included in OTTF
OTT(De) =

NOT AVAILABLE (0.77), when the vendor is not included in OTTF

Transparency of Supply Chain Best Practices (BP): This risk factor measures the level of
transparency of the vendor in terms of applying supply chain best practices. Since such transparency
is assumed to be known in most cases, this risk factor is included in the base score. Questions from

the NIST SP-800 [166] related to this risk factor are:

e Table D-13, Section 4, Question 7 from [166]: “Does the supplier use, record, and track risk

mitigation activities throughout the life cycle of the product, system, or service?”

e Table D-13, Section 3, Question 10 from [166]: “Does the supplier employ the use of threat

scenarios to inform the vetting of sub-tier suppliers?”
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e Table D-13, Section 3, Question 16 from [166]: “Does the supplier use industry-standard

baselines (e.g., CIS, NES) when purchasing software?”

Similar to the risk factor O, this risk factor is mapped to “Attack Vector” in CVSS since they

both have 4 possible values. Based on this, the risk factor BP for a given device De is:

HIGH (0.85), for 0 YES answers

MEDIUM HIGH (0.62), for 1 YES answer
BP(De) =

MEDIUM LOW (0.55), for 2 YES answers

LOW (0.20), for 3 YES answers

Usage of Modules From Other Vendors (UV): This risk factor aims to measure the risk related
to parts from other vendors used by the vendor. This risk factor is placed in the temporal score since
a vendor can utilize parts from different vendors at different times. Questions from the NIST SP-800

[166] related to this risk factor are:

e Table D-13, Section 3, Question 1 from [166]: “Have you identified the supplier’s critical

suppliers?”

e Table D-13, Section 3, Question § from [166]: “Has the supplier declared where replacement

components will be purchased from?”

e Table D-13, Section 3, Question 12 from [166]: “Can the supplier provide a list of whom they

procure hardware and software from that is utilized in the performance of the contract?”

This risk factor is mapped to “Exploit Code Maturity” in CVSS [164], which is listed as a
temporal metric having 4 possible unique values (NOT DEFINED and HIGH have the same value
1.0): HIGH (1.00), FUNCTIONAL (0.97), PROOF OF CONCEPT (0.94), UNPROVEN (0.91).
Even though there are other temporal CVSS metrics with 4 possible unique values, Exploit Code
Maturity was chosen for mapping since it has the highest range of numeric values (from 0.91 to

1.0). Based on this, the risk factor UV for a given device De:
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HIGH (1.00), for 0 YES answers

MEDIUM HIGH (0.97), for 1 YES answer
UV (De) =

MEDIUM LOW (0.94), for 2 YES answers

LOW (0.91), for 3 YES answers

Outsourcing During Production (OU): Outsourcing is the usage of resources of another com-
pany during product development. Outsourcing should be done in a way that does not create supply
chain security issues. Outsourcing is considered in temporal score since companies to which the
vendor outsources may change with time. Quantifying the level at which outsourcing is done in
a trusted manner is challenging. The quantification of outsourcing shows how much the end user
trusts the vendor in the way the vendor performs outsourcing. Questions from the NIST SP-800

[166] related to this risk factor are:

e Table D-13, Section 3, Question 9 from [166]: “Have the owners and locations of all of the

suppliers, subcontractors, and sub-tier suppliers been identified and validated?”

e Table D-13, Section 4, Question 1 from [166]: “Does the supplier have definitive policies and

procedures that help minimize supply chain risk, including subsidiary sourcing needs?”

This risk factor is mapped to “Report Confidence” in CVSS [164], which is listed as a temporal
metric having 3 possible unique values (NOT DEFINED and CONFIRMED have the same value
1.0): CONFIRMED (1.00), REASONABLE (0.96), and UNKNOWN (0.92). Based on this, the

risk factor OU for a given device De is:

HIGH (1.00), for 0 YES answers

OU(De) = { MEDIUM (0.97), for 1 YES answer

LOW (0.91), for 2 YES answers

Secure Transportation of the Product (ST): Secure transportation means that the product is

not tampered with during transportation. Even if the vendor follows supply chain best practices,
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supply chain vulnerabilities may be inserted into products during transportation. Secure transporta-
tion is considered a temporal risk metric since its value can change with time. Questions from the

NIST SP-800 [166] related to this risk factor are:

e Table D-13, Section 5, Question 2 from [166]: “Does the supplier analyze events (environ-

mental or human-made) that could interrupt their supply chain?”

e Table D-13, Section 5, Question 6 from [166]: “Is the supplier’s inventory periodically in-

spected for exposure or tampering?”’

e Table D-13, Section 5, Question 8 from [166]: “Is there a documented chain of custody for

the deployment of products and systems?”

Similar to the risk factor UV, this risk factor is also mapped to “Exploit Code Maturity” in

CVSS [164]. Based on this, the risk factor ST for a given device De is:

HIGH (1.00), for 0 YES answers
MEDIUM HIGH (0.97), for 1 YES answer
ST (De) =
MEDIUM LOW (0.94), for 2 YES answers

LOW (0.91), for 3 YES answers

Table 4.2 provides a summary of risk factors.

Defining the Supply Chain Risk Score (SCR)

After defining risk factors, the next step is to combine them into the base and temporal scores.

We do this in a similar way as the exploitability base score of CVSS [164], which is defined as:

E=822x AV x AC x PRxUI @)

where F is Exploitability, AV is Attack Vector, AC is Attack Complexity, PR is Privileges Re-
quired, U1 is User Interaction. Here the constant 8.22 is used to ensure that the base metric values

are in the proper range (from 0.0 to 10.0) in CVSS [164]. Similarly, in the developed SC'R, we use
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Table 4.2: Supply Chain Risk Factors [6] with Their Categories, Possible Values, and Relevant

Questions
Relevant Questions
Risk Factor Category Possible Values from Table
D-13 in [166]
- Sect. 2,Qn. 3
HIGH: 0.85, MEDIUM HIGH: 0.62
Origin of the Product (O) — ) > | - Sect. 2,Qn. 4
BASE MEDIUM LOW: 0.55, LOW: 0.20 Sect. 3, Qn. 7
Producer of the SCORE HIGH: 0.85,MEDIUM: 0.62, - Sect. 3,Qn. 11
Product (P) LOW: 0.27 - Sect. 3, Qn. 18
Technology Forum (OTT) NOT AVAILABLE: 0.77
Transparency of Supply HIGH: 0.85, MEDIUM HIGH: 0.62, | gzz: ;" 82 Z 0
Chain Best Practices (BP) MEDIUM LOW: 0.55, LOW: 0.20 A
- Sect. 3,Qn. 16
- Section 3, Qn. 1
Usage of Modules From HIGH: 1.0, MEDIUM HIGH: 0.97, _ Section 3, Qn. 8
Other Vendors (UV) TEMPORAL | MEDIUM LOW: 0.94, LOW: 0.91 ) T
SCORE - Section 3, Qn. 12
Outsourcing During HIGH: 1.0, MEDIUM : 0.97, - Section 3, Qn. 9
Production (OU) LOW: 091 - Section 4, Qn. 1
Secure Transportation HIGH: 1.0, MEDIUM HIGH: 0.97, |~ gzzzgz g 82 2
of the Product (ST) MEDIUM LOW: 0.94, LOW: 0.91 . T
- Section 5, Qn. 8

the constant 32.315 to make sure base metric values are within a proper range. Similar to the CVSS

exploitability score, the supply chain base metric (SC RB) is defined as:

SCRB =32315x 0 x PxOTT x BP ®)
Additionally, the supply chain risk temporal score (SC'RT) is defined as follows:
SCRT = SCRB xUV x OU x ST )

After defining SCRB and SCRT, SCR for a given device De is formally defined as:

SCRB,

If factors UV, OU, and ST are not available.

SCR(De) =

SCRT, Iffactors UV, OU, and ST are available.

After defining the SC'R, the next step is to define the probability of exploiting a supply chain
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vulnerability. The probability of exploiting a given supply chain vulnerability in a given device De

is defined as:

1.0, If the attacker is behind that supply chain vulnerability.
Pr(De) =
0.08 x SCHDe)

If the attacker is not behind that supply chain vulnerability.

The probability is 1.0 for the attacker behind that supply chain vulnerability. For others, since
supply chain vulnerabilities are designed to be stealthy, the probability of exploiting a supply chain
vulnerability should be as difficult as even more difficult than exploiting a zero-day vulnerability
(with the probability of 0.08 [147]). We use the 0.08 coefficient in Pr(SE) to ensure the proper
range of Pr(SE), i.e., between 0.00 and 0.08.

Moreover, to differentiate between the difficulties of exploiting different vulnerabilities, the as-
sociated probability is converted to the path length using the approach detailed in Chapter 3. For in-
stance, in Fig. 4.2, the probability of exploiting the supply chain vulnerability ((V _SupplyChain_
1,2,2))1is 0.08 x 0.9 = 0.07. Thus, the path length of exploiting that vulnerability is [0gg.0s0.07 =
1.05, which means it takes 1.05 times more effort than a zero-day vulnerability to exploit that supply
chain vulnerability. Next, we leverage the supply chain exploit probabilities, which are calculated

using SCR, to define the kSupply metric.

4.4.2 Definition of £ Supply Security Metric

kSupply metric (inspired by the k0d metric[66]) is defined in this research to measure the se-
curity posture of IEC 61850 substations with respect to supply chain vulnerabilities. k0d counts
the minimum number of distinct zero-day vulnerabilities required to compromise a critical asset
in a given network. Similarly, £Supply counts the minimum number of distinct supply chain
vulnerabilities (note that if an attacker is capable of exploiting supply chain vulnerabilities, the
same attacker is assumed to be capable of exploiting zero-day and known vulnerabilities as well)
in order to compromise the network. As explained in the motivating example in Section 4.1.1,

an attacker who is capable of exploiting supply chain vulnerabilities can follow the attack path:
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(V_SupplyChain_1,2,2) — (V_Trip,2,19). This attack path contains one supply chain vulner-
ability and one zero-day vulnerability. Exploiting the supply chain vulnerability is equivalent to
exploiting logg g 0.07 = 1.05 zero-day vulnerabilities. Therefore, the value of kSupply is 2.05,
and the attack path is shown in red in Fig. 4.2. Intuitively, a larger value of the kSupply metric
means the substation is more secure since the chance of having a large number of distinct supply
chain vulnerabilities all at once in the same substation would be significantly lower. More formally,
the extended kSupply metric is defined as:

Definition I: Given a network with a set of hosts H, a set of resources R, a set of services
on each host with service mapping service(.) : H — 2F, a set of exploits E = {(r, hs, hg) :
r € service(hq), hs € H,hqg € H}, a set of supply chain exploits S = {(v_SupplyChain, hs, hs) :
hs € H}, and a set of detection mechanisms D = {(d, hs, hs) : hs € H,d ¢ D}, an extended at-
tack graph [12] is a directed graph G(E U S U D, R, U R;) where R, C C' x (EU S U D) and
R; C (EUSUD) x () are pre and postconditions, respectively. C is the set of condition nodes
which can be connectivity, privilege, vulnerability, information leakage channel, critical informa-
tion, the existence of a detection mechanism, and detection action. We define the kSupply metric
for an attack path P as kSupply(P) = Zf\; logo.0s SProb(i, P). In this equation, S Prob(i, P)

is the probability of exploiting the vulnerability ¢ on the attack path P, which is 0.08 for zero-day,

CV SSScore

100 for known, and Pr(De) for supply chain vulnerabilities. ¢ = 1,2, ..., N are identifiers

of vulnerabilities on a single attack path leading to the sink condition of G. kSupply for a given
attack graph G is calculated by taking the minimum among kSupply values of all attack paths lead-
ing to the sink condition. kSupply(G) = miny—; ... ,(kSupply(P;)), where Py, t = 1,--- ,nis

an attack path leading to the sink condition of GG and there are n such attack paths.

4.4.3 Definition of kSupplier Security Metric

kSupplier metric measures the minimum number of unique vendors required to be targeted by
the attacker to compromise the substation. For instance, in Fig. 4.2, the shortest attack path with
the minimum number of distinct vendors (shown in black) contains 2 distinct vendors: “Supplierl”
and “Supplier9”. Thus, kSupplier is 2 for the attack graph in Fig. 4.2. More formally, kSupplier

is defined as:
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Definition II: For a given attack graph A with n distinct attack paths Py, -- , P,, let an at-
tack path P; contain k exploits Ej, - -- Fy. Let V' be the set of distinct vendors on an attack path
P. V(F) = ij {Vendor(E;)}, where Vendor(E;) gives the vendor for a given exploit E;.
kSupplier(A) Z::11rninvlt:1,... ncard(V(F,)), where P;,t = 1,--- ,n represents attack paths on A,
and card is the set cardinality function.

In the kSupplier metric, we also consider services or devices for which the vendor cannot be
verified, such as counterfeit devices [98]. For those devices, we cannot ensure the authenticity of the
vendor. In this work, we model such devices as devices coming from an “Unknown” vendor. In the
metric calculation, we consider an unknown vendor as a “Unknown” which would match any other
vendor, and hence unknown vendors on a path will not increase the value of kSupplier metric, and
a path including only unknown vendors always has the kSupplier value of 1. As we demonstrate
through simulations in Section 4.5, kSupplier and kSupply complement each other in the sense

that one of them can be used when the other one cannot be improved.

4.44 MDP Generation Based on Attack Graph

kSupply and kSupplier metrics consider cyber attacks in which the attacker attacks the system
by exploiting vulnerabilities. The attack may or may not cause physical damage. As an example, in
Fig. 4.5, the attacker steals information using covert channels. Even though this attack does not have
any direct physical consequences, the attacker may be preparing for a coordinated attack with severe
physical consequences. In this chapter, we consider the potential physical consequences of attacks.
For this purpose, in addition to finding the shortest attack path for compromising critical hosts in
networks, attack graphs can also be utilized for calculating probabilities of compromising each host
by converting them into Bayesian networks (as detailed in [46] and [167]). However, attack graphs
do not consider the physical damage the attacker can cause to power systems. In order to overcome
this limitation, the authors in [74, 78] utilize the MDP model in which the attacker is modeled as an
agent aiming to maximize the amount of physical damage to the power system for finding critical
states the attacker can visit. States correspond to the set of compromised hosts. However, exploit
probabilities in MDP models are calculated without considering exploit relationships in both [74]

and [78].
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An MDP [168] consists of the following: S is a finite set of states, A is the finite set of actions,
P(s,s',a) is the transition probability function, R(s’) is the reward function for the state s’, v €
[0,1] is the discount factor. In order to generate the MDP model from the attack graph, the first
step is to identify the set of states and the set of connections between those states. States (S) are
sets of hosts compromised by the attacker in the substation. Actions (A) are vulnerability exploits.

Algorithm 1 provides the algorithm for generating MDP for a given attack graph.

Algorithm 1 Generating MDP For a Given Attack Graph

1: Input: Attack graph connectivity conditions (C'onn), and goal host (h,).
2: Output: MDP model generated from the attack graph.
3: - Add the initial state {} in which no hosts are compromised to the MDP
4: while No more states can be added do
5: - Get leaf nodes of the MDP
6: if the leaf node is the initial state ({ }) then
7: - Find hosts h;, where < h;, Network > € Conn
8: for each host h; do
9: - Add state {h;} to the MDP
10: - Create transition from {} to {h;}.
11: end for
12: else
13: for each leaf node do
14: if the leaf node contains the goal host, /, then
15: - Do not add any more states
16: else
17: -Let {h1,ha,- -, hx_1, hy} be the leaf node
18: - Find hosts h;, for which < hg, h; > € C'onn in the attack graph,
19: for Each host h; do
20: - Add state {hl,hg,"' ,hk_l,hk,hi} to MDP
21: - Add transition from {h1, ho,- -+, hx—1, hi} to {h1, ho, -+, hg—1, hi, hi}
22: end for
23: end if
24: end for
25: end if

26: end while

The first step is to add the empty state, which is the starting state of the attacker, to the MDP
model (line 3). After that, the MDP model is updated by getting leaf nodes (line 5) and finding hosts
directly reachable from the last hosts in leaf nodes (line 7 when the leaf node is the initial condition
and line 17 when the leaf node contains a set of hosts). Consequently, new states are created based

on reachable hosts (line 9 for the initial and line 19 when the leaf node contains states), and state
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transitions are added (line 10 for the initial and line 20 when the leaf node contains states). This
process continues until no states can be added to the MDP (line 4).

State transition probabilities (P(s, s’, a)) are retrieved from the attack graph by converting it to
a Bayesian model and performing inference on each privilege condition. For example, edge D in
Fig. 4.7 is the probability that the attacker can compromise HMI (Node 1 in Fig. 4.1) given that the
attacker has already compromised the gateway (Node 6 in Fig. 4.1). As a rule for an MDP model,
the sum of probabilities of outgoing edges from one state must be equal to 1.0. A vulnerability
exploit can either go to the next state (adding one more host to the set of compromised hosts) or
stay in the same state (which means the attacker has failed at that attack stage).

The reward function is defined as the sum of overload percentages of transmission lines [74]
after tripping a breaker. In pandapower [169], transmission line failures can be simulated, and load
percentages can be retrieved using “loading_percent” parameter. The reward function is defined
as the sum of loads exceeding the line capacity. As an example, if IED1 in Fig. 4.1 trips the
transmission line between Busl and Bus2, load percentages for all other transmission lines are
57.60, 41.80, and 104.55 according to pandapower [169]. In this case, the amount of the reward is
4.55. If both IED1 and IED?2 trip, it causes a blackout, so the reward is maximum.

The discount factor shows the difference between getting a reward immediately or in the future.
In [78], the authors experiment with different discount factors. In this chapter, the discount factor
is taken as constant 0.95 (a constant value close to 1.0) to make the value iteration algorithm [168]
converge. After defining the MDP, the value iteration function is executed for the MDP to identify
state values.

Fig. 4.7 shows the MDP for the attack graph in Fig. 4.1. According to this model, if the attacker
has a choice between compromising IED1 (Node 7 in Fig. 4.1) or IED2 (Node 19 in Fig. 4.1), the
attacker is more likely to choose IED1 since the value of the state in which IED1 is compromised
(state {6,1,2,7} in Fig. 4.7) is more than the value of the state in which IED2 is compromised
(state {6,1,2,19} in Fig. 4.7). As it can be seen, even though attacking both IEDs takes the same
effort according to the kSupply metric, their physical impacts are different, i.e., compromising

IED2 causes more damage than compromising IED1.
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Figure 4.7: MDP Model and Transition Probabilities

4.4.5 Identifying Critical Substations

After generating attack graphs and MDPs for each substation, kSupply and kSupplier metrics
are calculated. After that, the maximum state value is taken from each MDP model. This is done to
identify critical substations. Critical substations can be defined as substations with both lower attack
resilience and higher attack impacts compared to other substations in the same power system. More
formally, for a power system with n substations, the criticality of each substation S;, ¢ = 1,--- ,n
is a 3-tuple (kSupply;, kSupplier;, max(St;)), where St; is the set of state values [168] for the
MDP model generated for S;. For two substations .S; and S;, S; is more critical than S; if and
only if kSupply; < kSupply; and kSupplier; < kSupplier; and maz(St;)) > max(St;)).
Finally, the Pareto front of critical substations is provided to the operator so that those substations

can be the focus of security efforts. For example, the 3-tuple for the substation in Fig. 4.1 is

(2.05,2.00,19957.55).
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4.5 Simulations

Simulations for evaluating the effectiveness of kSupply and kSupplier are conducted on Ma-
cOS Big Sur 11.2 with a 2.4 GHz 7 processor and 16 GB of memory. 4800 attack graphs are
generated using the attack graph given in Fig. 4.2, which is based on the substation configuration
in Fig. 4.1, as the seed graph and adding new hosts and new exploits (known, zero-day, and supply
chain). The scenarios for simulating the effectiveness of the designed security metrics are explained

in the following subsections.

4.5.1 Relationship between i Supply And Number of Attackers

In this scenario, we assume the power system operator decides to deploy the kSupply metric
for measuring the security posture against different types of attackers that are capable of exploiting
the following types of vulnerabilities (i) only known, (ii) known and zero-day, and (iii) known,
zero-day, and supply chain. Therefore, our first simulation aims to find the relationship between the

kSupply metric and the number of successful attackers.
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Figure 4.8: Security Metric kSupply versus Attackers

Results and Implications: As it can be seen in Fig. 4.8, the number of category (i) attackers
decreases quickly as kSupply increases. After 1.7, only a negligible number of attackers of the
category (i) can succeed. The number of category (ii) attackers also decreases sharply; after 2.4,
only a negligible number of them can succeed. For category (iii) attackers, after 2.5, only a small
number of them can succeed. This result shows the importance of improving the security posture
of IEC 61850 substations against attackers of category (iii), which will also lead to its improvement

against categories (i) and (ii).

4.5.2 Relationship between £k Supplier And Number of Attackers

In the previous scenario, it was shown that the operator could utilize the kSupply metric to

measure the security posture of the substation against the three categories of attackers. To overcome
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the condition in which the kSupply cannot be improved, another metric, i.e., kSupplier, is pro-
posed to the operator. Therefore, our second simulation aims to identify the relationship between
the kSupplier metric and the number of attackers for each category to show that the kSupplier

metric is also effective.
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Figure 4.9: Security Metric kSupplier versus Attackers

Results and Implications: As can be seen in Fig. 4.9, the kSupplier metric also represents
the difficulty of compromising the network for three categories of attackers. Category (i) attackers
become a negligible issue after kSupplier value of 5 and kSwupplier is not as effective as kSupply
in terms of measuring the security posture against those attackers. The number of category (ii)
attackers becomes negligible after the value of 6. The number of category (iii) attackers who can
succeed becomes less, but it does not become negligible even with kSupplier value 7. This result
is because there can be attack paths with a huge diversity of vendors but autonomous supply chain

vulnerabilities close to critical resources.
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4.5.3 Relationship between £ Supply And kSupplier

This simulation aims to determine how kSupply and kSupplier metrics behave differently. A
utility may be bound to a limited number of vendors, so it may not always be possible to increase
kSupplier. Therefore, our third simulation aims to analyze the relationship between kSupply and

the number of category (iii) attackers for similar kSupplier values.
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Figure 4.10: Security Metric kSupply for Different kSupplier

Results and Implications: As it can be seen in Fig. 4.10, even when the operator is bound to a
limited number of vendors, they can eliminate the majority of attackers by increasing kSupply. Af-
ter kSupply value of around 3, category (iii) attackers become negligible even for small kSupplier
values. Fig. 4.9 shows that kSupplier is also effective in measuring the security posture, and in-
creased kSupplier leads to more security. However, in cases where kSupplier cannot be improved

(such as not being able to diversify vendors), kSupply can be utilized.
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4.5.4 Metric Calculation Times for kSupply and kSupplier

A power utility may want to increase its substation size and ensure that the calculation of secu-
rity metrics will not be impacted significantly. Therefore, our fourth simulation aims to determine

metric calculation times.
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Figure 4.11: Metric Calculation Times

Results and Implications: As it can be seen in Fig. 4.11, even for attack graphs with 100
nodes, the metric calculation takes less than 1 seconds. The calculation time of kSupply is almost
linear since heuristics are utilized for efficient calculation (explained in [50]). The calculation time
of kSupplier is also almost linear but slightly larger than that of kSupply. Based on this, a power
utility can utilize kSupply frequently and kSupplier when they deploy devices manufactured by

different vendors.
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4.5.5 Number of Channels and Coordinating Devices

In this experiment, our goal is to show how the number of coordinating devices affects the k0d
metric and kSupply metrics. We generate attack graphs with the number of coordinating devices

ranging from 2 to 5, and we take the average metric values for each case.
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Figure 4.12: Number of Coordinating Devices versus Metrics

Results and Implications: In Fig. 4.12, kSupply decreases as the number of coordinating
devices increases. This result is expected since having more devices from a malicious vendor means
less security with respect to supply chain vulnerabilities. On the other hand, the £0d metric increases

since the attacker has to compromise each device separately without taking advantage of supply

chain vulnerabilities.

In this experiment, our goal is to show how the number of communication channels affects

the number of attackers who may succeed. For this scenario, we assume that all supply chain

104



vulnerabilities are autonomous and that one channel is enough to leak critical information. We fix

the value of kSupply to 1.
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Figure 4.13: Number of Channels versus Number of Attackers

Results and Implications: In Fig. 4.13, the number of successful attackers also increases as
the number of channels increases. There is a fast increase from 4 to 5 channels and an even faster
increase from 5 to 6. For kOd, the change is negligible since the metric does not consider information
leakage. Adding more channels increases the number of paths an attacker may follow, but it usually
does not affect the shortest attack path. The implication of this simulation is that a large number of
communication channels can be risky, and such channels should be closely examined for abnormal

traffic.
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4.5.6 The relationship Between £0d and kSupply

In this experiment, our goal is to identify how kOd and k-Supply differ as the number of au-

tonomous supply chain vulnerabilities increases.
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Figure 4.14: The number of autonomous supply chain vulnerabilities vs. the metrics

Results and Implications: In Fig. 4.14, as the number of autonomous supply chain vulnerabil-
ities increases, the average value of k-Supply decreases, whereas the value of kOd does not change
as much. This is expected since autonomous vulnerabilities do not need to be activated, which leads

to lower k-Supply values.

4.5.7 Supply Chain Risk Factors

In this experiment, our goal is to identify how supply chain risk factors influence the SCR.
This simulation analyzes how SC' R changes based on supply chain risk factors. In this simulation,
we utilize the same 4800 attack graphs, fix each risk factor’s values, and randomly assign values of
other risk factors.

Results and Implications: As it can be seen in Figs. 4.15 and 4.16, an increase in any of those
risk factors causes an increase in the number of type (iii) attackers. Risk factors, O, BP, and P, are

the most important ones to focus on since the difference between the numbers of type (iii) attackers
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Figure 4.15: Risk Factors O, P, BP, OU, UV, ST

is higher for those. UV, OU, and ST are also important, but their ranges are smaller. For OT'T, as
it can be seen in Fig. 4.16, the difference between the numbers of types (iii) attackers is significant,

so it is essential to choose from vendors included in Open Forum [165] when applicable.

4.5.8 MDP Generation for Different Bus Systems

In this experiment, our goal is to analyze the total times for the MDP and attack graph generation
for bus systems with different sizes. For this purpose, we generate attack graphs for each bus in the
bus system using a seed graph like the one in Fig.4.2. After that, an MDP model is developed for
each bus utilizing the corresponding attack graph models and calculating rewards using pandapower

[169]. Experiments are conducted 100 times for each bus system to get the average execution time.
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Figure 4.17: MDP Generation Times for Different Bus Systems
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Results and Implications: As it can be seen from Fig. 4.17, even for a large system such as
Pegase 89-Bus [170], attack graph and MDP generation takes around 260 seconds. These results

show that kSupply, kSupplier, and state criticality values can be deployed to large power systems.

4.5.9 Critical Substations

In this scenario, our goal is to identify critical substations for IEEE 14 and 39-bus systems.
For this purpose, we generate attack graphs for each bus in the bus system using a seed graph like
Fig.4.2. After that, an MDP model is developed for each bus utilizing the corresponding attack
graph models and calculating rewards using pandapower [169]. Consequently, critical substations
are identified in each bus system. Experiments are repeated 100 times for each bus system to get
the average execution time and critical substations. The number of times each substation in the bus

system became critical out of 100 experiments is recorded.
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Figure 4.18: Critical Substations in 14-Bus
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Figure 4.19: Critical Substations in 39-Bus

Results and Implications: As it can be seen in Fig. 4.18, Bus 0, 8 and 11 (note that bus indices
are obtained from Pandapower [169]) in the IEEE 14-Bus are identified as critical substations around
80 times among 100 experiments. This shows that those substations should be the focus of security
enhancement attempts in the IEEE 14-Bus. Experiment results for identifying critical substations in

the IEEE 39-Bus are shown in Fig. 4.19. Critical substations in IEEE 39-Bus are 18 and 35.

4.6 Applying Supply Chain Security Metrics to Other Critical Sys-

tems

Security metrics defined in this chapter are applicable to other critical systems as long as those

systems deploy devices from different vendors. SCR is a generic risk assessment for supply chain
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vulnerabilities. For kSupply and kSupplier, only the attack graph model needs to be modified.
The MDP model proposed in this chapter can be utilized as long as attacks are cyber with physical
consequences. The reward function utilized in the MDP model needs to be modified according to

the new system since physical damage can be quantified in different ways for different systems.

4.7 Summary

In this chapter, three new metrics are designed to measure the security posture of IEC 61850
substations against supply chain attacks. The SC'R is developed by taking supply chain risk factors
into account. After that, we integrated SC'R into the kSupply to differentiate between different
supply chain vulnerabilities. Moreover, the kSupplier, which counts the minimum number of
vendors on attack paths, is designed to overcome the cases in which £Supply cannot be improved.
Through simulations, it has been shown that the defined metrics effectively measure the security

posture of IEC 61850 substations against supply chain attacks.
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Chapter 5

Optimal Security Hardening of
Substations Against Supply Chain
Attacks

5.1 Introduction

Supply chain attacks present a significant threat to the security posture of substations, but they
have attracted limited attention in the smart grid research domain. The naive solution of replacing
less trusted vendors may not always be practically feasible due to operational constraints, such as
limited availability of devices and prohibitive costs. Most existing works focus on defining sup-
ply chain security metrics (Chapter 4), threat reporting among supply chain stakeholders [101],
and demonstrating the improvement of the security posture using non-supply chain hardening op-
tions [6]. Therefore, there is a need for a systematic solution that identifies hardening options for
improving the security posture of IEC 61850 substations against supply chain attacks.

To improve the security posture of substations against supply chain attacks, the operator needs
first to establish a model to capture potential vulnerabilities in the substation and how an attacker

might combine them to gain access, which can be challenging without automated tools. Moreover,
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to identify the optimum hardening options, the operator needs to evaluate and compare the im-
provement of security metrics that can be achieved by applying different hardening options. Such
hardening options must also respect the power utility’s limited budget and operational constraints
(e.g., certain connections cannot be behind a firewall). However, this can be daunting if done man-
ually, especially considering many hardening options and constraints (detailed in Section 5.2.2).
For instance, protecting HMI with a firewall may prevent the non-supply chain attacker, but it does
not block the attack path of the supply chain attacker. Moreover, replacing the vendor of the HMI
for hardening the substation may not be feasible when there are constraints bounding the operator
to a single vendor. Finally, considering the cyber-physical nature of substations, the operator may
additionally need to analyze the physical impact of cyber attacks after hardening to identify critical
IEDs controlling transmission lines. In the next section, we provide a motivating example based on

a real-world substation design, demonstrating challenges faced by operators.

5.1.1 Motivating Example

Fig. 5.1 illustrates an example substation (left) [167] and the challenges faced by an operator
(right) to improve the security posture of the substation. Suppose that the operator is concerned
mainly about attacks aiming at tripping circuit breakers [50] (as it would lead to overloading trans-
mission lines and their subsequent failure). Assume that two attackers with and without the capa-
bility of exploiting supply chain vulnerabilities (i.e., supply chain attacker and non-supply chain
attacker, respectively, in Fig. 5.1) can access the substation through the WAN. To start tripping
circuit breakers, the non-supply chain attacker first needs to infiltrate into the substation network
by compromising the Gateway (Node6). Next, the attacker can compromise the HMI (N odel)
and the Workstation (/Node2), and finally, compromise the Protection IED, Node7. However, the
supply chain attacker can start tripping circuit breakers by simply compromising the Workstation
(Node?2) and the protection IED (/N ode7) through an existing supply chain vulnerability that the at-
tacker has already planted inside the Workstation (/N ode2) to open a backdoor [157] and a zero-day
vulnerability, respectively.

To address those challenges, in this chapter, we propose the Hardening Framework for Substa-

tions (HFS), an interactive system for improving the security posture of substations in the presence
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Figure 5.1: IEC 61850 Substation and Attack Paths

of budget and operational constraints. Specifically, HFS enables operators to automatically gener-
ate attack graphs, calculate security metrics, and reason about different hardening options through
a visualization interface. Behind the scenes, HFS hardens substations against supply chain attacks
by cost-effectively maximizing the security posture using multi-objective optimization and allows
analyzing the potential physical impacts of cyber attacks. To support scenarios where there only
exists limited supply chain-related hardening options, we design HFS to mitigate supply chain at-
tacks by applying a mixture of supply chain-related hardening options (e.g., replacing vendors) and
non-supply chain-related hardening options (e.g., adding firewalls and relocating services). In the

next section, we present the detailed methodology of HES.
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5.2 Hardening Methodology

5.2.1 Overview

HFS enables the identification of optimal hardening options based on the operational and cost
constraints of the substation network. Fig. 5.2 shows an overview of HFS consisting of two main
components: Hardening Computation (HC) and Hardening Visualization (HV).

The HC component (Section 5.2.2) performs the underlying computations required for improv-
ing the security of the substation. To this end, it first generates the attack graph corresponding to
a given substation network and then calculates the security metrics for the generated attack graph.
Next, HC identifies the optimal hardening options based on the computed security metrics. Finally,
it leverages the Bayesian Network and Markov Decision Process to analyze the potential physical
impact of cyber attacks before and after hardening.

The HV component (Section 5.2.3) enables the operator’s interaction with HC and visualizes
the hardening results. To this end, HV allows the operator to adjust attack graphs interactively,
specify the list of devices for each service, and assign a vendor and a model for services running
on each host. The operator can also experiment with different hardening options. Based on the
specified values, HV identifies and visualizes the optimal hardening options and demonstrates the
effectiveness of hardening against cyber attacks with physical consequences. The rest of this section

explains each module of HFS.
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SSH,A <Attacker,Network>
<A,Network>

<attack_graph name="SimpleAG" goal=“<root,B>" initial="<Attacker,Network>">

<exploit_node type="unknown" cveid="CVE-XXXX" source="Attacker" target="A" name="SSH"
vendor="Supplier11" device="Devicel">
<precondition name="<SSH,A>" type="vulnerability”></precondition>
<precondition name="<A,Network>" type="connection"></precondition>
<precondition name="<Attacker,Network>"" type="privilege"></precondition>
<postcondition name="<root,A>" type="privilege"></postcondition>

</exploit_node>

<V_SSH,Attacker,A>
Prob: 0.08
Vendor: Supplierl1
Device: Devicel

<exploit_node type="unknown" cveid="CVE-XXXX" source="A" target="B" name="HTTP" <root,A> <AB> <HTTPB
vendor="Supplier9" device="Devicel">
<precondition name="<HTTP,B>" type="vulnerability" ></precondition>
<precondition name="“<A,B>" type="connection"></precondition> <V_HTTP, A,B>

Prob: 0.08
Vendor: Supplier9
Device: Devicel

sl

<precondition type="privilege" name="<root,A>"></precondition>
<postcondition type="privilege" name="<root,B>"></postcondition>
</exploit_node>
</attack_graph>

<root,B>

XML Definition (Left) of a Basic Attack Graph (Right). Semantically Related Items Have the Same Color

Figure 5.3: XML Definition of a Sample Attack Graph

5.2.2 Hardening Computation (HC)

In this section, we discuss how HC handles attack graph generation, metric calculation, and

network hardening.

Attack Graph Generation (AGG)

AGG module generates attack graphs that capture known, zero-day, and supply chain vulnerabil-
ities corresponding to an IEC 61850 substation. An example attack graph demonstrating how each
attacker (supply chain-capable and non-supply chain-capable) can maliciously trip circuit breakers
is shown in Fig. 5.4.

To this end, the AGG module takes its input information in XML format that the operator pro-
vides according to the configuration of the substation (i.e., the set of hosts and their interconnections,
the services running on each host, etc.). Fig. 5.3 shows an example XML file (left) of a basic at-
tack graph (right). Moreover, to support incremental updates over time, HFS allows the operator to
interactively adjust the basic attack graph through the following attack graph operations:

Adding a firewall for a connection Each connectivity condition represented in the attack graph
can be placed behind a firewall with a bypass probability that the operator specifies. Fig. 5.5

illustrates the addition of a firewall to protect the connectivity condition (6, 1) in Fig. 5.4.
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<Known_1,6> <Attacker,Network> <GW,6>

/
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CVE-2015-4555
Prob: 0.75
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<root,6> <6,1>
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<V_SSH,6,1>
Prob: 0.08
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Device: Devicel

<V_Known_2,6,1>
CVE-2021-41773
Prob: 0.43

Prob: 0.08
Vendor: Supplier9
Device: Devicel

<Compromised,2>

<1,2> <HTTP,2>
<SCADA2> ~“Toot,1> vd \

<V_HTTP,1,2>
Prob: 0.08

Vendor: Supplier9

Device: Devicel

<V_SCADA,1,2>
Prob: 0.08

Vendor: Supplier18

Device: Devicel

<Trip,19>  <2,19>

<root,2>

N

<V_Trip,2,7>
Prob: 0.08

Vendor: Supplierl

Device: Device3

Supply Chain Exploit

Zero-day Exploit

Known Exploit

Joo

<Tripped,7>

kSupply Shortest Path kOd Shortest Path

Figure 5.4: Attack Graph for Maliciously Tripping Circuit Breakers

Adding a host between two connected hosts A new host with an assigned service can be added
between each pair of directly connected hosts, while the connection between the latter may or may
not be retained.

Adding a vulnerability to a host A service with a vulnerability (zero-day, known, or supply
chain) can be added to an existing host. Fig. 5.5 illustrates the addition of a supply chain vulnera-
bility with the risk score (Section 4.4.1) of 9.0 to host1 in the attack graph shown by Fig. 5.4.

Adding a detection mechanism to a host A new detection mechanism with a particular detec-

tion rate can be added to one of the existing hosts.
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<Known_1,6> <Attacker,Network>
<Compromised, 1> <GW,6>

<V_Known_1,Attacker,6> <V_GW,Attacker,6>
CVE-2015-4555 Prob: 0.08
Prob: 0.75 Vendor: Supplierl
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<V_HTTP,1,2>
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Attack Graph Resulting From Adding One Firewall and Supply Chain Vulnerability to the Attack Graph in

Fig. 5.4 (New Edges Are Shown in Red)

Figure 5.5: Firewall and Supply Chain Vulnerability Addition to Fig. 5.4
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In the next section, we detail how the generated attack graph is adopted for measuring the

security posture based on the security metrics.

Metric Calculation (MC)

This module is responsible for calculating the security metrics, which are £0d [66] and kSupply
(Chapter 4). For calculating those metrics, the MC module first traverses the attack graph and ex-
tracts all attack paths leading to the goal condition. Extracting attack paths is typically done through
logical reasoning about the conjunctive and disjunctive relationships between nodes [69]. Conjunc-
tion means an attack graph node and its postconditions are included in an extracted attack path if all
preconditions of that node are satisfied. For instance, in Fig. 5.4, the exploit (V_GW, Attacker, 6)
and its postconditions are included in the extracted attack path when all of its preconditions (i.e.,
(GW,6), (6, Network), and (Attacker, Network)) are satisfied, which results in an extracted
attack path with the following set of nodes: {(GW,6), (6, Network), (Attacker, Network),
(V_GW, Attacker,6), (root,6)}. Disjunction means an attack graph node is included in multi-
ple attack paths, as the node can be satisfied if one of its preconditions is satisfied. For instance, in
Fig. 5.4, the node (root, 6) can be reached from three different attack paths, so it is added to three

attack paths with the following sets of nodes:
e P1:{(GW,6),(6, Network),(Attacker, Network), (V_GW, Attacker, 6),(root, 6) }

o P2:{(Known_1,6),(6, Network), (Attacker, Network),(V_Known_1, Attacker, 6),
(root,6)}

e P3:{(Compromised, 6),(6, Network), (V_SupplyChain_1,6,6),(root, 6) }

We recursively perform conjunction and disjunction procedures to extract the final attack paths
until the goal condition is included in the extracted attack paths. MC calculates £0d and kSupply
metrics based on the extracted attack paths for the attack graph. To reduce the complexity of cal-
culations, we leverage a heuristic method similar to [46], which retains only a certain number (4,
which is a parameter determined by the operator to trade-off between efficiency and accuracy [46]))
of the shortest paths for each privilege condition. For instance, in Fig. 5.4, the privilege condi-

tion (root, 6) can be reached through three attack paths, namely P1, P2, and P3, with attack path
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lengths of logp 0s(0.08) = 1.0, logo.0s(0.08) = 0.11, and logg0s(0.02) = 1.55, respectively. The
h value of two means that the security metrics are calculated based on the two shortest attack paths

(i.e., P1 and P2).

Network Hardening (NH)

This module hardens the substation according to the calculated security metrics. In this chapter,
we categorize hardening options into supply chain-related and non-supply chain-related options.

Specifically, supply chain-related options include:

e Replacing vendors with more trustworthy ones This is the most straightforward option to
reduce the supply chain risk score. For example, in Fig. 5.4, a suitable candidate for this
option is the HMI (host1) from a vendor with a risk score of 5.0. However, in some cases,
such a replacement is costly and may not effectively improve the network’s security posture.
For example, replacing the vendor of HMI with a more trustworthy one does not increase the
value of kSupply since the supply chain vulnerability in HMI ((V _SupplyChain_2,1,1) in

Fig. 5.4) is not on the shortest kSupply attack path.

e Upgrading the vendor hardware Compared to a new device, an old device is more likely to
contain supply chain vulnerabilities due to its potentially longer exposure to attackers. Up-
grading such old products with newer alternatives equipped with more security measures may
reduce the risk of supply chain vulnerabilities. For instance, according to'!, new products with
stronger hardware security measures can improve the overall security posture of an enterprise

by 55%.

e Upgrading the vendor firmware Upgrading firmware can sometimes patch existing supply

chain vulnerabilities, which reduces the SCR. For instance, according to 2, 60% of security

' 63% of organizations face security breaches due to hardware vulnerabilities https://
www.techrepublic.com/article/63-of-organizations—face-security-breaches—due—
to-hardware-vulnerabilities/ [Online; Accessed 29-May-2021]

2 The majority of 2019 breaches were the result of unapplied security patches https://
www.helpnetsecurity.com/2019/10/30/unapplied-security—-patches/ [Online; Accessed 29-
May-2021]
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breaches are linked to unapplied security patches. However, this option can also be a double-
edged sword as applying a firmware upgrade may decrease the security posture (e.g., in the

SolarWinds case [155], the update channel of the vendor was hijacked by attackers).

Additionally, HFS leverages non-supply chain-related hardening options. Although those op-
tions do not directly improve the SC R (Section 4.4.1) of supply chain vulnerabilities, they may still
improve the value of £Supply and thus improve the overall security posture of substations against

supply chain attacks. Non-supply chain-related hardening options include:

¢ Adding firewalls Each connectivity condition (e.g., (6, 1) in Fig. 5.4) can be placed behind a
firewall, which requires the attacker to circumvent that firewall before attacking the protected
services. Adding a firewall makes the attackers’ job more difficult since the attacker also

needs to bypass the firewall in order to launch successful attacks.

¢ Adding detection mechanisms A detection mechanism, with a particular detection rate, can
be added to the privilege conditions of each host to prevent attackers from gaining additional
privileges. Even though detection mechanisms do not directly improve the security metrics
that are based on the shortest attack paths (e.g., k0d and kSupply), they may reduce the
probability of the attacker gaining additional privileges as the attacker attempts to evade the

detection [167].

e Patching known vulnerabilities Known vulnerabilities (e.g., (V _Known_1, Attacker, 6) in

Fig. 5.4) can be removed by applying relevant security patches or upgrading the system [171].

¢ Diversifying components Utilizing a diverse set of vendors or different service instances of
the same vendor is an effective hardening option against known, zero-day, and supply chain
vulnerabilities. One reason is that different instances are less likely to have shared vulnera-

bilities that attackers can exploit to compromise multiple hosts running those instances [46].

e Disabling services Disabling an unnecessary service may improve the security posture of
the substation [171]. To illustrate, in Fig. 5.4, by disabling HT'T'P service in HMI, we can
remove the zero-day vulnerability (V_HTTP,6,1). This hardening option can be utilized

when it does not affect the overall functionality of the substation, according to the operator.
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¢ Relocating services between hosts Relocating services (e.g., moving a critical service to a
host that is protected by a firewall) may improve the security posture of the substation [110].
This hardening option can be utilized when it does not affect the overall functionality of the

substation, according to the operator.

Each hardening option comes with a monetary cost. An operator can specify the allowed budgets
and various costs (e.g., to maintain, replace, and repair devices) associated with hardening options,
e.g., based on Gartner’s total cost of ownership [172]. Although calculating the exact cost of each
hardening option may not be feasible before hardening, even a rough estimate is usually helpful in
identifying and choosing the proper hardening options. For example, the operator can estimate that
adding a firewall costs around 5300, as purchasing a firewall costs around 5000 dollars’, and the
labor costs around 300.

Additionally, an operator may need to consider the operational constraints. For instance, in some
cases, an operator may be bound to a specific vendor, which prevents him/her from using devices
from other vendors. By considering hardening options, costs, and constraints, we can formulate the

hardening as a multi-objective optimization problem as follows:

3 Network Firewall Pricing Comparison https://www.trustradius.com/buyer-blog/network-
firewall-pricing-comparison [Online; Accessed 29-May-2021]
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max (a1 x k0d) + (a2 x kSupply)

min OC
S.t. a1 +ag=1.0
(1) 0C<Q
(2) COF < Qy
(3) NOF < Fiimat
(4) VfeF, f ¢ CTCF
(5) COD < Qq
(6) NOD < Dijmit
(7)  VdeD,d ¢ HWCBWD
(8) COP <Q,
(9) NOP < Pimat
(10) VpeP,p ¢ KVCBP
(11) CODIV < Qaiv
(12) NODIV < DIViiu
(13) VdiveDIV,div ¢ STCBD
(14) COS < Qs
(15) NOS < Siimit
(16) VseS,s ¢ SCVTCM
(17) COM < Qmov
(18) CODIS < Quis

Specifically, the objective functions are to maximize the weighted average of metrics (specified
after the term max in the optimization formula) and minimize the overall cost (OC, specified after
the term msn in the optimization formula) according to budget and operational constraints where
and ag are the weights for £0d and kSupply, respectively, and represent the relative importance of
each metric in improving the security posture. The optimization formula also provides the following
list of constraints. It allows the operator to select those relevant to their substation according to the

available budget and operational constraints.
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(1) Overall cost (OC') cannot exceed Q).
(2) Cost of the added firewalls (COF) cannot exceed ().
(3) Number of the added firewalls (NOF') cannot exceed Fi;piz.

(4) None of the connectivity conditions that are protected by firewalls (F') can be in the set of

connections not intended to be protected by a firewall (C'T'C'F’).
(5) Cost of the added detection mechanisms (C'OD) cannot exceed ().
(6) Number of the added detection mechanisms (N OD) cannot exceed Dy; iz

(7) None of the hosts with the added detection (D)) can be in the set of hosts not intended to

have a detection mechanism (HW C BW D).
(8) Cost of patching (COP) cannot exceed Q).
(9) Number of applied patches (INO P) cannot exceed P;p¢-

(10) None of the known vulnerabilities that are patched (P) can be in the set of known vul-

nerabilities that do not currently have a patch (KVCBP).
(11) Cost of diversity (CODIV) cannot exceed Q ;.
(12) Number of diversified services (NODIV') cannot exceed DIVt

(13) None of the diversified services (DDIV') can be in the set of services not intended to be

diversified (STCBD).
(14) Cost of supply chain-related hardening options (C'OS) cannot exceed ().
(15) Number of applied supply chain-related hardening options (/N O.S) cannot exceed Syjpit-

(16) None of the supply chain exploits for which supply chain-related hardening options are

applied (.5) can be in the set of supply chain exploits that cannot be modified (SCVTCM).

(17) Cost of moving services (COM) cannot exceed QQo0-
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(18) Cost of disabling services (CODIS) cannot exceed @ g;s.

The hardening problem is known to be NP-hard [103], so we need to utilize a heuristics-based
optimization algorithm to solve this problem rather than a search-based one. To solve this opti-
mization problem, we leverage Pymoo [173] (an open-source Python optimization library) and its
implemented Non-dominated Sorting Genetic Algorithm (NSGA)-II. We chose NSGA-II as it is a
multi-objective optimization algorithm, and it does not require reference points to start the opti-
mization. NSGA-II provides the Pareto front of the hardening problem as a set of results in which
each result is not better than any other results in terms of both metrics and costs. To adopt NSGA-II,
we need to represent each hardening solution as a gene (a vector of integers representing a possible
solution). To this end, we first represent the set of all possible ways of hardening a substation as a
Hardening Dictionary [6]. For instance, Table 5.1 shows the Hardening Dictionary for the attack
graph in Fig. 5.4 with three connections, four hosts, two known vulnerabilities, six services running
on hosts, and three supply chain exploits, the sum of which corresponds to 18 rows of the Hardening
Dictionary. A hardening vector [6] refers to one possible solution according to a given Hardening
Dictionary. For instance, the hardening vector [T'rue, 0,0, True,0,0,0,0,0,0,0,0,0,0,0,0,0,0]
refers to protecting the connectivity condition (6, 1) by a firewall and adding a detection mechanism
to host6.

For choosing the coefficients o1 and a2, according to Fig. 4.14, as the number of autonomous
supply chain vulnerabilities increases, the difference between k0d and kSupply increases. This
implies that operators should first estimate the percentage of devices which may contain autonomous
supply chain vulnerabilities. If the percentage of those autonomous supply chain vulnerabilities is
more than attacker-activated ones, ao should be greater than o (i.e., the operator should focus on
kSupply more than k0d). If the percentage of those autonomous supply chain vulnerabilities is
less than attacker-activated ones, «; should be larger than ag (i.e., the operator should focus on
k0d more than kSupply). If the operator is not able to estimate the percentages for autonomous
and attacker-activated supply chain exploits, they can assign equal weights to a; and a3 (i.e., the

operator focuses on both metrics equally).
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Hardening Option

Index Explanation Possible Values
Category
0 Place connection (6, 1) behind a firewall? True or False Addin
1 Place connection (1, 2) behind a firewall? True or False ﬁrewali
2 Place connection (2, 7) behind a firewall? True or False )
3 Add detection on host6? True or False Adding
4 Add detection on host1? True or False detection
5 Add detection on host2? True or False .
6 Add detection on host7? True or False mechanisms
7 Patch the known vulnerability (V_Known_1, Attacker, 6) ? True or False Patching known
8 Patch the known vulnerability (V_Known_2,6,1)? True or False vulnerabilities
Replace GW on host6 with which Keep, (D2, S.1),
9 instance (D) from which vendor (S)? (D-1,8-2), (D-1,8.3),
’ (D2,S3),(D_1,S 4)
10 Replace HT'T P on host1 with which Keep, (D_1,S_7), Diversifying
instance (D) from which vendor (S)? (D_1,S8), (D_1,S_10) services
u Replace SSH on host1 with which Keep, (D_1, S_11),
instance (D) from which vendor (S)? (D_1,S_13), (D_1, S_14)
12 Replace SC AD A on host2 with which Keep, (D_1, S_16),
instance (D) from which vendor (S)? (D_1,S.17), (D_1,S3)
13 Replace HT'T'P on host2 with which Keep, (D_1, S_7),
instance (D) from which vendor (S)? (D_1,S38), (D_1,S_10)
Replace T'RI P (Protection IED) on host7 Keep, (D2, S_1),
14 with which instance (D) (D-1,S22), (D-1,S.3),
from which vendor (S)? (D2,S3),(D_1,S4)
15 Apply which supply chain-related None, Hardware Update, Supply
hardening option for (V _SupplyChain_1,6,6)? Firmware Update .
- - Chain-Related
16 Apply which supply chain-related None, Hardware Update, Hardening Options
hardening option for (V_SupplyChain 2,1,1)? Firmware Update
17 Apply which supply chain-related None, Hardware Update,

hardening option for (V_SupplyChain_3,2,2)?

Firmware Update

Table 5.1: Hardening Dictionary for the Attack Graph in Fig. 5.4

Bayesian Network Generation (BNG)

In addition to finding the shortest attack paths, attack graphs can be leveraged to calculate the

probability of compromising each host [46]. To this end, the BNG module first builds a Bayesian

network with the same structure as a given attack graph (Chapter 4). Next, it calculates the proba-

bility of compromising each host based on the obtained Bayesian network.

Markov Decision Process Generation (MDPG)

Although attack graphs can aid in improving the security posture by identifying the shortest

attack paths leading to compromising critical hosts, they do not consider the physical damage an

attacker can cause. To address this, MDPG leverages MDP [74, 1, 78] to model the attacker as an

agent aiming to maximize the potential physical damage. A typical MDP consists of sets of states,
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Figure 5.7: OH and MDPV Modules of HFS

actions, probability of transitions between states, rewards for each state, and a discount factor [168].
In order to identify critical security states the attacker can be in, the MDPG module first generates
an MDP based on the attack graph, where states represent sets of compromised hosts and transitions
represent compromising one more host in addition to previously compromised hosts by exploiting
vulnerabilities. Transition probabilities are obtained by converting the attack graph into a Bayesian
network and performing Bayesian inference. Next, MDPG calculates the rewards based on the total
load on transmission lines using a reward function [74]. To analyze the impact of hardening on
potential physical damages, the operator can evaluate the MDP model generated before and after

hardening for different optimal hardening vectors previously identified by the NH module.

5.2.3 Hardening Visualization (HV)

In this section, we discuss how the Hardening Visualization (HV) module enables an operator

to interact with HFS.
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Attack Graph Modification and Visualization (AGMYV)

This module allows the operator to load a basic attack graph (e.g., Fig. 5.3) and extend it to
model and visualize potential attacks against their substation. We show a screenshot of the AGMV
interface in Fig. 5.6. Through AGMYV, the operator first provides an XML file as the input for
generating a basic attack graph model (e.g., the XML file in Fig. 5.3 (left)) and then interactively

modifies this basic configuration using attack graph operations described in Section 5.2.2.

Vendors and Devices Diversity Specification (VDDS)

This module allows the operator to manage the list of possible instances and vendors for each
service. Such a list is used by the hardening option Diversifying Components. We show a screenshot
of the VDDS interface in Fig. 5.6. Through VDDS, the operator can add a new service, add a new
vendor and instance for an existing service, delete an existing instance of a service, and delete an

existing service.

Vendor Assignment (VA)

This module allows the operator to assign different service instances to each host based on
the list of vendors and devices provided to the VDDS module. We show a screenshot of the VA
interface in Fig. 5.6. After assigning a new service instance to a host, VA automatically triggers the
MC module to update the values of security metrics. For instance, once the operator changes the
instance (Supplier9, Devicel) of HTT P service in host1 to instance (Supplier?, Devicel), the

value of k0d increases from 2.11 to 3.11.

Hardening Options Evaluation (HOE)

This module allows the operator to interactively apply hardening vectors according to the Hard-
ening Dictionary generated by the NH module (such as Table 5.1). We show a screenshot of HOE
in Fig. 5.6. The operator can select and apply any hardening vector in the Hardening Dictionary
and evaluate its impact on the value of security metrics. For instance, to evaluate the impact of the

hardening vector [T'rue, 0,0, True,0,0,0,0,0,0,0,0,0,0,0,0,0, 0], the operator selects Firewall
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(6,1) and Detection host6 from the list of hardening options. In addition to possible hardening
options, the operator can add other options for disabling a service on a host, moving a service from
one host to another, and adding more potential vendors for the supply chain-related option, replacing

vendors.

Optimal Hardening (OH)

This module allows the operator to specify the cost of different hardening options and con-
straints (e.g., the operator may specify a total available budget in dollars) and the weights for dif-
ferent security metrics as mentioned in Section 5.2.2. We show a screenshot of the OH module in
Fig. 5.7. The Optimal Hardening (OH) module identifies the optimal hardening vectors based on
the specified values and visualizes them along with their corresponding hardening options and the
cost of the hardening vectors and their hardening options. Additionally, OH shows the calculated
values of security metrics for optimal hardening vectors and whether the hardening option satisfies

the specified constraints.

Markov Decision Process Visualization (MDPYV)

This module enables evaluating the effectiveness of hardening against potential physical dam-
ages. We show a screenshot of MDPV in Fig. 5.7. Through MDPYV, the operator selects the bus
system for calculating the load on transmission lines [169]. Next, the operator specifies the set of
transmission lines controlled by the sink host of the attack graph (e.g., host7 in Fig. 5.4) and selects
any of the identified optimal hardening vectors. Accordingly, MDPYV visualizes the MDP models

generated before and after hardening.

5.3 Hardening Use Cases

In this section, we illustrate how HFS can be applied to harden substations under six scenarios
with different budget and operational constraints. For all scenarios, HFS can effectively assist the

analyst in finding optimal hardening vectors for the substation.
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5.3.1 No Constraints

In this scenario, an operator with a sufficient budget and no particular operational constraints
aims to improve the substation’s security posture against attackers capable of exploiting supply
chain vulnerabilities (i.e., supply chain attackers). The operator first loads the attack graph using
the AGMV module, as shown in Fig. 5.4, and subsequently applies the OH module to harden the
substation against supply chain attackers. Suppose the operator is more concerned about supply
chain attackers than non-supply chain attackers, so he specifies 0.20 for o; (weight of k0d) and
0.80 for aa (weight of kSupply). NH identifies the Pareto front of the hardening problem in which
no solution is better than others regarding the metric objective and the overall cost. Among those
solutions, suppose the operator selects the one providing the highest possible value of the metric
objective function, despite its potentially higher cost since the operator is more concerned about the

security posture at this stage. As such, the operator chooses the following hardening vector:

Protect connections (6, 1), (1,2), (2,7) by firewalls.

Patch known vulnerabilities (V_Known_1, Attacker, 6) and (V_Known_2,6,1).

Replace the HTT P service instance on host2 with another service instance.

Apply firmware update on (V _SupplyChain_3,2,2).

Such a hardening vector increases kOd and kSuppy from 2.11 to 7.0 and from 2.05 to 3.11,
respectively. Fig. 5.8 shows the attack graph after applying this hardening vector and the shortest

attack paths.

5.3.2 Overall Cost Constraint

In this scenario, an operator with a limited budget aims to improve the security posture against
supply chain attackers. Assuming that the cost of protecting each network connection by a firewall
is around 5, 300 and applying a firmware update costs around 6, 500 dollars*, the operator specifies

the overall allowed cost to be 13,000 dollars, which is slightly greater than the cost of protecting

* How much does a server cost for a small business? https://www.serverpronto.com/spu/2019/04/
how-much-does—a-server—-cost-for-a-small-business/ [Online; Accessed 29-May-2021]
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two network connections by firewalls. Accordingly, NH calculates the following hardening vector

as the solution:

e Protect the connection (1, 2) by a firewall.

e Apply firmware update on (V _SupplyChain_3,2,2).

Applying such a hardening vector increases kOd and kSupply from 2.11 to 3.11 and from 2.05
to 2.11, respectively. Considering the cost of adding a firewall and updating the firmware, the cost of
applying this hardening vector is 11, 800 dollars, which is below the overall budget that the operator
specifies. Fig. 5.9 shows the attack graph after applying this hardening vector with the shortest
attack paths.
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5.3.3 Limited Number of Firewalls

In this scenario, the operator aims to increase the security posture against supply chain attackers
with the constraint that only one connection can be protected by a firewall due to the limited avail-
ability of technicians capable of installing and maintaining firewalls. The operator does not input
any cost constraints. Therefore, he/she specifies the number of firewalls (i.e., one) as a constraint

through the OH module. Accordingly, NH identifies the following hardening vector:

e Protect the connection (2, 7) by a firewall.
e Patch known vulnerabilities (V_Known_1, Attacker, 6) and (V_Known_2,6,1).
e Replace HTTP service instance on host2 instance with another service instance.

e Apply firmware update on (V _SupplyChain_3,2,2).

Applying such a hardening vector increases kOd and kSupply from 2.11 to 5.0, and from 2.05
to 3.11, respectively. Fig. 5.10 shows the attack graph after applying this hardening vector and
the shortest attack paths. In this scenario, the NH module successfully identifies the most critical
connection (i.e., (2, 7)) that a firewall should protect, and thus, an attacker that exploits the supply
chain vulnerability (V _SupplyChain_3,2,2) can no longer trip the circuit breakers (i.e., the goal

condition (T'ripped, 7) in Fig. 5.10) through the connection (2, 7).
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Figure 5.10: Hardening for the Attack Graph in Fig. 5.4 with One Firewall

5.3.4 Limited Budget for Diversifying Services

In this scenario, the operator would like to adopt different HT'TP services from different vendors
on hostl and host2 to improve the security posture in terms of the kOd metric. However, suppose
there are several vendors providing the same service, namely H7TT P, but with different costs. The
operator applies the NH module to identify the most optimal hardening vector in this case. Assum-
ing that the costs are 6400, 6300, and 6200 dollars (the average cost is around 6, 500 #) for replac-
ing the vendor of HTTP service running on host2 with Supplier?, Supplier8, and Supplierl0,
respectively. Next, the operator specifies the available budget for hardening (i.e., 6,400 dollars) as

a hardening constraint. Accordingly, NH identifies the following hardening vector:

e Protect connections (6, 1), (1,2), and (2, 7) by firewalls.
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Figure 5.11: Hardening for the Attack Graph in Fig. 5.4 with Limited Diversity Budget

e Replace HTTP service instance on host2 with the instance Devicel from Supplier10.

e Apply firmware update on (V _SupplyChain_3,2,2).

Applying such a hardening vector increases kOd and kSupply from 2.11 to 5.45 and from 2.05
to 3.11, respectively. Fig. 5.11 shows the attack graph after applying this hardening vector and the

shortest attack paths.

5.3.5 No Available Supply Chain-Related Hardening Options

In this scenario, the operator aims to improve the security posture of a substation against supply
chain attackers (i.e., improving the value of kSupply) while there is no available supply chain-

related hardening options due to operational constraints. To this end, the operator first specifies a;
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(weight of k0d) as 0.0 and a2 (weight of £Supply) as 1.0. Next, the operator specifies the number
of available supply chain-related hardening options (i.e., none) as a constraint. This implies that

only non-supply chain-related hardening options can be applied to the substation. Accordingly, NH

identifies the following hardening vector:
e Protect the connection (2, 7) by a firewall.

Applying such a hardening vector increases kSupply from 2.05 to 3.05. Fig. 5.12 shows the

attack graph after applying this hardening vector and the shortest attack paths.
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Figure 5.12: Hardening for the Attack Graph in Fig. 5.4 without Supply Chain Options
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5.3.6 Limited Supply Chain-Related Hardening Options

In this scenario, the operator aims to improve the security posture only against supply chain
attackers (a1 is 0.0 and ap is 1.0). At the same time, he/she realizes that only one supply chain-
related hardening option can be utilized due to operational constraints. Therefore, the operator
specifies the number of supply chain-related hardening options (i.e., one) as a constraint through

the OH module. Accordingly, NH identifies the following hardening vector.

e Protect the connection (2, 7) by a firewall.

e Apply firmware update on (V _SupplyChain_3,2,2).

Applying such a hardening vector increases kSupply from 2.05 to 3.11. Fig. 5.13 shows the

attack graph after applying this hardening vector and the shortest attack paths.
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5.4 Simulations

To evaluate HFS, we seek to answer the following research questions:

e RQ1: How effective is HFS in improving the security posture of substations?
e RQ2: What are the optimum parameters for NSGA-II multi-objective optimization in HFS?

e RQ3: How scalable is HFS in terms of the latency introduced by its different modules?

Experimental setup
We perform all simulations on a server with 64 cores and 755 GB memory equipped with Intel

(R) Xeon(R) Gold 5218 processors @2.30 GHz. To simulate the effectiveness of HFS, we provide
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the attack graph in Fig. 5.4 as the seed graph and generate 2400 attack graphs using attack graph
operations in the AGG module (Section 5.2.2). Since a typical substation may contain up to 30 hosts
according to the substation design provided by the authors in [167], we simulated up to 30 hosts.

After that, we report the average results.

5.4.1 Effectiveness Evaluation

To answer RQ1, we evaluate the effectiveness of our approach based on the scenarios detailed

in Section 5.3.
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Figure 5.14: Effectiveness of NH in Scenarios without Constraints

No constraints Fig. 5.14 shows that HFS can significantly improve the value of the £Supply
metric when there are no constraints. kSupply is greater than 3.0 for all sizes of attack graphs after
applying HFS (compared to the initial value of around 2.30). We can also see a minor variation
in the value of £Supply as the size of the attack graphs increases. This variation can be explained
by the possibility that the number and location of autonomous supply chain vulnerabilities do not

depend on the size of substations.
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Overall cost constraint To measure the effectiveness of our approach under overall cost con-
straint (OC), we first perform the simulation without constraints and record the average cost of all
solutions in the Pareto front as the overall cost constraint. This allows us to specify a relevant cost
constraint for each substation since considering the same cost constraint for substations of different

sizes may not be realistic.
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Figure 5.15: Effectiveness of NH in Scenarios with Overall Cost Constraint

Fig. 5.15 shows that HFS improves both k0d and kSupply values, while there is a minor
variation in the value of kSupply with the size of the attack graph. £0d improves more significantly

with the size of the attack graph due to more possible hardening vectors in larger substations.
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Figure 5.16: Effectiveness of NH in Scenarios with One Available Firewall

Limited number of firewalls Fig. 5.16 demonstrates that our approach is effective against sup-
ply chain attackers even when only one connectivity condition can be protected by a firewall. The
improvement is more significant for small substations (such as ones with up to 10 hosts). The
less significant improvement for larger substations can be explained by the possibility that larger

substations require more firewalls to improve their security posture significantly.
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Figure 5.17: Effectiveness of NH in Scenarios with Limited Budget for Diversity

Limited budget for diversifying services. Fig. 5.17 demonstrates that our approach signif-
icantly improves the value of kSupply even with a limited available budget for diversifying ser-
vices. The value of kSupply is greater than 3.0 for substations with more than 10 hosts. Our
approach is more effective against supply chain attackers in smaller substations (reducing the num-
ber of successful attacks from 60 to 20). Although the need for diversifying more services in larger
substations does not allow an equally significant reduction, HFS still prevents around half of supply

chain attackers (i.e., reducing the number of successful attacks from around 20 to 10 in the largest

substation).
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Limited supply chain-related hardening options Fig. 5.18a shows that HFS improves the
value of kSupply with a varying percentage of supply chain exploits that can be used in hardening.
As expected, our approach is more effective when hardening options are available for a high per-
centage of supply chain-related exploits. For instance, kSupply increases from the average value
of around 2.6 to 3.9 by addressing 75% of supply chain-related exploits, demonstrating the impor-
tance of available supply chain-related hardening options. Moreover, our results demonstrate the
applicability of HFS to scenarios where there is no available supply chain-related hardening option
by increasing the average kSupply value from around 2.2 to 2.55. Note that the value of kSupply
increases with the size of the attack graph, as achieving the attacker’s goal condition in larger sub-
stations typically requires meeting more conditions in longer attack paths of their corresponding
attack graphs. Fig. 5.18b shows that HFS prevents around two-thirds (i.e., 40 out of 60) and half
(i.e., 10 out of 20) of supply chain attackers in small and large substations, respectively, even with
no available supply chain-related hardening options. In summary, although our approach is more
effective under larger percentages of available supply chain-related hardening options, the results

generally show a clear reduction of attacks in most cases.

5.4.2 Identifying Optimization Parameters for NSGA-II

To answer RQ2, we measure the average security metrics and cost objectives achieved by
NSGA-II optimization (Section 5.2.2) for different values of its parameters (i.e., population size,

number of generations, crossover probability, and ETA [4]).
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Figure 5.19: Metric and Cost Objectives versus Different Population Sizes

Population size Fig. 5.19 shows that the average metric objective function remains almost
similar, and the cost objective function decreases for only around 1 percent (from 71800 to 71000)
with the population size of greater than 150. Therefore, we specify 150 as the population size for

the NH module.
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Figure 5.20: Metrics and Cost Objectives versus Number of Generations

Number of generations Fig. 5.20 shows that the average metric objective remains almost sim-
ilar after 75 generations, and the average cost objective slightly decreases (around 3 percent, from
73600 to 71000) after 75 generations. Therefore, we specify 75 as the number of generations for

the NH module.
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Figure 5.21: Metric and Cost Objectives versus Crossover Probabilities

Crossover probability Fig. 5.21 shows that HES achieves the highest average metric objective
and the lowest cost objective functions with the crossover probability value of 0.9, which we apply

in our approach.
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Figure 5.22: Evaluating Metrics and Cost Objectives versus Different ETA [4]
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ETA Fig. 5.22 shows that the average metric objective and cost objective remain almost similar

for the ETA value greater than 10. Therefore, the ETA value of 10 is chosen for NH.

5.4.3 Execution Time

To answer RQ3, we measure the time required by different modules of HFS.
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Figure 5.23: Execution Time for Attack Graph Generation and Metric Calculation

AGG and MC execution time Fig. 5.23 shows that although the time required by AGG in-
creases almost exponentially with the number of hosts, generating the attack graph of a substation
with 140 hosts (seven times larger than a typical substation [167]) incurs a negligible overhead of
around 0.14 seconds. Similarly, although the time required by the MC module increases almost
exponentially as the number of hosts grows, it incurs around four seconds even for a substation with
140 hosts. The execution time of AGG and MC has a similar trend as both processes consist of

scanning all attack graph nodes.
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Figure 5.24: Execution Time for MDP Generation

MDPG execution time Fig. 5.24 shows that although the time required by MDPG grows almost
exponentially with the size of the attack graph, it is around 8 seconds for attack graphs with 40 hosts,
which is twice the number of hosts in typical substations [167]. One reason for such an exponential
increase is that MDPG traverses the attack graph to build the structure of the MDP model and
performs many Bayesian queries to calculate the probabilities of the MDP model. Moreover, the
number of exploit nodes in the attack graph grows linearly as the size of the attack graph increases
since each added host adds a certain number of exploits to the substation (at least one zero-day and

a limited number of known exploits).
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Figure 5.25: Execution Time for Network Hardening

NH execution time Fig. 5.25 shows that although the time required by the NH module grows
almost linearly with the number of hosts, it remains around 500 seconds for attack graphs with 40
hosts, which demonstrates the applicability of our approach to cases where there is a need for timely
hardening decisions. Moreover, the number of hardening possibilities grows exponentially with the
size of the attack graph (the right y-axis shows in logarithmic scale the number of possible hardening
vectors for the sake of readability). For instance, even for substations with as few as five hosts, the
number of possible hardening vectors is around 245, and therefore identifying the optimal hardening
using brute force is impractical in a real-world substation, which demonstrates the usefulness of an

efficient optimization algorithm such as NSGA-II in HFS.

5.5 Utilizing HFS for Other Critical Systems

HEFS is designed in a way that new metric calculation functions can be added to the framework.
If a new attack graph-based security metric is proposed, it can be added to HFS. In addition, HFS
makes it easy for operators to generate attack graphs. The attack graph generation module is not

dependent on the system being analyzed. This makes HFS extensible to other systems.
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5.6 Summary

In this chapter, we presented a hardening system for improving the security posture of smart
grid substations against supply chain attacks. We combine supply chain-related and non-supply-
chain-related hardening options under the same framework, making our approach applicable to
cases where it is infeasible to address supply chain vulnerabilities. Using multi-objective optimiza-
tion, we formulated and solved the problem of hardening substations under operational and cost
constraints. Our simulation results demonstrate that HFS can effectively improve the security pos-
ture of substations against supply chain attacks under different constraints, and it has an acceptable

execution time even for large substations.
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Chapter 6

SecMonS: A Security Monitoring
Framework for Substations Based on

Configuration Files and Logs

6.1 Introduction

In order to protect substations against cyber-physical attacks, it is critical for the operators to
identify possible attacker strategies. Typically, threat modeling can be performed to get an overview
of possible attacks and security threats [14]. Attack graphs, which can visualize different ways to
compromise critical assets, are used in modeling threats [15, 16]. However, generating attack graphs
requires extensive expert knowledge [17], which remains an open problem. Most existing tools for
attack graph generation in the literature, such as MulVAL [17] and CAULDRON [174], are utilized
to generate attack graphs based on the static network configuration. In addition, attack graph models
generally do not contain the physical consequences of attacks which is a crucial aspect in the case of
cyber attacks against substations. Security operation centers receive millions of alerts about ongoing

1

attacks or false alarms, which can lead to difficulty differentiating between real alerts and noises .

In [118], the authors tackle this problem by generating attack graphs dynamically based on alerts,

' Survey: 27 Percent of IT professionals receive more than 1 million security alerts daily https:
//www.imperva.com/blog/27-percent-of-it-professionals—-receive-more—-than—-1-
million-security-alerts-daily [Online; Accessed 3-July-2023]
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but they do not consider cyber-physical attacks. Therefore, it is crucial to generate threat models
considering both dynamic log events and physical aspects of attacks for substations. In this chapter,
we provide a framework for security monitoring in substations. The next section builds the intuition

through a motivating example.

6.1.1 Motivating Example

Fig. 6.1 illustrates the operator’s challenges in monitoring the substations’ security posture.
Firstly, SCL files do not tell operators how IEDs can be attacked, and manually generating attack
graphs is an error-prone task. Secondly, attack graphs are generated based on the static configura-
tion, and detailed information about the ongoing attack instance (such as GOOSE [5] parameters
currently being attacked) is unavailable from the static configuration. Thirdly, a large power system
may contain many transmission lines, and the sizes of models for contingency analysis (analyzing

what-if scenarios in power systems [74]) can quickly explode.
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<LDevice inst="CTRL"> N

<LN InType="LIED10CTRL.PTRC" prefix="" InClass="PTRC" inst=""> AN
</LN> N
<LN InType="LIED10CTRL.XCBR" prefix="" InClass="XCBR" inst=""> N
</LN> N
<LN InType="LIED10CTRL.XSWI" prefix="" InClass="XSWI" inst="">
</LN>

</LDevice>

<LDevice inst="PROT">
<LNO InType="LIED10PROT.LLNO" InClass="LLNO" inst="">

<GSEControl name="Alarm" ... confRev="10002" />
<SettingControl numOfSGs="4" actSG="1" />
</LNO>
<LN InType="LIED10PROT.XCBR" prefix="" InClass="XCBR" inst="">
Power System Operator </LN>
<LN InType="LIED10PROT.LPHD" prefix="" InClass="LPHD" inst="">
</LN>
</LDevice>
<LDevice inst="MEAS">
Can we generate attack graphs visualizing <LNO InType="LIED10DR.LLNQ" InClass="LLNO" inst="">
parameters the attacker <DataSet name="Meas">
tampers with from SCL files? <FCDA Idinst="MEAS" ... doName="A.phsA" ... fc="MX" />
<FCDA IdInst="MEAS" ... doName="A.phsB" ... fc="MX" />
</DataSet>
</LDevice>

Sample from SCL File for IED10

Can we get a visual summary of many
log events?

Event 1 Event3  Event 10000 Event 50000 Event 1000000 Event 1100000
_| Type: Normal Type: Attack Type: Normal Type: Attack  Type: Normal ~ Type: Attack

" . Substation GOOSE Log Events for IED10
How can we put detailed information about

the ongoing instances of attacks into our

threat models? ﬁ S~

Power Network

Load 1 Load 2

TIED1, IED2;
. IED50! {IED1, IED2, {IED1, IED2,
- ..., IED52} ..., IED53}
{IED1, IED2;
..., [ED51}

{IED1, IED2, ...,
IED100} -
-

MDP Corresponding to the Power Network

Bus 2

Can we simplify the Markov Decision
Process we utilize to visualize the potential
physical impacts of attacks?

{IED1, IED2, ...,
|IED54}

Figure 6.1: Motivating Example

To address those challenges, in this chapter, we provide a framework called SecMonS which
provides security monitoring for substations. First, SecMonS generates attack graphs from SCL
files. After that, it generates automaton models, which model the system behavior from a set of
events extracted from logs. Then, it enhances the SCL-based attack graph with the automaton
model. Finally, the framework generates MDP models for power system contingency analysis from

the starting state of the attacker in order to avoid the state explosion problem MDP models face.

6.2 Background

6.2.1 Substation Configuration Language (SCL)

Digital substations are essential components of the smart grid. A typical digital substation con-

sists of three levels: substation, bay, and process. The substation level consists of cyber components
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such as the substation gateway and HMI. The bay level consists of IEDs, which act as an interface
between cyber components at the substation level and physical components at the process level. IEC
61850 is an essential standard for enabling communication between IEDs from different manufac-
turers. An important part of IEC 61850 is substation configuration language (SCL) [175].

SCL files are utilized for information exchange between IED vendors and power utilities [59].
There are four types of SCL files [175], which are: system specification description (SSD), sub-
station configuration description (SCD), IED capability description (ICD), and configured IED de-
scription (CID). SSD files describe the entire power system, including many substations. SCD files
contain the description of one substation. ICD files contain descriptions of IEDs inside one substa-
tion. CID files contain a description of a single IED.

Given the importance of SCL files, there is existing literature on threat model generation based
on SCL files [59, 121]. In [59], the authors define a meta attack language (MAL) [176] based
SCL-lang for defining attacks against substations based on steps taken by the attacker. In [121], the
authors define another threat modeling language called substation automation systems (SAS)-lang,
which is used to generate attack graphs according to attacker steps. In this chapter, we define SCL-
based attack graphs demonstrating how the attacker can perform cyber attacks by tampering with

communication parameters defined in SCL files.

6.2.2 Generic Object-Oriented Substation Event (GOOSE) Protocol

In IEC 61850 substations, GOOSE protocol is utilized for protection, control, and automation
in substations [177]. Several cyber-attacks target the GOOSE protocol [178]. For example, the
attacker can delay or modify time-critical trip commands sent using GOOSE messages. In addition,
since GOOSE messages are exchanged between IEDs in multicast mode, a message sent by one IED
is received by all other IEDs in the same network. Data values in a GOOSE message are contained
in the Protocol Data Unit (PDU). Fig. 6.2 shows example GOOSE PDUs for each type of GOOSE

messages obtained from the dataset provided in [5].
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goosePdu

gocbRef: BIED100CTRL/LLNO$Status
timeAllowedtoLive: 1500

datSet: BIED100CTRL/LLNO$Status
golD: BIED100CTRL/LLNO$Status

t: May 9, 2019 07:41:32.565999984 UTC
stNum: 1

sgNum: 0

simulation: False

confRev: 1

ndsCom: False

numDatSetEntries: 5

goosePdu

gocbRef: BIED100PROT/LLNO$Alarm
timeAllowedtoLive: 2000

datSet: BIED100PROT/LLNO$Alarm
golD: BIED100PROT/LLNO$Alarm

t: May 9, 2019 07:41:32.567999958 UTC
stNum: 1

sgNum: 0

simulation: False

confRev: 1

ndsCom: False

numDatSetEntries: 3

goosePdu

gocbRef: BIEDT00MEAS/LLNO$Measurement
timeAllowedtoLive: 3000

datSet: BIED100MEAS/LLNO$Measurement
golD: BIED100MEAS/LLNO$Measurement
t:May 9, 2019 07:41:32.568999946 UTC
stNum: 1

sgNum: 0

simulation: False

confRev: 1

ndsCom: False

numDatSetEntries: 8

allData: 5 items allData: 3 items allData: 8 items
Data: integer (5) Data: boolean (3) Data: integer (5)
integer: 0 boolean: False integer: 1
Data: integer (5) Data: integer (5) Data: integer (5)
integer: 1 integer: 1 integer: 5
Data: integer (5) Data: boolean (3) Data: integer (5)
integer: 0 boolean: False integer: -4
Data: integer (5) Data: integer (5)
integer: 1 ALARM Data integer: 38097
Data: boolean (3) Data: integer (5)
boolean: False integer: 38094

Data: integer (5)
STATUS Data integer: 38110
Data: floating-point (7)
float value: 49.96
Data: floating-point (7)
float value: 0.86

Figure 6.2: A Sample GOOSE Protocol Data Unit [5]

A typical GOOSE PDU contains a sequence number, state number, timestamp, message type,
and data values. In order to attack the GOOSE protocol, the attacker needs to gain full access
to IEDs and be able to tamper with messages sent in the substation network. In [5], the authors
mention four types of attacks against the GOOSE protocol: denial of service, message suppression,
data manipulation, and control manipulation. In the denial of service (DoS) attack, a targeted IED is
prevented from receiving legitimate GOOSE packets by being flooded. In message suppression, the
attacker modifies GOOSE headers, such as timestamps, to prevent IEDs from receiving legitimate
GOOSE packets. In data manipulation, the attacker modifies data values such as measurements. In

control manipulation, control messages are tampered with by the attacker.

6.2.3 GOOSE Attack Dataset and Dataset Generation

In [5], the authors generate a GOOSE attack dataset for different attack scenarios. Different
attack scenarios are simulated using the testbeds described in [179] and [180]. Firstly, packet cap-
tures of the normal behavior with and without varying load is provided along with SCL files. After
that, packet captures for attack scenarios are provided. As a follow-up work for [5], the authors
also develop a packet capture generation tool in which the user defines SCL parameters and attack
steps and generates traces [181]. In this chapter, we leverage the GOOSE dataset provided in [5] for

simulations.
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6.2.4 Automaton Generation

Flexfringe is an automaton generation tool developed to analyze software or protocol behavior
[182]. Analyzing the behavior of a given software can aid in its maintenance and testing. Flexfringe
is utilized to generate attack graphs from logs in [118]. In [118], the authors generate attack graphs
from alert logs without requiring expert input or knowledge to analyze frequently used attacker
strategies. In this chapter, we utilize Flexfringe [182] to analyze GOOSE protocol behavior under
the normal scenario and attack scenarios to enhance static SCL-based attack graphs with events

from GOOSE packet captures.

6.3 Proposed Framework

In this chapter, we provide an online framework named “Security Monitoring for Substations”
(SecMonS). SecMons is utilized for monitoring the security posture of substations based on static
and dynamic information. Static information includes SCL files for IEDs, and dynamic informa-
tion includes log files and power system dynamics, such as loads on transmission lines. By taking
those into account, SecMonS first generates SCL-based attack graphs (Section 6.3.1). Static attack
graphs are generated after every SCL configuration change, so they do not change often. After that,
it generates automaton models from log files according to GOOSE? parameters sent by IEDs for
the normal and attack behavior of the system. Those models are generated with a certain frequency,
such as once a minute. After being generated by SecMonS, those models are then used to identify
GOOSE parameter changes without going through log files manually (Section 6.3.2). After that, the
SCL-based attack graph is enhanced based on the log-based automaton model (Section 6.3.3). As
the last step, SecMonS generates the MDP model [74, 78] corresponding to the substation starting
from compromised IEDs to analyze the physical impacts of cyber attacks. Inputs to the MDP gen-
eration include probabilities obtained from the enhanced attack graph, transmission line capacities,
and loads on transmission lines after each IED compromise (Section 6.3.4). Fig. 6.3 shows the

overview of the framework. This section details each module of SecMonS.

2 Although we focus on attacks against GOOSE protocol, this monitoring framework can be applied to other attacks.
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SecMonS

<LDevice inst="CTRL"> <IED10, Network> <Attacker, Networkc: <XSWI, IED10>
<LN InType="LIED10CTRL.PTRC" prefix="" InClass="PTRC" inst=""> PTOR, IED10S e TR NS o, D0
</LN> .. q
<LN InType="LIED10CTRL.XCBR" prefix="" InClass="XCBR" inst=""> V_XCER, IED10; VXSWI,
bt
<LN InType="LIED10CTRL.XSWI" prefix="" InClass="XSWI" inst="">
<AN> <IED10, Netwer> <IEDSTusChange, [ED10SLPHO, IED10>
</LDevice>

<LDevice inst="PROT">

<LNO InType="LIED10PROT.LLNO" InClass="LLNO" inst=""> < ness, 070>
<GSEControl name="Alarm" ... confRev="10002" /> 0 et
<SettingControl NUMOfSGs="4" actSG="1" /> 1. Attack Graph s e o0
</LNO> ~r—{ Generation from Y_MERS, IED10> <IED10, Network
<LN InType="LIED10PROT.XCBR" prefix="" InClass="XCBR A" inst=""> N
<AN> SCL Files
<LN InType="LIED10PROT.LPHD" prefix="" InClass="LPHD" inst=""> -
LDevices . . S.S%C?ce Lhe - <EDMeasurement Ghange, IED10>
<LDevice inst="MEAS"> -Base
<Lé\10‘ \réTy(pe:“ [:\}IUDI?.LLNO" InClass="LLNO" inst=""> SCL Based Attack Attack Graph
<DataSet name="Meas"> )
<FCDA Idinst="MEAS" ... doName="AphsA" ... fe="MX" /> Graph (static) with Episode
<FCDA Idinst="MEAS" ... doName="A.phsB" ... fc="MX" /> @ Graph <IEDCompromised, (ED10>
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SCL Files (static) Graph with Log Events

[PTRC:0, XCBR: 0,
K XSWE: 0]
() ® © ® ©) ® 2. Episode Graph
Event 1 Event3  Event10000 Event50000 Event 1000000 Event 1100000 M| Generation from Log = Mff:ﬁkpa‘:‘;]s
Type: Normal Type: Attack  Type: Normal Type: Attack Type: Normal  Type: Attack Event XCBR A: Faise,
Modify PTRC Modify PTRC Modify PTRC vents LPHD: False]
Log Events (dynamic) [PTRGI1, XCBRTD;
XSWE: 0]

Log Based Episode
Graph (dynamic)

4. MDP Generation
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Figure 6.3: Overview of SecMonS

6.3.1 SCL-based Attack Graph Generation

The initial phase in the SecMonS involves generating attack graphs from SCL files. It is very
challenging for the operations to identify the attack paths for substations from raw SCL files; attack
graphs can help to visualize this task. In [59], the authors generate attack graphs based on SCL files
showing assets targeted by the attacker without going through details, such as GOOSE parameters
tampered with by the attacker. In this chapter, we generate SCL-based attack graphs visualizing
how the GOOSE protocol can be attacked.

We focus on data manipulation attacks based on the GOOSE protocol. When such an attack
happens, the attacker modifies GOOSE parameters, such as current measurements on transmission
lines, parameters showing the status of each IED, and any alarms generated by IEDs. In the SCL-
based attack graph, each GOOSE parameter is modeled as an exploit, showing the attacker’s action
of modifying that GOOSE parameter. In [5], GOOSE parameters are categorized as STATUS,
ALARM, and MEASUREMENT. Fig. 6.4 shows the SCL file and the resulting attack graph. In

Fig. 6.4, each GOOSE parameter is represented as an attack graph exploit which represents the fact
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that the attacker attacks the GOOSE protocol by tampering with those parameters. In the generation
of the static SCL-based attack graph, it is assumed that the attacker first tampers with any of the
STATUS parameters (e.g., XCBR, XSWI, and PTRC in Fig. 6.4), after that, ALARM parameters
(e.g., PIOC, XCBR, and LPHD in Fig. 6.4), and lasttly MEASUREMENT parameters (e.g., MMXU
in Fig. 6.4). After the attacker has tampered with all those three types of parameters (i.e., STATUS,
ALARM, and MEASUREMENT), the attacker is assumed to compromise the IED sending GOOSE
messages (e.g., represented as (Compromised, [ D100, I ED100) in Fig. 6.4). Generating an
SCL-based attack graph allows us to visualize different ways the attacker can attack the GOOSE
protocol, and it can help with hardening [13] the substation by identifying critical parameters. In
this chapter, the SCL-based attack graph is the starting point for threat modeling, and the initial

attack graph is updated according to attack instances.

Attack Graph Generation from SCL Files

STATUS
Parameters

\ <XCBRIED100> <IED100Network> ~ <AttackerNetwork>  <XSWLIED100>  <PTRC,IED100>

N S N N A
Qx@ stww.lsmou,\emum <v,PTRc.|EmomEDum>
- — .
<ED100Networe <IEDSIatusChange /D100 oo AIEDIOs  <LPHD,ED100
<PIOCIED100> = ~ —
e *—7\\—\7~'\\
Q/,P\OCJEDlUD,IEDwOD <V_XCBR A,\ED‘OO.IE@ I V_LPHDJEDIOOJEDTO0> >
g o — i
PID="LIED11/PROT/LLNO/Alar — —
gy v -
I ALARM <IED100,Networkc» <EDAlarmChange JED100>  <MMXUED100>
Parameters \ ‘
CV,MMXUJENQD,\EL@
—
<IEDMeasurementChange,[ED100>
Ccnmpmmlsed,lED\OD,\ED@

<IEDCompromised,ED100>

Figure 6.4: Static Attack Graph Generation from SCL File in [5]
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6.3.2 Log-based Automaton Model

In order to generate a visual summary of log events, we utilize an automaton generator named
Flexfringe [182]. Flexfringe provides an automaton model based on given lists of events. Automa-
ton models generated by Flexfringe depend on differences between lists of events, so those models
get larger as the differences between lists of events increase not as the number of events increases.
As an example, we can have millions of lists of events with the same behavior and in this case, the
automaton model does not get larger. To illustrate, in the case of substation logs, the list of events
refers to GOOSE parameter values. According to the data set in [5], GOOSE parameters do not
change under normal behavior. Fig. 6.5 shows the automaton model generated using Flexfringe for
the normal behavior without varying load for the data set [5]. The automaton model in Fig. 6.5 is

generated for 600 events, as shown in states 1#600 and 24600 where 1 and 2 are state identifiers.

Legend for Automaton Edges

IEDNAME, MESSAGE TYPE,
PARAMETER VALUES, STATE NUMBER,
TIMESTAMP IN ORDER?,
SEQUENCE NUMBER IN ORDER?

LIED10, STATUS,
[1,1,0, 1, False], 1,
TimestampInOrder,
SequencelnOrder

LIED10, ALARM,
[False, 1, False, False, False], 1,
TimestampInOrder,
SequencelnOrder

LIED10, STATUS,

[1,1,0, 1, False], 1,

TimestampInOrder,
SequenceInOrder

Figure 6.5: Automaton Model for the Normal Behavior

As shown in Fig. 6.5, during the normal behavior without load variation, GOOSE Status values
sentare {1, 1,0, 1, False}, GOOSE Alarm values sent are { False, 1, False, False, False}. After

generating the automaton model for the normal behavior, the next step is to analyze the attack dataset
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to identify GOOSE data values sent by IEDs during an attack. Fig. 6.6 shows the automaton model

resulting from one change in the alarm parameters as {T'rue, 1, False, False, False}.

§

LIED10, STATUS,
[1,1,0, 1, False], 1,
TimestampInOrder,
SequencelnOrder

Legend for Automaton Edges

IEDNAME, MESSAGE TYPE,
PARAMETER VALUES, STATE NUMBER,
TIMESTAMP IN ORDER?,
SEQUENCE NUMBER IN ORDER?

LIED10, STATUS,
[1, 1,0, 1, False], 1,
TimestampInOrder,
SequencelnOrder

LIED10, ALARM,
[False, 1, False, False, False], 1,
TimestampInOrder,
SequencelnOrder

LIEDI10, STATUS,
[1, 1,0, 1, False], 1,
TimestampInOrder,
SequencelnOrder

LIED10, ALARM,
[True, 1, False, False, False], 1
TimestampInOrder,

SeanencelnOrder

Figure 6.6: Automaton Model for Alarm Parameter Change

6.3.3 Enhancing the SCL-Based Attack Graph with Automaton Model

After building automaton models for the normal and attack behaviors, the next step is to enhance
the SCL-based attack graph with parameters changed by the attacker. The SCL-based attack graph
assumes that the attacker can change any GOOSE parameters equally likely. However, this is not
a realistic assumption. Based on that, the log-based automaton model needs to enhance the SCL-
based attack graph.

All of those exploits that refer to GOOSE parameters are assumed to be zero-day [66] in the
SCL-based attack graph since the vulnerability the attacker utilizes to change those parameters is
unknown. Log-based automaton model for the attack shows which parameters the attacker has
changed during the attack. Every GOOSE parameter change is assumed to be performed utilizing

a zero-day vulnerability until the attacker uses that parameter in her attack path. In that case, the
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exploit becomes known, and its probability becomes (.58 since the average CVSS score of known
vulnerabilities is 5.8°. Those exploit nodes are marked as blue. In addition to the standard attack
graph models utilized in the literature (such as [46, 66]), we add three more types of exploits: Tem-
porary, Compromised, and Intermediate. Temporary exploits have an exploit probability of 1.0 and
are used to connect two privileges. Compromised exploits, also with the probability of 1.0, are uti-
lized to add attack paths in which the attacker does not have to compromise each type of parameter
(STATUS, MEASUREMENT, ALARM) to reach the goal. Intermediate exploits also have the prob-
ability of exploiting 1.0, and they are used to merge attack graphs for many IEDs, which represents
the fact that the attacker needs to compromise all IEDs in the substation in order to compromise
the substation. Taking all those into account and according to the possible combinations of types
of parameters (STATUS, ALARM, MEASUREMENT), we model ways to enhance the SCL-based
attack graph according to possible combinations of parameter types the attacker can change. There

are 7 possible cases for generating enhanced attack graphs, which are detailed as:

e Change in MEASUREMENT Values: If the attacker tampers with MEASUREMENT val-
ues, temporary nodes (attack graph exploits with the probability 1.0) are added to STATUS
and ALARM to demonstrate that just tampering with MEASUREMENT values can lead to

compromising the IED.

e Change in ALARM Values: If the attacker tampers with an ALARM parameter, a tempo-
rary node is added from the beginning to STATUS change, and another node is added from
the beginning of ALARM change to Compromised to demonstrate that just tampering with
ALARM value is an attack path leading to compromising the IED. Fig. 6.7 shows an example

merged graph generated according to changed ALARM parameters.

e Change in ALARM and MEASUREMENT Values: If the attacker tampers with ALARM
and MEASUREMENT values, a temporary node is added from the beginning to STATUS
change to demonstrate that just tampering with ALARM and MEASUREMENT values is an

attack path leading to compromising the IED.

3 Current CVSS Score Distribution For All Vulnerabilities https://www.cvedetails.com/cvss—score—
distribution.php [Online; Accessed 29-May-2023].
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e Change in STATUS Values: If the attacker tampers with a STATUS parameter, a tempo-
rary node is added from STATUS change to a newly generated Compromised exploit (which
also acts as a temporary exploit with the probability of 1.0) in order to demonstrate that just

tampering with a STATUS value is a valid attack path.

e Change in STATUS and MEASUREMENT Values: If the attacker tampers with STATUS
and MEASUREMENT values, a temporary node is added from STATUS change to ALARM
change in order to demonstrate that tampering with STATUS and MEASUREMENT values

is a valid attack path.

e Change in STATUS and ALARM Values: If the attacker tampers with STATUS and ALARM
values, a temporary node is added from ALARM change to Compromised in order to demon-

strate that just tampering with STATUS and ALARM values is a valid attack path.

e Change in STATUS, ALARM, and MEASUREMENT Values: If the attacker tampers with
STATUS, ALARM, and MEASUREMENT values, no temporary node needs to be added

since one exploit is going to be marked in each level.

According to log-based automaton models for the normal behavior (Fig. 6.5) and for the attack
which shows the attacker tampering with ALARM values (Fig. 6.6), the merged attack graph is

shown in Fig. 6.7.
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<V_Compromised,IED11,IED11>

<Compromised,[ED11>

Figure 6.7: Merged Attack Graph According to SCL Files and Logs

6.3.4 Generating MDP Model

After generating the merged attack graph, the next step is to generate an MDP model where
the attacker is modeled as an agent aiming to maximize the physical damage. A typical MDP

model [168] consists of the following entities:

e S is a finite set of states.
e A is a finite set of actions.
e P(s,s’,a) is the transition probability function.

e R(s') is the reward function for the state s’.

v€[0, 1] is the discount factor.
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Figure 6.8: IEEE 4-Bus System with IEDs

In SecMonS, states correspond to the set of compromised IEDs. Actions correspond to the at-
tacker compromising an IED by tampering with GOOSE messages. Probabilities are obtained by
converting the enhanced attack graph to a Bayesian network and performing Bayesian inferences
(an interested reader is referred to [167] for examples). The reward function is the sum of transmis-
sion line overloads which is the reward function utilized in [74]. The discount factor refers to the
difference between obtaining the reward in the present and the future. The MDP model has been
utilized to identify the potential physical damage in [74, 1, 78]. Different from those, we generate
the MDP model by starting from the state the attacker is in rather than the state in which none of the

IEDs are compromised.

6.4 Case Study: IEEE 4-Bus

In this section, we demonstrate how SecMonS can be leveraged for security monitoring in the
IEEE 4-Bus system obtained from pandapower as case4gs [169]. Each bus corresponds to a sub-
station, and each transmission line contains circuit breakers at the beginning and end, controlled by

IEDs. Fig. 6.8 shows such a configuration.
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Figure 6.9: SCL-Based Attack Graph for Substation 1

Assume that each IED has the same configuration as IED10 in the dataset [S]. The first step
is to generate SCL-based attack graphs for each bus system by merging SCL-based attack graphs
generated for IEDs connected to the Bus. Fig. 6.9 shows the SCL-based attack graph for Bus 1
(which contains Substation 1), including SCL-based attack graphs for both IED1 and IED2. SCL-
based attack graphs for other buses are generated similarly.

The next step is to generate log-based automaton models for each IED to determine changed
parameters. After determining the changed parameters, the next step is to generate the enhanced
attack graph. Assuming that IED1 has the STATUS parameter modified, and IED6 has the STATUS
and ALARM parameters modified, the enhanced attack graph for substation 1 is shown in Fig. 6.10.

The next step is to generate MDP models for each substation after generating the SCL-based
attack graphs and the enhanced attack graphs for each substation. In this section, we explain the
MDP generation for Bus 1. MDP models for other buses can be generated in a similar manner. For
MDP generation, a starting point (which is the set of compromised IEDs) is also given as input by
the operator. Probabilities are calculated by converting the enhanced attack graph into a Bayesian
network such that probabilities of all white exploits are 0.08 [167], assuming that those exploits

are zero-day. The probabilities of blue exploits are 0.58 since those represent exploits in attack
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Figure 6.10: Enhanced Attack Graph for Substation 1

paths the attacker takes. Initial conditions (such as (I ED1, Network) in Fig. 6.10), which are
conditions without preconditions, are assumed to be always true. Exploit nodes are true when all
of their preconditions are true (i.e., (V_MMXU,IED1,IED1) is true when (IED1, Network),
(IEDAlarmChange, [ED1) and (MM XU, IED1) are all true in Fig. 6.10). Conditions that
are not initial (such as (Compromised, IED1) in Fig. 6.10) are true when either preconditions
are true. After converting the attack graph in Fig. 6.10 into a Bayesian network, the following

probabilities are obtained:

e Pr((Comp., IED1) | {}) =0.64
e Pr((Comp.,IED6) | {})=0.42
e Pr((Comp., Substationl) | {(Comp., IED1)}) = 0.42
o Pr((Comp., Substationl) | {(Comp., IED6)}) = 0.64

These probabilities are utilized for state transitions in the MDP model. After that, each state’s
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rewards are calculated using the power system analysis tool named Pandapower [169]. In Pan-
dapower, each transmission line can be disabled by setting the parameter “in_service” to False be-
fore calculating loads on each transmission line. Loads on transmission lines are calculated during
the power flow and provided as the parameter “loading_percent” in Pandapower [169]. In order to
calculate the reward function, we calculate the sum of loads that exceed the capacity on each trans-
mission line. As an example, if IED1 in Fig. 6.8 trips, the following load percentages are obtained

for each transmission line, calculated using Pandapower [169]:

e Transmission Line From Busl to Bus2 : 57.61%

e Transmission Line From Bus1 to Bus3: 0.0% since this transmission line is disabled.

e Transmission Line From Bus2 to Bus4: 41.80%

e Transmission Line From Bus3 to Bus4: 104.55%

Based on these calculations, the amount of reward when IED1 is maliciously tripped is 4.55
since it causes 4.55% overload on transmission lines. Rewards for each state are calculated as

follows:

R({})=0.0

R((Comp.,IED1)) =4.55

R((Comp., IEDG6)) = 0.0

R((Comp., Substationl)) = 1000, which is the maximum reward since if the attacker is in

this state, he/she can cause a blackout.

By taking the probabilities and rewards, Fig. 6.11 provides the MDP model starting from the
state in which none of the IEDs are in the power system are compromised on the left, and the MDP
model starting from the state in which IED1, IED7, and IEDS8 are compromised on the right.

In order to solve the MDP model, the value iteration function is utilized with a discount factor
of 0.95 (the authors in [78] experimented with varying discount factors. In this chapter, we assume

that the difference between obtaining the reward at present or in the future does not have a huge
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Figure 6.11: MDP Models Generated by SecMonS

difference from the attacker’s perspective). State values calculated by the value iteration function
are also shown in Fig. 6.11. As it can be seen, even though attacking IED1 gives a non-zero
immediate reward to the attacker, attacking IED6 has more value in terms of the future reward

(value function 13380.21 vs. value function 12678.12).

6.5 Simulation

In order to evaluate the practicality of SecMonS, our simulations aim to estimate the execution
time for SCL-based attack graph generation, log-based episode graph generation, merged graph
generation, and MDP generation for different bus systems and different percentages of compromised
IEDs. Simulations are conducted on MacOS Ventura 13.4 with an Apple M1 Max processor and 64
GB of memory. In simulations, both the dataset [5] and simulated data are utilized.

Our first simulation aims to determine if SecMonS can be leveraged for large substations with

many [EDs. For that purpose, we simulate the SCL-based graph generation according to the number
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Figure 6.12: Substation Configuration Used to Generate the Dataset in [5]

of IEDs by using SCL files in the dataset provided by the authors in [5]. The dataset [5] contains 18
SCL files. Fig. 6.12 shows the configuration used to generate the dataset in [5].

In the first simulation, we vary the number of IEDs from 1 to 18. For each number of IEDs,
we choose a random set of IEDs according to the number of IEDs in that experiment and perform
100 experiments for each number of IEDs and calculate the average execution time and the average
attack graph size, measured as the number of nodes. Results of this simulation are provided in
Fig. 6.13.

Results and Implications: As it can be seen from Fig. 6.13, both the attack graph size and the
execution time increase linearly as the number of IEDs increases. Even for 18 IEDs, the execution
time is around 40 milliseconds. This result implies that SecMonS can be utilized for substations
with many IEDs. For 18 IEDs, the attack graph size is around 360 nodes, implying that SecMonS
is scalable for larger systems.

Our second simulation aims to identify the relationship between the number of log entries and
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Figure 6.13: SCL-Based Attack Graph Generation Time
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Figure 6.14: Number of Log Entries versus Automaton Generation Time for [5]

the episode graph generation time. According to a survey !, 27 percent of information technology
professionals receive more than 1 million security alerts daily. Given that the number of security
alerts can grow, it is essential to have a reasonable automaton model generation time. We simulate
log-based automaton generation time using captures provided in [5]. Results of this simulation are
provided in Fig. 6.14.

Results and Implications: As seen in Fig. 6.14, episode graph generation time grows linearly
with the number of events. There are small variations around 36, 000 events since logs containing
attacks require different processing times based on the number of parameters maliciously modified
by the attacker during the attack.

Our third simulation aims to identify the relationship between the number of parameter changes
and execution time for simulated data. The goal is to identify how the generation time for the

log-based automaton model changes according to the number of changed parameters to identify
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Figure 6.15: IEDs and Parameter Changes versus Automaton Generation Time

the scalability of SecMonS for coordinated attacks in which many parameters may be changed
concurrently. Results of this simulation are provided in Fig. 6.15.

Results and Implications: As seen in Fig. 6.15, as the number of IEDs increases, episode
graph generation time increases linearly. Even for a substation with 10 IEDs, the episode graph
can be generated in 6 seconds. As the number of tampered parameters increases, episode graph
generation time increases linearly. This result shows that SecMonS can be utilized for coordinated
attacks in which many GOOSE parameters can be tampered with by attackers simultaneously.

Our fourth simulation aims to determine the merged graph generation time according to the
number of IEDs and changed parameters. Merged graph generation should be done more frequently
compared to SCL-based graph generation since merged graphs utilize dynamic information. Based
on this, merged graph generation should be done in a reasonable time. Results of this simulation are

provided in Fig. 6.16.
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Figure 6.16: IEDs versus Merged Graph Generation Time and Number of Nodes

Results and Implications: As seen in Fig. 6.16, merged graph generation time and size grow
linearly according to the number of IEDs. This result shows that merged graphs can be generated in
a reasonable time for monitoring the security posture of IEC 61850 substations.

Our last simulation aims to determine MDP generation time and MDP number of states for dif-
ferent percentages of compromised IEDs for IEEE 9-Bus, 33-Bus, and 39-Bus from pandapower
[169]. Fig. 6.17 shows MDP generation time and MDP number of states with respect to the per-
centage of compromised IEDs for 9-Bus. Fig. 6.18 shows MDP generation time and MDP number
of states with respect to the percentage of compromised IEDs for 33-Bus. Fig. 6.19 shows MDP
generation time and MDP number of states with respect to the percentage of compromised IEDs for

the 39-Bus system.
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Results and Implications: As seen in Fig. 6.17, Fig. 6.18, and Fig. 6.19, MDP generation time
decreases exponentially with respect to the percentage of compromised IEDs. This result implies
that starting the MDP model from IEDs, which the attacker has already compromised, can reduce
the execution time no matter how big the power system is. In addition, the decrease in MDP number
of states and MDP generation time becomes almost linear as the power system size increases. This
shows the importance of generating MDP models from the starting state of the attacker for large

power systems.

6.6 Utilizing SecMonS for Other Critical Systems

For utilizing SecMonS for critical systems other than substations, we need both static configu-
ration and event logs matching the static configuration. For other attacks in substations, SecMonS
can be used as long as we identify parameters the attacker tampers with. SecMonS was developed
considering attacks against GOOSE protocol in substations and utilizing it for other critical systems

is not a trivial problem.
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6.7 Summary

In this chapter, we have developed a security monitoring framework, SecMonS, that utilizes
static and dynamic information. This framework monitors the security of power systems concerning
cyber attacks with physical consequences. Our simulation results demonstrate that SecMonS can be

deployed on large power networks.
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Chapter 7

Conclusion

IEC 61850 substations are critical components in the smart grid since compromising them can
lead to significant consequences, such as blackouts. Securing substations is different than secur-
ing cyber networks since cyber attacks with major physical consequences are possible in the case
of substations. In this thesis, we have tackled the important problem of measuring and improving
the security postures of IEC 61850 substations. Several security metrics are designed, a hardening
system is developed, and an online security monitoring framework is presented in this thesis. Sim-
ulations reflecting real-life scenarios are performed in order to demonstrate the usage of designed
security metrics, the hardening system, and the security monitoring framework. The main challenge
was to come up with those metrics and show that those metrics reflect the security posture utilizing
simulations reflecting real-life scenarios.

According to works done in this thesis, we have shown that security metrics are important for
evaluating the effectiveness of security enhancement efforts, such as adding firewalls, and diversi-
fying devices. Focusing on secure deployment in substations can prevent a majority of potential
attackers. In this regard, this thesis shows some valuable insights. First, redundancy, which is com-
monly used in substations, should be designed in a secure manner since if all subsystems of an IEC
61850 substation are identical, that can make it possible for the attacker to easily compromise all
subsystems after compromising one of them. Second, supply chain vulnerabilities pose an impor-
tant security risk to substations since substations may contain devices from different vendors, and

not all of those vendors may be trustworthy. By taking this into account, we have designed supply
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chain security metrics and demonstrated that supply chain vulnerabilities can make substations an
easy target for attackers. Therefore, measuring the security posture of IEC 61850 substations ac-
cording to supply chain vulnerabilities is important. Third, we developed a hardening system and
showed that it is possible to harden substations against supply chain attacks without utilizing supply
chain-related hardening options. Lastly, we developed a security monitoring framework and showed
that it is possible and convenient to develop threat models from that state the attacker is currently
in, rather than enumerating all possible attacker states. This thesis shows that securing substations
before they are compromised is important since successful cyber attacks targeting substations can
lead to major consequences, such as blackouts.

The contributions of this thesis can be summarized and related as follows. First, security met-
rics for measuring the effectiveness of redundancy from a security perspective are designed and
their effectiveness is demonstrated through simulations. Second, security metrics for measuring the
security postures of substations considering supply chain attacks are designed. Third, we have de-
veloped a hardening system that considers both supply chain-related and non-supply chain-related
hardening options. We have shown that this system is effective in hardening substations against
supply chain attacks according to supply chain security metrics developed in the second chapter.
Lastly, a security monitoring framework is developed for substations which generates attack graphs
based on the static substation configuration and then enhances the generated attack graph according
to real-time log events. Given the criticality of substations in the smart grid, this thesis makes ma-
jor contributions to measuring and improving the security postures of substations. In addition, this
thesis demonstrates that rather than trusting our intuitions for security, we should always quantify
security utilizing security metrics in order to prevent the majority of different types of attacks from

happening. The following can be done as a future work to extend this thesis:

e kSupply and kSupplier metrics are going to be extended for the whole power system rather

than just substations.

e There can be cases in which supply chain vulnerabilities may pretend to be zero-day vulnera-
bilities. Such cases are also going to be considered for the extended versions of k£Supply and

kSupplier.

180



We are going to utilize blockchain in the SC'R metric in order to get more accurate values
for risk scores since blockchain improves integrity (e.g., the authenticity of the origin can be

verified utilizing blockchain).

Security metrics are going to be defined based on threat models modeling human factors since

lots of cyber attacks happen due to misbehaving employees or human factor errors [183].

The time required to generate attack graphs, calculate metrics, and generate MDP models

must be improved to identify critical substations in huge power systems.

SecMonsS is verified using a public dataset since power system operators are reluctant to share
the contents of their log files, however, SecMonS is going to be deployed to a testbed or to a
real substation in order to extend SecMonS as a tool that is ready to be used by power system

operators.

Metrics calculating the security postures of substations according to physical aspects of at-

tacks will be integrated into the hardening framework.

The hardening framework is going to be modified to utilize enhanced attack graphs defined

in Section 6.
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