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Abstract

Authentication Protocols for IoT Edge Computing

Mohamed Ibrahieem, Ph.D.

Concordia University, 2024

The proliferation of IoT has led to vast interconnectivity, generating massive data

that exceeds the processing capabilities of IoT devices. Traditional IoT-cloud models,

where devices offload computations to centralized cloud servers, are increasingly inade-

quate due to the expected surge in IoT devices, projected to surpass 75 billion by 2025.

This growth intensifies cloud vulnerability to single points of failure and highlights the

need for alternatives that meet QoS requirements like low latency and location awareness.

The 3-tier IoT-edge-cloud architecture offers a solution by processing data at nearby edge

nodes, improving location awareness, and mitigating single-point-of-failure. While this

distributed approach meets QoS requirements, it introduces security challenges, such as

offloading data to distributed edge nodes without prior registration. Additionally, an ad-

versary can trace the edge node attached to the IoT device and compromise the privacy

of an IoT device user. Moreover, many deployed IoT devices are vulnerable to hardware

compromise and unauthorized access, raising significant privacy and security concerns

that hinder the broader adoption of edge computing.

In this thesis, we address the above challenges by proposing efficient and secure

authentication protocols for IoT applications in edge computing. Our proposed protocols

include Symmetric Key Authentication with Forward Secrecy (SKAFS), Symmetric Key
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Inter-Cloud Authentication and Redeemable Micropayment Protocol (SKICAP), Mutual

Authentication Privacy-Preserving Protocol with Forward Secrecy (MAPFS), and Con-

ditional Privacy-Preserving Message Authentication for VANET Emergency Exchange

(CP-MAVE). The proposed protocols utilize lightweight cryptographic primitives to re-

alize efficient protocols for edge computing. Moreover, the proposed protocols fulfill the

security requirements for IoT applications, such as IoT device anonymity, session unlink-

ability, and resilience to hardware compromise of IoT devices.

For our proposed protocols, we provided formal security analyses based on com-

putationally hard problems. Furthermore, we evaluated their performance in terms of

communication overhead and computational complexity and compared them with other

closely related protocols. Finally, we implemented prototypes of our proposed protocols

using socket programming, simulating the message flow between the protocol entities to

calculate their end-to-end latency and confirm the efficiency of our proposed protocols.

The proliferation of IoT has led to vast interconnectivity, generating massive data that

exceeds the processing capabilities of IoT devices. Traditional IoT-cloud models, where

devices offload computations to centralized cloud servers, are increasingly inadequate due

to the expected surge in IoT devices, projected to surpass 75 billion by 2025. This

growth intensifies cloud vulnerability to single points of failure and highlights the need

for alternatives that meet Quality of Service (QoS) requirements like low latency and

location awareness. The 3-tier IoT-edge-cloud architecture offers a solution by processing

data at nearby edge nodes, improving location awareness, and mitigating single-point-of-

failure. While this distributed approach meets QoS requirements, it introduces security

challenges, such as offloading data to distributed edge nodes without prior registration.

Additionally, an adversary can trace the edge node attached to the IoT device and com-

promise the privacy of an IoT device user. Moreover, with 2.38 billion IoT devices vul-

nerable to hardware compromise and unauthorized access, raising significant privacy and

security concerns that hinder the broader adoption of edge computing. In this thesis,

we address the above challenges by proposing efficient and secure authentication proto-

cols for IoT applications in edge computing. Our proposed protocols include Symmetric

Key Authentication with Forward Secrecy (SKAFS), Symmetric Key Inter-Cloud Au-
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thentication and Redeemable Micropayment Protocol (SKICAP), Mutual Authentication

Privacy-Preserving Protocol with Forward Secrecy (MAPFS), and Conditional Privacy-

Preserving Message Authentication for VANET Emergency Exchange (CP-MAVE). The

proposed protocols utilize lightweight cryptographic primitives to realize efficient proto-

cols for edge computing. Moreover, the proposed protocols fulfill the security requirements

for IoT applications, such as IoT device anonymity, session unlinkability, and resilience

to hardware compromise of IoT devices. For our proposed protocols, we provided formal

security analyses based on computationally hard problems. Furthermore, we evaluated

their performance in terms of communication overhead and computational complexity and

compared them with other closely related protocols. Finally, we implemented prototypes

of our proposed protocols using socket programming, simulating the message flow between

the protocol entities to calculate their end-to-end latency and confirm the efficiency of our

proposed protocols.
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Chapter 1

Introduction

1.1 Overview

The Internet of Things (IoT) stands as the backbone framework of smart cities,

where many IoT devices with Internet connectivity are installed everywhere for sensing,

transmitting, processing, receiving, and actuating with minimal human intervention. IoT

devices are deployed in many applications such as smart grids, smart homes, smart trans-

portation systems, smart healthcare monitoring, and smart emergency services, which

shape our future. It is expected that by 2025, the number of IoT devices will exceed 75

billion [4]. Consequently, the amount of data requiring processing on the cloud is expected

to increase tremendously. This expanding trend of IoT devices and their widespread na-

ture impose some Quality of Service (QoS) requirements that the conventional IoT-cloud

architecture cannot fulfill. These requirements include low latency, location awareness,

support for mobility, and geo-distribution [53]. With such an expanding trend, the single

point of failure, in the traditional IoT-cloud, becomes more critical.

In this context, the 3-tier IoT-edge-cloud architecture has been considered [26];

limited-resource IoT devices and sensor nodes transmit their sensed data to more computation-

capable edge nodes (e.g., access points or base transceiver stations) in their proximity for
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data processing and storage [111]. Such a non-centralized architecture offers location

awareness and mobility support and can satisfy the required IoT application QoS.

However, the adoption of edge computing requires proper security and privacy-

preserving mechanisms. Edge computing inherits security and privacy issues from cloud

computing. Moreover, it suffers from other threats, such as man-in-the-middle attacks,

due to the adoption of the middle edge nodes for collecting and processing IoT users’ per-

sonal information. Consequently, mutual authentication between IoT devices and edge

nodes is essential to ensure security, allowing or restricting users’ access to the system.

Mutual authentication prevents illegitimate users from enjoying the service. In the con-

ventional IoT-cloud paradigm, IoT users store their data on cloud servers, which are

trusted domains for IoT users. In edge computing, as IoT users and edge nodes are in

different trust domains. This model differs from the conventional IoT-cloud model and

mutual authentication protocols for IoT-cloud cannot be applied directly to the IoT-edge-

cloud paradigm. Furthermore, adopting the new IoT-edge-cloud paradigm faces more

challenges as the privacy of an IoT device user can be compromised when an external

adversary traces the location of the edge node paired with the IoT device. Additionally,

the deployed sensor nodes are vulnerable to physical compromise attacks; according to

Gartner statistics on the IoT market segment in 2020 [3], a total of 2.38 billion IoT devices

are used in unprotected public sectors, e.g., transportation, retail and wholesale trade,

natural resources, and utilities.

1.2 Motivation

Throughout this thesis, we address the challenges above in adopting edge comput-

ing by providing efficient mutual authentication protocols using cryptographic primitives

to meet the security and QoS requirements in IoT applications for edge computing. Specif-

ically, we aim to 1) thwart the vulnerability of the IoT user credentials deployed in public
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areas; 2) enable mutual authentication between IoT devices and edge nodes without re-

quiring an online Cloud Admin (CA) during the authentication process; and 3) develop a

privacy-preserving mutual authentication protocol, maintaining unlinkability between IoT

device sessions and edge nodes, and preventing further location traceability by external

adversaries.

1.3 Contributions

Our research in the Ph.D. program focuses on developing new authentication pro-

tocols suitable for the emerging IoT-edge-cloud paradigm. Anonymous authentication

protocols for edge computing should prevent illegitimate endpoint devices from accessing

the computation service by ensuring that only legitimate endpoints are authenticated [96].

Additionally, the traceability of misbehaving endpoints should be maintained. Our re-

search has resulted in the development of four protocols.

In the first protocol, we enable the mutual authentication between the low end-

points IoT devices and edge nodes to benefit from the Computation Offloading (CO)

service of distributed edge nodes. We introduce the Symmetric Key Authentication proto-

col with Forward Secrecy (SKAFS). We tackle Desynchronization-based Denial-of-Service

Attack (DDSA), where external adversaries disrupt the updating and synchronization of

derivation keys among IoT devices and edge nodes of the service provider. SKAFS is re-

silient to physical compromise attacks and Physical Unclonable Function (PUF) modeling

attacks. Moreover, it utilizes a shared long-term key for decoding the pseudo-identities of

IoT devices, ensuring constant search complexity for identifying devices. Additionally, it

embeds a synchronization scheme to ensure that the state-update process occurs at the

beginning of each session, enhancing resilience to DDSA.

In the second protocol, we realize an efficient inter-cloud authentication and mi-

cropayment protocol for edge computing. We introduce Symmetric Key Inter-Cloud
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Authentication and redeemable micropayment Protocol (SKICAP). The aim is to develop

a secure delegation-based authentication protocol enabling roaming IoT devices to access

CO services from foreign service providers. The protocol utilizes hash chains, Merkle

trees, trees of secrets, and PUF. PUF enables IoT devices to compute authentication

keys instead of digitally storing them, mitigating credential vulnerability due to hardware

compromise of the IoT device. To ensure guaranteed charge redemption, the IoT device

provides a payment token and Merkle membership proof to the hosting CA. The hosting

CA verifies the payment token and Merkle tree proof to confirm the subscription of the

requesting IoT device for CO service with the home CA.

In the third protocol, we allow the IoT-edge authentication without the need for an

online CA during the authentication process. We present Mutual Authentication Privacy-

preserving protocol with Forward Secrecy (MAPFS). The objective is to devise a scal-

able, privacy-preserving mutual authentication protocol for the IoT-edge-cloud paradigm,

preventing external adversaries or malicious edge nodes from efficiently identifying or

correlating incoming IoT requests. The protocol employs Diffie-Hellman key exchange,

Schnorr Zero-Knowledge Proof (ZKP) of discrete log knowledge, and Schnorr signatures.

The Diffie-Hellman protocol facilitates the establishment of a session key between IoT

devices and edge nodes. Schnorr signatures authenticate the IoT device to the edge node

and vice versa. The Schnorr ZKP is used to prove the knowledge of the secret that relates

the randomized IoT authentication token to the protocol’s public parameters.

In the fourth protocol, we enable the collabartive traceability of misbehaved ve-

hicle. We introduce a Conditional Privacy-preserving Message Authentication protocol

for Vehicular Ad-Hoc Network (VANET) Emergency message exchange (CP-MAVE). The

objective is to enable a vehicle traveling to another city or country to obtain an authenti-

cation token from its enterprise cloud admin. Later on, the vehicle sends an authenticated

traffic message regarding traffic conditions (e.g., car accidents, congestion, and fires) to

the city’s traffic management agency. The protocol eliminates the need for an online
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CA during sending the message to the traffic management agency. The protocol utilizes

Schnorr ZKP of discrete logarithm knowledge and Schnorr signatures. Distributed key

generation centers are responsible for generating signing keys for the enterprise CA, and

the traceability of misbehaving vehicles is maintained through collaboration among these

centers. The protocol preserves the anonymity of the sending vehicle and ensures resilience

against message replay and modification attacks.

It should be noted that the protocols presented are specific to each use case dis-

cussed in their respective chapters and are not intended for general application.

The contributions of this thesis can be summarized as follows:

• We introduce four protocols SKAFS, SKICAP, MAPFS, and CP-MAVE. SKAFS, and

SKICAP are for realizing mutual authentication between IoT devices and edge nodes

while MAPFS, and CP-MAVE are for anonymous message communication. The first

three protocols, SKAFS, SKICAP, and MAPFS, appear in [123–125]. The proposed

protocols utilize cryptographic primitives such as PUFs, hash functions, trees of

secrets, Merkle trees, Schnorr zero-knowledge proof of discrete logarithm knowledge

[121], and Schnorr signatures [120] to establish efficient authentication protocols

meeting the required QoS for IoT applications.

• Under the assumption of computationally hard problems (i.e., the indistinguisha-

bility property of PUF as in SKICAP and SKAFS or the intractability of the elliptic

curve discrete logarithm problem as in MAPFS and CP-MAVE), we provide formal

security proofs for the presented protocols.

• We conduct a performance analysis of our protocols, focusing on their communica-

tion overhead, storage, and computation requirements. Additionally, we compare

the execution time of these protocols with other closely related ones.

• We implement prototypes for the protocols using socket programming between the
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protocol entities. This setup allows us to simulate the message flow between the

protocol entities in a real-time experiment and calculate the end-to-end latency of

the proposed protocol. The source code for the Python implementation is available

in the GitHub repository at https://github.com/M-Mahdy-Seif.

Additional research conducted during this Ph.D but not included in this thesis has been

published in [126,127].

1.4 Thesis Outline

The remainder of the thesis is organized as follows: In Chapter 2, we provide an

overview of edge computing, the notations used in the thesis, and background information

on cryptographic primitives utilized in our protocols. Chapter 3 introduces our protocol

SKAFS for IoT authentication with edge nodes. Chapter 4 presents SKICAP, a protocol

for inter-cloud authentication. Chapter 5 presents MAPFS for IoT authentication with

edge nodes without the need for an online CA. Chapter 6 introduces CP-MAVE, a protocol

for inter-domain communications without reliance on an online CA. Finally, in Chapter 7,

we conclude the work conducted throughout this thesis and present our possible future

research directions.
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Chapter 2

Background

In this chapter, we provide background on the edge computing paradigm, notations

used throughout the thesis, and the cryptographic primitives that were utilized.

2.1 Edge Computing

In this section, we give an overview of the edge computing paradigm, some appli-

cations related to the edge computing paradigm, and the required design and security

goals. Also, we give a literature review on the mutual authentication protocols for edge

computing.

2.1.1 Overview

To mitigate the single point of failure in the conventional IoT-cloud paradigm and

to meet the expected QoS requirements for the IoT applications, the three-tier IoT-edge-

cloud paradigm is proposed. In such a paradigm, the middle edge layer is introduced

between the low-end devices and the cloud [26]. In such a paradigm, resource-constrained

IoT devices outsource heavy computations to a nearby edge node (e.g., routers, switches,

and base stations), as depicted in Fig. 2.1, to avoid the high latency in the traditional
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Figure 2.1: The IoT-edge-cloud paradigm

IoT-cloud framework where the data is sent to the distant cloud for further computation.

The main outstanding feature of the edge node is that it is closer to low-end devices

than the fog node. As stated by the OpenFog Consortium [20], edge computing is defined

as the processing of the data at the edge layer of the network closer to the end devices.

The edge layer in the edge computing architecture involves servers, applications, and small

clouds. Moreover, edge computing operates its edge nodes, and data are transferred back

through the cloud to establish node-to-node traffic. The motivation of edge computing

is that the computation and storage should occur close to the data source (IoT device).

Initially, it was intended that edge computing should provide storage and computations

only one-hop away from the data source. Practically, it could be more than one-hop.

Unlike fog computing, edge computing is only limited to edges. Therefore, edge computing

has lower latency than fog computing and cloud computing due to its location. In terms

of service, edge computing has higher availability.
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2.1.2 Applications

In what follows, we list some of the applications for edge computing.

1. Consumer IoT: the main target of this paradigm is the human end-user. Exam-

ples of consumer IoT devices are smartphones, tablets, and other electronic devices

connected to the Internet. The communication is always machine-to-user commu-

nication such as smart payment, and smart conferencing [135].

2. Industrial IoT (IIoT): the main goal is the integration of the industrial manufac-

turing aspects with the business process. The motivation is to integrate all aspects

of industrial manufacturing with the Information Technology (IT) that is associ-

ated with the business process. A typical example of an IIoT smart application is

monitoring the production procedure and organizing autonomous industrial plants

that operate without much human intervention [135]. Therefore, communication

in IIoT is mainly machine-oriented unlike in the consumer IoT model where the

communication is human-centered.

3. Smart Transportation: the main goal is to satisfy the traveler’s needs and improve

traffic efficiency either by improving the vehicle occupancy ratio or reducing the

number of vehicles on the road [161]. Therefore, some schemes have been proposed

that focus on ride-sharing among travelers by matching ride requests to both oper-

ating and idle vehicles [162] to minimize the total travel time distance or cost. Other

schemes have been proposed that focus on reducing computational overhead to re-

duce the response time in matching vehicle-rider pairs and to reduce the number of

operating vehicles while guaranteeing traffic efficiency at the same time [161].

4. Smart Agriculture: the terms smart farming, precision agriculture, and smart agri-

culture are used interchangeably in the literature [93]. In smart agriculture, new

technologies are used to minimize the environmental impact and to maximize the
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utilization of the resources. As an example, for monitoring the crop status, sensors

are used, and based on the measurement values from the sensor, actuators manage

agricultural processes related to animals, crops, greenhouses, irrigation, soil, and

weather. This results in advancement in harvest forecasting, weather prediction,

crop productivity, water conservation, real-time data collection, reduced operation

costs, equipment monitoring, and accurate farm and field evaluation. In a smart

agriculture system, agriculture data such as humidity, temperature, PH, and soil

conditions are collected by heterogeneous data sources including robots, autonomous

tractors, drones, harvesters, sensors, and actuators. Based on the sensed agriculture

data different actuators such as water sprinklers, ventilation devices, lighting, au-

tomated windows (in glasshouses), and water nutrition pumps react. The number

of cloud-based agricultural systems and physical systems is increasing to achieve a

range of monitoring and analyzing objectives. Crop farming, livestock, and green-

houses are typical applications of edge computing. Some of these applications are

implemented with the help of IoT-based sensors and devices by using wireless sensor

networks (WSNs) [151].

2.1.3 Security Goals

In what follows, we list the required security goals and emphasize their importance

for mutual authentication protocols in the IoT-edge-cloud paradigm.

• Mutual Authentication: the communication between low-end devices and the edge

node is done through a wireless public channel. Therefore, the communicating

entities should establish a secure channel after authenticating the identity of the

communicating entities to ensure their legitimacy as mentioned in [48].

• User Anonymity: as stated in [80], the data originator should be anonymous to

internal/external adversaries over the wireless public channel between the resource-
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constrained IoT device and the serving edge node. Any Internal/External adversary

should not obtain the IoT identity from the authentication request.

• Session Unlinkability: any internal/external adversary cannot acquire the behavior

of the low-end device users from their intercepted messages. Therefore, the authen-

tication request from any low-end device should be indistinguishable from a random

sequence as mentioned in [80].

• Data Integrity: the sensitive-related data are transmitted over the wireless public

channel between the low-end IoT device and the edge node. Therefore, data integrity

should be guaranteed against any modification attacks from IoT users to avoid data

modification by any active external adversary during its transmission to the edge

node [48].

• Perfect Forward Secrecy: this property assures the past session keys are secure

even in the case of compromising the long-term key of any communicating party

in the system [102]. This is an important property as many experts have raised

concerns that individuals and nations around the world are collecting data with the

goal in mind of decrypting it at a later date. Data transmitted over the Internet

can easily be intercepted and downloaded, and much of that information is sensitive

(i.e., Login information, people’s credit card numbers, and bank account information

are regularly transmitted over the Internet). Perfect Forward Secrecy ensures the

security of the data in case of compromising the long-term key.

• Soundness: a synchronization scheme is said to be sound if after a complete run

of the protocol, both the communicating parties have updated their internal state

at least once to reach a synchronized state and have established the same shared

session key [23].
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2.1.4 Attacks and Vulnerabilities

In this section, we list the different attacks and highlight their significance in the

IoT-edge-cloud paradigm [108].

• Eavesdropping Attack: this attack is launched by an Internal/External attacker to

break the confidentiality of the sensitive data transmitted between the communicat-

ing entities (IoT devices and edge nodes).

• Active Man-in-the-Middle Attack: this attack occurs when a malicious attacker

exists between the IoT device and the edge node and secretly relays or modifies

the exchanging data among them. Nevertheless, the IoT device and the edge node

believe that they are directly communicating with each other.

• Impersonation Attack: such attack is issued by a malicious adversary to pretend to

be a legitimate IoT user to acquire the CO service from the edge node or pretend

to be a legitimate edge node to offer fake CO services to IoT users or to launch

phishing attack and collect sensitive data from IoT devices.

• Collusion: in such kind of attack two or more entities (i.e., IoT devices or edge

nodes) collude to deceive, mislead, or defraud other legal entities.

• Jamming: an attacker intentionally generates a large volume of fake messages to

jam communication channels or computing resources, thereby preventing other users

from normal communication and computation.

• Data Tampering Attack: this attack is launched by an active adversary to break the

integrity of the sensitive information exchanged between the low-end devices and

the edge node.

• Hardware Compromise Attack: according to Gartner statistics for the IoT market

segment in 2020 [3], a total of 2.38 billion IoTs are expected to be used in unprotected
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public sectors, e.g., transportation, retail and wholesale trade, natural resources, and

utilities, which makes them an attractive target to physical attacks [35].

• Desynchronization-based Denial of Service Attack (DDSA): such an attack involves

an adversary dropping update messages between the IoT device and the edge node

during the key agreement phase, preventing future session establishing [132].

• Forgery: malicious attackers might generate false information to mislead other enti-

ties. Furthermore, network resources such as bandwidth, storage, and energy would

be excessively consumed due to the false data.

2.1.5 Mutual Authentication Protocols for Edge Computing

In what follows, we categorize mutual authentication protocols into Elliptic Curve

Cryptography (ECC)-based protocols and lightweight mutual authentication protocols.

Moreover, we list authentication protocols for inter-cloud authentication for CO roaming

services. ECC-based protocols rely on computationally hard problems. Such protocols

incur point multiplication, field exponentiation, or pairing operations which make them

suitable only for some applications that do not have severe power and computational

constraints. On the other side, efficient and lightweight protocols rely on simple operations

such as bitwise XOR operations, hash-based computations, and symmetric encryption

which makes them suitable for resource-constrained IoT devices.

ECC-based and Bilinear-based Mutual Authentication Protocols

Hammi et al. proposed a one-time password authentication protocol that relies

on ECC for smart cities [70]. Additionally, in [90, 95], ECC-based anonymous mutual

authentication protocols for energy nodes are proposed for matching the trading energy

nodes. Similarly, [91, 158] proposed anonymous mutual authentication protocols for car

drivers and park owners. These protocols aim to achieve both the confidentiality of the
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transaction and anonymity of the interacting entities in addition to other trading goals

like verifiable fairness. Moreover, in [153], to mitigate the long authentication delay and

single-point-of-failure in VANETs, Yang et al. proposed an edge-assisted decentralized ar-

chitecture that enables the authentication server to delegate its authentication capabilities

to the edge node (Road Side Units). The proposed protocol is public key infrastructure

free and it makes use of bilinear pairing to achieve mutual authentication between the

fog users and the fog nodes. Azees et al. [15] proposed a conditional privacy-preserving

authentication scheme where the vehicles and the roadside units generate anonymous cer-

tificates on their own, and in the case of dispute, the trusted authority can revoke the

real identity of the misbehaving vehicles. Similarly, Jegadeesan et al. [79] introduced an

anonymous mutual authentication protocol for ensuring data security and user privacy in

Wireless Body Area Networks (WBAN). Additionally, Azees et al. [16] proposed an affine

cipher-based encryption scheme for transferring highly sensitive medical images between

patients and doctors. For secure resource management in the smart grid, Chaudhary

et al. [29] proposed a Software Defined Network (SDN)-based communication model for

handling data generation by smart devices. However, the proposed model requires a third

party to authenticate the communicating entities and derive the session key. This third

party is considered to be a single point of failure and makes the protocol vulnerable to

denial-of-service attacks. Unfortunately, the computational and memory requirements for

these protocols are beyond the limited capabilities of IoT devices.

Lightweight Mutual Authentication Protocols

Aujla et al. [13] proposed an efficient SDN-based protocol for data offloading in the

healthcare system. Similar to [29], the main limitation in the proposed protocol is the sin-

gle point of failure. For the smart grid, a lightweight certificateless mutual authentication

protocol has been proposed [119]. Moreover, Li et al. [89] proposed an efficient Merkle

tree-based authentication protocol for smart meters communications. The protocol en-
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sures message integrity and is resilient to replay attacks and message injection attacks.

For vehicular networks, Limbasiya et al. [97] proposed VCom, a lightweight Vehicle-to-

Vehicle communication protocol that is secure to man-in-the-middle, Sybil, and replay

attacks. VCom ensures user authentication and anonymity. For a dynamic IoT environ-

ment, Dammak et al. [37] proposed DLGKM-AC, a decentralized Lightweight Group Key

Management for Access Control. The decentralized architecture is composed of one key

distribution center and multiple sub-key distribution centers for managing IoT groups and

alleviating the rekeying overhead. In the domain of edge computing, Nakkar et al. [106]

proposed a lightweight one-way authentication protocol for medical emergency systems.

The proposed protocol makes use of hash functions and authenticated encryption which

makes it post-quantum secure. However, it is a one-way authentication protocol suit-

able for broadcast messages only. Ibrahim [77] proposed Octopus for lightweight mutual

authentication between the edge user and edge server. Octopus suffers from the linka-

bility problem between the messages of the edge user. To thwart adverse consequences

of IoT device compromise, PUFs have been considered for electric vehicles [11], smart

grids [85], and IoT drones [63] where the edge nodes authenticate the IoT device through

a challenge-response query.

Inter-cloud Mutual Authentication Protocols

Some protocols have also been proposed for roaming services. Gope et al. [60]

proposed a lightweight mutual authentication privacy-preserving protocol with perfect

forward secrecy for Global Mobile Networks. The proposed protocol allows a mobile sub-

scriber to get services from a foreign agent. However, the protocol does not consider

charging the mobile subscriber and cost redemption for the obtained services. In the con-

text of charging for computation offloading, protocols [39,40,127,146] have been proposed.

LAMANCO [146] allows an IoT device to subscribe with a cloud admin for n computa-

tion offloading units. Then on serving the IoT device, the IoT gateway authenticates
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the IoT device. The massive deployment of LAMANCO is questionable since it requires

the deployment of a card reader on IoT devices. Moreover, the interoperability of the

protocol between different cloud admins is not achievable as the key materials for authen-

tication are stored in a tamper-proof device in the IoT gateway. Debe et al. proposed a

transparent decentralized blockchain-based auto-payment protocol [40]. Additionally, an

auto-payment protocol that enables the IoT device to select the best computation offload-

ing service providers based on their reputation was proposed in [39] where a smart contract

settles the payment procedures between the IoT device and the edge nodes. However, the

two protocols do not consider authentication between the IoT device and the edge nodes.

Moreover, all the aforementioned protocols do not consider the interoperability between

different cloud admins. In [127], the authors proposed an authentication protocol that al-

lows an IoT device to subscribe with the home cloud admin and when moving into other

foreign cloud admins, the IoT device provides a verifiable payment token in return for

the required computation offloading service. Nevertheless, the protocol does not provide

security in the event of a device compromise. More precisely, an attacker can launch a

physical attack on the IoT device and obtain the key materials from the compromised de-

vice. Later on, the adversary can use these key materials to derive authentication requests

from other IoT devices.

2.2 Notation

We use the notation x
r
←− {0, 1}n to denote the process of uniformly sampling an

n-bit value x at random. We also use the notation Y = Z to represent the assignment of

the right-hand value Z to the left-hand value Y , while Y
?
= Z indicates a check of whether

the right-hand side Z is equal to the left-hand side Y . The Bitwise exclusive-OR (XOR)

is represented by the · symbol. H(x) represents hashing of the string x while {M}k is

the AES-CBC encryption of the message M with the key k. Moreover, we used the two
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symbols A||B and A,B interchangeably to indicate the concatenation of the two strings

A and B together. Throughout the protocols, we use the term IoT gateway to indicate

the edge node in the IoT-edge-cloud paradigm.

2.3 Cryptographic Primitives

In what follows, we list the cryptographic primitives that are utilized through

our thesis such as PUF, Merkle tree, Schnorr zero-knowledge proof of discrete logarithm

knowledge, and Schnorr signatures. We refer to our security parameter as ¼. For a

function ϵ(¼) : Z −→ R, we say that it is a negligible function in ¼ if, for all d > 0, there

exists ¼d ∈ Z such that ϵ(¼) f 1/¼d for all ¼ > ¼d [19].

2.3.1 Physical Unclonable Function

A Physical Unclonable Function is a hardware-based crypto primitive. On stim-

ulating the PUF circuit with an input challenge C, it produces an output response R.

PUF can be considered a one-way function that generates a response R for a given input

challenge C. In our thesis, we refer to PUF calls as P( ). PUFs were first introduced by

Gassend et al. [54] and can be physically embedded into devices. The output response

R = P(C) is determined by the specific PUF circuit and the challenge input itself. Such

challenge-response behavior is unique and determined by the manufacturing process, mak-

ing it impossible to clone or replicate. Consequently, the challenge-response behavior of

the PUF can be used as a biometric identifier for the device. Since most PUFs are noisy,

a fuzzy extractor [43] is typically employed to compensate for the variations in the output

response. Ideal PUFs are characterized by [122]:

1. Robustness: A particular PUF circuit produces the same response R with a very

high probability for the same challenge C, even if the experiment is repeated many

times.
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2. Uniqueness: The responses of two different PUFs for the same challenge C are

distinguishable with a very high probability.

3. Unpredictability: Given the responses of a particular PUF for a set of challenges, it

is infeasible to predict the response of this PUF to a new challenge.

4. Tamper-Evidence: Any external unauthorized access to the PUF to know the re-

sponse of the PUF circuit for a certain challenge will alter its physical behavior and

accordingly its challenge-response behavior.

5. Indistinguishability: The PUF response is computationally indistinguishable from a

random sequence of the same length.

Given a PUF P : {0, 1}l1 −→ {0, 1}l2 that maps an l1-bit input challenge to an l2-bit

output response based on its physical properties, the PUF response should be computa-

tionally indistinguishable from a random sequence of the same length. Such a security

notion is formally defined as:

Definition 2.1 A physical unclonable function P : {0, 1}l1 −→ {0, 1}l2 is said to be

indistinguishably secure if for any Probabilistic Polynomial Time (PPT) adversary D,

advIND
PUF

(D) is a negligible function in l1.

We can define the adversary advantage against PUF indistinguishability, denoted

as advIND
PUF

(D), as the probability of an adversary D winning a game against a challenger

C that is running the PUF P . The game involves the following steps [143]:

1. During the training phase, D repeatedly queries the PUF circuit run by C with

challenges Ci and obtains responses Ri = P(Ci), where i = 1, 2, · · · , n and n is the

number of queries.

2. After the training phase, D queries the PUF with a challenge C that is different

from the ones used in the training phase, C /∈ {C1, C2, . . . , Cn}.
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3. The challenger C generates a random bit b
r
←− {0, 1} and responds with Rb to D,

where R0
r
←− {0, 1}l2 and R1 = P(C).

4. D outputs its guess b′ ∈ {0, 1} for b.

The adversary D wins the game if b′ = b. The adversary advantage against PUF indis-

tinguishability is defined as advIND
PUF

(D) = |Pr(b′ = b)− 1/2|.

Modeling Attacks and Reconfigurable PUFs

Practical PUFs have been vulnerable to machine learning-based modeling attacks.

In such attacks, an adversary, denoted by D, collects a large set of Challenge-Response

Pairs (CRPs) (c1, r1), (c2, r2), · · · , (cm, rm) from the PUF. Using this set, the adversary

builds a mathematical model, denoted by P̂ to predict the PUF’s response Rm+1 for a

new challenge Cm+1 [41]. Only strong PUFs are susceptible to modeling attacks, as weak

PUFs have a limited set of CRPs, which makes it difficult to train a reliable model using

a small amount of data [117].

Reconfigurable PUFs have been proposed as a way to thwart modeling attacks.

In particular, dynamic reconfigurable PUFs can change their challenge-response behavior

by resetting their configuration and transitioning between states of different challenge-

response behavior [138]. Since resetting the PUF configuration renders any previous

model useless. An adversary attempting a modeling attack must collect a new set of

CRPs to model the new PUF behavior. It is important to note that reconfiguring the

PUF does not affect its security properties, such as tamper-evidence and robustness.

DRAM-based PUFs (DPUF) have a very large addressing space and high density

for providing a large set of CRPs which makes them suitable for realizing reconfigurable

PUFs. In DRAM modules, data is stored in memory cells which are composed of a

capacitor and an access transistor. Based on the charge of the capacitor a stored value of

0 or 1 is stored in the memory cell. However, DRAM modules require periodic refreshes of

the capacitors to maintain data integrity. In DRAM-based PUFs, the cell power-up and
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refresh time are used to generate entropy between the stored challenge and the output

response bits of the PUF. A challenge bit string may be stored in an arbitrary memory

block of the DRAM module then a refresh-time interval is applied. Then, the stored bit in

the memory can be read as the response bit string. For resetting the PUF configuration

to realize a new challenge-response behavior, the setting parameters such as the memory

block in the DRAM module and the cell refresh time are used. Note that Sutar et al. [65]

showed that a refresh-time interval of 40-60 ms generates an entropy of 200− 500 bit flips

across a 32KB memory block. This new resulting bit-flip behavior is extremely difficult

to predict which implies that an adversary with a prior-built model of the PUF has a low

probability of predicting the CRPs of its new configuration. Hence, reconfigurable PUFs

are secure against modeling attacks. Also, [138] showed that setting a match threshold

equal to 27 makes such a design achieve a 100% true-positive rate (i.e., robustness rate)

while also ensuring 0% false-positive rate (uniqueness rate).

Fractional Hamming Distance (FHD)

Practical PUFs are known to be noisy, meaning that the output response of a PUF

will differ slightly when queried multiple times with the same challenge. To quantify

this difference, the Hamming Distance (HD) metric is commonly used. HD measures the

difference between two strings by counting the number of substitutions required to change

one string into another. Two identical strings will have an HD of zero. FHD is a variant

of HD that is normalized by the length of the original string. Specifically, FHD between

the strings r and r̂ is defined as FHD(r, r̂) = HW (r·r̂)
L(r)

, where HW (r · r̂) is the number

of non-zero digits (i.e., 1’s) in the XoR of r and r̂, and L(r) is the length of the original

string r.
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Hab Hcd

Habcd

Figure 2.2: An example illustrating the Merkle proof for element c ∈ MT which consists
of the nodes Hd and Hab

2.3.2 Merkle Tree

Merkle trees [103] is a data structure to efficiently and securely verify the integrity

and consistency of data. It provides efficient proof of membership for the data. Generally

speaking, to accumulate a set of elements, one builds a binary tree where the leaf nodes

correspond to the hash values of the elements. The parent nodes are assigned the hash of

their children using a collision-resistant hash function. The set membership proof, known

as Merkle proof, has a logarithmic size in terms of the number of leaves. For example,

given a Merkle tree MT with a root r, to prove that an element x ∈ MT , the prover

sends to the verifier a Merkle proof Ã which consists of the sibling nodes on the path

from x to r as illustrated in Fig. 2.2. The verifier initially computes r′ ← H(x). Then,

she iterates sequentially over each hash in Ã and reconstructs the parent r′. Finally, the

verifier accepts the proof Ã if r′ = r.

2.3.3 Elliptic Curve

Throughout our work in CP-MAVE and MAPFS, we utilize the ECC system, which

is a modern family of public-key cryptosystems based on the algebraic structures of the
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elliptic curves over finite fields. ECC security is based on the assumed difficulty of the

ECDLP [71, 134]. ECC-based schemes are characterized by smaller key sizes, low arith-

metic requirements, and shorter operand lengths compared to RSA systems. Let p be a

prime number and let Fp denote the field of the integers modulo p. An elliptic curve E

is defined over the finite field Fp by the set of the points (x, y) ∈ Fp × Fp satisfying non

singular elliptic curve equation y2 = x3 + ax + b mod p such that 4a3 + 27b2 ̸= 0 mod p

plus the point at infinity O. Then, the additive elliptic curve cyclic group G is defined as

G = {(x, y) : x, y ∈ Fp ' (x, y) ∈ E}
⋃
O. Let P ∈ E be the generator point of the group

G of order q. Note that, we use lowercase letters for representing scalar values in Zq and

uppercase letters for EC points in the group G.

The Elliptic Discrete Log Problem (ECDLP) [136]

Definition 2.2 Elliptic-Curve Discrete Log Problem: Let E be an elliptic curve over the

finite field Fp and let the points R and S points in G of order q, the ECDLP is the problem

of finding an integer r such that R = rS.

The Elliptic Curve Diffie-Hellman (ECDH) Protocol [42]

ECDH is a key agreement protocol that enables two entities, Alice and Bob, having

an elliptic curve public-private key pair, to establish a shared secret key over an insecure

channel. ECDH is based on the ECDLP instead of the conventional Discrete Log Problem

(DLP). It works as follows. The two communicating entities, Alice and Bob agree on an

elliptic curve E. Alice selects an integer a ←− Z∗

q , computes Q = aP and sends Q to

Bob. On the other hand, Bob selects an integer b ←− Z∗

q , computes Q = bP , computes

R = bP , and sends R to Alice. Alice and Bob receive R and Q respectively, and compute

the shared secret key S; S = aR = bQ = abP . Both entities, Alice and Bob get the same

value for S, and the shared key is established.
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Definition 2.3 Elliptic-Curve Decisional Diffie-Hellman Problem (ECDDHP) [71]: Let

E be an elliptic curve over the finite field Fp. Given the point P ∈ G with order q and

the points X = xP, Y = yP, Z = zP ∈ G, the ECDDHP is the problem of determining

whether Z = xyP , equivalently, whether z = xy mod q.

2.3.4 Schnorr Zero-Knowledge Proof [121]

Given a statement X where ∃ x s.t. X = xP , a Schnorr Zero-Knowledge Proof

(ZKP) of Knowledge enables the prover to convince the verifier of the knowledge of the

witness x without revealing its value to the verifier. Schnorr protocol is a Σ protocol that

consists of three interactions between the prover and verifier. These interactions are: com-

mit, challenge, and response. A non-interactive Schnorr ZKP in the Fiat-Shamir heuristic

transformation [51] allows the prover to combine the commit, challenge, and response

phases in one interaction. This transformation involves using a secure cryptographic hash

function to issue the challenge. Moreover, such Fiat-Shamir heuristic transformation is

used for generating a Schnorr signature [120] over a message m as follows. The signer

generates the commitment R = rP where r ←− Zq and uses the Fiat-Shamir heuristic

transformation for computing the challenge c = H(R,m). Then, it computes the re-

sponse s = r + cx where the signature Ã = (R, s). The verifier checks if sP
?
= R + cX

hold.
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Chapter 3

Symmetric Key Authentication

Protocol with Forward Secrecy

3.1 Introduction

Several authentication protocols have been proposed to enable mutual authenti-

cation between communicating entities in the IoT-edge-cloud paradigm, such as those

presented in [98, 106, 146, 148]. These protocols achieve various security goals, including

mutual authentication between IoT devices and edge nodes, as well as anonymity of the

communicating entities and forward secrecy. However, these protocols do not account

for the physical vulnerability of the widespread IoT devices, which according to Gartner

statistics for the IoT market segment in 2020 [3], are expected to reach 2.38 billion devices

deployed in unprotected public sectors, such as transportation, retail and wholesale trade,

natural resources, and utilities, making them an attractive target for physical attacks [35].

PUFs have been explored as a way to prevent physical attacks. They have been

used in PUF-based protocols for various applications [10,18,92]. Aman et al. [10] proposed

a PUF-based protocol that is resilient to physical attacks on IoT devices, in the IoT-cloud

architecture. However, this protocol is susceptible to Desynchronization-based Denial of
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Service Attacks (DDSA). Such attacks involve an adversary dropping update messages be-

tween communicating parties during the key agreement phase. Gope et al. [62] addressed

such an issue by adding a synchronization set of extra pseudo-identities. They also pro-

posed a mutual authentication protocol [64] that uses a reconfigurable PUF to prevent

modeling attacks, while mitigating DDSA using extra pseudo-identities stored at the IoT

device and the CA. To maintain unlinkability, the requesting IoT device generates a new

pseudo-identity with each request. However, with the increasing number of registered IoT

devices and the ongoing service request, this impose a pseudo-identity decoding problem

and a storage overhead on the CA which scales linearly with the number of IoT devices

and the size of the synchronization set.

The existing protocols face various challenges, such as scalability issues with the

increasing number of IoT devices, frequent CO service requests, and vulnerability to

physical and DDSA. To realize an efficient protocol addressing these challenges, we need

to design a mutual authentication protocol for computation offloading that is resistant to

physical compromise attacks, and DDSA without the need for storing extra redundant

pseudo-identities at the CA. The protocol should have a low-complexity identification

algorithm to enhance the efficiency of the CA in decoding IoT pseudo-identities, especially,

with the large number of registered IoT devices and frequent IoT requests. Additionally,

the proposed protocol has to maintain unlinkability between requests without updating

the CA database with each authentication request. Finally, we need to ensure the security

of the protocol, which relies on a single long-term key, in case of an IoT device compromise,

so that other uncorrupted IoT devices can maintain secure operation.

In this chapter, we propose SKAFS, a Symmetric Key Authentication protocol

with Forward Secrecy for the IoT-edge-cloud paradigm. The security of the proposed

protocol is based on the security of the utilized PUF and hash function. The protocol

ensures the anonymity of IoT devices, provides forward secrecy, and is also resistant to

hardware compromise attacks, machine learning-based modeling attacks, and DDSA. The
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advantages of SKAFS are summarized as follows: (i) our protocol adopts one shared long-

term key for decoding the pseudo-identities of the IoT device. However, the protocol still

maintains secure operation even with an IoT compromise. This is achieved by keeping

the long-term key known only to the CA and the IoT device keeps another private key.

Such an IoT private key is then used in the obfuscation operations done by the IoT which

are equivalent to obfuscation using the CA’s long-term key, (ii) unlike other proposed

protocols which, for n IoT devices, require O(n) search complexity at the cloud server-

side for identifying the IoT device from its pseudo-identity, SKAFS requires O(1) search

complexity for identifying the IoT device. This is accomplished by obfuscating the identity

of any IoT device with the same long-term key known only to the CA, and (iii) our protocol

calls for synchronized states at both IoT devices and cloud admin sides without storing

extra redundant pseudo-identities. As such, we embed a synchronization scheme in SKAFS

to ensure that the state-update process takes place at the beginning of each session, thus,

providing robustness concerning DoS attacks. Our proposed protocol SKAFS preserves

the privacy and anonymity of IoT devices and is robust against DDSA, as shown in Table

3.1, which provides a comparison of SKAFS with other existing PUF-based protocols.

Table 3.1: Security/ Functionality properties compared to other IoT-edge-cloud schemes

Security/ Functionality Properties [10] [62] [61] [92] [107] [127] [123] [64] [65] SKAFS

Mutual Authentication ✓ ✓ ✓ ✓ × ✓ ✓ ✓ ✓ ✓

Confidentiality ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Unlinkability × ✓ ✓ × × × ✓ ✓ ✓ ✓

Forward Secrecy ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Resilience to DoS × ✓ ✓ ✓ × × × ✓ ✓ ✓

Resilience to Physical Attack ✓ ✓ ✓ ✓ ✓ × × ✓ ✓ ✓

Resilience to Privileged Insider Attack ✓ ✓ ✓ ✓ × × ✓ ✓ ✓ ✓

Resilience to Modeling Attack × × × × × × × ✓ ✓ ✓

Dynamic IoT addition ✓ ✓ ✓ × × × × ✓ ✓ ✓

Free of CA updating overhead 1
× × × NA NA ✓ ✓ × × ✓

IoT-edge-cloud Compatible × × × × ✓ ✓ ✓ × ✓ ✓

Identification complexity 2
O(n) O(n) O(n) NA NA O(log(n)) O(log(n)) O(n) O(n) O(1)

1: There is no need to update the CA with a new IoT pseudo-identity with each authentication request.

2: The complexity of the protocol in decoding an incoming IoT pseudo-identity.

✓: The security/functionality feature is achieved.
×: The security/functionality feature is not achieved.

NA: The protocol does not maintain unlinkability through pseudo-identity. Therefore, the functionality feature of updating the CA with

a new pseudo-identity and decoding the pseudo-identity is not applicable in that context.
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3.2 System Model and Threat model

This section introduces the system model and key entities in our system, followed

by the threat model.

3.2.1 System Model

We have adopted the IoT-edge-cloud paradigm, which is comprised of three layers:

the IoT layer, the edge layer, and the cloud layer. The cloud layer is operated by the CA,

as shown in Fig. 2.1. The edge layer is securely connected to the cloud layer through the

core network. To meet the QoS requirements of real-time applications, low-end devices in

the IoT layer outsource their heavy computations and storage to the edge server, such as

wireless access points and base transceiver stations, in the edge layer via a wireless link.

The computational-capable edge server in the proximity of the IoT device performs the

computation for the resource-constrained IoT device.

We assume that every IoT device is outfitted with a PUF circuit. Similar to previous

works such as [61, 68, 86], we consider the PUF circuit and the IoT microcontroller as a

single system on a chip, where the connection between them is regarded as secure. Any

tampering with the PUF would change its behavior and render it ineffective. To prevent

code modification attacks, it is assumed that the IoT microcontroller is equipped with

tamper-proof memory, which guarantees code integrity and protects against malicious

code modification attacks through the PUF, as described in [128].

The entities in our proposed protocol are:

1. Cloud Admin: The cloud service provider is responsible for deploying the CA, which

manages the registration of IoT devices and stores their identities and the corre-

sponding responses from the PUF circuit. To ensure the security of the CA, we

assume, as in [65], that the server has access to secure storage and is protected from

external interference.
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2. IoT Gateway : The cloud service provider deploys IoT gateways as access points for

IoT devices to access CO services.

3. IoT Device: Low-end devices are limited in their resources and have internet acces-

sibility. They are deployed in various applications such as healthcare and virtual

reality. To meet the required QoS, IoT devices offload some of their computation

and storage to the IoT gateway via a wireless link.

3.2.2 Threat Model

We adopt the Canetti-Krawczyk (CK) adversary model [24], in which the stored

information in the memory of any communicating entity is vulnerable to memory leakage

attacks. An adversary A in the CK adversary model can eavesdrop on, drop, insert, or

modify messages between the communicating entities, as in the conventional Dolev-Yao

threat model [44]. In addition, the adversary has access to stored information such as

ephemeral secrets, session keys, and long-term private keys through explicit attacks.

3.3 Protocol Design

In this section, we present the different phases of our proposed protocol. We assume

that the registration phase where IoT devices and IoT gateways register with the CA runs

in a secure environment. Moreover, throughout the protocol, we assume our keys to be

128 bits. In our protocol, we consider two PUFs: weak PUF PF and re-configurable PUF

PD. We consider the weak PUF (e.g., Static Random Access Memory (SRAM)) and non-

volatile memory to be embedded in system-on-chip. The weak PUF is used for storing

the long-term key on the IoT device. On the other hand, re-configurable PUF PD is used

in deriving the device’s one-time key and it is attached to the device’s external memory.
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3.3.1 Registration Phase

The CA generates its long term key K
r
←− {0, 1}128 and sets its identity to IDCA.

The registration phase between IoTj and CA is illustrated in Fig. 3.1. Note that j =

1, 2, · · · , NIoT denotes the IoT device index, where NIoT is the total number of registered

IoT devices. Initially, IoTj randomly generates the challenge C1
r
←− {0, 1}128. Subsequent

challenges are computed by applying the hash function over the previous challenge using

Ci+1 = H(Ci) where i is the session index and it starts from 1. On the other hand, CF0

and CF1 are fixed hardwired challenges for the PUF circuit. Then, the IoT device sends

the PUF response for the re-configurable DRAM-based PUF P1
D(C1) and the fixed PUFs

PF (CF0),PF (CF1) along with its identity ID to the CA. Afterwards, CA computes the

bit string Tj = PF (CF0) · PF (CF1) · K where K is the cloud long-term key, and CF0

and CF1 are fixed for all IoT devices. The resulting Tj is unique to each IoT device and

is stored in its memory. It is different from one device to another based on their PUF

responses to CF0 and CF1. The CA sends Tj to the IoT device, stores the device’s identity

ID, and initializes the current session key between the IoT device and the IoT gateway,

Kc by P
1
D(C1). The previous session key, Kp, is initialized with K0

r
←− {0, 1}128, and the

two-step previous Kp−1 is initialized with K−1
r
←− {0, 1}128.

The registration of the IoT gateway l is illustrated in Fig. 3.2 where the IoT gateway

sends its identity to the CA. Note that l = 1, 2, · · · , NG denotes the IoT gateway index

where NG is the total number of registered IoT gateways. In turn, the CA generates the

long-term key MKCA−G and initializes the session key between the CA and the gateway

KCA−G with H(Kp
CA−G||r

p
1) where K

p
CA−G is the previous session key and it is initialized

with K0
r
←− {0, 1}128 and the random rp1 is initialized with r0

r
←− {0, 1}128. Finally, the CA

shares both the long-term key and the initial values with the IoT gateway.
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Figure 3.1: IoT device registration

Figure 3.2: IoT gateway registration

3.3.2 Mutual Authentication Phase

Consider the ith session between an IoT device IoTj and an IoT gateway Gl.

Initially, IoTj sends a Hello message to the Gl. Gl then replies with a random nonce

r1
r
←− {0, 1}128. Afterwards, IoTj computes its obfuscated identity ID∗ = H(r1, r2) · ID,

obfuscated key K∗

i = Kp ·Ki and the authentication message M1 = H(Ki, r1, r3) where

r2 and r3 are two randoms chosen by the IoT device r2, r3
r
←− {0, 1}128. Additionally,

IoTj obfuscates r2 with the long-term key as shown in Fig. 4.6 where r2 is XoRed with
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the PUF output PF (CF0) then with the other PUF output PF (CF1) and finally with Tj.

The deletion of both r2 and the intermediate data (i.e., PF (CF0), PF (CF1)) thwarts the

disclosure of the long-term K in case of a physical attack on IoTj. Following that, IoTj

sends M1, ID
∗, r∗2, r

∗

3 and K∗

i to the IoT gateway which in turns forwards it to the CA

encrypted under the session key between the CA and the IoT gateway, KCA−G. Note that,

this shared session key is updated with KNext
CA−G = H(KCA−G||r1) for each subsequent ses-

sion to ensure forward secrecy. Moreover, the IoT gateway sends the messages Ã1, Ã2, E1

to the CA. Then, the authentication token Ã1 is verified at the CA and Ã2 is used to

determine the synchronization difference DCA−G between the IoT gateway and the CA.

The CA retrieves the random r′2 and the identity of the IoT device ID′. Then, CA picks

the stored keys of IoTj (i.e., two-step previous key Kp−1, previous key Kp, and current

key Kc). Afterwards, the CA sends Ã2, E2, DCA−G to the IoT gateway which updates

its KCA−G in case that DCA−G = −1 and verifies the authentication token Ã3. Then,

to determine the synchronization state of IoTj, the IoT gateway verifies the fractional

Hamming distance of Ki and checks M1 against the current key Kc and the previous key

Kp. In case of a successful verification with one of the keys, the IoT gateway sends the

authentication message M2 to IoTj along with the synchronization difference flag DIG.

3.3.3 Key Agreement Phase

In case of a lagging IoT device where the value of DIG = −1, IoTj updates

its challenge Ci = H(Ci) and also sets the configuration of the PD to the next state.

Then, it computes the synchronized key Ki as illustrated in Fig. 3.4. For the subsequent

session, IoTj sets PD to (i + 1)th session and computes Ki+1. Then, it returns back to

the ith session configuration. Afterward, it forwards the obfuscated keys K̂i+1 to the IoT

gateway which in turn sends it to the CA. The CA updates the synchronization keys

Kp−1, Kp, Kc, rp1, K
P
CA−G and KCA−G. After receiving the confirmation message M3,

the IoT gateway updates the session key KCA−G and sends the message M4 to IoTj to
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Hello Msg

 

   

Figure 3.3: Mutual authentication between the IoT device and the IoT gateway for the
ith session
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confirm the key agreement and synchronization. Finally, IoTj verifies M4 and updates its

challenge, and reconfigures the PD to its new state.

   

Figure 3.4: Key agreement between the IoT device and the IoT gateway for the ith session

3.3.4 Message Exchange Phase

After mutual authentication and session key agreement, the IoT device starts of-

floading its heavy computation to the IoT gateway. The IoT device exchanges messages

with the IoT gateway encrypted under the session key Ks as shown in Fig. 3.5.
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Figure 3.5: Obtaining the CO service offered by the IoT gateway

3.3.5 Dynamic IoT device Addition

The proposed protocol supports the dynamic addition of an IoT device during an

up-running instance of the protocol. This can be achieved by the IoT device sending its

fixed PUF responses PF (CF0) and PF (CF0) and the dynamic PUF response P1
D(C1) to

the CA admin. After that, CA responds with the T = K ·PF (CF0)·PF (CF1) that the

IoT will use later in obfuscating its pseudo-identity.

3.4 Soundness and Formal Security Analysis

In this section, we prove the soundness of the synchronization scheme of SKAFS

and provide a formal security analysis of our proposed protocol.

3.4.1 Soundness of SKAFS

According to [14], soundness of a synchronization scheme requires that after a

complete correct session between an IoT device and an IoT gateway, the respective internal

states of the IoT device, SIoT , and the IoT gateway, SG, are updated and synchronized.

Moreover, the IoT device and the IoT gateway agree on a new session key.

Theorem 3.1 Let SIoT and SG denote the IoT device and gateway states, respectively.

At the i-th session, let KIoT
c and KIoT

n denote the current and next session keys at the IoT

device, respectively. Similarly, let KG
p and KG

c denote the previous and current session

keys at the IoT gateway. SKAFS ensures that the following two conditions always hold.
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1. Either (SIoT , SG) = (Si, Si) indicating synchronized states, or (SIoT , SG)= (Si−1, Si)

indicating a lagging IoT device state, can exist.

2. After the completion of a correct session, both the IoT device and the gateway must

have updated their internal states at least once, and KIoT
c = KG

c .

Proof: Considering the first case where the IoT device and the IoT gateway are

synchronized (i.e., DIG = 0), the IoT gateway verifies the authentication message M1

using KG
c . Then, the gateway sets DIG = 0 and sends the authentication message M2 to

the IoT device for computing the session key. Therefore, starting with DIG = 0 and after

receiving each of M1, M2, Ki+1 and M4, one can obtain the following IoT and gateway

states SIoT and SG for the session i

1. Initially,

(SIoT , SG) = (Si, Si), DIG = 0.

2. After receiving M1 by the IoT gateway,

(SIoT , SG) = (Si, Si), DIG = 0.

3. After receiving M2 by the IoT device,

(SIoT , SG) = (Si, Si), DIG = 0.

4. After receiving Ki+1 by the IoT gateway,

(SIoT , SG) = (Si, Si+1), DIG = −1.

5. After receiving M4 by the IoT device,

(SIoT , SG) = (Si+1, Si+1), DIG = 0.

The evolution of the respective internal states in the IoT device and the IoT gateway

are listed in Table 3.2. We can see that upon receivingM2, the IoT device and the gateway

are synchronized (i.e., DIG = 0) and they agree on the same session key (i.e., KIoT
c = Ki

and KG
c = Ki). Moreover, after a complete run of SKAFS, both the IoT device and the
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gateway update their internal states at least once (i.e., (SIoT , SG) = (Si+1, Si+1)). Note

that the possible resulting DIG values are either 0 or -1, and the case where DIG = 1

does not occur since the IoT device updates its state only upon receiving the confirmation

message M4.

Investigating the other case where the IoT device is lagging, i.e., DIG = −1, the

IoT gateway has KG
p , and KG

c from the previous session, the IoT gateway verifies the

authentication message M1 using its KG
p . Then, the IoT gateway sets DIG = −1 and

sends the authentication message M2 to the IoT device for synchronization and session

key computation. After M2 verification, the IoT device updates its internal state and

computes the session key. Therefore, starting with DIG = −1, after the authentication

messages M1, M2, Ki+1 and M4, one can obtain the following IoT and gateway states

SIoT and SG for the session i

1. Initially,

(SIoT , SG) = (Si−1, Si), DIG = −1.

2. After receiving M1 by the IoT gateway,

(SIoT , SG) = (Si−1, Si), DIG = −1.

3. After receiving M2 by the IoT device,

(SIoT , SG) = (Si, Si), DIG = 0.

4. After receiving Ki+1 by the IoT gateway,

(SIoT , SG) = (Si, Si+1), DIG = −1.

5. After receiving M4 by the IoT device,

(SIoT , SG) = (Si+1, Si+1), DIG = 0.

The evolution of the IoT device and the IoT gateway internal states are listed

in Table 3.3. We can see that after the reception and verification of the authentication

message M2, the IoT device updates its internal state and becomes synchronized with the
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IoT gateway (i.e., DIG = 0); meanwhile, the IoT device and the IoT gateway agree on

the same session key (i.e., KIoT
c = Ki and KG

c = Ki). Moreover, during a complete run

of SKAFS, the IoT device updates its internal states twice while the IoT gateway updates

its internal state once (i.e., initially, (SIoT , SG) = (Si−1, Si) and at the end (SIoT , SG) =

(Si+1, Si+1)). Note that the possible resulting DIG values in the lagging case ∈ {0,−1}.

Table 3.2: The evolution of the internal states in case DIG = 0

Epoch state DIG KIoT
c KIoT

n KG
p KG

c

Initial (Si, Si) 0 Ki Ki+1 Ki−1 Ki

After M1 (Si, Si) 0 Ki Ki+1 Ki−1 Ki

After M2 (Si, Si) 0 Ki Ki+1 Ki−1 Ki

After K̂i+1 (Si, Si+1) -1 Ki Ki+1 Ki Ki+1

After M4 (Si+1, Si+1) 0 Ki+1 Ki+2 Ki Ki+1

Table 3.3: The evolution of the internal states in case DIG = -1

Epoch state DIG KIoT
c KIoT

n KG
p KG

c

Initial (Si−1, Si) -1 Ki−1 Ki Ki−1 Ki

After M1 (Si−1, Si) -1 Ki−1 Ki Ki−1 Ki

After M2 (Si, Si) 0 Ki Ki+1 Ki−1 Ki

After K̂i+1 (Si, Si+1) -1 Ki Ki+1 Ki Ki+1

After M4 (Si+1, Si+1) 0 Ki+1 Ki+2 Ki Ki+1

Using the same approach as in Theorem 3.1, we can prove that the states of the

IoT gateway and the CA in the link between the IoT gateway and the CA are updated

and synchronized after a complete run of the protocol and the two communicating entities

agree on a new session key KCA−G.

3.4.2 Security Analysis of SKAFS using AVISPA

In what follows, we provide our security analysis of the proposed protocol using

SPAN+AVISPA (Security Protocol ANimator for Automated Validation of Internet Se-

curity Protocols and Applications) framework [12]. AVISPA is used for modeling and
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formally analyzing security protocols. AVISPA ensures that the security protocol is free

from active and passive attacks. Furthermore, it determines whether the protocol is vul-

nerable to replay and Man-in-the-Middle security attacks.

High-Level Protocol Specification Language (HLPSL) is used to describe security

protocols in AVISPA. Afterward, the HLPSL script is translated into an Intermediate For-

mat (IF) specification using the HLPSL2IF translator. Such an IF is analyzed by back-end

tools to generate the Output Format (OF). AVISPA comprises four back-end tools namely:

On-the-fly Model-Checker (OFMC), Constraint Logic based Attack Searcher (CL-AtSe),

SAT-based Model-Checker (SATMC), and Tree Automata based on Automatic Approxi-

mations for the Analysis of Security Protocols (TA4SP). Only OFMC and CL-AtSe tools

support exclusive-OR operations.

HLPSL describes each protocol entity in a module called a basic role which specifies

what information the entity possesses, its initial state, and the transition between the

states. An intruder is modeled using the channel (dy) which stands for the Dolev-Yao

intruder model [44].

In our analysis of SKAFS we used the CL-AtSe back-end tool as it supports the

exclusive-OR operations. The generated OF shown in Fig. 3.6 illustrates that the protocol

is safe under the CL-AtSe back-end. This means that SKAFS is secure against Man-in-

the-middle attacks and satisfies the secrecy of the session key, the secrecy of IoT ID, and

the mutual authentication between the IoT device, IoT gateway, and the CA as specified

in the environment role.

3.4.3 Formal Security Analysis

In this section, we start by modeling the adversarial capabilities. Then, we provide

the formal security proofs for our protocol. For simplicity, we proceed with our proof by

assuming that a practical PUF on the IoT device followed by fractional hamming distance

measurement on the IoT gateway side can be modeled as an ideal PUF as in [64, 65].
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Figure 3.6: AVISPA results for the specified goals (i.e., the secrecy of the session key, the
secrecy of IoT ID, and authentication of the IoT device, the IoT gateway, and the CA)

Adversarial Oracles

Under the CK-threat model discussed in Section 3.2.2, an adversary A has control

over the wireless communication channel between the IoT device and the IoT gateway.

Furthermore, A has access to several oracles:

• Launch(1λ): Creates a fresh protocol instance with identifier Ã.
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• Send IoT(m, IoT ): Models the ability of the adversary to act as a legitimate IoT

gateway. In this context, A sends a message m to IoT in the protocol instance Ã,

and IoT responds with message m′.

• Send Gateway(m,G) : Models the adversary’s capacity to act as a legitimate IoT

device. In this context, A sends message m to the IoT gateway G in the protocol

instance Ã, and G responds with message m′.

• Execute(IoT,G): Models the adversary’s ability to observe the radio communica-

tion channel and intercept a protocol instance Ã between an IoT device and an IoT

gateway. It generates the transcript T of the transmitted messages of the protocol

instance Ã during its execution between IoT and G.

• SSReveal(U): Allows the adversary A to learn the session state information inside

the entity U .

• SKReveal(U): Allows the adversary A to learn the session key of the entity U .

• Corrupt(U): Allows A to learn the long-term private key of the entity U . It is

worth noting that according to [55], a physical attack on memory is always invasive

and ultimately destroys its on-chip neighboring PUF. Therefore, the SSReveal,

SKReveal, and Corrupt oracles can be invoked only once on an IoT device. A

cannot access the PUF output afterward and the IoT is rendered useless. This

assumption is consistent with [61].

In what follows, we proceed with our security proofs for mutual authentication, IoT device

anonymity and hardware compromise resilience.

Theorem 3.2 Our proposed SKAFS protocol achieves mutual authentication between the

IoT device and the IoT gateway.
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Proof: An adversary A may want to impersonate a legitimate IoT device or a

legitimate IoT gateway. This can be modeled by the following game between a challenger

C and an adversary A.

1. In the training phase, the challenger C chooses a legitimate IoT device IoT and

gateway G.

2. A interacts with SKAFS (i.e., IoT and G) using the adversary oracles.

3. After the training phase, A notifies the challenger C.

4. A calls Send Gateway oracle to impersonate IoT .

A wins the game if it can send a valid authentication message M1 to impersonate a

legitimate IoT device IoT to the IoT gateway G. The adversarial advantage against the

mutual authentication is denoted by advauthSKAFS(A).

Assuming a PPT adversary A who can break the mutual authentication of SKAFS,

this adversary can function as a subroutine in a deterministic algorithm of an adversary

D to break the indistinguishability property of the PUF. For impersonating an IoT, D

intercepts r1, randomly generates r2 and uses A to invoke the SSReveal oracle on IoT to

know the current challenge Ci. D passes r1 and r2 to A where A generates the authenti-

cation message M1. Then, D challenges PUF (i.e., in the PUF indistinguishability game)

with Ci and gets Rb as the response. D outputs b = 1 when H(Rb, r1, r2) = M1 and b = 0

otherwise (i.e., advIND
PUF (D) = advauthSKAFS(A)). Since we assume an ideal and secure PUF,

therefore, the advantage of A in forging M1 message and impersonating an IoT device is

advauthSKAFS(A) = advIND
PUF (D) f ϵ.

For impersonating an IoT gateway to the IoT device, D intercepts r1 and DIG

and uses A to invoke SSReveal oracle on IoT to know the current challenge Ci and

r3. D passes r1 and DIG to A where A generates the authentication message M2.

Then, D challenges the PUF (i.e., in the PUF indistinguishability game) with Ci and
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gets Rb as the response. D outputs b = 1 when H(Rb, DIG, r1, r3) = M2 and b = 0

otherwise (i.e., advIND
PUF (D) = advauthSKAFS(A)). Since we assume an ideal and secure

PUF, the advantage of A in forging M2 message and impersonating an IoT gateway

is advauthSKAFS(A) = advIND
PUF (D) f ϵ. Therefore, SKAFS achieves mutual authentication.

Theorem 3.3 Our proposed SKAFS protocol is privacy-preserving.

Proof: The anonymity of the sender means that an attacker cannot sufficiently

identify the sender within the sender’s anonymity set, while unlinkability of two or more

items of interest (e.g., messages, and actions) means that an attacker cannot sufficiently

distinguish if these two items are related or not [112]. Unlinkability is a sufficient condition

of anonymity [72]. Therefore, when SKAFS achieves unlinkability between the sessions, it

also achieves the anonymity of the IoT device.

SKAFS is privacy-preserving (i.e., unlinkable) if a PPT adversaryA cannot correlate

two successful authentication requests and responses of an IoT device with a gateway. This

can be modeled by the following game between a challenger C and an adversary A.

1. In the training phase, the challenger C chooses a gateway G and two legitimate IoT

devices IoT0 and IoT1.

2. A interacts with SKAFS (i.e., IoT0, IoT1 and G) using the adversary oracles.

3. After the training phase, A notifies C.

4. C samples a bit b
r
←− {0, 1} and selects IoT device IoTb

5. A interacts with IoTb and G.

6. A outputs her guess b′ ∈ {0, 1} for b. A wins the game if b′ = b.

The advantage ofA against the anonymity of SKAFS is defined as advunlinkSKAFS(A) = |Pr(b
′ =

b)− 1/2|. SKAFS is privacy-preserving if a PPT A cannot distinguish between the obfus-

cated identities of two IoT devices (i.e., the adversary advantage advunlinkSKAFS(A) f ϵ).
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Let us assume a PPT adversary A who breaks the anonymity of SKAFS and can

distinguish between the obfuscated identities of two IoT devices. This implies that A can

distinguish between obfuscated identities of an IoT device and a random sequence. In what

follows, we show that A can be used by adversary D to break the PUF indistinguishabil-

ity property. D uses A to invoke SSReveal and Corrupt oracles on an IoT device with

identity ID to get the fixed challenges CF0, CF1 and T . Then, in the PUF indistinguisha-

bility game, in the training phase, D sends CF0 to get P(CF0) and in the challenge phase,

D sends CF1 and get Rb. D passes r1, r
∗

2, and ID∗ = H(r1, r
∗

2 · T · P(CF0) · Rb) · ID

to A. If ID∗ is a valid obfuscated identity, A outputs b = 1 as it can distinguish the

obfuscated identity of an IoT device with identity ID from a random sequence. Oth-

erwise A outputs b = 0. In the PUF indistinguishability game, D outputs A’s guess

b (i.e., advIND
PUF (D) = advunlinkSKAFS(A)). Since we assume an ideal and secure PUF, then

advunlinkSKAFS(A) = advIND
PUF (D) f ϵ, therefore, SKAFS is privacy-preserving.

Theorem 3.4 Launching a physical attack on the IoT device and having access to the

stored information does not leak any additional information regarding the CA long-term

Key K.

Proof: Hereby, we prove that the long-term key K does not reside on the IoT device

memory at any time. An adversaryA with access to the SSReveal, SKReveal, Corrupt

oracles does not get any additional information on the long-term key K more than what

it gets by performing a passive attack on the communication channel (i.e., invoking the

Execute oracle). Specifically, an adversary can compromise the IoT device before the

PF (CF0) to get the random r2 or after the PF (CF0) to get r2 and r2 ·PF (CF0) or after

the 2nd PUF call PF (CF1) to get r2 ·PF (CF0) ·PF (CF1). Subsequently, compromising

an IoT device enables A to gain access to one of these sets.

1. r2, r3, ID, Tj

2. r2, r3, ID, ID
∗, Tj
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3. r2, r3, ID, ID
∗, Ki, Tj

4. r2, r3, ID, ID
∗, Ki, K

∗

i , Tj

5. r2, r3, ID, ID
∗, Ki, K

∗

i , r2 · PF (CF0), Tj

6. r3, ID, ID
∗, Ki, K

∗

i , r2 · PF (CF0), r2 ·K, Tj

7. r3, r
∗

3, ID, ID
∗, Ki, K

∗

i , r2 ·K, Tj

Since the cloud long-term key K = PF (CF0) · PF (CF1) · Ti, getting r2, r3, ID,

Tj leaks no information on the cloud key K. Getting r2, r3, ID, ID
∗, Tj is equivalent to

getting r2, r3, ID, ID
∗, Tj , H(r1, r2). Under the assumption of a preimage-resistant hash

function, the additional information is of no value to the attacker. Getting r2, r3, ID, ID
∗,

Ki, Tj is equivalent to getting r2, r3, ID, ID
∗, Ki, Tj, H(r1, r2). Similar to the previous

case, the additional information is of no value to the attacker. Getting r2, r3, ID, ID
∗,

Ki, K
∗

i , Tj (resp. r2, r3, ID, ID
∗, Ki, K

∗

i , r2 ·PF (CF0), Tj) is equivalent to getting r2, r3,

ID, ID∗, Ki, K
∗

i , Tj, Kp (resp. r2, r3, ID, ID
∗, Ki, K

∗

i , PF (CF0), Tj). Assume the length

of the PUF response to be lr and PF (CF1) to be a random value of entropy lr. Since

K = PF (CF0) · PF (CF1) · Ti, therefore, the cloud long-term key K is still a random

value of entropy lr. Similarly, getting r3, ID, ID
∗, Ki, K

∗

i , r2 · PF (CF0), r2 · K, Tj is

equivalent to getting r3, ID, ID
∗, Ki, K

∗

i , r2 · PF (CF0), r2 ·K, PF (CF1), Tj. Hence, K

remains a random value with entropy lr. Getting r3, r
∗

3, ID, ID
∗, Ki, K

∗

i , r2 ·K, Tj does

not leak information on the long-term key K.

Perfect Forward Secrecy

A protocol achieves perfect forward secrecy if compromising the long-term key or

the current session key does not lead to the disclosure of the past session keys. In our

protocol, the session key for the session i is computed as KS = H(r1, r3, Ki). The IoT

gateway generates a random number r1 and sends it to the IoT device in the clear. The
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IoT device generates a random number r3 and obfuscates it using the instantaneous key

Ki, which is randomly generated by the PUF circuit and obfuscated with the previous-

session PUF key Ki−1. Therefore, this protocol ensures perfect forward secrecy because

the past session keys are independent of the long-term key and cannot be derived from a

compromised session key.

Backward Secrecy

A protocol is said to achieve the backward secrecy property if an adversary who

has access to the protocol state values of the current session, cannot calculate the past

session keys. We have listed in Theorem 3.4 all of the state information of the IoT device

during the authentication phase. Since the fresh session key depends on randoms freshly

generated by the IoT gateway, the IoT device, and the embedded PUF Ks = H(r1, r2, Ki),

the previous session keys are still secured and the protocol achieves the backward secrecy

property.

Replay Attacks

After receiving a hello message from the IoT device, the IoT gateway generates

the random r1 and sends it to the IoT device. Subsequently, the IoT device generates

the randoms r2 and r3. Afterwards, authentication messages M1, M2 and M4 incurs the

randoms r1, r3. Therefore, any replay attack of a previous authentication request of r
′

1

and r
′

3 values will not be accepted by the IoT device with fresh r3 nor by the IoT gateway

with fresh r1.

Attacks Exploiting the IoT Gateway

1. Privilege Insider Attack. According to [115], an insider attack is a malicious attack

caused by an entity inside the organization. In our case, we consider the privileged

insider attack originating from the IoT gateway. We exclude the CA and consider it
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as a trusted authority like in the IoT-Centric Cloud paradigm [21, 137]. If the IoT

gateway can deviate from the design goals during the mutual authentication with

the IoT device and gets access to extra information, we would say that SKAFS is

prone to privileged insider attack.

The requesting IoT sends M1, ID
∗, r∗2, r

∗

3 and K∗

i to the IoT gateway which in turns

forwards it to the CA. Note that, ID∗ is obfuscated with H(r1, r2), r
∗

2 is obfuscated

with the long-term key K, r∗3 is obfuscated with the session key Ki and the current

session key on the IoT device K∗

i is obfuscated with the previous session key Kp.

The cloud admin identifies the requesting IoT device and responds with two-step

previous key Kp−1 = Ki−2, previous Key Kp = Ki−1, and current key Kc = Ki

to the IoT gateway for synchronization and session key establishment. Therefore,

with this additional information, the IoT gateway gets access to the current session

key and r3 without any extra information on r2 or the identity of the requesting

IoT. Moreover, since the IoT gateway does not have access to the identity of the

requesting IoT or the long-term key K, it cannot launch an impersonation attack

on other IoT devices to other IoT gateways. Therefore, our proposed protocol is

immune to privileged insider attacks.

2. Stolen Verifier Attack. According to [31], a stolen verifier attack is where an adver-

sary who has stolen the verifier token for the user password can impersonate that

user to the cloud server later. By employing a dictionary attack, the stolen verifier

attack can be achieved on low-entropy passwords. Here, in our protocol, the IoT

gateway does not store verifier data. Instead, it obtains it from the CA admin after

receiving the IoT authentication request. Moreover, the IoT device uses the DPUF

response for generating the authentication keys which have more entropy and are

updated after each session. Thus, stealing the verifier token from the IoT gateway

is not possible unless for the running session only. Even if the adversary gets access

to the current verifier, this verifier will be useless for the next session which requires
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an updated authentication key.

3.5 Performance Analysis and Comparison

Generally, IoT devices are limited in their storage and computation resources.

Thus, it is important to consider the efficiency of SKAFS by analyzing its storage and

computation requirements. In our evaluation, the storage overhead is indicated by the

size of the memory required by the IoT device and the CA to store the secrets needed

during the mutual authentication and key establishment phases. The computation re-

quirement is measured by the cryptographic operations on the IoT device and the IoT

gateway to achieve mutual authentication and establish the session key before the actual

exchange of the data. The communication overhead between the IoT device and the IoT

gateway is the messages exchanged between them before the actual exchange of the data.

The performance evaluation results are summarized in Table 3.4.

Table 3.4: Storage, Computation and Communication Cost

Description Value

IoT storage 64 bytes
Cloud storage NIoT × 4× 16 +NG × 2× 16 bytes

IoT computation 2 RNG, 7 hash, 2 PD( ), 2 PF ( )
Gateway computation 2 RNG, 7 hash, 2 Enc, 1 Dec, 2 FHD
CA computation 4 hash, 1 Enc, 2 Dec

Communication IoT-G 192 bytes
Communication G-CA 320 bytes

3.5.1 Communication Cost

Throughout this section, we consider SHA-256 and AES-CBC encryption mode as

in [58]. For the identity of the IoT device, we assume a 128-bit identity and 1-bit DIG.

For the PUF circuit parameters, we assume a challenge of 128 bits as stated in [10] and

a PUF response of 128 bits, as stated in [58].
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In the mutual authentication phase, the IoT gateway sends r1 which is a 128-bit

message and the IoT device replies with a 6× 128 bits message of {M1, ID
∗, r∗2, K

∗

i , r
∗

3}.

Then, the IoT gateway sends a 1-bit DIG and the authentication message M2 of 256 bits.

Later, in the synchronization phase, the IoT device sends the next session key Ki+1 of 128

bits, and the IoT gateway confirms with a 256-bit M4. Thus, in total, the communication

cost between the IoT device and the IoT gateway is 192 bytes plus 1-bit DIG. On the

other side, the communication cost between the IoT gateway and CA is 320 bytes.

3.5.2 Storage Requirements

For each IoT device, the server needs storage of 4× 128 bits for keeping the IoT’s

identity ID, Kp−1, Kp, and Kc. Also, the server requires 2×128 bits for storing the master

key and the session key with each deployed IoT gateway. On the other side, the IoT device

stores its identity ID, the bit string T , the session’s challenge Ci, and the previous key

Kp. Thus, in total, the IoT device requires a total storage of 4× 128 bits.
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Figure 3.7: The cryptographic overhead time for protocols [10], [64],
[123], [65], [27], [28], and SKAFS. The time for the IoT device and
the gateway are computed on Raspberry Pi 1 and Raspberry Pi 4,
respectively

3.5.3 Computation Cost

Let RNG denote the operation corresponding to invoking the random number gen-

erator. In the mutual authentication phase, the IoT device requires 2 RNG, 1 PD( ) call,

2 PF ( ) call and 2 hash-based computations. Later, in the synchronization phase, the IoT

device requires at most 2 PD( ) calls and 5 hash-based computations. In total, the IoT

requires 2 RNG, 3 PD( ) call, 2 PF ( ) call and 7 hash-based computations.

In the mutual authentication phase, the IoT gateway performs 2 RNG, 1 encryption

operations, 1 decryption operations, 2 fractional hamming computation, and 7 hash-based

computations. Alternatively, CA performs 1 decryption operations, and 1 encryption op-

erations. In the synchronization phase, the IoT gateway performs 2 hash-based computa-

tion and 1 encryption operation. In total, the IoT gateway requires 2 RNG, 2 encryption
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operations, 1 decryption operations, 2 fractional hamming distance computation, and 9

hash-based computation.

3.5.4 Performance Benchmarking and Comparison

To estimate the cryptographic overhead time induced in our protocol, we run the

utilized cryptographic primitives in our protocol on a Raspberry Pi 4 Model B/8GB

equipped with a 64−bit Quad-core ARM Cortex-A72 processor clocked at 1.5 GHz. More-

over, we consider a Raspberry Pi 1 Model B+ with 512 MB of RAM and a 0.7 GHz

ARM11 processor for resource-constrained IoT devices. The average cryptographic time

after 1,000,000 runs of the cryptographic primitives on the Raspberry Pi 1 is 0.03376 msec

for the Hash, 0.1185 msec for the HMAC, 0.0874 msec for the random number generation,

and 0.558 msec for the AES encryption. Table 3.5 shows the average time (msec) on the

Raspberry Pi 1 and the Raspberry Pi 4. Moreover, for PUF execution time, we based our

calculation on the benchmark in [64] where the execution time of arbiter PUF, SRAM

PUF, and DRAM PUF implementation on SASEBO-GII board, consisting of a Xilinx

XC5VLX30 FPGA device with a system clock of 1.846 MHz and 16K byte of program

memory, is reported to be 3.945, 2.236, and 3.3334, respectively.

Furthermore, we implement SKAFS using socket programming to measure its end-

to-end latency and simulate the flow of our protocol messages between the IoT device, IoT

gateway, and the CA in a real-time experiment. The Raspberry Pi 1 represents the IoT

device while the Raspberry Pi 4 represents the IoT gateway and an Intel laptop 11th Gen

Core i7-11800H clocked at 2.3 GHz with 16 GB RAM, acts as the server. On average, the

end-to-end authentication protocol incurs a latency overhead of 33.93 ms. These results

illustrate the efficiency of the protocol in the IoT-edge-cloud paradigm. Our source code

for the Python implementation of the socket programming experiment is available on the

GitHub repository at https://github.com/M-Mahdy-Seif/SKAFS.

We compare SKAFS with protocols in [10, 27, 28, 62, 64, 65, 123] in Fig. 6.5, based
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Table 3.5: Average cryptographic overhead time (msec)

Description Notation Rasp. Pi 1 Rasp. Pi 4

Hash operation 3 Th 0.03376 0.001245
MAC operation 4 TMAC 0.1185 0.00464
RNG TRNG 0.0874 0.0353
Symmetric Enc/Dec 5 Ts 0.558 0.03052
Fractional Hamming Distance FHD 2.26 0.094
Bilinear Pairing operation 6 Tb 196.29 12.552
Point Addition 7 TPA 1.199 0.073
Scalar Point Multiplication 5 TPM 3.20 0.297

The average cryptographic overhead time (msec) after 1,000,000 runs on Raspberry Pi 1
and Raspberry Pi 4.
1: We consider SHA-256 over 1024 bytes data
2: We consider SHA-256 as the underlying message-digest algorithm
3: We consider AES-CBC mode with a key size of 128 bits.
4: We use the Python library bplib, which implements a bilinear pairing over a Barreto-
Naehrig curve [1].
5: Using the fastecdsa Python library.

Table 3.6: Performance comparison based on the computation complexity

Protocol IoT computation (msec) on Raspberry Pi 1 Gateway computation (msec) on Raspberry Pi 4
[10] 4 APUF + 5 TRNG + 6 Ts + 3 TMAC +2 Th 4 Ts + 2 TMAC + 2 Th

[64] 6 Th + FHD + 2 DPUF + FPUF TRNG + FHD + 7 Th

[123] 25 TRNG + 48 FPUF + 163 Th + 27 Ts 35 Th + 26 Ts + 48 TMAC

[65] 5 Th + FHD + 2 DPUF + FPUF + TRNG TRNG + FHD + 6 Th

[27] 1 FPUF + 2 TPA + 12 Th + 2 TPM + 1 Tb 9 Th + 1 Tb + 2 TPM + 3 TPA

[28] 1 FPUF + 2 TPA + 8 Th + 1 Tb 8 Th + 1 Tb + 4 TPM + 2 TPA

Ours 2 TRNG + 3 DPUF + 2 FPUF + 9 Th 2 TRNG + 2 FHD + 3 Ts + 7 Th

on the average cryptographic overhead latency, as reported in Table 6.3. The comparison

shows that SKAFS outperforms the protocols in [10, 27, 28, 62, 123], and is comparable to

those in [64,65] in terms of execution time. However, the protocols in [10,64,65,123] have

higher communication cost than SKAFS as shown in Fig. 3.8.
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Figure 3.8: Communication cost of [10], [64], [123], [65], [27], [28], [159] and SKAFS

To demonstrate the storage reduction in SKAFS, we assume the synchronization

set required in other protocols to thwart DDSA is a set of s pseudo-identities. In Fig. 3.9,

we illustrate the scaling of storage requirements of the CA per IoT device with the size of

the synchronization set for the protocols [61, 62, 64,65] as well as SKAFS.
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Figure 3.9: The scaling of the storage required at CA per IoT device with the
size of the synchronization set

Protocols [65] and [64] require storage of (80+64× s) bytes per IoT device to keep

their identities, keys, and the corresponding challenge-response pairs. On the other hand,

in [62], CA needs (52+52×s) bytes per IoT device, and in [61], a storage of (64+32×s) is

required for every IoT device. Moreover, the protocols in [64] and [65] demand a storage of

48 bytes on the IoT device for keeping the identities, corresponding keys, and challenges.

The work in [62] requires 48+s×32 bytes, while that in [61] requires (182+s×174) bytes

for storing the instantaneous pseudo-identities, challenge, and helper data along with the

synchronization identities set. Note that, in the aforementioned protocols, a repeated

de-synchronization attack on an IoT device until running out of synchronization identity,

requires the IoT device to re-register again with the CA. Nevertheless, SKAFS achieves

mutual authentication beside other security properties (i.e., resilience to physical attacks,

DDSA, and PUF-modeling attacks) with a constant storage requirement of 64 bytes on

the IoT device and storage requirement of 64 bytes/IoT device at CA.
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3.6 Summary

In this chapter, we introduced a mutual authentication protocol, named SKAFS,

for secure computation offloading services between an IoT device and an IoT gateway

in the IoT-edge-cloud paradigm. SKAFS achieve anonymity of the IoT device, forward

secrecy, and is resilient to physical and DDSA. SKAFS makes use of PUFs to thwart

physical attacks that may lead to compromising the long-term authentication key. We

have formally proved that under the assumption of the indistinguishability of secure PUFs,

SKAFS is privacy-preserving, and achieves mutual authentication and forward secrecy.

Moreover, the synchronization scheme ensures that both the IoT device and the gateway

are updated and synchronized by the end of a complete run of the protocol. We have

provided performance analysis to show that the protocol is efficient in terms of storage,

communication cost, and computation complexity which makes SKAFS compatible with

the IoT-edge-cloud paradigm.
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Chapter 4

Symmetric Key Inter-Cloud

Authentication and Redeemable

Micropayment Protocol

4.1 Introduction

While the three-tiered architecture (i.e., IoT-edge-cloud) enables low-end IoT de-

vices to perform with computation capabilities beyond their resources, it gives rise to

several security challenges, particularly, for those mobile devices that are expected to be

dynamically deployed anywhere such as wearables, and implantable medical devices. More

precisely, unlike stationary deployable devices whose cloud admin may assign edge nodes

to support the required CO service, mobile ones are likely to require such services when

roaming out of their home cloud coverage. Accordingly, previous research has attempted

to find efficient solutions to secure roaming services. The work in [146] requires the use of

smart cards and a tamper-proof device on the IoT devices which adds extra physical re-

quirements on foreign cloud servers to enable inter-cloud support. Protocols in [38,39] are

supported by the blockchain to enable IoT device’s payment for CO charges but require
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the use of Ethereum accounts and cryptocurrency which may not be applicable for any-

where deployed IoTs that are vulnerable to hardware compromise. The proposal in [60]

lacks guaranteed CO charge redemption from foreign service providers, and the authen-

tication protocols in [15, 16, 79, 127] do not provide a mechanism for protecting against

hardware compromise.

To address the challenges in the aforementioned protocols and realize secure roam-

ing service for mobile IoTs, we need efficient solutions for the following questions:

• How can we enable mutual authentication between IoT devices and edge nodes that

belong to a foreign cloud admin while maintaining the user’s privacy to prevent

adversarial tracking?

• How roaming charges for computation offloading services are ensured for foreign

cloud admins ( henceforth referred to by inter-cloud payment)?

• In the event of a device compromise, how can we ensure the security of the stored

secrets such that other devices in the network are not affected?

The objective is to realize a secure delegation-based authentication protocol by

finding a solution to the raised questions that enables roaming IoTs to obtain CO services

from foreign cloud admins. We propose SKICAP, a privacy-preserving delegation-based

authentication and hardware-compromise resilient payment protocol. The protocol makes

use of PUF to compute the authentication keys instead of digitally storing them on the IoT

device and being vulnerable to physical attack. To address the three challenges listed in

the motivation part, the home cloud admin, where the IoT device subscribes, shares only

two secret keys with other foreign cloud admins to derive a tree of secrets for decoding

and authenticating the foreign anonymous IoT devices. Additionally, upon requesting

CO service from the foreign cloud admin, the IoT device provides a payment token and

membership proof to the hosting cloud admin. The hosting cloud admin verifies the

membership proof of the payment token to ensure the subscription for CO service with
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the home cloud. A comparison of SKICAP with other related works adopting the IoT-

Edge-Cloud paradigm is summarized in Table 4.1.

Table 4.1: Comparison with other related IoT-Edge-Cloud protocols.

Security Properties [146] [77] [79] [15] [16] [104] [107] [29] [13] SKICAP

Mutual Authentication ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ✓ ✓

Confidentiality ✓ ✓ × ✓ × ✓ ✓ ✓ ✓ ✓

Unlinkability ✓ ✓ ✓ ✓ ✓ × × ✓ ✓ ✓

Traceability ✓ ✓ ✓ ✓ ✓ ✓ × × × ✓

Inter-Cloud Payment Support × × × × × ✓ × × × ✓

Hardware Compromise Resilience ✓ × × × × × × × × ✓

4.2 System Model, Entities, and Design Goals

In this section, we present our system model along with the entities in our system.

Then, we present the threat model and design goals of our protocol. Throughout the

chapter, index h ∈ {0, 1, 2, , ..., N−1} is in decimal representation whereN is the number

of registered IoT devices. For the illustration of figures, we use the binary representation

for the index h.

4.2.1 System Model

As shown in Fig. 4.1, our system model adopts a three-tier hierarchy system which

is composed of a cloud server, IoT gateways, (e.g., routers, switches, and proxy servers),

and IoT devices (e.g., wearable devices in healthcare systems or virtual reality helmets).

IoT gateways provide CO services to IoT devices over the wireless link. Moreover, IoT

gateways are securely connected to their cloud server. IoT devices are equipped with PUF

and any external access to the PUF circuit changes its challenge-response behavior. The

PUF and the microcontroller are considered to be a system-on-chip and the connection

between them is considered to be secure in the sense that a probabilistic polynomial time

adversary cannot intercept the communication between the PUF and the microcontroller
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[10, 59].
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Figure 4.1: An illustration of the considered IoT-edge-cloud paradigm. The dashed lines
represent the transition of an IoT user from the subscribed home cloud coverage area,
depicted in green, to the hosting cloud coverage area, depicted in red

The entities in our model are:

• Cloud Admin: The cloud admin is deployed by the cloud service provider and is

responsible for the registration of IoT devices and managing the subscriptions of

IoT-Edge CO services. Additionally, the home cloud admin shares with foreign

cloud admins the secrets S and K0 to easily authenticate IoT devices. Moreover,

it shares a Merkle tree root to verify the validity of the subscription tokens of IoT

devices.

• IoT Gateway: Computation-capable IoT gateways are deployed by the cloud service

provider. An IoT gateway can be a router, a switch, or a proxy server. In our model,

we assume IoT gateways are securely connected to the cloud server.

• IoT Devices: The IoT devices are resource-constrained devices with internet acces-

sibility. They are enrolled in many applications like healthcare and virtual reality.

Occasionally, these devices need to outsource some of their heavy computation and

storage to computation-capable IoT gateways.
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4.2.2 Threat Model

We consider the traditional Dolev-Yao model [44] where the communicating entities

(i.e., IoT device and IoT gateway) use a public channel which is considered insecure. An

adversary A over the wireless channel between the IoT device and the IoT gateway can

eavesdrop on the communication channel. In addition, A can drop, insert, and modify

messages to the protocol. We define the additional capabilities of an adversary against

our protocol in the form of oracle queries in Section 4.4.1. In what follows, we list our

threat assumptions concerning IoT devices, IoT gateways, and cloud admins

• IoT devices: We assume malicious IoT devices that may attempt to obtain CO

services without a valid subscription, and/or try to impersonate other devices.

• Cloud admins and IoT gateways: We assume that both the cloud admins and IoT

gateways behave honestly and that they are securely connected.

4.2.3 Design Goals

The design goals of our proposed protocol can be summarized as follows:

• Mutual Authentication: Verifying the legitimacy of both the IoT device and the IoT

gateway of the hosting cloud.

• Message Confidentiality and Integrity: An external adversary cannot compromise

the confidentiality or the integrity of messages between the IoT device and the IoT

gateway.

• Hardware Compromise Resilience: The compromise of an IoT device does not lead

to leakage of the key materials needed for deriving the authentication of other IoT

devices.

• Unlinkability: An external adversary cannot correlate authentication requests of
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any IoT device. The IoT device’s authentication request should be indistinguishable

from a pseudo-random sequence.

• Guaranteed Token Redemption: The IoT gateway of the hosting cloud has a veri-

fiable valid payment token for the CO service offered to the requesting IoT device.

Later on, the foreign hosting cloud redeems the CO charges from the home cloud

admin who verifies that this token covers the IoT device subscription.

• Traceability: In case of misbehavior from an IoT device, the home cloud admin can

trace the temporary pseudo-identity to its real identity.

• Efficiency: SKICAP should not rely on complex public key cryptographic operations

as these operations require computation power which may not be affordable by

resource-constrained IoT devices. Instead, SKICAP utilizes lightweight primitives,

such as hash-based computations and symmetric-key encryption, to be compatible

with limited-resource IoT devices.

4.3 Protocol Design and Implementation

We consider two cloud admins: a home cloud admin CAh where IoT devices register

and subscribe, and a hosting cloud admin CAv. When an IoT device IoTh registered with

CAh moves to another district out of the coverage service of CAh but with some deployed

IoT gateways for CAv, the IoT gateway of the hosting cloud authenticates the IoT device

IoTh. To validate the IoT subscription with the home cloud admin, IoTh provides a

verifiable payment token and a subscription proof with the home cloud admin to the

hosting cloud admin CAv. Before serving the IoT device, the hosting cloud admin verifies

that the payment token covers the required CO units by the IoT device and validates its

subscription proof. Then, in the end, during the redemption interval, CAv collects the

tokens from the serving IoT gateways and redeems the CO charges from CAh.
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4.3.1 Protocol Overview

In this section, we present the design of our proposed protocol and explain the

various details regarding its implementation. SKICAP makes use of hash chains [87], tree

of secrets [105], Merkle trees [103] and Physical Uncolneable Functions [99]. A hash chain

is constructed by repeatedly hashing a random value S, the seed of the hash chain. Let

H i+1(S) = H(H i(S)), thus, a hash chain of length n+1 is (S, H(S), H2(S), ..., Hn−1(S),

Hn(S)) where S is the hash chain seed and T = Hn(S) is the tip of the hash chain. Merkle

tree is a way of accumulating data, where any modification of the data results in a new

Merkle root. SKICAP runs as follows. Initially, IoT devices register with the cloud admin

CAh using their real identities. CAh builds a tree of secrets to obfuscate the IoT device’s

identities. When an IoT device subscribes for L CO units, CAh generates a hash chain

for the IoT device. Then, CAh accumulates tips of all the hash chains in a Merkle tree.

CAh shares with other foreign cloud admins the secrets S and K0 for deriving the tree of

the secrets and the Merkle tree root. Then, CAh sends to each IoT device the seed of its

hash chain, and the Merkle proof of its tip in the CAh Merkle tree. Moreover, for each

IoT device, CAh stores a set of keys that represents a path from the root to a leaf in the

tree of secrets. This set of keys is required for authenticating the IoT device. Each key is

digitally stored in the IoT device as PUF calls for two different input challenges. In the

mutual authentication phase, the IoT device sends a temporary pseudo-identity to the IoT

gateway as a response to the IoT gateway challenge and mutual authentication between

the IoT device and the IoT gateway is carried. After the authentication, the IoT device

and the IoT gateway derive a session key to encrypt the messages between them. Then,

the IoT device sends the number of the needed computation units n and a pre-image value

in its hash chain as a payment token. Moreover, for verifying the payment token, the IoT

device sends the tip of its hash chain and the proof of the membership of the tip in the

CAh Merkle tree. In the redemption phase, the IoT gateway of the hosting CA sends the

collected tokens to the CAh to redeem the expenses of the CO units offered to the IoTh.
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Registration and Set-up Phase

CAh generates the random keys S, K0 and K1 where S and K0 are two secret keys

used to generate the tree of secrets and K1 is a key known only by CAh. Subsequently,

CAh builds up a tree of secrets for the registered IoT devices as shown in Fig. 4.2. The

root of the tree is S which has two child nodes, S0 = HK0
(0||S) and S1 = HK0

(1||S),

respectively, HK0
( ) is a keyed hash function under the key K0 where the key K0 is known

only by CAh and other foreign cloud admins. Similarly, node S0 has two child nodes,

S00 = HK0
(0||S0) and S01 = HK0

(1||S0), and so on. For each IoTh, CAh assigns a set of

keys that represents a path from the root to a leaf in the tree of secrets (e.g., for IoT010

of index h = 010, CAh assigns the set of keys S0, S01, S010).
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Figure 4.2: An example of a tree of secrets for eight IoT devices pseudo-identities

These secret keys are used later to generate temporary pseudo-identities of IoTh

for authentication with the IoT gateway of CAv. Additionally, for each IoT device, the

cloud admin CAh creates a hash chain with seed Si = H(K1||Si) and tip Ti = HL(Si)

where L is the length of the hash chain. Then, CAh accumulates the tips of all the hash

chains in a single Merkle tree [103]. Fig. 4.3 shows an example for accumulating the tips

of 8 IoT devices in a single Merkle tree.

CAh sends to each IoT device Si, Ti, Ãi where Si is the seed of the IoT device hash

chain and Ti is the tip of the hash chain and Ãi is the proof of membership of Ti in the

CAh Merkle tree (e.g., for IoT010, the proof is Ã010 = (H(T011), H00, H1)) as shown in 4.4.

Instead of storing the set of keys in the IoT device memory, the IoT device stores only two
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Figure 4.3: Merkle tree of the tips of a hash chain of eight IoT devices

 

 

Figure 4.4: Registration of the IoT device, IoT010

  

Figure 4.5: Registration of the IoT gateway Gv

PUF challenges for each key such that Ki = P(C2i−1)·P(C2i)·Mi where Mi is the result

of bitwise XOR operation between Ki and the PUF calls for the two input challenges (e.g.,

for IoT010, CAh assigns the set of keys K1 = S0, K2 = S01, K3 = S010. The keys are

stored on the IoT device as P(C1) · P(C2) ·M1 for K1, P(C3) · P(C4) ·M2 for K2

and P(C5) · P(C6) ·M3 for K3). An example of registering an IoT device, IoT010, is

depicted in Fig. 4.4 where the IoT device sends a registration request along with the PUF

responses P(C1),P(C2), ...,P(C6) to the cloud admin. Then, the cloud admin responds

with M1,M2,M3 along with the tip T3, Merkle proof Ã3 and pseudo-identity S3. For

reducing the storage of the challenges in the IoT device storage, challenges are chained

such that Ci+1 = H(Ci) where i starts from 1 and only C1 is stored on the IoT device.

On the other side, CAh sends to foreign cloud admins the secrets S, K0 and the

Merkle rootMr as illustrated in Fig. 4.5. CAv uses the secret key S and K0 to decode

the temporary pseudo-identities of IoT devices in the mutual authentication phase, while

Mr is used for verifying the Merkle proof of the tip Ti.
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Mutual Authentication and Key Agreement Phase

Hello Msg
Challenge    

 

Figure 4.6: Mutual authentication between IoT010 and the IoT-Gateway Gv of CAv

The mutual authentication between IoTh, depicted as IoT device IoT010 in Fig. 4.6,

and the IoT gateway Gv of CAv starts by sending a Hello message to the IoT gateway.

Then, the IoT gateway challenges the IoT device with a random r. Next, the IoT device

generates a random number r1 and computes the authentication message a1 = H(r, r1).

After that, to obfuscate r1 with the first key in its set of keys that represents a path in
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the tree of secret, the random r1 is bitwise XORed with the PUF response for the stored

challenge C1. The result of the bitwise XOR operations is bitwise XORed with the PUF

response for C2 and M1 such that P(C1) · P(C2) ·M1 = K1, where K1 is the first key

along the path in the tree of secret for the IoT device, e.g., S0 for IoT010. Similarly, the

IoT device obfuscates its randoms r2, r3, ..., rz using the keys K2, K3, ..., Kz where

z = Log(N) and represents the depth of the tree of secrets (z = 3 in our illustrated

example). In the last key round, the IoT device encrypts the nonce N using the random

rz and precomputes the session key Ks = H(rz). Then, the IoT device responds to the IoT

gateway challenge with the temporary pseudo-identity P = {(r∗1, a1), (r
∗
2, a2), ..., (r

∗
z , az)}

and the encrypted nonce Erz(N ). When the IoT gateway receives P , the IoT gateway

decodes the temporary pseudo-identity of the IoT device starting from the top, root S,

and proceeds downward by doing the decryption of r∗1 using the keys in the first level

to get r1 and checking a1
?
= H(r, r1). The IoT gateway follows the matching path until

it reaches the corresponding pseudo-identity of the IoT device, (S010 in our illustrated

example). Subsequently, the IoT gateway increments the IoT device nonce, N , and sends

it back to the IoT device, IoT010. Then, the IoT device and the IoT gateway agree on

the session key Ks = H(rz) and the IoT device sends the payment X for n required

computation offloading services such that Hn(X) = T . After that, the IoT device sends n

and EKs
(Ã,X, T ), the encryption of the Merkle proof, the payment token and the tip of the

IoT hash chain. The IoT gateway verifies the payment token X by checking Hn(x) = T .

Also, the IoT gateway verifies the Merkle proof Ã of the payment token X using the

algorithm in [52]. Then, the IoT device and IoT gateway exchange the message encrypted

using an authenticated encryption scheme with the session key Ks. Note that, for the sake

of clarification and clear separation between mutual authentication and message exchange

phases, we send the encrypted messages {M}Ks
in a separate step. However, if required

for decreasing the number of the protocol rounds, the encrypted messages {M}Ks
can be

sent along with the number of the computation units and the encryption of the Merkle
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proof, payment token, and the tip in one step.

CO Charges Redemption Phase

At the end of each redemption interval, CAv sends the set of the pseudo-identities

of the IoT device S and the set of the payment tokens X′ to CAh as shown in Fig. 4.7. To

verify the token and pay back the CAv, the home cloud initializes a counter c = 0; then

it repeatedly hashes the seed until it is equal to the payment token X ′
i. If the counter

reaches L without equality, CAh considers it as an invalid payment token. Otherwise,

CAh pays back the charges of (n′ = L− c) CO units to CAv.

CO charges

 

Figure 4.7: Charges redemption for claimed token X ′ in return for n′ CO units from the
hosting cloud

4.3.2 Revocation of gateways

In what follows, we show how SKICAP can solve the revocation if some IoT gateways

get compromised. For this, we require the home cloud admin CAh to share with the

registered IoT devices the secret Kh. An embedded PUF circuit is used for storing the

key Kh on the IoT device and thwarting physical attacks on the IoT device [55]. The

home cloud CAh updates its tree of secrets such that the updated tree secrets become

S
′

= EKh
(S||Uv), S

′

0 = EKh
(S0||Uv), and so on, where S

′

is the new updated secret value

and S is the initial secret value. Then, CAh sends the updated value Uv and its encryption

U
′

v = EKh
(Uv) to other hosting cloud admins CAv. The updating of the tree is done on

a timely basis. When an IoT device requires a computation offloading service from a

non-compromised IoT gateway, the IoT gateway broadcasts the encrypted U
′

v obtained
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from the hosting cloud admin to this IoT device. Then, the IoT device generates its new

temporary pseudo-identity using updated keys along its path K′
i = EKh

(Ki||Uv) where

K′
i is the new IoT key for round i. In such a scenario, a compromised IoT gateway does

not obtain this Uv, hence it will not be able to achieve mutual authentication or decode

the IoT device pseudo-identity. Note that our solution follows the model introduced by

short-lived certificate [34], where the protocol tolerates an allowable interval of gateway

compromise, i.e., from the time a gateway is compromised until the scheduled update

time.

4.4 Security Analysis

We start this section by sketching some possible actions of the adversary who tries

to attack the protocol. Then, we define the completeness and soundness of our protocol.

After that, under the assumption of a secure hash function and an indistinguishably secure

PUF, we proceed with the formal security proof of our protocol.

4.4.1 Adversary Model

Under the Dolev-Yao threat model discussed in Section 6.2.2, we consider an ad-

versary A who has control over the wireless channel between the IoT device and the IoT

gateway. In addition, A can make the following oracle queries.

• Launch(1λ): Establishes a new protocol instance with identifier Ã.

• Send Gateway( ): Models the adversary interactions with the IoT gateway where

A acts as a legitimate IoT device. A gets the challenge r from the IoT gateway and

possibly responds with the temporary pseudo-identity P . Nevertheless, A does not

receive the result of the identification.

• Send IoT( ): Models the adversary interactions with an IoT device where A acts
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as a legitimate IoT gateway. In this context, A sends a challenge r to the IoT device,

and the IoT device responds with its temporary pseudo-identity P .

• Result( ): Returns whether an input transcript Tr is a valid communication tran-

script of the protocol or not. It gives the authentication result for the challenge r

from the IoT gateway and temporary pseudo-identity P from the IoT device.

• Reveal( ): Models the adversary’s capability to open an IoT device and obtain

the information stored in its memory. Similar to [22, 61, 76], we assume the model

which is proposed in [55] where the author has shown that a physical attack on

the memory is always invasive and ultimately leads to the destruction of its on-chip

neighboring PUF. Accordingly, our Reveal oracle can be invoked once on the IoT

device and the adversary cannot use the output of the PUF afterward.

4.4.2 Security Analysis

In what follows, we define the completeness, soundness, and privacy of our protocol.

Then, we illustrate how SKICAP addresses the three questions raised in the introduction.

Under the assumption of a secure PUF and a secure hash function, we show that SKI-

CAP is complete and sound, and maintains the privacy of the IoTs. We also prove that

compromising an IoT device leaks no additional information on the key materials.

Definition 4.1 (Completeness) SKICAP is said to be complete if a legitimate IoT de-

vice has a negligible probability to fail in the authentication process, formally, for all le-

gitimate IoTs, Pr[Result(r0,Send IoT(r0)) = false | r0 = Send Gateway( )] f ϵ.

Definition 4.2 (Soundness) SKICAP is said to be sound if a probabilistic polynomial

time adversary has a negligible probability to produce a valid communication transcript Tr,

formally, Pr[Result(Tr) = true] f ϵ.
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Theorem 4.1 Compromising an IoT device and getting access to the IoT device storage

does not leak any additional information on the key materials.

Proof: Herein, we prove that an adversary A with access to the Reveal oracle gets

information on the key material as he would get from the Send Gateway oracle. An

adversary A can compromise an IoT device during the first z−1 rounds or the last round.

A can compromise the IoT device before the first PUF call to get the generated random

ri or after the first PUF call to get the random ri and ri · P(C2i−1) or after the second

PUF call to get ri · P(C2i−1)· P(C2i). Compromising the IoT device in the last round

is similar to the previous round in addition to leaking Erz(N ) and H(rz). Therefore,

compromising an IoT device leads the adversary to have access to one of the following

sets of information:

• Mi, ai, ri and ai+1.

• Mi, ai, ri, ai+1 and ri · P(C2i−1).

• Mi, ai, ri · P(C2i−1), ai+1 and ri ·Ki.

• Mz, az−1, rz, az, rz · P(C2z−1), H(rz) and Erz(N ).

• Mz, az−1, rz · P(C2z−1), az, rz ·Kz, H(rz) and Erz(N ).

Since Ki = P(C2i−1)·P(C2i)·Mi, gettingMi, ai, ri and ai+1 leaks no information

about the key materials of the IoT device. Getting Mi, ai, ri , ai+1 and ri · P(C2i−1) is

equivalent to gettingMi, ai, ri and P(C2i−1). Let lr denote the length of the PUF response

and P(C2i−1) is a random value of entropy lr. Since Ki of the IoT device equals P(C2i−1)·

P(C2i)·Mi, therefore, the key Ki is still a random value of entropy lr. Similarly, getting

ai, ri · P(C2i−1), ai+1 and ri · Ki is equivalent to getting ai, P(C2i), ai+1 and ri · Ki.

Therefore, the key Ki remains a random value of entropy lr. Corrupting the IoT device in

the last round leads to compromising either Mz, az−1, rz, az, rz · P(C2z−1), H(rz), N

and Erz(N ) or Mz, az−1, rz · P(C2z−1), az, rz · Kz, H(rz), N and Erz(N ). The
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additional information H(rz), N and Erz(N ) in the last round is of no interest in the

first case. Also, in the second case of the last round, under the assumption of a preimage-

resistant hash function and a secure encryption system, the additional information is of

no value to the attacker and the key Kz remains a random value of entropy lr.

Theorem 4.2 SKICAP achieves mutual authentication.

Proof: We show the mutual authentication property of SKICAP by proving the

completeness of the protocol where a legitimate IoT device has a negligible probability of

failing in the mutual authentication process. Moreover, we prove the security of SKICAP

against impersonation attacks by proving the soundness of the protocol where a non-

legitimate user has a negligible property in producing a valid authentication transcript.

For ensuring the completeness property of SKICAP, the IoT gateway traverses

the tree of secrets from top to down, level by level, and in each level the IoT gate-

way checks if the equality ai
?
= H(ai−1, ri) holds for any of the two branches. Without

loss of generality, assume that in the i-th level, the IoT gateway starts by checking the

left branch and the legitimate user path is on the right branch. Hence, in this case, if

H(ai−1, ri|L)=H(ai−1, ri|R), an error occurs because the IoT gateway will proceed with

the left branch where ri|L and ri|R are the random variables of the IoT device with au-

thentication path concurrent with the left branch and right branch, respectively, in the

i-th level.

Consider the event A where the triplet (ai−1, H(ai−1, ri), ri ·Ki) of the right IoT

device collides with the left IoT device. Event A occurs when the equality H(ai−1, ri|R)=

H(ai−1, ri|R ·Ki|R ·Ki|L) holds where Ki|L and Ki|R are the authentication keys for the

left and right IoT devices at the i-th level. The probability of this event A is 1
2lh

where

lh is the length of the output of the hash function. Therefore, an error in authentication

in the i-th level could appear with probability of P = 1
2lh

. Let z be the depth of the tree

of secrets where z = Log(N) and N is the number of subscribed IoT devices. Therefore,
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the total probability of an unsuccessful authentication equals
∑z

i=1 P (1 − P )i−1 where

P (1 − P )i−1 ≈ P is the probability of an unsuccessful authentication in the i-th level.

Accordingly, the total probability of an unsuccessful authentication is approximately zP =

z

2lh
.

For the soundness of the protocol, we prove the soundness of SKICAP for one level of

the tree of secrets and as the depth of the tree increases, the difficulty of the authentication

increases (i.e., the success probability of an illegitimate IoT device in producing a valid

authentication will decrease). Let M is the maximum number of the operation that can

be made by an adversary within the authentication time. Let the adversary A intercept

the challenge r0, the probability of the adversary A to produce a valid couple (a1, r1·K1)

is 2M
2lh

. Therefore, the probability for producing a valid communication transcript Tr by

an adversary A is (2M
2lh

)z where z is the depth of the tree.

Theorem 4.3 SKICAP achieves anonymity.

Proof: The anonymity of SKICAP is maintained if a probabilistic polynomial time

adversary who tries to break the anonymity of the protocol by linking the temporary

pseudo-identities of an IoT device has a negligible success probability. This can be achieved

when the temporary pseudo-identity is indistinguishable from a random sequence. In the

following, we define an anonymity game between a challenger C and an adversary A who

wants to break the anonymity of the transacting IoT. The anonymity game runs as follows:

• In the setup phase, C initializes the system with two IoT devices IoT1 and IoT2 and

the IoT gateway Gv.

• In the learning phase, A does the following:

1. A perfoms Send IoT queries on IoT1 and IoT2.

2. A performs Send Gateway query on the IoT gateway Gv.

3. A performs Result query.
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• After the learning phase, A notifies the challenger C.

• In the challenge phase, the challenger C samples the bit b
r
←− {0, 1} and selects the

IoT device IoTb.

• A does the following:

1. A performs Send IoT query on IoTb.

2. A performs Send Gateway query on the IoT gateway Gv.

3. A performs Result query.

4. A performs Reveal query on IoTb.

• A outputs his guess b′ for the sampled bit b and wins the game if b = b′.

The advantage of A is defined as advanony
A

= |Pr[b′ = b]−1/2|. The transacting IoTs

are anonymous if for any probabilistic polynomial adversary A cannot distinguish between

the temporary pseudo-identities of two IoT devices (i.e., advanony
A

f ϵ). Let us assume an

adversary A who can distinguish between temporary pseudo-identities from two different

IoT devices. This means that this adversary can distinguish between an IoT device’s

temporary pseudo-identity and a pseudo-random sequence. Then, such an adversary A

can be used as a subroutine in adversary D to break the indistinguishability property of

PUFs. This can be achieved as follows. The adversary D intercepts the temporary pseudo-

identity and gets ai−1, ai, r
∗
i from the IoT device IoTb where ai = H(ai−1, ri), r

∗
i = ri·Ki

and Ki = P(C2i−1)·P(C2i)· (Mi). Then, the adversary D uses A to invoke the Reveal

oracle on the IoTb to get Mi, C2i and C2i−1. Then, in the PUF indistinguishability game,

in the learning phase, adversary D gets the PUF response P(C2i−1) for the challenge

C2i−1. Later, in the challenge phase, the adversary D submits the challenge C2i and gets

the response Rb. D checks ai
?
= H(ai−1, r

∗
i · P(C2i−1) · Rb · Mi). D wins the PUF

indistinguishability game with a non-negligible probability by outputting b = 1 if the

equality holds and b = 0, otherwise. Since we assumed a secure indistinguishable PUF,
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such an adversary D does not exist and this implies the non-existence of the adversary A

and SKICAP maintains the anonymity property.

4.4.3 SKICAP Freshness, Guaranteed Redemption, and Trace-

ability

Replay Attack Resilience

An attacker may replay previous packets to launch a denial-of-service attack over

the IoT gateway. However, SKICAP counters this attack by incurring the challenge r from

the IoT gateway, and randoms r1, r2, ..., rz from the IoT device. In the mutual authenti-

cation phase between the IoT device and IoT gateway, the authentication messages are

chained where ai = H(ai−1, ri) and a1 = H(r, r1). Therefore, under the assumption of

a secure and collision-resistant hash function, any replay attack using a pre-transmitted

authentication message is detected.

Guaranteed Token Redemption

We refer to the property where the IoT gateway has a valid payment token in

return for the CO units offered to the IoT device by guaranteed token redemption. When

handling such a token to the home cloud admin of the IoT, the home cloud admin verifies

that the token is generated by one of its registered and subscribed IoT devices and pays

back the hosting cloud admin, i.e., IoTh has a subscription plan that can cover the required

CO units. Also, the IoT gateway of CAv can reclaim the charges of CO units it offered

to IoTh.

In the mutual authentication phase, IoTh sends a pre-image value in its IoT hash

chain as a payment token in addition to the Merkle proof of the tip to the IoT gateway of

CAv. Unsubscribed IoT devices cannot produce a valid Merkle proof in the CAh Merkle

tree. This is because of the second pre-image resistance of the hash function, i.e., given
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H(T ) = Y , an adversary can find T ′ such that H(T ′) = Y with a negligible probability.

Also, to check that the IoT subscription covers the amount of CO units required, the IoT

gateway verifies that Hn(X) = T .

In the redemption phase, CAh pays back the charges of n CO units. The CAh

computes Si = H(K||Si) and checks the payment token in the IoT hash chain. Assuming

that K is known only to CAh, the IoT gateway has a negligible probability of finding a

new pre-image value X ′ such that Hn′

(X ′) = Ti.

User Traceability

In case of any misbehaving IoT device, the IoT gateway can send the pseudo-

identity Si of the misbehaving IoT device to CAh which can trace it back to its real

identity.

Eavesdropping Attack

Information between the IoT device and the IoT gateway is encrypted under the

session keyKs and any external adversary cannot eavesdrop on the exchanged information.

4.5 Performance Evaluation

In this section, we present the analysis of SKICAP concerning the communication

overhead, and the computation and storage requirements. We summarize the performance

evaluations in Table 5.2. We use the Raspbian 64-bit operating system on a 1.5 GHz 64-

bit Quad-core ARM Cortex-A72 processor embedded in a Raspberry Pi 4 Model B/8GB.

Then, we run the cryptographic operations shown in Table 4.3 for 1000 times to calculate

the average computation time of each operation. For the simulation parameters, we

consider SHA-256 over 1024-byte data for the Hash function. We also consider SHA-256

as the underlying message-digest algorithm for HMAC. For the symmetric key encryption,
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we consider the AES-CBC mode with a key size of 128 bits. Since the time difference

between the encryption and decryption is negligible, we assume the same time Ts for both

operations. For the modular exponentiation, point multiplication, and bilinear pairing

operations, the Python library bplib is used, which implements a bilinear pairing over a

Barreto-Naehrig curve [1]. For calculating the PUF execution time, we consider a latch-

based PUF embedded with an error-correcting code of a 256-bit response [152,156].

4.5.1 Computation Overhead

For the IoT device, in the mutual authentication phase, it needs to perform Log N

random number generations besides 1 random number generation for the nonce N . The

IoT device performs 2× Log N hashes for generating the challenges for the PUF circuit.

Moreover, for generating its temporary pseudo-identities, the IoT device does 2× Log N

PUF calls and Log N hashes plus 1 encryption operation for the nonce N . Then, for

computing the payment token, it performs (L− n) hash-based computations and Log N

encryption operations over the Merkle proof and 2 encryption operations for the payment

token and the tip. For deriving the session key, the IoT performs 1 hash-based computa-

tion. Thus, in total, the IoT device performs 2 × Log N PUF calls, 1 + Log N random

number generations, 3× Log N + (L− n) + 1 hash-based computations and (3 + Log N)

encryption operations where n is the required CO units and N is the number of the IoT

devices subscribed with CAh.

The gateway performs at most 2× Log N keyed-hash computations to decode the

temporary pseudo-identity of the IoT device, 1 hash-based computation for deriving the

session key, and 3+Log N decryption operations for the nonce, payment token, the tip and

the Merkle proof. Then, for verifying the payment token, the gateway performs n hash-

based computations to verify the pre-image value and Log N hash-based computations

for verifying the Merkle proof. Thus, in total, the gateway performs at most (1+n +3×

Log N) hash-based computations and 3 + Log N decryption operations.
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Table 4.2: Protocol storage, computation and communication requirements

Description Value

IoT storage (1 + 1× Log N)× 32 bytes
Gateway storage (2×Ns + 3)× 16 bytes

IoT computation 2× Log N PUFs, 1 + Log N RNG,
3×Log N + (L− n) + 1 Hash, (3 +
Log N) Enc

Gateway computation (1 + n + Log N) Hash, 2 × Log N

HMAC, 3 + Log N Dec

Communication overhead 113 + 48× Log N bytes

4.5.2 Execution Time

In our calculations for the delay imposed by SKICAP, we assume that the IoT device

requires 10 CO units from the hosting cloud, out of 100 subscribed CO units. In addition,

we neglect the bitwise XOR operations as it is a one-cycle operation. For more realistic

results, we consider the number of registered IoTs with a home cloud admin in a country

serving one application to be 224 IoTs. This covers the expected number of deployed IoTs

in applications such as healthcare, finance, industry and retail in Europe by the year 2023

as reported by the European Telecommunications Network Operators’(ETNO) associa-

tion. To compare SKICAP with closely related works, the computation time imposed by

our protocol on the IoT device and the IoT gateway is compared with [15,29,79,109,142]

in Fig. 4.8. In the comparison, we consider the number of required cryptographic op-

erations and the time required by each operation as reported in Table 4.3. One can see

that SKICAP has the least total computation time. Note that, according to [118], the

average number of the IoTs per person will increase up to 9 IoTs/user. Therefore, in

LAMANCO [146], the IoT device user needs to plug in a smart card and remember a

password for each IoT device, which will be non-practical with the increasing number of

IoTs per user. It should also be noted that Nakkar et al. [106] does not achieve mutual

authentication as it is designed to be a one-way authentication protocol for authenticating

the server broadcasting messages.
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Figure 4.8: IoT device, IoT gateway and total execution time of [15], [79], [109], [142], [29]
and SKICAP

Table 4.3: Execution time of various cryptographic operations

Description Notation IoT (msec)

Hash operation 1 Th 0.0487
HMAC operation 2 TMAC 0.0834
Symmetric Encryption/Decryption 3 Ts 0.0446
RNG TRNG 0.0552
PUF call 4 TP 0.12
Bilinear Pairing operation 5 Tb 15.33
Multiplication Point Operation 5 TM 2.7551
Modular Exponential Operation 5 Te 3.609

1: We consider SHA-256 over 1024 bytes data
2: We consider SHA-256 as the underlying message-digest algorithm
3: We consider AES-CBC mode with a key size of 128 bits.
4: We consider a latch-based PUF embedded with error-correcting code of a
256-bit response [152,156].
5: We use the Python library bplib, which implements a bilinear pairing over
a Barreto-Naehrig curve [1].

4.5.3 Communication Overhead

For our analysis, to maintain a security level of 128 bits, we assume the nonce N ,

the challenge r and all the secrets to be 128 bits in length. We assume n to be 1 byte.

Also, we assume the authenticated encryption tag to be 256 bits and the message to be

of an arbitrary length. Thus, the total communication overhead is 16 bytes challenge
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from the IoT gateway, followed by 32 × Log N bytes for the temporary pseudo-identity

of the IoT device plus the 32 bytes for the encryption of N and its increment. This is in

addition to 1-byte which represents the required n units, 16×Log N bytes Merkle proof,

16 bytes payment token, and 16 bytes the tip of the hash chain. In the message exchange

phase, the IoT device and the IoT gateway add a 32 bytes tag. Thus, the communication

overhead sums up to 113 + 48× Log N bytes.

4.5.4 Storage Overhead

The IoT device needs to store a 16-byte seed of the hash chain. For PUF challenges,

the IoT device stores the challenge C1 of 128 bits and derives other Ci from it. Moreover,

it requires Log N memory, each of 16 bytes, for storing Mi to compute Ki. Also, the IoT

device needs 16 × Log N bytes for the Merkle proof of the tip of the hash chain. Thus,

the IoT storage requirement is ( 1 + 1 × Log N)× 32 bytes.

The IoT gateway requires 3 × 16 bytes for the secret key S, the key K1 and the

Merkle root. For the redemption of CO charges, the IoT gateway keeps both the payment

tokens X and corresponding pseudo-identity Si of the interacting IoT devices. Assume

that the IoT gateway can serve up to Ns IoT devices at each redemption interval. Thus,

the gateway needs a storage of (2×Ns + 3 )× 16 bytes.

4.6 Summary

We presented an inter-cloud mutual authentication protocol. To thwart the physical

attacks on the IoT devices, the authentication keys are not stored on the IoT device,

instead, they are computed using responses of a PUF circuit embedded on the IoT. To

mitigate impersonation and replay attacks, the temporary pseudo-identity of the IoT

device is composed of chained authenticated messages. We also provided formal security

proofs for the design goals of our enhanced protocol. Additionally, we evaluated the
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performance of the protocol concerning the communication overhead, and storage and

computation requirements.

In this version of SKICAP, we consider a fixed and common tariff among the cloud

admins and no price negotiation between IoT devices and the available hosting cloud

admins. For future works, we plan to explore the integration of SKICAP with blockchain

for price negotiation and charge redemption. A deployed smart contract can guarantee

the redemption of charges from the home cloud admin in response to the computation

offloading services provided by the hosting cloud admin. Moreover, the deployed smart

contract can be used for price negotiation where an IoT device can get the best and lowest

offered CO services.
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Chapter 5

Mutual Authentication

Privacy-Preserving Protocol with

Forward Secrecy for the

IoT-edge-cloud

5.1 Introduction

Anonymity can be achieved through anonymous authenticated schemes such as

ring/group signature schemes [30, 116]. In such schemes, both the IoT device and the

edge node should have access to public keys of registered IoT devices in the anonymity

set for signature generation and verification which requires either extra communication

between IoT devices or storage requirements. Moreover, registration of a new IoT device

to the system requires updating all IoT devices and edge nodes with the public key of the

new IoT device which further affects the system’s scalability.

To address the aforementioned problems in anonymous authenticated schemes,

Certificate-Less Public-Key Cryptography (CL-PKC) authentication and key agreement
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schemes have been considered where the generation of the private keys and public keys

are split between the IoT device and the Key Generation Center (KGC) [7]. In [92], Li

et al. proposed an Elliptic Curve Cryptography (ECC)-based mutual authentication and

key exchange protocol for IoTs. The proposed protocol achieves mutual authentication

and forward secrecy property. The mutual authentication property ensures the legitimacy

of the transacting entities while the forward secrecy property ensures the security of the

past session keys in case of compromising long-term secrets. However, Li’s protocol failed

to maintain the privacy of the IoTs since the communicating entities have to send their

identities to complete the authentication process. Similarly, Ying et al. [157] proposed

an ECC-based mutual authentication and key establishment protocol in 5G networks.

The proposed protocol achieves mutual authentication and forward secrecy. Regarding

anonymity, the protocol obfuscates the real identity of the IoT device. However, it suffers

from linkability where an external adversary can link the authentication requests of the

IoT device since it has the same pseudo-anonymous identity.

Consider a scenario where a malicious network admin monitors the deployed edge

nodes in a typical e-healthcare system [57]. By linking the requests from the embedded

sensors on the patient’s body, a malicious network admin can profile and trace the patient

during their visit to the hospital, the doctor clinics, and medical laboratories. In this chap-

ter, we consider the anonymity of the sender and the unlinkability of the authentication

request for the serving edge node.

Motivated by the aforementioned protocols, in this chapter, we aim to achieve

the following goals: 1) design a privacy-preserving mutual authentication protocol for

the IoT-edge-cloud paradigm where an external adversary or edge node, controlled by a

malicious network admin, cannot efficiently identify, or co-relate the incoming requests,

and 2) enable scalability of the protocol without the overhead of updating all other IoT

devices and edge nodes with public keys of new IoT devices.

We propose MAPFS, a Mutual Authentication Privacy-preserving protocol with
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Forward Secrecy for the IoT-edge-cloud. MAPFS is resilient to replay attacks; also, it

achieves forward and backward secrecy properties and it ensures unlinkability between

IoT requests concerning the edge node. In MAPFS, the IoT device sends an authentica-

tion token to a nearby edge node to prove its legitimacy. To achieve unlinkability between

the authentication tokens of the same IoT device, the IoT device randomizes such authen-

tication tokens. Such a randomization process is essential as it provides the unlinkability

between the authentication requests and prevents the external adversaries and the edge

nodes from correlating the authentication requests and profiling the IoT device. Table

5.1 provides a comparison of the security properties of our proposed protocol, MAPFS,

against other related ones. In our comparison, we consider the mutual authentication,

the anonymity of the sender and the unlinkability of the IoT requests from external ad-

versaries and edge nodes. Additionally, we consider other functional properties, such as

scalability, where adding an IoT device is easy by issuing an authentication token to

the new device without requiring protocol re-initialization or re-registration of other IoT

devices. Our protocol, MAPFS, achieves mutual authentication, sender anonymity and

session unlinkability. Note that PUF-based protocols [92,123,127] require the presence of

a PUF circuit for running the protocol. If the PUF circuit is not present, the protocol

cannot be executed, and it will lose its hardware compromise resilience security property.

Table 5.1: Comparison with other related protocols.

Security/Functionality Properties [107] [92] [157] [6] [56] [130] [84] [141] [127] [123] [80] [81] [94] [82] [32] MAPFS

Mutual Authentication × ✓ ✓ ✓ × ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ✓ × ✓

Anonymity w.r.t External adversary × × ✓ ✓ × ✓ × × ✓ ✓ ✓ ✓ ✓ ✓ × ✓

Anonymity w.r.t edge node × × ✓ × × × × × ✓ ✓ × ✓ ✓ ✓ × ✓

Unlinkability w.r.t External adversary × × × ✓ × ✓ × × ✓ ✓ ✓ ✓ ✓ ✓ × ✓

Unlinkability w.r.t edge node × × × × × × × × × × × × × × × ✓

Bilinear-Pairing Free ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ✓ ✓ × × × × × ✓

Extra Hardware-Free ✓ × ✓ ✓ ✓ ✓ × × × × ✓ ✓ ✓ ✓ ✓ ✓

Scalability ✓ ✓ ✓ × × × ✓ ✓ × × ✓ ✓ ✓ ✓ ✓ ✓

IoT-Edge-Cloud compatibility × ✓ ✓ × ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ✓

5.2 System Model and Threat Model

In what follows, we present our system model and threat model.
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Figure 5.1: MAPFS system model

5.2.1 System Model

We adopt the IoT-edge-cloud paradigm as illustrated in Fig. 5.1. Our system model

is composed of the IoT layer, the edge layer, and the cloud layer. Edge nodes are connected

to the cloud layer through the core network. The role of each layer is detailed as follows:

1. IoT Layer: Such layer is composed of the sensor/IoT devices, which are limited-

resource devices with internet connectivity and enrolled in many applications (e.g.,

transportation, healthcare, virtual reality, · · · , etc.). IoT devices sense and gather

the needed information and send most of the data to the edge layer to benefit from

the computation power of the IoT gateway to meet the expected QoS requirements.

2. Edge Layer: An intermediate layer between the IoT and cloud layers. It brings a

part of the cloud computing infrastructure closer to the end-users in the form of IoT

gateways to improve the latency of real-time applications. The computation-capable

edge nodes can be a router, a switch, or a proxy server [75]. It offers computation

offloading services to limited-resource IoT devices.

3. Cloud Layer: A top layer that provides scalable computing resources, storage, and

services that complement edge computing. It enables data storage, complex data

analytics, machine learning, and other resource-intensive tasks that cannot be effi-

ciently performed at the edge nodes.

Moreover, in our protocol, we make use of a Trusted Third Party (TTP) which is
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the KGC that is responsible for initializing the system parameters and issuing the signing

keys for IoT devices and IoT gateways, in the registration phase.

5.2.2 Threat Model

We adopt the CK adversary model defined in 3.2.2. Based on the information

revealed to A, we define the adversary attacks as follows.

1. Session State Reveal: A gets access to the ephemeral secrets for the current session.

2. Session Key Query: A gets access to the current session key of the communicating

entities.

3. Party Corruption: A has access to the long-term keys of the communicating entity.

5.3 Protocol Design

Our protocol, MAPFS, makes use of two-party ECDH key exchange [42], Schnorr

Zero-Knowledge Proof of discrete log knowledge [121], and Schnorr signature [120]. The

Diffie-Hellman protocol enables the IoT device and the IoT gateway to establish the session

key. However, the ECDH is an unauthenticated key agreement protocol. Therefore, the

Schnorr signature is used to authenticate the IoT gateway to the IoT device, and vice

versa. The IoT gateway uses a signing key, issued by the KGC, to sign its authentication

message for the IoT device. Similarly, the IoT device uses a signing key to sign its

authentication message. To maintain the unlinkability of the IoT requests, the protocol

randomizes the authentication message of the IoT device by multiplying it with a random

number. Furthermore, the Schnorr ZKP is used to prove the knowledge of the random

number that relates the randomized authentication token to our public system parameters.

Our protocol consists of a setup phase, registration phase, mutual authentication

and key agreement phase, and revocation phase. The details of each phase are listed as
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follows.

5.3.1 Setup Phase

In this phase, the service provider deploys IoT gateways. Then, the KGC publishes

the system public parameters, i.e., the used hash functions, the utilized elliptic curve, and

the KGC public key. The KGC selects the system parameters as follows. The KGC

chooses a 256-bit prime number p and an elliptic curve E over the finite field Fp. The

KGC chooses a point P ∈ E of order q as the generator point. It randomly selects

sgc
r
←− Z∗

q as its secret key and computes the public points Pubgc = sgcP . Also, it selects

the collision-resistant one-way hash functionsH0 : G → Z∗
q , H1 : {0, 1}

128×G×G×G → Z∗
q ,

H2 : {0, 1}128 × G × G × G × {0, 1}256 → Z∗
q , H3 : G × G → Z∗

q , H4 : G × G × G × G ×

G × G × G → Z∗
q , H5 : {0, 1}256 → Z∗

q . Finally the public parameters of the system

(E, p, q, P, H0, H1, H2, H3, H4, H5, Pubgc) are published while sgc is kept secret.

5.3.2 Registration Phase

We assume that the registration phase runs in a secure environment. Figure 6.3

illustrates the registration phase between the gatewayw and the KGC. The IoT gateway

randomly selects xw
r
←− Z∗

q as its partial private key and computes the partial public

key Xw = xwP . Then, the IoT gateway sends its identity IDw along with the partial

public key Xw to the KGC. After that, the KGC randomly selects yw
r
←− Z∗

q and computes

the partial public key Yw = ywP (i.e., the two partial keys Xw, Yw are generated by the

IoT gateway and the KGC, respectively, and serve as the public key of the gateway).

Then, the KGC computes hw = H1(IDw||Xw||Pubgc||Yw) to bind the public parameters

IDw, Xw, Pubgc, Yw, together. Then, the KGC issues the signing key Ãw = sgc+hwyw which

is verified on the gateway by validating ÃwP
?
= Pubgc+H1(IDw||Xw|||Pubgc||Yw)Yw. Note

that, the KGC includes the secret sgc to indicate the issuing of the signing key by the

KGC and binds the hw value with the partial private key of the gateway yw to indicate
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that this signing key is issued to the IoT gateway with public key Yw.

Similar to the registration of the IoT gateway, the KGC includes sgc, haya in the

IoT signing key to indicate the issuing of such signing key by the KGC. Moreover, the

KGC relates the ha with the partial private key of the IoT device ya to indicate that

this signing key is issued to the IoT device with public key Ya as shown in Fig. 5.3.

However, since our protocol is privacy-preserving and the IoT authentication request

should be unlinkable, the registration phase of the IoT device is a little bit different from

the gateway registration. The KGC computes the ha = H2(IDa||Xa|||Pubgc||Ya||hx) to

bind the IoT identity IDa, the IoT public key < Xa, Ya >, and the KGC public key

Pubgc, together. Moreover, the KGC includes the secret key hx in the computation of

ha to prevent the exhaustive searching by an external adversary and identifying the IoT

device identity through hashing the public parameters IDa, < Xa, Ya >, Pubgc, in the IoT

authentication request, if hx is not included. Furthermore, the KGC includes the term

ya in the signing key of the anonymous IoT device to provide a Zero-knowledge proof of

the knowledge of the discrete log, ha, of the randomized points P3 to the base point P1.

Without a valid value of ha that links P3 = haP1, the KGC cannot revoke the identity of

a misbehaving IoT device.

To enhance the scalability and alleviate the bottleneck problem during the registra-

tion of IoT devices, we allowed an IoT device to send its registration data < IDa||Xa||hx >

and a symmetric key sk to the KGC through deployed gateways (i.e., note that, in this

case, the public key of the KGC Pubgc is assumed to be embedded on the IoT device).

Afterward, the KGC decrypts the incoming data and generates the partial public key Ya

for the IoT device along with the signing key Ãa and the ha = H2(IDa||Xa|||Pubgc||Ya||hx).

Then, it does symmetric encryption using the secret sk for < IDa||Xa||Ãa||Ya||ha > and

sends the encrypted data to the IoT device through edge nodes along with the integrity

term M1 = H(IDa||Xa||Ãa||Ya||ha). The IoT device decrypts the incoming message and

verifies M1
?
= H(IDa||Xa||Ãa||Ya||ha) and ÃaP

?
= Pubgc + haYa + Ya. Then, the IoT device
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stores Ãa, xa, and ha in its memory. This solution enhances the scalability and alleviates

the bottleneck problem during the registration of IoT devices but it requires the public

key of the key generation center to be embedded in the IoT device. Another alternative

to enhance the scalability and alleviate the bottleneck problem is to utilize a hierarchical

structure comprising a root KGC and sub-local KGCs [150]. This architecture enables

IoT devices to register with their respective sub-local KGCs, providing a more distributed

and efficient approach.

ID , 

Gateway
KGC

Figure 5.2: The IoT gateway registration

ID , 

IoT
KGC

Figure 5.3: The IoT device registration
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5.3.3 Mutual Authentication and Key Agreement Phase

Consider a session i between IoTa and gatewayw, as shown in Fig. 5.4, the

IoTa randomly generates the random nonces r1, r2, r3, r4 where r1 is used in deriv-

ing the IoT one-time public key A = r1Xa, r2 is used in randomizing the IoT sign-

ing key, Ãa while r3 and r4 are used in generating the ZKP commitments T1 and T2.

The IoT sends Hello message along with the IoT one-time public-key A to the IoT

gateway. Then, the IoT gateway generates r5 and computes the one-time public key

W = r5Xw. Afterwards, it computes Ig and the gateway signature Ãz = IgÃw + r5xw

such that Ig = H3(A||W ). Such Ãz will be verified by the IoT device by checking

ÃzP
?
= IgPubgc + IgH1(IDw||Xw||Pubgc||Yw)Yw + W . Upon receiving the IoT gateway

message, < W, IDw, Xw, Yw, Ãz >, the IoT device verifies the received Ãz. Upon the suc-

cessful verification of the received Ãz and authenticating the IoT gateway, the IoT device

computes the session key Ks = H0(r1xaW ); otherwise, it terminates the session with such

IoT gateway. After that, it computes the instantaneous base point P1 = r2Ya, and ran-

domized points P2 = r2Pubgc and P3 = r2haYa. For the ZKP, the IoT device computes

the two commitments T1 = r3Pubgc and T2 = r4P1 to prove the knowledge of r2 (resp.

ha) in the statement ∃ r2 s.t. P2 = r2Pubgc (resp. ∃ ha s.t. P3 = haP1). After that,

the IoT device computes Ia = H4(A||P1||P2||P3||T1||T2||W ). Then, the IoT computes

the randomized signature Ãt = Iar2Ãa + r1xa that will be verified by the IoT gateway

by checking ÃtP
?
= Ia(P1 + P2 + P3) + A. Also, the IoT computes the ZKP responses

s1 = r2Ia + r3, s2 = haIa + r4. Later on, the IoT gateway verifies these ZKP responses

by checking s1Pubgc
?
= IaP2 + T1 and s2P1

?
= IaP3 + T2. The IoT device sends points

P1, P2, P3 along with the commitments T1, T2, IoT signature Ãt and ZKP response s1, s2

to the IoT gateway. Then, the IoT gateway verifies the IoT signature Ãt and the ZKP

responses s1, s2 for authenticating the IoT device.
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Figure 5.4: Mutual authentication phase

5.3.4 Revoking the anonymity of misbehaving IoTs

Since the protocol is privacy-preserving and the IoT gateway cannot identify the

sender IoT, it is required that the KGC can retrieve the identity of an IoT request in

case of misbehavior. The KGC achieves this by performing a linear search and computing

P3 = hjP1 where 1 f j f n and n is the total number of the registered IoTs. Upon

successful passing of the check, the identity of the IoT device is determined as IDj.
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Then, the KGC sends < IDj, yj, Xj, Yj, hj > to the deployed IoT gateways. An

IoT gateway stops serving the IoT device with IDj by checking P3 = hjP1. If it holds,

the IoT device is banned from the computation offloading service.

5.4 Security Analysis

In this section, we analyze the security properties of MAPFS. We start by modeling

the adversarial capabilities. Then, we prove the semantic security of our key exchange

protocol and its mutual authentication property. Furthermore, we show MAPFS resilience

to replay attacks and how MAPFS maintains the perfect forward secrecy and backward

secrecy properties.

5.4.1 Adversary Model

In our proposed protocol, we define the session identifier S = H3(A||W ) as the

hash value of the IoT device one-time public key A and the gateway one-time public key

W . Moreover, the protocol participants, IoTa and IoT gatewayw, are said to be partners

if the following conditions are met: 1) the two participants are in the accept state, 2) they

have the same session identifier Si = < A||W > and 3) the partner identifier of IoTa is

IoT gatewayw and vice versa [78]. We model the adversary capabilities in interacting with

the protocol participant O (i.e., IoT device or the IoT gateway) by the following queries.

• H( ): The hash function is simulated as a random oracle. For each simulation Hi, a

list Li is maintained to keep the input ini and the output outi. When queried by A,

if the input ini is found in the stored list Li, the output outi is returned; otherwise,

a random string outi
r
←− {0, 1}li is returned where li is the output length of the hash

function Hi and the entry ini and outi is added to the stored list Li.

• Send(S,m,O): It is used to model the adversary’s active attacks on the system,

such as replay attacks, impersonation attacks, and injection attacks. It allows the
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adversary to act as a legitimate entity and send a message m to the protocol partic-

ipant O in the session S. It responds according to the protocol specifications, which

depend on its role and current internal state.

• Execute(IoTa, Gw): It is used to model the adversary’s passive attacks by gen-

erating the transcript T of the transmitted messages during an honest protocol

execution between the protocol participants, namely the IoT device IoTa and the

IoT gateway Gw.

• SSReveal(O,S): This query allows A to obtain the internal state of the protocol

participant O during the execution of the protocol in session S, including any rel-

evant internal variables such as r1, r2, r3, r4 for the IoT device and r5 for the IoT

gateway.

• SKReveal(O,S): This query allows A to determine the session key (i.e., Ks in our

protocol) held by the participant O during the session S.

• Corrupt(O): This query allows A to obtain the long-term secrets used by the

participant O in the protocol, such as xa, Ãa, ha for the IoT device and xw, Ãw for

the IoT gateway.

Mutual authentication. Intuitively, we say that MAPFS ensures mutual authenti-

cation, if it is infeasible for A to impersonate an IoT device to an honest gateway, and it

is also infeasible for A to impersonate a gateway to an honest IoT device. The Mutual

Authentication (MA) security of a MAPFS protocol supporting n IoT devices and m gate-

ways is modeled by an experiment Auth, where A attempting to impersonate IoTj (resp.

gateway Gj) is allowed to invoke the Send query with {IoT1, IoT2,. . . ,IoTn} - {IoTa}

(resp. {G1, G2,. . . ,Gm} - {Gj}). At the end, A wins if it outputs a valid login message for

the target IoT device IoTa or the target IoT gateway Gw. The advantage of A is denoted

by AdvAuth
MAPFS

(A).

91



The session key Ks of O is said to be fresh if the following conditions hold: 1)

no SKReveal has been invoked on O or its partner, and 2) at most one corrupt query,

either SSReveal or Corrupt has been invoked by A on O or its partner. It is reasonable

that if A gets the secret parameters of both the protocol participants, A can compute the

session key [78, 92].

Semantic security. The Semantic Security (SS) of MAPFS is violated if A distin-

guishes a fresh session key Ks from a random sequence. The SS of MAPFS is modeled by

an indistinguishability experiment SSec where A repeatedly invokes Execute, SSRe-

veal, Corrupt, SKReveal on some protocol participants for nq times. Finally, in the

challenge phase, an unbiased coin c is flipped. If the flipped coin c = 1, a fresh session

key Ks for a valid protocol transcript T of MAPFS partners is output to A; otherwise, a

random key of the same length is output. A responds by outputting a bit c′. A wins the

experiment if c′ = c. The advantage of A is denoted by AdvSSec
MAPFS

(A).

5.4.2 Security Analysis

Using the security model discussed before, in what follows, we prove that MAPFS

achieves both mutual authentication and semantic security in the random oracle model.

Theorem 5.1 Under the assumption of the intractability of ECDLP, MAPFS is MA-

secure where for any PPT adversary A, AdvAuth
MAPFS

(A) f ϵ.

Proof: We proceed by showing that for any PPT adversary A, the advantage of A

in impersonating an IoT device is negligible. We show that if A can break the IoT-to-

Gateway authentication, it can be used as a subroutine in adversary B who can break the

ECDLP. Given the EC point, Q = sP such that s
r
←− Z∗

q , B simulates the protocol and

solves the ECDLP as follows.

In the initialization phase, B initializes the protocol and sets the public key Pubgc =

Q. Also, it sets the IoT device IoTa as the target device for A (i.e., it is required to
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impersonate the IoT device IoTa and generate a valid login message). B generates r, ya
r
←−

Z∗
q and computes Ya = yaP,A = rP, ha = H2(IDa||Xa||Pubgc||Ya||hx) where IDa, Xa

are the normal parameters for IoTa in our protocol. Also, B initializes the lists LIoT =

{},L2 = {} and stores hx, ya in LIoT and ha in L2. It also performs the Send query

to send <Hello, A > on the protocol participant, IoT gateway w, to get the tuple <

W, IDw, Xw, Yw, Ãz >.

In the training phase, A performs the Send query to send the tuple < W, IDw, Xw,

Yw > to the protocol participants SI = {IoT1, IoT2, . . . , IoTn} to obtain the IoTs

authentication tuple < P1, P2, P3, Ãt, T1, T2, s1, s2 >. Note that, the target IoT device

IoTa /∈ SI .

After the training phase, B notifiesA to send a valid login message for the target IoT

device IoTa. Suppose A successfully submits a valid login message < P1, P2, P3, Ãt, T1,

T2, s1, s2 > for the target IoT device IoTa. Then, the following conditions hold

Ãt = Iar2(sgc + yaha + ya) + r1xa

s1 = r2Ia + r3

s2 = haIa + r4

(5.1)

where Ia = H4(A||P1||P2||P3||T1||T2||W ). According to the forking lemma [113,

114], B andA can repeat the above game with the same random nonces r1, r2, r3, r4 and a

different hash oracles H until A outputs another valid login message < P1, P2, P3, Ã
′
t, T1,

T2, s
′
1, s

′
2 > such that

Ãt
′ = Ia

′r2(sgc + yaha + ya) + r1xa

s1
′ = r2Ia

′ + r3

s2
′ = haIa

′ + r4

(5.2)

from (1) and (2),
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r2 = (Ia − Ia
′)−1(s1 − s′1)

ha = (Ia − Ia
′)−1(s2 − s′2)

(Ia − Ia
′)−1(Ãt − Ãt

′) = r2sgc + r2haya + r2ya

(5.3)

B gets ya for the target IoT device IoTa from the list LIoT and responds with

s = r2
−1((Ia − Ia

′)−1(Ãt − Ãt
′)− r2haya − r2ya) as a solution for the ECDLP for the given

point Q. However, under the assumption of the intractability of the ECDLP, B does not

exist and accordingly, A who can produce a valid login message to the IoT gateway cannot

exist.

Furthermore, we show that the advantage of A in impersonating an IoT gateway

is negligible. We show that if A can break the Gateway-to-IoT authentication, it can be

used by B who can break the ECDLP. Given the EC point, Q = sP such that s
r
←− Z∗

q , B

simulates the protocol and solves the ECDLP as follows.

In the initialization phase, B initializes the protocol and sets the public key Pubgc =

Q. Also, it sets the IoT gateway w as the target device for A (i.e., it is required to

impersonate the IoT gateway w and generate a valid login message). Also, B generates

r, yw
r
←− Z∗

q and computes Yw = ywP,A = rP, hw = H1(IDw||Xw||Pubgc||Yw) where

IDw, Xw are the normal parameters for the gateway w in our protocol. Then, B initializes

the lists Lw = {yw} and L1 = {hw}.

In the training phase, A performs the Send query to send < “Hello”, A > to the

protocol participants SG = {G1, G2, · · · , Gm} to obtain the gateway authentication

tuple < W, IDw, Xw, Yw, Ãz >. Note that, the target IoT gateway Gw /∈ SG.

After the training phase, B notifiesA to send a valid login message for the target IoT

gatewayGw. SupposeA successfully submits a valid login message< W, IDw, Xw, Yw, Ãz >
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to impersonate the target IoT gateway w. Then, the following condition holds

Ãz = Ig(sgc + ywhw) + r5xw (5.4)

where Ig = H3(A||W ).

According to the forking lemma, B and A can repeat the above game with the

same randomness r5 and a different hash oracle H until A outputs another valid login

message < W, IDw, Xw, Yw, Ãz > such that

Ãz
′ = I ′g(sgc + ywhw) + r5xw (5.5)

from (5.4) and (5.5),

(Ig − Ig
′)−1(Ãz − Ãz

′) = sgc + hwyw

Then, B gets the yw for the target IoT gateway from the list Lw and responds with

s = ((Ig − Ig
′)−1(Ãz − Ãz

′) − hwyw) as a solution for the ECDLP for the given point Q.

However, under the hardness assumption of the ECDLP, B does not exist and accordingly,

an A who can produce a valid login message to the IoT gateway cannot exist.

It follows that the probability of A in violating IoT-to-Gateway authentication is

negligible and the probability of A in violating Gateway-to-IoT authentication is negli-

gible. Thus, the advantage of A in violating the mutual authentication property of the

protocol is negligible, and MAPFS is MA-secure.

Theorem 5.2 Under the intractability assumption of ECDDH, MAPFS is SS-secure where

for any PPT adversary A, AdvSSec
MAPFS

(A) f ϵ.

Proof: Let us assume that a PPT adversary A can guess the bit involved in SSec,

then we show that there exists an adversary B who can solve the ECDDH problem as in
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the following game between A and B.

Given the points X = xP , Y = yP and Z such that Z = xyP if b = 1 and Z = zP ,

otherwise, where x, y, z
r
←− Z∗

q .

In the initialization phase, B sets Pubgc as the public key of the CA and sets the

IoT device IoTa and the IoT gateway Gw for protocol interaction.

In the training phase, A repeats the following for nq times:

• A performs Execute query to get the protocol transcript Ti between the IoT device

IoTa and the IoT gateway Gw for protocol instances Ãi with session identifier Si,

where i is the iteration number and i = 1, 2, , · · · , nr where nr is the total number

of the iterations.

• A invokes Corrupt on either the IoT device IoTa or the IoT gateway Gw. Moreover,

A invokes SSReveal on the protocol instance Ãi.

• A invokes the SKReveal query on the protocol instance Ãi to get the computed

session key Ks.

In the challenge phase, B simulates the protocol with A to produce a valid protocol

transcript T as follows. B randomly generates Ã1
r
←− Z∗

q , Ia
r
←− Z∗

q , ha
r
←− Z∗

q and the

random nonces r1, r2, r3, r4
r
←− Z∗

q . Then, it computes Ya = (Ia + haIa)
−1((Ã1P −

IaPubgc−r1r
−1
2 X). After that, B computes the points A = r1X, P1 = r2Ya, P2 = r2Pubgc,

P3 = r2haYa, T1 = r3Pubgc and T2 = r4P1 and the responses s1 = r2Ia + r3 mod q and

s2 = haIa + r4 mod q. Then, it outputs < “Hello”, A > as the first message M1 of

the protocol transcript T . To generate the second messageM2 from the IoT gateway to

the IoT device in the protocol transcript T , B randomly generates Ã2
r
←− Z∗

q , Ig
r
←− Z∗

q ,

hw
r
←− Z∗

q and r5
r
←− Z∗

q . Then, it computes Yw = (Ighw)
−1(Ã2P − IgPubgc − r5Y ). After

that, B produces the points W = r5Y and adds < A,W > to L3 as input to the hash

query with output Ig and adds, also, < IDw, Xw, Pubgc, Yw > to L2 as input to the

hash query with output hw. Then, it outputs < W, IDw, Xw, Yw, Ãz > as the second
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messageM2 from the IoT gateway to the IoT device in the protocol transcript T . After

that, the IoT device adds < A,P1, P2, P3, T1, T2,W > to L4 as input to the hash query

with output Ia. Then, it outputs < P1, P2, P3, Ãt, T1, T2, s1, s2 > as the third messageM3

from the IoT device to the IoT gateway in the protocol transcript T .

Next, B outputs the transcript T and the stringH0(r1r5R) toA where T is indistin-

guishable from the transcripts produced in the training phase. Specifically, A validatesM2

of the output transcript T by checking ÃzP
?
= IgPubgc+IghwYw+W whereA checks list L3

for the entry < A,W > to get Ig and check the L1 for the entry < IDw, Xw, Pubgc, Yw >

to get hw. Also, A validates the third messageM3 of the output transcript T by checking

ÃtP
?
= Ia(P1 + P2 + P3) + A, s1Pubgc

?
= IaP2 + T1 and s2P1

?
= IaP3 + T2, where A checks

L4 for the entry < A,P1, P2, P3, T1, T2,W > to get Ia.

Assuming a PPT adversary A who can break the semantic security of the proposed

protocol and outputs c′ = 1 if the string H0(r1r5R) is the session key and c′ = 0, otherwise.

B gets the bit c′ from A and passes it as his guess bit b′ and wins the ECDDH game.

Under the hardness ECDDH, there is no adversary B who can win the ECDDH with a

non-negligible probability, therefore, there is no such an adversary A who can break the

semantic security of MAPFS.

5.4.3 MAPFS Freshness, Anonymity, Backward Secrecy, and For-

ward Secrecy Properties.

MAPFS Freshness

MAPFS would be vulnerable to replay attacks if an adversary A can use an old

generated IoT signature Ãt or gateway signature Ãz to impersonate either the IoT device

or the IoT gateway.

In our protocol, the IoT device starts the session with Hello message along with a

fresh one-time IoT public key A = r1Xa. The IoT gateway replies with a fresh one-time
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gateway public key W = r5Xw. These fresh A,W are used in the computation of the

integrity terms Ig = H3(A||W ), Ia = H4(A||P1||P2||P3||T1||T2||W ) which are embedded in

the gateway signature Ãz = IgÃw + r5xw and the IoT signature Ãt = Iar2Ãa + r1xa.

Therefore, a replay attack, in a session S ′ will not be valid since A has to include

the fresh A′,W ′ generated by the IoT device and the gateway, during the new session S ′,

in the IoT signature Ã′
t and the gateway signature Ã′

z such that Ã′
tP = I ′a(P1+P2+P3)+A′

and Ã′
zP = I ′gPubgc + I ′gH1(IDw||Xw||Pubgc||Yw)Yw +W ′. This replay attack, using the

old Ãt and Ãz, is not valid under the pre-image resistance property of the hash function

and MAPFS is secure against replay attacks. This returns for the fact that the new Ã′
t

and Ã′
z have to include the new I ′a = H4(A

′||P1||P2||P3||T1||T2||W
′) and I ′g = H3(A

′||W ′)

of the new A′,W ′.

Unlinkability of the IoT requests

Upon authenticating with the IoT gateway, the IoT device sends the transcript

< A, P1, P2, P3, T1, T2, s1, s2 > where A = r1Xa, P1 = r2Ya, P2 = r2Pubgc,

P3 = r2haYa, T1 = r3Pubgc, T2 = r4P1. Since all the sent parameters are randomized by

r1, r2, r3, r4, the IoT request is computationally indistinguishable from random sequence.

Moreover, an exhaustive search over the registered IoT devices, to identify the requesting

IoT device or correlate the IoT requests, is not applicable without knowing ya or ha of

each IoT device which is known only to the CA. Therefore, the advantage of A in violating

the unlinkability of the IoT requests is negligible and A cannot relate the IoT requests.

Perfect Forward Secrecy

This property is maintained if the compromise of the long-term key or the current

session key does not lead to the leakage of the past session keys [36]. Here, in our protocol,

the session key Ks = H0(r5xwA) = H0(r1xaW ) = H0(r1r5xaxwP ) where r1 and r5 are two

random nonces generated by the IoT device and the IoT gateway, respectively. Therefore,
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the protocol is said to achieve perfect forward secrecy since the computation of the session

key depends on the long-term key xa, xw of the IoT device and the IoT gateway as well

as the fresh randoms r1, r5 generated by the IoT device and the IoT gateway during the

new session.

Backward Secrecy

This property is maintained when an adversary who has access to the protocol

state values (i.e., r1, r2, r3, r4, A, P1, P2, P3, r5, W ) cannot compute the previous

session keys [88]. The computation of the session key of the session i depends on the

randoms generated by the IoT gateway and the IoT device during the session i where

Ks = H0(r1r5xaxwP ). Therefore, compromising the IoT device state value during session

i does not leak any information about the session key of the sessions i−1, i−2, · · · , 2, 1.

Hence, MAPFS achieves the backward secrecy property.

5.5 Performance Evaluation

It is important to consider the efficiency of the proposed protocol by analyzing

its performance in terms of the i) communication overhead which consists of messages

exchanged between the communicating entities before the actual transfer of information,

i.e., these are the messages exchanged between the IoT device and IoT gateway to achieve

the mutual authentication and session key establishment, ii) storage requirement on the

IoT device and the IoT gateway, i.e., the secrets stored on the IoT device and the IoT

gateway to achieve mutual authentication and session key derivation, and iii) computation

cost which involves the operations that are done by the IoT device and the IoT gateway

during the authentication process and session establishment. In our performance analysis,

we assume 128-bit random values and 128-bit ID. Also, we assume a 256-bit elliptic curve

which typically provides nearly a 128-bit security level [5]. To perform the hash functions
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H0, H1, H2, H3, H4 which incur EC points in their domains, we use the x and y

coordinates for the representation of the EC points. Moreover, as the codomains for

the hash function are in Zq, we perform modular q operation on the output of the hash

function where q is a 256-bit. The summary of our performance analysis is presented in

Table 5.2.

Table 5.2: Summary of our performance analysis

Description Value

IoT storage 176 bytes
Gateway storage 144 bytes

IoT computation 4 RNG,
10 scalar point multiplication,
2 point addition,
4 Hash.

Gateway computation 1 RNG,
10 scalar point multiplication,
4 point addition,
3 Hash.

Communication overhead 432 bytes

Table 5.3: Average cryptographic overhead time using 1000 runs

Cryptographic Primitives Symbol Execution Time (msec)

Hash function 1 Th 0.0507
HMAC function 2 Tmac 0.061
Symmetric Enc/Dec 3 Ts 0.22
RNG Trng 0.053
Bilinear Pairing operation 4 Tb 12.45
EC scalar Multiplication 4 Tsm 0.37
EC Point Addition Tpa 0.145
Modular Exponential Operation Te 0.87

1: Based on SHA-256 with 1024 bytes as input. The representation of the EC points in
the domain of the hash function is done using the x and y coordinates and modular q
is performed on the output hash function to get a co-domain in Zq.
2: Based on SHA-256 for the message-digest algorithm
3: Based on a 128-bit key AES-CBC mode.
4: We use the Python library bplib, which implements a bilinear pairing over a Barreto-
Naehrig curve [1].
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5.5.1 Storage Requirements

The IoT device needs to store the 256−bit private key xa, the 128−bit identity

IDa, the 256−bit signing key Ãa, 256−bit ha and the 256−bit public keys Xa and Ya

which is equivalent to a storage of 11× 128 bits.

On the other side, the IoT gateway needs a 9 × 128 storage space to keep the

128−bit private key xw, the 256−bit signing key Ãw, the 128−bit identity IDw and the

256−bit public keys Xw and Yw.

5.5.2 Computation Cost

In the authentication process, the IoT device generates the random nonces r1, r2, r3, r4

and does 6 scalar point multiplications to compute the randomized points A, P1, P2, P3

and the commitments T1, T2. For computing Ãt, the IoT device does 1 hash operation to

compute the Ia. For verifying the authentication token of the IoT gateway, the IoT device

does 2 hash operations, 3 scalar point multiplications, and 2 point additions. Addition-

ally, the IoT device does 1 hash operation and 1 scalar multiplication for computing the

session key.

On the other side, the IoT gateway generates the random nonce r5 and performs

1 scalar point multiplication to compute W . Moreover, the IoT gateway does 8 scalar

point multiplications and 4 point additions to verify the authentication request of the

IoT device. For computing the session key, the IoT gateway does 1 scalar multiplication.

During the authentication process, the IoT gateway does 3 hash operations to compute

the Ia, Ig and session key.

5.5.3 Communication Overhead

The IoT device initiates the authentication process by sending Hello message along

with a 2× 128-bit randomized EC point A. The IoT gateway responds with a 9× 128-bit
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Table 5.4: Performance comparison based on the computation complexity

Protocol Operations on IoT and Gateway Sides Total Time (msec)

[84] 4 Te + Tb 15.93
[80] 9 Tsm + 4 Tpa + 1 Te+ 1 Tb + 10 Th 17.737
[81] 5 Tsm + 3 Tpa + 1 Te+ 1 Tb + 11 Th 16.1627
[94] 7 Tsm + 1 Tpa + 1 Te+ 1 Tb + 12 Th + 2 Ts 17.1
[82] Te + 6 Tsm + 3 Tb 40.44
[32] 4 Tsm + Te + 1 Tb 14.8
MAPFS 5 Trng + 6 Tpa + 20 Tsm + 7 Th 8.8899

message < W, IDw, Xw, Yw, Ãz >. In turn, the IoT device replys with 16 × 128-

bit message < P1, P2, P3, Ãt, T1, T2, s1, s2 >. Thus, in total, the communication overhead

between the IoT device and the IoT gateway is 27 × 128 bits (i.e., 432 bytes).

Compared with other protocols in [56], [84], [80], [81], [94], [82], [32], MAPFS has

the highest communication overhead. However, protocols in [56], [84], and [32] which

require 96, 64, 128 bytes, respectively, do not offer mutual authentication. Meanwhile,

protocols in [80–82,94] require 192, 192, 352, and 240 bytes respectively, but fail to ensure

the IoT unlinkability from the serving IoT gateway, as seen in Table 5.1. This creates a

vulnerability that allows an external attacker to compromise the IoT gateway and profile

the IoT device.

5.5.4 Execution Time

We show the total computation-overhead time of the used cryptographic primitives

in our protocol MAPFS compared to other related protocols, [84], [80], [81], [94], [82], [32]

in Fig. 6.5. MAPFS has the lowest computation time compared to other protocols and

it provides the unlinkability of the IoT request to the IoT gateway beside other security

properties.

In our comparison, we consider the number of the required cryptographic opera-

tions on both the IoT device and gateway sides as reported in Table 6.3 and the average

time required by each operation as shown in Table 6.2. Note that, we neglect modular
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operations (i.e., multiplication and addition) as they require microsecond execution time.

For measuring the average execution time, we use a Raspberry Pi 4 Model B/8GB embed-

ded with a 1.5 GHz 64-bit Quad-core ARM Cortex-A72 processor running the Raspbian

64-bit operating system. We run the cryptographic primitives for 1000 times to compute

the average execution time. For more resource-constrained IoT devices that are beyond

the Raspberry Pi capabilities, the Arm Cortex M0 48 MHz ATECC508A HW accelerated

as in [2,106] can be considered. It offers 0.113 msec AES timing, 0.361 msec Hash timing,

0.722 msec HMAC timing, and 2 msec random number generator timing.

Our prototype is available as open-source on the GitHub repository https://

github.com/M-Mahdy-Seif/MAPFS. This repository includes the Python implementation

of the different cryptographic primitives using the bplib, fastecdsa, and crypto libraries

for the bilinear pairing, EC operations, and encryption systems, respectively. Addition-

ally, the repository includes a socket programming implementation to simulate the flow

of messages between the IoT device and the IoT gateway. The client, a Raspberry Pi 4,

played the role of the IoT device, and the server, an Intel laptop 11th Gen Core i7-11800H

clocked at 2.3 GHz with 16 GB RAM, acted as the IoT gateway.
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Figure 5.5: Evaluations of the overhead associated with cryptographic prim-
itives in protocols [84], [80], [81], [94], [82], [32] and MAPFS
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5.6 Summary

In this chapter, we proposed MAPFS, a privacy-preserving mutual authentication

protocol between the IoT device and the IoT gateway for computation offloading services

in the IoT-edge-cloud paradigm. MAPFS achieves anonymity of the IoT device, session

unlinkability, and perfect forward secrecy for the established session key with revocation

ability for the misbehaving IoT device. Our protocol distinguishes itself from certificate-

based anonymous authenticated protocols in that anonymity can be achieved without

additional communication or storage overheads.

MAPFS makes use of ECC for achieving an efficient 128-bit security level. To

achieve anonymity of the IoT device and unlinkability property, MAPFS randomizes the

authentication token of the IoT. Moreover, it makes use of ZKP to prove the knowledge

of the random nonce that binds the authentication token to MAPFS published public pa-

rameters. We have formally proved that under intractable ECDLP and ECDDH, MAPFS

is mutual authentication secure and ensures the secrecy of the session key. Moreover, we

have analyzed the protocol’s unlinkability, perfect forward secrecy, and backward secrecy.

Furthermore, we evaluated MAPFS in terms of storage requirement, communication over-

head, and computation cost requirements. Finally, we compared the execution time of

our protocol with other closely related protocols.

Finally, it should be noted that in MAPFS, IoT devices register with the KGC

to obtain their signing keys. For future work, we plan to investigate registration tech-

niques that better fit the distributed nature of the edge computing paradigm during the

registration phase.
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Chapter 6

Conditional Privacy-preserving

Message Authentication Protocol for

VANET Emergency Message

Exchange

6.1 Introduction

Vehicular Ad Hoc Network (VANET) still faces problems related to message au-

thentication and privacy since such vehicular communication is carried out over open

wireless channels [46]. An external adversary can collect sensitive messages. Further-

more, such an adversary can tamper with, forge, or replay traffic information and spread

it through VANETs to cause serious damage (e.g., traffic chaos or accidents). Therefore,

VANETs require secure and efficient vehicular communication protocols that guarantee

message authentication and integrity [74]. Moreover, the privacy of the vehicle should

be maintained, where an external adversary may try to obtain information about the

vehicle’s current position, velocity, and direction. Conditional privacy-preserving is also
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an important security aspect in VANETs, where a Trusted Authority (TA) traces back

the sender’s identity in case of misbehavior (e.g., false traffic information, false location

information). Efficient and secure solutions such as [9, 131, 160] have been proposed for

V2V communications. Most of the existing solutions are based on a central Public-Key

Infrastructure (PKI), where a centralized Certificate Authority (CCA) is responsible for

issuing identity certificates for vehicles to prove their legal identity [100].

This requires that vehicles in the same administrative domain are served by a single

CCA and gives rise to a single point of failure. Consider the case where a traveling vehicle

(i.e., relocating from one city to another city) reports a traffic incident, such as a car

accident, traffic congestion, or a fire, to the TMA. In such cases, the vehicle transmits

traffic-related messages to prompt necessary actions, such as rerouting incoming vehicles

and ensuring prompt responses from the police, firefighters, and ambulances. Nevertheless,

the TMA and vehicles do not share the same trust domain. In such cases, communication

between the vehicle and the city TMA for reporting accidents, traffic congestion, or fires

becomes challenging. The premise of authentication between communicating entities (i.e.,

vehicle and TMA) is that they trust the CCA that issues identity certificates for both

entities [83]. Moreover, sending such traffic-related messages exposes the vehicle’s location.

This highlights the necessity for a cross-domain communication protocol, allowing vehicles

from different Enterprise Certificate Authority (ECA) (i.e., many enterprises prefer to

issue certificates to their vehicles themselves and establish their ECA [155]) domains

to communicate with the city TMA while maintaining vehicle anonymity and ensuring

message authentication.

In this chapter, we propose a conditional privacy-preserving cross-domain com-

munication protocol. This protocol allows a vehicle, when traveling to another city or

country, to obtain an authentication token from their ECA and send an authenticated

traffic message about traffic conditions (i.e., car accidents, congestion, and fire) to the

city’s TMA without prior registration. The proposed protocol not only maintains the
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anonymity of the sender vehicle but also ensures resilience to message replay and modifi-

cation attacks. Furthermore, it enables the traceability of misbehaving vehicles through

collaboration among distributed KGCs, revealing the identity of the misbehaving vehicle

in case of any misconduct.

In this chapter, we introduce CP-MAVE, a Conditional Privacy-preserving protocol

with Message Authentication designed for cross-domain communications in VANET for

Emergency message exchange. This efficient and secure communication protocol enables

traveling vehicles to communicate with the city’s TMA, located in a different trust do-

main, without requiring any prior registration with the city’s TMA. CP-MAVE ensures

unforgeability against chosen message attacks and the anonymity of sender vehicles to

the TMA. It also exhibits resilience against message modification, replay attacks, and

impersonation attacks. In the event of misconduct, CP-MAVE guarantees the traceability

of misbehaving vehicles, with distributed KGCs collaboratively tracing back the identity

of the sender vehicle.

Table 6.1 provides a comparison of the security properties of our proposed protocol,

against other vehicular communication protocols. In our comparison, we consider message

authentication, message integrity, the confidentiality of the transmitted data, and the

anonymity of the sender. Additionally, we consider other functional properties, such as

the support of the proposed protocol for cross-domain communications, and the dispense

of the proposed protocol for heavy bi-linear pairing operations. Our proposed protocol is

a privacy-preserving cross-domain authentication protocol for vehicular communications.

Table 6.1: Comparison with other message authentication protocols for VANETs.

Security/Functionality Properties [8] [69] [139] [154] [45] [73] [49] [147] [149] [110] [144] [145] [81] [140] [50] [153] [17] CP-MAVE

Message Authentication ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Message Integrity ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Privacy-Preserving ✓ ✓ ✓ ✓ ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ × ✓
Cross-Domain Communication × × × ✓ ✓ ✓ ✓ × × × × × × × ✓ ✓ × ✓
Bilinear-Pairing Free × × ✓ ✓ ✓ ✓ ✓ × ✓ ✓ ✓ × × × × × × ✓
Traceability ✓ ✓ ✓ × × × ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

107



6.2 System Model and Threat Model

In what follows, we present our system model and threat model.

6.2.1 System Model

We adopt the architecture illustrated in Fig. 6.1. Our system model comprises

Traffic Management Agencies (TMAs), Enterprise Certificate Authorities (ECAs), Road

Side Units (RSUs), and On-Board Units (OBUs). Vehicle’s OBUs communicate with

RSUs through DSRC protocol, while communications between RSUs and the city’s TMA

occur through secure wired channels. Moreover, there are distributed KGCs, which col-

laboratively trace back the identity of the misbehaved vehicle.

V2V
Communications

RSU Vehicles of
ECA

V2I
Communications

Vehicles
of ECA

ECA
ECA

TMA

Figure 6.1: VANET Architecture

The role of each entity is detailed as follows:

1. Distributed KGCs: together, they are responsible for the registration of the ECAs.

Moreover, in case of any misbehavior (e.g., false traffic-related messages), the KGCs

collaborate to reveal the domain of the sending vehicle.
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2. ECA: responsible for managing identities of the registered vehicles within the do-

main. In practice, it could act as the certificate authority managing certificates in

the public key infrastructure system. In our application, the ECA is owned and

controlled by vehicle enterprises that prefer to establish their own CCA and provide

certificates to their vehicles [155].

3. RSU: a wireless communication device located on the roadside. It is securely con-

nected to the TMA and serves as an intermediate device between the vehicle and

the TMA. It utilizes the DSRC protocol for communication with vehicles.

4. OBU: embedded in the vehicle for transmitting traffic-related messages to other

vehicles in its domain through V2V communications or to other RSUs through

V2I communications. In case of traffic accidents, the OBU forwards traffic-related

messages (e.g., car accidents and fires) to the TMA to prompt necessary actions

within the required time.

6.2.2 Threat Model

In our proposed protocol, adversaries can be classified as internal or external. An

internal adversary refers to entities, such as vehicles and RSUs (i.e., compromised RSU

may want to impersonate vehicles or flood the network with false data), directly involved

in VANETs. An external adversary refers to entities not directly involved in VANETs.

Both internal and external adversaries can launch passive and active attacks. In passive

attacks, adversaries monitor the V2V or V2I communication channel and gain access to

confidential information, such as vehicle locations and plain texts of the sent messages. In

active attacks, adversaries access the open wireless V2V or V2I communication channel to

replay, modify, and fabricate transmitted messages over the channel, as in the Dolev-Yao

threat model [44].
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6.2.3 Security Requirements

Our Proposed protocol satisfies the following security requirements to ensure secure

VANET communication.

1. Message authentication: the legitimacy of the sender of the message and the integrity

of the sent data should be maintained.

2. Unlinkability: an adversary should not be able to link multiple requests sent by the

same vehicle in order not to trace or profile any vehicle driver and launch a physical

attack.

3. Resistance to replay attacks: an adversary cannot resend a valid message after a

time interval. The receiver should reject the message.

4. Resistance to impersonation attack: upon intercepting a message sent with a pseudo-

identity. An adversary cannot use this pseudo-identity again to impersonate a legal

vehicle in future transactions.

5. Conditional privacy-preserving: upon a misconduct only distributed KGCs collabo-

ratively can trace back the identity of the sender vehicle.

6.3 Protocol Design

Our protocol makes use of Schnorr Zero-Knowledge Proof of discrete logarithm

knowledge [121] and Schnorr signature [120]. The Schnorr signature is used to authenti-

cate the sender’s vehicle. Each of the distributed KGCs generates a different signing key

for the ECA during the registration phase. Then, the ECA computes its signing keys,

collectively, from the issued signing keys. Later on, vehicles generate an instantaneous

pseudo-identity that is valid for a certain period and can be used several times during its

validity period. Then, the vehicle obtains an authentication token from their ECAs over
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the instantaneous pseudo-identity of the vehicle. The vehicle uses such obtained authenti-

cation tokens to send its anonymous authenticated message. To maintain the anonymity

and the unlinkability of the transmitted messages, the protocol randomizes the authenti-

cation message of the vehicle by multiplying it with a random number. Furthermore, the

Schnorr ZKP is used to prove the knowledge of the random number that relates the ran-

domized authentication token to our public system parameters without revealing it. Our

protocol consists of a setup phase, ECA registration phase, vehicle signature generation

phase, and message-sending phase. Moreover, CP-MAVE provides traceability of the ECA

domain and traceability of the sender vehicle. Details of each phase are listed as follows.

6.3.1 Setup Phase

In this phase, distributed KGCs agree on the system public parameters, i.e., the

used hash functions, the utilized elliptic curve, and the system public key. KGCs select

the system parameters as follows. KGCs choose a 256-bit prime number p and an elliptic

curve E over the finite field Fp. KGCs choose a point P ∈ E of order q as the generator

point. It computes the system public PKg = PK1+PK2+ · · ·+PKnGC
where nGC is the

number of distributed KGCs and sj and PKj = sjP are the private and the public key of

the jth KGC, respectively. Moreover, KGCs agree on the collision-resistant one-way hash

functions H1 : Zq → Zq, H2 : {0, 1}128 × {0, 1}128 × Zq × G → Zq, H3 : {0, 1}128 × G ×

{0, 1}128 × G → Zq, and H4 : G × G × G × G × G × G × {0, 1} × {0, 1} → Zq. Finally

the public parameters of the system params = (E, p, q, P, H1, H2, H3, H4, PKg) are

published.

6.3.2 ECA Registration with distributed KGCs

We assume that the registration phase runs in a secure environment. Distributed

KGCs collaborate to issue the ECA signing key. Figure 6.2 illustrates the registration

phase between an ECAi. The ECAi randomly selects xi
r
←− Zq as its partial private
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key and computes the partial public key Xi = xiP . Then, the ECA sends its identity

IDi along with the partial public key Xi to KGCj. KGCs share the IDi and Xi among

themselves. After that, each KGC randomly selects hj
i , y

j
i

r
←− Zq and computes the ECA

partial public key Y j
i = yjiP (i.e., the two partial keys Xi, Yi are generated by the ECA

and the distributed KGCs, respectively, and serve as the public key of the ECA). Then,

KGC computes yi =
∑

j y
j
i and Cj

i = hj
i

∑
j Y

j
i . Then, KGCj issues the ECA signing key

Ãj
i = sj +hj

i

∑
j y

j
i + yji which is verified on the ECA by validating Ãj

iP
?
= PKj +Cj

i +Y j
i .

Note that, KGCj includes the secret sj to indicate the issuing of the signing key by

the jth KGC. Then, the KGC stores IDi, Xi, Y j
i , yji ,

∑
j y

j
i , hj

i . Note that, ECAi

obtains Ãj
i , Cj

i , Y j
i from other KGCs where j = 1, 2, 3, · · · , nGC . After that, ECAi

computes Ãi =
∑nGC

j=1 Ãj
i , Ci =

∑nGC

j=1 Cj
i , and Yi =

∑nGC

j=1 Y j
i . Then, the ECAi stores

IDi, xi, Xi, Ãi, Ci, Yi.

 

Figure 6.2: ECA registration

6.3.3 Vehicle’s Signature Generation Phase

In the offline phase, a vehicle k obtains an authentication token from its ECA

within the expiry time as shown in Fig. 6.3. It sends a Hello message to its ECA with
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the receiver’s identity (i.e., the TMA of the current city). The ECA replies with a nonce

and the receiver’s public key. Then, the sender computes A = r1P , where r1
r
←− Zq is

a random generated by the vehicle. Afterward, the ECA authenticates the sender and

computes htr, B, Ip, Ãt where Ip is an integrity term on IDr||StartT ime||ExpiryT ime

and htr is used for randomizing the public key of the ECA, Xi. Later, the sender computes

Ip and verifies the issued authentication ÃtP
?
= PKg + Ci + Yi + IpB + IpXi. Note that,

the ExpiryT ime is included to indicate the validity period of the issued authentication

in case of multiple messages from the sender vehicle.

 

 

Figure 6.3: Vehicle obtaining signature from ECA

6.3.4 Message Sending Phase

In the online phase, for sending a traffic-related message to the city TMS, the sender

vehicle generates r2, r3
r
←− Zq, as shown in Fig. 6.4, and computes the random points P1 =

r2PKg, P2 = r2C, P3 = r2Yi, P4 = r2Xi, P5 = r2B, the commitment T1 = r3PKg and

the ZKP response s1 = r3 + Icr2 where Ic = H4(A||P1||P2||P3||P4||P5||T1||{M}H(r1Kr
pu)||
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T imeStamp). Then, it sends the transaction IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)||

s1||IDr||StartT ime||ExpiryT ime to the receiver RSU which forwards it to TMA where

{M}H(r1Kr
pu) is the traffic message encrypted using the symmetric key r1K

r
pu, Ã2 is the

signature over the message, T imeStamp is the time stamp of the message to indicate the

freshness of the message M and A, P1, P2, P3, P4, P5, T1 are points for verifying the sig-

nature Ã2. On the receiver side, the receiver computes Ic, Ip and verifies s1PKg
?
= T1+IcP1

and Ã2P
?
= P1 + P2 + P3 + IpP4 + IpP5 + IcA. Then, it retrieves the message M .

 

 

Figure 6.4: Sending a message from the vehicle to the TMA

6.3.5 Traceability of the Sender Vehicle ECA Domain

In case of a misbehaving vehicle (i.e., sending a false traffic message about a ve-

hicle accident), the distributed KGCs, collaboratively, do an exhaustive search of com-

plexity O(n) to know the domain of the sender vehicle as follows. P2 = hiP3 where
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i = 1, 2, · · · , nECA is the index of the ECA and nECA is the total number of the regis-

tered ECAs within our protocol. Note that hiP3 =
∑nGC

j=1 hj
iP3. After determining the

ECA domain of the sender vehicle, the ECA does an exhaustive search over the regis-

tered vehicle to determine the sender vehicle’s identity as follows. P5 = hk
trP4 where

hk
tr = H2(IDr||IDk||H1(Ãi)||A), k is the index of the vehicle in the ECA’s domain and

k = 1, 2, · · · , nvehicle while nvehicle is the total number of the registered vehicles. The

identity of the claimed sender is checked P5
?
= H2(IDr||IDk||H1(Ã1)||A)P4. In case of not

matching with any registered vehicle, the pre-determined ECAi should be penalized since

it generated a non-well-structured (i.e., B ̸= htrXi or Ãt ̸= sg + hiyi + yi + Ipxi + Iphtrxi)

authentication token that used by the sender vehicle and passes the verification at the

TMA side.

6.4 Security Analysis

In this section, we analyze the security properties of our proposed protocol. We

formally prove the existential unforgeability of CP-MAVE against chosen message attacks

based on the ECDLP assumption in the random oracle model. Moreover, we show the

resistance of the proposed protocol to message modification attacks and replay attacks,

and we demonstrate the conditional privacy-preserving of our proposed protocol. We pro-

ceed by modeling the adversarial capabilities then we define the existential unforgeability

property of our protocol.

6.4.1 Security Definitions

We define the security model of CP-MAVE through a game between a challenger C

and an adversary A where they interact with the following queries.

• Setup: C generates the private key sg = s1 + s2 + s3 + · · · + snGC
and the system

parameters params = (E, p, q, P, H1, H2, H3, H4, PKg). Then, C sends Params

115



to A.

• Sign: Upon receiving A’s query with the message M , C generates and returns

IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)||s1||IDr||StartT ime||ExpiryT ime to

A.

• Verify: Upon receivingA’s query with IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)

||s1||IDr||StartT ime||ExpiryT ime, C returns TRUE to A if s1PKg
?
= T1 + IcP1

and Ã2P
?
= P1 + P2 + P3 + IpP4 + IpP5 + IcA to A. Otherwise, it returns FALSE

In what follows, we define the existential unforgeability game for our proposed

protocol.

Definition 6.1 (Existential Unforgeability Against Chosen Message Attack): the chal-

lenger C runs the Setup to produce the private key and the system parameters params. The

signing queries Sign are allowed for A, i.e., A can make nq signing queries on adaptively

chosen message Mw where w = 1, 2, · · · , nq. For the signing query on Mw, C runs the

signing procedure and sends transaction Sw = IDr||A||P1||P2||P3||P4||P5||T1||Ãw||{Mw}H(r1Kr
pu)

||s1||IDr||StartT ime||ExpiryT ime to A. At last, A is required to return a forged signa-

ture Ãy on My. A is considered to win the game if two conditions both satisfy, i.e., My

has not been queried in previous signing queries and Ãy is a valid signature on My.

Definition 6.2 (Message Integrity MI): A PPT adversary A, which plays the game de-

fined in Definition 6.1, breaks the proposed CP-MAVE protocol if A can forge a valid

signature on My with a success probability greater than ϵ. The proposed protocol is MI-

secure if any adversary A cannot break the proposed protocol with a probability greater

than ϵ.
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6.4.2 Formal Security Analysis

Using the security model discussed before, in what follows, we formally prove that

our proposed protocol achieves existential unforgeability against the chosen message at-

tacks in the random oracle model. Moreover, we show the resistance of the protocol

to message modification and replay attacks. Furthermore, we demonstrate the privacy-

preserving property and the traceability of the protocol.

Theorem 6.1 Under the assumption of the intractability of ECDLP, the signature pro-

tocol CP-MAVE is MI-secure.

Proof:

Suppose that a PPT adversaryA can forge a message IDr||A||P1||P2||P3||P4||P5||T1||

Ã2||{M}H(r1Kr
pu)||s1||IDr||StartT ime||ExpiryT ime. We can construct an adversary B

which can solve ECDLP with a negligible probability by running A as a subroutine.

Given the EC point, Q = sP such that s
r
←− Zq, B simulates the protocol and solves the

ECDLP as follows.

• Setup: B sets the public key PKg = Q and sends params = (E, p, q, P, H1, H2, H3,

H4, PKg) to A.

• H1: B maintains a list L1 with the form of (Ã1, k1), which is initialized to be empty.

Upon receiving A’s query with Ã1, B checks the entry (Ã1) in L1 and returns k1 =

H1(Ã1) to A. If the entry (Ã1) does not exist, B generates randomly k1 ←− Zq and

updates L1 with (Ã1), k1.

• H2: B maintains a list L2 with the form of (IDr||IDs||H1(Ã1)||A, k2), which is ini-

tialized to be empty. Upon receiving A’s query with IDr||IDs||H1(Ã1)||A, B checks

the entry (IDr||IDs||H1(Ã1)||A) in L2 and returns k2 = H2(IDr||IDs||H1(Ã1)||A) to

A. If the entry (IDr||IDs||H1(Ã1)||A) does not exist, B generates randomly k2 ←− Zq

and updates L2 with (IDr||IDs||H1(Ã1)||A, k2.
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• H3: B maintains a list L3 with the form of (IDr||A||Nonce||ExpiryT ime||B),

which is initialized to be empty. Upon receiving A’s query with

IDr||StartT ime||ExpiryT ime, B checks the entry (IDr||StartT ime||ExpiryT ime)

in L3 and returns k3 = H3(IDr||StartT ime||ExpiryT ime) to A. If the entry

IDr||StartT ime||ExpiryT ime does not exist, B generates randomly k3 ←− Zq and

updates L3 with (IDr||StartT ime||ExpiryT ime), k3.

• H4: B maintains a list L4 with the form of (A||P1||P2||P3||P4||P5||T1||MH(r1Kr
pu)),

which is initialized to be empty. Upon receiving A’s query

with A||P1||P2||P3||P4||P5||T1||MH(r1Kr
pu), B checks the entry

(A||P1||P2||P3||P4||P5||T1||MH(r1Kr
pu) in L4 and returns r4 =

H4(A||P1||P2||P3||P4||P5||T1||MH(r1Kr
pu)) to A. If the entry

A||P1||P2||P3||P4||P5||T1||MH(r1Kr
pu) does not exist, B generates randomly k4 ←− Zq

and updates L4 with (A||P1||P2||P3||P4||P5|| T1||MH(r1Kr
pu), k4.

• Sign: Upon receiving A’s query with the message M , B selects random numbers

Ã1, Ã2, r2, r3, IDk, htr, Ip, Ic, yi. Then, B chooses random points Y1, X1 and com-

putes P1 = r2Q, P2 = r2C, P3 = r2Y1, P4 = r2X1, P5 = r2htrX1, T1 = r3Q.

B computes A = I−1
c (Ã2P − P1 − P2 − P3 − IphtrX1 − IpP4). Then, B adds

IDr||StartT ime||ExpiryT ime into L3, (A||P1||P2||P3||P4||T1||MH(r1Kr
pu), r4) into L4,

and (IDr||IDs||H1(Ã1)||A, r2) into L2. Finally, B sends s1 = r3 + Icr2 and

IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)||s1||StartT ime||ExpiryT ime to A.

After that, A sends s1 = r3+Icr2 and IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)

||s1||StartT ime||ExpiryT ime to B which verifies that

Ã2P = P1 + P2 + P3 + IpP4 + IpP5 + IcA

s1 = r3 + Icr2

(6.1)

B discards the process in case of not matching. Note that, the signature generated by A is
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indistinguishable from those generated by authenticated vehicles where s1PKg = T1+IcP1

and Ã2P = P1 + P2 + P3 + IpP4 + IpP5 + IcA

According to the forking lemma [114], A can output another valid message s∗1 =

r3 + I∗c r2 and IDr||A||P1||P2||P3||P4||P5||T1||Ã
∗

2||{M}H(r1Kr
pu
)||s1

StartT ime||ExpiryT ime where Ã2 ̸= Ã∗

2 (i.e., using the same randomness) and

Ã∗

2P = P1 + P2 + P3 + I∗pP4 + I∗pP5 + I∗cA

s∗1 = r3 + I∗c r2

(6.2)

from (1) and (2),

r3 = (Ic − Ic
∗)−1(s1 − s∗1)

r2(Ip − Ip
∗)sg = (Ã2 − Ã2

∗)− r2(Ip − Ip
∗)yi(ha + 1)

(6.3)

At last B outputs sg = r2
−1(Ip − Ip

∗)−1((Ã2 − Ã2
′) − r2(Ip − I∗p )yi(ha + 1)) as a

solution for the ECDLP for the given point Q. Nevertheless, under the assumption of

the intractability of the ECDLP, B does not exist and accordingly our system achieves

message integrity and is secure against chosen message attacks.

6.4.3 Unlinkability

The tuples IDr||A||P1||P2||P3||P4||P5||T1||Ã2||{M}H(r1Kr
pu)||s1||IDr||StartT ime

||ExpiryT ime are sent to the TMA within each message transaction. Unlinkability be-

tween two messages transaction is maintained if an attacker cannot sufficiently distinguish

if these two transactions are related or not [112]. The points P1, P2, P3, P4, P5 are ran-

domized with r2 and T1 is randomized with r3. Note that, r2, r3 ←− Zq are generated

randomly with each authentication request. Moreover, the vehicle instantaneous pseudo-

identity A = r1P is generated randomly by the sender vehicle where r1 ←− Zq. The sending

vehicle sets its expiry time for such generated instantaneous pseudo-identity. Therefore,

TMA and an attacker cannot link any messages sent from the same vehicle within different
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expiry periods.

6.4.4 Conditional Privacy Preservation

Conditional privacy-preserving is also an important security aspect in our protocol

where the sender’s identity can be traced back in case of misbehavior (e.g., false traffic

information, false location information). In CP-MAVE, distributed KGCs collaborate to

get the ECA domain of the misbehaved vehicle by doing an exhaustive search as follows.

P2 = hiP3 where hiP3 =
∑nGC

j=1 hj
iP3. After determining the ECA domain of the misbe-

haved vehicle, the ECA does an exhaustive search over registered vehicles with such ECA

domain to determine the sender’s identity by checking htr
?
= H3(IDr||IDk||H1(Ã1)||A).

Therefore, the traceability of the real identity of malicious vehicles is guaranteed and

CP-MAVE is deemed to be a conditional privacy-preserving protocol.

6.4.5 Resistance to Replay and Modification Attacks

This property is maintained in our protocol if the sent message M is not modified

during its transmission to the TMA. [25]. Upon receiving an encryption of the message

M , {M}H(r1Kr
pu), the TMA verifies Ã2P

?
= P1 + P2 + P3 + IpP4 + IpP5 + IcA where Ic =

H4(A||P1||P2||P3||P4||P5||T1||{M}H(r1Kr
pu)) and A is the instantaneous pseudo-identity of

the sender vehicle. Any modification attack results in a new message M ′ with a new

I∗c ̸= Ic that does not pass the verification process Ã2P
?
= P1+P2+P3+IpP4+IpP5+IcA.

Also, such points A, B are instantaneous pseudo-identities generated randomly by the

sender vehicle and the ECA, respectively. Note that A and B change with each message

request. Therefore, any further replay of A and Ãt by any malicious adversary will not

pass the verification of Ã2 with the new B′ generated by the ECA. Moreover, the expiry

time is included in the integrity term to prevent any reuse of Ãt out of the pre-determined

expiry time by the ECA. Moreover, T imeStamp is included to indicate the freshness of

the message sent by the vehicle to the TMA.
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6.5 Performance Evaluation

In what follows, we analyze the performance of our proposed protocol in terms of

i) communication overhead (i.e., overhead messages exchanged between the sender vehicle

and the TMA, other than the data message M), and ii) computation cost which involves

operations that are done by the sender vehicle and the TMA during the communication

process. In our performance analysis, we assume 128-bit random values and 128-bit ID.

Also, we assume a 256-bit elliptic curve which typically provides nearly a 128-bit security

level [5]. To perform the hash functions H1, H2, H3, H4 which incur EC points in their

domains. Moreover, as the codomains for the hash function are in Zq, we perform modular

q operation on the output of the hash function where q is a 256-bit.

Table 6.2: Average cryptographic overhead time using 1000 runs

Cryptographic Primitives Symbol Execution Time (msec)

Hash function 1 Th 0.0507
HMAC function 2 Tmac 0.061
Symmetric Enc/Dec 3 Ts 0.22
RNG Trng 0.053
Bilinear Pairing operation 4 Tb 12.45
EC Scalar Multiplication 4 Tsm 0.37
EC Point Addition Tpa 0.145
Modular Exponential Operation Te 0.87

1: Based on SHA-256 with 1024 bytes as input. The representation of the EC points in
the domain of the hash function is done using the x and y coordinates and modular q
is performed on the output hash function to get a co-domain in Zq.
2: Based on SHA-256 for the message-digest algorithm
3: Authenticated symmetric encryption (Encrypt-Then-Mac), based on a 128-bit key
AES-CBC mode.
4: We use the Python library bplib, which implements a bilinear pairing over a Barreto-
Naehrig curve [1].

6.5.1 Computation Cost

The sender vehicle generates the random nonces r1, r2, r3 and performs 7 scalar

point multiplications to compute the randomized points A, P1, P2, P3, P4, P5 and the

commitment T1. For verifying Ãt, the sender vehicle computes 1 hash operation and 3
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Table 6.3: Performance comparison based on the computation complexity

Protocol Required Cryptographic Operations Total Time (msec)

[49] 4 Te + 4 Tb 53.28
[144] 14 Th+ 11 Te 10.27
[145] 4 Th+2 Tb + 2 Te 26.84
[153] 4 Th+ 5 Tsm + 7 Tb 89.2028
[140] 12 Th+ 14 Tsm + 4 Tb + 2 Te + 2 Tpa 57.6184
[50] 6 Tb+21 Tm + 20 Te + 2 Th 99.97
[17] 9 Tm+7 Ta + 6 Th + 3 Tb 41.9992
[101] 9 Tm+4 Th + 3 Tm + Ta + 3 Tb 42.1378
CP-MAVE 11 Th + 4 Trng + 20 Tsm + 6 Ts 9.4897

scalar point multiplications. For computing the signatures Ã2, the sender vehicle performs

1 hash operation. Moreover, for sending and receiving the data from the ECA and the

TMA, the vehicle performs 2 symmetric Enc, 1 symmetric Dec, 2 hash, and 2 EC scalar

multiplication to encrypt and decrypt the data.

On the other side, the TMA does 2 Hash operations and 6 EC scalar multiplications

to verify the authentication of the message and 1 symmetric Dec operation. Moreover, it

does 1 Hash and 1 EC scalar multiplication to retrieve the encrypted data.

The ECA performs 3 Hash operations to generate Ãt for the sender vehicle. More-

over, it performs 1 Hash and 1 EC scalar multiplication, 1 symmetric Enc, and 1 symmetric

Dec, for sending its data encrypted to the vehicle.

6.5.2 Communication Overhead

The sender vehicle has to send the identity of the receiver IDr of 128 bits, A, P1, P2,

P3, P4, P5, T1 of 7× 256 bits along with the Ã2 and s1 of 2× 128, the StartT ime and the

ExpiryT ime of 2 × 128 bits which is equivalent to 304−byte communication overhead.

Note that we use the EC point compression [133] for our representation of the EC point

and we send only the x− coordinate as a representation of the EC point. We also add an

extra byte for determining the sign of the y− coordinate for the 7 EC points.
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6.5.3 Execution Time

We show the total computation-overhead time of the used cryptographic primitives

in our protocol CP-MAVE compared to other related protocols in Fig. 6.5.
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Figure 6.5: Evaluations of cryptographic primitives overhead time

In our comparison, we have considered both cross-domain protocols [49, 50] and

blockchain-based protocols [17,49,81,140,144,145]. This is particularly relevant as blockchain

protocols are known for their promising capabilities in facilitating cross-domain communi-

cation [33]. However, these capabilities often come with consensus overhead time, which

may not align well with VANET applications [67]. On the other hand, CP-MAVE is

blockchain-free, eliminating the need for consensus overhead. Moreover, it has the lowest

computation time compared to other protocols and it provides the unlinkability of the

sender vehicle to the TMA. In our comparison, we consider the number of the required

cryptographic operations on the sender vehicle, ECA, and the TMA sides as reported in

Table 6.3. We also report the average time required by each operation as shown in Table

6.2. Note that, we neglect modular operations (i.e., multiplication and addition) as they

require microsecond execution time. For measuring the average execution time, we use a

Raspberry Pi 4 Model B/8GB embedded with a 1.5 GHz 64-bit Quad-core ARM Cortex-

A72 processor running the Raspbian 64-bit operating system. We run the cryptographic
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primitives for 1000 times to compute the average execution time.

Moreover, to simulate the flow of messages among the sender vehicle, ECA, and

the TMA, we implemented CP-MAVE using socket programming. The source code for

the Python implementation of the socket programming experiment is available on the

GitHub repository at https://github.com/M-Mahdy-Seif/CPMAVE. In our implemen-

tation, a Raspberry Pi 4 is used to simulate the OBU of the sender vehicle while two

Lenovo ThinkStations with 16GB of memory and an Intel 8-Core i7-10700 CPU clocked

at 2.90GHz acted as the ECA and the TMA, respectively. The experiment results in an

average time of 43.21 milliseconds for the signature generation phase and 67.84 millisec-

onds for the message-sending phase. Thus, the total timing is about 111.05 milliseconds,

which satisfies the DSRC requirements.

6.6 Summary

In this chapter, we introduced a vehicular communication protocol, named CP-

MAVE, for secure cross-domain communication among vehicles and TMA in VANETs.

CP-MAVE is an efficient conditional privacy-preserving protocol that achieves anonymity

of the sender vehicle, message authentication, and integrity. CP-MAVE makes use of ECC

for achieving an efficient 128-bit security level. To realize the traceability of misbehaved

vehicles, CP-MAVE makes use of distributed KGCs to reach a consensus about the identity

of the misbehaved vehicle. We have formally proved that under the hardness of the

ECDLP, CP-MAVE achieves existential unforgeability against chosen message attacks.

Furthermore, we evaluated CP-MAVE in terms of storage requirement, communication

overhead, and computation cost requirements. Finally, we compared the execution time

of our protocol with other close vehicular communication protocols.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

The edge computing paradigm has been proposed to mitigate the single point of

failure in the traditional IoT-cloud paradigm and to meet the expected QoS requirements

for IoT applications. In such a paradigm, resource-constrained IoT devices outsource

their heavy computation to a nearby edge node (e.g., routers, switches, and base stations)

to avoid the high latency in the traditional IoT-cloud framework. While such a 3-tier

architecture enables low-end IoT devices to outsource heavy computation to nearby edge

nodes, it gives rise to several security challenges, especially for mobile IoT devices that

are expected to be dynamically deployed anywhere.

A brief summary of the contributions accomplished in this thesis is as follows.

In Chapter 3, we introduced SKAFS for secure computation offloading services between

an IoT device and an IoT gateway in the IoT-edge-cloud paradigm. SKAFS achieves

anonymity of the IoT device, forward secrecy, and resilience to hardware compromise

and desynchronization-based DoS attacks. In Chapter 4, we presented SKICAP, an inter-

cloud mutual authentication protocol. To mitigate impersonation and replay attacks,

the temporary pseudo-identity of the IoT device is composed of chained authenticated
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messages. In Chapter 5, we proposed MAPFS, a privacy-preserving mutual authentication

protocol between the IoT device and the edge node for computation offloading services

in the IoT-edge-cloud paradigm. MAPFS achieves anonymity of the IoT device, session

unlinkability, and perfect forward secrecy for the established session key with revocation

ability for the misbehaving IoT device. In Chapter 6, we introduced CP-MAVE, a vehicular

communication protocol for secure cross-domain communication among vehicles and TMA

in VANETs. CP-MAVE is an efficient conditional privacy-preserving protocol that achieves

anonymity of the sender vehicle, message authentication, and integrity. To realize the

traceability of misbehaved vehicles, CP-MAVE makes use of distributed KGCs to identify

the misbehaved vehicle.

Moreover, we have provided performance analysis to show that the protocols are

efficient in terms of storage, communication cost, and computation complexity, making

them compatible with the IoT applications QoS. Furthermore, we implemented a proto-

type of our proposed protocols using socket programming to simulate the message flow

between the protocol entities in a real-time experiment and calculate its end-to-end la-

tency. Our source code for the Python implementation is available in the GitHub reposi-

tory at https://github.com/M-Mahdy-Seif. Prototypes of the proposed protocols show

that secure and lightweight mutual authentication protocols that consider the middle edge

nodes and meet the required IoT QoS (i.e., latency) are achievable.

In this thesis, we addressed some of the rising challenges in adopting edge computing

for IoT applications. More precisely, the vulnerability of the credentials of IoT devices in

public open places is mitigated by embedding PUFs on the IoT device where credentials

of the IoT device are not stored on the IoT device; instead, they are computed using PUF

responses during the authentication process. Moreover, mutual authentication between

IoT devices and edge nodes without the involvement of the CA in the authentication

process can be addressed using Schnorr ZKP of discrete logarithm knowledge and Schnorr

signatures. The mitigation of the single point of failure in the conventional IoT-cloud
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and the realization of the distributed nature by allowing the IoT devices to obtain the

CO service from nearby edge nodes is achieved in SKICAP and SKAFS. The realization

of IoT-edge mutual authentication without the need for an online CA is achieved in

MAPFS and CP-MAVE. From the presented protocols, we conclude that the realization

of lightweight secure mutual authentication protocols among IoT and edge nodes for CO

services, maintaining the confidentiality of the data and the anonymity of the IoT users,

is feasible.

7.2 Future Work

In this section, we shed light on some directions for future research that can further

extend the contributions of this thesis. In our future work, we will take into consider-

ation the hardware compromise of edge nodes and the trustworthiness issue in the edge

computations. We aim to

• mitigate the trustworthiness issue in the computation of the edge node by allowing a

smart contract to verify edge computation and data storage through methods such

as proof of data replication, proof of data possession, proofs of retrievability [129],

and verifiable computation [66].

• protect the sensed data from unauthorized access by enforcing access control policies

[47] over the outsourced sensed data. Such access control mechanisms, such as

attribute-based access control, consist of different attributes that provide a flexible

and fine-grained access policy.

• realize a distributed nature registration procedure without relying on a single CA

for keeping the registration data of the IoT device. There is potential for using

secure multi-party computation, yet the number of rounds and interactivity could

be a challenging issue, especially in the traceability of misbehaving IoT devices.
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[46] R. G. Engoulou, M. Belläıche, S. Pierre, and A. Quintero. VANET security surveys.

Computer Communications, 44:1–13, 2014.

[47] V. Ezhil Arasi, K. Indra Gandhi, and K. Kulothungan. Auditable attribute-based

data access control using blockchain in cloud storage. The Journal of Supercomput-

ing, 78(8):10772–10798, 2022.

[48] Q. Fan, J. Chen, M. Shojafar, S. Kumari, and D. He. SAKE*: A symmetric authen-

ticated key exchange protocol with perfect forward secrecy for industrial Internet of

Things. IEEE transactions on industrial informatics, 18(9):6424–6434, 2022.

[49] C. Feng, B. Liu, Z. Guo, K. Yu, Z. Qin, and K.-K. R. Choo. Blockchain-based cross-

domain authentication for intelligent 5G-enabled internet of drones. IEEE Internet

of Things Journal, 9(8):6224–6238, 2021.

[50] X. Feng, Q. Shi, Q. Xie, and L. Wang. P2BA: A privacy-preserving protocol with

batch authentication against semi-trusted RSUs in vehicular ad hoc networks. IEEE

Transactions on Information Forensics and Security, 16:3888–3899, 2021.

[51] A. Fiat and A. Shamir. How to prove yourself: Practical solutions to identification

and signature problems. In Conference on the theory and application of cryptographic

techniques, pages 186–194. Springer, 1986.

134



[52] H. S. Galal, M. ElSheikh, and A. M. Youssef. An efficient micropayment chan-

nel on ethereum. In Data Privacy Management, Cryptocurrencies and Blockchain

Technology: ESORICS 2019 International Workshops, DPM 2019 and CBT 2019,

Luxembourg, September 26–27, 2019, Proceedings 14, pages 211–218. Springer, 2019.

[53] P. Garcia Lopez, A. Montresor, D. Epema, A. Datta, T. Higashino, A. Iamnitchi,

M. Barcellos, P. Felber, and E. Riviere. Edge-centric computing: Vision and chal-

lenges. ACM SIGCOMM Computer Communication Review, 45(5):37–42, 2015.

[54] B. Gassend, D. Clarke, M. Van Dijk, and S. Devadas. Silicon physical random func-

tions. In Proceedings of the 9th ACM Conference on Computer and Communications

Security, pages 148–160, 2002.

[55] B. L. P. Gassend. Physical random functions. PhD thesis, Massachusetts Institute

of Technology, 2003.

[56] N. Gayathri, G. Thumbur, P. R. Kumar, M. Z. U. Rahman, P. V. Reddy, et al. Effi-

cient and secure pairing-free certificateless aggregate signature scheme for healthcare

wireless medical sensor networks. IEEE Internet of Things Journal, 6(5):9064–9075,

2019.

[57] M. Ghamari, B. Janko, R. S. Sherratt, W. Harwin, R. Piechockic, and C. Soltan-

pur. A survey on wireless body area networks for ehealthcare systems in residential

environments. Sensors, 16(6):831, 2016.

[58] P. Gope. PMAKE: Privacy-aware multi-factor authenticated key establishment

scheme for advance metering infrastructure in smart grid. Computer Communi-

cations, 152:338–344, 2020.

[59] P. Gope, Y. Gheraibia, S. Kabir, and B. Sikdar. A secure IoT-based modern health-

care system with fault-tolerant decision making process. IEEE Journal of Biomedical

and Health Informatics, 25(3):862–873, 2020.

135



[60] P. Gope and T. Hwang. Lightweight and energy-efficient mutual authentication

and key agreement scheme with user anonymity for secure communication in global

mobility networks. IEEE Systems Journal, 10(4):1370–1379, 2015.

[61] P. Gope, J. Lee, and T. Q. Quek. Lightweight and practical anonymous authen-

tication protocol for RFID systems using physically unclonable functions. IEEE

Transactions on Information Forensics and Security, 13(11):2831–2843, 2018.

[62] P. Gope and B. Sikdar. Lightweight and privacy-preserving two-factor authentica-

tion scheme for IoT devices. IEEE Internet of Things Journal, 6(1):580–589, 2018.

[63] P. Gope and B. Sikdar. An efficient privacy-preserving authenticated key agree-

ment scheme for edge-assisted internet of drones. IEEE Transactions on Vehicular

Technology, 69(11):13621–13630, 2020.

[64] P. Gope and B. Sikdar. A privacy-aware reconfigurable authenticated key exchange

scheme for secure communication in smart grids. IEEE Transactions on Smart Grid,

12(6):5335–5348, 2021.

[65] P. Gope, B. Sikdar, and O. Millwood. A scalable protocol level approach to prevent

machine learning attacks on PUF-based authentication mechanisms for Internet-of-

Medical-Things. IEEE Transactions on Industrial Informatics, page 1, 2021.

[66] L. Grassi, D. Khovratovich, R. Lüftenegger, C. Rechberger, M. Schofnegger, and

R. Walch. Reinforced concrete: a fast hash function for verifiable computation. In

Proceedings of the 2022 ACM SIGSAC Conference on Computer and Communica-

tions Security, pages 1323–1335, 2022.

[67] J. Grover. Security of Vehicular Ad Hoc Networks using blockchain: A comprehen-

sive review. Vehicular Communications, 34:100458, 2022.

136



[68] S. Guilley and R. Pacalet. SoCs security: a war against side-channels. In Annales
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