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Abstract

Economic Implications of Cyber Security: Analyzing Firms Investment Decision

Love Mbata

In an era of increasing digitization and reliance on digital technologies, the economic
implications of cybersecurity have become a critical concern for firms across various sectors.
This thesis provides a review of the existing literature on firms’ decisions to invest in
cybersecurity. This study aims to provide insights into the factors driving firms to enhance
their cybersecurity measures by analyzing the economic rationale behind cybersecurity
investments. There is not a lot that has been done in this particular topic, this thesis, building
on the existing literature aims to provide more knowledge.

The model in this thesis explores the decision of firms to invest in cybersecurity, considering
factors such as substitutability of products (cybersecurity), consumer preferences for security,
and the benefits of cybersecurity investments. Through a comprehensive review of the
economics of cybersecurity investments, this thesis provides a better understanding of the
economic motivations and implications behind firms’ decisions to invest in cybersecurity in

today’s digital landscape.
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1 Introduction

In an increasingly digitized world, the importance of cybersecurity has never been more pro-
nounced. With organisations across all sectors heavily reliant on digital technologies, protecting
digital assets against cyber threats has become a pressing economic concern. The financial impli-
cations of cybersecurity extend beyond mere technological considerations, encompassing complex
cost-benefit analyses and market forces that influence decision-making processes at both organisa-
tional and societal levels.

This research aims to delve into the economic implications of cybersecurity investments, par-
ticularly analysing the factors that drive firms to invest in cybersecurity measures. Sarker (2020)
define cybersecurity as a set of technologies and processes to protect computers, networks, pro-
grams, and data from attack, damage, or unauthorised access. The rapid advancement of technol-
ogy and its integration into every facet of business operations have led to significant shifts in how
cybersecurity is managed.In recent years, cybersecurity has undergone massive transformations
driven by innovations in computing and data science, mainly through machine learning (ML) and
artificial intelligence (AI). These technologies play a crucial role in discovering insights from data,
thus significantly altering the cybersecurity landscape. Leading a new scientific paradigm, data
science offers enhanced capabilities for identifying and mitigating cyber threats.

Callen, Fang, and Hope (2018) show that the financial sector has undergone a profound digital
transformation, making it more susceptible to cyber-attacks. The evolution of Financial Technol-
ogy (FinTech) and Regulatory Technology (RegTech) has increased the risks of cyber threats due
to the expanding digital data landscape. Hackers find the financial industry a lucrative target, thus
making robust cybersecurity measures indispensable. Regulatory bodies focus more on ensuring
financial institutions implement stringent cybersecurity protocols to safeguard against potential
threats. This emphasis on regulatory compliance highlights the critical role of cybersecurity in
protecting financial systems and maintaining the integrity of digital transactions.

Lehto (2022) provides a comprehensive overview of the increasing frequency and sophistica-
tion of cyber-attacks against critical infrastructure. In 2019, the U.S. experienced over 140 daily
ransomware attacks targeting public, state, and local government healthcare providers, marking

a 65% increase from the previous year. This alarming trend underscores the urgency for robust



cybersecurity measures.

Lehto notes that the technology sector became the most targeted industry for the first time,
accounting for 25% of all attacks. This shift highlights the exponential growth of digital data gen-
erated and stored by organisations, necessitating robust cybersecurity measures to protect sensitive
information from unauthorised access, theft, or manipulation.

Effective cybersecurity protocols are essential for ensuring the security and integrity of valu-
able digital assets. The model proposed in this research aims to shed light on the factors driving
firms to invest in cybersecurity. By examining the economic rationale behind such investments,
this study provides insights into how businesses can balance the costs and benefits of cybersecu-
rity measures. Several factors influence the decision-making process, including market dynamics,
regulatory requirements, and the potential financial impact of cyber-attacks. Understanding these
factors is crucial for developing effective cybersecurity strategies that protect organisational assets
and enhance economic stability.

Cybersecurity is vital in mitigating various cyber threats and attacks organisations face daily.
These threats include malware, phishing, ransomware, and other forms of cybercrime. Implement-
ing robust cybersecurity strategies is crucial for reducing the risk of security breaches and data
compromises. By proactively addressing security vulnerabilities and implementing robust defense
mechanisms, organisations can enhance their resilience to cyber-attacks and minimise the impact
of security incidents on their operations. This proactive approach to cybersecurity is essential for
maintaining business continuity and operational resilience.

Cybersecurity is fundamental for effective organisational risk management. Identifying and
addressing potential security risks through comprehensive cybersecurity measures helps businesses
protect their IT systems, networks, and data from cyber threats. This proactive risk management
approach minimises vulnerabilities, strengthens security posture, and mitigates the potential impact
of security breaches on operations and reputation. Compliance with cybersecurity regulations and
standards is critical to maintaining data privacy, protecting customer information, and avoiding
legal consequences related to data breaches.

Moreover, cybersecurity is integral to ensuring business continuity and operational resilience.
By safeguarding IT systems and networks from cyber threats, organisations can minimise disrup-

tions, maintain service availability, and protect their reputation in the event of a security incident.



Prioritising cybersecurity measures not only helps organisations protect their critical assets but also
enables them to uphold their commitments to customers, stakeholders, and regulatory bodies. This
fosters trust and confidence in their security practices, enhancing their competitive advantage in
the market.

Bissell, LaSalle, and Dal Cin (2019) examine that the average number of security breaches
grew by 11% from 130 in 2017 to 145 in 2018 per organization. Their research showed that the
average cost of cybercrime for an organization increased from $1.4 million to $13 million. These
costs include penalties, reputational damage, stock value reduction, compliance breaches, privacy
violations, and operational disruptions.

The average number of security breaches per organization has been on the rise, underlining
the urgency for robust cybersecurity measures to combat these threats effectively. Furthermore,
cybersecurity investment is essential for protecting the confidentiality, integrity, and availability
of information in complex environments where people, software, and services interact over the
internet. By investing in cybersecurity, organizations can mitigate the risks posed by cyber threats
and vulnerabilities, ensuring the security of their digital assets and services.

This research contributes to existing literature by introducing a theoretical approach to support
investment decisions in cybersecurity by analyzing the effects various key parameters have on
the optimal level of investment. This is an introduction to the overview of the implications of
cybersecurity investment. A few key parameters would be analyzed in this research to shed more
light on this topic.

The remainder of this paper is organized as follows; Section 2 is provides an overview of the
literature review, showing the various research findings of authors regarding investment decisions;
Section 3 highlights the model setup-emphasizing the calculations and derivations of the Monop-
olistic and Duopolistic Markets; Section 4 introduces the Model results and brief interpretations;

Section 5 covers the conclusion, effects of parameters and potential extension of our model.

2 Literature Review

Cybersecurity has become a crucial aspect of modern economies, with digital transformation mak-

ing firms vulnerable to a wide range of cyber threats. This literature review examines the economic



rationale behind cybersecurity investments, drawing from empirical studies and theoretical frame-
works that explain firms’ decision-making processes regarding cybersecurity expenditure. The
focus is on understanding how firms make decisions to invest, based on some defined parameters.

Cybersecurity investments are often driven by the need to protect digital assets from cyber
threats such as data breaches, ransomware, and intellectual property theft. According to Demigha
and Larguet (2021), the increasing frequency and sophistication of cyber-attacks have compelled
firms to allocate more resources to cybersecurity. They proposed a stochastic programming frame-
work that highlights the financial implications of underinvesting in cybersecurity, showing that
businesses face significant operational disruptions and financial losses when cyber defenses are
inadequate.

Sarker (2020) emphasizes that the financial industry, in particular, is at also risk due to the rapid
growth of financial technologies (FinTech). This sector’s reliance on digital transactions makes it
a prime target for hackers, leading to a growing emphasis on cybersecurity investment in both
financial institutions and regulatory bodies such as Securities and Exchange Commission (SEC)
— USA, and European Securities and Markets Authority (ESMA) — European Union. A study by
Callen, Fang, and Hope (2018)on financial risk management demonstrates the importance of robust
cybersecurity protocols in safeguarding the integrity of financial systems. Their work suggests that
firms with strong cybersecurity measures benefit from reduced risk premiums and lower costs of
capital.

Gordon, Loeb, and Zhou (2015) highlights the tendency of firms to underinvest in cybersecu-
rity, despite its critical importance. Their research shows that companies integrating cybersecurity
within their internal control systems are more likely to invest more in this area, mitigating finan-
cial risks associated with cyber breaches. This insight underscores the need for cybersecurity to be
treated not merely as an IT function but as an integral component of corporate governance and risk

management strategies.

2.1 Regulations on Cybersecurity and Costs

Regulatory frameworks play a significant role in shaping firms’ cybersecurity investments. Com-

pliance with cybersecurity regulations helps companies avoid legal consequences and maintain



consumer trust. The financial costs associated with non-compliance are high, with fines and rep-
utational damage being just some of the potential consequences. Lehto (2022) documents the
increasing sophistication of cyber-attacks on critical infrastructure in the U.S., emphasizing the
growing necessity for comprehensive regulatory measures. In 2019 alone, over 140 daily ran-
somware attacks targeted U.S. public and healthcare sectors, illustrating the urgency of cybersecu-
rity investments to protect national infrastructure and sensitive information.

Anderson et al. (2013) note that cybersecurity investments are not without cost, newer cyber-
crimes have lower direct costs but significantly higher indirect and defense costs. For instance,
spam botnets earned $2.7 million, while global spam prevention efforts exceeded $1 billion, high-
lighting the inefficiency of cybercrime defense. These costs include penalties, reputational damage,
stock value reductions, and operational disruptions.

Chronopoulos, Lambertides, and Lendewig (2017) argue that despite the high cost of cyber-
security breaches, many organizations still fail to conduct adequate cost-benefit analyses when
making cybersecurity investment decisions. This lack of comprehensive risk assessments often
leads to suboptimal investment levels in cybersecurity, leaving firms vulnerable to cyber threats.

Fedele and Caruso (2022) further explore the economic impact of cybercrime on global GDP.
Their research shows that cybercrime costs the global economy between 0.6% and 0.8% of GDP
annually, amounting to approximately $608 billion in 2016. This substantial economic cost under-
scores the need for firms to allocate sufficient resources to cybersecurity to mitigate the potential
financial fallout from cyber-attacks.

In competitive markets, firms’ decisions to invest in cybersecurity are influenced not only by
consumer preferences but also by the actions of competitors. The duopolistic model of cyberse-
curity investment, illustrates how the quality of a competitor’s cybersecurity measures can impact
the demand for a firm’s products. In markets where products are substitutes, the degree of substi-
tutability plays a crucial role in determining firms’ cybersecurity investment strategies.

The research in this area shows that when products are close substitutes, an increase in the
quality of one firm’s cybersecurity measures leads to a significant decrease in the demand for the
competitor’s products. Conversely, when products are less substitutable, the impact on demand
is less pronounced. This dynamic compels firms in competitive markets to strategically invest in

cybersecurity to maintain their market position and customer base.



Consumer demand for cybersecurity plays a pivotal role in shaping firms’ investment strategies.
In the monopolistic model, the lambda parameter represents the strength of consumer preferences
for cybersecurity. Firms are more likely to invest in higher levels of cybersecurity when consumers
place a high value on the security of their digital assets. This is supported by the findings of
Hausken (2014), who suggests that firms can increase their market share and consumer loyalty by
investing in robust cybersecurity measures that meet the growing demand for digital security.

In conclusion, the literature reviewed in this study provides valuable insights into the factors
influencing firms’ decisions to invest in cybersecurity. This review highlights the existing work on
this, although not a lot has been done in this area, and there is a wide gap in terms of empirical
work as there is not a lot of data to fully answer this question. This simple setup is a first step

towards analyzing this problem and proposing a way forward in further research.

3 Model Setup

3.1 Monopolistic setup

The model begins with a simple monopolistic setup formulated from a standared linear demand
curve with a benefit to investing and a cost of investing. The benefit of investing here for a general
good is to obtain security. Firms are willing to provide the security that maximizes their profit, and
consumers also prefer products that are more secure, and can gurantee the protection of their digital
assets. The purpose of the firm’s decision to invest is driven by profit maximization, achieved by

choosing optimal quantities and levels of security, which is given by the equation below.

7T(p, T, a, b, )‘> = R(p, 1‘) - C(Q) - I(I) (D

where 7 is the profit for the firm, and C'(Q) is the Cost for producing demand ¢, a, b, A are the
parameters, 7 is a function of both price and the level of security. R is the Revenue, which is
a function of Price and level of security. [ is the Investment cost which depends on the level of
security z;

The levels of cyber security in this model is noted as x;, and the cost of investing in z; level

of security is given by:



I(z) = ¢ + yx; + ... (2)

The investment function here has a diminishing marginal return, Firms can achieve a low level
of security relatively inexpensive but getting a higher level of security is very costly, hence the
upward slope.

If X\ s = 0 then consumers are not interested in the security of their goods or services, and
would not be willing to pay for it. Consumer’s utility depends on the quantity (or price) and the
level of cybersecurity.

Consider a product 7 with quality (level of cyber security) x;. Let the consumers’s utility from

consuming ¢; units of products be given by:

2
w(g) = (a+ A\zi)g; — % — P, 3)

where P, is the price of good 7. Here, the parameter A represents the consumer’s preference for
quality where higher values of A means that consumers have a greater preference for quality. A
consumer chooses the optimal quantity ¢; to maximize her utility.

We have a simple demand function in a monopolistic setup below as:

where

In the equation above, () is quantity demanded, X; is the level of cybersecurity. A is the
consumer’s preference for security. (The higher the A,the more the preference for cybersecurity)
A > 0. If A is O then consumers don’t care about cybersecurity. The optimal quantity ¢; is defined

by the following conditions.

5—:a+)\x—qi—Pi:O )]
4;



which gives us the inverse demand function of good

Po=a+At—q (©6)

given the inverse demand function above, we can now write down a profit function for the firm ¢

(g, Xi) = (a + Av; — q;)qi — cqi — I(z;) o
=(a+ A v, — qi)gi — cqi — (¢ +yx; + 53312)

where c is the (constant) marginal cost of producing ¢i and I(x;) = ¢ + ya; + (S22 is the cost
of investing in x; units of cybersecurity. For now, we assume that the cost of quality/cybersecurity

is a fixed cost and does not affect the variable cost of producing good ¢.

3.2 Optimal Investment Levels

In obtaining the optimal levels of investment, we are assuming that it would be an interior solution.

Taking first order conditions gives us:

) AT; —
—W:a+)\xi—2qi—c:O:>qi:a+—“ (8)
o A —
b, M fx x % )
Plugging equation (8) into (9) gives us the optimal level of investment ' :
a+AX;—c
(e
(2 2/6
AMa—c¢)— 27y
=0 J =7 10
i 48 — 22 19

From the equation (10) above It is evident that an increase in A leads to a corresponding in-
crease in the z; ,The firm’s optimal investment level is increasing in consumer’s prefernce for

cybersecurity.



Now we can solve for the optimal quantity ¢;

Aa—c)—2
a+)\(45—A27)—c 28(a —c) = My (11

4 2 45 — N2

Note that if consumers do not value quality (A = 0) then equation (11) simplifies to ¢; = %3¢
which is the optimal monopoly quantity given an inverse demand function P = a — (). Given ¢;

and z; we can now solve for the optimal price

Py =a+ Aty —q;

B Ma —c¢) — 26, 2B(a—c) — Ay

_“A[ o Tl (12)
. 28(a+c)—Nec— M
b= » (1

Again, note that if consumers do not value cybersecurity (A = 0) then the optimal price is

P = “TJFC which is the optimal monopoly price.

3.3 Duopolistic Setup

In this section,we consider the case where there are two firms (1 and 2) competing in both quantity
and quality, the following utility function is written for the duopolistic model.

3.3.1 Profit in competing Firms

The duopolistic setup is modeled similarly to the setup of Toshimitsu and Mori (2014). The utility

derived from the consumption of these 2 goods is given as follows:

1
U[Ql: q2, 1, T2 = [oq1 + ¢2) — 5(61% + q%) —0q1q2] + [(71 — €222)qn 14

+(22 — €171)q2] — P11 — P22



where p1, po is the price of good 1 and 2, repectively and ¢, g2 is the quantity of good 1 and
2 repectively, and z1, x5 is the quality (level) of cybersecurity. We assume that the marginal utility
of quality/cybersecurity is 1 per unit. The parameter epsilon represents the decrease in marginal
utility as a result of a competing product having a higher level of cybersecurity. The Parameter  in
this model represents the degree of substitutability between products of both firms in this market.

The optimal Quantity for firm 1 is defined by the following conditions:

oU

6—:a+xl—ewg—q1—0qg—p1:0 (15)
q

The inverse demand function of the good 1 is given below, 1 > 0 and x5 > 0

p1r=a+x —exrs— 0@ —q (16)

For firm 2 in the duopolistic competition the optimal quantity for the firm 2 is defined by the

following conditions:
oU

5—:a+x2—61:€1—q2—0ql—p2=0 (17)
q2

The inverse demand function is therefore given as:
p2=a+r—€er — 0 — ¢ (18)

We can then solve the profit function for firm 1 and firm 2. The profit function for Firm 1 is

given as

(g, z1) = prg1 — eqn — I(71) = (@ + 21 — €329 — 0g2 — 1)1 — cqu — (¢ + ya1 + B23)
(19)

where c is the (constant) marginal cost of producing ¢i and I(x1) = ¢ + ya; + B3 is the cost
of investing in z; units of cybersecurity. For now, we assume that the cost of quality/cybersecurity

is fixed and does not affect the variable cost of producing good 1.

10



Taking first-order conditions gives us:

(51_[1 Oé+$’1-€2$2—9(]2—0

— =a+x— €1y —0@p —2¢1 —c=0= q; = (20)
0q1 2
51_[1 q1 — 7
i ) =0 = g, = 21
i Paxy T % (21)
The profit function for firm 2 is given as:
I15(g2, x2) = p2g2 — cq2 — 1(x2)
(22)
= (429 — e111 — Oq1 — @2)@2 — cqa — (¢ + y2 + Ba3)
Taking first-order conditions gives us:
oIl a+xy —exy —0Og — ¢
—2:Oé+.T2—€1$1—qu—2q2—(j:0:>q2: 2 141 el (23)
0q2 2
oIl -
O ey = Wary =0 =y = 2 (24)

(5332 26
3.3.2 Best Response in competing firms

The both firms would choose the quantity of cybersercurity to provide for the consumers. Now

plugging equation. (20) and (23) into (20) we would have:

a+ 57 — e8] — 0, — ¢
2 (25)

4B =2aB + q1 — v — ea]ga — Y] — 270q2 — 2Pc

q1 =

Collecting like terms would give us:

4B8q1 — q1 = 2B(a — ¢) = (1 — €2) — qa(€a — 280) (26)

11



@ (46 — 1) = 2B(a — ¢) = (1 — €2) — qa(e — 230)
(48 -1) _28(a—c) =71 —e) — g2(e2 — 260) (27)
(48 —1) (46— 1)

Then,;

_ 2B(a—c) —y(1 —€) — qalea — 230)
Q= 51 (28)

The quantity of cybersecurity provided by firm 2 can be calcuated as follows, pluging equation

(23) and (20) into (22)

o+ [q%v] _ El[qlzgv] —0q — ¢
2 (29)

4Bqy =208 = qo — v — e1[q1 — 7] — 2v0q1 — 2[¢

q2 =

Collecting like terms would give us:

4Bq2 — g2 = 2B(a —¢) = y(1 — 1) — qu(er — 2/80) (30)

@48 —1)=28(a—c) —y(1 —€) — q(e — 156)
@48 -1) _28(a—c)—y(l—a)—aqla —260) 31)
(46 —1) (48 —1)

Then,;

_ 2B(a—c) —y(1 — &) — qi(en — 250)
0= T (32)

This shows the production level for Firm 2 in a competitive market where both firms are in-
vesting in cybersecurity, and their products are viewed as substitutes by consumers. The quantity

produced by Firm 2 is influenced by its own production costs, the competition from Firm 1, and the

12



level of substitutability between the two firms’ products. When cybersecurity investment becomes
costly, or when Firm 1 produces more, Firm 2 reduces its own output to balance the competitive

dynamics and maintain profitability.

3.3.3 Optimal Quantities and Investment Levels in Competing Firms

In a competitive market, firms must decide how much to produce to maximize their profits while
considering the actions of their rivals. To obtain the optimal ¢}, plugging Equation (31) into equa-

tion (27)

2B(a—c) —vy(1 — &) — [26(0[_6)_(7(14,_36_1{)_(11(61_2’30)} (e —2[30)
q1 = 451 (33)

Simplifying the equation

@48, —1)" = (48— 1)(2B(a — ¢)) — (48 = 1)(7(1 — &)
—(e2 —280)(28(ar — ¢)) + (e2 — 2B80)(v(1 — €1) (34)
+(e2 — 260)(e1 — 2620)

Then we have the equation below, during the process of simulating these to obtain optimality,
we are considering a case where we have an interior solution. The values assigned to the each

parameter is such that we would obtain a positive optimality.

. 2B8(a—0)(48—1) —ea+280] +v[(e — 260)(1 — &) — (48 — 1)(1 — &3)] 35)
h (45— 1) — (e — 200) (€1 — 200)]

To obtain the Optimal Quantity for the firm 2:

28(ar — ¢) — ~(1 — €) — 28(a—c)—(y(1—e€2))—ga2(e2—206) e — 2836
2o ol —a) - [Heblpeny o)

45— 1

Simplifying the equation

13



G248 — 1)2 = (48— 1)(2B2(a —¢)) — (48 — )(v(1 — e1))

(37)
—(e1 —280)(28(ax — ¢)) + (1 — 260)(v(1 — €2) + (1 — 20)(e2 — 256)q2
Then;
o2 200 =968~ 1)~ 4280+l 2801~ ) B D0 —e)]
2 (48 — 1)2 — (1 — 280)(e2 — 260)]
Optimal Levels of Investment in Competing Firms
To obtain the optimal level of investment x;x
vy = qr—7 (39)

2p

Plugging the optimal quantity for firm 1 obtaind in equation (43) into equation (50) would give;

[25(@—0)[(4ﬁ—1)—eg+260]+’y [(e2-2B20)(1—e1)~(4B8-1) (1—e2) ] .,
[(48—1)2—(ca—286)(e1—260)

Ty = 23 (40)
Further simplification:
. 2B(ac — )[(48 — 1) — e2 +260] + v [(e2 — 280) (1 — €1) — (48 — 1)(1 — &)] @)
1 [(48 = 1)? = (e2 — 260)(c1 — 230)](28)
(4B — 1) — (e2 — 286) (2 — 230)]
[(48 = 1)2 — (e2 — 2B0)(e1 — 250)] (28)
po 2 20—l 1) — e 4200 45 [(er —20)(1 ~260) — (45 - V(AT )]
1 (48 = 1)2 — (e2 — 286)(e1 — 266)](25)
The second firm has it’s investment level given as follows:
2y = q2 — 7 (43)

2p

14



Plugging the optimal quantity for firm 2 obtaind in equation (49) into equation (55) would give;

[2B(a—6)[(4ﬂ—1)—61+259}+7 [(1-260)(1-c2)-(4p-1)(1-c1) | } .
[(48-1)2—(e1~280)(e2—250)]

Ly = % (44)
The optimal 275 is given as:
L 28la—ol(48 —1) — e + 2660 + v[(er —280)(1 —e2) — (48— 1)(1 — &1)] 45)
i [(48 = 1)? = (e1 — 286) (e — 266)] (25)
(8 1) = (e —286) (e — 256)]
[(48 —1)% — (&1 — 280)(e2 — 266)] (25)
o 26(a = o)[(48 — 1) — &1 +2B6] + y[(er — 280)(1 — 280) — (46 — 1)(45 — €1)] 46)

[(48 = 1)% = (e1 — 2686)(e2 — 230)] (283)

The equation 41 and 45 above represent the optimal levels of cybersecurity investment for two
competing firms in a duopolistic market. Both equations show that a firm’s investment decision is
influenced by its own cybersecurity costs, the substitutability of its product with that of its com-
petitor, and the cross-effects of the competitor’s cybersecurity investment on consumer demand.
A higher cost of investment leads to lower cybersecurity spending, while greater substitutability
between the firms’ products intensifies competition, forcing both firms to adjust their investments

strategically.

3.4 Discussion of Model Assumptions

We assume that consumers’s preference for quality determines the optimal investment of firms and
this applies to all the levels of investment the firms chooses to carry out. As Toshimitsu and Mori
(2014) assumes that upgrading the quality leads to increased demand, we assume that consumers
who are more inclined to cybersecurity would demand more if the quality of security they get is

better.
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We assume that consumers’ preferences for cybersecurity are identical. In the monopolistic
model, the marginal utility of quality is A for each consumer. In the duopolistic setup consumers
have a marginal utility of ¢; — €;q; which means that we assume A\ = 1

Similar to the model of Toshimitsu and Mori (2014), consumers gain more benefit from cyber-

security the more assets they have. The consumers in this model are risk neutral.

4 Model Results

We solve this model by first setting up a monopolistic market where only one firm offers the good
(cybersecurity) in the market and consumers choose how many units to purchase based on the
level of cybersecurity. Firms in this model choose the optimal level of cybersecurity in order to
maximize profit. The quantity of cybersecurity provided by the firm in this market is dependant on
the price placed on a unit of cybersecurity and the preference for cybersecurity.

There is an investment cost I (x;) = ¢y + yx; + Bx? that progressively increases as the level
of security increases. The profit derieved in the monopolistic market is a function of the price,
quantity, investment level, and preferences. This can be seen in equation 4.

The competitive market has a more complicated setup, here we have two firms in the mar-
ket that produce similar goods with varying levels of cybersecurity. The cost of Investment in
cybersecurity remains the same as in the monopolistic setting. It increases as the security level
increases. In this market we aim to derive the optimal investment level for the firm that would
ensure equilibrium, as well as the optimal quantity demanded that would ensure the firms make
the right investment decision.

The following Propositions solidifies these results

4.1 Model Results for the Monopolistic setup

Proposition 1 (Firms optimal level of investment in a monopolistic market) Consider a monop-
olistic market with identical consumers. Suppose that consumers have a preference )\ for cyber-
security and the cost of cyber security is given by I(X) = ¢y + yx; + B2, the optimal level of

cybersecurity is given by:
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Moreover, we can see that the optimal level of investment is increasing in A and decreasing in ~y

andp. This means that firms invest more when consumers have a greater preference for cybersecu-

rity and less as the cost of cybersecurity increases.

Proposition 2 (Optimal quantity and in a Monopolistic Market) Consider a monopolistic mar-
ket with identical consumers. Suppose that the firms choose the quantity of security to provide and

the price for security they provide The optimal quantity as derieved earlier in this research is stated

as:
. 2B(a—c)— Ny
Note that if A = 0 then the optimal monopoly quantity simplifies to q; = “5¢ and the optimal price

is also given as: p; = aTJrC ifA=0.

The firms therefore choose the optimal quantity that would guarantee the most profit for them. The
firm must consider the price elasticity of demand for its product or service. If demand is relatively
inelastic (meaning consumers are less sensitive to price changes), the firm can increase prices
without significantly affecting sales volume. Conversely, if demand is elastic, a price increase

might lead to a substantial drop in sales.

4.2 Model Results for the Duopolistic setup

Proposition 3 (Competing Firms optimal level of investment) Similar to the monopolistic mar-
ket, consider a duopolistic market with identical consumer. Suppose that consumers have a pref-
erence for cybersecurity A but in this model setup it is = 1, then the optimal level of investment is

given by

o 2B(cc — )[(48 — 1) — e +280] + v [(e2 — 280)(1 — 286) — (48 — 1)(48 — €2)]
' (48 = 1)2 — (e2 — 280) (1 — 250)](28)

(48)

This gives us the optimal level of investment for Firm 1 which is dependent on the various

parameters, and a increase or decrease in the parameters aftects the level of investment in either of
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the firms. This is symmetric to the other firm in the market. This does not show the parameters
affect the optimal level of investment, hence the need for the simulations to depict how each key

variable affects the level of investment.

Proposition 4 (Competing Firms choice of optimal quantity) In a duopolistic market, where two
firms compete by offering products with varying levels of cybersecurity, the optimal quantity of se-
curity is a function of the various parameters also. The firms produce at the optimal quantities

whaile maximizing their profit. This also shows how much the firm sells.

There is an interdependence of parameters in obtaining the optimal Quantity for the firm 1, al-

though its not obvious from the optimal quantity provided by firm one shown below,

. 2B(a —o)[(48 1) — & +206] +1[(e2 — 200)(1 — ) — (45 — (1 — )]

= 49
o (48 — 1)2 — (ca — 280)(er — 250)] @9
The optimal quantity of the second firm is given as:
. 28— —1) — e +260] +~[(er —260)(1 — &) — (48 — 1)(1 — &1)]
42 = (50)

(48 — 1)% — (e1 — 280)(e2 — 236)]

We assume firms have similar products (cybersecurity) thereby creating a competitive envi-
ronment. The decision made by the one firm affects the other firm. Each firm must consider the

actions and strategies of its competitor when making pricing and investment decisions.

4.3 Impact of Parameters on Level of Investment

In the Monopolistic setup of this research, there are two parameters of interest, that is the A and
the v and they both play significant roles in this Market. In the Duopolistic setup two additional
parameters are introduced which have an effect on the level of investment in cybersecurity, they are
the € and the 6 parameters. The A\ parameter measures the consumers preference for cybersecurity
in both of the markets. A higher value for ) indicates that the consumer has a stronger preference
for the product. and this can be seen as a willingness to pay the price for that amount of security.
This parameter also indicates the level to which the firm would choose to invest in cybersecurity.

In the competitive market A is assummed to be 1, that is A = 1 for the consumers in the market
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The ~ parameters in the models represents the investment cost incurred by firms for providing
cybersecurity. It captures the increasing cost of enhancing security, with higher levels of cybersecu-
rity requiring significantly more investment. The investment function reflects diminishing returns,
meaning that the cost rises steeply as the firm provides higher levels of security.

The (€) parameters measures how changes in the quality of one firm’s product affect the demand
for the competing firm’s product in a duopolistic setup. A higher € indicates that consumers shift
more quickly to the higher-quality product when one firm improves its cybersecurity. Conversely,
a lower € suggests that consumers are less sensitive to changes in security quality between the
competing firms. In summary, each parameter reflects how much a firm’s cybersecurity investment
is influenced by competition and ¢;, applies to Firm 1 and ¢, applies to Firm 2. Essentially, both
parameters capture the firms’ sensitivity to competitive pressures related to cybersecurity.

The 6 represents the degree of substitutability between the products of two competing firms. In
the duopolistic market, a higher value of # means the products are close substitutes, so an increase
in the security quality or price of one product will have a significant effect on the demand for the
other product. Conversely, a lower 6 implies less substitution between the products, making the

firms’ investments in cybersecurity more independent of each other.

S Model Interpretation

In this section we are looking at the effect a change in ¢ would have on the optimal level of
investment for both firms, this would be symetrical as both firms share similar characteristics. For

the Firm 1 where we have the optimal investment noted as follows:

o 2Ble— 048~ 1) — o+ 200] 1 7 [(e2 ~ 2001~ 260) ~ (15 - DB -e)]
1 (45 =17 = (e2 = 26) (1 — 260)] (26)

we would be conducting simulations to asses the changes with an increase or decrease in €;. This
same applies to the second firm in this model, simulation on the key parameters would be con-

ducted to asses their effect on the optimal levels of investment. The second firm has the optimal
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investment level given as:

o 2Bla—o[(48 —1) —er +266] + v[(er —280)(1 — 260) — (48 — 1)(4B — e1)] (52)

[(48 — 1) — (e1 — 280)(e2 — 260)] (26)

Both firms aim to maximize their profit, which is derived from the consumption of their prod-
ucts and the quality (level) of cybersecurity they provide. This utility is influenced by the quantity
sold and the quality of the product. In the Duopolistic setup, all of the parameters remain the same
and have the same effect but the A\ Parameter, in the duopolistic model we assume itis A = 1.

For the simulations seen below, we set « to 10, and Cost (¢) to 5, the €1, €5 between [0,1], the
~ parameters [0,4], the # parameter also is set between [0,1]. The graphs below illustrate how the
optimal levels change as we change the various parameter values.

The graph indicates values of substitutability and various levels of investment, there is a signif-
icant increase in investment as substitutabillity slightly increases.

At 0 = 0 there is substitutability, and investment is about 3.33, the optimal investment is zero,
indicating no incentive for firms to invest when there is no competition from substitutes. As 6
increases (higher substitutability), the investment increases also.

This trend demonstrates that as competition intensifies (as 6 increases), firms are willing to
invest more in cybersecurity. However, there is a sharp rise as # moves toward 1.0, which represents
extreme competition, where firms invest heavily to stand out from competitors.

The Figure 1 graph implies that if products are a closer substitutes there is more incentive to
invest in cybersecurity because the only differentiator is that one product is more secured than the
other. For example if in the market there are two products with similar charcteristics, what would
make consumers interested in one over the other would be the added advantage of security one has
over the other. If the products are very different, it wouldn’t matter if firms invest in it as consumers
wouldn’t really care about it, or make a choice of one over the other.

In summary, Table 1 quantifies the effect of increasing product substitutability on cybersecurity
investments. The trend shows that with rising 6, firms invest more in cybersecurity, peaking at
very high levels of substitutability. As can be seen in the table shown below when ¢ = 1 the level
of investment in cybersecurity goes up to 30.0, giving an upward inclination, which is quite an

increment from the intial 3.33 when there is little or no substitutability.
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Figure 1: Variation of =7 with ¢

Plot of x*_1 vs Theta
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0.00 0.25 0.50 0.75 1.00
Theta

Note: The graph above illustrates the changes in the level of investment with
varying levels of 0

Table 1: Results of Parameter Sensitivity Analysis on x] with 0

1=2|8=05]e=02]6&=02]C=2[a=10

0 x]

0.0 3.33
0.2 4.40
0.4 6.00
0.6 8.66
0.8 14.00
1.0 30.00

Figure 2 illustrates the relationship between €; and zj. This shows how the optimal invest-
ment in cybersecurity, denoted as zj, varies with the parameter €¢;. This parameter represents a
competitive sensitivity factor, or how a firm reacts to competition based on consumers’ security
preferences. As the parameter €, increases, the level of optimal investment decreases sharply. This
decline in investment discourages excessive cybersecurity investment, as firms may see diminish-
ing returns on such investments when consumer preferences or competitive pressures intensify.

The figure shows that, when ¢; is low, firms have higher incentives to invest in cybersecurity.
However, as €; increases, the firm’s motivation to continue investing diminishes, reflecting this with
the values. This indicates a strong negative correlation between €;and z7. It also suggests that firms
will reduce their cybersecurity expenditure as the influence of external factors such as competitor
quality or the cost of additional investments becomes more pronounced. The relationship depicted
in Table 2 reinforces this point, as the firm’s optimal investment level decreases with rising ;. The

drop in investment from 5.22 at €; =0.0 to 4.73 units at €;= 1.0 reflects how firms react to changes
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Figure 2: Variation of =] with €;

Plot of x*_1 vs Epsilon1
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Note: The graph above illlustrates the changes in the level of investment with
varying levels of ¢;

Table 2: Results of Parameter Sensitivity Analysis on x] with €;

7=2]8=02]6=03]6=02[C=2]a=10

€1 x]

0.0 5.22
0.2 5.11
0.4 5.00
0.6 4.91
0.8 4.82
1.0 4.73

in consumer preferences and the competitive landscape. In cybersecurity investment terms, firms
will only invest heavily when they expect that consumers value their security offerings more than

the competition.

Figure 3 illustrates the variation of the optimal investment level z7 as a function of the pa-
rameter v;, which represents the investment cost for cybersecurity. As -y, increases, the optimal
investment z7 decreases. This reflects the fact that higher costs associated with cybersecurity in-
vestment lead to a reduction in the amount firms are willing to invest in security measures. The
graph shows a linear decrease in investment as we increase the values of . This indicates that as
the cost of investing in cybersecurity grows, firms become increasingly cautious about how much
they allocate toward cybersecurity, and eventually, they invest less because the return on investment
diminishes. The results in Figure 3 and Table 3 demonstrate a fundamental concept in cybersecu-
rity investment: as costs increase, firms become less inclined to invest heavily in security. This is

a natural response to higher costs, as firms need to balance their security needs with their overall
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Figure 3: Variation of =] with

1 2 3 4
Gamma

Note: The graph above illlustrates the changes in the level of investment with
varying levels of ~y

Table 3: Results of Parameter Sensitivity Analysis on z7 with ~y

=03]8=05]e1=02]&=02]C=2[a=10

20! al

1.0 7.00
1.6 5.87
2.2 4.73
2.8 3.60
3.4 2.47
4.0 1.33

profitability. If the cost of implementing additional cybersecurity measures becomes prohibitively

high, the firm’s optimal investment will decrease, as reflected by the declining trend in Figure 3.

6 Conclusion

The comprehensive analysis of the economic implications of cybersecurity and firms’ investment
decisions reveals critical insights into the complex dynamics driving these investments. In an era
marked by escalating cyber threats and increasing reliance on digital technologies, firms must nav-
igate a multifaceted landscape to safeguard their digital assets effectively. This study emphasizes
the significant influence of consumer preferences on cybersecurity investments and explores how
other variables affect investment levels.

The various relationships indicates that heightened consumer awareness and preference for
security can significantly shape firms’ strategic decisions regarding cybersecurity expenditures. To

determine optimal investment levels, firms must consider various factors, including preference of
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Consumers, Quality of Competing firms goods, and the substitutability of their products. This
approach ensures that firms can make informed decisions that balance investment costs with the
anticipated benefits of reduced cyber risk, offering a promising outlook for the future.

The study employs a dual model setup, “monopolistic and duopolistic”, to provide an un-
derstanding of how different parameters impact firms’ cybersecurity investment decisions. In a
monopolistic market, consumer preference for security directly influences the firm’s investment in
cybersecurity. Conversely, the duopolistic model illustrates that competition between firms fur-
ther complicates these decisions, as each firm’s investment levels affect the other’s strategies and
outcomes. The empirical evidence and theoretical models presented in the literature review sup-
port the study’s findings. The increasing financial impact of cybercrime on firms and the global
economy underscores the urgent need for robust cybersecurity measures.

The integration of cybersecurity into firms’ internal control systems and adoption of information-
sharing practices are highlighted as potential drivers for increased cybersecurity investments. This
underinvestment is a serious concern, especially since private firms own a significant portion of
critical infrastructure. The study underscores the need for firms to conduct comprehensive cost-
benefit analyses and cyber risk assessments to determine the optimal investment required for cy-
bersecurity measures. The findings suggest that a more informed and strategic approach to cyber-
security investments can help firms mitigate risks and enhance their security posture.

Furthermore, drawing from the research conducted by Toshimitsu and Mori (2014) the re-
search shows that firms must balance cybersecurity costs, consumer demand, and the competitive
pressure exerted by substitutability between products. It also demonstrates how firms adjust their
cybersecurity spending based on the cost of investment and the degree to which their competi-
tors’ cybersecurity affects their own market position Ultimately, this research provides significant
insights into the economic implications of cybersecurity and the factors influencing firms’ invest-
ment decisions.

As the digital landscape evolves, ongoing research and adaptive strategies will be essential to
address the dynamic challenges of cyber threats. By prioritising cybersecurity investments, firms
can safeguard their critical assets, fulfil their commitments to stakeholders, and build trust and

confidence in their security practices.
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8 Appendix A: Figures

Figure 4: Variation of z7 with €,
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Note: The graph above illlustrates the changes in the level of investment with
varying levels of ¢

Figure 5: Variation of z7 with (3
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Figure 6: Variation of 27 with «
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Note: The graph above illlustrates the changes in the level of investment with
varying levels of a;

Figure 7: Variation of x7] with C'ost

Variation of x*_1 with Cost
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Note: The graph above illlustrates the changes in the level of investment with
varying levels of C'ost
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9 Appendix B: Tables

Table 4: Results of Parameter Sensitivity Analysis on 27 with €,

7=2]8=05]a=02[0=03]C=2]a=10
€1 x]
80
0.5 0
1.0 0
L5 0
2.0 0

Table 5: Results of Parameter Sensitivity Analysis on x] with 3

0=03|7=2[e1=02][e=02[C=2]a=10

€1 .CL’T

0.0 80.0
0.2 66.30
0.4 53.20
0.6 40.30
0.8 27.80
1.0 15.70

Table 6: Results of Parameter Sensitivity Analysis on 27 with «

=2[8=05[e6=02]6=02[C=2]a=10
€1 x]
0.0 0
2.5 0
5.0 0
75 5.25
10 2.75
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Table 7: Results of Parameter Sensitivity Analysis on x] with C'ost

0=03][5=05[e=02]6=02[C=2[a=10
€1 x]
0.0 27.75

24.75

21.75

18.75

15.75

12.75

QY | W I N~

9.1 Additional Calculations

Alternatively, we can solve for the optimal price directly. From equation (6), we can obtain the

demand function ¢; = a — P; + A X and the corresponding profit function

(P, X;) = Pig; — cqi — 1(X;)

= Pi(a— P+ \z;) — cla — Py + Mx;) — (Yo + 112 + Boz?)

Taking derivatives gives us the first-order conditions

o CL“‘)\XZ‘FC
5P, a »+AX, +ec=0—= P, 5
om AP, —c)—~

5Xi:)\(Pi_c)_7_2ﬁ2Xi:>Xi:

Substituting equation (14) into (15) gives the optimal investment level X"

! 204
_ Ma—c)—20,
L 4B — N2

Substituting X* back into equation (14) we can find the optimal price
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o a+ A —)\(:ﬂ;c_);\f"/] +c

‘ 2
P 28(a+c) = Nc—n
L 46 — \2

Both methods would give the same optimal prices and qualities.

Calculations for the optimal quantities Collecting like terms

@1(48 —1)* — qi(e1 — 286)(e2 — 286) = 2B(cv — ) [(48 — 1)
—(e2—260)] +v[(e2—2B0)(1 — 1) — (48 — 1)(1 — &2)]

Factorizing ¢, to obtain ¢

¢ [(48 = 1)* = (e2 — 286) (1 — 260)]
=2B(a— )[(48 — 1) — e2 + 280 + v [(e2 — 280)(1 — &1) — (48 — 1)(1 — &5)]

@ [(48 — 1) = (e2 — 280) (1 — 236)]
(48 —1)% — (e2 — 200) (e — 236)]
2B8(ac— )[(48 — 1) — e2 +280) + v [(e2 — 280) (1 — €1) — (48 — 1)(1 — €2)]
[(48 = 1)? — (e2 — 280)(e1 — 20)]

o 2B(ac — )[(48 — 1) — e2 +280) + v [(e2 — 280) (1 — &1) — (48 — 1)(1 — €5)]
1 [(48 = 1)? = (e2 — 286) (e — 230)]

The calculation breakdown to obtain ¢;

Collecting like terms

(48 — 1)? — qa(e1 — 2B0)(e2 — 280) = 2B(a — ¢) [(46 - 1)
—(e1 = 280)] +[(er = 280)(1 — €2) — (48 = 1)(1 — &1)]
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Factorizing ¢ to obtain g;

0 [(48 — 1)? — (1 — 280)(e2 — 280)]
=2B(a—)[(48 — 1) —e1 +260] +v[(e1 — 280)(1 — €2) — (48 — 1)(1 — &

@ [(48 — 1) — (e1 — 280) (2 — 236)]
[(48 — 1)2 — (e1 — 2/360)(e2 — 2030)]
C 2B8(a—0)[(48—1) —er + 280 + v[(e1 — 260)(1 — &) — (48 — 1)(1 — &1)]
(48 — 1)2 = (e1 — 2/36)(e2 — 2036)]

2B(ac— )[(48 — 1) — e1 +2B0) + v [(e1 — 280) (1 — €2) — (48 — 1)(1 — &1)]
(48 — 1)2 — (61 — 2/30)(e2 — 2[320)]

¢ =
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Figure 8: Number of Security Breaches per Year

Number of security Breaches per Year (2009-
2019)
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Note: The graph above illlustrates the total amount of security breaches per year
for a span of ten years.
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