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Abstract

A Comprehensive Analysis of Security Questions in Web Authentication

Xin Sun

With the growing prevalence and sophistication of Internet services, user account
security has become a critical concern. Security questions, widely adopted as a secondary
authentication method, play a pivotal role in various online services. Although research
on security questions has a long history, key gaps remain, particularly concerning user
perceptions about security questions and the requirements used by websites for selecting
and answering security questions. In this thesis, we address these gaps through a two-part
study: (1) a comprehensive user survey (N = 292) that captures insights from a diverse and
largely representative sample of the US population and (2) an analysis of an extensive set of
26 security requirements across 73 websites, also aiming to uncover security practices and
weaknesses in their authentication systems (i.e., answer length restrictions). Additionally,
we gather and analyze common online security questions (totaling 1913 questions) across
several dimensions, including memorability, consistency, applicability, confidentiality, and
specificity.

Our findings reveal previously unreported user misconceptions, such as users’ believing
that websites already possess correct answers to personal security questions. We also find
that many websites allow insecure practices, such as accepting single-character, offering
limited question choices, or identical answers for multiple security questions. By address-
ing both user perceptions and website security requirements, we provide a comprehensive
understanding of the weaknesses in current security question practices and contribute to the

discourse on improving authentication methods.
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Chapter 1

Introduction

As digital life becomes more integrated into our daily routines, personal sensitive in-
formation and assets are increasingly stored and processed online. Whether it is online
banking, government services, or travel-related services (e.g., airlines), protecting user ac-
counts and the information behind them has become crucial. There exist multiple ways
to do so, the most popular is the use of passwords, despite the repeated attempts to re-
place them with alternatives (most recently with passkeys) [32]. Security questions (SQs),
also known as personal knowledge questions (PKQs), is another way to authenticate users.
Generally, during account registration, users are required to select a few questions and set
their answers and then, during usage (e.g., login/account recovery), to answer one or mul-
tiple of these questions. The core idea behind SQs is to confirm the user’s identity by
asking questions that only the legitimate user would know the answers to. This approach
offers simplicity and convenience, allowing users to regain access to their accounts without

remembering complex passwords.

Motivation. Some major online services (e.g., Google, since 2014) dropped the use of

SQs primarily for security reasons.! However, many websites still rely on questions, e.g.,

'According to an industry survey, 22% of US adults suffered online account takeover, and among the
victims, 36% of them had SQs set on the compromised accounts; see https://www.security.org/digital-
safety/account-takeover-prevention/.


https://www.security.org/digital-safety/account-takeover-prevention/
https://www.security.org/digital-safety/account-takeover-prevention/

“What is your mother’s maiden name?”, which is easy to obtain or guess through public
sources. Additionally, users tend to choose simple and easy-to-remember answers, further
increasing the risk of unauthorized access to their accounts. In 2017, the US NIST issued a
recommendation against the use of SQs for specific use cases, including login and account
recovery (Special Publication 800-63-3). The design and evaluation of SQs, from both
security and usability perspectives, have been studied in prior work (e.g., see the 1991
paper by Haga and Zviran [14], and several other publications since then [3, 15, 29, 27, 17,
19]). However, as apparent from our literature review, several important research questions
remained unaddressed. There is a lack of comprehensive collection and systematic analysis
of the SQs used by online services (e.g., types of questions), of the types of services that
use such questions (e.g., banking and transportation), and of their usage of these questions
(e.g., number of questions). Such data collection could make it easier to explore the security
(e.g., entropy/guessability) of SQ answers and the usability of SQs. Even more critical for
security are the requirements, as imposed by websites, of SQ answers that largely remained
under-explored. Existing studies also lack connecting user perceptions of SQs with real-
world question-and-answer requirements that could identify important gaps in the security
provided by SQs vs. users’ mental models. We believe all these aspects demand a closer

look, as many users are still faced with SQs in their day-to-day use of the web.

1.1 Problem Statement and Analysis Overview

Problem statement. In short, we address three critical problems associated with SQs:
(1) the lack of a comprehensive and diverse repository of security questions; (2) the lack
of a comprehensive and systematic analysis of real-world requirements for both security
questions and their corresponding answers; and (3) the limited understanding of user per-

ceptions regarding security questions, particularly from a representative user population.



Overview of our work. To provide a comprehensive understanding of SQs, we explore
the above-mentioned research gaps, through the combination of a manual collection, cat-
egorization, and requirements analysis of 212 websites that offer SQs and of an online
survey with a representative sample of the US population (N = 292). A significant dataset
of SQs is compiled from survey responses and manual web searches, facilitating detailed
categorization and evaluation. We base our requirement analysis on the recommendations
provided by the OWASP Foundation [25] (for legacy use cases for SQs, as OWASP also
recommends following NIST guidelines). In particular, we assessed whether the SQs pos-
sess the desired characteristics (i.e., memorable, consistent, applicable, confidential, spe-
cific). In addition to OWASP’s recommendations, we included a few additional require-
ments—some borrowed from password research [34], notably how special characters are
handled and how responses to SQs are validated (e.g., case sensitivity, handling of spaces,
punctuation, and symbols). Besides collecting names of websites that use SQs, our survey
delves into users’ perceptions of and insights about SQs. More specifically, we collect data
about (1) users’ experiences and practices (e.g., prevalence and purpose of SQs, strategies
for selecting SQs); (2) users’ strategies for answering (e.g., providing truthful vs. untruth-
ful answers, attitude towards answering privacy-sensitive questions); (3) answer recall (e.g.,
mechanisms used for recall, forgetting answers); (4) perceived effectiveness of the protec-
tion level provided by SQs and the difficulty of guessing answers by various adversaries;
and (5) preference of security mechanisms (e.g., comparing SMS vs. SQs, different types of
SQs). Including both closed and open-ended questions, the survey provides the most com-
prehensive understanding of users’ perceptions and insights on SQs compared to existing

work.



1.2 Contributions

We make several key contributions to the understanding and improvement of SQs as an

authentication mechanism:

(1) We represent the evaluation of 1913 SQs, providing a rich data foundation for un-
derstanding the diversity and effectiveness of these questions. SQs have been metic-
ulously categorized and analyzed across five key dimensions, revealing common is-

sues and challenges in the design and implementation of SQs.

(2) A detailed analysis of security question requirements across websites is conducted,
which highlights the disparities in the application of SQs across different websites,
providing an empirical basis for optimizing security strategies in online services. Ad-
ditionally, we demonstrates the significant security risks caused by website admin-
istrators not following established guidelines, such as those from OWASP, and the
continued use of easily guessed or overly personal questions (e.g., “mother’s maiden

name”).

(3) Our findings highlight critical weaknesses in the current use of SQs, such as users’
tendencies to provide consistent answers across services and misconceptions about
service providers possessing the correct answers. We address a gap in prior research
by surveying a diverse and representative sample, thus offering new insights into user

perceptions, practices, and misconceptions about SQs.

These findings highlight the urgent need for stronger security measures in authentication
processes and provide actionable insights for improving both user practices and the design

of SQs on websites.

A note on authorship. A large part of the content from this thesis is currently under

submission, which is the result of a collaboration with colleagues from the University of



Lausanne (Dr. Kévin Huguenin and Dr. Kavous Salehzadeh Niksirat), who primarily con-

tributed in the design and analysis of the user survey.

1.3 Thesis Organization

The remaining chapters of this thesis are organized as follows. Chapter 2 provides
background information about authentication mechanism, and related work. Chapter 3 and
Chapter 4 respectively contain methodology and results of security question categorization
and requirement analysis. Chapter 5 presents cooperative user study within methodology
and results. Finally, in Chapter 6, we conclude with key takeaways, limitations, recom-

mendations and potential future work.



Chapter 2

Background and Related Work

In this chapter, we briefly review the evolution of authentication methods, with a con-
cise overview of multi-factor authentication and SQs. We also discuss prior research on
SQs as an authentication method, examining their role in account recovery and verifica-
tion, their security challenges, and users’ perspectives on them. This chapter aims to pro-
vide background context for subsequent chapters, helping readers to better understand the

security aspects of SQs and the value of research on improvement methods.

2.1 Development of Authentication Methods

With the rapid advancement of internet technology, user authentication methods have
evolved significantly. Starting with simple password-based mechanisms, this method has

shown vulnerabilities such as password leaks and susceptibility to brute-force attacks,



while it is convenient [18]. Digital certificates provide a Public Key Infrastructure (PKI)-
based solution for online authentication, enhancing security against threats (e.g., man-in-
the-middle attacks and data breaches) [5]. Biometric authentication, using inherent physi-
cal characteristics (e.g., fingerprints and facial recognition), offers users a secure and con-
venient verification method. While these technologies have greatly strengthened authenti-

cation security, practical challenges and limitations remain in their implementation.

2.2 Multi-Factor Authentication

Multi-factor Authentication (MFA) is an authentication method that requires the user
to provide two or more verification factors to gain access to a resource such as an applica-
tion, online account, or a VPN. MFA is a core component of a strong identity and access
management (IAM) policy. Unlike single-factor authentication, which typically relies on
a password alone, MFA incorporates two or more distinct factors—often categorized as
something the user knows (e.g., a password), something the user has (e.g., a smartphone or
security token), and something the user is (e.g., biometric data) [30]. This layered approach
significantly reduces the risk of unauthorized access, as compromising one factor alone is

insufficient to breach the system.

2.3 Security Questions

Security question is a security mechanism helping online service to confirm user’s iden-
tity. According to answer sensitivity, it is classified into two parts, sensitive SQs and
personal SQs. The questions including highly sensitive information, e.g., driver license
number, are categorized as sensitive SQs. In contrast, questions related to personal his-
tory or family background, e.g., mother’s maiden name, are personal SQs. Additionally,

OWASP[25] categorizes SQs into two main types. For user-defined SQs, users select a



question from a provided list and supply an answer. This approach offers users some
flexibility in question choice but depends on their ability to select details that are both
memorable and secure. For system-defined SQs, the system leverages information already
known about the user, reducing the risk of weak or easily guessed responses. This method
bypasses the need for users to generate unique answers; however, it requires the system
to maintain sufficient user data and assumes this information is difficult for an attacker to

accCess.

2.4 Related Work

Academic research in SQs has a long history (e.g., see the 1991 study by Haga and
Zviran[14]). However, compared to passwords, they have been studied far less exten-
sively [7, 4]. Researchers from various communities use different terminologies to refer
to, such as “SQs” [12, 15], “secret questions” [29], “personal knowledge questions™ [3,
27], “question-and-answer passwords” [14], and “password choice and challenge ques-
tions” [17]. Hence, for consistency, we will use the term “Security questions (SQs)”, re-

gardless of the term used in the papers we describe.

2.4.1 Security Aspects and Users’ Perspectives

We first summarize, in chronological order, the studies that focus on the analysis of SQs,
from security and users’ perspectives. Rabkin [27] focused on banking/financial websites
in the US and categorized 215 SQs from 11 such websites. “Names” of friends and family
and “Favorites” were the most common categories. Rabkin additionally discussed the use
of personal knowledge questions as a fallback authentication method in online systems and

11 banking sites relied on SQs with serious usability and security weaknesses, including:



memorability issues, and unsuitability of some questions due to a lack of relevant user expe-
rience. The author analyzed how SQs were chosen both at setup time and at authentication
time, including the number of questions offered by the services, the number of questions
users set up, the number of questions answered at authentication time, and whether users
could write their own questions. Furthermore, the author designed a questionnaire to ask
46 respondents about their habits in selecting and answering SQs. Only a small number
of respondents (7%) were very concerned about the security of these questions. 70% re-
spondents considered memorability very important instead of security when they selected
questions. Also, 38% respondents claimed to “always” answer these questions truthfully,
and 13% usually provided untruthful answers.

Just and Aspinall [17] collected 282 questions from the inputs of respondents (rather
than from real-world websites). Analyzing possible answers by using a novel attacker
model based on the knowledge level of potential attackers, they conclude that the answers
to the majority of the questions would fail to resist attacks from strangers (in contrast to the
beliefs of the respondents).

Schechter et al. [29] conducted a user study to measure the reliability and security of
SQs used by four major webmail providers (AOL, Google, Microsoft, and Yahoo!). They
asked respondents (N = 130) to answer these questions and then asked them to guess their
partners’ answers to these questions. They find that acquaintances (e.g., spouse, relatives,
and friends) guessed 17% of the answers; respondents also forgot 20% of their own answers
within six months. The author suggests that webmail providers should reconsider the use
of personal authentication questions as they may not be a sufficiently secure authenticator.

Just and Aspinall [16] designed an experimental study to analyze the usability and secu-
rity of user-chosen challenge questions used for authentication. They categorized answers
by type (e.g., names, dates) and analyzed answer lengths for security assessment. Approx-

imately 75% of answers were recalled accurately, but a significant portion showed issues,



e.g., misspellings or substitutions, indicating potential memorability challenges. The au-
thors found that answers, often less than eight characters, exhibited low entropy, making
them vulnerable to brute-force attacks. Over 88% of respondents believed their questions
would be difficult for strangers to guess, but entropy calculations showed this confidence
was misplaced, especially given the predictable nature of common question types.

Ullah et al. [35] conducted a study (N = 23) to evaluated the efficiency and effective-
ness of profile-based SQs in an online examination setting. Their findings show that specific
question types influence usability metrics (e.g., response time and accuracy). Academic
and personal questions demonstrated higher effectiveness due to clarity, while ambiguous
or complex questions, such as contact-related items, reduced efficiency and led to authen-
tication errors. The authors also indicate that certain personal and public knowledge-based
questions are vulnerable to guessing attacks.

Analyzing a large real-world data set on security and memorability of personal knowl-
edge questions from Google and 11 million account recovery claims, Bonneau et al. [3]
found that SQs have poor security and memorability. They also find that several answers
expected to be unique (e.g., phone numbers) were identical across different users, signifi-
cantly compromising the security of the questions. A survey of 1,000 respondents revealed
that the primary reason for providing untruthful answers was that respondents believed
the answers would be difficult to guess (37%), did not contain their privacy information
(31.9%), and remembered answers more easily (15%). However, they also reported un-
truthful answers not only severely compromise security but pose significant challenges to
memory issues. Additionally, the authors reported that 62.8% respondents never considered
the possibility of SQs being compromised.

Golla and Diirmuth [13] analyzed a leaked database of 3.9 million answers to SQs
from AshleyMadison.com (Aug. 2015). They find that the question “What is Your Favorite

Sports Team?” is the least secure, using statistical entropy to measure the success rate of
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guessing answers for four different questions as used by the website. Furthermore, they
find the security of knowledge questions is slightly higher than the four-digit user-chosen
PINs.

Golbeck and Li [12] collected screenshots of SQs via crowd-sourcing, and identified
283 unique SQs (total 607) from 52 unique websites. They summarized a set of categories
and themes: “Locations”, “Firsts”, “Time and Dates”, “Numbers”, “Dreams and Aspira-
tions”, and “Other”, in addition to “People’s Names” and “Favorites” (cf. Rabkin[27]).

Dhekane [6] conducted a survey (N = 153) to analyze the security and usability of
SQs, and they find that many respondents prefer customized questions over those offered
by the services. To further study the memorability of both types of questions, the author
surveyed students with knowledge in security (N = 48). The majority of the students found
it difficult to recall the answers.

Micallef and Arachchilage [24] developed a survey (N = 30) to study how users chose
SQs, the memorization strategies employed for answers, and user perceptions of the secu-
rity and memorability of their answers. The respondents were divided into two groups. One
group was required to answer by themselves, and the other group was required to select an-
swers from a system-generated document. Respondents who answered by themselves (as
opposed to system-generated answers) chose questions (1) whose answers were based on
respondents’ lives; and (2) whose answers were fixed. According to respondents using
answers generated by the system, they employed questions due to answers, e.g., not being
public, difficult to guess, based on related objects in the life. Memorable answers were
the same factor in both groups. The authors find respondents selecting their own answers
are confident to remember the answers without any strategy. In contrast, those answering
with the system-generated answers not only share this confidence but also frequently re-
peat the answers or wrote them down on paper for memorization. 24 out of 30 respondents

stated they used the same questions in different online servers. Additionally, 28 out of 30

11



respondents in the survey indicated that they selected the same answers to the questions
in various services because of answers memorability, answers uniqueness, answers being
truthful, and answers being fixed.

More recently, Lassak et al. [19] conducted a user study (N = 97) over a period of
18 months to compare various fallback authentication mechanisms (email, SMS, SQs, and
trusted contacts). The authors found that the percentage of respondents (57%) who used
SQs to successfully recover passwords was the lowest, compared with those who employed
SMS (92%), email (100%), and trusted contacts (83%). They also reported that some re-
spondents (not specified in the paper) used untruthful answers as a strategy to boost security
of their answers and protect privacy.

In another survey (N = 281), Holtervennhoft et al. [15] reported that respondents indi-
cated that SQs have poor performance, both in terms of security and usability, compared to

other account recovery methods (e.g., recovery code, e-mail recovery, and trusted devices).

2.4.2 Improvements of Security Questions

To improve the security and usability of knowledge-based authentication systems, Senara-
thet al.[31] designed an interface with mnemonics to help users set up secure answers. They
measured answer strength via five parameters, similar to passwords : capital letter, digit,
special character, letter, and character length. They also implemented a strength checker to
offer feedback to users about the strength of their answers. Also, AlHusain and Alkhalifah
[2] introduced SQs based on user behavior and personal preferences. Through an experi-
ment (N = 23), they evaluated the security and usability of answers to the questions they
designed. They reported that using user behavioral details in selecting topics for SQs are

effective, where the questions achieve both high recall rates and resistance to guessing.

12



2.4.3 Research Gap

Compared to previous work, our survey is more comprehensive (N = 292, with over
30 questions), and the only one with a largely representative sample of the US population
(w.r.t. location, age, sex, and ethnicity). We not only collected the respondents’ percep-
tions of SQ memorability [29] and their strategies for answering questions ([24] and [3])
but also their insights of guessing attacks from more (nine) entities than [17] (three en-
tities), SQ effectiveness and security mechanism preferences, and the evaluation of their
general security behavior. We also analyzed a comprehensive set of security requirements
(26) of SQs (following OWASP, and common requirements for passwords), for a set of 73
websites. Additionally, we gathered more questions (1913) from 194 websites with more
logical and understandable categories than [12] (607 questions from 52 websites), [27] (215

questions from 11 websites) and [22] (8 questions from 3 websites).

13
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Bonneau et al. [3] 2015 - 12 - v V| 1000 -
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Table 2.1: High-level comparison with the state-of-the-art. Notation and notes include:
“-”: not applicable/addressed; “+”: the number in a follow-up survey; “{”: the number
of unique websites we analyzed (194 websites for SQ categorization and 73 for SQ re-
quirement analysis); “Question-based requirements”: the features/requirements about the
questions offered (e.g., the number of SQs); “Answer-based requirements”: the require-
ments that users must fulfill for the answers (e.g., the minimum length of answers); “User
insights”: the author(s) collected user-related perceptions, behaviors, and insights, related
to SQs. “C7, “®”, “®”, “@”, and “@” represent the extent of user study coverage in the
paper, based on the following scale: “O”: No user involvement; “®”: Minimal user in-
volvement; “®”’: Some user involvement, limited in scope; “&”: Strong user involvement,

detailed insights; and “®”: Comprehensive user involvement, covering multiple aspects.
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Chapter 3

Security Question Analysis

Requirements: Methodology

In this chapter, we provide a detailed overview of the research methodology for our SQ
requirements analysis. We begin by outlining the process of manually searching websites
that utilize SQs. Next, we describe the criteria and steps used to categorize and evaluate
the collected SQs. Finally, we conduct an in-depth analysis of the security requirements

employed by various websites in implementing SQs.

3.1 Website Collection

We built our dataset of websites, which rely on SQs, from two sources: (1) the survey
and (2) manual web searches. For the web search, we relied on Google, using the following
templated search string: “$term $category websites online services”, where $term was
one of terms used to denote SQs (e.g., security question, personal knowledge question;
five in total), and $category was either empty or picked from the list of typical services
that rely on SQs (e.g., insurance, air travel; 32 in total; see Table 3.1). We manually

handled results within the first five pages for each search string, checking whether we could
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Category | Frequency
Banking Credit and Lending | n = 39, 26.7%
Law and Government | n = 16, 11.0%
Insurance | n =8, 5.5%
Investing | n = 8,5.5%
Financial Planning and Management | n = 6, 4.1%
Telecommunications | n = 6,4.1%
Finance | n =6, 4.1%
Health | n =5,3.4%
Computers Electronics and Technology | n =5, 3.4%
Universities and Colleges | n =5, 3.4%
Video Games Consoles and Accessories | n = 5, 3.4%
Government | n =5, 3.4%
Air Travel | n=4,2.7%
News and Media | n = 3, 2.1%
Energy Industry | n =3,2.1%
Medicine | n = 2, 1.4%
Education | n =2, 1.4%
Consumer Electronics | n =2, 1.4%
Jobs and Employment | n = 2, 1.4%
Shipping and Logistics | n = 2, 1.4%
Food and Drink | n =1, 0.7%
Accounting and Auditing | n =1,0.7%
Search Engines | n =1, 0.7%
Faith and Beliefs | n =1, 0.7%
Programming and Developer Software | n =1, 0.7%
Web Hosting and Domain Names | n = 1, 0.7%
Fashion and Apparel | n=1,0.7%
Home and Garden | n =1,0.7%
Immigration and Visas | n =1,0.7%
Coupons and Rebates | n =1, 0.7%
Social Networks and Online Communities | n = 1, 0.7%
National Security | n = 1,0.7%

Table 3.1: All categories of websites (according to Similarweb).
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set up SQs after creating accounts. For website categorization, we used Similarweb [33].
However, Similarweb did not provide categories for 23 websites, hence we had to manually
categorize them. For searching, we used a fresh instance of Firefox v125.0.2 for Windows
11 with no plugins/extensions, using a commercial VPN service in the US. For each search,
we cleared the state (e.g., cookies) of the browser and used a new private window. We used
the same pseudo-information (e.g., name, date of birth)for all registrations.

For each identified website, we tried to register an account in order to collect data on
the ways SQs are used on the website. We excluded websites that require real-world IDs
(e.g., US SSN, client ID) or that do not involve SQs during registration. From the websites
where we could register an account, we collected the complete list of SQs they used and
other relevant aspects.

In the end, we processed our requirements analysis (26, see Table 3.2 and Table 3.3) at
a total of 73 websites (including 72.6% websites (n = 53) from Google Search only, 47.9%
(n = 35) from the survey only, and 20.5% (n = 15) from both); the rest of the websites

required real-world IDs or other account details.

3.2 Security Question Categorization and Evaluation

We adopted eight question categories designed by Golbeck and Li [12] (e.g., “Firsts”,
“Favorites”, and “Locations”) and also added a new category, “Seconds”.

Before categorizing questions, we rewrote each question (when needed), and merged
those with the same phrasing. For example, we replaced “Name of first pet?”” and “What is
the name of your first pet?” with “What was the name of your first pet?”.

We came up with the following categories of questions.

(1) Names: This category includes names of people, pets, groups, and things produced

or created by people; e.g., “What is your best friend’s name?”.
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(2) Firsts: includes first entities, and experiences; e.g., “What was your first job?”.

(3) Favorites: includes favorite or least favorite items; e.g., “What is your favourite

hobby?”.

(4) Locations: includes questions about cities, towns, or countries; e.g., “What city were

you born in?”.

(5) Times: includes questions about times or dates; e.g., “In what month is your best

friend’s birthday?”.

(6) Numbers: questions about digits only; e.g., “What was your childhood phone num-

ber?”.

(7) Aspirations: about people’s dreams and wishes; e.g., “What is your dream job?”.

(8) Seconds: questions about second items or experiences; €.g., “What was the name of

your second pet?”.

(9) Others: includes the questions that did not belong to the above categories; e.g. “What

is your password unlock code?”.

Based on the suggestions from OWASP, we evaluated collected SQs with five charac-

teristics:

(1) Memorable: the user should be able to recall the answer, even years after creating

their account.

(2) Consistent: the answer should remain unchanged over time.

(3) Applicable: the user must be able to provide an answer to the question.

(4) Confidential: the answer should be challenging for an attacker to uncover.
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(5) Specific: the answer should be unambiguous and easily understood by the user.

To quantify the extent to which these characteristics are met, we established three eval-

uation criteria:

e Fully Satifies. It indicates that the characteristic fully satisfies all users, which means

the question or its answer are universally appropriate across the user base.

e Partially Satifies. It indicates that the characteristic only applies to a subset of users,

acknowledging that some SQs may be well-suited for specific user groups.
e Does Not Satisty. It indicates the the characteristic is inadequate for all users.

For example, for the question, “What was the first name of your father”, it fully satisfies
Memorable and Consistent, as most users are unlikely to forget their father’s name, even
over time, which is generally a constant part of personal knowledge and is unlikely to be
forgotten over time. Additionally, the question fully satisfies Applicable, given that nearly
all users will know this information, and Specific, as the question is clear and unambigu-
ous. However, it does not satisfy the Confidential characteristic. A father’s first name is

generally easy to discover through social media or public records.

3.3 Security Question Requirement Analysis

This analysis employed a multi-step method to investigate the characteristics and set-
tings of SQs in online registration and usage contexts. After completing the registration
process for 73 websites, we proceeded to log in and access the settings of each website.

In total, we examined 26 requirements for the answers to SQs. We selected these re-
quirements from past analysis of passwords ([21]), relevant descriptions (e.g., Your answers

must contain at least three characters and contain no special characters (for example: %,
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Requirements (i.e., criteria)

Description

Allowance of customized questions
Allowance of digits

Allowance of punctuation marks
Allowance of same answer
Allowance of same question

Allowance of space characters in the settings

Allowance of space characters in the usage

Allowance of symbols in the settings

Allowance of symbols in the usage

Authentication flow
Case-sensitive

Fixed questions

Forgotten password flow
Maximum length

Minimum length

Does the website allow users to write
their own questions?

Does the website allow users to input
digits in an answer?

Does the website allow users to input
punctuation marks?

Does the website allow users to set same
answer if multiple questions needed?
Does the website allow users to set same
question if multiple questions needed?
Does the website allow users to input
space characters on the settings page
(registration)?

Does the website allow users to input
space characters on the usage page (e.g.
login page)?

Does the website allow users to input
symbols on the settings page (registra-
tion)?

Does the website allow users to input
symbols on the usage page (e.g. login
page)?

Does the website follow login flow in
OWASP guidance?

Does the website treat uppercase and
lowercase letters as distinct?

Do the questions remain consistent un-
til users complete verification if multiple
questions are set?

Does the website follow forgotten pass-
word flow in OWASP guidance?

What is the maximum number of char-
acters in an answer a user can input?
What is the minimum number of charac-
ters in an answer a user can input?

Table 3.2: Description of the criteria used in the SQ requirement analysis.
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Requirements (i.e., criteria)

Description

Minimum number of digits
Minimum number of letters
Minimum number of letters or digits

Minimum number of lower case letters

Minimum number of upper case letters

Number of the questions offered in the source

Number of the questions in the settings

Number of the questions in the usage

Re-authentication methods

Tries threshold

Usage

What is the minimum number of digits
in an answer a user can input?

What is the minimum number of letters
in an answer a user can input?

What is the minimum number of letters
or digits in an answer a user can input?
What is the minimum number of lower
case letters in an answer a user can in-
put?

What is the minimum number of upper
case letters in an answer a user can in-
put?

How many questions does the website
offer for users to select?

How many questions does the website
allow users to set up on the settings
page (registration)?

How many questions do users answer
on the usage page (e.g. login page)?
What method does the website imple-
ment for authentication when users edit
their security questions?

How many attempts does the website
allow for an answer?

What is the usage of security questions
on the website?

Table 3.3: Description of the criteria used in the SQ requirement analysis (cont.).
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#, @)) from online services on registration pages, and the factors that can affect the com-
plexity of answers.

We assumed that the answer fields on a website impose the same requirements irre-
spective of the chosen questions (from our manual observation of website code/behavior

for several websites, this assumption appears to hold).

3.3.1 Security Questions: Quantity and Customization

We enumerated the SQs from the account settings page of each website; we also noted
the number of required questions that a user must set, and whether user-generated cus-
tomized questions are allowed. If multiple (predefined or customized) questions are al-
lowed, we checked if the user can set the same question multiple times. Furthermore, we
recorded the number of questions that users answered for authentication on the usage page

(e.g., during login).

3.3.2 Requirements for Answers to Security Questions

We input a combination of letters, digits, spaces, and special characters (punctuation
marks and symbols) to test the following requirements for answers:
Minimum and maximum answer lengths. We checked for both minimum and maximum
length requirements by manual inputs (also guided by length parameters from registration
or settings page code, if available). For the minimum length, we input just a single letter
(“ @) first, and if needed, increased the length one-by-one (i.e., adding more ‘a’) until the
answer was accepted. For the maximum length, we used a Python script to generate strings
(with random letters) of a specific length and pasted them into the answer box to check
answer acceptability. We employed binary search to determine appropriate length ranges,

initially checking between 0 and 200, and then between 201 and 1000.
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Input constraints for setting answers. We checked the following constraints: the mini-
mum number of (1) letters, (2) digits, (3) characters (letters or digits), (4) upper and lower
case letters; (5) punctuation marks; (6) allowing the same answer; and (7) allowing the
digits. We tested all punctuation marks ("!@#$%"&*()_+{}|:"<>?"-=[]\;’,./). If the com-
bined marks exceeded the maximum length, they were divided into segments based on the
maximum length. For the websites that did not allow punctuation marks alone, we added
the letter ‘a’ and repeated it, if needed; e.g., we used ‘aa?’ to test ‘?’ for a website where
the minimum answer length is 3. Additionally, each mark was individually checked with
the letter to fulfill the minimum length requirement. If a website allows multiple questions,
we checked if the same answer was accepted for all questions. To verify if a website al-
lows users to input digits, we repeatedly entered “1” as the answer, matching the minimum

length requirement.

Answer constraints between setup and usage pages. We pre-set specific answers within
the settings page and proceeded to the SQ usage page (such as the login page or password
recovery page) to verify whether the answers set in the settings page corresponded with
those in usage. We performed the following tests: (1) case sensitivity, (2) the use of spaces,
(3) the use of symbols, and (4) the number of allowed attempts for an answer. To test case-
sensitivity, we simply switched upper case letters with lower case ones (e.g., ‘A’ in place
of ‘a’). If such a modified answer was accepted in the usage page (or between different
questions in the configuration page if the website allows multiple questions without same
answers), we concluded that the website does not enforce case-sensitivity. To test the use
of spaces, we set an answer string with letters (e.g., repeated ‘a’s), and then subsequently
added a space at the beginning, end, and at the middle; in the usage page, we checked the
modified answer with the spaces removed (each space placement was tested separately).
To test the use of symbols, we set an answer with “mA¥4” symbols (letters are added

to meet the minimum length requirement if needed); we then tested such an answer with
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symbols in the usage page. To determine the number of allowed attempts for an answer, we
repeatedly input an incorrect input answer until the service indicated an account lockout
(e.g., "Your user account has been locked temporarily. It will be automatically unlocked in
30 minutes.”), or provided a relevant message (e.g., with the threshold for wrong answers),
or we made more than 10 failed attempts.

Additionally, we examined whether users are required to authenticate their identity be-
fore modifying security questions, aiming to prevent attackers from updating questions af-
ter gaining temporary access to user accounts. This assessment includes verifying whether
websites ensure secure identity authentication through strong passwords, two-step verifica-
tion, or multi-factor authentication, as well as whether systems implement account lockout
strategies in response to consecutive authentication failures. Furthermore, we examined
the login and password recovery mechanisms of websites. On the login page, we veri-
fied whether the authentication process follows recommended steps: first, the user enters
their username and password; if correct, the system then prompts the user with a security
question; finally, upon a correct answer, the user is logged in. For the password recov-
ery interface, we similarly evaluated the process, specifically checking whether websites
implement both email and security question verification. In cases where multiple security
questions are configured but only one question requires answering, we examined whether
the website restricts question modification until the user provides a correct answer on the

usage page.
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Chapter 4

Security Question Analysis

Requirements: Results

In this chapter, we comprehensively present the research findings, which include the
classification and evaluation of SQs, as well as an analysis of various websites. We begin
by providing a detailed classification and evaluation of SQs. Subsequently, we analyze the
diverse requirements employed by websites in the implementation of SQs, with a focus on
the usability and security of the requirements set by each website. This analysis offers deep
insights into the current practices surrounding the use of SQs.

We collected 146 unique websites from our user survey (from the 292 URLs provided
by the respondents), and 86 unique websites from our web search; thus totaling 212 unique
websites. We were able to register accounts on a total of 73 websites, on which we based
our analysis. As we included website categories in our web searches, thus biasing the
results, we reported only on the categories of the 146 websites collected through our user
survey. The five most frequent categories for the collected websites are “Banking Credit
and Lending” (n = 39, 26.7%), “Law and Government” (n = 16, 11.0%), “Insurance”
(n = 8, 5.5%), “Investing” (n = 8, 5.5%), “Financial Planning and Management” (n = 6,

4.1%), “Telecommunications” (n = 6, 4.1%), and “Finance” (n = 6, 4.1%).
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Category Frequency (all) | Frequency (unique)
Aspirations | n =32, 1.7% n=12,1.9%
Favorites n =439,22.9% n = 160, 25.5%
Firsts n==60531.6% | n=175,279%
Locations n=1329,17.2% n =103, 16.4%
Names n=1373,71.8% | n = 420, 67.0%
Numbers n =50, 2.6% n=29,4.6%

Others n=23,12% n=19,3.0%
Seconds n=503% n=305%

Times n=44,2.3% n=2540%

Table 4.1: Categories of the collected SQs.

Frequency (all)
Characteristic | Fully satifies Partially satifies | Does not satisfy
Memorable n=789,412% | n=1119,58.5% | n=15,0.3%
Consistent n=2841,44.0% | n=1067,55.8% | n=15,0.3%
Applicable n=1190,622% | n=1723,378% | n=0,0%
Confidential | n =39, 2.0% n=1548,80.9% | n =326,17.0%
Specific n=>539,282% | n=1122,58.7% | n=252,13.2%

Table 4.2: Five desired OWASP characteristics analyzed in all collected SQs.
4.1 Security Question Categorization and Evaluation

As for SQs, we collected a total of 1913 questions; after merging equivalent ques-
tions, we obtained 627 unique questions. More specifically, the most frequent questions
are “What was the name of your first pet?” (n = 65, 10.4%), “What was the maiden
name of your mother?” (n = 46, 7.3%), and “What was the middle name of your father?”
(n=39,6.2%).

Original security questions. We labeled 71.8% questions (n = 1373) as “Names”, 31.6%
(n = 605) as “Firsts”, 22.9% (n = 439) as “Favorites”, 17.2% (n = 329) as “Locations”,
2.3% (n = 44) as “Times”, 2.6% (n = 50) as “Numbers”, 1.7% (n = 32) as “Aspirations”,
1.2% (n = 23) as “Others”, and 0.3% (n = 5) as “Seconds”, shown in Table 4.1. For
the desired characteristics of the SQs (see Table 4.2), while 41.2% of SQs (n = 789) are
easily memorable and 44.0% fully consistent (n = 841), 62.2% are broadly applicable

(n = 1190). However, only 2.0% (n = 39) meet full confidentiality standards, raising
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Frequency (unique)
Characteristic | Fully satifies Partially satifies | Does not satisfy
Memorable n=181,289% | n=441,703% | n =15, 0.8%
Consistent n=227,36.2% | n=1395,63.0% | n=>5,0.8%
Applicable n=388,61.9% | n=239,38.1% | n=0,0%
Confidential | n =24,3.8% n=2532,848% | n=71,11.3%
Specific n=100,159% | n =416,663% | n=111,17.7%

Table 4.3: Five desired OWASP characteristics analyzed in unique collected SQs.

significant security concerns. Additionally, approximately 28.2% of SQs (n = 539) were
considered in specificity.
Rewritten security questions. After rewriting all the questions, we recorded 67.0% ques-

tions (n = 420) labeled as “Names”, 27.9% (n = 160) as

175) as “Firsts”, 25.5% (n =
“Favorites”, 16.4% (n = 103) as “Locations”, 4.0% (n = 25) as “Times”, 4.6% (n = 29) as
“Numbers”, 1.9% (n = 12) as “Aspirations”, 3.0% (n = 19) as “Others” and 0.5% (n = 3)
as “Seconds”. For the desired characteristics, the proportion of unique questions deemed
memorable and consistent had declined, with 28.9% (n = 181) and 36.2% (n = 227), re-
spectively; see Table 4.3. Whereas 61.9% (n = 388) were considered applicable, only 3.8%
were confidential (n = 24). This indicates a significant reliance on easily discoverable in-

formation. Furthermore, only 15.9% of unique questions (n = 100) were deemed specific,

thus highlighting a potential weakness in the design of SQs.

4.2 Security Question Requirement Analysis

We reported our manual analysis of online services’ SQ requirements with 73 websites.
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Figure 4.1: Distribution of the numbers of SQs.

4.2.1 Security Questions: Quantity and Customization

Most websites (n = 33, 45.2%) offered between five to ten questions to choose from,
while only 4.1% websites (n = 3) provided fewer than five questions. Regarding the num-
ber of SQs required during registration, the most websites allowed users to set one question
(n = 28, 38.4%), followed by three (n = 21, 28.8%) and two (n = 12, 16.4%). We found
that 26.0% of the websites (n = 19) allowed setting SQs but did not use SQs in usage (i.e.,
login and password reset operations). Thus, we eventually analyzed 54 websites for testing
the number of questions required for usage; the distribution is as follows: answering one

question is required by 53.7% of the websites (n = 29), two questions by 24.1% (n = 13),
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three questions by 18.5% (n = 10), and four questions by 1.9% (n = 1); see Figure 4.1d.

Three websites were different than others for the required number of questions during
setup and usage. The website of Emerald Coast Utilities Authority! allowed users to set
between three to ten questions, but during usage, the website asked users to answer all the
questions set during registration (i.e., not a subset). The website of Australian Immigration
and Citizenship? required users to set between three to five questions, but the number of
questions presented during usage is always fixed to two. The website of Bell® allowed users
to set between one to three questions®.

Additionally, only 11.0% websites (n = 8) allowed customized questions. For the
websites that offered setting multiple SQs, we found that 55.6% websites (n = 25) allowed
users to configure the same answers to different questions. Similarly, we checked whether

users could configure different answers to the same questions and found that no websites

restricted this requirement.

4.2.2 Answers to Security Questions

Due to our analysis of 73 websites, we found United Airlines® predefined a list of an-
swers to each question, unlike other websites. It offered 15 questions with 564 unique
answers. The most categories of questions (11/15) were based on “Favorites” (e.g., “What
is your favorite type of music?”).

All websites accept answers of short length (under six characters); the only exception
is United Airlines that does not allow user-typed answers. The majority of websites allows
users to set answers with one character (e.g., a letter, digit, punctuation mark, or a symbol)

(n = 36, 49.3%), three characters (n = 17, 23.3%), or four characters (n = 13, 17.8%). The

1https ://ecua-egov.aspgov.com/Click2GovCX/index.html
’https://online.immi. gov.au/lusc/login
Shttps://www.bell.ca/

“No usage page for login and password recovery
Shttps://www.united.com/en/us
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maximum allowed length for answers varied between 17 to 1000+ characters.

For the 32 punctuation marks that we tested, 13.7% websites (n = 10) did not allow
users to use any of them; 57.5% (n = 42) accepted all of them; and the remaining websites
accepted a subset of the punctuation marks.

All websites except United Airlines and e.visa® permitted users to input digits. Only
8.9% websites (n = 5) allowed case-sensitive answers. 91.1% websites (n = 51) ignored
case and match values regardless of their lower or upper case letters. 61.6% websites
(n = 45) allowed users to input symbols when configuring the answers; however, among
these, 10% websites (n = 3) did not accept symbols on the usage page (mainly due to
encoding issues).

Since some websites did not offer SQs on the login or password reset page, we checked
74.0% websites (n = 54) for checking the number of allowed attempts to provide an answer
(see Figure 4.3a). The most frequent number was three attempts (n = 15, 27.8%), followed

by more than ten (n = 16, 29.6%), and five (n = 11, 20.4%).

Shttps://visa.visitsaudi.com/
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Figure 4.3: Overview of security mechanism about SQs.

Similarly, according to the minimum cases in passwords, such as upper case letters,
lower case letters and digits, we additionally tested the minimum cases of letters and char-
acters (letters or digits). The number of all minimum cases on most websites (n = 61,
83.6%) was zero. A few websites did not allow users to type only punctuation marks or
symbols, so the minimum case of characters was based on the minimum length of the
answers.

Most websites (n = 69, 94.5%) allow users to input space during registration. After
checking in the usage, 84.8% websites (n = 39) allow spaces’ in the answers (Table 4.4),
including 43.5% of the websites (n = 20) not allowing leading or trailing space and 4.3%
(n = 2) not allowing leading space.

The majority of websites require users to answer SQs to verify their identity during
password recovery (n = 47, 79.7%), followed by verification during the login process
(n = 12, 20.3%). The rest websites apply SQs during customer service (n = 5, 8.5%) and
when making changes to account settings (n = 2, 3.4%).

We found that, aside from 46.3% websites (n = 31) that did not implement re-authentication,

passwords (n = 24, 35.8%) were the most common method (Figure 4.3b). A website also

7If websites disregard the space, treating answers with spaces as equivalent to those without spaces, we
define they do not allow spaces.
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Allowance of customized questions

Frequency

Not allowed
Allowed

n = 65, 89.0%
n=38,11.0%

Allowance of same answer (multiple questions needed)

Not allowed | n = 20, 44.4%
Allowed | n = 25, 55.6%
Allowance of digits
Not allowed |n = 2, 2.7%
Allowed |n = 71,97.3%

Allowance of Case-sensitive

Not allowed
Allowed

n=>51,91.1%
n=>5,89%

Allowance of symbols in the settings

Not allowed | n = 28, 38.4%
Allowed |n = 45, 61.6%
Allowance of symbols in the usage
Not allowed |n = 3, 10%
Allowed |n = 27, 90%

Allowance of space characters in the settings

Not allowed
Allowed

n=4,55%
n =69, 94.5%

Allowance of space characters in the usage

Not allowed
Allowed

rity question in account settings.

32

n=7152%
n =39, 84.8%

Table 4.4: Allowance of different features based on requirement analysis.

required simultaneously current SQs and date of birth. Other methods were used less, such
as requiring the answer to the current SQs (n = 9, 13.4%) or sending a one-time password
via SMS (n = 2, 3.0%). Notably, all websites (n = 11) designed a security flow in login
authentication based on OWASP. In password recovery procedures, the majority of web-
sites (n = 21, 58.3%) followed OWASP guidelines by combining security questions with
email verification to authenticate users. Opposite the suggestion that the user’s question
on the usage page should remain the same until they answer it correctly, users can answer
different questions if they input incorrect answers on 69.2% websites (n = 9).

As of November 13, 2024, four out of 212 websites have removed security questions

from their authentication methods, while three out of four websites continue to retain secu-



4.3 Discussion

Notably, United Airlines provides a fixed list of answers for each predefined question
and does not allow users to customize their answers. It is able to restrict user choice,
increasing the likelihood of answer repetition among users. This limitation makes it easier
for attackers to guess answers through brute force or social engineering techniques, raising
the risk of SQs being compromised. Additionally, with fixed and limited answer choices,
attackers may employ dictionary attacks, trying all possible options to bypass security. The
use of preset answer lists can simplify the process for users, as they don’t have to remember
complex, customized answers, potentially enhancing usability and recall. For some users,
particularly those who struggle to remember custom answers, this approach could make
it easier to recall the answer when needed. However, not allowing users to customize
answers limits their ability to choose information closely aligned with personal memories,
which could affect applicability. For example, users may find that none of the provided
options have clear memory associations, making the answer more difficult to remember and
diminishing the user experience. Moreover, preset answer lists may fail to meet diverse user
needs. If the options provided do not match a user’s real-life experience, they may have
to select irrelevant answers, impacting their experience and possibly leading to choices
that prioritize memorability over security. To balance security with usability, websites
could consider offering users a preset list along with partial customization options, which
would allow for personalization and enhanced security, addressing the varied needs of users
without compromising ease of use.

Our findings indicate that name-based SQs are the most prevalent type, constituting
71.8% of the options provided by websites. This popularity probably stems from the in-
tuitive and familiar nature of questions involving names (e.g., “mother’s name” or “pet’s
name”). However, these questions generally have low confidentiality, as names can of-

ten be obtained through public information or indirect means. In comparison, questions
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about “firsts” (e.g., first job, first car) and “favorites” (e.g., favorite color, favorite movie)
appear less frequently, at 31.6% and 22.9%, respectively. Although these types are more
varied, they still pose security risks, as an attacker could potentially gather answers from
publicly accessible data or social engineering techniques. Additionally, we observed that
some websites offer a very limited selection of SQs, sometimes fewer than five. This re-
stricted question pool limits user choice, increasing the likelihood of repetitive answers
across accounts, which heightens the risk of answers being guessed or attacked. A small
pool also limits the variety of question types available, reducing effectiveness in catering to
users’ diverse backgrounds and recall preferences. To improve the usability and security of
SQs, websites should expand their question pool by increasing both the quantity and vari-
ety of questions. Providing a wider range of unique questions allows users to select options
that best align with their lives and memories, enhancing personalization and reducing the
likelihood of common answers. An optimized question pool would better support users in
safeguarding account security while maintaining a balance of usability and convenience.
Our findings on the possibility of guessing answers in the manual analysis show that the
minimum length of answers is the main factor, additionally among considering the mini-
mum number of (1) letters, (2) digits, (3) characters (letters or digits) (4) upper and lower
case letters; (5) punctuation marks; and (6) the number of questions in the usage. Generally,
SQs do not mandate minimum uppercase or lowercase characters, which reduces answer
complexity and leaves them more weak to brute-force attacks, especially when compared
to passwords that often have stricter complexity requirements. Additionally, increasing the
complexity of answers to enhance security is impractical, as SQs typically rely on real in-
formation (names, places, dates), which do not match strict character-type requirements (cf.
passwords). The main advantage of SQs lies in their simplicity and memorability. Impos-
ing stricter complexity requirements on answers could undermine these qualities, making

answers more difficult to recall and negatively affecting user experience. To strengthen SQs
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without compromising usability, service providers could consider limiting the number of
SQs required in the account verification process while also raising the minimum answer
length. This approach would enhance the protective value of SQs without adding a sig-
nificant memory burden for users, achieving a balance between security and ease of use.
This finding emphasizes the trade-off between security and usability in the use of SQs. Al-
though password managers can help with storing complex answers securely, their use also
introduces reliance on external tools, which complicates the balance between security and
usability.

Our analysis of website SQ requirements reveals that many websites fail to adhere to
established guidelines, such as those from OWASP, thus increasing the risk of brute-force
attacks. We also suggests that policymakers and data-protection authorities should play a
more active role in enforcing best practices for SQs. Guidelines such as those from OWASP
are widely available, yet they remain under-implemented by website administrators. Regu-
latory frameworks, such as the General Data Protection Regulation (GDPR) in the EU and
the California Consumer Privacy Act (CCPA) in the US, already emphasize the need for
strong security measures for protecting personal data. This could be extended to include
stricter enforcement of SQ standards. Websites should be required to adhere to minimum
standards for answer length and the avoidance of overly personal questions.

Responsible Disclosure. We conducted responsible disclosure for any identified security
concerns with the websites involved, following best practices for ethical research. Finally,
we contacted 44 websites to report SQs weaknesses but received four non-automated and
17 automatic responses, none of which addressed the reported weaknesses. For instance,
American Airlines completely disregarded the reported weaknesses, responding with (“/
understand that you want to know more about our website”) and providing a phone num-
ber and a link to their FAQ instead. Similarly, Australian Immigration and Citizenship

referred us to the 2023-2030 Australian Cyber Security Strategy but avoided discussing
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the weaknesses, citing concerns about disclosing sensitive information. Upwork merely

redirected us to its bug bounty program.
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Chapter 5

User Survey of Security Questions

In this chapter, we lay out the key steps and findings of the user study, beginning with
its methodology. We describe the recruitment process, the structure and design of the
questionnaire, the procedure followed, and the steps taken to ensure data reliability. Next,
we present the study’s results, highlighting respondents’ insights and behaviors on SQs.

Finally, we offer a brief discussion of these findings.

5.1 Methodology

To understand people’s perceptions of SQs, we conducted an online user survey (N =

292); Figure 5.1 depicts the general study procedure with the key numbers regarding the

1319 340 292
@ USER Recruitment = Screeningbased & Surveyonuser &  Quantitative &
. I —>» Onexperience —»  experience —» qualitative
SURVEY via Prolific with 5Q & perceptions i
146 &
2 Vo X P
@ WEBSITE Manually @ Accoont ——> uantll'ttattl've
ANALYSIS search i >» » Registration 1913 @ qualitative
> analyses

Figure 5.1: Flow chart of the study procedure.
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collected data.

Ethics. The survey was approved by the Institutional Review Board (IRB) of the Univer-
sity of Lausanne. All aspects of this study were conducted with the utmost attention to
respondent privacy and data protection. We informed the respondents about the nature of
the survey and obtained their consent. The respondents were informed of their right to with-
draw at any time, with a guarantee that their data would be deleted upon withdrawal. No
personally identifiable information was collected. Respondents were also reminded to not

upload screenshots of the SQs with their responses, thus further ensuring confidentiality.

5.1.1 Recruitment

We relied on the Prolific platform, considered a reliable source of respondents for scien-
tific research [26]. We requested a representative sample of the US population (w.r.t. loca-
tion, age, sex, and ethnicity, as per the US Census Bureau). We chose the US as Prolific has
a large user base in the country and the English language used in the article is a commonly
used language in the US. After two weeks of data collection, we obtained the targeted
number of respondents in all categories except for the two respondents in the 55-64 age
group, four in the 65-74, and 25 in the 75-100. Following Prolific’s recommendation, we
re-assigned the unfilled quotas to the other age groups. Table 5.1 provides the summary
statistics about the respondents in our final sample (i.e., after our data-reliability procedure
described next in Procedure Section). Our survey was advertised to the respondents as a
15-minute questionnaire about people’s perceptions of and responses to SQs on online ser-
vices. In the advertisement, we specified that (eligible) respondents should have at least
one account on an online service that uses SQs. We also asked prospective respondents
to choose one such online service in preparation for the survey. In accordance with Pro-
lific’s recommendations (i.e., £9.0 per hour), we compensated the respondents with £2.75

for their participation.
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n % n %

Sex Age

Male 146  50% 18-24 36 12.3%

Female 146  50% 25-34 60 20.5%
Ethnicity 35-44 64 21.9%

Asian 16 55% 45-54 54 18.5%

Black 30 10.3% 55-64 45 15.4%

Mixed 29 9.9% 65-74 31 10.6%

Other 19 6.5% 75-100 2 0.7%

White 198 67.8% SeBIS[8] M =298,SD=54

Table 5.1: Demographics of the survey respondents (final dataset, N = 292).
5.1.2 Questionnaire

Depending on the survey logic, respondents were asked 36 to 38 questions, distributed
across eight parts. Almost all questions were close-ended, but four were open-ended in
order to collect deeper responses about the more complex aspects (e.g., describe the re-
spondent’s rationale behind a certain behavior). The questionnaire covered various topics,
including users’ experiences, their strategies for answering SQs, and their perceptions of
security mechanisms. We divide our questionnaire into eight parts (see the survey transcript
in Appendix A.1).

Part A. Introduction and Consent. The questionnaire started with a consent form that
detailed the topic and purpose of the study, the entities involved in conducting the study,
the inclusion/exclusion criteria, as well as the respondents’ rights in the research process.

Next, respondents were required to provide explicit consent to partake in the survey.

Part B. Sample Website that use Security Question. We first asked the respondents if
they use SQs and further asked them to provide the URL and a screenshot of a website that
uses SQs. The respondents were instructed that the screenshot should provide evidence
that the website indeed uses SQs but that it should not include their answers to the SQs (for
obvious security reasons). The goal of this question was two-fold: (1) to make sure that

the respondents know about SQs (and have some experience with them); and (2) to gather
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names of websites that use SQs for subsequent analysis (see Figure 5.1). We warned the
respondents that only accurate URLs and relevant screenshots will be accepted (otherwise,

their data would be discarded and they would not be compensated).

Part C. User Experiences and Practices. We assessed the respondents’ experiences and
practices regarding the use of SQs in online services. We covered topics such as the preva-
lence of SQs, the purpose of their use, the number of SQs offered by the service providers,
the number of SQs required by the service providers to be answered for registration and
login, and respondents’ strategies for selecting the SQs offered by the service providers.
Lastly, we asked the respondents the proportion of SQs that rely on their usage of a given

service (e.g., the phone number they call most often, in the case of a mobile operator).

Part D. User Strategies for Answering. We investigated respondents’ strategies on how to
set out answers to the SQs and recall them. We first asked about the frequency of providing
consistent answers to the same SQ, and later assessed the respondents’ attitudes towards
providing truthful vs. untruthful answersto SQs. Respondents were asked about the reasons
for doing so. We also assessed their comfort level about sharing their personal information

with the service provider when answering SQs.

Part E. Answer Recall. We assessed respondents’ perceptions and practices regarding the
recalling of their answers to the SQs. We asked how difficult or easy it is for them to
remember their answers, the mechanisms they use to facilitate the recalling process, and
the extent which these mechanisms are utilized across online services relying on SQs. We

also asked about the frequency of forgetting SQ responses.

Part F. Perceived Effectiveness. We assessed respondents’ perceptions of the effectiveness
of the protection provided by SQs. First, we asked the respondents to compare and explain
the level of protection provided by SQs compared to passwords. The insights indicated
whether there was a prevailing opinion among respondents regarding the relative effective-

ness of passwords vs. SQs in providing protection. Next, we asked about the perceived
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effectiveness of the protection provided by the SQs. Furthermore, we asked respondents
to select the difficulty level of their answers being guessed by different adversaries such as

strangers, close relatives, and mobile operators.

Part G. Preference of Security Mechanisms. We asked respondents to take into ac-
count both security and usability, and rank various security mechanisms (e.g., SMS, SQs,
email [1, 36, 11]) as a second factor of authentication, from the most preferred to the least
preferred. Additionally, we asked the respondents to rank different categories of SQs that
they would prefer to be queried about. We followed the study of Golbeck and Li [12] to
determine the following categories: Aspirations, Favourites, Firsts, Locations, Names, and
Numbers. To mitigate potential bias stemming from the order in which items are presented,

we randomized these categories.

Part H. General Security Behavior. We used the 8-item Security Behavior Intentions
Scale (SeBIS) [8] to evaluate individuals’ intentions and behaviors concerning online se-
curity practices. Through these questions, we aimed to gain insights into several key as-
pects: (i) awareness of security measures; (ii) behaviors in response to security incidents;

(i11) strategies for managing security; and (iv) consistency in security practices.

5.1.3 Procedure

Prior to survey deployment, we conducted cognitive pretests and a soft launch to proac-
tively identify and address potential issues in the questionnaire design. For the survey, we
asked (via e-mail) seven master’s students, from Concordia University, with backgrounds
in computer security and (in-person) two doctoral students, from the University of Lau-
sanne, with backgrounds in HCI. None of these students were part of the research team of
this work. Using their feedback, we refined the question wording to enhance clarity and
optimized the answer formats to improve efficiency and comprehension. For questions that

respondents found confusing or difficult to understand, we rephrased them to make them
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more understandable and highlighted certain key elements in bold to draw respondents’ at-
tention. Taking into account their suggestions, we modified some options by changing the
adverbs. Subsequently, before deployment, we published a soft launch with a sample size
of 20 respondents to assess the survey’s comprehensiveness and to identify any necessary
modifications for enhancement. During the soft launch, we discovered that one question
was never displayed due to an error in the condition; we later changed this for the final

survey. We did not use the soft launch data for the final analysis.

5.1.4 Data Reliability

Although Prolific serves as a valuable resource for recruiting respondents in order to
facilitate high-quality data for academic research, it might not entirely prevent distracted,
unfocused, or impatient respondents. Consequently, we implemented several strategies to
mitigate these issues and ensure data quality. More specifically, we removed the respon-
dents who (1) did not fully complete the questionnaire (907 removed, 412 kept); (2) dis-
agreed with the consent (3 removed, 409 kept); (3) selected “no online service relied on
SQs” or “none” for the proportion of online services where their accounts rely on SQs (69
removed, 340 kept); (4) selected the wrong answer in the attention check question (6 re-
moved, 334 kept). We also (5) attempted to remove the responses of speeders who were
exceptionally fast. However, following the guidelines of Matsuura et al. [23], we decided
to keep them as their response looked reliable: they submitted a relevant screenshot and
provided meaningful answers to open-ended questions, with consistent answers overall
(2 suspected speeders identified, but 0 removed, 334 kept); (6) discarded the individuals
whose screenshots did not display original SQs' (42 removed, 292 kept); (7) contacted the
17 respondents who misunderstood specific questions (e.g., frequency of truthful answers)

and provided inconsistent answers in order to give them the opportunity to correct their

"We used the Google Image search engine to identify the images copied from the Web.
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(a) Proportion of websites that rely on SQs.  (b) Number of SQs offered by websites upon reg-
istration.

Figure 5.2: Practices of websites regarding SQs (reported by the survey respondents).

responses: 10 of them did so. For instance, a respondent indicated “frequently” in response
to the question about the frequency of providing truthful answers to SQs, but subsequently
stated in an open-ended question that they never provided untruthful answers. We still re-
tained the data of the seven other respondents as they provided meaningful responses to
the open-ended questions, thus demonstrating their commitment. Ultimately, we collected

N = 292 responses. The median time to complete the survey was 17:28.

5.2 Results

In this section, we present the findings derived from our survey?.

5.2.1 User Practices and Experiences

Regarding the prevalence of SQs, the majority of the respondents reported that less than
half of the online services, where they have accounts, rely on SQs (see Figure 5.2a). Note,
however, that people who do not have any accounts on a service that relies on SQs were
excluded from our pool. As for the evolution of the prevalence of SQs, overall, respondents
had the impression that the proportion of online services that rely on SQs decreased over
the last years (see Figure 5.3).

In terms of use cases, the majority of the respondents (n = 267, 91.4%) reported that

%In this section, we focus solely on the contributions we made in the survey.
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Figure 5.3: Evolution of the proportion of websites that rely on SQs (perceived and re-
ported by the survey respondents).

SQs are used by online services for letting users regain access to their account (e.g., pass-
word recovery). The other two use-cases were for accessing their account, e.g., login
(n = 144, 49.3%), and for performing sensitive operations, €.g., money transfer (n = 104,
35.6%).

The vast majority of the respondents reported that the services, where they have ac-
counts, provided less than ten SQs to choose from when registering their accounts; see
Figure 5.2b. Regarding the number of SQs they were required to set up upon registration,
the most frequent response was one of three questions (n = 157, 53.8%), followed by two
(n = 85, 29.1%) and one (n = 33, 11.3%). As for the number of SQs they were required
to answer on the usage page, e.g., login and password recovery, the vast majority reported
only one (n = 156, 53.4%) or two (n = 82, 28.1%).

Regarding the type of SQs used by online services, the respondents were asked about
the prevalence of questions based on their use of that service, e.g., “What is the approximate
amount of the last transaction on your bank account?”. Apparently, such questions are not
widely used in practice with the large majority of respondents reporting that none (n = 116,

39.7%) or almost none (n = 87, 29.8%) of the services rely on such questions.
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Figure 5.4: Respondents’ strategies for answering SQs.

Mechanism | Frequency
Password manager | n = 107, 36.6%
Regular written notes (e.g., a physical notebook) | n = 67, 22.9%
Regular digital notes (e.g., simple file) |n = 53, 18.2%
Secure digital notes (e.g., Standard Notes, Joplin) |n = 34, 11.6%
Secure written notes (e.g., a physical note in a vault) [n = 26, 8.9%
None |n = 67,22.9%

Table 5.2: Mechanisms used by the respondents for recalling their answers to SQs.

5.2.2 User Strategies for Answering

When asked whether they provide different responses to the same SQs across different
services, only 16.1% (n = 47) of the respondents reported at least “frequently” providing
different answers, whereas the majority mentioned that they never do so (n = 113, 38.7%),
or do so very rarely (n = 61, 20.9%). In terms of answering truthfully vs. untruthfully when
respondents registered their accounts, as shown in Figure 5.4a, the majority of the respon-
dents usually provide truthful responses (“always”: n = 143, 49.0%; “very frequently”:
n =43, 14.7%; “frequently”: n = 35, 12.0%).

We asked the respondents how comfortable they would be sharing personal informa-
tion when answering SQs. Overall, the largest group of respondents (n = 117, 40.1%)
expressed some level of comfort, yet a substantial proportion (n = 107, 36.6%) declared
being uncomfortable, as shown in Figure 5.4b. Neutral responses accounted for a substan-

tial portion of the group (n = 68, 23.3%), indicating a mixed overall sentiment.
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Figure 5.5: Memorability of SQs (reported by the survey respondents).

5.2.3 Answer Recall

About 20.5% (n = 60) of the respondents thought that it was difficult to remember their
responses to SQs, with the majority finding it “easy” (n = 110, 37.7%), or “extremely
easy” (n = 41, 14.0%). We then examined the frequency with which respondents forget
their responses to SQs. Note that people might remember the answer to their SQs but
not their exact response because of the variety of ways to spell it (e.g., upper/lower cases,
spaces, hyphens, spelling of non-Latin characters in Latin). Note that we did not distinguish
between the case where people forget the answer (i.e., the true response) and the case where
they forget their response. The results indicated that only a few respondents forget the
responses to SQs (“always”: n = 5, 1.7%; “very frequently”: n = 8, 2.7%; “frequently”:
n=12,4.1%).

We asked the respondents whether they use any mechanism to help them recall their
responses, and how frequently they do so; Table 5.2 summarizes these findings. Password
managers (n = 107, 36.6%) and regular written notes (n = 67, 22.9%) are the two most
common mechanisms. To the best of our knowledge, though password managers often
offer the option to store generic notes (that can accommodate answers to SQs), none of the
popular ones appear to offer the possibility to automatically save and/or fill the answers to
SQs directly on webpages (as done for passwords). This is probably because there is no web
standard associated with SQs (unlike for passwords, for which HTML elements such as

‘<input type=‘‘password’’>’ can be used). Notably, 22.9% (n = 67) of respondents
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I Extremely Easy Slightly Easy Slightly Difficult I Extremely Difficult
Moderately Easy Neither Easy Nor Difficult Moderately Difficult B8 No-data

Strangers 8.9% 23.6%
Colleagues 7.5% 7.2% 15.1%
PUBLIC profiles 8.9% 9.2% 20.9%
PRIVATE profiles 4 5.8%  9.6% 7.9% 12.0% 18.5%
Friends 4| 5.5% 18.8% 13.0% 15.8% 23.3%
Your mobile operator 5.1% 14.7% 17.1% 8.9% 21.2%

Your e-mail provider 8.6% 14.0% 16.4% 11.3% 19.2%
Close relatives 21.2% 22.6% 8.6% 12.3% 16.8%
Intimate partners 24.3% 19.9% 11.6% 7.5% 12.3%

Figure 5.6: Levels of difficulty for different entities to guess someone’s answers to SQs
(assessed by the respondents).

did not use any specific mechanism. Regarding the extent to which they rely on such
mechanisms, we observed a tendency toward the lower end of the scale (“none”: n = 21,

9.3%; “almost none”: n = 40, 17.8%; “slightly less”: n = 38, 16.9%).

5.2.4 Perceived Effectiveness and Preferences

We assessed the respondents’ perceptions of the protection level provided by SQs com-
pared to passwords. More respondents (n = 117, 40.1%) indicated that SQs provided better
protection than passwords, whereas 31.5% (n = 92) believed that passwords offered better
protection (the rest perceived them as equivalent).

We asked respondents how effective they find SQs for protecting their online accounts.
Most respondents (n = 190, 65.1%) believed that SQs were effective, with “slightly effec-
tive” being the most selected option (n = 88, 30.1%).

Regarding the difficulty, for different entities, to guess someone’s answers, results
shown in Figure 5.6), respondents reported that it would not be too difficult for their close

relatives and intimate partners. Yet, interestingly, they reported similar levels of difficulty
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Figure 5.7: Respondents’ preferences regarding different security mechanisms, consider-
ing both security and usability. The orange lines indicate the median values.

for friends and for e-mail/SMS providers, and higher levels for people with access to their
social profiles.

Finally, we asked respondents to consider both security and usability and rank the se-
curity mechanisms when used as a second factor of authentication—on top of a password.
The results are shown in Figure 5.7a (1 is the most preferred). SMS was the most preferred
authentication method with a mean rank of 2.8 (Mdn = 2), while Hardware Tokens were
the least preferred with a mean rank of 5.0 (Mdn = 6). SQs are ranked after authenticator
mobile apps and emails with a mean rank of 3.9 (Mdn = 4). SMS was the most preferred
authentication method, likely due to its excellent usability, particularly the seamless autofill
feature that automatically pastes the verification code, making the process quick and conve-
nient. However, despite its usability advantages, SMS has security issues that respondents
may not be fully aware of, such as susceptibility to shoulder surfing attacks [9], SIM swap
attacks [20], and the lack of encryption, which can allow adversaries to read the messages.

Similarly, we inquired about the kinds of SQs respondents preferred to be asked about
(see Figure 5.7b). While Firsts were the most preferred type with having the lowest mean
rank at 3.1, overall, Firsts, Names, Favorites, and Locations were all preferred with having

the same median rank (Mdn = 3), possibly suggesting that these types of questions are
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generally perceived as easier to remember and answer. Aspirations were the least preferred
type with the highest mean rank at 4.3 (Mdn = 5), likely because they involve more sub-
jective and potentially changing information, which may introduce uncertainty or difficulty

in providing consistent answers over time.

5.3 Discussion

Our findings reveals that users can feel pressured to reveal truthful information, un-
aware that providing untruthful answers can be a valid and effective security strategy. This
pressure also increases their exposure to social engineering attacks, e.g., via casual con-
versations or phishing attempts, particularly from friends and relatives, and even strangers.
To mitigate these risks, users should be informed about the importance of varying their
answers across services and be encouraged to use password managers for securely stor-
ing answers, especially when using more complex responses. Educating users about the
flexibility of SQs and promoting these practices could help reduce their weaknesses.

Our findings also highlight insider threats, such as intimate-partner violence [10], as
a significant concern. SQs often rely on personal information accessible to those clos-
est to the user, making them vulnerable to exploitation by individuals with social prox-
imity. Protecting users from these insider threats is especially important in cultural con-
texts where shared-device use is common. For example, cultural norms in regions such
as South Asia often require women to share their devices with household members [28],
which can create unexpected challenges. To address these vulnerabilities, SQs might need
to be redesigned, potentially incorporating multi-factor authentication that cannot be eas-
ily bypassed by someone familiar with the user’s personal details. Lastly, websites should
consider the type of personal information users share publicly on their social media profiles
and should propose SQs that rely on non-public behavioral information rather than static

easily accessible details.
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Chapter 6

Concluding Remarks

In this chapter, we delve into the key findings on SQs, outline the limitations, and
offer targeted recommendations. Additionally, we provide an overview of future research

directions to guide and inspire subsequent researchers.

6.1 Key Takeaways

Through detailed categorization of widely collected security questions and analysis of
websites implementing them, this thesis reveals several key findings.

The Findings reveal that questions about “Names” make up the majority, accounting
for 71.8% of all collected questions—significantly higher than other types, such as those
related to “Firsts” (31.6%), “Favorites” (22.9%), and “Locations” (17.2%). When fur-
ther analyzing unique questions, name-related questions remain dominant at 67.0%, while
“Firsts”, “Favorites”, and “Locations” questions comprised 27.9%, 25.5%, and 16.4%, re-
spectively.

Evaluation of these security questions based on the five key characteristics—memorability,
consistency, applicability, confidentiality, and specificity—shows underwhelming results.

Only 41.2% of questions fully meet the memorability, 44.0% satisfy consistency, and
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62.2% are applicable. Confidentiality and specificity are met by just 2.0% and 28.2% of
questions, respectively. For unique questions, these proportions decline further, highlight-
ing poorer performance across these five attributes.

Analysis of current website practices also uncovers concerning trends. The majority of
sites lacks minimum length requirements for security question answers, with 49.3% sites
allowing answers as short as one character. Additionally, over half (55.6%) of the sites
permit users to reuse the same answer for multiple security questions, and 91.1% do not
enforce case sensitivity for answers. While these practices may enhance user convenience,
they clearly compromise security.

Additionally, manual analysis of websites shows that many websites do not follow
OWASP’s recommendations when building their SQ authentication systems. For example,
31 out of 67 websites (46.3%) do not re-authenticate the user’s identity before allowing
them to set SQs, and 15 out of 36 websites (41.7%) rely solely on SQs during password
recovery, without combining them with e-mail verification.

Our survey findings reveal important insights into users’ perceptions and behaviors
regarding SQs. Notably, users report a declining reliance on SQs for authentication, yet
they remain frequently used for account recovery. Respondents commonly select questions
based on ease of recall, yet a substantial proportion prioritizes privacy and security by
choosing less predictable answers and answers that are not publicly available (e.g., from
users’ social media profiles). The survey highlights a significant gap in user awareness,
with some believing that services already possess the correct answers to personal SQs.
Although most users provide truthful answers, some choose untruthful responses for added
security. The findings show that though users generally find SQs easy to recall, they express

mixed feelings about the security and privacy implications of sharing personal information.
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6.2 Limitations

Despite efforts to ensure broad coverage and objectivity in the evaluation process, this
thesis has certain limitations.

Due to the recommendations by security authorities (such as those of the US NIST)
against the use of SQs for online authentication, some websites have phased out this method,
e.g., Google (since 2014). Additionally, we are not able to fully analyze the requirements
of SQs on many websites because they require real-world identification, such as U.S. Social
Security Numbers or client IDs. These pose a significant barrier to accessing websites for
a thorough analysis of the requirements. Although we identified 146 websites offering SQs
from the survey, only 35 out of 146 websites were ultimately suitable for detailed analysis.
Thus, we extend the dataset of websites via the Google search engine, but it is not an effi-
cient method. OWASP has outlined that SQs used for resetting forgotten passwords should
possess the following characteristics: “memorable”, “consistent”, “applicable”, “confiden-
tial”, and “specific”’. However, the lack of a standardized assessment method introduces
bias, possibly leading to less precise or debatable assessments of certain security questions,
thus affecting the accuracy and reliability of the conclusions. For instance, the memorabil-
ity criterion implies that a security question’s answer should be easy for the user to recall.
However, what qualifies as “easy to remember” largely depends on individual memory
habits, adding complexity to consistent evaluation.

The limitations of the questionnaire study stem from several key factors that influ-
ence its generalizability and scope. Firstly, the respondent pool comprises 292 individuals,
which, while providing meaningful insights, may not be sufficiently large to capture diverse
perspectives comprehensively. Secondly, all respondents are drawn from a single country,
potentially limiting the applicability of findings across varied cultural or geographical con-
texts. Furthermore, a majority of participants with university-level education and strong

technical expertise, introducing a bias that excludes individuals with different educational
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or technical backgrounds.

6.3 Recommendations

Here are some recommendations for online services to enhance the security and usabil-

ity of security questions:

e Enhancing the diversity of security questions. Expanding the categories, numbers
and specificity of security question options allows users to select questions that best

suit their preferences, improving both usability and security.

e Optimizing security question design. It is essential to consider the five characteristics
of memorability, consistency, applicability, confidentiality, and specificity. (1) Ques-
tions and answers should focus on memorable cues users can easily recall; (2) Ques-
tions and answers should be keep consistent to prevent users from forgetting or mis-
interpreting responses due to time or situational changes. (3) Questions should suit
users of various ages, professions, and cultural backgrounds to ensure broad applica-
bility. (4) Questions and answers should avoid including details that could easily be
discovered through social media or other publicly accessible sources. (5) Questions
and answers should be specific and clear to minimize user confusion or misinterpre-

tation, avoiding ambiguous or overly broad language.

e Implementing strict security standards. By following guidelines from trusted or-
ganizations (e.g., OWASP), websites can establish stringent requirements for secu-
rity question authentication mechanism, including length, complexity, and guess at-

tempts, to strengthen account protection.

For users, here are some suggestions:
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e Choose unique and difficult-to-guess answers. Users should avoid simple or easily
guessed answers and select the responses that are known only to users and difficult

for others to obtain.

e Handle personal information carefully. Users should protect their personal informa-
tion by avoiding sharing details that may be linked to their security answers in public

settings.

e Use memory tools for complex answers. For answers that are difficult to remember,
users should consider using a password manager to securely store them, ensuring

they can accurately recall them when needed.

6.4 Future Work

According to the findings and limitations in this thesis, there are some potential future

works:

e Security questions in mobile apps. It would investigate various types of mobile apps
(also increase the number) to analyze the security questions they employ, the design
patterns used, and how these elements relate to user privacy and data security. It
would evaluate the real-world effectiveness of security questions in these apps, con-
sidering factors such as their memorability and resilience against guessing attacks.

Then it would compare with such mechanism in the websites to find the variations.

e Comprehensive review and optimization of the security question verification process.
This includes, but is not limited to, re-evaluating the effectiveness of existing security
questions, improving the mechanisms for validating user responses, and ensuring the

process is as resilient as possible against automated attacks and human guessing.
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For example, implementing more sophisticated logic or integrating historical user

behavior data could significantly enhance the security of the verification process.

Protections for user answers in online services. This may involve employing ad-
vanced encryption techniques to securely store answers, enforcing stricter data access
control policies, and developing systems capable of real-time monitoring and block-
ing suspicious activities. Furthermore, it could focus on designing more personalized
and less predictable security questions to increase the difficulty for attackers attempt-

ing to breach accounts.

Security questions generation. It would research a novel security question answer
management mechanism that allows users to dynamically update their security ques-
tion answers periodically or based on specific events, such as forgotten passwords or
device changes, enhancing account security. Additionally, leveraging machine learn-
ing and data analytics to customize security questions based on user behavior patterns
could make these questions more difficult to guess while simultaneously improving

the user experience.
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Appendix A

A.1 Survey Transcript

Note: Coding rules are colored in gray (not visible to respondents)

Sec. A.

QL.

Introduction and Consent

[Text Entry.] What is your Prolific ID? Please note that this response should auto-fill with the correct

ID. [ ] (text)

STUDY

You are invited to participate in a research study about people’s perceptions of and responses to se-
curity questions on online services (e.g., “What is your mother’s maiden name?”, which could be
used to secure access to users’ accounts). This study is conducted by researchers from [Redacted for

anonymous review]. We ask you to take a survey that takes approximately 15 minutes to complete.

PARTICIPATION CRITERIA

To be eligible for this study, you must be a user of at least one online service that relies on security

questions.

YOUR RIGHTS

You will be paid £2.75 ( USD 3.5) for your complete participation in the study. You may choose
to terminate your participation in this study at any time and for any reason. However, if you choose
to terminate your participation, you will not be compensated, and your data will be deleted. If you
participate, your answers will be kept confidential. Also, we do not collect any personally identifying
information, such as your name and e-mail address. All data will be stored on a secured server, and

only the researchers participating in this study can access it.
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Q2.

Sec. B.

Q3.

Q4.

The results of this research study will be used solely for academic research and might be published
in scientific journals and conferences. Any published information will be aggregated and/or de-

identified.

As a precautionary measure, in your responses to this survey, please refrain from providing any

responses that you usually give to the security questions you receive online.

[Single Selection.] CONSENT

If you wish to participate in this research study and you meet the participation criteria, please select
the “Agree” option to continue. It will indicate that you fulfill the participation criteria, that you
will answer all questions truthfully, and that you consent to our use of the collected data under the
conditions stated above. If you select the “Disagree” option, you will not participate in this research

study and will not be paid.
(a) Agree

(b) Disagree [Terminate. |

Sample Website that use Security Question

[Single Selection.] Does any of the online services, where you have an account, rely on security

questions (e.g., “What is your mother’s maiden name?”’)?

(a) Yes

(b) No [Terminate.]

[Single Selection] Approximately what proportion of the online services where you have an account

rely on security questions?

(a) 1-None [Terminate.]|
(b) 2 - Almost None

(c) 3 - Slightly Less

(d) 4 - About Half

(e) 5 - Slightly More

() 6 - Almost All
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(g) 7-All

Please note: For the following questions, only accurate URLs and relevant screenshots of security
questions will be accepted. Respondents who submit incorrect or irrelevant URLs/screenshots will

not be compensated.

Q5. [Text Entry.] Please provide the URL (link) of the website of one such online service where you have

an account. [ | (text)

Q6. [File Upload.] Please provide a screenshot showing the security questions (but not your responses)

for one such online service where you have an account.

Only PDF and graphic files (e.g., PNG, JPG) are accepted. Here is an example (from Allstate).

For instructions on how to take a screenshot on your device, click on the appropriate link: Android,

10S, Windows, macOS, Linux.

[Drop files or click here to upload] (file upload)

Sec. C. User Practices and Experiences

Q7. [Single Selection.] Based on your experience, the proportion of online services that rely on security

questions has recently

(a) 1 - Drastically Decreased
(b) 2 - Decreased

(c) 3 - Slightly Decreased
(d) 4 - About the Same

(e) 5 - Slightly Increased
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https://support.google.com/android/answer/9075928?hl=en
https://support.apple.com/en-us/102616
https://support.microsoft.com/en-us/windows/use-snipping-tool-to-capture-screenshots-00246869-1843-655f-f220-97299b865f6b#ID0EDD=Windows_11
https://support.apple.com/en-ca/guide/mac-help/mh26782/mac
https://www.maths.cam.ac.uk/computing/linux/X/screenshots

(f) 6 - Increased

(g) 7 - Drastically Increased

Q8. [Multiple Selection.] For what purpose do these online services, where you have an account, rely on

security questions?
(Select all that apply)
(a) To access my account (e.g., login)
(b) To regain access my account (e.g., password recovery)

(c) To perform sensitive operations (e.g., transferring large amounts of money, modifying important

account settings)

(d) Other (please specity) [ ] (text)

Q9. [Single Selection.] Approximately how many different security questions do the online services you

use typically offer you to select from, when registering your account?

(a) Lessthan5
(b) 5-10
(c) 11-15
(d) 16-20

(e) More than 20

Q10. [Single Selection.] Approximately how many security questions do your online services typically

require you to select when registering your account?
(@ 1
(b) 2
() 3
(d 4

(e) More than 4
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Q11. [Open-ended.] What is your general approach for selecting security questions when registering

your account? [ ] (text)

Q12. [Single Selection.] Approximately how many security questions are typically required when you use
your online services (e.g., to login)?
(@ 1
(b) 2 [Display this option if Q10$=2 or Q10$=3 or Q10$=4 or v$=More than 4]
(¢) 3 [Display this option if Q10$=3 or Q10$=4 or Q10$=More than 4]
(d) 4 [Display this option if Q10$=4 or Q10$=More than 4]

(e) More than 4 [Display this option if Q10$=More than 4]

Q13. [Single Selection.] Among your services that rely on security questions, approximately what pro-

portion of them rely on questions based on your use of that service?

Examples: from your bank: ’approximate amount of the last transaction on your bank account”, from
your mobile operator: “phone number you call most often”, etc.

(a) 1-None

(b) 2 - Almost None

(c) 3 - Slightly Less

(d) 4 - About Half

(e) 5 - Slightly More

(f) 6 - Almost All

(2) 7-All

Sec. D. User Strategies for Answering

Q14. [Single Selection.| How often do you use different responses to the same security questions across
multiple online services (e.g., declaring your favorite food as "Pizza” on one service and as “Pasta”

on another)?
(a) 1 - Never

(b) 2 - Very Rarely
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(c) 3 -Rarely

(d) 4 - Occasionally
(e) 5 - Frequently

(f) 6 - Very Frequently

(g) 7- Always

Q15. [Single Selection.] In general, how frequently do you provide the truthful answers (e.g., the actual

maiden name of your mother) to security questions when registering your account?
(a) 1 - Never
(b) 2 - Very Rarely
(c) 3 -Rarely
(d) 4 - Occasionally
(e) 5 - Frequently
(f) 6 - Very Frequently

(g) 7- Always

[Display Q16 if Q15$!=1 - Never]

Q16. [Open-ended.] Please briefly describe your reasons for providing truthful answers to security ques-

tions, when registering your account. [ ] (text)
[Display Q17 if Q15$!=7 - Always]

Q17. [Open-ended.|] Please briefly describe your reasons for providing untruthful answers to security

questions, when registering your account. [ ] (text)

Q18. [Single Selection.] How comfortable are you with giving away personal information to an online

service when providing responses for the security questions?

(a) 1 - Extremely Uncomfortable
(b) 2 - Uncomfortable

(c) 3 - Slightly Uncomfortable
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(d) 4 - Neither Comfortable Nor Uncomfortable
(e) 5 - Slightly Comfortable
(f) 6 - Comfortable

(g) 7 - Extremely Comfortable

Sec. E. Answer Recall
Q19. [Single Selection.] How difficult/easy do you find it to remember your responses to security questions?

(a) 1 - Extremely Difficult

(b) 2 - Difficult

(c) 3 - Slightly Difficult

(d) 4 - Neither Difficult Nor Easy
(e) 5 - Slightly Easy

(f) 6 - Easy

(g) 7 - Extremely Easy

Q20. [Multiple Selection.] Which of the following mechanisms do you use to help you recall the responses

(to the security questions) you provided when registering the account?
Select all that apply.

(a) Password manager

(b) Regular digital notes (e.g., simple file)

(c) Secure digital notes (e.g., Standard Notes, Joplin)

(d) Regular written notes (e.g., a physical notebook)

(e) Secure written notes (e.g., a physical notebook stored in a vault)

(f) Other (please specify) [ ] (text)

(g) None

[Display Q21 if Q20$!=None]
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Q21. [Single Selection.] To what extent do you use these mechanisms (i.e., to help you recall the responses)

on the online services that rely on security questions?
(a) 1-None
(b) 2 - Almost None
(c) 3 - Slightly Less
(d) 4 - About Half
(e) 5 - Slightly More
(f) 6 - Almost All

(g) 7-All

Q22. [Single Selection.] How frequently do you forget the response you provided to a security question

(when registering the account)?
(a) 1-Never
(b) 2 - Very Rarely
(c) 3 - Rarely
(d) 4 - Occasionally
(e) 5 - Frequently
(f) 6 - Very Frequently

(g) 7- Always

Sec. F. Perceived Effectiveness

Q23. [Single Selection.] In your opinion, compared to the level of protection provided by passwords, the

level of protection provided by security questions is:

(a) Much Worse
(b) Worse
(c) Slightly Worse

(d) About the Same
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(e) Slightly Better
(f) Better

(g) Much Better

Q24. [Open-ended.] Please briefly describe why you think the level of protection provided by security

questions is [selected choice at Q23] than that provided by passwords. [ ] (text)

Q25. [Single Selection.| How effective do you find security questions for protecting your online accounts?

(a) 1 - Strongly Ineffective

(b) 2 - Ineffective

(c) 3 - Slightly Ineffective

(d) 4 - Neither Effective Nor Ineffective
(e) 5 - Slightly Effective

(f) 6 - Effective

(g) 7 - Strongly Effective

Q26. [Single Selection.] Please select 3 - Slightly Disagree” to show you are paying attention to this

question. [Attention check]
(a) 1 - Strongly Disagree
(b) 2 - Disagree
(c) 3 - Slightly Disagree
(d) 4 - Neither Agree Nor Disagree
(e) 5 - Slightly Agree
(f) 6- Agree

(g) 7 - Strongly Agree

Q27. [Single Selection.] Do you have any online social network accounts (e.g., Facebook, Twitter)?

(a) Yes
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(b) No

When answering the following question, please note that a public social media profile means that any-
one can see your posts/stories, and a private social media profile means that only your friends/contacts/followers

can see them.

Q28. [Grid question.] How difficult/easy do you think it is for the following entities to guess — in a few

tries (1-3) — your responses to security questions?

For entities that do not apply, please imagine and let us know.

Row options:

— Strangers

— Close relatives (parents, siblings)
— Intimate partners

— Colleagues

— Friends

— Anyone with access to your PUBLIC social network profiles (information such as gender and

age), posts, photos, etc. [Display this option if Q27$=Yes]

— Anyone with access to your PRIVATE social network profiles (information such as gender and

age), posts, photos, etc. [Display this option if Q27$=Yes]
— Your e-mail provider (e.g., Gmail)

— Your mobile operator (e.g., AT&T)

(a) Extremely Difficult

(b) Moderately Difficult

(c) Slightly Difficult

(d) Neither Easy Nor Difficult
(e) Slightly Easy

(f) Moderately Easy
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(g) Extremely Easy

Sec. G. Preference of Security Mechanisms

Q29. [Rank Order. Order randomized.] Taking into account both security and usability, please rank
the following security mechanisms — when used as a second factor of authentication (on top of a

password) — from the most preferred to the least preferred:
(a) SMS
(b) Security questions
(c) Third-party authenticator mobile app (e.g., Google Authenticator)
(d) Hardware Tokens (e.g., bank smartcard and HSBC Secure Key)
(e) E-mail
(f) Voice call

(g) Mobile app (i.e., the mobile app provided by the online service provider, such as HSBC Mobile

Banking App)

Q30. [Rank Order. Order randomized.] Considering both security and usability, which kind of ques-
tions would you prefer to be asked about? Please rank them from the most preferred to the least

preferred one.

(a) Firsts (e.g., What was the first movie you saw in the theater?)

(b) Names (e.g., What is your mother’s maiden name?)

(c) Favorites (e.g., What is your favorite music?)

(d) Numbers (e.g., What was your childhood phone number, including area code?)
(e) Aspirations (e.g., What is your dream job?)

(f) Locations (e.g., In which city did you meet your spouse/significant other?)

Sec. H. General Security Behavior (SeBIS) [8]

Please indicate how often you use the following technology-related practices.

Q31. [Single Selection.] I set my computer screen to automatically lock if I don’t use it for a prolonged

period of time.
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Q32.
Q33.
Q34.
Q3s.
Q36.

Q37.

Q38.

[Single Selection.]| I use a password/passcode to unlock my laptop or tablet.
[Single Selection.] I manually lock my computer screen when I step away from it.
[Single Selection.] I'use a PIN or passcode to unlock my mobile phone.

[Single Selection.] I do not change my passwords, unless I have to.

[Single Selection.] I use different passwords for different accounts that I have.

[Single Selection.] When I create a new online account, I try to use a password that goes beyond the

site’s minimum requirements.

[Single Selection.] I do not include special characters in my password if it’s not required.

(a) 1 - Never

(b) 2 - Rarely

(¢) 3 - Sometimes
(d) 4 - Often

(e) 5- Always
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