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Abstract

Machine Learning Approaches for Anomaly Detection and Load Forecasting in Smart
Buildings Time Series Data

Mabher Dissem

The proliferation of IoT sensors in smart buildings has enabled extensive time-series data
collection, providing valuable insights for predictive maintenance, operational efficiency, and en-
ergy management. This data can be used within an anomaly detection framework to automatically
identify abnormal behaviors, enabling the detection of issues related to power consumption, con-
trol system failures, and sensor malfunctions. Additionally, it supports load forecasting, crucial
for optimizing energy management by enabling efficient resource allocation, cost savings, and sus-
tainable operations through accurate demand prediction. However, [oT devices are prone to issues
like hardware malfunctions and transmission errors, which introduce data anomalies and compli-
cate the effective use of collected data. A popular and effective anomaly detection framework trains
autoencoders on minimizing the error between original and reconstructed sequences. By setting a
threshold on the reconstruction error, abnormal sequences can be distinguished from the predomi-
nant regular patterns. However, this method is highly sensitive to architectural parameters and the
nature of anomalies, making it difficult to develop a universally effective method or fine-tune a
model without prior knowledge of the building and sensors settings. To address this, we propose
a reinforcement learning-based neural architecture search approach to explore a manually defined
search space and identify the optimal neural configuration through trial and error. While this method
demonstrates competitive performance in discovering effective architectures that may be not intu-
itive, it assumes the availability of anomaly-free data for training, which is not practical in real-world
scenarios. Hence, we also present an unsupervised feature bank-based model for anomaly detection

in anomaly-contaminated time series. We integrate this with a recurrent denoising autoencoder,
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trained on data deemed anomaly-free, to replace identified anomalies with plausible patterns. This
results in a combined anomaly detection and imputation pipeline that preprocesses data for down-
stream tasks, such as forecasting, in which we compare the performance of different models before
and after preprocessing and demonstrate significant improvements. Despite these advancements,
data scarcity remains a challenge in training effective load forecasting models for smart buildings,
specially that concerns over the privacy of IoT sensor data make building owners reluctant to share
their data, whether for transfer learning or for centralized model training, as it can reveal sensitive
information about the occupants’ behaviors. To overcome this limitation, we introduce a federated
load forecasting framework to exploit data from multiple buildings while maintaining data privacy.
Acknowledging the diverse load profiles shaped by factors like size, location, and user behavior, we
also investigate existing techniques to personalize the global model to accommodate each building’s

specific characteristics.
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Chapter 1

Introduction

1.1 Background

In the modern era, buildings are undergoing a remarkable transformation, evolving into intel-
ligent and responsive entities thanks to the integration of IoT (Internet of Things) sensors. These
sensors, deployed in various areas of buildings, enable them to gather, process, and analyze vast
amounts of data from their environment that has the potential to offer valuable insights when prop-
erly leveraged [58].

The main drivers for the adoption of these sensors is to enable better management of energy,
ultimately leading to energy and cost saving and to comply with the legislations that have recently
been set by various governments [4] to optimize energy use by encouraging the deployment of smart
meters and intelligent control systems for various building components, such as Heating, Ventilation
and Air Conditioning (HVAC) systems, lighting, pumps, lifts, etc.

This matter is particularly pressing as the global energy consumption continues to rise [57,
65], with the building sector accounting for a significant portion of this demand. According to
recent estimates, buildings are responsible for approximately 35% to 40% of total global energy
consumption [97, 66]. Therefore, enhancing buildings’ energy efficiency is an effective approach
to save considerable amounts of energy, to significantly reduce greenhouse gas emissions [66] and
overall to help mitigate climate change.

Multiples techniques have been proposed over time to prevent energy waste in buildings such



as thermal insulation, efficient glazing solutions, optimized spatial planning and natural ventilation
strategies [40] or more energy efficient technologies for motors, pumps and fans [1]. In particular,
incorporating IoT sensors and their smart applications results in around 30-50% energy savings
in comparison with traditional buildings [112]. These applications include data-driven automated
decision-making and the use of Machine Learning (ML) techniques to optimize various aspects of
buildings such as maintaining comfortable indoor environments through the autonomous adjustment
of HVAC systems to have it operate on partial load according to coy levels, temperature, humidity
and occupancy data. For example, real-time occupancy data gathered from various sensors can be
used to optimize the systems used for transporting people, such as escalators and elevators which
account for 2-5% of the total energy consumption of large commercial buildings or to adjust water
circulation depending on the need and stop water pumps during silent hours [1]. Additionally, for
domestic buildings, it was shown that providing real-time meter readings to tenants as feedback on
their energy consumption, incite them to adjust their behavior leading to energy saving in the range
of 5-15% [31].

Accurate load forecasting, achieved by harnessing historical data and predictive analytics, is
one of the most important application of 10T sensor data as it plays a key role in efficient resource
allocation, cost reduction, and sustainable operations. In fact, it contributes to estimating a build-
ing’s occupancy level, thereby assisting in devising optimal control strategies for smart equipment
such as lighting and HVAC systems [68]. Optimizing the energy consumption of HVAC systems
is particularly important for smart buildings, as they account for 50% of a building’s energy use
[1]. It also allows the reduction of energy waste by anticipating peak demand periods and allowing
energy to be produced, stored, or redirected, thereby alleviating grid strain and lowering operational
costs [18]. In chiller plants, for instance, operations can be optimized based on anticipated cooling
loads, resulting in notable energy savings [116]. Additionally, these forecasts can detect emerging
inefficiencies in electrical systems, signaling when maintenance is required by identifying gradual
or abrupt performance signaling the need for maintenance [33]. At the individual level, forecast-
ing appliance-level energy consumption has been shown to positively influence consumer behavior,
improving their behaviors towards energy savings [62]. For facility managers, it enables sizing

and managing micro-grid systems in order to cover demand fluctuation while accounting for power



production and energy storage level [50]. For electricity suppliers, it allows energy suppliers to op-
timize electricity production [12] and distribution strategies [22] to meet consumers requirements
while improving energy efficiency and reducing greenhouse gas emissions. Furthermore, it enables
governments to anticipate future energy needs, empowering them to make well-informed decisions
in resource and infrastructure planning such as the allocation of renewable energy sources, power

plants, and storage systems to ensure power grids’ capacity meets demand at the regional level [53].

1.2 Problem Statement

While the deployment of 10T sensors in smart buildings offers promising advancements in fault
detection and energy management, these sensors are prone to recording time series anomalies due
to issues such as hardware malfunctions, communication failures, and power disruptions. Such
anomalies can disrupt the performance of machine learning models trained on this data. For Deep
Learning (DL), for example, they may lead to abnormal loss values during training, resulting in
suboptimal gradient updates in neural networks. Effective anomaly detection is therefore necessary,
not only to automatically signal these issues and prompt maintenance or further investigation, but
also to preprocess historical data before using it for downstream tasks like occupancy estimation or
load forecasting.

The complexity of anomaly detection is aggravated by the significant diversity in load profiles
across different buildings, influenced by factors like size, location, climate, sensor types, occupant
habits, etc. Consequently, anomalies vary from one sensor and one building to another, posing
a challenge for traditional detection frameworks like reconstruction autoencoders as these mod-
els are highly sensitive to parameter settings, and small adjustments can significantly alter their
detection capabilities, potentially leaving some anomalies undetected. As a result, creating a uni-
versal anomaly detection model that adapts well to diverse building characteristics is not possible,
and tailoring one for every building requires extensive manual model fine-tuning along with prior
knowledge of the building and sensors configurations.

A related challenge lies in obtaining the clean, anomaly-free training data, required for training

unsupervised anomaly detection models that rely on identifying deviations from typical patterns.



This is because manually identifying anomalies to filter them from the training set of unsupervised
methods or to create reliable labels for supervised classifiers is not only time-consuming and costly
but also prone to errors. Furthermore, while for classification tasks like occupancy estimation, the
detected anomalies can be omitted from the training data, for load forecasting, we would have to
discard long sequences as both the model’s input and forecast horizon should be anomaly free,
hence significantly decreasing the size of the training dataset. Therefore, it’s better to impute these
anomalies with plausible values to maintain data integrity for these downstream tasks.

Moreover, while anomaly detection and imputation can enhance the performance of load fore-
casting deep learning models, a challenge remains for buildings with limited historical data, such
as newly constructed or repurposed structures. In such cases, the training of accurate ML models is
restricted by the insufficient amount of data available for training. Such a problem is typically ad-
dressed by either collecting raw data from similar buildings for training or through Transfer Learn-
ing (TL), where a model trained on a given building is adapted to another building. However, in
the second case, it is necessary to analyze the datasets for similarity to ensure that the source and
target datasets are sufficiently aligned for effective knowledge transfer. However, privacy concerns
prevent building owners and occupants from sharing 10T data, as they could reveal sensitive infor-
mation about their habits and behaviors [104]. Federated Learning (FL) offers a potential solution
by enabling multiple buildings to collaboratively train a model without the need for data sharing, but
the previously mentioned inherent data heterogeneity across buildings may reduce the effectiveness

of FL frameworks, limiting their ability to generalize across diverse building profiles.

1.3 Literature Review

In this section, we review the state-of-the-art literature on anomaly detection methods, preva-
lent imputation techniques, and established time series forecasting models. We also discuss recent
advancements in automating the optimization of machine learning models and explore strategies for

federated learning, including personalization approaches.



1.3.1 Time Series Anomaly Detection

Time series anomaly detection has evolved significantly from traditional methods, such as sta-
tistical models relying on measures like mean, variance, and median or time and frequency domain
based signal analysis methods such as employing Fourier Analysis [26]. In fact, these conventional
approaches have been surpassed by machine learning techniques, notably supervised machine learn-
ing models such as classification algorithms [98]. For instance, in [139], an approach was proposed
to combine autoencoder denoising, and feedforward neural networks, hence establishing a multi-
layer hierarchical network capable of detecting anomalies in single household energy consumption
data and identifying the household appliance in question through classification. The approach used
elaborate feature engineering to exploit time seasonality. However, these supervised methods re-
quire significant amounts of labelled data and the diverse nature of anomalies, spanning subtle
to significant deviations, make it challenging and costly to correctly identify and label anomalies
within large datasets in the smart buildings’ context.

Weakly supervised and semi-supervised approaches were therefore proposed, such as [144]
which introduces an optimization algorithm for partially labeled time series datasets or [54] where
authors develop a neural network based electricity fraud detection system for users’ consumption
profiles and train it in a semi-supervised way through alternate multitask learning.

However, ideally, an anomaly detection model should operate without the need for labeled data.
A promising approach involves gathering datasets comprising solely normal samples, framing the
problem as an out-of-distribution detection task where a model is trained on normal data only and
should be able to detect at test-time samples that do not belong to the training data distribution.

This unsupervised, out-of-distribution detection paradigm may be realized through clustering
methods that map time-series data into a multidimensional space, then classify newly received data
samples as anomalies if they are far from pre-defined clusters or have low probability of belonging
in any of the clusters such as [70] that exploits the Fuzzy C-Means clustering algorithm to de-
tect anomalies in multivariate time series data or [6], where authors used data autocorrelation and
clustering methods to identify data anomaly in household appliances. Another attempt for anomaly

detection using unsupervised machine learning is presented in [10]. This work presents a system for



monitoring the energy consumption of buildings and detecting anomalies by assigning an anomaly
score to a single user according to their usage history and then combining data from multiple users
and taking advantage of clustering models.

This task can also be framed as a distance-based task, where the explicit distance between
two temporal sequences quantifies their similarity. Anomalies are identified when newly obtained
sequences deviate significantly from the expected range of distances from normal sequences.

Furthermore, this concept can be extended to unsupervised deep learning settings using recon-
struction models, where the goal is to learn inherent representations of normal data. In this sce-
nario, models that have not encountered anomalies during training exhibit distinct behavior during
inference. Abnormal samples are detected using a distance measure, such as leveraging the learned
hidden representations from a reconstruction autoencoder or quantifying the disparity between input
data and the reconstruction of an anomalous sample. This discrepancy arises because the model’s
knowledge is based on patterns learned from clean data, as discussed in [144].

In this context, [95] employs a pretrained specialized feature extraction neural network to en-
code image samples and perform this comparison in a new rich feature space where regular and
anomalous features are easier to distinguish. Their approach relies on constructing a feature mem-
ory bank, assuming the embeddings computed for anomalous test-time time series will be vastly
different.

In a related vein, [2] proposes the use of a multivariate Long Short-Term Memory (LSTM)
based autoencoder for anomaly and event detection in ambient P M5 5, temperature, and humidity
measurements captured by IoT devices and proposes to optimize the device’s battery consumption
by dynamically changing the detection period using a game theory inspired approach. [130] uses a
two-stage sliding window and a Convolution Neural Networks (CNN) for feature extraction com-
bined with a LSTM based autoencoder and a deep neural network for anomaly detection in IoT time
series data. Furthermore, in [138], the authors propose a multi-variate time series anomaly detec-
tion framework based on the reconstruction of a feature matrix using a convolutional autoencoder
and test it on a dataset of house monitoring and emergency detection. In addition, graph neural
network (GNN) based models offer another avenue for anomaly detection. In [107], for instance,

authors propose to learn the normal patterns of multivariate time series and utilize reconstruction



probability for anomaly detection. Also, [82] proposes a Federated Learning-based anomaly detec-
tion framework for industrial IoT, where authors combine attention-based CNN units with a LSTM
network to detect anomalies in power demand time series data. Similarly, [88] makes use of a CNN
and a two-stage LSTM-based autoencoder to detect anomalies and rare events hidden in sensor data
of Industrial IoT.

Additionally, efforts have been made to develop novel anomaly detection frameworks that take
advantage of Reinforcement Learning, an ML paradigm where agents learn to make decisions by
interacting with an environment and receiving feedback on their actions in terms of rewards or
penalties according to the action’s outcome. The agent aims to maximize its cumulative reward
over time by discovering optimal policies through trial and error [11].

For instance, in [55], authors leverage RL to avoid the intricate task of threshold tuning and
propose a technique to detect anomalies in time series data without assuming the underlying mech-
anisms responsible for anomalies. They use the standard Q learning framework with an LSTM
based agent that decides whether a portion of time series data contains an anomaly or not. [126]
addresses the lack of labelled data by developing a framework based on Deep Q Learning and
incorporating Active Learning and Label Propagation techniques to achieve competitive anomaly
detection performance while only manually labelling a tiny fraction of samples for training. [125]
addresses the task of detecting anomalies in the data of smart buildings sensors. They generate
their own dataset by injecting three types of noise into regular sensor measurements and apply a
Deep Reinforcement Learning approach to perform the hyperparameter optimization of SBS [45],
a building specific anomaly detection algorithm.

Besides this, in the context of smart buildings, RL is mostly used for control application, such as
finding an optimal control strategy for HVAC [46, 13, 86] or for modern lighting, blinds and window
systems [35] to achieve reasonable occupant comfort level while reducing energy consumption.

However, all of these methods face a major challenge: they don’t work well when training
data contains anomalies. In real-world situations, it’s unrealistic to expect completely anomaly-
free training data. This limitation must be addressed for reliable anomaly detection in practical

applications.



To address this issue, an alternative approach, proposed in [59], enhances the previously men-
tioned memory-bank technique [95] by storing the extracted image features in a memory bank and
subsequently denoising it. This method enables learning from noisy and anomaly-infected data.
However, experiments were only conducted for image datasets, and it is not clear how it may per-

form for univariate time series data.

1.3.2 Time Series Missing Data Imputation

Missing data imputation for time series is a well-studied area, owing to the prevalence of time
series applications and the frequent occurrence of missing values in recorded data, often stemming
from issues with sensors [42]. It helps greatly improve the predictive capacities of Machine Learning
models [43].

Traditional approaches to addressing missing data in time series datasets encompass several
strategies. Data deletion, wherein incomplete observations are discarded is a popular strategy in
many applications, however it may render the dataset incomplete and unsuitable for downstream
applications, particularly when the missing data rate is high [49]. Statistical-based methods rely on
statistical models to impute missing values, with simpler approaches leveraging basic statistics such
as mean or median imputation [42], or employing likelihood-based computations [134]. Neighbor-
based methods involve identifying the nearest neighbors of missing values based on other attributes,
typically employing algorithms like KNN, and updating the missing values with the mean value of
these neighbors [17], however this is only effective when neighbors are deemed reliable (anomaly-
free data). Regression-based techniques entail learning a regression model from the nearest data
points to predict missing values [135].

More recently, deep learning-based missing data imputation, particularly denoising autoen-
coders (DNNGs), has emerged as a popular paradigm for denoising strategies [105, 14, 75, 137],
vastly outperforming classic numerical approaches [75].

In this approach, incoming data is turned into a latent representation, through an encoder func-
tion, and subsequently reconstructed through a decoder function. Training data is deliberately cor-
rupted by randomly setting intervals of sequential values to zero, mimicking the distribution of

missing data. The training process is guided by the minimization of a loss function measuring the



disparity between the original input and reconstructed output.

This process is further explained in section 3.2.2.

1.3.3 Time Series Forecasting

Early works on time series forecasting predominantly relied on statistical methods. Techniques
such as Autoregressive Integrated Moving Average (ARIMA) and Exponential Smoothing (ETS)
gained popularity due to their simplicity and effectiveness in capturing linear relationships and tem-
poral dependencies within time series data [3]. These models established a robust foundation for
time series analysis, particularly for short-term load forecasting tasks, and continue to be influential
in certain applications. For instance, in [81], a seasonal ARIMA model outperformed several mod-
ern deep learning architectures in wind speed forecasting. However, these methods often encounter
challenges regarding robustness, non-seasonal data, and prolonged forecast horizons [32].

As the demand for more robust forecasting methods grew, machine learning ML approaches
began to emerge, significantly enhancing forecasting accuracy compared to traditional statistical
methods. ML techniques excel in capturing non-linear dependencies and can effectively utilize
larger datasets [23]. Prominent methods include random forests, boosting, and bagging ensembles
of regression trees, as well as support vector machines for regression. These approaches also pro-
vide greater flexibility in feature engineering, allowing models to integrate various external factors
beyond historical data, such as weather conditions, which contributes to improved load forecasting
accuracy [5].

In recent years, the emergence of deep learning has revolutionized this field [76], with Recurrent
Neural Network (RNN) based methods representing a significant breakthrough. While traditional
RNN architectures face issues such as gradient vanishing or exploding over long sequences, ad-
vancements such as Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) have
mitigated these limitations, as demonstrated in studies like [67] and [96] which focus on load fore-
casting for residential buildings. These models have proven effective in capturing long-term depen-
dencies in time series data, demonstrating superior performance compared to tree-based algorithms

[7, 146]. Additionally, attention-based mechanisms, which allow models to focus on relevant parts



of the input data dynamically, have shown promising results in further enhancing forecasting accu-
racy [27]. Their self-attention mechanism is particularly efficiency in long sequence modeling, with
noteworthy contributions including works like [142, 122]. However, concerns about the effective-
ness of self-attention mechanisms have been raised, suggesting it may potentially cause temporal
information loss [133]. Additionally, temporal convolutional networks, leveraging convolutional
filters to capture local temporal features effectively, have emerged as another prominent approach
such as in [100].

Recent work suggests that the most effective methods are hybrid approaches that combine mul-
tiple deep learning components to leverage their strengths into a single complex system. For this,
we reference [44] that combines the LSTM with the CNN architecture to perform short term load
forecasting and [142] which proposes an attention based encoder-decoder architecture that incor-
porates an auto correlation mechanism to effectively discover dependencies at the subseries level.
Building upon this paradigm, we mainly note [79] stands out, demonstrating superior performance
compared to multiple recent transformer-based methods. Further details about this model are pro-

vided in Section 3.2.3.

1.3.4 Automating Model Selection and Optimization

Hyperparameter optimization and Neural Architecture Search (NAS) have emerged as crucial
components in the development and optimization of neural networks. Hyperparameter optimization
involves systematically exploring hyperparameters, such as learning rates, batch sizes, and reg-
ularization parameters, to find the best configuration that maximizes the network’s performance.
Different techniques, including Grid Search, Random Search, Bayesian Optimization, and Genetic
Algorithms, have been proposed to strike a balance between model complexity and generalization,
improving the network’s ability to learn and adapt [132].

In contrast, NAS focuses on automating the process of finding optimal neural network architec-
tures. Traditional approaches relied heavily on domain expertise and manual trial-and-error, which
proved to be time-consuming and suboptimal. NAS methods utilize search algorithms (e.g. Random

Search [71]), Bayesian optimization [20], Reinforcement Learning [145], or Evolutionary Search
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strategies [114] to efficiently explore the vast space of possible architectures. These approaches au-
tomatically discover architectures that demonstrate state-of-the-art performance and generalization.

For instance, [91] makes use of an evolutionary computation based neural architecture search
framework to find an optimal classification model for time series data. In [73], a Reinforcement
Learning based NAS strategy was combined with Self-Imitation Learning [89] to perform out-of-
sample anomaly detection in image datasets. Furthermore, it was used for pixel level anomaly
detection in images in [64].

In a related vein, Automated Machine Learning (AutoML) encompasses a broader set of tech-
niques that automate developing the various stages of a machine learning pipeline. This includes
tasks such as data preprocessing, feature engineering, and model selection and optimization. An il-
lustrative example of AutoML’s applications can be observed in [74] where a search strategy based
on the Sequential Model-Based Global Optimization algorithm [56] is employed to automatically
generate an end-to-end outlier detection pipeline for time series data.

In addition, [141] adapts meta-learning for the model selection task to systematically find a
suitable unsupervised model for outlier detection on a new unlabeled dataset based solely on his-
torical models benchmarks and task similarity. Similarly, [140] uses meta-learning to automate
the hyperparameter optimization process of unsupervised outlier detection models using the prior

performance of hyperparameters on existing benchmarks datasets.

1.3.5 Federated Learning

A major challenge in the smart buildings field is the limited availability of large training datasets
for deep learning models, particularly for new buildings or those with new occupants. Several
researchers have attempted to address this by leveraging data from other buildings with similar
load patterns. For instance, [78] enhances residential load forecasting accuracy for buildings with
small datasets by introducing an attentive graph neural network that learns the relationships between
electric loads across different houses, using a graph temporal convolution network for forecasting.
Similarly, [47] proposes a sequence-to-sequence model within a transfer learning framework to
tackle this issue. In another approach, [92] suggests a transfer learning method to improve load

forecasts for a building with a limited dataset by using long-term measurements from other buildings
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with similar distributions. However, these works do not account for privacy concerns, as building
occupants may not wish to share their data with others because energy usage data can reveal sensitive
information about the occupants’ habits and behaviors [104].

The idea to exploit multiple decentralized sources of private data to train a global model with
no data exchange was first proposed in FedAvg [84]. This algorithm implements a server-clients
architecture, where clients train local models on their own private data and only send the model
updates back to a central server for aggregation. While FedAvg marked a breakthrough in privacy-
preserving learning, it faces limitations in terms of computational costs, communication efficiency,
and data heterogeneity. To address these challenges, several algorithms were introduced. FedDF
[77] applies model distillation techniques to compress client models, reducing the data transmitted
to the server and allowing clients to share knowledge without exchanging raw model parameters.
FedProx [72] extends FedAvg by adding a proximal term to the local objective function, which
constrains how much local models can deviate from the global model, mitigating issues with highly
diverse data distributions and variable amounts of work being done by different devices due to
differences in computational power and device availability. SCAFFOLD [60] introduces control
variates to reduce update variance between clients, addressing the issue of client drift for non-1ID
clients, while FedNova [115] normalizes updates based on the number of local updates performed by
each client, resolving imbalances caused by varying data quantities or computational power across
clients.

Previous federated learning methods, such as FedAvg, focus on building a single global model
for all clients, which often struggles to account for the diversity of data across clients. To address
this, a new class of algorithms known as Personalized Federated Learning (PFL) has emerged,
aiming to provide each client with a tailored model that better suits their unique data character-
istics. These algorithms seek to leverage the shared knowledge across the federation while still
maintaining personalization. In this context, Per-FedAvg [41], fine-tunes the global model using
local data through meta-learning, allowing clients to rapidly adapt the global model to their specific
data. PFedMe [108], introduces a regularization term based on the Moreau envelope that allows
each client to learn a personalized model while keeping it close to the global model, thus balanc-

ing generalization and personalization. FedPer [9] tackles personalization by sharing only a subset
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of model layers among clients, while allowing others to remain client-specific, thus enabling per-
sonalization without sacrificing global knowledge. [51] proposes a personalized federated learning
approach, where each client maintains both a private local model and a federated one that it shares
across the network. It also proposes a loss function that mixes the weights of both models to induce
a low-loss connection between theirs optima, allowing the client to sample from a weight subspace
that minimizes the loss for both local and global objectives. [123] introduces adaptive parameter
propagation, where clients propagate parameters based on a privacy aware distribution similarity es-
timation, and selective regularization, ensuring clients only incorporate other models’ parameters if
they positively impact their local model’s performance. [136] optimizes the initialization of the lo-
cal model before each FL training iteration by adaptively combining weights of the global and local
models to better align with the local objective on each client. [52] introduces a privacy-preserving
load forecasting framework for residential energy users by clustering users based on load pattern
similarity without sharing raw data. The framework combines a federated user clustering method

with hierarchical federated model training, enabling intra- and inter-cluster collaboration.

1.4 Contributions

This research has several contributions, listed as follows:

* Neural Architecture Search for Anomaly Detection in Time Series Data of Smart Build-
ings: A Reinforcement Learning Approach for Optimal Autoencoder Design: In this
research, we propose to identify anomalies in time series data by training an autoencoder
to learn to exclusively reconstruct patterns of normal behavior, and then flagging abnormal
samples that it fails to reconstruct as they deviate from the learned behavior. We apply a
Reinforcement Learning based Neural Architecture Search framework to automatically select
an optimal autoencoder architecture for a given dataset and anomaly hypothesis, saving us
the hassle of fine-tuning our model to every sensor type and building setting. More generally,
we show that using this framework allows us to achieve efficient anomaly detection perfor-
mance in time series data, despite using a simple deep learning model and without resorting

to task-specific feature engineering.
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This research was published in IEEE Internet of Things Journal [38].

Unsupervised Anomaly Detection and Imputation in Noisy Time Series Data for En-
hancing Load Forecasting: In this second work, we present an unsupervised memory-based
anomaly detection framework for anomaly-contaminated time series data. This method ex-
tends existing research on anomaly detection, originally developed for image data [94, 59],
to the context of time series analysis. Moreover, we develop a bi-LSTM-based recurrent de-
noising autoencoder neural network to replace detected anomalous patterns in the time series
by plausible regular ones. We propose combining this model with the anomaly detection
framework to create a data cleaning pipeline, improving the quality of noisy and anomaly-
infected time series data for downstream tasks such as load forecasting. We then conduct a
comprehensive study across different datasets of different scales and profiles to analyze how
load anomalies impact the accuracy of different machine learning forecasting models and how
their performance may be improved by using our anomaly detection and imputation pipeline

to preprocess the data.

This research was accepted for publication in Applied Intelligence [36].

Towards Efficient Federated Load Forecasting: Personalization Mechanisms and Their
Impact: In this third research, we propose a load forecasting approach for optimizing en-
ergy efficiency in smart buildings by leveraging a federated learning framework to exploit
data from other smart buildings in a privacy-conscious way, thereby addressing the prevalent
issue of data scarcity that prevents the training of accurate deep learning models while en-
suring user privacy. Moreover, to address the non-IID nature of data, we explore and adapt
recent advancements in personalization techniques for federated learning to the specific con-
text of smart building load forecasting, comparing these approaches across multiple datasets
to ensure personalized and accurate forecasting for diverse building profiles, ultimately rec-

ommending an optimal approach.

This research was submitted to IEEE Internet of Things Journal [37].
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1.5 Thesis Outline

The rest of this thesis is structured as follows.

» Chapter 2 presents the first contribution, detailing the reinforcement learning-based neural
architecture search framework for anomaly detection in time series data. It describes the

method and experiments conducted to demonstrate its effectiveness.

» Chapter 3 elaborates on the second contribution, introducing an unsupervised anomaly detec-
tion and imputation framework to preprocess noisy time series data. The chapter also presents
experiments that assess how this system enhances the forecasting accuracy of machine learn-

ing models for buildings with anomaly-infected historical data.

* Chapter 4 presents the third contribution, describing a federated learning framework for load
forecasting in smart buildings that aims to address data scarcity. It also explores personal-
ization mechanisms to tackle the non-IID nature of building data, providing an evaluation of

different personalization approaches.

e Chapter 5 summarizes the findings and contributions of the thesis. It discusses the implica-
tions of the research, its limitations, and suggests directions for future work in the area of

anomaly detection and load forecasting in smart buildings.
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Chapter 2

Neural Architecture Search for Anomaly
Detection in Time Series Data of Smart
Buildings: A Reinforcement Learning
Approach for Optimal Autoencoder

Design

2.1 Introduction

Integrating multiple smart devices within an Internet of Things network presents a multifaceted
challenge, that includes considerations related to architecture, scalability, security, privacy and more
[106]. This challenge is further complicated by the inherent susceptibility of IoT devices to issues
like hardware malfunctions and transmission problems, resulting in data anomalies and introducing
an additional layer of complexity for the effective use of the collected IoT data. This vulnerability,
combined with imprecise measurements, leads to deficiencies in raw sensor data, including issues
like noise, incompleteness, and faulty measures as discussed in [102]. Such erroneous data may

lead to false interpretations, impacting the overall effectiveness of automated systems and impacting
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subsequent decision-making processes.

Therefore, the ML applications based on IoT sensor data are not robust to sensor anomalies
as providing these ML models with such faulty data may deteriorate their capability [106], which
in turn can lead to discomfort, energy inefficiency, and increased troubleshooting and operational
costs.

For this end, we propose that identifying such irregularities in building meters will enhance the
robustness of ML based applications and data driven decision-making and will allow early detection
of failing sensors and systems.

Moreover, for power monitoring sensors, detecting anomalies in near real-time data allows en-
ergy suppliers to promptly identify technical issues in the distribution network, eliminating the oth-
erwise reliance on customers for reporting outrages [30], hence enabling timely interventions and
preventing minor issues from escalating into significant problems. This also enables the detection
of non-technical abnormal patterns linked mainly to energy theft [131].

Therefore, we propose an anomaly detection framework for IoT sensors which exploits the
predominant regular behavior that is easier to collect in a smart building context where anomalies
are rare and hence difficult to label for training a supervised ML approach. This method works by
training an Autoencoder (AE) neural network on reconstructing anomaly-free samples, guided by
the minimization of the error between the original and the reconstructed sequence. Then, as data
sequences containing anomalies deviate from the learned regular behavior, the reconstruction error
will be higher than the ones observed during training. Consequently, setting a threshold on the
reconstruction error allows us to detect abnormal sequences for which this error is excessively high.

Nevertheless, the fidelity of the reconstruction depend on several hyperparameters of the neural
network architecture such as the number of layers, their type and their parameters, and miscon-
figuring them may lead to a general low reconstruction accuracy or in other cases, to accurately
replicating both normal and abnormal patterns hindering their error-based separability.

This parameter optimization process requires extensive domain knowledge and heavily depends
on the building’s configuration and the sensor type. To overcome this difficulty, we treat this task
as a sequential decision-making process, and apply a Reinforcement Learning (RL) based Neural

Architecture Search (RLNAS) approach to automatically find the optimal autoencoder architecture
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without any prior knowledge about the building’s parameters or any assumption about the anoma-
lies.

Moreover, [63] highlighted that occupant monitoring accounts for 24% of a building’s energy
savings, with weather forecasts contributing 7%, as they allow optimizing the control of HVAC sys-
tems. Therefore, we evaluate our anomaly detection framework on sensor data relating to indoor
occupancy estimation and to records of weather meters. Furthermore, we showcase how filtering
anomalies from the training data of an occupancy estimation ML model can enhance its perfor-
mance.

The rest of the chapter is organized as follows: in Section III, we present how our proposed
system works. We further detail in Section IV the methodology we adopted, including a description
of the used datasets and the setup for the experiments we conduct. We also analyze the obtained
results and evaluate the applicability of our system in enhancing the performance of occupancy
estimation ML models. In Section V, we finally discuss the achieved performance and go through

the limitations of our method.

2.2 System Overview

In this section, we propose an automated time series anomaly detection framework to find the
optimal autoencoder model for a given dataset. We first explain how autoencoders can be used to
detect anomalies through reconstruction error. Then we detail the two essential components of our
neural architecture search framework: the search space, i.e. the architecture space to be explored,

and the search strategy, i.e. the Reinforcement Learning algorithm used to guide the search.

2.2.1 Reconstruction Based Anomaly Detection

In this study, the selection of an Autoencoder neural network as our anomaly detection model
was motivated by the fact that, as an unsupervised learning technique, it doesn’t require labelled
anomalous data (except for evaluation purposes). This characteristic makes them particularly well-
suited for scenarios where labelling anomalies is costly or impractical, such as our case. Addition-

ally, neural networks have the remarkable ability to autonomously learn features from raw input
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Figure 2.1: Autoencoder Architecture

data, eliminating the need for laborious and time-consuming manual feature engineering conducted
by domain experts.

The Autoencoder is a neural network that employ an encoder enc to compress a given 1-D
sequence of size w, x = (x4, T4_1, ..., Tt_y41) into a lower-dimensional representation A in the
latent space through consecutive convolution and pooling operations. A decoder dec is then em-
ployed to reconstruct the original input sequence from its latent representation by upsampling it
back to its original size through transpose convolution. Incorporating nonlinear transformations and
a bottleneck layer enables autoencoders to capture essential patterns while discarding irrelevant in-
formation, allowing them to reconstruct the input sequence x while effectively ignoring the noise
that may affect it. Its general schematic is presented in Fig. 2.1.

This learning process is driven by minimizing a reconstruction loss error, which measures the
discrepancy between the input sequence and its reconstructed output. In our approach, we specifi-
cally utilize the Mean Squared Error loss, as it emphasizes the impact of outlier data points, making

it well-suited for anomaly detection.

w

L(z,z) = Z(azl — dec(enc(z;)))? (1)

i=1
During its training, the autoencoder is exposed to regular, non-anomalous time series patterns.
It learns to reconstruct them accurately with minimal reconstruction error. consequently, it will
not be able to faithfully reconstruct the abnormal patterns that it may encounter when deployed
in a real-world noisy environment as they deviate from the regular patterns it learned, therefore

reconstruction error will be noticeably higher and by setting a threshold on the error, anomalous
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time series can be identified.

2.2.2 Search Space Design

In our proposed approach, we employ a RL agent to make a series of decisions for building the
Autoencoder neural network, one layer at a time, including determining whether a particular layer
should be incorporated into the architecture and, if so, specifying its parameters.

However, arbitrarily choosing neural layers may lead to asymmetric architecture that produce
a sequence dec(enc(z)) with a different dimensionality than x, preventing us from calculating a
meaningful error function.

To avoid this, the kernel size of the transpose convolution operation allowing to upsample the
sequence length back to its original size needs to be set according to the stride, padding and kernel
size of the previous convolution and pooling operations. Therefore, when designing the search space
for our RLNAS framework, we only include the parameters to be explored for the encoding network
and then construct the decoding network by stacking the adequate layers to ensure the symmetry of
the whole architecture.

Therefore, the autoencoder architecture A is divided into N encoder building blocks encapsu-
lating a set of fundamental repeatable operations, followed by N corresponding decoder building
blocks (Eq. 2) where each encoding block is composed of sequential layers: convolution, pooling,
activation and normalization (Eq. 3). To each encoding block enc’ corresponds a decoding block
dec' composed of sequential transpose convolution, normalization and activation (Eq. 4) that is
responsible for reversing the dimensionality reduction that occurred in the encoding process at the
pooling layer 7. This is done by selecting the adequate size of the Transpose Convolution’s kernel
while the choice of number of convolution channels, normalization type and activation function are

the same as the encoder’s as they do not affect the dimensionality of the produced representation.
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A= {encl,...,encN,decl,...,decN} 2)
enc' (x;w;) = Act(Norm(Pool(Conv(x))) 3)

dec'(x;w;) = Act(Norm(TConv(z)) 4)

where x denotes the input sequence, and w denotes the trainable weight matrix.

Essentially, we select the following set of potential parameters to be explored by the RL agent.

* Conv(): in each layer, the number of channels produced by the convolution operation is 1, 2,

4, 8, 16, 32 and the size of the convolution kernel 3, 5, 7, 10, 15.

* Pool(): the type of pooling in each layer, either none, max pooling or average pooling, as

well as the pooling kernel size 3, 5 or 7.

* Norm(): the normalization layer type, including batch normalization, instance normaliza-

tion, and no normalization.

* Act(): the non-linearity is chosen to be either sigmoid, tanh, relu, elu or none.

The choice of parameters to include in the search space is made arbitrary, and we tried to include
as many possible parameters as possible since we are simulating the usual Reinforcement Learning
framework where the agent has no prior knowledge about which decisions may be more favorable
for the specific situation. And exposing it to a wide range of parameter choices allows it to learn
through trial and error, gradually discovering potentially beneficial configurations that may not be
immediately apparent or intuitive.

However, the search space size is limited by computational efficiency, and we don’t include
large values for the kernel size of the convolution and pooling operation as this may in some cases
produce latent representation in the bottleneck layer that are too small to ensure the feasibility of
the reconstruction according to the set stride value and maximum number of building blocks.

Beside the neural network architecture, other parameters like the optimization algorithm or the
number of epochs are manually fixed, meaning that we are looking for an optimal architecture under

a predefined set of constraints.
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Figure 2.2: An Overview of Neural Architecture Search [145]

2.2.3 Neural Architecture Search Strategy

Neural Architecture Search (NAS) is a prominent approach to automating the search for an
optimal neural network architecture. It can be viewed as a meta-learning process, where a controller
(RL agent) is instructed to explore a given parameter search space by iteratively sampling and
training child neural networks and observing their performance (Fig. 2.2).

From a theoretical perspective, NAS can be viewed as a Markov Decision Process (MDP) be-
cause of its sequential decision-making process under uncertainty.

In this context, the history H of the tested neural architectures represents the states within the
MDP framework. Then at each step [, a reinforcement learning agent, defined as an LSTM neural
network, calculates decision probabilities and accordingly samples an action a; that entails choosing
hyperparameters and adding one layer at a time to the child autoencoder model according to its
current policy m(ay.;—1). Thus, we gradually build the model architecture allowing a fine-grained
search, where each decision (e.g., selecting a layer type or its hyperparameters) is made sequentially
based on the previous decisions for the current model and on the insight it gets from the selection
of the best models discovered so far.

The LSTM-based agent receives feedback on the performance of the current architecture cor-
responding to (ai, ..., a;) in the form of a reward signal R;, which serves as a guiding factor for
decision-making. We chose this reward to be an evaluation of the child model’s performance on the

validation dataset Dy, after its training.
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Because the chosen reward signal R; is not differentiable, we have to use a policy gradient
method to update the agent’s neural network weights. So in alignment with established practices in
the field, and specifically inspired by [145], we opt to employ the well-known Reinforce algorithm
[118] in our RL framework to update the weights of the controller neural network according to the
following rule:

0+ 0+ aVelogm(ar,_1)G 5)

where G is the discounted reward, used to take into account the fitness achieved by the subsequent
decisions within the same architecture for cases where the choice of the last layers significantly
improve the fitness of the whole architecture.

As a result, for the next episodes, the RL agent will give higher probabilities to decisions that
receive high anomaly detection scores. And the best architectures discovered so far will be passed
on to the RL agent as input in the next episodes.

This way, through iterative exploration and reward-based learning, the agent strives to iden-
tify the most suitable autoencoder configurations for the given dataset and learning parameters by
maximizing its expected reward.

We further outline in Algorithm 1 the steps for the RL-based neural architecture search.

Algorithm 1 Autoencoder Neural Architecture Search
Input: Datasets Dy, Dyal, search space S
Output: Optimal autoencoder architecture A

1: Initialize controller weights 6, search history Hy
2: for each episode ¢ do
3: for each layer [ do

4: Sample an action a; ~ w(ay,;—1;6) from S given H,

5: Train the architecture A(ayq, ..., a;;w) on Dygin

6: Infer A on Dy, to select the anomaly threshold T

7: Evaluate A on Dy, to obtain the reward R;

8: end for

9: for each decision [ do
10: Calculate the discounted reward GG; < Zﬁ:l+1 IR,
11: Update the controller weights 6 < 6 + aVg log m(a1,-1;0)G;
12 end for
13: Add A to H,
14: end for
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2.3 Experiments

In this section, we start by describing the custom dataset that we created to evaluate our approach
and how it was created. Then we detail our experimental setup and the results we obtained. We also
provide a case study for the best autoencoder architecture discovered by the RL agent to gain insight
into the decisions it learned to perform through its training. Finally, we illustrate how anomalies
present in IoT sensors measurements can adversely affect the performance of machine learning

models used in smart buildings and hence showcase a potential application of our proposed system.

2.3.1 Used Datasets

As of our current knowledge, while several datasets of regular time series sensor behavior in the
context of smart buildings exist, no labelled anomaly detection dataset is available. Consequently,
we resort to creating our own data from an existing one by generating artificial anomalies from
regular data instances. To achieve this, we select the following datasets of time series sensor data
and adapt them for the anomaly detection task by injecting synthetic anomalies into the originally

anomaly-free measurements.

Office Room Dataset We consider the dataset provided in [8] as our primary data source. The
dataset was originally curated for the purpose of estimating occupancy in intelligent buildings. It
contains time series data recorded within a professor’s office space (office H358) at the Grenoble
Institute of Technology, which may accommodate at most a total of four individuals. The data were
captured using multiple common non-intrusive sensors with a variable sampling rate (seconds to few
minutes), spanning a total duration of almost three years between 2015 and 2018. It encompasses
various informative features, including luminance, temperature, humidity, power consumption and
cog concentration, among others. Additional application of such sensors include the control of

HVAC systems, load monitoring and energy optimization.
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Weather Stations Dataset We also gather a diverse set of weather data from five different weather
stations located within the city of Montreal (station IDs shown in Table 2.2). By scraping informa-
tion from the Weather Underground website !, we were able to capture the available historical
records of temperature, pressure and humidity for each station, spanning the years 2020 to 2023.
The data sample rate for our study was set at 5 minutes, providing a detailed and granular view of
the weather conditions throughout the specified period.

In addition to the previously mentioned applications of anomaly detection in sensor data, another
particularity of these considered datasets is the critical role they play in energy-related applications
as various systems rely on such data to perform tasks like load forecasting, energy disaggregation,
and HVAC system optimization.

Anomalies in the measured data can adversely affect the performance of machine learning and
deep learning models utilized in these systems. Such anomalies can lead to increased errors in
predictions and subsequently hinder the overall performance of the systems. Hence, detecting and
effectively handling anomalies in these datasets is crucial to maintain the reliability and accuracy
of the models, thereby ensuring the effectiveness of energy-related applications and minimizing

potential disruptions in building performance and user comfort.

2.3.2 Anomaly Generation

For generating realistic anomalies given regular data patterns, we adopt the approach described
in [110] which allows generating two different types of anomalies. First, local outliers, which
corresponds to single instances outlying with respect to their local neighborhoods and represent
contextual anomalies which data points that, when observed individually, appear to be within the
range of expected values for the signal. However, when examined in the context of neighboring
observations, the overall sequence is deemed abnormal. The second type is anomalies that are
synthesized by inserting global outliers (outliers scattered across the whole regular instance space)
into regular data. They correspond to point anomalies that may be produced by faulty sensing
equipment or short period events [30].

To generate the former kind, a Gaussian Mixture Model (GMM) is first fit to the regular data

'"https://www.wunderground. com/
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distribution, then a new GMM with the same parameters but with a scaled covariance matrix is built
and used to generate outliers, resulting in data points that deviate from the regular distribution. As
for the latter, they are sampled from a multivariate uniform distribution whose planes are bounded
by values 5% higher than the maximum and lower than the minimum of each attribute of the regular
dataset. Finally, a K-Nearest Neighbors classifier is used to detect and filter regular artificial data
points from outlier artificial samples representing anomalies because their distributions overlap.

Generating these two types of outlier points allows us to synthesize all conceivable types of
single-point anomalies. Indeed, [30] indicates that for time series data of IoT sensors, collective
and point anomalies represent the two possibilities for single-point anomalies, and that the rest of
anomalies consist in pattern anomalies corresponding to regular data points that only may seem as
anomalies if considered as a group. The scope of this research does not cover this last kind.

This approach is used to generate anomalous data points that we randomly insert into the regular
time windows, thus replicating real-world scenarios where anomalies can arise sporadically. We
insert one anomaly at most within a single time window of 100 data points, with a time-window
contamination rate of 20%.

In figure 2.3, we show two examples of such artificial anomalous samples. The top plot repre-
sents a contextual anomaly within pressure measurements, whereas the bottom plot illustrates the

contamination of temperature data with global outliers.

2.3.3 Data Pre-processing

As we aim to find whether the neural architecture search framework is able to find a suitable
autoencoder given any set of constraints on the anomaly definition and training parameters, we in-
corporate minimal pre-processing on the data and exclude employing elaborate task-specific feature
engineering.

In fact, since the considered dataset is clean, we don’t have to leverage any pre-processing
method apart from normalization. Normalization is an essential step in our case because without
it, the reconstruction of the model will be largely affected by the additive bias it learns, which
models the mean value of the time series window at the time of measurement. It will therefore fail

to generalize its reconstruction to time series windows taken from days or periods of the day with
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Figure 2.3: Example of a contextual anomaly synthesized by injecting a local outlier (red point) into
regular pressure measurements (top) and point anomaly synthesized by injection a global outlier into
a temperature sensor’s measurements (bottom).

different mean values for the considered sensor data, for instance.

2.3.4 Methodology and Experimental Setup

To process the data, we divide the time series data into time windows of size 100, meaning
that we observe about 8h of the sensor data at once and try to find whether an anomaly occurred
within this time frame. The time windows are captures using a sliding window with a stride of
50. But for the first dataset, different sensors have different sampling rates and therefore their time
series data have varying lengths. We end up for example with a total count of 25000 samples
for the temperature and humidity sensors but only 1400 time window sample for the illuminance
sensor. As for the second dataset, the weather stations have different a different number of available

historical records, hence the number of sample we obtain range from about 3000 to 8000 sample.
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In all cases, we reserve 20% of available data for validation (evaluation of discovered architectures’
fitness during the RLNAS process) and another 20% for the final test of the selected top architecture
on unseen observations.

Moreover, to build the RL agent, we employ a hybrid neural network architecture that is com-
posed of an embedding layer of 128 nodes, a single LSTM layer of the same size and multiple
fully-connected layers for independently taking each decision. Its weights are randomly initiated,
and it is trained using the ADAM optimizer, with a learning rate of 1073, This search process is
conducted for a total of 200 episodes, and the search history H maintains a record of only the top
20 best-performing models 2.

Each autoencoder model architecture is represented by a sequence of tokens corresponding to
the parameters choices. We conduct neural search for architectures of 1, 2 and 3 encoding blocks,
with a total of 6 hyperparameters per block. These child models are trained for 10 epochs using
a learning rate of 1073, a batch size of 32 and a momentum of 0.9 using the Stochastic Gradient
Descent (SGD) algorithm. The convolution kernel’s stride and padding are fixed respectfully to 1
and 2 in order to reduce the search process’s complexity by reducing the number of parameters per
single layer to 2 (number of channels and kernel size).

In our proposed methodology, we make the explicit decision to set the anomaly threshold to
the 99" percentile of the reconstruction losses observed during training. Setting the threshold
at such a high percentile allows us to prioritize precision in anomaly detection, thus minimizing
the occurrence of false positives (i.e. instances where regular patterns are incorrectly classified as
anomalies) to be at least less or equal to 1% of train data. This is done because false positives
are generally the most undesirable outcome in anomaly detection tasks as they lead to unnecessary
investigations or actions, which can be costly in terms of time, resources, and manpower.

This threshold is calculated by inferring the model again on the train data after it has been
trained. We then evaluate it on the validation data by computing the reconstruction loss for the new

sensor observations and comparing them with the threshold.

2Code for this implementation has been published and is available at the following link:
github.com/MaherDissem/RLNAS-for-Autoencoder-based-Anomaly-Detection-in-Time-Series-Data
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Given that this is an anomaly detection task, the data inherently exhibits significant class im-
balance because of the rarity of anomalous events. Therefore, we utilize the F'1 score (Eq. 6)
to measure the autoencoder’s fitness. The F'1 score is a balanced metric that combines precision,
which measures the accuracy of anomaly predictions, and recall, which assesses how well the model
detects actual anomalies. It helps strike a balance between minimizing false alarms and ensuring

that true anomalies are effectively identified.

- 2. pr(.ac'ision - recall ©)
precision + recall

The evaluation metric is then given to the RL agent as a reward signal to update its weights and

guide the search.

2.3.5 RLNAS Comparison Baseline

We can conduct a comprehensive assessment of our combined framework’s anomaly detection
performance using metrics such as the F'1 score, precision, and recall. However, we also ought to
separately evaluate the RLNAS framework’s effectiveness in discovering adequate neural network
architectures.

But, given our decision not to make assumptions about the optimal hyperparameters for spe-
cific building configurations, we must work within a large parameter search space where testing all
conceivable combinations to pinpoint the optimal performance would be excessively demanding in
terms of computational resources (the search space mentioned in Section 2.2.2 would encompass
approximately 4000 potential combinations for a single encoder block).

Consequently, we opt to employ a Random Sampling-based approach for Neural Architecture
Search (RSNAS). This approach allows us to assess whether incorporating RL-driven decision-
making in the search process actually helps uncover neural configurations that outperform random
guessing.

This second approach consists of randomly selecting neural parameters from the same search

space and recording the evaluation F'1 score of each sampled architecture on the validation data.
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Table 2.1: Performance comparison of using RLNAS versus using RSNAS to find a suitable Au-
toencoder architecture for anomaly detection on the H358 office dataset

RLNAS RSNAS
Sensor type
F1 score Precision Recall F1 score Precision Recall

Temperature 100 100 100 99.7 99.4 100
Humidity 99.7 99.5 100 93.3 99.3 88.1
Power usage 93.0 86.9 100 39.5 82.7 259
CO_2 concentration 57.2 96.2 40.7 59.6 96.6 43.1
Illuminance 05.8 50.0 03.2 03.5 12.5 02.0

We repeat this process for the same number of iterations as for RLNAS. Then, we select the best-

discovered architecture and evaluate its performance on the test data.

2.3.6 Results

Table 2.1 showcases the achieved performance in terms of precision, recall and F'1 score of
the best architecture found by the RLNAS framework for anomaly detection in the office sensors
dataset.

Overall, we obtain higher precision scores than recall scores on the test data because our ap-
proach privileges precision (low false positives) since we set the anomaly detection threshold as
the 99" percentile of the reconstruction losses observed during training. However, we are more
interested in the F'1 score, which is more suitable for describing the performance of classification
tasks in imbalanced domains like our case.

We achieved excellent F'1 score detection performance for the temperature, humidity and power
consumption sensors. These sensors exhibit relatively simple patterns with low variation around a
mean value, making the detection of anomalies relatively straightforward (see Fig. 2.3). Conse-
quently, we obtained the best performance for these sensors.

Furthermore, we obtained satisfactory results for the cos concentration sensor, although the
recall rate in classification is slightly lower. However, upon analyzing the data, we observe repeating
day and week level patterns in this sensors’ data, indicating the potential for improved performance
through a more tailored approach. This way, the performance of our method can be further enhanced

in the future by placing emphasis on capturing the seasonality expressed by such sensors.
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Figure 2.4: Example of an anomalous sample generated for the illuminance sensor’s data by replac-
ing the original value (green) by a local outlier (red).

On the other hand, our system yielded poor results when tasked to detect anomalies for the of-
fice’s illuminance sensor. This can be attributed to the significant fluctuations, rapid up and down
variations, and spikes present in this particular time series as illustrated in Fig. 2.4. These character-
istics pose challenges for both human observers and Al models in distinguishing between artificially
generated data points and those that correspond to regular time series behavior. In fact, because of
these fluctuations, the autoencoder may learn to only reconstruct the overall trend of the sequence,
resulting in high reconstruction errors for regular data that are barely affected by the presence of
artificial outliers. Or it may learn to accurately reconstruct the whole sequence, but that leads the
autoencoder to learn to reconstruct any complex signal pattern, including the sequences containing
outliers, as they are hardly discernible from regular data points. However, this problem is specific to
this particular type of data and anomaly definition. And to address this particular situation we might
require more task-specific feature engineering to obtain satisfactory performance using simple deep
learning models such as the autoencoder, which is out of the scope of our current study.

Furthermore, we present the performance evaluation of the proposed model architecture for each
station in the second dataset, which comprises data captured from weather stations.

Table 2.2 provides a comprehensive overview of the achieved results, with F'1 scores ranging
from 89.0% to 100% for the temperature measurements, 61.1% to 92.8% for the humidity sensor’s

data and 83.6% to 97.2% for the pressure sensor’s data. Moreover, the remarkable precision scores
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Figure 2.5: Evolution of the sampled architecture’ F'1 score on the validation data: RLNAS versus
RSNAS

achieved demonstrate the model’s ability to minimize false positive detections, while the high recall
scores indicate its capacity to capture a significant portion of the actual anomalies.

Additionally, when compared to the Random Search algorithm, RLNAS achieves higher F'1
scores overall for both datasets, outperforming the baseline by a significant margin. The main dif-
ference between the two algorithms is that while for RSNAS the whole architecture is randomly
sampled at once, RLNAS samples the architecture one parameter at a time which provides an eval-
uation of the effect of each parameter individually in comparison to previous decisions, allowing
to find better layer combinations. Moreover, the RLNAS’ sampling distribution is affected by the
outcome of previous episodes, whereas RSNAS always samples from a uniform distribution.

As seen in Fig. 2.5 which illustrates the evolution of the agent’s reward (sampled architec-
ture’s F'1 score on the validation data), comparing it to the RSNAS baseline for the IMONTR172
humidity sensor, the architectures sampled by RLNAS are overall more varied and achieve a larger
range of scores. Furthermore, while RSNAS architectures values exhibit relatively consistent scores
around a central point, we observe a noticeable positive trend in the scores of the RLNAS-sampled
architectures.

This validates the assumption that that incorporating experience from past trials into the future
decision-making process in the form of a RL agent’s reward lead to gradually discovering better

neural configurations outperforming repeated random guessing even for a significant number of
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iterations.

However, this performance gain comes at a price, as the RLNAS search process takes generally
longer to complete. This is a consequence of the need to gradually build an architecture by eval-
uating the performance impact of choosing one parameter at a time. The training time is heavily
influenced by parameters like the available computational power, the dataset size and the maximum
size of the AE architecture.

The average runtime of the RLNAS search for the two datasets is depicted in Fig. 2.6, where it
is compared to RSNAS for various target architecture sizes during a search process of 200 iterations
conducted on an Nvidia RTX A6000 GPU. Notably, the RLNAS process exhibits a significantly
longer completion time compared to RSNAS. This difference becomes more pronounced as the
target architecture size increases, primarily because a larger search space has a more substantial im-
pact on the run time of the RLNAS process due to each decision being separately evaluated instead
of evaluating the whole architecture at once like for the Random Sampling method. Moreover, the
RLNAS process takes significantly more time for the H358 dataset, which comprises approximately
9.5 times more data points in comparison with the weather dataset due to its smaller sampling rate.

Overall, the extended runtime proves to be worthwhile as the obtained results demonstrate the
superior capabilities of the discovered model architectures in accurately detecting anomalies within
IoT sensors’ data, indicating the ability of the RLNAS approach to discover neural configurations

optimized to capture the specific anomalies contained within each type of sensor data.

2.3.7 Architecture Optimality Analysis

To comprehensively assess the sensitivity of the RLNAS sampled architecture, we propose to
investigate the impact of varying neural parameters on the anomaly detection performance to see if
for this particular anomaly definition, some hyperparameters inherently perform better than others.
Specifically, we focus on the IMONTR17 weather station’s pressure sensor and to minimize the
interdependence of multiple architectural decisions, we deliberately choose a small architecture of
one block. We employ the RLNAS framework to identify an optimal neural architecture, then indi-
vidually vary parameter decision to see if the architecture could be further improved. The outcomes

of this experiment are visualized in Fig. 2.7, illustrating the effects of different parameter values on
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Figure 2.6: Runtime comparison between RLNAS and RSNAS for the two datasets for various
model sizes
overall anomaly detection performance for the particular sensor.

We observe in this case that the discovered architecture is not significantly sensitive to parameter
variation, as the F'1 difference between the optimal decision and the RLNAS choice varies from 0 to
3.1%. Furthermore, attempting to enhance performance by constructing an autoencoder replacing
all suboptimal parameters by the optimal ones at once results in lower performance. Specifically,
this autoencoder achieves an F1 score of only 0.71, which is notably lower than the initial F1 score
of 0.81.

Overall, this highlights the inefficiency of deriving conclusions from the evaluation of indi-
vidual hyperparameters, as this approach neglects the intricate interdependencies that exist among
multiple decisions within the same architecture, especially for large architectures. Moreover, the
practice of selecting the optimal layer and sequentially seeking the best consecutive parameters to
build a full AE model proves inefficient. This methodology essentially mimics a zero-exploration

reinforcement learning strategy, which, by its nature, is suboptimal due to its failure to explore a
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Table 2.2: Performance comparison of using RLNAS versus using RSNAS to find a suitable Au-
toencoder architecture for anomaly detection on the weather stations’ dataset
RLNAS RSNAS

Sensor type  Station ID

F1 score Precision Recall Fl1 score Precision Recall

IWESTM40 100 100 100 91.1 100 83.5
IHAMPS1 96.8 100 93.8 90.8 100 83.1
Temperature IMONTRI17 89.0 85.6 92.8 75.9 64.0 93.5
IMONTR172 95.9 96.3 95.5 91.4 92.6 90.1
IQUEBECM21 95.9 92.2 100 80.3 96.3 95.3
IWESTM40 86.7 100 76.6 66.2 100 49.3
IHAMPS1 93.7 100 88.2 57.6 100 40.4
Humidity IMONTR17 61.1 594 62.2 60.4 81.2 48.1
IMONTR172 90.0 100 81.8 74.9 100 59.4
IQUEBECM21 92.8 100 86.6 70.2 100 54.1
IWESTM40 97.2 96.6 97.7 96.0 96.5 95.5
IHAMPS1 93.0 94.8 91.1 87.9 100 78.4
Pressure IMONTR17 83.6 76.0 92.8 80.3 69.6 95.0
IMONTR172 96.1 95.2 97.0 87.6 89.0 86.4
IQUEBECM21 95.8 100 92.0 93.6 100 88.0

diverse array of possibilities. Essentially, RLNAS provides a solution to overcome this limitation by
adopting a holistic and exploratory optimization process that considers the interconnected nature of
architectural decisions, wherein the RL agent’s hyperparameter sampling policy integrates insights
from previous decisions within the same architecture.

Besides, while this example presents a compelling case, we extend our investigation by repli-
cating the same experimentation across multiple sensor time series to rigorously assess the gener-
alizability of these findings. Our comprehensive analysis reveals that further optimizing a single
parameter at a time for a two-block architecture results in a performance enhancement of 3.5%
on average across all the weather dataset time series. This illustrates that the RLNAS strategy is
arguably efficient at finding optimal configurations, leaving little room for manual improvement

unless we consider a radically different solution.
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Figure 2.7: Effect of varying a single hyperparameter on the anomaly detection metrics of the
IMONTRI17 pressure sensor
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Table 2.3: Parameters of the encoder of the best discovered architecture for anomaly detection in
the data of the office humidity sensor

Block Parameter Decision
Convolution output channels 4
Convolution kernel size 10

Block 1 Pool%ng type . None
Pooling kernel size -
Normalization type Instance
Activation type None
Convolution output channels 8
Convolution kernel size 3

Block 2 Pooling type Average
Pooling kernel size 7
Normalization type Batch
Activation type Sigmoid
Convolution output channels 16
Convolution kernel size 3

Block 3 Pool%ng type . None
Pooling kernel size -
Normalization type Batch
Activation type Tanh

2.3.8 Case Study

During the training phase, the agent systematically explored diverse architecture configurations

for the anomaly detection autoencoders. As training progressed, it gradually discovered more ef-
fective configurations, as evidenced by higher F'1 scores, thereby improving the performance of the
anomaly detection system. In this section, we further explore the architectures it discovered and
how the learned decisions affect the overall performance of the child model.

In particular, we first provide insight into the anomaly detection architecture proposed for the
humidity sensor located within the office space and whose measurements are centered around
369.kg~"', with a standard deviation of 5.5g.kg~".

The validation fitness (F'1 score) of the different configurations sampled by the agent during
its training range from 65% to 94%. Table 2.3 display the discovered network configuration which
achieving the highest F'1 score.

We build this proposed model and run it through the proposed anomaly detection pipeline under

the methodology that we previously detailed in order to understand how it reconstructs both normal
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and anomalous samples, and thus gain insight into the rules learned by the RL agent during its
training.

In figure 2.8, we show and compare how the model behaves when tasked to reconstruct a sam-
ple of normal sensor behavior and an artificial anomalous data sample that we generated. To our
surprise, we notice that the autoencoder model could achieve good performance without fitting to
the normal sequence behavior. Indeed, despite not faithfully replicating the patterns of the nor-
mal samples, the MSE reconstruction loss remained lower than the selected error threshold in this
example.

In fact, through testing other suboptimal architectures, we found that models that successfully
reconstructed input sequences with high fidelity exhibited lower F'1 scores. This is because, these
particular architectures learn to perfectly reconstruct complex patterns and are therefore also able
to closely reconstruct anomalous sequences, resulting in a higher false negative rate (anomalies
detected as normal samples). This might go against the intuitive idea one may have of generating
an autoencoder that’s perfectly able to replicate normal behavior to ensure that the reconstruction of
normal sequences yield a low reconstruction error.

Second, we study the top architecture discovered for the temperature sensor of the IWESTM40
weather station, which is located in Westmount, a municipality on the Island of Montreal. The
regular values of this sensor range between -17.8 and 34.2 Celsius degrees. Fig. 2.9 illustrates
the reconstruction of regular and anomalous normalized data instances by the autoencoder neural
architecture found by our RLNAS framework (displayed in Table 2.4) which results in a F'1 score
of 100%.

In contrast to the previous example, the time series data of this second use case are vastly dif-
ferent, as the temporal evolution of temperature is overall smoother. Nevertheless, the top proposed
model doesn’t reconstruct such smooth patterns, instead the reconstructed sequences exhibit irreg-
ular curves characterized by significant fluctuations which only vaguely follows the trend of the
regular sequence.

In this case, the reconstruction process fails to capture individual outlier data points. Despite
this, these outliers have a drastic effect on the reconstructed series, as they significantly amplify its

fluctuations. This may be due to outlier points influencing both the maximum and average pooling
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Figure 2.8: Reconstruction of a normal (top) and anomalous (bottom) data sample by the top dis-
covered autoencoder architecture for the data of the office’s humidity sensor

calculations of adjacent points, which results in a higher reconstruction loss compared to regular
samples, making this architecture particularly well-suited for anomaly detection.

Furthermore, this architecture differs significantly from the previous one as it is smaller yet
incorporates a greater number of convolution kernels (higher channel count) with different kernel
sizes and uses different pooling and activation functions.

In fact, on this data and under the same training conditions, the previous architecture (Table 2.3)
yields a much lower F'1 score of 49.28% due to high false negatives, as it predicts most data samples
as regular, anomaly-free data (100% precision and 32.7% recall). This illustrates that a same neural
network may perform very well for a particular type of data while performing poorly for a different

kind of patterns. This highlights the difficulty that a developer may face to identify a suitable neural
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Table 2.4: Parameters of the encoder of the best discovered architecture for anomaly detection in
the temperature measurements of the IWESTM40 weather station

Block Parameter Decision
Convolution output channels 32
Convolution kernel size 3
Pooling type Max

Block 1 Pooling kernel size 7
Normalization type Batch
Activation type None
Convolution output channels 32
Convolution kernel size 15
Pooling type Average

Block 2 Pooling kernel size 7
Normalization type Batch
Activation type Relu

configuration, which potentially may lead them to resort to using larger and more complex deep
learning models and to incorporate specific fine-tuning strategies tailored to each sensor type in
order to achieve satisfactory performance.

Our RLNAS framework alleviates this challenge by enabling the automatic selection of a suit-
able autoencoder for anomaly detection, thus simplifying the model selection process and allowing

the effective use of simple deep learning models such as the autoencoder.

2.3.9 Application Example: Optimization of an Occupancy Estimation Model

Occupancy estimation in buildings involves the utilization of IoT sensors in conjunction with
ML algorithms to determine the number of people present in different areas or rooms within a
building. it plays an important role in transforming traditional buildings into smart, adaptable, and
resource-efficient spaces. Indeed, This technology enables building managers and facility operators
to gain real-time insights into occupancy patterns, helping them optimize building operations such
as responsively adjusting heating, cooling, lighting, and ventilation systems based on the environ-
mental conditions and actual occupancy levels, thereby reducing energy wastage. It also allows
organizations to optimize the allocation of workspaces, leading to cost savings and improved pro-
ductivity.

Anomalies in sensor data, stemming from factors like sensor malfunctions, hinder the ability of
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Figure 2.9: Reconstruction of a normal (top) and anomalous (bottom) data sample by the top dis-
covered autoencoder architecture for the temperature measurements of the IWESTM40 weather
station
ML models to learn generalizable patterns from sensor observations, therefore compromising the
accuracy of occupancy estimation systems in smart buildings and leading to suboptimal resource
allocation and energy efficiency. Therefore, a potential contribution of anomaly detection tech-
niques like ours reside in enhancing the performance of such systems by detecting and addressing
anomalies to ensures that ML. models are trained using consistent, anomaly-free data.

To model this situation, we again use the office room dataset from [8] as it was originally created
for the purpose of occupancy estimation. We first conduct a benchmark of several ML models using
their default hyperparameters including Decision Tree, Random Forest, Gaussian Naive Bayes, K

Nearest Neighbors and Perceptron on the binary classification task of detecting whether the office
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room is occupied or not using anomaly-free measurements of temperature, humidity and power us-
age. The obtained performance is displayed in Table 2.5. Consequently, we opt to use the Perceptron
model for this simulation, as it offered the best performance.

Then, we synthesize anomalous data points for the considered sensors using the anomaly gen-
eration approach that we mentioned earlier and inject them into regular sensor measurements to
contaminate 3% of total data. This contaminated data is used to train the Perceptron model on oc-
cupancy estimation. This approach allows us to emulate the real-world scenario wherein anomalies
often go unnoticed due to their infrequency and, hence, become embedded within the regular sensor
data and continue to propagate into subsequent applications, such as occupancy estimation.

Following this, we generate new training data for our RLNAS framework and employ it to find
a suitable autoencoder configuration for each of the sensors’ data. These autoencoders are then
used to detect and filter anomalies from the data used to train the occupancy estimation model. Our
autoencoder technique focuses solely on identifying whether a time window contains an anomaly
or not, whereas in our case, we want to filter the anomalous data points individually while retaining
the regular data within the sequence to maximize the available occupancy training data. To achieve
this, we flag a single anomalous point per time window, which corresponds to the highest distance
between the original and reconstructed sequences.

Once this filtering process is complete, we proceed to train the occupancy estimator model us-
ing this refined dataset. This allows us to assess the extent to which anomaly detection contributes
to improving the classifier’s performance. In Table 2.6, we compare the performance of the Per-
ceptron classification model trained on contaminated data with a second one that is trained on the
same data but after removing the detected anomalies (including false positives). We observe that
anomalies in the training data of the occupancy estimator despite only representing 5% of data have
a catastrophic effect on the model’s performance as it declined from an 88.47% accuracy and a F'1
score of 64.39% to a lower accuracy of 64.91% and a significantly lower F'1 score of only 46.01%
indicating that this new data led the classifier to learn to privilege correctly classifying the majority
class corresponding to an empty room and which represent 75% of the occupancy data. However,
the second model trained on filtered data yields a higher accuracy of 88.43% and a better F'1 score

of 64.02% indicating that this model is more accurate overall but also strikes a much better balance

42



Table 2.5: Performance comparison of simple Machine Learning classification models on occu-
pancy estimation

Model Accuracy F1 score
Decision Tree 73.25 48.40
Random Forest 80.43 54.39

Gaussian Naive Bayes 79.55 00.00
K-Nearest Neighbors 81.78 55.37
Perceptron 88.47 64.39

Table 2.6: Performance comparison of a Perceptron classifier trained on contaminated data (5%
anomalies) with a second one trained on the same data after filtering anomalies using our technique

Train data Accuracy Fl1 score Precision Recall
Contaminated 64.91 46.01 33.53 73.15
Filtered 88.43 64.62 86.18 51.69

between detecting the majority and the minority class. Moreover, its performance is close to the best
achievable performance corresponding to a Perceptron trained on anomaly-free data (Table 2.5).
This experiment demonstrates the critical effect anomalies may have on the performance of ML
models, and highlights how our anomaly detection framework can be used to enhance their robust-
ness and, in cases, to transform unusable models into accurate ones. Ultimately, this showcases the
importance of integrating anomaly detection techniques like ours into ML systems that operate on

time series data to ensure their accurate and reliable operation.

2.4 Discussion and Future Work

Through our RLNAS approach, we have successfully identified appropriate autoencoder archi-
tectures, yielding satisfactory performance for anomaly detection in different kinds of smart building
sensor data.

Nevertheless, one limitation in our current NAS approach is that even though the RL agent can
choose not to include layers, the maximum number of layers still has to be set prior to starting the
search process as it a parameter of the size of the agent’s neural network. This hyperparameter
impacts the complexity and therefore the accuracy of the child model. Moreover, we cannot choose

a value that is unnecessarily high, expecting the agent not to stack more layers when convenient as
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it badly affects the training time.

Moreover, the significant computational times required to conduct an RLNAS process may pose
a barrier to its adoption in some situations and even though techniques like weight sharing could be
used to avoid training each sampled architecture from scratch [90], a prior study has demonstrated
that this will introduce a bias in the search process, as it increases the likelihood of sampling ar-
chitectures with better initial performance and similar structures [28]. Hence, an interesting future
research direction would be to evaluate how to computationally optimize RLNAS without sacrific-
ing its efficiency.

Besides, for the anomaly detection method we used, a limitation we observed through the anal-
ysis of different architectures proposed by the RL agent is that as the autoencoder is presented with
more diverse and complex signal patterns, it might struggle to learn to generalize its reconstruction
to all kinds of sequences, or it might also learn to reconstruct all patterns, even anomalous ones,
as it fails to detect and learn a single behavior pattern. This explains the relatively significant false
negative rate we achieved. This is why, this proposed approach works best when the normal signal
patterns are either highly seasonal or have low overall variation around a mean value, like for the
case of weather data.

One particular case is when input sequences include patterns that might seem uncorrelated when
we observe time windows individually, but that might express daily or weekly seasonality when
observed over a longer time period. Therefore, in a future work, we aim to enhance our method by
exploiting such seasonal patterns through more complex feature engineering, which will also allow
us to tackle more diverse kinds of sensors.

Additionally, though we explicitly chose to use the 99"

percentile of the training reconstruction
loss as an anomaly threshold to ensure high precision, in cases where false positives are tolerable or
preferable to false negatives, it would be interesting to consider other anomaly definitions or even
to consider the threshold as a hyperparameter and search for the value that would strike the best
balance between precision and recall. Moreover, in this research, we make the assumption that there
is access to clean data for training the Autoencoder models. However, it’s important to acknowledge

that such clean data may not always be readily available. Therefore, in our future research, we plan

to focus on the development of anomaly detection frameworks in more challenging, real-world,
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noisy environments.

Furthermore, the scope of this study was primarily restricted to outliers that manifest as isolated
data points. And while this represents a major category of anomalies, other forms may also be
observed in real life scenarios, particularly pertaining to sensor and system failures, such as signal
shape anomalies which concern for instance a sudden change in the mean value, in the standard
deviation or in the slope of future measurements. Investigating such concerning anomalies will also
be a subject of future research.

Ultimately, we ought to explore additional applications of Reinforcement Learning and anomaly
detection algorithms within the context of smart buildings because these techniques have already
demonstrated promising results in enhancing control mechanisms and identifying anomalies. Yet,
delving deeper into their potential applications may reveal more unexplored possibilities. For in-
stance, by incorporating RL algorithms, smart buildings could optimize various processes, such as
climate control, resource allocation, and occupant comfort, leading to substantial energy savings
and cost efficiencies. Moreover, anomaly detection techniques can play a key role in identifying
and addressing irregularities in building operations, ensuring early detection of faults, potential haz-
ards, or security breaches. As the potential benefits of these technologies extend beyond the current
scope, further research and experimentation are necessary to fully exploit their capabilities, making
our buildings smarter, more sustainable, and safer for both occupants and the environment, therefore

creating a positive impact on the future of smart infrastructure.

2.5 Conclusion

In this research, we leveraged a reconstruction based anomaly detection method using autoen-
coders to detect anomalies in univariate time series data of smart building sensors. To overcome
the complexity of choosing the best configuration for this model, we resorted to a neural architec-
ture search technique that trains a reinforcement learning agent to explore a hyperparameter search
space and find the best configuration through trial and error. We test this approach on our custom
anomaly detection dataset and achieve competitive results. In addition, we showcase an illustrative

case where this method is used to improve the performance of an occupancy estimation machine
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learning model by filtering anomalies from its training data. Moreover, the analysis of agent choices
shows that the autoencoder configurations found may not be immediately apparent or intuitive to
a developer, which highlights the effectiveness of this approach. In this way, we demonstrate that
RLNAS can make for the lack of domain and task-specific knowledge that might be required to
design an effective neural network.

The aim of this system is to identify abnormal behaviors and deviations in temporal data col-
lected from IoT sensors in smart buildings. This proposed techniques will enable the detection of
anomalies related to power consumption, control system failures, and sensor malfunctions, thus
facilitating proactive maintenance, optimizing energy consumption, and improving operational effi-

ciency.
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Chapter 3

Unsupervised Anomaly Detection and
Imputation in Noisy Time Series Data

for Enhancing Load Forecasting

3.1 Introduction

Despite the remarkable recent machine learning led advancements in time series forecasting
[61], it is evident that merely developing more accurate models is not sufficient, as the effectiveness
of these models is greatly reliant on the quality of available historic data [87] to be used for training
these models. In fact, anomalies characterized by sudden deviations or irregular patterns in power
load data, obscure the underlying trends in the time series data hence disrupting the predictive
capabilities of machine learning algorithms [99]. Consequently, the reliability and precision of load
forecasts are compromised, leading to suboptimal decision-making and misallocation of resources.

While numerous techniques for anomaly detection in time series data exist, many of them (such
as reconstruction-based or distance based methods) assume the availability of clean, anomaly-free
data for training or require anomalies to be accurately labeled in the historic data (e.g. supervised
machine learning models), which isn’t practical in real-world scenarios. Furthermore, simply de-

tecting anomalies isn’t sufficient, as omitting these values could compromise the effectiveness of
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forecasting by generating abrupt load patterns. We must instead replace these patterns with new
plausible ones. This is not a trivial task as traditional imputation methods, such as replacing with
a day’s mean value or by the next day’s value, do not work well for long sequences of anomalies
as they result in disrupt patterns. Denoising autoencoders have emerged as a promising alterna-
tive; thus, we propose developing a model that integrates denoising autoencoders with our anomaly
detection system to create a data-cleaning framework that aims to make anomalous data suitable
for training models on downstream tasks like forecasting. This model is also benchmarked against
KNN imputation, another effective approach identified in the literature. In this work, rather than
introducing a new accurate forecasting model for noisy and anomaly-infected datasets, we want
to quantify how the combined anomaly detection and imputation preprocessing pipeline boosts the
forecasting accuracy of existing models. Because traditional statistical models and advanced neural
networks like transformers show limitations with long sequences and temporal information loss, for
our experiments, we select two models. The first one is an RNN-based model that we chose because
of the widespread use of this type of forecasting model. The second model is selected because it
achieves state-of-the-art on several datasets.

In sum, this research addresses the research gaps by proposing a memory-based framework for
anomaly detection in time series data. Unlike traditional methods that require labeled data, our
approach is unsupervised, learning predominant patterns from the data and identifying anomalies as
patterns that significantly deviate from the features observed during training and stored in memory.
It also overcomes the need for clean data by detecting and discarding irregular patterns from the
memory bank during the training phase, making this method particularly suitable for both noisy and
anomaly-infected time series data, as it is able to mitigate the impact of these data quality issues. The
detected anomalies are replaced by plausible patterns using an RNN based imputation model trained
on reconstructing data deemed anomaly-free after iterative and random manual corruption. Through
arigorous evaluation across data from different kinds of buildings, we demonstrate the effectiveness
of our proposed approach in identifying and rectifying anomalies to enhance the usability of the
data for forecasting. This is achieved by quantifying the forecasting accuracy gained by using this
method through a comparison between the performance of forecasting models trained on anomaly-

contaminated data and those trained on the same data after detecting and imputing anomalies.

48



Ultimately, this research contributes to the advancement of energy management practices by
enabling more accurate and reliable load forecasting for electrical grids and smart buildings, paving
the way towards sustainable and efficient energy utilization.

The rest of this chapter is structured as follows: In section 3.2 we offer a detailed explanation of
our proposed system including the anomaly detection framework, anomaly imputation system and
the forecasting models used for evaluation. In section 3.3, we further explain how these compo-
nents are interconnected during our experiments and provide details into our specific methodology,
implementation and evaluation approach. Following this, in section 3.4, results are presented and
explained, offering insights into the performance of our system across various datasets and scenar-
ios, and finally section 3.5 engages in a discussion of our system, the obtained results, and outlines

potential avenues for future research and development.

3.2 Proposed System

In this section, we introduce and theoretically explain the distinct components of our framework,

including anomaly detection, anomaly imputation, and load forecasting.

3.2.1 Anomaly Detection
Overview

This anomaly detection methodology relies on a memory bank to store reference features ex-
tracted during the training phase and subsequently employing them during inference to compute an
anomaly score.

Initially, the memory bank is populated with feature extracted from training data using a frozen
backbone. In this process, we extract patch features (i.e. local descriptors of a small region of the
signal) as they are able to capture both single-point anomalies and anomalous sequences. Plus, they
encapsulate temporal relationships within time series data, effectively describing each data sample
in relation to its adjacent values. Subsequently, the memory bank is filtered to remove anomalous
features, ensuring that only anomaly-free features remain for computing anomaly scores during

inference. These scores are determined by measuring the distance between a test sequence and
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its most analogous memory-stored pattern, within the feature space, where anomalous patterns are
easier to distinguish from regular ones.
The main components are further discussed below, and a general high-level algorithm is pro-

vided in Algorithm 2 to summarize the memory bank’s construction process.

Algorithm 2 Constructing an Anomaly-Free, Patch-Level Feature Memory Bank
Input: Time series sequences X, backbone ®, hierarchy j, random linear projection ), de-
noising threshold 7, new coreset size k.
Output: Memory bank M..
M~ {} > Populate the memory bank.
for z; € X'y do
Compute locally aware patch features P, = P(®;(x")) (Eq. 8)
M~ MUPF
end for
Build an MG Distribution A/ (p, 3) (Eq. 11) > Denoise the memory bank.
for m; € M do
Compute and store an anomaly weight W,,,, (Eq. 12)
end for
Discard elements m; corresponding to top 7% highest anomaly weights W,,,, from M
: Mo+ {} > Coreset Reduction.
cforic[l,... k|l do
Calculate new memory elements m; (Eq. 14)
M, +— M. Um;
: end for

R e A U S > i e

e e e
AN T

Patch Feature Extraction

During this first phase of feature extraction, a generic pre-trained backbone neural network
denoted as @ (e.g. ResNet) is used to extract patch features from a given time series sequence
x' € R4 belonging to a collection of subsequences extracted from a main time series 7' € R4

of size L and dimensionality d through a sliding window process of stride 9, i.e. :

x' € Xn = {Tou,.... Ts:st,r - - » T(N—1)6:(N—1)6:+1,...} )

where i € {0,..., N} with N = [ 2L + 1 the number of time windows of size (.
Following conventional notations, the features extracted at the hierarchy level j of the backbone

for the sequence x* are denoted as ®; ; = ®;(x?) € Re*!x4,
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While this network is not specifically trained on a relevant time series task, we posit that a
considerable discrepancy still exist between features extracted from a regular sequence and those
extracted from an anomalous one. Notably, we focus on low and middle-level features instead of
high-level features that capture task-specific representations that are relevant to the backbone’s orig-
inal training task. However, while these features are more general, they possess a smaller awareness
of their local neighborhood due to a reduced receptive field, potentially missing relevant temporal
context information for characterizing anomalous data samples in relation to neighboring observa-
tions.

To remedy to this, locally aware patch features P(®; ;) were proposed in [94], aggregating
feature vectors from the neighboring region of size k of the data point (I, d) denoted N, ,El’d). They
are computed as follows:

P(@ )Y = & j(NID) = fagg(®sj(a,b) | (a,b) € NjH?) ()

g p

where fq4, is a defined aggregation function (e.g. average pooling) and the neighborhood is defined

as:

k k
NG = {(@b) fa € 1= (Gl + 5]
3 2 ©)
beld—|=],...,d+ |z
& 0= [g) - d+ [}
Finally, a memory bank M is populated with the locally aware feature maps generated for each
time series sequence x;,i € {1,..., N} observed in the training phase as follows:
N .
M =] P(®;(x")) (10)
i=0

Noise Discrimination

M serves as the basis for computing anomaly scores through proximity to the most similar
stored features. However, this paradigm assumes that the training data is anomaly free, as in cases
where the training data contains anomalies, an anomalous test sequence may have similar features
stored in M, resulting in a low anomaly score and leading to a false negative classification.

Therefore, and similarly to [59], we incorporate a noise discrimination mechanism to filter
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anomalous patches from the memory bank. This assumes that regular feature corresponding to the
predominant anomaly-free patterns share a similar distribution in the feature space, while anomalies,
which are relatively rare events with considerably different patterns, have larger variance. There-
fore, normal features are in a dense feature space while anomalous patterns are sparse and can be
identified using the Mahalanobis distance, which computes a distance between a point and a distri-
bution.

To this end, a Multi-variate Gaussian (MG) Distribution N (1,4, 21,4) is constructed, with p 4
as the batch mean of ®;(l, d) and the sample covariance defined as:

1 XN

Sra=——7 > (@n(l;d) = p1a)(Pnll,d) — pa)" + el (11)

- n=0

The el term ensures that the matrix is full rank and invertible [34].
Subsequently, the Mahalanobis distance is computed for the elements m; € M as follows and

serve to identify anomalies in the memory bank as features with high distance.

Wi, (1, d) = \/(q’mi(l, d) — p1,a) TS g (P, (1, d) — puu,4) (12)

This distance is computed for all samples in M, and those corresponding to the 7% highest distances
are removed, where 7 represents a memory bank denoising threshold parameter. Moreover, this
distance is also used during inference to scale the anomaly score of test features according to the
abnormality level of the stored features to further account for noisy patterns even if they are not

filtered from M.

Coreset Reduction

A notable challenge in memory-based anomaly detection approaches arises from the storage
demands associated with larger datasets, where the length of 7' leads to a substantial number of
saved features in M. This necessitates considerable storage space and can result in slower inference
times. Coreset selection offers a solution to this issue by identifying a subset M, C M that,

despite being smaller, closely approximates solutions over M, thereby reducing inference time
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while preserving performance. Given that this approach relies on nearest neighbor calculations, we
employ the minmax facility location technique, as suggested in prior research [94, 101]:

M. = i i — 13
o = rgmint ma i e = o) "

This calculation is performed using a greedy approximation, similar to the methodology outlined
in [101]. Additionally, random linear projections are applied to reduce the dimensionality of the
memory-stored vectors m € M: 1) : R? — RY" where d < d* [103].

Consequently, we initialize an initially empty reduced set M. and iteratively calculate new ele-

ments as displayed in Equation 14, repeating the calculation until the target coreset size is reached:

i = wrgma, (i [5(m) ~y()le) "

Model Inference

During inference, an anomaly score is calculated for an unseen time series test sequence z'°*' by
calculating its patch features (in the same way as for the elements in M) then by determining the

nearest neighbor of each patch p € P(®;(z'**")) as follows:

m* = argmin|p — m||2 (15)
me

For each patch, an anomaly score is then computed as a distance to its nearest neighbor. This
distance is scaled by the weight W+, obtained during the noise discrimination phase, to account

for the abnormality level of the memory-stored features:
sp = Win=[[p —m*|2 (16)

Setting a threshold on these anomaly scores (e.g., using a percentile value if the data contamina-
tion rate is estimable) allows for the identification of anomalous patches and by examining a patch’s
receptive field, timestamps corresponding to anomalies can be detected, as illustrated in Fig. 3.4.

Moreover, an anomaly score for the entire sequence (of size /) may be computed through the
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application of an aggregation function over the patch scores (e.g., average or max).

To summarize, this approach solves the identified literature issues by implementing an unsuper-
vised learning method, eliminating the need for labeled data. Instead, it can work with unlabeled
data to identify the underlying patterns governing the time series. Additionally, it overcomes the
challenge of requiring clean data for effective training through the memory bank denoising mech-
anism. This filters anomalous samples, only keeping clean ones, allowing the model to learn the

regular pattern and later discriminate regular from anomalous patterns.

3.2.2 Anomaly Imputation

Anomaly Imputation or missing data imputation in general can be framed as a reconstruction
problem, where the goal is to generate a new complete time series that aligns closely with the ex-
isting observed values while also accurately deriving missing values based on the patterns observed
in the existing data, ensuring coherence of the time series variation and fidelity to its underlying
structure [137].

Autoencoders, particularly recurrent denoising autoencoders (RDAESs), are well suited for re-
constructing incomplete time series data. During training, the model learns to fill in missing values
by encoding the input into a lower-dimensional latent space and then decoding it back to its original
dimensionality, with the aim of minimizing the reconstruction error. Unlike traditional autoencoder
architectures that focus on learning a compact representation of static inputs, RDAEs are tailored to
handle sequential data by incorporating recurrent neural network (RNN) layers into their structure
that help capture temporal patterns and dependencies.

In fact, to fully capitalize on this temporal correlation, we employ the bidirectional Long Short
Term Memory (bi-LSTM) model in the internal structure of the autoencoder. This is an RNN
architecture that utilize two LSTM networks in a bidirectional configuration to capture both past
and future context in sequential data by processing the input sequence in two directions: forward

and backward, resulting in two distinct latent feature representation that, similarly to [137], we
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concatenate as following

h = enc(x)
= . a7
= LSTM(x1,x2,...,x;) & LSTM(x;, 2-1,...,21)
where x = (z1, z9, ..., x;) denotes the input sequence of length [ and & denotes the concatenation

operation.

This choice is made because our task involves imputing data sequences identified as anomalous
from a large historical dataset that will subsequently be used to train forecasting models. Hence,
for any given time step to be imputed, we have access to both past and future values. Therefore,
processing the data in both directions allows the model to capture dependencies from both past and
future patterns, providing a more comprehensive understanding of the sequence.

LSTM in itself is an RNN architecture designed to overcome the vanishing gradient problem and
capture long-range dependencies in sequential data. Unlike traditional RNNs, LSTMs incorporate
gated mechanisms to regulate the flow of information through the network [113].

At each time step ¢, an LSTM unit computes three main components: the input gate 7;, the forget
gate f;, and the output gate o;. These gates control the flow of information into and out of the LSTM
unit, allowing it to selectively remember or forget information over time.

The input gate 7; determines how much new information should be added to the cell state c;
based on the current input x; and the previous hidden state h;_;. Similarly, the forget gate f;
regulates the extent to which the previous cell state c;_; should be retained. Finally, the output gate
o, determines the amount of information that should be output as the hidden state hy.

The cell state ¢; acts as a memory unit that can store information over long periods, allowing
LSTMs to capture long-term dependencies in the input sequence. The hidden state h; is computed
based on the cell state and the output gate, providing a compact representation of the input at each

time step.
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The equations governing the computation of the LSTM gates and states are as follows:

it = o(Wigze + Winhi—1 + b;) (18)
Jt = o(Wyrpxe + Wephi—1 + by) (19)
or = 0(Wogzt + Wophi—1 + bo) (20)
gt = tanh(Wyzzy + Wonhi—1 + by) (21)
a=ftOa1+iOg (22)
hi = o; ® tanh(c;) (23)

where o denotes the sigmoid activation function, tanh denotes the hyperbolic tangent activation
function, c are weight matrices for the input gate, forget gate, output gate, and cell state, respec-
tively, and Wiy, Wy, Wop, Wy, are weight matrices for the corresponding gates and states from
the previous hidden state. Additionally, b;, bs, b,, b, represent the bias terms for the gates, and ©
denotes element-wise multiplication.

In our framework, let z € R’ represents the input time series sequence, with [ denoting its size
(acquired via a sliding time window). During inference, we utilize a binary mask object m € [0, 1]/
to store the indices of detected anomalies. Here, m; at time step ¢ indicates whether x; is classified
as an anomaly:

0  if x4 is an anomaly.
my = (24)

1, if z; is a regular observation.
Subsequently, we perform element-wise multiplication between the input sequence x and the anomaly
mask m, denoted as x = x ® m, before passing it to the RDAE model. The resulting decoded se-
quence, X = dec(enc(x)), approximates a complete, anomaly-free version of the input sequence
where the decoder is a bi-LSTM layer followed by a Fully-Connected (FC) layer. This sequence
serves as a replacement for the missing values, yielding a new imputed sequence through the for-
mula:

Ximputed = X © M + XOm (25)
where m represents the complementary mask to m.
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The model architecture is illustrated in Fig. 3.1.

During the neural network’s training phase, we utilize the data sequences deemed anomaly-
free. For each sample, we generate a random mask m, where segments of values are randomly set
to zeros. To train the network, we employ a loss function that quantifies the disparity between the
original complete sequences and the recovered sequences after omitting data patches (Eq. 26). This
approach emulates the scenario of detecting an anomalous patch of data, masking it, and then using
the Autoencoder to fill the unknown masked sequence with plausible values. The RDAE learns to
fill missing values with plausible ones by iteratively masking patches at random positions. This
allows it to learn to generate a complete representation of the input time series while capturing the
underlying patterns and the possible values for any given position (a patch starting at any hour). This
enables the model to effectively impute both individual data points and entire sequences. Moreover,
in our experiments, the model is trained over multiple epochs, with the random mask positions
changing between epochs. This variation mimics being exposed to new previously unseen data and
hence enhances the model generalizability to a wider set of anomalies. We use the Early Stopping
algorithm to terminate training when the model’s performance stabilizes (i.e., when improvements

on the validation set plateau).

£ = MSE(x, %)
n (26)
Z[xz — dec(enc(x © mr))i]2

i=1 =1
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3.2.3 Load Forecasting

We aim to assess the extent to which detecting and imputing anomalies may enhance the ac-
curacy of load forecasting models. To accomplish this, we initially train and evaluate forecasting
models using raw anomaly-contaminated data. Subsequently, we compare its performance to that
achieved under identical conditions but after imputing the detected anomalies. To offer a compre-
hensive understanding of this performance enhancement, we conduct experiments using two distinct

forecasting models: the simple, well-established and widely-used RNN-based Seq2seq model and
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Figure 3.1: Illustrative diagram of the imputation model

the cutting-edge SCINet model from [79] that outperforms various state-of-the-art models on mul-

tiple benchmarks.

Seq2seq Model

The idea behind this model is to frame the time series forecasting problem as a sequence-to-
sequence generation framework, employing Gated Recurrent Units (GRUs) to adeptly capture tem-
poral dependencies. This architecture is composed of a recurrent encoder and a recurrent decoder.
The encoder sequentially processes input time series observations, leveraging interconnected GRU
cells to encode it into a context vector that encapsulates the temporal characteristics of the input
sequence [25]. The overall architecture of this model is illustrated in Fig. 3.2.

In the following, let (%)Z-I:l be the input sequence of size I. We want to forecast the next .J
timesteps, i.e. predicting (xj)}]:o-
Initially, each input observation is passed through interconnected GRU cells, which iteratively

compute hidden states. Formally, the hidden state 2" at time step ¢ is computed as follows:

hi™ = enc(wi, hi™) @27)

The final hidden state ~5" serves as the context vector summarizing the entire input sequence.
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In contrast, the recurrent decoder aims to generate the output time series based on the context
vector produced by the encoder. Initially, the context vector initializes the decoder’s hidden state

hgec = h$"°. For each time step in the forecast horizon j in the output sequence, the decoder’s

hidden state h‘;ec is computed using the previous output ;1 and the preceding hidden state h?e_cl.
This process is mathematically represented as follows

hdeC _ d . hdec 28

5= dec(yj—1,hj%) (28)

Following the computation of the decoder’s hidden states, the output at each time step is generated
utilizing a fully connected layer with a softmax activation function, thereby yielding the predicted

value g;. This can be expressed as:
§; = softmax(Whi* + b) (29)

where W is the weight matrix, b is the bias vector, and hgec is the hidden state of the decoder at time
step j.

Similar to LSTM, GRU incorporates gated mechanisms to regulate the flow of information
within the network [29]. At each time step ¢, a GRU unit computes two main components: the
update gate z; and the reset gate ;. These gates control the flow of information, allowing GRU
to selectively update its hidden state. The update gate z; determines how much of the previous
hidden state h;—; should be preserved and how much of the new candidate activation izt should be
incorporated. On the other hand, the reset gate r; decides how much of the previous hidden state
h¢—1 should be ignored when computing the candidate activation hy.

The candidate activation hy is computed based on the current input x; and the previous hidden
state h;_1, capturing the information relevant for the current time step. The hidden state h; is then
updated as a combination of the previous hidden state and the candidate activation, weighted by the
update gate.

The equations governing the computation of the GRU gates and states are expressed as follows,
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Figure 3.2: Illustrative diagram of the Seq2seq forecasting model

using similar notations to the ones previously used for LSTM:

2 = 0(Weopwe + Wophy—1 +b) (30)
re = o(Wypaxe + Wephi—1 + by) (31
hy = tanh(Wizzs 4+ e © (Wanhe—1) + bp) (32)
he=(1—2)®hi1+ 20 h (33)

Through iterative training using the Mean Squared Error (MSE) loss function, the model opti-
mizes its parameters, minimizing the disparity between predicted and actual output sequences.

The main advantage of GRUs over LSTM lies in their simpler architecture, which translates to
easier training and reduced need for parameter optimization, enabling us to conduct experiments

across a wide range of data types more efficiently.

SCINet model

SCINet adopts a recursive downsample-convolve-interact approach within an encoder-decoder
framework [79].

The encoder component comprises SCI-Blocks, which first downsample the input data into
two sub-sequences that each undergoes processing via a series of convolutional filters, extracting
distinct temporal features from each part. Mathematically, this involves splitting a set of features
F = (:ci)le into two sub-sequences by segregating observations at odd and even positions, de-
noted as Fiyep and Fiyqq respectively, thus reducing temporal resolution while retaining most of the
information.

To compensate for downsampling-caused information loss. An interactive learning framework
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is proposed. This framework employs four distinct 1D convolutional neural networks with learnable
weights ¢, 1, p and 7 to project Fe,en and F,4q into hidden states where the following scaling
transformations are applied (Eq. 37) to allow information exchange between the two sub-sequences

and making the receptive field at each layer larger.

Foaa = Foaa © exp(@(Feven)) (34)
F3en = Feven © exp(¢(Foaq)) (35)
Foad = Foaa £ p(Feven) (36)
Feven = Feven £ 1(Foaa) 37)

SCINet organizes multiple SCI-Blocks into a binary tree structure, where the two outputs produced

by each block (F,,, and F/,)) serve each as a separate input for a subsequent SCI-block. This

ven
arrangement enables the model to capture rich features from multiple resolutions, representing both
local and global perspectives of the time series, effectively modeling time series with complex
temporal dynamics.

In the final stage, a new sequence with enhanced predictability is constructed by reversing the
odd-even splitting operation and concatenating them with the original time series for forecasting
using a fully-connected network as the decoder.

This architecture learns to accurately forecast time series data through minimization of the MSE

loss between the ground truth horizon sequence and the decoded sequence.

3.3 Experimental Framework

In this section, we begin by introducing the data sources and anomaly types we considered in our
experiments. We then illustrate the interconnections between the various components outlined in the
previous section and how they are employed. We also expose the implementation-specific details of
our experiments. Following this, we present baselines we employ for comparison, followed by the

metrics we employ for evaluation purposes.
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3.3.1 Data
Datasets Description

To offer broad insights from our experiments and to demonstrate diverse applications of the
proposed anomaly detection and imputation modules, we opt to utilize three distinct load datasets
sourced from diverse settings, varying in building type, scale, and other factors. These datasets are

as follows:

* The Australian Energy Market Operator (AEMO) dataset offers time series data on electricity
demand aggregated for the states of Australia, with considerably different load patterns for
each state. We collect data for the years 2015 to 2020, featuring a sampling rate of 30 min-
utes. This data is invaluable for forecasting electricity demand trends at the regional scale,
aiding governments in the optimization of energy production, energy resource allocation and

infrastructure planning.

* The industrial Park dataset from [143] provides anomaly-free electric power load data for
various building types in an industrial park in Suzhou, China (Commercial, Office, Public
and Residential buildings). It includes 6 years of data spanning 2016 to 2021, captured with
a 30-minute time resolution. This dataset is chosen to evaluate the system’s generalizability

across various building types and settings.

* The Predis-MHI dataset reports the electricity consumption of a tertiary living lab building
located in the GreEn-ER building in Grenoble [83]. Observations are recorded with a 1-hour
time resolution, covering the years 2016 to 2022. Notably, this dataset already encompasses
multiple anomalies; hence, we aim to detect and impute these anomalies so we do not syn-

thesize new ones.

Synthetic Anomalies Generation

Given that, as of our current knowledge, there is no publically available dataset specific to time
series load data that contain genuine anomalies, we resort to creating our own anomalous data by

injecting artificial anomalies into regular data.
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In order to generate diverse synthetic load data specific anomalies with real-world properties, we
refer to the study conducted in [111] where authors analyze the dataset that was originally curated
in [117] which include records of real energy and power time series data for 600 smart meters
installed in different locations at the Karlsruhe Institute of Technology (KIT). They identify the
unusual patterns and define four types of commonly occurring load anomalies caused by technical

faults.

Anomaly Type 1 For this specific anomaly type, the energy time series exhibits a sudden drop
to zero, followed by a subsequent rebound to a plausible value after a time period denoted by 7.
In the power time series, this manifests as a negative spike, a sequence of zero values, and then a
positive spike, effectively restoring the energy to a reasonable level. Such behavior is indicative of
a potential issue in the recording of values by the energy meter.

In the following, let ' = ey, ea, . . ., ey represents the energy time series, and P = p1,pa, ..., PN
denotes the corresponding power time series, k an offset parameter and u ~ U 1).

An anomaly happening at time step ¢ can be accurately modeled using the following equations:
eirte =0, 0<t<T (38)

k—(Cizip),  t=0

Pitt = 40, O<t<t—1 (39)

F e t=T—

Anomaly Type 2 The second anomaly type describes situations where the energy gradient de-
creases, stagnates for a duration 7, then increases gradually to reach a correct value. In the power
domain, this translates to a decline to zero values, followed by a positive spike corresponding to the
power accumulated during 7. This anomaly arises from disruptions in the transmission of sensor

measurements and is effectively synthesized through the following equations:

eirvt=u-e+(l—u)-e_1, 0<t<rT (40)
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Pivt = 0, O<t<rT—1 41

I—w)-pi+> T p  t=7-1

Anomaly Type 3 This anomaly manifests as a sudden decrease in the energy time series, resulting
in a negative spike in the power domain. Such behavior is often induced by an external adjustment
of the sensor, such as recalibration to align readings from multiple smart meters. This anomaly is
formulated as follows

Citt =€yt —u-|eg—ei—1|, t>0 (42)

Di = —U-Di—1 (43)

In other identified cases the power spike is significantly higher and corresponds to a reset of the
smart meter as follows.

€itt =€yt —€ >0 (44)
i—1

pi=— pp—k (45)
j=1

Anomaly Type 4 This anomaly type is distinguished by a sudden surge in the energy gradient,
leading to a positive power spike. External adjustments to the smart meter can often induce this
behavior. The synthesis of these anomalies closely parallels the previous anomaly type but involves

a distinct sampling interval for u, reflecting the estimated spike scale:
Civt = Cipt tu-le; —ei1|, =0 (46)

Di = U-Pi—1 47)

An illustrative case is displayed in Fig. 3.3 showcasing the injection of each of the different

anomaly type at random positions into the same regular energy and power measurements.
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Figure 3.3: Synthetic energy and corresponding power anomalies generated for the load data of a
commercial building from the Industrial Park dataset

3.3.2 Operational Setup
Experimentation Procedure

The initial phase involves data preparation, where anomalies are randomly generated across
all types and injected into regular time series to achieve a data contamination rate of p%, where
anomalies are distributed among d% of days.

This dataset will be ultimately used to train and assessing the effectiveness of the forecasting,
both pre- and post-anomaly detection and imputation. Hence, to ensure unbiased evaluation, we
intentionally contaminate only an initial segment of the dataset designated for training, as to keep a
second anomaly free portion for evaluation preventing the potential distortion of metrics due to the
presence and imputation of extreme values.

Subsequently, percentile normalization (Eq. 48) is applied to mitigate extreme values. This

normalization process enhances the convergence of optimization algorithms and prevents outliers
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from disproportionately influencing the data, while maintaining meaningful variation in the regular

data.
! = B
P99.99 — P0.01

(48)

The Industrial Park dataset exhibits missing data, which we address by filling entire days without
observations with values from the preceding or succeeding week if is has no missing values. In
instances of isolated missing observations, we employ the K-nearest neighbor imputation algorithm
to identify days with analogous overall profiles and substitute the missing values with records from
the day with the most similar load profile.

Moreover, for the Predis-MHI data, we incorporate extra steps to eliminate periods affected by
sensor malfunctions and other exceptional periods characterized by significantly deviant load pro-
files, such as holidays or the Covid-19 pandemic period when power consumption was negligible.

The AD model is then run on the contaminated portion of the time series (for labeled datasets,
we report the anomaly detection performance in Section 3.4.1).

To distinguish between anomaly-free days and those with anomalies, we aggregate patch anomaly
scores at the daily level. Specifically, we calculate a day’s anomaly score as the highest score within
its data, as it was experimentally found that training the AD and Al models on day-long observation
to be the most effective.

Anomaly-free day observations are collected and used to train and test the anomaly imputation
model by masking random sequences of data and training the model to predict plausible values for
them. Once trained, this model is run on days with detected anomalies, i.e. anomalies are masked,
and the model is tasked on predicting what the missing values would be under regular conditions.

To evaluate the forecasting accuracy, we train each model on both the raw contaminated data
and the same dataset after detecting and imputing anomalies. We assess the performance resulting
from each training setting by testing the models on the anomaly-free test data. Moreover, simulating
a real-world scenario, we envisioned the model being used daily with data collected from previous
days. So, accordingly, we computed performance metrics (see Section 3.3.3) on each day and report

the average metric across the entire test period in Section 3.4.3.
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Implementation Details

In our experiments, we introduce anomalies into the first 70% of available records, ensuring an
equal distribution across the four anomaly types, while the remaining data is kept anomaly-free and
reserved to evaluate the forecasting models. In the anomaly detection phase, we augment the time
series with additional features before passing them to the anomaly detection phase, Specifically, we
incorporate batched standard deviation and generate a new dimension with an exponential smoothed
representation to emphasize the contrast between anomalies and their smoothed counterparts, poten-
tially improving anomaly detection performance. Moreover, we employ a frozen ReseNet backbone
for extracting patch features at the 1% hierarchy level. Both the anomaly detection and anomaly im-
putation models are fed day-long data. For training the anomaly imputation model, we randomly
omit patches of size 8 (corresponding to the look-up region of the first layer of ResNet.). The em-
bedding dimension is set to 128 and the model is trained using the Adam optimizer with a learning
rate of le-3.

For forecasting, we employ the previous week data to forecast the next day and leverage the
preceding two weeks’ data to forecast the upcoming week. The Seq2seq model has one GRU layer
with a hidden size of 128 and an FC layer of 16 nodes. The SCINet model is built by stacking two
SCINet-blocks of 3 levels. We incorporate a dropout percentage of 25

These hyperparameters have been fine-tuned through iterative experimentation and adjustments
on the validation data.

All models are trained using the Mean Squared Error (MSE) loss function and the Adam op-
timizer for 500 epochs. To prevent overfitting, we implement an early stopping mechanism with

patience of 20 epochs .

!Code for this implementation is made open-source and is accessible at Github.com/MaherDissem/Unsupervised-
Anomaly-Detection-in-Noisy-Time-Series-Data-for-Enhancing-Load-Forecasting.
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3.3.3 Evaluation
Comparative Baselines

In addition to evaluating the forecasting accuracy gain achieved through our anomaly detection
and imputation pipeline, we compare the performance of each individual component against state-
of-the-art methods on our custom dataset to provide a comprehensive assessment.

Specifically, we benchmark our anomaly detection technique against DGHL [24], a deep gener-
ative model for time series anomaly detection based on top-down Convolutional Networks. DGHL
is trained using the Alternating Back-Propagation algorithm combined with short-run MCMC, and
has demonstrated state-of-the-art performance in recent comparisons with other advanced anomaly
detection models.

For anomaly imputation, we first compare our model against mean imputation, which corre-
spond to filling a missing patch of data with the mean of the time series. To account for temporal
trends and changes in the mean, we specifically use the mean from the day on which the anomaly
occurs. Although this method is commonly used for single missing data points, it is limited when
dealing with multi-timestamp anomalies or anomaly patches, as in our case, and is thus provided
for reference only. For more accurate imputation, we also employ the KNN algorithm [17] as a
baseline. When imputing a missing sequence (e.g., a 4-hour gap within a day), KNN identifies
complete sequences in the training data that are most similar to the surrounding non-missing seg-
ments based on Euclidean distance. It then selects the k most similar subsequences and fills each

missing timestamp with the average of these subsequences.

Evaluation Metrics

To achieve a comprehensive understanding of the achieved performance in the anomaly detec-

tion task, we propose the use of the following key metrics:

* Precision: It measures the proportion of correctly predicted anomalies among all instances

flagged as anomalies, indicating the model’s ability to avoid false alarms.

TP
rec1s10n TP T Fp ( 9)
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In this equation T'P are True Positive predictions and F'P are False Positives.

Recall: It quantifies the proportion of actual anomalies that are correctly identified by the

model, representing the model’s ability to capture all anomalies (i.e. avoiding false negatives).

TP
Recall = — 50
= TPIFEN (50)

In this equation F'IV are False Negative predictions.

F1 Score: This score harmonizes precision and recall into a single metric, offering a balanced

assessment of model performance by accounting for both false positives and false negatives.

Fl— 2 - prf:c.ision - recall 51)
precision + recall

AUROC (Area Under the Receiver Operating Characteristic curve): This metric assesses the
model’s ability to discriminate between normal and anomalous instances regardless of the
anomaly score threshold used for classification by measuring the probability that the score
of a positive example is higher negative sample’s. It ranges from O to 1, where a higher
AUROC value indicates better performance while an AUROC of 0.5 suggests a model with

no discrimination ability (equivalent to random guessing).

Similarly, we adopt the following metrics to evaluate the imputation and forecasting ability of

the models where y; is the actual value at time step ¢ (ground truth) whereas g; is the forecast value

and g; is the mean value of the actual observations.

* MAE (Mean Absolute Error): Measures the average across all observations of the absolute

errors between predicted and actual values.

N
1 .
MAE = — E 1 lyi — il (52)
1=
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* MSE (Mean Squared Error): Computes the average of the squared differences between pre-
dicted and actual values. This metric is more sensitive to large errors than MAE. It is par-
ticularly relevant as it is used for the optimization of the ML models. However, it is not
as intuitive to interpret due to the values being in a different unit than original values (e.g.
KW?).

N
1 <12
MSE = I 'E_l (i — Ui) (53)

* RMSE (Root Mean Squared Error): Square root of the MSE, providing a measure of the

prediction errors in the original unit and relatively sensitive to outliers.

RMSE = vVMSE (54)

* SMAPE (symmetric Mean Absolute Percentage Error): The idea behind this metric is to
calculate errors as a percentage of the actual values (lower is better), therefore providing a
scale independent metric. However, as this can introduce asymmetry due to the impacts of
overestimation and underestimation errors being different, it is normalized by the sum of
predicted and actual values. This extra step also enhances robustness to very small ground
truth values.

1

—  |yi — @il
SMAPE = — — 2 x 100% (55)
n ; (lyal + 19:]) /2

 R? (Coefficient of Determination): Provides a measure of how well the predicted values from
the model fit the actual data, relative to a simple horizontal line (naive prediction). This is
obtained through the proportion of the variance in the dependent variable that is predictable
from the independent variable. A value of 0 indicates that the model’s predictions are no better
than simply using the mean of the observed data (horizontal line), and 1 indicates a perfect fit
where the model perfectly predicts all variations in the data. Negative values indicate that the

model is performing worse than a horizontal line.

SN (i — 6i)? (56)
S (g — )2

RZ=1-
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3.4 Results

In this section, we present the results obtained through the methodology outlined in the previous
section, as well as additional experiments conducted. We begin by evaluating the anomaly detection
and imputation framework independently. Then, we assess the performance improvements achieved

using this approach for both the next day and next week forecasting tasks.

3.4.1 Anomaly Detection

We report in Table 3.1 the patch-level anomaly detection metrics obtained for our experiments,
conducted under a total contamination rate of 10% where anomalies are spread across 40% of days.

For the AEMO dataset, our model achieves an average F1 score of 92% and an average AUC of
96% across all five time series, demonstrating its strong ability to distinguish between anomalous
and regular patterns. This represents a significant improvement over the DGHL baseline, which
only achieved an average F1 score of 80% and an AUC of 79%. Similarly, on the Park dataset, our
method yields an average F1 score of 90% and an AUC of 96%, outperforming the baseline’s scores
of 73% for F1 and 72% for AUC.

This performance difference can be attributed to several factors. DGHL lacks a specific mech-
anism for handling anomalies present in the training data, and was originally designed to leverage
spatial correlations in raw multivariate data. However, this approach is less effective for load data,
where anomalies typically occur only in the load sensor and not across related sensors. In contrast,
our method focuses on feature engineering, extracting a large set of representations from a single
time series (e.g. 512 representations using a ResNet backbone in our experiments).

Overall, we obtain good anomaly detection results, with an average AUC score of 96% and F1
score of 92% across all load datasets. Moreover, while the F1 score provide a balance of precision
and recall, we are not too concerned with the precision metric, which measures the proportion
of flagged anomalies that are actual anomalies, because false positives have low impact on the
forecasting models’ training since they are replaced by new accurate values. In contrast, we place
more emphasis on the recall metric of the anomaly detection (i.e. existing anomalies that are actually

detected as such) for whom we obtain an average value of 0.95% by intentionally setting a low
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threshold on anomaly scores.

Furthermore, to assess the method’s effectiveness across various anomaly types beyond just
load anomalies, we conduct evaluations on the well-known Yahoo Webscope S5 A2 dataset [128]
which contain synthetic labeled anomalies of various kinds, and report competitive results in Table
3.1. Our method achieved an F1 score of 82%, significantly outperforming the DGHL baseline,
which only reached 17%. For AUC, we obtained a score of 98%, compared to DGHL’s 94%.
It’s important to note that this dataset has a very low anomaly ratio, with only 0.3% anomalies,
indicating a significant class imbalance and AUC is highly sensitive to class imbalance, as it tends
to favor the larger class and can yield unreliable scores in such cases. This is because this metric
measures the model’s ability to rank positive instances higher than the most common negative ones,
independent of the classification threshold. In contrast, metrics like precision, recall, and F1 score
are more directly influenced by the distribution of positive and negative samples, especially when
positive instances are rare. This explains the disparity between the high AUC and the relatively
lower F1 score.

However, considering the recognized limitations of such AD benchmark datasets [124], we later
shift our focus to directly measuring the impact of anomaly removal by assessing the boost achieved
in forecasting accuracy after cleaning the data through our proposed system.

Moreover, it is important to note that, while we use a patch-level evaluation for our AD method,
since we are imputing patches of anomalies, for DGHL, we adopt the evaluation algorithm proposed
by its authors. This algorithm marks an entire sequence (possibly multiple patches) as anomalous
if even a single anomalous data point is detected. While this approach is suitable for detecting
anomalies in real-time systems, where immediate action is required to take a system back to its
regular behavior, it is less appropriate for imputing anomalies in historical data, where the exact start
and end of an anomaly event is unknown. This suggests that DGHL may not be ideal for a combined
anomaly detection and imputation approach, as its performance may not translate effectively to our
context.

Finally, as the Predis-MHI dataset contains genuine unlabeled anomalies, it is impossible to
evaluate and report anomaly detection metrics for this dataset. In fact, the unlabeled nature of this

dataset and lack of prior knowledge about it makes our task more challenging. While we are able for
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Table 3.1: Evaluation of the Anomaly Detection model on the synthetic datasets (10% contamina-
tion rate) and comparison with other techniques

DGHL Ours

Dataset

Precision Recall F1  AUC Precision Recall F1 AUC
AEMO/NSW 0.77 0.89 0.83 0.77 0.87 097 092 0.98
AEMO/QLD 0.79 0.78 0.78 0.80 0.88 098 092 094
AEMO/SA 0.74 0.87 0.80 0.78 0.88 096 091 0.95
AEMO/TAS 0.76 0.88 0.81 0.81 0.87 096 092 0.93
AEMO/VIC 0.73 090 0.80 0.79 0.87 097 092 0.98
Park/Commercial 0.74 084 079 0.72 0.89 096 093 0.96
Park/Office 0.72 082 077 0.71 0.85 097 090 0.97
Park/Public 0.79 051 0.62 0.72 0.84 096 090 0.96
Park/Residential 0.70 081 0.75 0.73 0.84 096 090 0.97

YahooA?2 benchmark 0.13 026 0.17 094 0.74 094 082 0.98

example to systemically try different thresholds on the anomaly scores of the labeled validation data
to find the optimal one before processing the data, we are not able to fine-tune such parameters of
the anomaly detection and imputation pipeline for optimal accuracy before moving to forecasting.
Hence, we acknowledge the importance of human expertise and feedback in further optimizing the
accuracy of our system during the fine-tuning process before deploying the model in a real-life

scenario.

3.4.2 Anomaly Imputation

We report in Table 3.2 the performance metrics achieved by the imputation models on the test
data across all datasets, measuring the discrepancy between the manually masked patches from the
test data and the corresponding original values. To assess this performance, we depend on the accu-
racy of the anomaly detection model in identifying days with anomalies, ensuring they are excluded
from training and testing the Al model. Specifically, the reported imputation performance is as-
sessed by training and evaluating the model using samples identified as anomaly-free by artificially
omitting values.

The mean imputation method yields sSMAPE scores ranging from 22% to 54% for the AEMO
dataset, from 31% to 94% for the Park dataset, and a score of 125% for the Predis-MHI dataset.
In comparison, our RDAE model demonstrates significantly higher accuracy, with sMAPE scores

ranging from 6% to 12% for AEMO, from 8% to 18% for Park, and achieving a 101% score for
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Predis-MHI. Additionally, RDAE outperforms the KNN baseline, achieving SsMAPE scores that are,
on average, 4.6% lower for AEMO and 2% lower for Park. However, for the Predis-MHI dataset,
the KNN imputer is more accurate. This is because the patterns KNN uses for imputation align
more closely with the noisy characteristics of the dataset since they are retrieved from the training
data, while the Autoencoder generates a smoother curve, resulting in high SMAPE scores for this
data. Despite this, other metrics suggest the Autoencoder provides better overall accuracy. In this
benchmark we do not report the R? score because it can be unreliable for short sequences as it may
fit to the noise in the data rather than the underlying patterns.

In Fig. 3.5, we compare the time series sequence generated by all methods with the original
values that are masked during imputation, on two samples from the AEMO and the Predis-MHI
dataset. This reveals that the RDAE sequence follows the overall evolution of the time series more
closely than the other methods.

Overall, our model is fairly accurate and since anomalies are spread across a significant portion
of the available data, we showcase that the imputation model is able to achieve high accuracy despite
only being trained on 60% of total train data (days flagged as anomaly-free by the AD model).

Finally, we further illustrate in Fig. 3.4 how anomalies are detected through an individual patch’s
anomaly score and consequently replaced by new plausible values, for multiple examples of differ-
ent load anomalies. We showcase an anomaly of type 3 in examples 3.4(a) and 3.4(c), and an
anomaly of type 4 in example 3.4(b). The AD method effectively identifies the patches containing
load spikes, assigning the highest anomaly scores to them. Neighboring patches also receive rela-
tively high scores due to the method’s ability to create locally aware features. Anomalous patches
are then masked and processed by the imputation model to generate plausible values. In example
3.4(d), we showcase an anomaly of type 1, possibly concerning an issue in the recording of load
measurements by the energy sensor. Although this type of anomaly is relatively easy to detect man-
ually, it highlights how our combined pipeline can replace such disruptive patterns with plausible
values without affecting the rest of the sequence. This approach surpasses simple data cleaning
methods such as smoothing data to reduce the impact of noise and spikes [93], which would affect

the whole sequence in case of such anomalies.
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Figure 3.4: Examples of various anomalies detected in the AEMO dataset: anomaly score heatmap
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Figure 3.5: Visual comparison of the imputation generated by different methods for two masked
time series samples

3.4.3 Load Forecasting
Next-day forecasting

In Table 3.3, we present the performance improvements attained through our anomaly detec-
tion and imputation technique for the Seq2seq model in next-day forecasting scenarios across vari-
ous datasets and similarly, Table 3.4 showcases the corresponding improvements achieved with the
SCINet model. Additionally, Fig. 3.6 illustrates several comparative examples of forecasts gen-
erated by models trained on data containing anomalies versus those trained on data post-anomaly
detection and imputation. These comparisons illustrate the efficacy of models trained on data con-
taining anomalies versus those trained on the same data post-anomaly detection and imputation,
across diverse datasets, models, and forecast horizons.

For the Seq2seq model, notable improvements are observed particularly in the case of the
AEMO dataset, where the R? score demonstrates a substantial growth from initially poor, unaccept-
able values (ranging from -0.32 to 0.24) to considerably good ones, averaging 0.6. It’s important
to note that the MAE, MSE, and RMSE values appear large for the AEMO dataset due to the time

series original values being very large as they represent load data aggregated at the state level.

77



The performance enhancement is comparatively smaller for the Park dataset. This may be at-
tributed to this second dataset being overall more noisy and inherently having irregularities as part
of the normal patterns. In response, the model is compelled to refine its learning mechanisms,
learning more robust representations of the data that help discern meaningful trends from noise
and therefore leading to anomalies having a lower impact on its performance accuracy. Never-
theless, the accuracy boost is still significant with an average decrease of 9% in error (measured
in terms of SMAPE) across various building types, with an even more remarkable reduction of
15.14% specifically for public buildings. Moreover, in Fig. 3.6, the first plot illustrates the impact
of anomaly presence in the training data on the next day load forecast for a commercial building.
Here, we visually contrast the forecasts generated by models trained on cleaned data against those
trained on anomaly-contaminated data. The model trained on cleaned data follows the load pat-
terns more closely, capturing fluctuations more accurately, whereas the model trained on anomaly-
contaminated data only manages to predict the overall shape of the load patterns without accounting
for potential fluctuations.

In contrast, the improvement observed for the SCINet model is slightly less pronounced, given
its inherent robustness to noise and anomalies. Nevertheless, the enhancements remain noteworthy,
with an average increase of 0.19 points in the R? score observed across all Australian states in
the AEMO dataset. Additionally, for the Park dataset, a notable improvement of (0.2 is achieved
specifically for the Public data subset.

While the final precision of both models is comparable, the Seq2seq model outperforms the
SCINet model notably in terms of accuracy when applied to the Predis-MHI dataset. Specifically,
training on cleaned data yields significantly superior results for the Seq2seq model, with a 0.09
point higher R? score and a mean absolute error that is 0.26 KW lower than for the SCINet model.
The main difference between the two models, as suggested in Fig. 3.6, is that the Seq2seq model
produces smooth curves that globally follow the load trend, whereas the SCINet model outputs
a more erratic sequence that may loosely follow the load values. For this particular dataset, the
actual load time series exhibits considerable noise, characterized by frequent fluctuations and small
spikes (which are not deemed anomalies due to their high frequency). This noisy nature of the

data contributes to noticeably high error metrics, despite both models successfully predicting the

78



overall shape of the next day’s load. Nonetheless, after the detection and imputation of anomalies,
we observe a significant enhancement in performance, with a 0.14 point higher R? score and a 0.39
KW reduction in MAE error for the Seq2seq model. Furthermore, we conduct a qualitative analysis
to provide additional insights into the generated forecasts. Notable improvements are observed in
certain instances. For instance, we illustrate in Fig. 3.6(b) the electric load prediction for a sequence
of 8 days of load data beginning on a Saturday, during which the power consumption is low due
to the building being closed. Solely based on load patterns from the previous week, the model
trained on cleaned data accurately predicts that the load for the next Saturday will be lower than
for weekdays and similar to the pattern at the start of a sequence. In contrast, the model trained
on anomaly-infected data fails to identify periods of reduced load during weekends that follow five
consecutive days of similar load profile, due to the disruptive influence of anomalies.

Overall, These results indicate that the performance enhancement of the load forecasting is
applicable across various building types (residential, commercial, etc.) and remains consistent re-
gardless of the data aggregation rate as it is noticeable for both single-building scenarios, such as
the Park dataset, where it can enhance energy efficiency for building owners and energy suppliers,
and also in datasets like AEMO, which aggregate load data from numerous buildings at the level of
a whole state, offering interesting implications for energy generation, distribution and infrastructure

planning as previously mentioned.

Next-week forecasting

In Table 3.5 and 3.6 we respectively present the obtained results for the Seq2seq model and for
SCINet model on forecasting the load of a whole week.

For this second task, we encounter an overall decrease in accuracy in comparison to only fore-
casting one day. This is due to the inherent complexity associated with learning how subtle nuances
in long data sequences affect some future patterns but not others. Moreover, this task requires mod-
els to retain knowledge over longer sequences, presenting additional challenges such as vanishing
gradients or exploding gradients, particularly in the presence of anomalies.

Interestingly, our analysis reveals that the Seq2seq model exhibits poor performance across all

metrics when applied to the AEMO dataset. Upon further investigation, we observed that the model
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tends to converge towards outputting a horizontal line, indicating its inability to effectively learn rel-
evant long-term dependencies and produce accurate forecasts for long forecast horizons within this
particular dataset. This issue would be fixed by opting to utilize the SCINet model instead, which
demonstrates significantly better forecasting accuracy. On average, the SCINet model achieves a
0.54 higher R? score compared to the Seq2seq model, with the SMAPE metric showing a reduction
by approximately half when compared with the same model being trained on anomaly infected data.
This notable improvement is visually illustrated in Fig. 3.4(d), where only the forecast of the model
trained on cleaned data closely follows the actual load curve.

In the case of the Park dataset, both models exhibit impressive final results, with slightly supe-
rior performance observed for the SCINet model. However, the SCINet mode does not benefit as
much from the anomaly removal process, suggesting that the impact of anomalies on the training
process may not always be substantial. This may be attributed to this model’s inherent robustness
to anomalies, specially that the patterns within this dataset inherently possess higher levels of noise
that the model learn to handle during its training.

Finally and in line with the findings for next day’s forecasts, the performance of the Seq2seq
model on the Predis-MHI dataset, while initially poorer on contaminated data, surpasses that of the
SCINet model by a considerable margin after anomaly handling. This is despite the SCINet model
performing better on all other time series In fact, detecting and imputing anomalies enhances the
Seq2seq model’s final performance by a substantial 0.2 points in terms of R? score and a reduction
of 0.49 MAE.

These results emphasize the importance of recognizing that no single model outperforms others
across all datasets, and that a model’s robustness to noise and anomalies should not be assumed for
any dataset.

Overall, while some cases reveal that the final performance of the models after anomaly pro-
cessing is still not optimal, highlighting limitations of the forecasting models on certain datasets,
the overall picture demonstrates that our anomaly detection and imputation framework significantly

enhances the performance of forecasting models across various models and data types.
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Table 3.3: Comparison of next day forecasting accuracy across the different datasets for the Seq2seq
model trained on raw contaminated data versus one trained on the same data but after detecting and
imputing anomalies (10% contamination rate)

Contaminated data Imputed anomalies

MAE MSE RMSE sMAPE R? MAE MSE RMSE sMAPE R?
AEMO/NSW 847.23 1325.65k 1143.75 5344  0.01 45150 45294k 670.16 30.04 0.66

Dataset

AEMO/QLD 663.25 695.02k 83296  43.63 024 26329 138.52k 372.11 19.75  0.85
AEMO/SA 24298 11031k 330.21 38.64 0.11 17896 63.74k 24741 3094 0.51
AEMO/TAS 96.28 14.63k 120.69 5029  -0.32 5258 456k  67.45 29.68  0.59
AEMO/VIC 582.80 67834k  820.18 51.38  0.01 406.50 406.79k 63043 3699 041
Park/Commercial 137.52  36.65k 190.14 3803 076 98.00 19.66k 138.23 2795 0.87
Park/Office 114.85  28.56k 167.88 5837 071 8412 1734k 130.74 47.14 0.82
Park/Public 38.02 2.24k 47.34 76.08  0.17  30.38 1.63k 40.31 66.65 0.40
Park/Residential ~ 47.57 4.36k 65.57 4786 055 35.64 292k 5334 3271 0.70
Predis-MHI 1.93 11.58 3.37 102.48 0.31 1.54 9.27 3.02 100.25 0.45

Table 3.4: Comparison of next day forecasting accuracy across the different datasets for the SCINet
model trained on raw contaminated data versus one trained on the same data but after detecting and
imputing anomalies (10% contamination rate)

Contaminated data Imputed anomalies

MAE MSE RMSE sMAPE R2? MAE MSE RMSE sMAPE R?
AEMO/NSW 582.79 825.18k 896.93 3871 040 431.76 433.46k 650.16 27.68 0.68

Dataset

AEMO/QLD 412.11 351.20k 59143 2934 0.62 256.89 130.15k 360.27 19.16 0.86
AEMO/SA 19395 88.32k 291.02 3282 032 16699 60.17k 240.18 29.26  0.54
AEMO/TAS 67.30 7.29k 85.37 38.62 034 5796 53%  73.29 3276 051
AEMO/VIC 456.70 516.44k 714.11 43.04 025 372.64 363.54k 594.80 33.13 048
Park/Commercial 100.23  23.15k 14935 26.80 0.85 93.08 19.94k 13890 2532 0.87
Park/Office 82.64 20.16k 140.72 3887 0.79 8198 20.34k 140.84 4247 0.79
Park/Public 27.58 1.37 36.99 5890 050 2047 810.60k 28.43 56.02  0.70
Park/Residential ~ 34.80 3.00k 54.07 30.74  0.69 33.09 2.85k 52.57 29.66 0.71
Predis-MHI 1.74 10.59 3.23 110.16 036  1.80 10.69 3.25 11291 0.36

Table 3.5: Comparison of next week forecasting accuracy across the different datasets for the
Seq2seq model trained on raw contaminated data versus one trained on the same data but after
detecting and imputing anomalies (10% contamination rate)

Contaminated data Imputed anomalies

MAE MSE RMSE sMAPE R? MAE MSE RMSE sMAPE R?
AEMO/NSW 856.28 1273.60k 1126.40 54.48 0.00 81580 1154.34k 1072.58 51.07 0.09

Dataset

AEMO/QLD 759.26  928.46k  962.08 49.25 -0.05 696.57 833.80k 911.50 4536  0.05
AEMO/SA 257.06 13337k 36439 4020 -0.01 249.12 12499k  352.67 39.28  0.05
AEMO/TAS 88.09 11.74k 108.35 4358 -0.16 77.01 9.35k 96.68 39.07  0.08
AEMO/VIC 565.30 605.40k  777.59 50.19 0.00 539.83 57546k 757.82 4750 0.05
Park/Commercial 162.83  51.52k 226.80  40.76  0.66 147.47  46.90k 215.93 38.56  0.69
Park/Office 144.17  39.40k 198.10 69.50 0.60 103.76  26.20k 161.36 5247 073
Park/Public 40.19 2.59k 50.89 8423  0.01 29.80 1.44k 37.92 70.53 045
Park/Residential ~ 52.86 4.99k 70.38 5943 046 40.73 3.54k 59.04 35.54  0.63
Predis-MHI 1.95 12.96 3.60 114.88 0.18 1.46 9.77 3.12 112.33  0.38
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Next Week Load Forecasting Using the Seq2seq Model for a Sample From the Park/Commercial Dataset Next Week Load Forecasting Using the Seq2seq Model for a Sample From the Predis-MHI Dataset
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(a) Next day load forecasting sample for the (b) Next day load forecasting sample for the Predis-MHI
Park/Commercial dataset using the Seq2seq model dataset using the Seq2seq model
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(c) Next day load forecasting sample for the Park/Public (d) Next week load forecasting sample for the AEMO/QLD
dataset using the SCINet model dataset using the SCINet model

Figure 3.6: Examples from various datasets and forecasting models comparing the forecasting ac-
curacy achieved by training on anomaly-infected data versus training on cleaned data. The labels
on the x-axis correspond to midnight of each day.
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Table 3.6: Comparison of week day forecasting accuracy across the different datasets for the SCINet
model trained on raw contaminated data versus one trained on the same data but after detecting and
imputing anomalies (10% contamination rate)

Contaminated data Imputed anomalies

MAE MSE RMSE sMAPE R? MAE MSE RMSE sMAPE R?
AEMO/NSW 838.79 1427.82k 1191.84 64.17 -0.12 47251 500.57k 707.18 3145 0.60

Dataset

AEMO/QLD 656.11 760.59k  870.48 52.65 0.14 29336 17223k 41423 2091 0.80
AEMO/SA 208.45 100.66k  315.51 3498 025 206.72 9532k 307.21 3454 028
AEMO/TAS 100.20  15.72k 125.38 6228 -0.55 6545 6.91k 83.09 3476 0.32
AEMO/VIC 538.66 637.44k  797.86  55.01 -0.06 38693 38740k 621.72 3535 0.36
Park/Commercial 131.05  38.59k 196.00 3592 075 13438 42.09k 20470 3648 0.72
Park/Office 88.31 21.98k 14757 4307 0.78 8225 21.01k 143.88 4486 0.79
Park/Public 26.77 1285k 35.86 66.48 051 19.65 796.58k 28.21 56.53  0.70
Park/Residential ~ 40.56 3.55k 59.02 36.08 0.63 39.59 3.39% 57.78 3492  0.64
Predis-MHI 1.77 10.89 3.30 117.12  0.31 1.82 10.83 3.29 117.45 0.31

3.5 Discussion and Future Work

In sum, our study demonstrates significant improvements in forecasting accuracy achieved
through anomaly detection and imputation across diverse datasets and forecasting horizons. The
observed enhancements underscore the broad applicability of our approach, as evidenced by consis-
tent improvements across different building types and data aggregation rates. These findings hold
for different forecasting models, and we demonstrate that the optimal model for a given scenario
highly depend on the data type and forecasting horizon, as does its anomaly robustness.

The anomaly detection framework, while effective in assigning anomaly scores to samples, faces
a notable limitation: the need to set a threshold on these scores to first denoise the memory bank
and later, during inference, to distinguish anomalies from regular data points. This process requires
prior knowledge of the anomaly contamination rate, which may involve expert input, manual data
analysis, or iterative experimentation. Our current strategy favors setting a low threshold, prioritiz-
ing recall over precision, given that our imputation method minimizes the effect of false positives.
However, future research could explore automating this threshold-setting process.

Additionally, we employ a frozen backbone neural network for the patch feature extraction
phase and while it results in competitive performance, future research might explore training a
distinct neural network on a time series related task and explore the transferability of its knowledge
to the anomaly detection task, in order to achieve more relevant representations in the feature space.

Furthermore, while our experiments focus on univariate time series forecasting, many real-world
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scenarios capitalize on the interconnectedness of multiple data streams to enhance forecast accuracy.
Therefore, a potential avenue for future research could involve exploring anomalies across various
sensor types to further evaluate the proposed system’s performance in multivariate forecasting sce-

narios.

3.6 Conclusion

In this study, we introduce an innovative unsupervised memory-based framework designed for
anomaly detection within time series data affected by anomalies. We impute identified anomaly se-
quences with plausible patterns, leveraging an RNN-based recurrent denoising autoencoder trained
by randomly corrupting and reconstructing data samples deemed anomaly-free. To quantify the
forecasting accuracy gained through of our methodology, we conduct a thorough evaluation by
comparing the performance of two substantially distinct models trained both before and after the
anomaly detection and imputation processes.

Our approach demonstrates versatility and effectiveness across diverse building types and data
aggregation rates, underscoring the importance of managing anomalies in historical data to enhance
the reliability of load forecasts, thereby enabling more informed decision-making in energy man-
agement and ultimately paving the way for more sustainable and efficient energy utilization and

contributing to the realization of smarter and more resilient buildings and electric grids.
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Chapter 4

Towards Efficient Federated Load
Forecasting: Personalization

Mechanisms and Their Impact

4.1 Introduction

Time Series forecasting is generally based on the use of deep learning models that typically
require large datasets to be effective, presenting a challenge for new buildings or buildings with new
occupants as they often lack sufficient historical data to train their own models, and DL models are
known to degrade in performance when trained on small datasets [15]. transfer learning has been
proposed as a potential solution, allowing models trained on one dataset to be adapted to a different
but related dataset [121, 127, 120]. This approach depends heavily on the similarity between the
source and target datasets, and if this similarity is weak, the transferred model may not perform
well on the target data [129]. This is particularly problematic for buildings with unique energy
consumption patterns.

However, and in addition to data quantity concerns, privacy is a major issue in the building
sector, leading to numerous regulatory limitations on data accessibility and sharing [69]. Building

energy usage data can reveal sensitive information about the occupants’ habits and behaviors, such
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as daily routines or occupancy patterns [104]. These insights could potentially be exploited, raising
privacy concerns that make many building owners reluctant to share their data, whether for TL or
for centralized model training.

Federated Learning has emerged as a promising approach to exploit data from multiple sources
in a privacy-conscious way [84]. In FL, each client (i.e., building) trains a model locally using
its own data, sharing only the model updates with a central server instead of the raw data itself.
This method ensures client privacy, as no sensitive data leaves the client’s environment, while also
allowing clients to benefit indirectly from the aggregated knowledge gained from the model updates
of other clients.

In standard FL, a single global model is built for all participating clients by aggregating their
model updates. While this approach works well for a client pool of similar data distributions,
it struggles in scenarios where client data is heterogeneous, a common situation in the building
sector. This “curse of data heterogeneity” arises when the data across clients is not Independent and
Identically Distributed (non-IID) as buildings may vary significantly in size, configuration, regional
climate, and occupant behavior.

This heterogeneity introduces significant challenges: one type of load profile may become over-
represented in the federation, causing the global model to primarily learn its dominant patterns.
This can lead to negative learning, where the patterns of the underrepresented clients are overwrit-
ten by the majority, degrading their performance. Moreover, the disparity in data distributions can
slow or prevent the convergence of the global model, causing it to reach a suboptimal solution that
fails to capture the unique patterns of all clients, resulting in suboptimal forecasting performance
for distributions that are significantly different from the global one [109]. Without a centralized
comprehensive view of all data distributions, it is impossible to analyze the entire pool of clients to
account for their diverse data patterns and try to solve this problem with conventional approaches
like data rebalancing or data augmentation [109]. This challenge has led to the emergence of a new
field within federated learning known as Personalized Federated Learning, which seeks to develop a
federated model that leverages knowledge from the entire client pool while emphasizing the unique
characteristics of individual clients. Numerous approaches have been proposed, in different con-

texts tailored to specific types of data, including images, text and time series. However, to the best

86



of our knowledge, no comprehensive study has been conducted to compare these approaches on the
specific task of load forecasting, making it crucial to evaluate their performance under consistent
conditions.

In this research, we aim to investigate the benefits of personalization in federated load forecast-
ing. Therefore, we select a single forecasting model and compare integrating it to different PFL
approaches. We opt for the SCINet model used in the previous chapter and described in section
3.2.3, because in [80] it demonstrates state-of-the-art performance on a benchmark including sev-
eral other recent models. For FL personalization, we select recent methods that have shown strong
performance and represent distinct personalization archetypes. We do not consider in this study the
training and communication costs of FL or potential forecasting improvements from further model
or data engineering, but focus exclusively on raw forecasting performance to evaluate the benefits
of personalized federated learning with minimal forecasting fine-tuning.

The rest of this chapter is organized as follows: in section 4.2 we introduce and explain the
federated load forecasting framework and the different FL personalization mechanisms that we
evaluate. In Section 4.3, we detail the experimental setup, including the datasets used, the specific
methodologies employed in our implementation and the evaluation process of the whole system.
Following this, Section 4.4 presents a comprehensive analysis of the experimental findings, high-
lighting the performance of each personalization technique in optimizing load forecasting accuracy.
We interpret the results and discuss their implications for future research and practical applications
in smart building energy management, while also pointing the limitations of our study and potential

directions for further exploration.

4.2 Analytical Framework Overview

In this section, we present an overview of the federated load forecasting framework, describ-
ing how the system leverages decentralized data while maintaining privacy. We then outline the

personalization mechanisms applied.
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4.2.1 Context and notation

We consider a federated learning setting with a set of clients C' of size K, where each client
ey € C (k€ {1,2,...,K}) has access to its own private dataset D* = {(:cf, yf)}?:’“l and public
model weights 0. Here, xf € X and yf € Y represents respectively the ny load sequences fed as
input to the model and the corresponding target sequences that it learns to forecast.

For each client ¢, the input sequences :cf and target ylk are generated using a sliding window
mechanism. Given a time series of historical load data, the sliding window process extracts con-
secutive overlapping input and target sub-sequences of fixed length X and Y, respectively, with

a stride parameter 0. Specifically, let (s;)7_; be the raw historical load data for a client. The

k

input sequence = = (S5, Sig+1,- - - » Sis+x—1) represents the load data over X data points, and
yf = (Sis+Xx,---,Sis+Xx+y—1) represents the subsequent target load values that the model must
forecast.

The forecasting model for each client ¢y, is trained by updating its weights ), while minimizing
a loss function £ (6}) that minimizes the difference between the predicted values (§)!* and actual

target values (y);*. More specifically, this loss function for all data samples can be expressed as

follows:
ng ngk 1 Y 5
LROR) =D 1k yfi00) =D v > fala); =yl (57)
i=1 i=1 "~ j=1

where f denotes the model and 6 represents the weights of all neural networks within the model.

We assume that the data across clients is non-IID, which means each dataset D* follows a client-
specific data distribution P¥. This reflects the inherent variability in the load patterns of different
buildings or clients, influenced by factors such as geographical location, building type, and user
behavior. Each client owns their data locally, and the privacy constraints of federated learning
dictate that this data cannot be shared with the central server or other clients.

The goal of federated learning is for these clients to collaboratively train a global forecasting
model hosted on a central server, with model weights 6, without sharing any data from (Dk)kK:1
with other clients or with the central server. Instead, clients train local models 65 on their private
datasets and share only their model updates with the server. The server aggregates these updates to

refine the global model, so that it becomes capable of accurately forecasting energy loads across all
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clients in the network.

4.2.2 Federated Load Forecasting

In the federated learning context, we use the Federated Averaging (FedAvg) [84] algorithm to
update the global model. This algorithm enables clients to collaboratively train the global model
while preserving data privacy by transmitting model updates rather than raw data.

At each communication round ¢, the central server samples a subset of available clients C(*)
from the client network and sends them the current global model weights Hét). Each client ¢, then

updates its local model 9,?) by minimizing a local loss function £* (Hl(f) ), that captures the difference

between true load sequences and the sequences predicted using the local model 9,?).

After the local training, each client k computes its model update and sends it to the server. The
server aggregates the updates from the clients to compute the new global model weights Gétﬂ).
The aggregation step in FedAvg is a weighted average of the client models, where the weight is

proportional to the size of the local dataset ny:

K
1
oy = = > m Y (58)
k=1

where N = Zle ny, is the total number of samples across all clients.
This process is repeated for multiple communication rounds until the global model converges.
The FedAvg algorithm, summarized in 3, provides a simple yet effective way to aggregate decen-

tralized learning processes across multiple clients.

4.2.3 Personalization Approaches for Federated Learning
FedALA: Personalized Federated Learning through Model Initialization

[136] highlights a crucial limitation of FedAvg: when the server aggregates the weights from all
client models into a single global model, this new global model is then sent to all clients, overwriting
their local models. This process erases the knowledge each local model has learned from its unique
data during the previous round, as all clients must restart the training process from a new common

initial set of parameters that what might not generalize across all clients in a non-1ID data scenario.
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Algorithm 3 FedAvg Algorithm
Input: Client population C, number of communication rounds 7'

Output: Final global model weights 9§T)

1: Initialize global model weights 9§0)

2: for eachroundt =0,1,...,7 do

3: Server samples a subset of clients C'*) from the total client population C
4: Server sends global model weights 9§t) to clients in C'®)
5. foreachclient k € C®) do
6: Client k updates local model 9,?) by minimizing local loss Ek(ﬁg))
7: Client k£ sends updated weights 9,(f+1) to the server
8: end for
9: Server aggregates local updates:
(t+1 Z (t+1)
O TN k=1
10: end for

This algorithm suggests an alternative: instead of fully overwriting local models, an adaptive
model initialization mechanism should be employed. This mechanism adaptively combines the
global model’s weights with the local model’s previous weights, preserving knowledge learned in
earlier rounds while incorporating the new information.

The initialization process for the local model ¢, at the start of training is governed by the fol-
lowing equation:

0 01 4 (0D — gy o WY (59)

where Hét_l)

represents the global model weights received from the server, ® denotes the
Hadamard product, and W(t_l) is a learnable matrix that assigns aggregation weights to each pa-
rameter in 9§t7 ) and G(t b,

Each client learns its own Wét_l)

matrix by running an optimization process at the start of
each training round. This is done by minimizing the forecasting loss through a gradient descent
step, adjusting W}, towards the optimal combination of global and local parameters. This process is

described by the equation:

w® — w ‘i Z W(tﬂxy,e,g),eg)) (60)

(z,y)€D

where 1) is the learning rate, and (, i) represents data samples from the client’s dataset D*.
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Other approaches have been proposed to optimize this process computationally, such as only
aggregating the weights of higher layers of the neural network, which are more task-specific, or
computing gradients on a subsample of data. In this work, however, we prioritize maximizing
performance to identify the optimal personalization strategy for personalized federated learning, so

we do not incorporate additional optimizations at this stage.

Fedora: Personalized Federated Learning through Adaptive Parameter Propagation

A novel approach to achieving personalization in federated learning is introduced in [123]. It
adapts principles from prior work in transfer learning [19] to frame this challenge as a privacy-
preserving transfer learning problem. In this approach, each client selectively receives knowledge
from others, and simultaneously determines whether and how to transfer that knowledge based on
data distribution similarities. Specifically, a client will only consider the weights of another client
if their data distributions are similar, as this indicates that their model parameters are likely to be
aligned as well. This safeguards the generalization performance, as transferring knowledge from a
client with dissimilar data could degrade the receiving client’s performance.

In this framework, the server retains auxiliary copies of each client’s model weights, denoted
as ék In other terms, each client ¢; shares its weights 85 with the server, and in return, receives
updates weights 6}, that take into account the knowledge of other clients.

Hence, the server is responsible for updating the auxiliary parameters 0y (k = 1,..., K) by
aggregating the weights across clients. For each client ci, the weights are updated based on the
weights of other clients (9}) j#k. However, instead of using a simple weighted average (like Fe-
dAvg), the server implements a more sophisticated weighted aggregation approach, incorporating a
weight parameter that quantifies the similarity of each client’s data distribution to that of the client
Ch-

To estimate data similarity without exchanging actual data, the idea is to exploit the training-
induced subspaces for each client. To do so, we perform truncated singular value decomposition
(SVD) on the training data at the client-side to generate a subspace representation for each client cy.

These subspace representations are sent to the server, where the similarity between a pair of clients,
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k and &/, is measured as W, based on the principal angles between these representation .

The update of each auxiliary model at federation round ¢ is defined in the following equation:

K
) . 1
o = H0Y 0 61
K (1+a>pkk£wkk ootk 6

where « is a hyperparameter that defines the learning rate of the auxiliary parameters and Dy =
1 Wi

From the client’s perspective, the process consists of receiving the frozen auxiliary parameters
6}, from the server and updating its local model weights 6. Specifically, client ¢, updates 0 to
minimize the loss on its local data and evaluates ék on a validation set. If ék yields a lower validation
loss than the locally trained model 6y, the client incorporates 0, to guide its local weights towards
0),. Otherwise, it continues regular local training without considering the auxiliary parameters. This

is formalized in the following minimization objective:

o1 .
min—— > 1z, y;0) + M6k — Okl (62)

k
% 1D (w,y)€ DF

where A\, = max(0,1(D¥ . ;0r) — U(DE .; 0})). This term dictates whether the client should
benefit from the auxiliary parameters (A > 0) and determines the balance between local training
and incorporating the federated weights.

The adaptive parameter propagation mechanism resembles standard federated learning, with the
primary distinction being that it selectively propagates parameters from one model to the other based
on data distribution similarity, instead of enforcing a single global model across all clients. This
targeted transfer ensures that only beneficial knowledge is shared, effectively mitigating negative

transfer: when a local model’s performance is adversely affected by parameters from a client with a

dissimilar data distribution.

Model-Mix: Personalized Federated Learning through private-public model mixing

[51] proposes achieving model mixture-based personalization. The idea is to have the client

"For further details about this process, refer to [123]
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train its own local model on its private data, and at the same time to build a second public model
that it uses to share essential knowledge with a central server. This server, in turn, aggregates
contributions from the public models of multiple clients to create a global federated model that
benefits from diverse data exposure, thus capturing broader data patterns across the entire network
of clients. This way, the client benefit from this pooled knowledge, gained by collaborating with
other clients that are exposed to different data patterns, while still retaining a client-side model
component that is optimized for its specific data distribution and characteristics. This dual-model
approach strikes a balance between individual personalization and collective knowledge sharing,
making it particularly suited for scenarios with heterogeneous client data.

This is done by inducing an explicit connection in weight space between the optima of the local
and the federated models, so they both are able to boost each other’s performance. This idea is
backed by the recent discovery through extensive studies on the loss landscape of deep networks of
the existence of a connected subspace contains low-loss solutions for multiple independent models
[48, 39]. Specifically, when two or more deep networks are trained independently, it has been
demonstrated that their optima lie within a low-loss subspace, a region in the parameter space where
models can interpolate smoothly between their respective solutions without a significant increase in
loss.

Mathematically, this subspace can be characterized by defining a weight interpolation between
two models [119, 51]. Let 6; and 6, represent the weights of the two models. The optimization
process seeks a path in the parameter space O that connects these two weight vectors such that the

loss function £(#) remains minimal along the path. Formally, this can be written as:

gliél L(0), where 0=ab;+(1—a)b, «ocl0,1] (63)
€

This suggests that the models’ weights can be linearly interpolated through a convex combination
controlled by «, allowing for a smooth transition between the local and global solutions while re-
maining within the low-loss region of the loss landscape. This approach fosters an efficient exchange
of information between local and global models, enhancing both the personalization for each client

and the overall generalization across the federated learning system
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In this work, we leverage this approach by allowing each client ¢; to maintain two separate
forecasting models of identical architecture: a local model with weights 6}, ; and a public model
with weights 0}, ; for participating in the federated learning framework. The FL process begins with
the server initializing the global model 05(,0) and transmitting it to the participating clients. Then, in
each round ¢, each client k then sets the federated model weights 0;, ¢ to the received global weights
Hét) and loads its local model ¢y, ; that was pretrained during previous rounds. During the client’s
forward propagation step, we introduce a stochastic model mixture strategy where, for each mini-

batch Bf € D*, a mixing parameter o ~ Unif(0, 1) is sampled from a uniform distribution. This

generates a mixed model, defined as:
Qk(a) = 049]6,1 + (1 — a)ﬁk,f. (64)

Randomly sampling a different v allows the model to explore different convex combinations of
the local and federated model, leading to a broader search in the parameter space and allowing
the model to identify better solutions that generalize well across both the client-specific and global
objectives and prevents it from overly relying on the characteristics of either model alone.

This mixed model 6y, is then used to forecast the target time sequence. A first forecast specific-
loss function I(z, y; 0 («)) is computed to quantify the discrepancy between the time sequence g
generated by the mixed weights as a forecast for x, and the actual value y. And to ensure the models
remain aligned with both local and global objectives, we introduce a regularization mechanism in

the form of two more loss functions. Hence, the total loss function for backpropagation is defined

as:
1
| B}
¢ (9c,y)€B£C
(65)
+ 11|60, £ — Ogl13

+v COS2(9k7f, Gk,l)

The second term in the equation y||6 ¢ — 6,3 ensures the federated model 6y, s remains close to
the received global model 6,4, which is kept frozen during local client updates. This term prevents the

federated model from diverging too far from the global model, preventing overly aggressive local
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updates that could introduce noise or overly client-specific knowledge into the federated model,
hence maintaining the integrity of the aggregated knowledge from other clients.

The third term v cosQ(Gk, #,01,1) encourages connectivity between the local and federated mod-
els by inducing orthogonality between their weight vectors. Besides, minimizing cosine similarity
between 0y, ¢ and 0} ; , prevents the neural networks from learning redundant features and ensures
that both models specialize in different aspects of the data. The local model focuses on client-
specific knowledge, while the federated model captures more general, client-agnostic patterns. This
design reduces the risk of negative knowledge transfer by ensuring that redundant features are not
learned by both models, allowing each to contribute uniquely to the forecasting task.

To train this model, we compute gradients for both the local and the federated weights as follows

and perform backward propagation with the Stochastic Gradient Descent algorithm.

Vo, L ‘ Z Vo, l(z, y; k()
U (2y)eBE (66)
0
+ I/aekl COSQ(Qka, 0;@71)
Vo, , L , =Y Vel 0i(a)
U (zy)eBE
3 2
+ I/aekf COS (ek,ﬁgk,l)

After training on all mini-batches B; € DEF, each client retains its local model component 6y ;,
and transmits the updated federated model 6y, ¢ to the central server. The server then aggregates
the received federated models from all clients into a new global model Qg,tﬂ) for the next round of
federation. This aggregation is akin to performing the FedAvg algorithm (Alg. 3), but applied only
to the federated component of clients’ models.

After the FL process concludes and to optimize the final forecasting performance, clients eval-
uate the optimal value of the mixing parameter « using their validation data to find the optimal

balance in the contributions of the local and federated models for their specific dataset.

This combined approach ensures both robust personalization for each client and effective global
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generalization, enhancing performance across the entire federated learning framework.

An overall algorithm is provided in 4 to summarize the training procedure.

FedCluster: Personalized Federated Learning through Client Clustering

An intuitive way to address the issue of negative knowledge transfer in federated learning is to
group similar clients together, ensuring that clients with vastly different patterns do not interact with
each other during model updates.

This clustering approach does not provide individual client-level personalization, since all clients
in a cluster share a single model. It can however be combined with traditional FL. methods (e.g.,
FedAvg) to provide more data-tailored global models to clients by isolating some of them and ad-
justing their participation in the process, leading to cluster-level client personalization. It can also
be integrated with personalized FL approaches to assess whether the personalization effectively mit-
igates negative transfer. If the final performance does not improve, it indicates that clients are not
adversely affected by others within their cluster. In such cases, we may conclude that the personal-
ization strategy inherently addresses the issue of the model being negatively influenced by dissimilar
client distributions.

To achieve this in a privacy-preserving manner, [52] proposes a novel algorithm for conducting
load clustering in a distributed fashion without aggregating user data in a centralized location. The
process runs a federated version of the time series K-means clustering algorithm. It starts by iden-
tifying cluster centroids. Then, each client is assigned to a cluster based on the distance between
their average load profile and the nearest cluster centroid. Once the clusters are formed, standard
FL is run independently for each cluster (as described in Algorithm 3), allowing clients within the
same cluster to share a single model

More specifically, this process starts with the server initializing () cluster centroids by sampling
a 1D sequence from a uniform distribution for each one and broadcasting them to participating
clients. The initial centroids are as follows:

Uy = [ue1, 2, - 1) (68)

pi=o.; ~ Unif(0, > vie {1,2,...,Q}
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Algorithm 4 Personalized Federated Learning Framework based on Model Mixing

s

R A A R

—_ =
—_ O

—_ =

—_
»

15:

17:
18:

19:
20:

Input: Client population C, number of communication rounds 7'

Output: Final global model weights 9§T), final personalized model weights 9,(67;

parameter «y, for each client ¢

)

and mixing

: Initialize global model weights 95(,0) and individual client local models 9,&0) for k£ €

{1,2,...,K}
for eachroundt =1,2,...,7 do
Server samples a set of participating clients C' ()
Server sends global model weights Hét) to all clients in C(*)
for each client ¢, € C*) do
Load local model weights H,(:g +— 0,(;7[_1)

Set federated model weights Gg)f — Qg)

for each mini-batch BF € D* do
Sample mixing parameter o ~ Unif(0, 1)
Compute mixed model weights following Eq. 64
Compute predictions §j = feff) () (z) for each input x € B¥
Compute the loss £ following Eq. 65
Compute gradients V efﬁﬁ and V o0 L following Eq. 66 and Eq. 67

: f
Update local and federated model weights:

1
O 4 01 =1V 0 L

(t+1) (t)
Ons Oy = Vg0 £
end for
Client ¢, sends updated federated model weights Hl(f)f to the server and stores its local

weights 0,(2

end for
Server aggregates local updates:
(t+1)
gU+1) 2epeC®) by 1
g > epec® Mk

end for
Each client cj, searches for the optimal o, parameter on its validation data
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where () represents a hyperparameter that dictates the maximum number of clusters.

For each round ¢, each client ¢, computes two key vectors: the first, J; j, captures the average

k

distance between each time series ;7 Vi € {1,2,...,n4} in its historical training data and the

centroid closest to it, calculated as follows:

Nk
Jok =Y wikilPri — ieg Vo€ {L,2,...,Q} (69)

t=1
where Py, ; = [:c’f sy xf‘;k] is a matrix representing the historical time sequences in the training data
of client ¢ and wy j; = arg min || Pyi — prglly, Vi € {1,2,...,ng} assigns each time series zk

to the closest centroid. The second vector, V; ;, counts the number of time sequences assigned to
each cluster q.

This algorithm avoids the transmission of raw data to the server by instead, having each client
sends these two vectors, J; ;. and V; , to the server, which do not reveal direct information about
clients’ data, ensuring they are kept private.

Upon receiving the vectors from all clients, the server updates the cluster centroids using the

following equation:
>k Juk
>k Vik

Here, « is a learning rate that controls how quickly the centroids move towards their optimal posi-

I'ipi=T1+a (70)

tions.

The centroids are updated iteratively until convergence, which occurs either after a preset num-
ber of iterations or when the centroid updates become smaller than a predefined threshold. This
process ensures that the centroids progressively minimize the distance between themselves and the
time series assigned to them across all clients.

Once the centroids have converged, each client assigns itself to the cluster whose centroid is

closest to its average load, calculated as:

1 &
Wi = argmin || — fo — lUg 71)
a ki 2
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4.3 Methodology

In this section, we start by introducing the data sources for our experiments. Then, we describe
how the different components of our system are implemented. Finally, we outline the evaluation

protocol used to assess the performance of the proposed approaches.

4.3.1 Datasets

While there does not exist a specific dataset specially tailored for Federated load forecasting
research, within our context, we repurpose existing datasets designed for other tasks, that record
building energy consumption for multiple different buildings at once.

Since as of our current knowledge, there is no dedicated dataset specifically designed for fed-
erated load forecasting research, we adapt existing datasets that capture energy consumption data

from multiple buildings, even though they were originally intended for other tasks, to fit our context.

REFIT Dataset The REFIT dataset [85] is a publicly available collection of electrical load mea-
surements obtained from a longitudinal study conducted in the United Kingdom. This dataset pro-
vides detailed meter readings, including whole-house aggregate loads and individual measurements
from nine appliances in each of the 20 households, captured while occupants followed their regular
daily routines. The data were originally recorded at 8-second intervals over a two-year period. In our
experiments, we resample the data to hourly intervals and focus on forecasting the total aggregate

load for each household.

IRISE Dataset The IRISE dataset [16] is derived from the European Remodece project, which
monitored residential energy consumption across various European countries. We utilized a subset
of this data, specifically 23 households in France, recorded between January 1998 and April 1999.
The dataset includes hourly aggregated power data for most household appliances, along with cor-
responding weather information such as temperature and humidity. In our experiments, we aimed

to forecast the total aggregate load for each house.

99



Combined Dataset While each of the two datasets offers a diverse range of clients with distinct
load profiles, shaped by varying building characteristics, settings, and user behaviors, we also decide
to merge the two datasets into a single one to further stress-test the PFL algorithms’ robustness. This
integration not only increases the number of clients up to 43, but also ensures that each interacts with
a larger and more varied group, increasing both the heterogeneity and complexity of the simulation

environment.

4.3.2 Implementation Details

To generate the data, we apply a sliding window approach on the raw historical time series data
of each building. The sliding window has a fixed size of 7 days, moving forward by one day at
each step. The obtained time windows are collected and min-max normalized. For each window,
the first 6 days serve as raw input to the model (i.e. without any additional feature engineering),
which forecasts the following 24 hours. Hence, using the defined notation, we have X = 6 x 24,
Y = 24 and 6 = 24. The specific choice of a 6-day input window was made to ensure that each
window captures sufficient information on both the weekly load and its potential variability. A
shorter window could hinder the model’s ability to identify whether the day being forecasted is
a weekend or a weekday, which typically exhibits different load patterns, while a longer window
could complicate the task by introducing excessive information, making it harder to learn complex
correlations through these extended horizons.

The average number of extracted windows across all data is 368 samples, with a standard de-
viation of 38 samples, representing a notably small dataset size that effectively simulates the study
scenario of buildings lacking extensive historical data. These windows are divided into training,
validation, and test sets, with 70%, 15%, and 15% of data allocated to each, respectively. We com-
pute the evaluation metrics for each forecast day in the test set independently, then average them
over all time windows. This simulates a real-world scenario where, for every day, a new 24-hour
forecast is generated based on the preceding data. The evaluation metrics are further explained in
the next section.

We train a 2-block SCINet model by minimizing the MSE loss for a maximum of 200 epochs,

with early stopping applied after 20 epochs without improvement. The model employs a 25%
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random neural dropout rate and an Adam optimizer with a decaying learning rate.

The federated learning simulations are implemented using the Flower framework [21] 2. We
run 30 FL rounds, with an additional 10 rounds of clustering when applicable. The reported results
correspond to the metrics achieved by clients on their test set for the round where their model
achieved the best performance on the validation set. This approach ensures that a building does not
replace its model with one that performs worse on local validation data than its previous model. In
each round, all available clients are selected for training.

Hyperparameters for both the forecasting model and PFL algorithms are optimized through

iterative testing and tuning on the validation data.

4.3.3 Evaluation Metrics

* RMSE (Root Mean Squared Error): It calculates the square root of the average of the squared
differences between these values. The squaring emphasizes larger errors, making RMSE
particularly sensitive to outliers and to deviations, while taking the square root returns the
error to the original unit of measurement (e.g., if the target is in kilowatts, the RMSE will also
be in kilowatts). This metric provides an overall sense of how close the predictions are to the

actual values, with lower values indicating better model performance.

1
RMSE = N Z(Z/i — ;)2 (72)

* sSMAPE (Symmetric Mean Absolute Percentage Error): This metric expresses errors as a
percentage of actual values, making it scale-independent. To reduce the asymmetry between
over- and under-estimation, it is normalized by the sum of predicted and actual values, making

it more robust when actual values are small.

I~ |yi— 9
SsMAPE = — —_
nZ (il + 19:1) /2

>The code of our implementation is made open-source and is accessible at Github.com/MaherDissem/PersFL-
LoadForecast.

x 100% (73)
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 R? (Coefficient of Determination): Measures how well the predicted values match the actual
data by comparing the model’s performance to that of a naive prediction (a horizontal line).
A score of 0 means the model’s predictions are equivalent to using the mean of the observed
data, while a score of 1 indicates a perfect fit. A negative R? means the model performs worse

than a horizontal line.
N ~
_ >z (Wi — 9i)?

R*=1
SN (i — 5i))?

(74)

4.4 Results and Discussion

Table 4.1 presents the results achieved for each dataset under various federated learning FL

training configurations. For each metric we report metrics for the 25", 50" and 75"

quartile to
provide a comprehensive view of performance across clients, from the lowest to highest performers.
RMSE values are reported for the normalized time series, other metrics are scale-independent. We
also illustrate and compare in Fig. 4.1 the distribution of the R? scores achieved by clients of the
Combined dataset trained under different FL personalization settings. It is to be noted that we
chose not to combine Fedora with FedCluster, as Fedora is designed to independently assess client
similarity and assign low collaboration weights to dissimilar clients rather than isolating them into
separate clusters

For each dataset, we observe a drastic improvement in performance when comparing isolated
client training (i.e. clients individually trained on their local data) to federated learning. Specifi-
cally, after applying the FedAvg algorithm, R? scores increase by 70, 27, and 15 points across the
25t 501" and 75" quartiles, respectively for the IRISE dataset. Similarly, for the REFIT dataset,
R? scores increase by 52, 33, and 36 points for these quartiles, and by 53, 40, and 22 points re-
spectively, for the Combined dataset. These substantial gains can be attributed to the small size of
these local datasets, which makes them insufficient for effectively training deep learning models.
By leveraging the shared learning across clients, the FedAvg approach enables performance im-
provements regardless of data similarity, as clients benefit from the pooled insights of the federated

model.
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Table 4.1: Performance comparison across all training and data settings. For each dataset, metric,
and quartile, the best performance is highlighted in bold.

. SMAPE RMSE R?
Dataset Training method
Q25 Q50 Q75 Q25 Q50 Q75 Q25 Q50 Q75
Local training 9520 75.03 66.56 0.107 0.081 0.023 -033 034 0.57
FedAvg 63.37 4739 4240 0.081 0.073 0.020 037 0.61 0.72
Fedora 63.62 55772 4586 0.089 0.063 0.013 047 0.63 0.70
IRISE FedALA 63.31 48.06 41.21 0.083 0.074 0.018 037 0.63 0.71
Model-Mix 59.23  48.05 40.84 0.073 0.061 0.017 057 0.72 0.79
FedAvg + FedCluster 61.70  50.50 42.00 0.087 0.077 0.017 049 0.62 0.71

FedALA + FedCluster 5894  46.25 4094 0.085 0.078 0.017 045 0.62 0.69
Model-Mix + FedCluster  58.45  49.79 41.63 0.072 0.063 0.014 057 0.74 0.76

Local training 113.18 100.63 84.54 0.114 0.107 0.074 -0.36 -0.09 0.01
FedAvg 7477 6647 55.68 0.098 0.086 0.056 0.16 024 0.37
Fedora 7420 70.88 5549 0.093 0.085 0.057 0.18 028 042
REFIT FedALA 69.14 6278 53.61 0.100 0.075 0.057 020 029 0.37
Model-Mix 74.07 61.06 47.15 0.053 0.071 0.050 039 044 0.54

FedAvg + FedCluster 68.15 6252 51.67 0.097 0.075 0.057 021 026 036
FedALA + FedCluster 74.60 6454 53,56 0.096 0.082 0.064 020 027 034
Model-Mix + FedCluster 7598  66.34 49.43 0.081 0.069 0.050 038 043 0.49

Local training 10423 9039 7199 0.115 0.102 0.059 -0.28 -0.03 0.43
FedAvg 7036  59.14 47.54 0.092 0.076 0.048 0.25 037 0.65
Fedora 7027 5758 4641 0.092 0.074 0.043 0.28 0.50 0.66
Combined data FedALA 65.52 5450 4320 0.093 0.080 0.046 024 039 0.65
Model-Mix 69.63 55.12 43.67 0.075 0.066 0.038 048 0.57 0.75
FedAvg + FedCluster 6591 54.87 44.60 0.094 0.080 0.041 027 041 0.63

FedALA + FedCluster 66.74 56.80 45.11 0.096 0.080 0.041 028 039 0.62
Model-Mix + FedCluster 64.40 50.63 41.88 0.078 0.066 0.036 0.47 0.57 0.76
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Density Plot of R2 Scores for Clients in the Combined Dataset (Without Clustering)

[ FedAvg
] FedALA
[ Model-Mix
[ Fedora

R2

(a) Comparison of the PFL algorithms

Density Plot of R2 Scores for Clients in the Combined Dataset (With Clustering)

3.5 1 FedAvg + FedCluster
] FedALA + FedCluster
[ Model-Mix + FedCluster

R2

(b) Comparison of the PFL algorithms when clustering is applied

Density Plot of R2 Scores for Clients in the Combined Dataset: Clustering Impact on Model-Mix

[ Model-Mix
71 Model-Mix + FedCluster

0.0

R2

(c) Comparison of the performance of the Model-Mix method with and without clustering

Figure 4.1: Density plots showing R? scores achieved by all 43 clients in the Combined dataset
across various training settings.

104



Compared to the FedAvg baseline, the PFL algorithms Fedora and FedALA show slight perfor-
mance gains across all simulation settings. However, these gains are minimal and do not signifi-
cantly distinguish them from the FedAvg results.

The FedALA results suggest that the SCINet model training is robust to small variations in
initial weights as despite optimizing the model’s weight initialization at the start of each FL training
round, SCINet ultimately converges to a similar weight distribution, resulting in consistent end
performance across rounds.

Fedora adjusts parameter aggregation by prioritizing contributions from clients with more simi-
lar data, aiming to enhance the model’s focus on relevant knowledge. Examining the client similarity
matrix after convergence, as shown in Fig. 4.2, we find that each client assigns very low weights to
most other clients, signifying that only a small subset of clients is considered similar enough to be
influential. This limited interaction indicates that in this particular data context, most clients strug-
gle to find sufficiently similar peers, leading to a reliance on a narrow range of beneficial weights
from a few clients, while the majority of other, dissimilar, weights are minimally impactful. More-
over, some client can achieve good performance when focusing on a small set of similar clients, but
others would benefit from collaboration with a wider range of models, even those not deemed sim-
ilar enough. This is illustrated in Fig. 4.1(a) that shows that while a few clients achieve impressive
performance with R? scores as high as 95%, others struggle significantly, attaining very low scores.
To address this limitation, we experimented with restricting aggregation to only the most similar
clients, but this adjustment did not improve overall performance. In conclusion, while Fedora pre-
vents interactions that could degrade the model’s learned knowledge, it also restricts exposure to
broader data diversity, which limits the potential for generalization from a wider range of client
data.

The model mixing approach achieves the highest forecasting accuracy, with R? scores reaching
57%, 72%, and 79% for the REFIT dataset; 39%, 44%, and 54% for the IRISE dataset; and 48%,
57%, and 75% for the combination of the two datasets, respectively for the 25, 50! and 75! quar-
tiles. As shown in Table 4.1 and Fig. 4.1(a), this approach also results in reduced score dispersion

across clients, indicating more uniform performance across the client pool, unlike other methods,
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Client Data Similarity Heatmap for the IRISE Dataset Client Data Similarity Heatmap for the REFIT Dataset
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(a) Heatmap for clients of the IRISE dataset (b) Heatmap for clients of the REFIT dataset

Figure 4.2: Heatmaps illustrating client data similarity as estimated by the Fedora PFL algorithm.
Each client on the y-axis assigns a normalized similarity weight to each client on the x-axis, indi-
cating the relative importance of other clients’ data in its model aggregation process.

where there is a more noticeable gap between the highest and lowest performing clients. This con-
sistency indicates that, compared to previous methods, the weight mixing technique enables clients
to build models that are better suited to their specific data characteristics while still benefiting from
the collective insights of the client pool. The strength of this approach lies in its dual-model struc-
ture, where each client maintains both a local and a global model connected through the weight
space. This setup allows each client to establish a unique balance between the significance of their
own local data and the aggregated knowledge from other clients in the federated model, resulting in
an overall mixed model that is finely tuned to each client’s distinct data profile.

The model clustering algorithm demonstrates superior performance in certain scenarios, partic-
ularly with the combined dataset. When paired with the model mixing personalization method, it
achieves the highest score for the third quartile across all metrics, along with the lowest error for
the first SMAPE quantile and the best R? and RMSE for the second quartile. However, in all these
instances, the differences between the best and next-best approaches are notably small. To further
assess these results, we conduct a paired t-test on the R? scores of clients in the Combined dataset
trained under the Model-Mix PFL strategy with and without clustering. The analysis yielded a t-
statistic of 0.81, corresponding to a p-value of 0.42, indicating that the observed improvement is

indeed not statistically significant.
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For a more detailed perspective, we illustrate in Fig. 4.1(c) the distribution of R? scores for the
Model-Mix approach with and without clustering. This figure shows that, while clustering enables
some clients to achieve higher R? scores (indicated by more clients near the 0.87 mark), it also re-
sults in a higher concentration of clients around the 20% and 35% score levels, suggesting that at the
same time some other clients experience lower performance with clustering than without. Addition-
ally, the R? score density plot shows distinct modes at slightly different values, indicating different
areas of high concentration for each approach but with no major advantage on the global perspective.
Other parts of the distribution do not consistently favor either clustering or non-clustering, suggest-
ing a nuanced impact where clustering helps certain clients but does not yield a uniform benefit
across all clients. This outcome suggests that clustering, while limiting interactions with dissimilar
data to reduce negative transfer, may also hinder the flow of beneficial general knowledge to certain
clusters by isolating them.

Overall, our experiments demonstrate that framing the smart building load forecasting problem
within a federated learning context yields substantial benefits, significantly enhancing performance
while addressing the data privacy concerns of building inhabitants. We explored various personal-
ization approaches to further optimize the performance of the client pool by tackling the non-1ID
data challenge. Among these strategies, the model mixing approach proved to be the most effective.
In these experiments, for this optimal approach, we end up with sMAPE values ranging from 40 to
65 and R? scores between 40% and 80% for clients between the first and third quantile, across all
datasets. This performance considerably outperforms other methods, and in some cases, it can be
improved by integrating a client clustering mechanism, though this additional performance boost is
not always significant.

Despite this, the performance remains lacking for some clients and offers room for further im-
provement. Upon examining the client data and forecasting mechanisms, we attribute this chal-
lenge to the inherent noise and frequent, seemingly random fluctuations in the particular time series
datasets we are using. These characteristics complicate the forecasting task, as models can generally
capture the overall shape of the curve but struggle to accurately predict these erratic fluctuations.
In Fig. 4.3, we illustrate a few next-day forecasting samples from low-performing clients to high-

light the data’s variability and oscillation patterns. The overall metrics reported in the table are the

107



average of such next day forecasts for all samples in the test data of each client, aggregated over
the client pool. Fig. 4.3(a) illustrate a sample from the IRISE dataset, where the forecasts achieve
an SMAPE of 40.58 and a R? score of 30%. This example demonstrates that while the model is
generally able to predict the number, shape, and position of load peaks and troughs for the follow-
ing day, it struggles to precisely estimate their exact values, leading to a high error. Similarly, Fig.
4.3(b) presents a forecast from the REFIT dataset, achieving an sMAPE of 39.89 and an R? of 35%.
Here, the model captures the overall trend of the time series but shows considerable deviations at

the individual data point level.

Next-day Forecasting Sample Next-day Forecasting Sample

= Model Input = Model Input
Target Target
05 = Model Forecast 04 = Model Forecast

03

02

Load (normalized)
Load (normalized)

0.0

0 24 48 72 £ 120 144 168 0 24 a8 72 £ 120 144 168
Data points (hour) Data points (hour)

(a) Sample next forecast for a building from the IRISE  (b) Sample next forecast for a building from the REFIT
dataset, achieving performance metrics of SMAPE=40.58,  dataset, achieving performance metrics of SMAPE=39.89,
RMSE=0.07, and R*=30% RMSE=0.04, and R*=35%

Figure 4.3: Next-day forecasting samples for low-performing clients obtained under the Model-Mix
PFL simulation.

Improving these forecasts could involve integrating additional features that capture variations
in electricity consumption, hence providing spatial and temporal correlations for the forecasting
model. For example, adding sensors within buildings to monitor variables like weather conditions
or occupancy rates could help. Furthermore, if more data were available, and less granular forecasts
were acceptable, resampling the time series at a lower frequency could smooth out complex patterns,
simplify model training, and increase forecast accuracy.

To further enhance the overall performance, future research should focus on developing more
robust time series forecasting models and optimizing data processing pipelines to facilitate the fore-

casting task. In this study, while we have identified the optimal personalization approach for our
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specific use case of smart building load forecasting, these results may not generalize to other appli-
cations with different types of data or different objectives. And ultimately, as personalized federated
learning is an active field of research with frequent innovations, we encourage practitioners to to ex-

plore newer approaches and methodologies before implementation.

4.5 Conclusion

In this research, we address the challenge of load forecasting in smart buildings. Specifically, we
tackle the issue of limited historical data constraining the training of accurate deep learning models.
To overcome this, we frame this problem in a federated load forecasting framework that leverages
data from multiple buildings while ensuring privacy by keeping the load data of each building local.
However, different buildings exhibit vastly different load profiles due to unique energy consumption
patterns influenced by factors such as size, location, and user behavior. This results in significant
heterogeneity in the data across different buildings, leading to limited performance when a standard
federated learning approach, which develops a single model for all clients, is applied. Therefore,
we explore methods to personalize the global model to the specific characteristics of each building.
We conduct comparative evaluation experiments across different datasets and demonstrate that FL
significantly improves forecasting accuracy across all buildings, with even greater benefits from
PFL, highlighting its potential to drive substantial improvements in energy efficiency. The client
personalization approach we find to be optimal is based on developing both a private local model
tailored to each building’s specific data and a federated model that collaborates with the building
network to aggregate collective knowledge into a global model. We establish a connection in weight
space between the local and federated models to guide their training, enabling clients to achieve both
local data focus and global collaboration. This work not only contributes to the existing knowledge
on load forecasting, but also lays the groundwork for future research aimed at further improving
PFL methodologies for real-world energy management. Additionally, it assesses practical existing
solutions to identify those that can yield the most significant energy savings in the building sector

today.
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Chapter 5

Conclusion

This thesis advances the efficiency and reliability of smart buildings by tackling two core tasks:
fault detection through anomaly detection and improved load forecasting. The first part addresses
the need for automatic detection of faults using time series sensor data with machine learning-
based anomaly detection methods. The second part focuses on enhancing energy efficiency through
more accurate load forecasting, despite two common issues that can hinder the performance of deep
learning models: anomalies in historical data and small training datasets for new buildings.

For anomaly detection, we identify reconstruction autoencoders as among the most effective
methods. However, these models are very sensitivity to neural architecture hyperparameters and the
optimal configuration varies significantly across buildings, sensor types, and anomaly characteris-
tics, complicating parameter tuning. To address this, we propose a reinforcement learning-guided
neural architecture search to automate the design of the neural network. Our experiments demon-
strate that this approach outperforms traditional random search for hyperparameter tuning, and that
it may be applied to optimize occupancy estimation models by detecting and filtering anomalous
samples from their data.

For the second task of optimizing data quality for load forecasting, we address a common lim-
itation in anomaly detection models: the assumption of anomaly-free training data, which is rarely
realistic in practical scenarios. To overcome this, we propose a feature memory bank-based anomaly
detection framework that filters anomalies during training by extracting features, collecting them in

a memory bank, and removing outliers. During inference, we detect anomalies by measuring the
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distance of observed patterns from this collected feature set, flagging those that deviate significantly
as anomalous. In the case of occupancy estimation, anomalous timestamps can be omitted from
training data, as the task is classification-based and does not depend heavily on time correlations.
However, for load forecasting, where temporal continuity is critical, we have to replace anomalous
data points with plausible patterns. We achieve this by training a recursive denoising autoencoder
on the data samples deemed anomaly-free, randomly masking values during training to teach the
model to generate realistic values for them. Our experiments with two widely used forecasting
models across various building datasets and use cases show that integrating anomaly detection and
imputation significantly improves forecasting accuracy.

To address data scarcity in load forecasting for deep learning models, we demonstrate that fed-
erated learning significantly enhances forecasting accuracy for buildings with small datasets, com-
pared to local training. We further improve performance by tackling the non-IID nature of smart
buildings, which are influenced by factors such as building size, location, weather conditions, and
occupant behavior. We conduct rigorous comparative experiments to identify the optimal personal-
ized federated learning approach and illustrate how it leads to substantial improvements.

In sum, this research makes significant contributions to anomaly detection and load forecasting
in smart buildings, offering promising prospects for improving energy efficiency, reliability, and
expanding applications to other time series-based domains. However, further advancements are
needed to refine these systems. While our study focuses on univariate data, exploring multivariate
approaches could provide deeper insights into anomalies and more accurate forecasts by leveraging
correlations across multiple sensors. Additionally, although our neural architecture search enhances
model selection, there remains potential for optimizing search time. Similarly, future research in
time series forecasting frameworks could further enhance their accuracy. Furthermore, another key
area for future work is improving model explainability because while deep learning models are
effective, their black-box nature can hinder trust and adoption. Developing interpretable models
will enhance transparency, making it easier for stakeholders to understand and trust the predictions,

ultimately supporting better decision-making in smart building systems.
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