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Abstract

Enhancing DeFi by Improving ERC-20 Token Security and

Addressing Leveraged Token Shortcomings

Mohammadreza Rahimian, Ph.D.

Concordia University, 2025

ERC-20 tokens have become widely adopted as tools for representing real-world
assets on the blockchain. They function as code, running through smart contracts.
However, the development of smart contracts has proven to be error-prone, often
leading to security vulnerabilities. This study addresses these issues by systematizing
82 known vulnerabilities and best practices. We then introduce a new ERC-20 im-
plementation, TokenHook, which considers all these security aspects. This improved
model outperforms widely used ERC-20 templates in terms of security and reliability.

As the blockchain ecosystem evolves, the rise of leveraged tokens (LVTSs) presents
additional challenges. They extend the features of ERC-20 by adding decentralized

finance (DeFi) functionality. Users can buy and sell LVTs like cryptocurrencies but

il



with amplified returns. However, an analysis of over 1,600 LVTs from 10 issuers
reveals critical deficiencies due to the absence of a standardized framework, compro-
mising their return on investment. To protect investors, we introduce LeverEdge, a
fully decentralized model designed for deploying LVTs on the blockchain. Unlike ex-
isting implementations, LeverEdge operates entirely on-chain, overcoming limitations
such as transparency, latency, and gas fees through a hybrid L1-L2 approach. With
its security carefully tested, LeverEdge provides a potential reference framework for
future decentralized LVT deployments.

This progression, from enhancing the security of ERC-20 with TokenHook to de-
veloping LeverEdge as a decentralized LVT, contributes to a more secure, transparent,

and decentralized approach to DeFi ecosystem.

v
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Chapter 1

Introduction

Decentralized Finance (DeFi) refers to a blockchain-based financial system that op-
erates without intermediaries like banks, where transactions are correctly (under rea-
sonable security assumptions) executed by a peer-to-peer network of validators. In
blockchains like Ethereum, anyone can participate in the system at any time as ei-
ther a user and/or a validator without any registration or permission. For this reason,
blockchains are commonly described as permissionless. Thus DeF'i is permissionless
finance where anyone can offer new services or use the services that have been of-
fered. This does not mean it is legal to use in all cases and jurisdictions, however,
without validation of identities or citizenships, any laws or regulations can generally
be circumvented without much technical effort.

As one might imagine, an arena of permissionless financial services is likely to offer
both innovation and high risk. This dissertation focuses on the security, scalability,

risks, and the impacts of DeFi. Our work addresses various subtopics, including



smart contract vulnerabilities, ERC-20 token security, and the user risks associated
with leveraged tokens (LVTs) as complex financial instruments.

The dissertation theme is centered on protecting users at a technical level, whether
they are holding ERC-20 tokens or using LVTs to amplify their short-term invest-
ments. Our measures are complementary to any additional protections that might be

put into place by regulatory authorities.

1.1 Motivation

1.1.1 Blockchain and DeFi: Adoption and Risk

Blockchain and DeFi are phenomena we study because they are widely used, not
because of their inherent virtues or flaws. As of October 2024, the total value locked
(TVL) in DeF1i has reached approximately $94.9 billion. This represents a significant
increase from earlier in the year, when it was around $54.2 billion, marking over
75% year-to-date rise [25, 147]. Whether blockchain is viewed as revolutionary or
controversial, and whether DeFi is considered liberating or risky, the adoption and
utilization of DeF'i services across various sectors—from finance to technology—make
them important subjects for academic research.

Our research primarily focuses on two aspects of blockchain and DeFi: (i) ERC-
20 tokens, which have become integral to DeFi ecosystems (see Figure 1.1), and (ii)
leveraged tokens (LVTSs) as extension of ERC-20 tokens which provide traders with

amplified exposure but come with inherent risks.
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Figure 1.1: Place of ERC-20 tokens and LVTs within the Ethereum and DeFi ecosys-
tem. At the core, there is the Ethereum Blockchain layer, which supports smart
contracts. ERC-20 tokens are divided into categories such as leveraged tokens, sta-
blecoins, and utility tokens, connecting to DeFi protocols like lending platforms and

decentralized exchanges. Most interactions with fungible tokens follow the interface
defined by the ERC-20 standard.

1.1.2 ERC-20 Tokens: A Key Component of DeFi

ERC-20 tokens contribute significantly to the functionality of the Ethereum blockchain
and DeFi. While numerous core aspects of blockchain deserve study, ERC-20 tokens
stand out for several reasons. They represent the fundamental building blocks of
DeFi. Nearly all decentralized applications (dApps) rely on this token standard for
asset tokenization, encompassing stablecoins, governance tokens, and utility tokens.

As shown in gray in Figure 1.2, majority of Ethereum-based tokens follow this stan-
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Figure 1.2: Categorization of the different types of tokens based on their functionality,
standard protocols, and use cases within the Ethereum ecosystem. More than 98%
of fungible tokens follow ERC-20 standard.

dard. Moreover, ERC-20 tokens power key DeFi components such as liquidity pools,
lending protocols, decentralized exchanges, and governance systems.

ERC-20 tokens are technically smart contracts that follow a standardized inter-
face, defining a set of rules and functions that each token must implement to ensure
compatibility with other smart contracts and dApps. Like any programming code,
they are prone to security vulnerabilities. By examining ERC-20 tokens, we gain
insights into the core mechanics of decentralized asset representation and movement,

which are required for enhancing security of these instruments. We explore the secu-



Risk to Users

Technical Reason

Protection Mechanism

Inability to custody

Assets are locked in the exchange

Transparency in total supply

Total supply are not published

Transparency in transactions

Transaction are not publicly disclosed

Transparency in token holders

Ownership is confidential

Interoperability with DeFi

Token works in isolation

Challenges in auditing

Code of the token is not public

Inadequate financial backing

Futures issued after the launch of the token

Implementation on the blockchain

Possibility of Front-running

Exploited fund trade during well-known events

Randomized rebalancing or iceberg orders

Higher tracking error

Inefficient rebalancing algorithm

Optimization of rebalancing algorithms

Higher management fees

Inefficient cost management

Cross-trading or implementation on layer 2 chains

Multiple Withdrawal Attack

Withdraw from user wallet more than approved

Securing transferFrom method

Table 1.1: Protection mechanisms for users holding ERC-20 tokens or LVTs

rity challenges associated with ERC-20 tokens to identify potential enhancements and
ensure compliance with best practices. This contribution strengthens the security of

ERC-20 tokens, reinforcing their pivotal role in DeFi ecosystem.

1.1.3 Leveraged Tokens: Complexity and Investor Safeguards

Unlike ERC-20 tokens, leveraged tokens (LVTSs) are not a critical infrastructure com-
ponent of the blockchain. However, they present a layer of complexity that makes
them worth exploring in academic research. Many users are attracted to LVTs due
to their potential for amplified returns but often fail to fully grasp the technical de-
tails, particularly the risks associated with volatility decay, rebalancing mechanisms,
or the impact of market movements in adverse directions. This lack of understanding
may lead to common missteps, where users overestimate the gains of these tokens or
underestimate their exposure to losses. By researching LVTs, we aim to shed light on
these intricacies (see Table 1.1), helping both developers and users better comprehend

the mechanisms at play and mitigating the associated risks.



1.2 Contributions and Outline

The structure of this dissertation follows an incremental research approach [182],
where the latest contributions are built on earlier findings, proposes solutions, and
validates them through comparative analysis and integration. It is organized in the

following chapters.

1.2.1 Chapter 2: Background

We provide an overview of key blockchain technologies, including the ERC-20 token
standard, security auditing tools, and practices used to assess smart contract vulner-
abilities. Additionally, we explore the concept of financial leverage and its application
in crypto markets, such as lending platforms and futures markets. This chapter es-
tablishes the fundamental principles and protocols necessary for understanding the
decentralized design, security considerations, and market dynamics discussed in sub-

sequent chapters.

1.2.2 Chapter 3: Resolving the Multiple Withdrawal Attack

on ERC20 Tokens

We focus on Ethereum tokens, particularly ERC-20 tokens, which are integral to
dApps deployed on Ethereum and other EVM-compatible chains. The ERC-20 stan-
dard is widely used and interoperable with numerous dApps, user interface platforms,

and web applications. A key security issue, the “Multiple Withdrawal Attack”, has



existed since 2016 and involves the approve method, allowing malicious users to ex-

ploit token approvals. Understanding how the attack works aids in the process of

mitigating it. Moreover, evaluating the proposed mitigations helps determine the ex-

tent to which they address the attack. If none are satisfactory, a new proposal will be

required. In this regard, we answer RQ3 as the primary research question, followed

by 5 guiding questions:

(RQ3) Are there any open security vulnerabilities in the ERC-20 protocol that remain

unaddressed?

(RQ3.1) How does the “Multiple Withdrawal Attack” work, and why is its mitigation
important?

(RQ3.2) Where should this attack be prevented, and what does an ideal solution
looks like?

(RQ3.3) What efforts have been made to address this vulnerability, and to what
extent have they been effective?

(RQ3.4) Can the “Multiple Withdrawal Attack” be mitigated while ensuring back-
ward compatibility and adherence to the ERC-20 standard?

(RQ3.5) How would a potential solution impact the token’s performance or gas re-

quirements?

Contributions. We evaluate 10 proposed mitigations for the “Multiple Withdrawal
Attack” and develop a set of criteria that encompass (i) backward compatibility, (ii)

DeFi interoperability, (iii) adherence to the ERC-20 standard, and (iv) attack mit-



igation. Since no mitigation is fully satisfactory, we study in detail possible imple-
mentations of ERC-20’s approve and transferFrom methods. We then develop two
additional solutions: one deploys a secure approve method but does not adhere to
the specifications of the ERC-20 standard. The second, mitigates the attack by secur-
ing the transferFrom method and fully satisfies the ERC-20 standard specifications.
This solution requires 37% more gas compared to the non-secure implementation,

which we believe is justifiable to protect users investing in ERC-20 tokens.

1.2.3 Chapter 4: TokenHook: Secure ERC-20 Smart Con-
tract

Ethereum has undergone numerous security attacks, collectively causing more than
US$100M in financial losses [74, 128, 127, 152, 140, 11]. Drawing from the “Multi-
ple Withdrawal Attack” work [143], it seems reasonable to investigate all potential
security vulnerabilities affecting ERC-20 tokens and systematize them. Addition-
ally, assessing the effectiveness of popular static analysis tools designed for smart
contracts can identify potential inconsistencies and false positives, highlighting areas
for improvement. Although prior research has addressed smart contract vulnera-
bilities [97], there are still concerns on the security of ERC-20 tokens that can be
answered by the primary research question RQ4 followed by 3 guiding questions:
(RQ4) How can known ERC-20 security risks be classified to improve overall token
security?

(RQ4.1) What are other known vulnerabilities in ERC-20 tokens, and how can they



be systematically categorized to improve security practices?

(RQ4.2) Can a new ERC-20 implementation, enhance security and software diversity
compared to existing Solidity and Vyper implementations?

(RQ4.3) How effective are widely-used auditing tools in detecting security vulnera-
bilities in ERC-20 token implementations, and can they replace the need for

expert human security reviews?

Contributions. We study all known vulnerabilities and cross-check their relevance
to ERC-20 token contracts, systematizing a comprehensive set of 82 distinct vulnera-
bilities and best practices. We then use our specialized domain knowledge to provide
a new ERC-20 implementation, TokenHook, which is open source and freely available
in both Vyper and Solidity. It aims to increase software diversity, as currently no
Vyper ERC-20 implementation is considered a reference, and only one Solidity im-
plementation is actively maintained. Compared to this implementation, TokenHook
offers enhanced security properties and stronger compliance with best practices. Fi-
nally, we use TokenHook as a benchmark to assess the completeness and precision of
seven widely used auditing tools for detecting security vulnerabilities. We conclude
that while these tools offer some value, they cannot replace the expertise of a security

professional in developing and reviewing smart contract code.



1.2.4 Chapter 5: A Shortfall in Investor Expectations of
Leveraged Tokens

We examine leveraged tokens (LVTSs) as emerging crypto-assets primarily issued by
centralized exchanges. These tokens are modeled after the concept of leveraged ETF's
(LETFs) in traditional markets, offering amplified gains and losses relative to the un-
derlying asset. Since 2019, more than 1,600 leveraged tokens have been introduced.
By analyzing key aspects such as underlying assets, blockchain interaction, types of
leveraged products, and fund management algorithms, we can formalize LVT dynam-
ics and mechanics of their constituent components. Analyzing these aspects clarifies
how the tokens achieve leverage and maintain their structure over time. Addition-
ally, it helps investors to understand the functionality of leveraged funds, rebalancing
mechanisms, and potential risks. This is crucial for making informed investment de-
cisions that we address through the primary research question RQ5 followed by 4
guiding questions:
(RQ5) What are Leveraged Tokens (LVT), and what limitations exist in their current
operations?
(RQ5.1) What information is accessible to LVT traders, and how transparent are
these investment vehicles in terms of their structure and risk exposure?
(RQ5.2) Are LVTs adequately financially backed and able to effectively track their
leverage ratios, ensuring they deliver the expected returns to investors?

(RQ5.3) To what extent are LVTSs tied to specific exchanges, and what risks, such as

10



front-running, arise from this dependency?
(RQ5.4) How do LVT fees and tracking errors compare to those of traditional LETFs,

which are commonly used by investors as a baseline for comparison?

Contributions. We analyze more than 1,600 LVTs from 10 issuers, and show that
99.9% of LVTs are centralized, which implies they are only accessible internally within
the ecosystem of the exchange itself. 80% of them do not interact with the blockchain,
leading to the lack of transparency in transactions, holders, custody, and auditing.
Moreover, 53% of the issuers do not disclose the total supply, making challenging for
investors to trade LVTs by their fair market price. The absence of uniform standards
in LVT implementation has led to unpredictable technical and financial performance.

Additionally, 41% of LVTs may have been issued without sufficient financial sup-
port upon their launch where required future products were launched with delay.
About 97% of them are vulnerable to front-running during well-known events. LVTs
have higher leverage deviation from the advertised ratio compared to LETFs because
of inconsistencies in the management of funds or inefficiencies in rebalancing algo-
rithms. Holding both LETFs and LVTs for extended periods of time impacts the
performance, referred to as volatility decay. LVTs also normally have higher manage-
ment fees than LETF's, which negatively affects the performance of the fund relative
to the expected return. Our analysis provides valuable insights for crypto investors,
developers, and auditors, offering a framework for understanding LVT mechanics,

risks, and market impact.
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1.2.5 Chapter 6: LeverEdge: On-Chain Leveraged Tokens

The research literature [142, 104, 166, 164] has shown that LVTSs in the crypto market
diverge from the expected returns of LETFSs, leading to notable deficiencies. Ten de-
ficiencies are identified, largely due to the absence of a standardized implementation
framework. This is a motivation for academia to explore solutions aimed at over-
coming the limitations of LVTs. This is critical because users purchase LVTs under
the assumption that these tokens will merely amplify the return of the underlying
asset (ETH, BTC, etc.). However, they remain unaware of the internal mechanics of
these tokens, such as daily rebalancing and the volatility decay, which can result in
significant losses when the token is held for an extended period. Functional aspects of
LVTs can be clarified by addressing the primary research question RQ6 followed by
4 guiding questions. It can assist users in better understanding LVTs before making
investment decisions.
(RQ6) What solutions have been proposed to improve LVT functionality, and can a
decentralized design eliminate existing shortcomings?
(RQ6.1) What is the impact of current deficiencies on the performance of LVTs?
(RQ6.2) What solutions have been proposed or implemented to address these issues,
and how successful have they been?
(RQ6.3) Can a new decentralized design like LeverEdge eliminate existing shortcom-
ings, and how does its efficiency compare to current decentralized LVTs on
Ethereum?

(RQ6.4) Are there any inherent flaws in LeverEdge that need to be addressed in
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future work?

Contributions. We review six decentralized LVTs and evaluate the extent to which
they address the identified deficiencies. Despite notable attempts, a closer examina-
tion of their functionality reveals ongoing shortcomings that still need to be resolved.
In response, we propose a fully decentralized design model, LeverEdge, deployed on
the Ethereum blockchain. Unlike existing centralized implementations, LeverEdge is
entirely on-chain, addressing most of the identified deficiencies. However, this ap-
proach introduces challenges related to blockchain limitations, such as latency, scal-
ability, and gas fees. To mitigate these, we developed a new L1-L2 hybrid model,
which has passed security checks and can serve as a reference for future decentralized
LVT deployments on EVM-compatible chains.

LeverEdge has been evaluated under similar conditions as other LVTs, demon-
strating its capability to address the recognized flaws. It employs perpetual futures
to generate leveraged exposure and incorporates a cross-chain mechanism for com-
patibility with various L2 ecosystems. Designed with a focus on composability, it
is deployed on Ethereum, and its open-source code has successfully passed security
audits, making it a blueprint for developing new decentralized LVTs or transitioning
existing centralized versions to decentralized solutions. The ultimate goal is to en-
hance investor protection by reducing risks associated with centralized control and

improving the transparency of LV'T operations.
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1.2.6 Chapter 7: Concluding Remarks

We summarize the key findings and contributions of our research in this chapter.
It highlights the significance of the results, how they were achieved, and offering

suggestions for potential directions in future work.
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Chapter 2

Background

This chapter covers foundational concepts that will be discussed in the other chapters.

2.1 Blockchain’s Expanding Influence

Blockchain is a decentralized, untrusted network wherein participants (nodes) can
freely join or leave. There is no trusted central authority as all nodes work together
with various consensus protocols, such as Proof of Work or Proof of Stake, to keep the
integrity of data. In the case of hardware or communication failure of one node, other
nodes continue to process requests seamlessly since each has a complete and consistent
copy of data. The main features of blockchain are not restricted to technical resilience
only. According to various reputable advisories [162, 146], blockchain has reached an
average annual growth of 51% from 2016 to 2022 and surpassing to more than $2

billion USD in revenue by the year 2022. With the scope of blockchain applications
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to be further developed combined with the projected growth, blockchain will be one
of the key technologies in less conservative industries.

The global blockchain market is expected to reach $39.7 billion by 2025 with a an-
nual growth rate of 67.3% [87]. Financial services are leading in adopting blockchain
and all banks will be likely considering blockchain solutions in the near future for
payment and settlement systems. Meanwhile, DeFi has been developing explosively
by breaking the total value locked (TVL) of $200 billion in 2021 [118]. This demon-
strates the ever-improving usability of blockchain for lending, borrowing, and trading
applications without depending on any intermediate parties.

Moreover, the utility of blockchain is also growing out of finance sector. By 2025,
at about 55% of all healthcare applications are expected to have blockchain integrated
in securing patient records [108]. Another fastest-adopting industry for blockchain
is supply chain management to introduce more transparency and traceability. Large
companies such as Walmart and IBM have already implemented blockchain mecha-

nism in tracking products from their origins to retail [161].

2.2 Ethereum’s Smart Contract Ecosystem

Out of 22 various implementations of the blockchain [8], Ethereum [186] is more
widely accepted by the industry. It is a public blockchain proposed in 2013, deployed
in 2015, and has the second largest market cap at the time of writing. It has a

large development community which track enhancements and propose new ideas [24].
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Ethereum enables decentralized applications to be deployed and executed on top of
the blockchain. Smart contracts are essential component of the Ethereum and has
been adopted widely by holding millions dollars worth of digital coins in form of ETH,
ERC-20 tokens, Digital wallets and DeFi protocols.

Smart contracts are programs which get executed on the blockchain in a de-
centralized manner. Their conditions of execution lie inherently inside the code,
which in return maintains some predefined rules. Smart contracts perform tasks on
their own without the interference of any third-party intermediary. This gives more
transparency in the contract operations with little risk of manipulation. Within the
Ethereum ecosystem, smart contracts are deployed on-chain and, once published, be-
come immutable and tamper-proof. They can be written by developers in any of
Ethereum’s high-level programming languages, such as Solidity and Vyper. Smart
contracts can also handle simple token transfers to most complex dApps. Their pro-
grammability enables developers to define various kinds of interactions like token
exchange, voting mechanism, or multi-signature wallets. Smart contracts are in fact
the backbone of Ethereum functionality.

Like other emerging technologies, security is an important aspect of smart con-
tracts. Previous research discovered that at about 45% of existing smart contracts
on the Ethereum are vulnerable [115]. The development of smart contracts has been
proven to be error-prone, and as a result, smart contracts are often riddled with se-
curity vulnerabilities. One of the major smart contract hacks was due to TheDAO

bug, which caused a loss of 60 million US dollars in June 2016 [157]. Similar to other
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programming languages, smart contracts’ codes can be exploited by an adversary
(i.e., Miner, external users and other contracts) to manipulate executions and gain
profit. Some smart contracts have kept millions of dollars, which could be enough to

incentivize adversaries to exploit vulnerabilities.

Example 1. Aave is a decentralized lending protocol, with a total value locked
(TVL) consistently exceeding $6 billion. Users can earn interest by supplying assets
or take out loans by borrowing crypto with their deposits as collateral. As another
example, Uniswap, one of the largest decentralized exchanges (DEX), has a TVL of

approximately $3.7 billion. It enables users to trade directly from their wallets [10].

2.3 Decentralized Apps and ERC-20 Tokens

Migrating applications from centralized to decentralized architecture can solve many
issues such as single point of failure, hardware and maintenance costs, and data
security. This type of application is distributed over an untrusted network and lever-
age smart contracts to run codes on the blockchain. Tokens are subset of smart
contracts and security is particularly important given that many tokens have consid-
erable market capitalization. As tokens can be held by commercial firms, in addition
to individuals, and firms need audited financial statements in certain circumstances,
the correctness of the smart contract issuing the tokens is now in the purview of
professional auditors.

Ethereum allows dApps to accept and use ETH as its protocol-level cryptocur-
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contract ERC20Interface {
function totalsupply() external view returns (uint256);

function balanceof(address account) external view returns (uint256);

function transfer(address to, uint256 tokens) external returns (bool);

function approve(address spender, uint256 tokens) external returns (bool);

function transferfrom(address from, address to, uint256 tokens) external returns (bool);
function allowance(address account, address spender) external view returns (uint256);
event Transfer(address _from, address _to, uint256 tokens);

event Approval(address _tokenOwner, address _spender, uint256 tokens);

Figure 2.1: The ERC-20 interface in Solidity defines a set of functions that any
contract implementing the ERC-20 standard must include. These functions ensure
interoperability and compatibility with other ERC-20 compliant contracts, wallets,
exchanges, and decentralized applications.

rency or issue their own custom tokens with a variety of intents (e.g., In-app purchase,
Interoperability with other dApps, Representing digital assets, etc.). Tokens might
be currencies with different properties than ETH, they may be required for access to
a dApp’s functionality or they might represent ownership of some off-blockchain as-
set. It is beneficial to have interoperable tokens with other dApps and off-blockchain
webapps, such as exchange services that allow tokens to be traded. In this regard,
the Ethereum community accepted a popular token standard called ERC-20 [70]. As
shown in Figure 2.1, ERC-20 is an interface that defines abstract methods (name,
parameters, return types) and provides guidelines on how the methods should be
implemented, however it does not provide an actual concrete implementation. Devel-
opers have the flexibility of implementing ERC-20 methods according to the needs of
their dApps, or even expand it to offer new functionalities (e.g., leveraged tokens).
While numerous ERC-20 extensions or replacements have been proposed (e.g.,

ERC-721, ERC-777, ERC-1155, etc.), ERC-20 remains prominent. Of the 2.5M smart
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Figure 2.2: Smart contracts generally exist at the contract layer, leveraging the un-
derlying consensus mechanisms for secure execution and state changes. The Contract
Layer can be considered a sub-layer of the Application Layer, focusing on how smart
contracts execute and interact with blockchain transactions.

contracts on the Ethereum network, 260K are tokens. 98% of these tokens are ERC-
20 tokens [168], demonstrating their widespread acceptance by the industry, smart
contract developers and the Ethereum community. As shown in Figure 2.2, among
the layers of the Ethereum blockchain, ERC-20 tokens fall under the Contract layer

in which back-end of dApps are executed.

2.4 ERC-20 Tokens vs. Leveraged Tokens vs. Lever-

aged ETF

A typical Exchange-Traded Fund (ETF) is a weighted basket of stocks from firms
with a common characteristic (e.g., they all operate in a specific sector or have a high

market capitalization). The issuer splits the basket into shares, which are bought and
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sold on exchanges just like individual stocks [112].

Example 2. One of the most traded ETFs is the SPDR S&P500 ETF with ticker
symbol SPY. It is issued by SSGA! and holds a basket of stocks from nearly 500
publicly traded companies that are part of the S&P500% index. The S&P500 index
has globally served as a gauge for the performance of the U.S. stock market as a whole,
due to its depth and diversity. Since SPY tracks the S&P500 index, investors can
gain broad exposure and diversify their investment risk across the stock performance
of 500 companies in 11 sectors without the logistics or starting capital required to

buy shares in all these companies.

Leveraged ETFs (LETFs) were introduced in 2006 and are ETFs designed to
amplify the daily performance of the underlying basket.®> Inverse LETFs aim to
achieve a return that is a multiple of the inverse of the underlying asset’s daily per-
formance [94, 20, 150]. Many investors alternatively refer to LETFs and inverse
LETFs as “Bullish” and “Bearish” LETFs, respectively, reflecting their short-term

sentiment on future price movements.

Example 3. Direxion Daily S&P500 Bull 3x ETF (SPXL) is a 3x (three times) LETF
that seeks to deliver triple the daily performance of the S&P500. It magnifies each

1% gain in the S&P500 index into a 3% gain and loses 3% for every 1% drop in the

IState Street Bank and Trust Company (SSGA) is one of the three dominant companies in the
ETF market, with a 14.01% market share, following BlackRock and Vanguard, which have 33.64%
and 29.16%, respectively [163].

2The S&P 500 index comprises 500 of the top publicly traded companies in the U.S. It was
launched in 1957 by the credit rating agency Standard and Poor’s [103].

3The underlying asset can be stocks, market indexes (e.g., S&P 500, NASDAQ-100, etc.), com-
modities (e.g., gold, oil, corn, etc.), or any asset with a price.
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index. Direxion Daily S&P500 Bear 3x ETF' (SPXS) delivers triple the opposite daily
performance of the S&P500 index. If the S&P500 index depreciates by 1%, SPXS

gains 3%, and vice versa [180, 110].

The equivalent of an LETF in the cryptocurrency and crypto-asset (“crypto”)
market could be thought of as Leveraged Token (LVT). Similar to LETFs, LVTs use
leveraged products offered in the crypto market to outperform the underlying asset’s
return on a daily basis. While the majority of LETFs are actively managed funds?*,
LVTs employ one of three management models: (i) centralized, (ii) decentralized, and
(iii) hybrid.

Centralized LVTs are mainly managed by crypto exchanges. They can be pur-
chased on the spot market (similar to cryptocurrency) or directly from the issuer.
Decentralized LVTs operate on the blockchain through ERC-20 contracts and can
be traded without relying on a third-party. Hybrid LVTs are basically decentralized
LVTs that are traded on centralized crypto exchanges. Users prefer centralized ex-
changes for their user-friendly interfaces, continuous-time order books (rather than
automated market makers, which are the only trading mechanism efficient enough
to run on-chain), and increased liquidity due to aggregated buy and sell orders.®
However, this model introduces certain disadvantages resulting from the combina-
tion of centralized and decentralized systems (e.g., functional complexities, security

concerns, custodial risks, etc.).

4In actively managed funds, investment managers actively buy and sell assets with the goal of
outperforming a specified benchmark index, resulting in higher management fees.

5The more liquid an asset is, the easier and more efficient it is to convert back into cash. Less
liquid assets take more time and may incur higher costs [92].
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Example 4. An issuer may offer BTC3L/BTC3S as a pair of LVTs tracking Bitcoin
(BTC) as the underlying asset. A Bitcoin futures contract (BTC-Perp®) can be used
as the leveraged product to outperform Bitcoin in the short term. The number three
in the LVT name represents the multiplier (triple-leveraged), while L/S stands for
going long/short on the market.” BTC3L gains 3% when the price of Bitcoin rises by
1%, and loses 3% for every 1% price drop. Conversely, when Bitcoin drops by 1%,

BTC3S gains 3%, and loses 3% for every 1% price rise.

2.5 Compounding Effect in LVTs

Volatility can be defined as the rate of variation in values of a particular asset. A high
volatility asset’s value can be spread out over a bigger range of value and may change
dramatically either way in a very short period of time. In contrast, the price of a
low-volatility asset does not vary much and mostly remains constant. An example
could be that, in the equity market, whenever the price of any particular stock has
been continuously moved up or down by less than 1%, for some considerable period
of time. It is thought to be a volatile stock, especially when it passes this 1% range
compared to historical price [93].

Compounding Effect represents the rate at which the value of investments dissi-

8

pates®. As volatility increases and positions are held for a longer period, the drag

6A type of Bitcoin futures contract without a defined expiration date (known as a “perpetual”).

"Going long refers to buying an asset with the expectation that its value will increase, allowing
it to be sold for a profit later. Conversely, going short refers to profiting from a decline in the
price [105].

8 Also referred to as volatility decay or volatility erosion.
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Initial Day 1l | Day2 | Day3 | Day4 | Day 5 | Day 6 | Day 7
ety | Soee | OUEREEE 5.0% | 5.0% |-10.0% | -4.5% | 7.0% | 4.0% | -5.0%
Value $210.00 | $220.50 | $198.45 | $189.52 | $202.79 | $210.90 | $200.35
BTC 1 PNL ($) | $10.00 $20.50 -$1.55 -$10.48 | $2.79 $10.90 $0.35
PNL (%) | 5.00% 10.25% | -0.78% -5.24% 1.39% 5.45% 0.18%
Value $230.00 | $264.50 | $185.15 | $160.15 | $193.79 | $217.04 | $184.49
BTC3L 3 PNL ($) | $30.00 $64.50 -$14.85 | -$39.85 | -$6.21 $17.04 -$15.51
PNL (%) | 15.00% | 32.25% | -7.43% |-19.92% | -3.11% | 8.52% -7.76%
Value $170.00 | $144.50 | $187.85 | $213.21 | $168.44 | $148.22 | $170.46
$200.00 BTC3S -3 PNL ($) | -$30.00 | -$55.50 |-$12.15 | $13.21 -$31.56 | -$51.78 | -$29.54
PNL (%) | -15.00% | -27.75% | -6.07% | 6.60% -15.78% | -25.89% | -14.77%
Value $250.00 | $312.50 | $156.25 | $121.09 | $163.48 | $196.17 | $147.13
BTC5L 5 PNL ($) | $50.00 $112.50 | -$43.75 | -$78.91 | -$36.52 | -$3.83 -$52.87
PNL (%) 25.00% | 56.25% | -21.88% | -39.45% | -18.26% | -1.91% | -26.44%
Value $150.00 | $112.50 | $168.75 | $206.72 | $134.37 | $107.49 | $134.37
BTC5S -5 PNL ($) | -$50.00 | -$87.50 |-$31.25 | $6.72 -$65.63 | -$92.51 | -$65.63
PNL (%) | -25.00% | -43.75% | -15.63% | 3.36% -32.82% | -46.25% | -32.82%

Table 2.1: Impact of the Compounding Effect on the performance of 3x/5x Bitcoin
leveraged tokens during a volatile week. It demonstrates why LVTs are not suitable
for long-term investments.

imposed by volatility accelerates, making it more destructive to the value of the in-

vestment [171, 134]. A similar effect occurs in LVTs, which impacts the return.

Example 5. The performance of 3x and 5x Long/Short BTC tokens with a $200
initial investment is compared in a volatile market. The assumption in Table 2.1 is a
5% BTC price increase on day 1, followed by another 5% increase on day 2, and then
a 10% drop on day 3, continuing in this pattern. Mathematically, two 5% increases
on days 1 and 2 should be offset by a 10% drop on day 3. However, the math does
not align as expected due to accumulated profit or loss. The price of a non-leveraged
BTC position increases by 5% from $200 to $210 on day 1 and by another 5% from
$210 to $220.5 on day 2 (a 10.25% gain after 2 days). A 10% drop on day 3 from
$220.5 to $198.45 results in a position that is -0.78% lower than the initial investment,
making the overall return negative.

This loss is -7.43% and -21.88% of the initial investment for BTC3L and BTC5L,
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Figure 2.3: LVT returns during a volatile week: the value of the initial investment
(BTC in black) reached the breakeven point on day 7, but the returns of all LVTs
remained negative due to the impact of Compounding Effect.

respectively. Investors would expect better performance from BTC3S and BTC5S on
the short side. However, due to accumulated losses in the first two days, they close
at -6.08% and -15.63% lower than the starting value. Even after a week, when the
initial investment has nearly reached the break-even point, all LVTs remain negative

regardless of their leverage and direction (see Figure 2.3).

As the above example suggests, volatility negatively impacts the performance of
LVT investments over time, as previously discussed in the case of LETFs [85, 170].
While volatility can be beneficial in the short term, compounded daily returns produce
unexpected mathematical outcomes. Investors would have made some profits if they
had closed their positions on the first or second day, but holding the position through
the third day would have resulted in a loss. To minimize the impact of Compounding
Effect on LVTs, it is better to use them as short-term investments in markets with

strong trends and momentum.
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It is worth mentioning that the Compounding Effect and Volatility Drag are re-
lated but not the same. Volatility drag refers to the reduction in overall returns of a
LVT due to the inherent volatility of the underlying asset. Because these tokens reset
daily, fluctuations in the asset’s price can erode gains over time, especially in sideways
markets. Compounding effect refers to how the daily resetting of LVT impacts their
long-term returns. Compounding can either magnify gains or amplify losses over time,
depending on the sequence of daily returns. This effect can be positive or negative,
unlike volatility drag, which is generally detrimental. In summary, while compound-
ing can lead to either higher or lower returns due to the daily reset, volatility drag
specifically highlights the adverse impact of market volatility and management fee

deductions on LVT returns over time.

2.6 Leverage Products

LVTs derive their value from a leveraged fund, which in turn is based on a leveraged
product. This leveraged product usually originates from either the Crypto derivatives
market or the DeF'i lending market as highlighted in Figure 2.4. In the derivatives
market, Perpetual futures (Perps)? have become rather popular due to their flexibility.
Because Perps do not expire, they can be held forever, with the additional advan-
tage of being able to make leveraged positions in LVTs without any risk of contract

expiration or rollover.

9Perpetual Futures are also called Perpetual Swaps due to their structural similarity to traditional
swap contracts (i.e., Continuous Funding, No Expiry Date, etc.).
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Crypto Markets

— Spot Market (Immediate settlement of trades)

Bitcoin (BTC)

Ethereum (ETH)

Altcoins (Various other eryptocurrencies)
Stablecoins (USDT. USDC. DAL etc.)

— Derivatives Market (Contracts based on underlying crypto assets)

—— Futures Market (Crypto futures contracts)

—— Perpetual Swaps Market (Perpetual futures with no expiration)
—— Options Market (Crypto options contracts)

—— Synthetic Assets (Collateralized real world assets)

— Lending and Borrowing Market (Crypto based loans and debt instruments)

Centralized Lending Platforms (e.g.. Nexo, YouHodler)

Decentralized Finance (DeF1) Lending Protocols (e.g.. Aave. Compound)

Stablecoin Issuance (e.g.. DAL where crvpto is collateralized to issue stablecoins)

— tralized Finance (DeF1) Market (Blockchain based financial services)

—— Decentralized Exchanges (DEXz) (e.g.. Uniswap. Sushiswap)
—— Yield Farming and Liquidity Pools (e.g.. Curve. Yearn)
Staking (Proof of Stake blockchains)

—— Decentralized Insurance (e.g.. Nexus Mutual. InsurAce)

Figure 2.4: A hierarchy of various types of crypto markets and instruments, delineates
the positions of the Futures and Lending markets (in blue).

On the other hand, DeFi lending market represents a more conservative alterna-
tive. It proposes the ability for LVTs to borrow assets through decentralized platforms
like Aave and Compound.!® Perpetual futures allow for higher leverage and are more
riskier, while lending protocols provide lower leverage with reduced risk. In general,
a choice between perpetual futures and lending protocols in the operation of LVTs
depends on (i) specific design and purpose of the token, (ii) token’s risk factor, (iii)
the depth of liquidity provided by the underlying platform and (iv) the investment

time horizon (short-term or long-term).

10Aave App: https://app.aave.com/, Compound App: https://app.compound.finance/
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LVTs essentially abstract away the hassle of maintaining a leveraged position for
their users. They simplify management of such a position without requiring users
to constantly monitor and manage margin requirements. But how do these LVTs
actually generate the leverage on behalf of users? Both crypto derivatives and DeFi
lending markets provide efficient ways to obtain desired leverage factors for LVTs.
With relatively modest leverage ratio in LVTs-commonly up to 5x-one could be used
to obtain leverage in either market. Leverage is typically generated by using dated
futures, perpetual contracts, or synthetic assets in derivatives markets. In the DeFi
lending market, leverage comes from the ability of borrowing funds and posting col-
lateral. Reinvesting borrowed amount can increase exposure and generate leverage

for LVTs (see the highlighted options in blue in Figure 2.4).

2.6.1 Dated Futures

They can be used in LVTs to provide leverage till specific expiration date.!! Unlike
perpetual futures, which have no expiration date, dated futures contracts require
the position to be settled or rolled over by the expiration date. LVTs using dated
futures must roll over contracts before their expiration date to maintain the leveraged
exposure. The smart contract managing the LVT sells the expiring contracts and
simultaneously buys new contracts with a later expiration date. This process ensures
that the fund continues to maintain its leveraged exposure to the underlying asset

without interruption.

11 Also known as fixed-expiry futures contracts.
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The rollover process can sometimes result in minor expenses or discrepancies in the
leverage ratio, depending on the difference between the price of the expiring and new
contract, referred to as the “roll yield”. When the futures market is in Contango!?,
the roll yield is negative, and the LVT pays a premium to maintain its leveraged
positions. In Backwardation'?, the roll yield is positive, and the LVT benefits from
the lower price of the new contract. Another risk is that the smart contract may fail
to call the renewal or roll over process of the expired futures. This leads to a few
consequences, including loss of leverage exposure, token devaluation, and possible

liquidation in DEXs if holders rush to sell off the under-collateralized tokens.

2.6.2 Perpetual Futures

They can be utilized as leveraged products in LVTs without the need to roll over
an expiring contract on a particular date in the future. This reduces slippage and
costs associated with dated futures. However, perpetual futures impose funding fees
as opposed to dated futures (see section 2.7.1 for more information). Another disad-
vantage of them is that they are highly sensitive to volatility in the market. During
big market swings, maintenance margin can rapidly change which increases the risk
of forced liquidation. This makes perpetual futures more appropriate for short-term

investment compared to buy-and-hold use cases.

12When the future prices are higher than the spot price
IBWhen future prices are lower than the spot price
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2.6.3 Automated Stacking

It is a technique for generating leverage through the lending market. Looped po-
sitions (i.e., borrowing, re-depositing, and borrowing again) on fixed-rate!* lending
markets can be seen as somewhat analogous to dated futures contracts. Compara-
tively, variable-rate!® positions on lending markets can be interpreted as the funding

rate of the position, which in turn can be seen as a perpetual futures.

2.6.4 Synthetic Assets

These assets allow users to get exposure to a variety of asset price movements without
necessarily owning them. Synthetic assets that track the value of fiat currencies,
stocks, commodities, cryptocurrencies, and other financial derivatives already exist.
They are usually backed by collateral (often in crypto) to ensure they maintain their
value. For example, Synthetix protocol use collateralized debt to mint synthetic

assets. They enable users to create tokens that track the value of real-world assets.

2.6.5 Summary of Key Differences

An LVT is primarily utilized by investors who need a tokenized fund. It simplifies the
management of leveraged positions with liquidation protection. Hence, identification
of the target user becomes critical when choosing the right leveraged product for

issuing LVTs. For long-term investors, normally the debt market is cost-effective due

14 A fixed rate for a specific period, with the possibility of adjustment over time.
I5Rates that fluctuate in response to market conditions.
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to less daily depreciation of tokens. As described below, the futures are suitable for

short-term investors.

e Perpetual futures: Best used for short-term leveraged tokens, which need rebal-
ancing quite often. The positive feature of these tokens is their flexibility and
the possibility of high leverage in both the short and long directions.

e Debt-based leveraged positions: This strategy is more suitable for conservative
LVTs. However, it comes with the risks of liquidation and interest rate fluctua-
tion. The maximum leverage is constrained by the load-to-debt (LTV) ratio set
by lenders and differs among blockchains. Creating LVTs with short position is
more also challenging compared with long positions since overcollateralization
is necessary.

e Synthetic assets: Synthetic assets give leveraged exposure completely decen-
tralized, but at the risk of overcollateralization and concerns of oracle accuracy.

These characteristics make them less attractive to be used in LVTs.

Advantages and disadvantages of each leveraged product over key factors vary based
on different investment horizons and issuer’s preference. The main purpose of using
LVTs is by the short-term traders who try to realize a profit in the same trading
day. Therefore, perpetual futures shall be the most suitable to be utilized in LVTs.
However, a debt-based LVT with different characteristics, may be suitable for issuers

with long-term investment horizons.
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2.7 Key Factors in Crypto Futures Market

A futures contract, as explained, is an agreement to buy or sell a cryptocurrency at a
given price at some future date. The Crypto Futures Market is the place where these
contracts are traded, and such trading allows profiting on crypto price movements.
Futures often refers to a class of derivatives that are traded in a market with much
use of leverage, enabling traders to increase their exposure with less initial capital. It
also allows hedging and speculation on future price movements. Perpetual futures are
one of the dominant kinds of contracts in this market as users can keep a leveraged
position open with no expiration date. The risks associated with these group of

derivatives are mostly confined to the Funding Fee and the event of Liquidation.

2.7.1 Funding Fee

Traditional futures contracts have an expiration date known as the delivery date.
Futures prices converge with the spot price on this date. Before that, the market
can be in one of two conditions: Contango or Backwardation [88]. When the market
is in Contango, futures are traded at a premium to the spot price (i.e., they are
more expensive). When the market is in Backwardation, futures are traded at a
discount to the spot price (i.e., they are cheaper than the spot price) [1]. Contango
or Backwardation may occur due to shocks in supply or demand, carrying costs,
geopolitical situations, pandemics, etc. Ultimately, traditional futures prices converge

with the spot price by the delivery date (see Figure 2.5).
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Figure 2.5: Contango or Backwardation conditions in the traditional futures market
with a specific delivery date (left image). Price convergence over time in perpetual
futures contracts, influenced by the funding rate (right image).

In crypto perpetual contracts, there is no delivery date, but the futures price still
needs to settle against the spot price. At times, one side of the market becomes more
aggressive, causing a disparity between spot and futures prices. To keep these prices
aligned, a funding rate component is added to crypto futures. Only open positions
are subject to funding payments or receipts at specific times (usually every 8 hours).
If a position is closed before the funding exchange, traders do not pay or receive
the funding fee. The funding fee can significantly impact high-leverage positions,
potentially even leading to liquidation when paying for funding [135].

Funding fee represents a periodic payment exchanged between traders holding
long and short positions, intended to keep the contract’s price (P;) aligned with the
underlying asset’s spot price (S;). When P, > S, the perpetual contract is trading at
a premium, typically indicating higher demand for long positions. Conversely, when
P, < S;, the contract is trading at a discount, suggesting higher demand for short
positions. In fact, the funding fee is a mechanism designed to encourage traders to

take the opposite position and correct the imbalance. Let F; represent the funding
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rate at time t expressed by:

Fi=a (Pt;ft) £ B(rp—r) 2.1)

where 7; denotes the interest rate of the fiat currency and 7. denotes the interest

PS5

rate of the cryptocurrency. Subsequently, ( 3,

) and (ry —r.) are the “premium or
discount” and “interest rate” components, with weighted coefficients o and (3, respec-
tively. Both « and [ are adjustable parameters that exchanges or DeFi platforms
might calibrate based on market conditions, volatility, and the desired level of price
convergence between the perpetual contract and the spot market. For instance, a
high « might be used in a highly volatile market to quickly correct large premiums

or discounts, while a high g might be more relevant in a market where the cost of

capital (borrowing rates, staking yields, etc.) is highly volatile [49, 50].

2.7.2 Liquidation

It happens when the futures positions are automatically closed because of an inability
to maintain a margin. The main drivers for liquidation are:
e Adverse price movements: The market moves against the position, which may
lead to a decline in the notional value and reduced account equity.
e Unfavorable funding rates: Whenever the funding rate is negative, it causes a
constant drain from the initial margin. Over time, the funding payments erode

the initial margin, dropping it below the maintenance margin level-usually 5-
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10% of the initial margin. The exchange will then liquidate the position.
The liquidation process is triggered when the price of the underlying asset falls below
the liquidation price, at which the value of the initial margin is no longer adequate.
The liquidation price (Pr;,) can be calculated as Pri; = Ppnt X (1 — 177“), where \

represents the leverage of the position (negative for shorts), Pg, is the entry price

and p is maintenance margin in percentage.

Example 6. Bob opens a 10x long BTC/USDT Perps at Pg,; = $30K with an initial
margin of $3K and a maintenance margin of p = 5%. Since this is a 10x position
(A = 10), it requires 10 times less capital than the full position value. The liquidation
price is calculated as Pp;, = $30K x (1 — 1’1—3%) = $30K x 0.905 = $27, 150, at which
point Bob’s position would automatically be closed by the exchange, and his initial

margin of $3K would be used to cover the losses. In other words, Bob loses his entire

initial investment as a result of liquidation.
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Chapter 3

Resolving the Multiple Withdrawal

Attack on ERC20 Tokens

This chapter is based on the paper “Resolving the Multiple Withdrawal Attack on
ERC-20 Tokens” [143] supervised by Dr. Jeremy Clark. The paper is published in the
2019 IEEE European Symposium on Security and Privacy Workshops (EuroSE&PW),

at KTH Royal Institute of Technology in Stockholm, Sweden.

3.1 Introduction

In this chapter, we present a summary of our research on smart contracts and their
subset, ERC-20 tokens. First, we examine the “Multiple Withdrawal Attack” in ERC-
20 tokens, which was identified in November 2016 and has remained unresolved with-

out a reliable solution. We then review ten proposed solutions and present two pro-
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Figure 3.1: Steps to perform the “Multiple Withdrawal Attack” in ERC-20 tokens.

posals to address this issue. By implementing one of the proposals, the security of
future ERC-20 smart contracts will be significantly improved.

Since the introduction of ERC-20 in November 2015, several vulnerabilities have
been discovered. In November 2016, a security issue called “Multiple Withdrawal
Attack” was opened on GitHub [176, 91]. The attack originates from two methods
in the ERC-20 standard for approving and transferring tokens. The use of these
functions in an adverse environment (e.g., front-running [64]) could result in more
tokens being spent than what was intended. This issue is still open and several
solutions have been made to mitigate it.

According to the ERC-20 API definition, the approve function allows a spender
(e.g., user, wallet or other smart contracts) to withdraw up to an allowed amount of

tokens from token pool of the approver. If this function is called again, it overwrites
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the current allowance with the new input value. On the other hand, the transferFrom
function allows the spender to actually transfer tokens from the approver to anyone
they choose (importantly: not necessarily themselves). The contract updates balance
of transaction parties accordingly. An adversary can exploit the gap between the
confirmation of the approve and transferFrom functions since the approve method
replaces the current spender allowance with the new amount, regardless of whether
the spender already transferred any tokens or not. This functionality of the approve
method is shaped by the language of the standard and cannot be changed. Further-
more, while variables change and events are logged, this information is ambiguous

and cannot fully distinguish between possible traces. Consider steps in Figure 3.1:

1. Alice allows Bob to transfer N tokens on her behalf by approve(_Bob, N).

2. Later, Alice changes Bob’s approval from N to M by approve(_Bob, M).

3. Bob notices Alice’s second transaction after its broadcast to the Ethereum net-
work but before adding to a block.

4. Bob front-runs (using an asymmetric insertion attack [64]) the original transac-
tion with a call to transferFrom(_Alice, _Bob, N). If a miner is incentivized
(e.g., by Bob offering high gas) to add this transaction before Alice’s, it will
transfer N of Alice’s tokens to Bob.

5. Alice’s transaction will then be executed which changes Bob’s approval to M.

6. Bob can call transferFrom method again and transfer M additional tokens.

In summary, in attempting to change Bob’s allowance from N to M, Alice makes

it possible for Bob to transfer N+M of her tokens. We operate on the assumption
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that a secure implementation would prevent Bob from withdrawing Alice’s tokens
multiple times when the allowance changes from N to M. A proposed solution should
prevent this from happening by allowing only M approved tokens to be transferred

after changing from the initial N tokens.

3.2 DMotivation of the Approval Process

In the ERC-20 token standard, the allowance mechanism via approve and transferFrom,
allows a token owner to grant permission to another address (typically a smart con-
tract or third-party account) to spend tokens on their behalf. This mechanism exists
instead of directly sending tokens to a contract for security, flexibility, and usability

reasons.

3.2.1 Security: Prevents Loss of Funds

If a user sends tokens directly to a smart contract that is not programmed to handle
ERC-20 tokens, the funds could be permanently lost. Many smart contracts do not
have a built-in way to recover such mistakenly sent tokens. For example, suppose Alice
wants to deposit tokens into a DeFi lending contract. If she sends the tokens directly
(via transfer method), but the contract is not programmed to handle deposits this
way, the tokens might be stuck or lost. Instead, using approve + transferFrom, the

contract explicitly pulls tokens when it is ready to process them correctly.
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3.2.2 Flexibility: Enables Conditional Spending

The approve + transferFrom pattern allows third-party contracts (or users) to spend
tokens on behalf of the owner under controlled conditions. This is critical for many
DeFi applications. For example, Alice wants to deposit tokens into a staking contract,
but only if certain conditions (e.g., token price, gas fees) are met. The staking contract
can wait until the conditions are met and then call transferFrom to pull the tokens
from the Alice’s balance. This approach gives contracts the ability to execute transfers

only when needed rather than requiring Alice to manually send tokens every time.

3.2.3 Decentralized Authorization: Users Keep Control

Instead of handing over their tokens immediately, users can specify exactly how many
tokens a third party is allowed to withdraw. This is important for security as users
don’t have to trust a contract with an unlimited amount of tokens. It also provides
granular control as users can set limits on how many tokens an exchange, lending
protocol, or escrow contract can spend. For example, Alice trades tokens on a de-
centralized exchange (DEX). Instead of depositing all her tokens into the exchange
(which could be risky), she approves the exchange to withdraw only the amount she

wants to trade.

3.2.4 Gas Efficiency: Reduces Unnecessary Transfers

Using approve + transferFrom can sometimes save gas compared to transferring
tokens multiple times manually. for example, Alice joins a yield farming contract.
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Instead of transferring tokens in multiple steps, she approves the contract, which
then automatically pulls the exact required amount in a single transaction. This

reduces unnecessary transfers and minimizes transaction costs.

3.2.5 Required for Automated Interactions

Many smart contract applications, such as DEXs, lending platforms, subscriptions,
and staking, rely on approve + transferFrom because they need to move funds on
behalf of users. For example, a subscription service automatically withdraws a fixed
number of tokens every month from a Alice’s wallet. She grants an allowance once,
and the service uses transferFrom to collect payments without requiring manual
approval each time.

In conclusion, the approve + transferFrom mechanism in ERC-20 tokens pro-
vides safety, flexibility, and efficiency compared to direct token transfers. It allows
users to retain control over their tokens while enabling smart contracts, exchanges,
and other third-party applications to securely interact with token balances in a de-

centralized and automated way [189).

3.3 Significance of Mitigation

ERC-20 tokens are important component of Ethereum’s supplementary financial sys-
tem that have many financial (as well as non-financial) uses and could hold consider-

able value (potentially exceeding the value of Ether itself). There has been more than
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64,000 functional ERC-20 tokens as of early 2019 [175] that might be vulnerable to
this attack. Furthermore, ERC-20 tokens that have already been issued cannot easily
migrate to a new secure implementation and should these tokens appreciate in value
in the future. Resolving the attack also serves as basis for other extended standards,
such as ERC-777 [40] to be backward compatible with ERC-20 interface [80]. Finally,
firms that hold ERC-20 tokens require assurance of their security, particularly in the
case that they require their financial statements to be audited—an issue like this

could lead to further hesitation by auditors.

3.4 Related Work

This work builds upon prior research in Ethereum smart contract security, token
standards, and front-running vulnerabilities. The ERC-20 standard, introduced in
2015 [70], has been widely adopted but has also faced security concerns, particularly
regarding the approve function and its susceptibility to race conditions. Previous mit-
igation efforts include modifications like increaseApproval and decreaseApproval
functions (as seen in OpenZeppelin [123] and MonolithDAO [174]) and Ul-level en-
forcement strategies [27]. However, these approaches fail to fully eliminate “Multiple
Withdrawal Attack” while maintaining ERC-20 compatibility. This work advances
the field by systematically evaluating ten existing mitigations, identifying their lim-
itations, and proposing two novel solutions based on the Compare-and-Set (CAS)

pattern [32]. Our proposals — one modifying the approve method and another se-
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curing transferFrom— offer stronger security guarantees while preserving backward
compatibility with ERC-20, making them valuable contributions to Ethereum’s token

ecosystem.

3.5 Transaction-Ordering Dependence

The “Multiple Withdrawal Attack” could happen when multiple transactions invoke
the same contract at roughly the same time. The next block will most likely ex-
ecute and include these transactions. For example, considering contract ¢ at state
So, a miner may receive transactions 7; and 7j from two different users (|7; — T;| <
12 seconds). Depending on the miner decision on the order of 7T}, Tj, there would
be uncertainty about the invocation results (i.e., sq KN $1 IJ—> So9 OT Sg ZJ—> S3 KN S4).
Thus, there might be a discrepancy between the state of the contract when users
invoke the transaction and the actual state when the execution happens [115]. This
issue might happen in one of the following scenarios:

e Race-condition: A non-malicious scenario wherein two users (or contracts)
attempt to perform two invocations at the same time. Concurrent transactions
may lead to an unexpected results due to uncertainty in the execution order.
For example, in a decentralized exchange, sellers might update ask prices while
buyers submit the bid prices based on the observed ask prices. Depending on

the transaction ordering, buy requests may or may not go through, or buyers

may pay more for a dropped price.
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e Front-running: A malicious scenario wherein miners can change sequence
of new transactions to gain profit. This is the required condition to perform
“Multiple Withdrawal Attack” in ERC-20 tokens where Alice attempts to change
Bob’s allowance from N to M, but she made it possible for Bob (who is run-
ning a mining node) to transfer N+M due to change in the execution order of
approve() and transferFrom() transactions.

Mitigating this vulnerability is not easy and depends on the logic of the smart con-
tract. It can happen since there is a time gap around 12 seconds between (1) broad-
casting the transaction and (2) including the transaction in a new block. Thus, a
malicious miner can listen to the network and change transaction orders for financial
advantages. This is part of Ethereum’s consensus protocol that allows arbitrary min-
ers to participate in the network. The consensus protocol elects a leader among all
miners and the leader then broadcasts its proposed block to all nodes. After block
validation, all nodes update their local copy to include the new block.

There are a few logical places to address this attack. Ideally the token author
(instead of the token holders) would mitigate the attack within the ERC-20 smart
contract. Since two methods are involved in the attack, it could be addressed within
the approve and/or transferFrom method. By contrast, token owners have no con-
trol over the implementation of the contract and are relegated to mitigate the attack
by monitoring the contract around the time allowance changes are made. Since this

is very difficult, we concentrate on mitigating the attack in the contract itself.
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3.6 Evaluating Proposed Mitigations

The authors of the ERC-20 [70] reference two sample implementations from OpenZep-
pelin [123] and ConsenSys [28]. OpenZeppelin implementation mitigates the attack
by introducing two additional methods to increase or decrease approved tokens, and
the ConsenSys code does not attempt to resolve it. Additional implementations have
a variety of different trade-offs in mitigating the issue. We evaluate ten proposed
solutions and develop a set of criteria that encompass backwards compatibility, inter-
operability, adherence to the ERC-20 standard, and attack mitigation.

The summary of evaluations along with our two proposals is provided in Figure 3.2.
Proposal 1 mitigates the attack by comparing transferred tokens with new allowance.
It is not fully compliant with ERC-20 specifications since the allowance result does
not always match what is requested. In proposal 2, a new variable is defined to keep
track of transferred tokens and prevents transfers in the case of already transferred

tokens. We examine the details of the two proposals in Sections 3.7.1 and 3.7.2.

3.7 New Mitigations

Since no mitigation is fully satisfactory, we develop two additional solutions based
on the Compare and Set (CAS) pattern [183]. We study in detail possible imple-
mentations of the approve and transferFrom methods. We argue that a CAS-based
approach can never adequately deploy a secure approve method while adhering to

the ERC-20 standard. We therefore prioritize adherence to the ERC-20 standard.
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Figure 3.2: Evaluation of the ten proposed mitigations for the “Multiple Withdrawal
Attack”.

While deviating from the standard might become acceptable if there is no possible
way to conform with it and maintain security, we consider that a last resort. Indeed,
as we will show, it is possible to secure an ERC-20 contract within the constraints of
the standard [70]. Requirements of an ideal solution are summarized here:
e The input to approve method is a new allowance and not a relative adjustment.
e The result of approve method will overwrite the current allowance with the

new allowance.
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A call to transferFrom on an input of 0 tokens will execute as a normal transfer

and emit a Transfer event.

A spender can call transferFrom multiple times up to the allowed amount.

Transferring up to any initial allowance is always a legitimate transfer.

An ideal solution cannot rely on overloading existing methods or introducing
new methods outside of ERC-20, as existing DApps and web apps would have
to be modified to interoperate. A solution must eliminate all race conditions.

We now propose two solutions that that mitigates the attack by: (i) securing imple-

mentation of the approve method, (ii) securing implementation of the transferFrom.

3.7.1 Proposal 1: Securing Implementation of approve

By implementing the CAS pattern [183] in the approve method (highlighted code
in the code snippet of Figure 3.3), we set up a small state machine so that new
allowances can be set atomically after a comparison with transferred tokens. This
tracking also requires adding a new variable to the transferFrom method. Since
this is an internal variable, it is not visible to already deployed smart and keeps
the transferFrom function compatible. Similarly, a block of code is added to the
approve function (Shown with a red box in the code snippet of Figure 3.3) to work in
both cases with zero and non-zero allowances. This new logic in the approve function
compares a new allowance—passed as _tokens argument to the function—with the
current allowance of the spender and the already transferred tokens.

Allowance are saved in allowed[msg.sender] [_spender] variable as in typi-
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function approve(address _spender, uint256 _tokens) public returns (bool success) {
require(_spender != address(@));
uint256 allowedTokens = @;
uint256 initiallyAllowed = allowed[msg.sender][_spender].add(transferred[msg.sender][_spender]);

//hprover reduces allowance
if (_tokens <= initiallyAllowed){
if (transferred[msg.sender][_spender] < _tokens){ // If less tokens had been transferred.
allowedTokens = _tokens.sub(transferred[msg.sender][_spender]); // Allows the rest
}

¥

//Approver increases allowance
else{
allowedTokens = _tokens.sub(initiallyAllowed);
allowedTokens = allowed[msg.sender][_spender].add(allowedTokens};

¥

allowed[msg.sender][_spender] = allowsdTokens;
emit Approval(msg.sender, _spender, allowsdTokens);
return true;

Figure 3.3: Resolving “Multiple Withdrawal Attack” by implementing the CAS pat-
tern in the approve method.

cal ERC-20 implementation, and transferred[msg.sender] [_spender] is the new
state. The method decides to increase or decrease the current allowance based on this
comparison. If the new allowance is less than initial allowance—sum of allowance
and transferred variables—it denotes decreasing of allowance, otherwise increasing
of allowance is intended. Such a modified approve function prevents the attack by
either increasing or decreasing the allowance instead of setting it to an explicit value.

In summary, we can use the CAS! pattern to implement a secure approve method
that can mitigate the attack effectively. However, it violates one of the ERC-20
specifications that says: “If approve function is called again, it overwrites the current
allowance with _value”. Our solution does not comply with this as the resulting
allowance can be different than what is passed by the approver. Furthermore we

argue that is in fact impossible to secure the approve method without adjusting

LA lock-free synchronization strategy that allows comparing and setting values atomically.
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function transferFrom(address from, address to, uint256 tokens) public returns (bocl success) {

require{_to != address(8));

require(balances[_ from] >= _tokens); // Checks if approver has enough tokens

require(_tokens <= ( B
(allowed[_from][msg.sender] > transferred[_from][msg.sender]) ?

allowed[_from][msg.sender].sub(transferred[_from][msg.sender]) : @)

)3 // Prevent token transfer more than allowance

balances[ from] = balances[ from].sub( tokens);
| transferred[_from][msg.sender] = transferred[_from][msg.sender].add(_tokens};|
balances|_to| = balances|_to].add(_tokens);
emit Transfer(_from, _to, _tokens);
return true;

Figure 3.4: Resolving “Multiple Withdrawal Attack” by securing the transferFrom.

the allowance. Therefore the approve method has to adjust the allowance according
to transferred tokens, not based on passed input values to the approve method.
Overall, there seems to be no solution to secure the approve method while adhering
specification of ERC-20 standard. In proposal 2, the focus is to take this requirement

into consideration by securing the transferFrom method.

3.7.2 Proposal 2: Securing Implementation of transferFrom

As an alternative to Proposal 1, we can also consider securing the transferFrom
method. As specified by the ERC-20 standard, the goal here is to prevent the spender
from transferring more tokens than allowed. Based on this assumption, we should
not rely solely on the allowance value in deciding whether to allow or prevent an
approve and should also consider the number of transferred tokens, which requires
new state as in Proposal 1. Our solution, which is compliant with a careful reading
of ERC-20 specifications, is to interpret allowance as a ‘global’ or ‘lifetime’ allowance
value, instead of the amount allowed at the specific time of invocation (see red boxes

in the code snippet of Figure 3.4).
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Example 7. Alice approves Bob for 50 tokens, Bob transfers 50 tokens, Alice ap-

proves Bob for 30 (more) tokens, and Bob transfers 30 tokens. In our implementation,

Alice would approve Bob for 50 tokens and he transfers 50 tokens. To approve Bob

for 30 more tokens, she approves Bob for 80 tokens. He has already spent 50 of these

80 tokens so he will only be allowed to transfer an addition 30. Thus 80 is his lifetime

allowance and 50 (kept internally) is the amount he has transferred.

In a bit more detail, consider the following, which prevents multiple withdrawals

by modifying the implementation of transferFrom but keeping approve untouched:

1.

7.

Alice approves Bob to transfer 100 tokens

Alice broadcasts an approval of 70, decreasing Bob’s allowance.

Bob front-runs Alice’s transaction and transfers 100 tokens (remark: a legiti-
mate transfer).

Alice’s transaction is confirmed and sets Bob allowance to 70 by the default
approve method.

Bob’s noticed the new allowance and tries to move 70 additional tokens by

broadcasting transferFrom(_Bob,70).

. Since Bob has already transferred more than 70 tokens, his transaction fails and

prevents multiple withdrawal.

After all, Bob’s allowance is set at 70 and his transferred tokens are set at 100.

Our advice to developers is to use proposal 2 which is compatible with the ERC-20

token standard. Additionally, while this is a deep dive into a specific issue with ERC-

20, it also illustrates a number of higher level lessons for blockchain developers. When

20



ERC-20 standard was first implemented, it changed how people used Ethereum, giving
rise to an ICO craze with its ease of use [71]. This led to the deployment of thousands
of early implementation of ERC-20 tokens which has resulted in numerous attacks on
different implementations. Now we see decentralized exchanges relying on existing
ERC-20 tokens and the “Multiple Withdrawal Attack” seems too important to ignore.
Fixing existing ERC-20 code will help future deployments but cannot fix the already
deployed tokens. In addition to deploying secure contracts, we suggest blockchain
developers conduct external audits and consider security-by-design practices when

dealing with other smart contract implementations.

Performance

In order to evaluate functionality of the new approve and transferFrom functions, we
have implemented a standard ERC-20 token (TKNv1?) along side the proposed ERC-
20 token (TKNv23). Our testing for different input values shows that TKNv2 can
address the “Multiple Withdrawal Attack” by making front-running gains ineffective.
Moreover, we compared these two tokens in term of gas consumption. The approve
function in TKNv2 uses almost the same amount of gas as TKNv1, however, gas
consumption of transferFrom in TKNv2 is around 37% more than TKNv1. This
difference in TKNv2 is because of maintaining a new mapping variable for tracking
transferred tokens. In term of compatibility, both are equivalent interoperable with

standard wallets (e.g., MetaMask and MEV) and have not raised any transfer issues.

’https://rinkeby.etherscan.io/address/0x8825bac68a3f6939c296a40fc8078d18c2f66acT
3https://rinkeby.etherscan.io/address/0x5d148c948c01e1a61e280c8b2ac39fd49ee6d9c6

o1


https://rinkeby.etherscan.io/address/0x8825bac68a3f6939c296a40fc8078d18c2f66ac7
https://rinkeby.etherscan.io/address/0x5d148c948c01e1a61e280c8 b2ac39fd49ee6d9c6

We believe this is acceptable for having a secure ERC20 token.

3.8 Contributions

We evaluate ten proposed mitigations for the “Multiple Withdrawal Attack” and
develop a set of criteria that encompass backwards compatibility, interoperability,
adherence to the ERC-20 standard, and attack mitigation. Since no mitigation is
fully satisfactory, we develop two additional solutions based on the Compare and Set
(CAS) pattern. We study in detail possible implementations of ERC-20’s approve
and transferFrom methods. We argue that a CAS-based approach can never ade-
quately deploy a secure approve method while adhering to the ERC-20 standard. We
then propose a secure implementation of the transferFrom method that mitigates
the attack and fully satisfies the ERC-20 standard. It consumes 37% more gas com-
pared with the non-secure transferFrom method, which appears to be acceptable
for achieving a secure ERC-20 implementation that protects user investments and

provide a secure token transfer mechanism.

3.9 Discussion

This chapter was a deep dive into a specific issue with ERC-20, illustrating a number
of higher level lessons for blockchain developers. When ERC-20 standard was first
implemented, it changed how people used Ethereum, giving rise to an ICO craze with

its ease of use [71]. This led to the deployment of thousands of early implementation
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of ERC-20 tokens which has resulted in numerous attacks on different implementa-
tions. Now we see decentralized exchanges relying on existing ERC-20 tokens and
the “Multiple Withdrawal Attack” seems too important to ignore. Fixing existing
ERC-20 code will help future deployments but cannot fix the already deployed to-
kens. In addition to deploying secure contracts, we suggest blockchain developers
conduct external audits and consider security-by-design practices when dealing with

other smart contract implementations.
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Chapter 4

TokenHook: Secure ERC-20 Smart

Contract

This chapter is based on the paper “TokenHook: Secure ERC-20 Smart Contract” [1/1]

supervised by Dr. Jeremy Clark.

4.1 Introduction

In this chapter, we present a summary of our research on ERC-20 vulnerabilities
and a new proposal, TokenHook, as a secure ERC-20 token contract. Of the 2.5M
smart contracts on Ethereum [145], 260K are tokens [168] and 98% of these tokens
are ERC-20. Although various token standards (e.g., ERC-721, ERC-777, ERC-
1155) have been introduced by the Ethereum community, ERC-20 is widely used for

industrial implementations. Therefore, our research focus is on this type of tokens.
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The authors of the ERC-20 standard reference two sample implementations: one
that is actively maintained by OpenZeppelin [123] and one that has been deprecated
by ConsenSys [28] (and now refers to the OpenZeppelin implementation). As ex-
pected, the OpenZeppelin template is very popular within the Ethereum developers
(148, 188, 139]. However, diversity in software is important for robustness and secu-
rity [76, 75]. For ERC-20, a variety of implementations will reduce the impact of a
single bug in a single implementation. For example, between 17 March 2017 and 13
July 2017, OpenZeppelin’s implementation used the wrong interface and affected 130
tokens [38]. This is also one the cases that motivated us for using our experience to
provide a new secure implementation of the ERC-20 interface called TokenHook. It
is freely available and can be used by developers as a reference implementation.

TokenHook is our compliant ERC-20 implementation written in Vyper (v. 0.2.8)
and Solidity (v. 0.8.4).! Tt can be customized by developers, who can refer to each
mitigation technique separately and address specific attacks. Required comments are
added to clarify the usage of each function. Standard functionalities of the token (i.e.,
approve(), transfer(), transferFrom(), etc.) have been unit tested. A demon-
stration of token interactions and event triggering can also be seen on Etherscan?.

Among the layers of the Ethereum blockchain, ERC-20 tokens fall under the Con-
tract layer in which dApps are executed. The presence of a security vulnerability in

supplementary layers affect the entire Ethereum blockchain, not necessarily ERC-20

!TokenHook deployed on Rinkeby at https://bit.ly/33wDENx (Solidity) and https://bit.ly/
3dXaaPc (Vyper). Mainnet at https://bit.1ly/35FMbAf (Solidity 0.5.11)

2Etherscan:  https://bit.1y/33xHfL2, https://bit.1y/35TimMW and https://bit.ly/
3eFAnAZ.
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tokens. Therefore, vulnerabilities in other layers are assumed to be out of the scope
TokenHook implementation. (e.g., Indistinguishable chains at the data layer, the 51%
attack at the consensus layer, Unlimited nodes creation at network layer, and Web3.js
Arbitrary File Write at application layer). Moreover, we exclude vulnerabilities iden-
tified in now outdated compiler versions. Examples: Constructor name ambiguity in
versions before 0.4.22, Uninitialized storage pointer in versions before 0.5.0, Function
default visibility in versions before 0.5.0, Typographical error in versions before 0.5.8,
Deprecated solidity functions in versions before 0.4.25, Assert Violation in versions

before 0.4.10, Under-priced DoS attack before EIP-150 & EIP-1884).

4.2 Related Work

This work builds upon previous research in Ethereum security, token standards, and
smart contract auditing. The ERC-20 standard, first introduced in 2015 [70], has
become the dominant framework for fungible tokens, but its security vulnerabilities
have been widely studied [17]. Prior research has highlighted critical weaknesses such
as re-entrancy [73], integer overflows [129], and the multiple withdrawal attack [144],
leading to various mitigation techniques like OpenZeppelin’s SafeMath [125] and al-
ternative approval mechanisms [124]. Despite these efforts, security challenges persist,
as demonstrated by past high-profile exploits. This work extends these studies by sys-
tematizing known ERC-20 vulnerabilities, evaluating the effectiveness of seven audit-

ing tools, and proposing TokenHook as a secure alternative ERC-20 implementation.
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By offering an open-source, security-enhanced reference contract in both Solidity and
Vyper, TokenHook contributes to software diversity and provides a practical bench-

mark for assessing smart contract security tools.

4.3 Security Features

In our research, we identified 53 security vulnerabilities and 29 best practices for ERC-
20 tokens (82 guidelines in total). These vulnerabilities pose risks to the integrity and
safety of ERC-20 tokens, while the best practices are meant to mitigate these risks.
Our goal is to proactively prevent known issues by integrating these best practices
into the development process, helping to safeguard against vulnerabilities before they
can be exploited.

We focus here on how TokenHook mitigates these attacks. While many of these
attacks are no doubt very familiar to the reader, our emphasis is on their relevance to
ERC-20 smart contract. We sample some high profile vulnerabilities, typically ones
that have been exploited in real world ERC-20 tokens [117, 97, 57, 47, 109]. For each,
we (i) briefly explain technical details, (ii) the ability to affect ERC-20 tokens, and

(iii) discuss mitigation techniques. Some of these vulnerabilities are:

Multiple Withdrawal Attack

An attacker can use a front-running attack [37, 64] to transfer more tokens than what

is intended (approved) by the token holder. We secure the transferFrom() function
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by tracking transferred tokens to mitigate the “Multiple Withdrawal Attack” [143].
Securing the transferFrom() function is fully compliant with the ERC-20 standard
without the need of introducing new functions such as decreaseApproval() and

increaseApproval ().

Arithmetic Over/Under Flows

In Solidity implementation, we use the SafeMath library in all arithmetic operations

to catch over/under flows. Using it in Vyper is not required due to built-in checks.

Re-entrancy

At first glance, re-entrancy might seem inapplicable to ERC-20. However any function
that changes internal state, such as balances, need to be checked. We use Checks-
Effects-Interactions pattern (CEI) [56] in both Vyper and Solidity implementations
to mitigate same-function re-entrancy attack. Mutual exclusion (Mutex) [184] is also
used to address cross-function re-entrancy attack. Vyper supports Mutex decora-
tor on a function and we use noReentrancy modifier in Solidity to apply Mutex.

Therefore, both re-entrancy variants are addressed in TokenHook.

Unchecked Return Values

Unlike built-in support in Vyper, we must check the return value of call.value()
in Solidity to revert failed fund transfers. It mitigates the unchecked return values

attack while making the token contract compatible with EIP-1884 [96].
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Frozen Ether

We mitigate it by defining a withdraw() function that allows the owner to transfer all
Ether out of the token contract. Otherwise, unexpected Ether forced onto the token

contract (e.g., from another contract running selfdestruct) will be stuck forever.

Unprotected Ether Withdrawal

We enforce authentication before transferring any funds out of the contract to mit-
igate unprotected Ether withdrawal. Explicit check is added to the Vyper code and
onlyOwner modifier is used in Solidity implementation. It allows only owner to call

withdraw() function and protects unauthorized Ether withdrawals.

State Variable Manipulation

In the Solidity implementation, we use embedded Library code (for SafeMath) to
avoid external calls and mitigate the state variable manipulation attack. It also
reduces gas costs since calling functions in embedded libraries requires less gas than

external calls.

Function Visibility

We carefully define the visibility of each function. Most of the functions are declared as

External (e.g., Approve (), Transfer (), etc.) per specifications of ERC-20 standard.
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4.4 Best Practices and Enhancements

We also highlight a few best practices that have been accepted by the Ethereum
community to proactively prevent known vulnerabilities [48]. Some best practices are
specific to ERC-20, while others are generic for all dApps — in which case, we discuss

their relevance to ERC-20 standard. Some of these best practices are:

Compliance with ERC-20

We implement all ERC-20 functions to make it fully compatible with the standard.
Compliance is important for ensuring that other DApps and web apps (i.e., crypto-

wallets, crypto-exchanges and web services) compose with TokenHook as expected.

External Visibility

To improve performance, we apply an external visibility (instead of public visibility
in the standard) for interactive functions (e.g., approve() and transfer(), etc.).
External functions can read arguments directly from non-persistent calldata instead

of allocating persistent memory by the EVM.

Fail-Safe Mode

We implement a ‘cease trade’ operation that will freeze the token in the case of
new security threats or new legal requirements (e.g., Liberty Reserve [185] or TON

cryptocurrency [61]). To freeze all functionality of TokenHook, the owner (or multiple
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parties) can call the function pause () which sets a lock variable. All critical methods
are either marked with a notPaused modifier (in Solidity) or explicit check (in Vyper),

that will throw exceptions until functionality is restored using unpause().

Firing Events

We define nine extra events: Buy, Sell, Received, Withdrawal, Pause, Change,
ChangeOwner, Mint and Burn. The name of each event indicates its function except
Change event which logs any state variable updates. It can be used to watch for token

inconsistent behavior (e.g., via TokenScope [19]) and react accordingly.

Global or Miner Controlled Variables

Since malicious miners are able to manipulate global Solidity variables (e.g., block.timestamp,
block.number, block.difficulty, etc.), it is recommended to avoid these variables

in ERC-20 tokens.

DoS with Block Gas Limit

The use of loops in contracts is not efficient and may lead to DoS attack. If execution
of a function exceeds the block gas limit, all transactions in that block will fail. Hence,
it is recommended to not use loops and rely on mappings variables which store data

in collection of key value pairs and are more efficient for tracking owned tokens by

each holder.
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Proxy Contracts

We choose to make TokenHook non-upgradable so it can be audited, and upgrades

will not introduce new vulnerabilities that did not exist at the initial audit.

Other Enhancements

We also follow other best practices such as not using batch processing in sell()
function to avoid DoS with unexpected revert issue, not using miner controlled variable

in conditional statements, and not using SELFDESTRUCT.

4.5 Need for Another Reference Implementation

OpenZeppelin’s implementation is actually part of a small portfolio of implemen-
tations (ERC-20, ERC-721, ERC-777, and ERC-1155). Code reuse across the four
implementations adds complexity for a developer that only wants ERC-20. This
might be the reason for not supporting Vyper in OpenZeppelin’s implementation.
No inheritance in Vyper requires different implementation than the current object-
oriented OpenZeppelin contracts. Further, most audit tools are not able to import
libraries/interfaces from external files (e.g., SafeMath.sol, IERC20.sol). By contrast,
TokenHook uses a flat layout in a single file that is specific to ERC-20. It does not
use inheritance in Solidity which allows similar implementation in Vyper.

Although Vyper offers less features than Solidity (e.g., no class inheritance, mod-

ifiers, inline assembly, function/operator overloading, etc. [66]), the Vyper compiler
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Vulnerability (Vul.) or TokenHook
Best Practice (BP.) Implementation Comment
: Vyper Solidity
. . . - Vyper includes built-in checks for over/under flows.
Arithmetic Over/Under Flows | Vul + - SafeMath library is required in Solidity to mitigate the attack.
- @nonreentrant decorator places a lock on functions to mitigate the attack.
Re-Entrancy Vul. + . . . P
- noReentrancy modifier is required in Solidity.
PR - It is already addressed in Vyper.
Unchecked return values vul. + - There is a need in Solidity to check return values explicitly.
§ . - No inheritance in Vyper enforces simpler design.
Code readability BP. - Solidity allows inline assemblies which is riskier and decreases readability.
Contract complexity BP. + - 300 lines in Vyper have the same functionality as the Solidity with 500 lines.
Auditable BP. + - Most of the auditing tools are able to analyze Solidity contracts.
s - Majority of the current Ethereum projects are based on Solidity.
Compatibility BP. + - Developers are more familiar with Solidity than Vyper.
. . - Vyper is not as mature as Solidity in terms of stability, documentation, etc.
Production readiness BP. + U K
- Solidity is adapted by a larger development community.

Table 4.1: Comparison of TokenHook implementation in Vyper and Solidity. The
plus sign can be considered as an advantage. However, both versions of TokenHook
offer the same level of security.

includes built-in security checks. Table 6.3 provides a comparison between the two
from the perspective of TokenHook (see [102] for a broader comparison on vulnerabili-
ties). Security and performance are advantages of Vyper. However, Vyper may not be
a preferred option for production (“Vyper is beta software, use with care” [177]), most
of the auditing tools only support Solidity,® and Solidity currently enjoys widespread

implementation, developer tools, and developer experience.

4.6 Audit Results

To determine the extent to which TokenHook addresses the outlined issues, We con-
ducted an experiment on code auditing tools using the Solidity implementation of
TokenHook to understand the current state of automated vulnerability testing. Each
tool uses different techniques (e.g., Symbolic execution, Fuzzing, Static analysis, etc.)

and reveal potential vulnerabilities. Our results illuminate the (in)completeness and

3Vyper support is recently added to some tools (e.g., Crytic-compile, Manticore and Echidna).
Slither integration is still in progress [121]
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error-rate of such tools on one specific use-case (related work studies, in greater width
and less depth, a variety of use-cases [45]). We did not adapt older tools that support
significantly lower versions of the Solidity compiler (e.g., Oyente). We concentrated
on Solidity as Vyper analysis is currently a paid services or penciled in for future sup-
port (e.g., Slither). The provided version number is based on the GitHub repository
and tools without a version are web-based:

1. EY Smart Contract & Token Review by Ernst & Young Global Limited [69].

2. SmartCheck by SmartDec [158].

3. Securify v2.0 by ChainSecurity [172, 173].

4. ContractGuard by GuardStrike [89].

5. MythX by ConsenSys [29].

6. Slither Analyzer v0.6.12 by Crytic [101].

7. Odin by Sooho [160].
These audit tools are designed to detect vulnerabilities, inefficiencies, and security
flaws in blockchain-based smart contracts. However, their guarantees, effectiveness,
and accuracy vary based on the methodology they use and the depth of their analysis.
Most smart contract audit tools do not offer strict guarantees of security. Instead,
they provide risk assessments, vulnerability reports, and recommendations based on
automated and, in some cases, manual analysis. A clean audit from a tool does not
mean the contract is 100% secure. Undiscovered vulnerabilities may still exist. Some
enterprise-level solutions (like EY Smart Contract Review) may offer service-level

agreements (SLAs) or warranties for their audits, but most open-source tools do not.
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Moreover, some tools may claim compliance with security standards like OWASP,
SWC Registry, or ISO security standards, but this is not equivalent to a guarantee.
Even if a tool provides a security assessment, developers are responsible for their
contracts’ security. Each tool has its own methodology, but they generally fall into

the following categories:

4.6.1 Static Analysis

These tools analyze the code without executing it, detecting vulnerabilities based on
predefined rules and pattern matching. For example, Slither, SmartCheck and Secu-
rify are fast, scalable, and useful for catching common vulnerabilities. But they may
produce false positives (flagging safe code as vulnerable) or false negatives (missing

actual vulnerabilities).

4.6.2 Symbolic Execution

These tools simulate contract execution for all possible input states, checking for
vulnerabilities such as integer overflows, re-entrancy, and access control issues. For
example, MythX and Odin are more thorough than static analysis, and can catch
deep vulnerabilities. But they are computationally expensive and may miss real-

world issues if execution paths are too complex.
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4.6.3 Fuzz Testing (Fuzzing)

These tools generate random inputs to execute the contract dynamically, looking
for unexpected behavior and vulnerabilities. For example, ContractGuard can find
real-world exploitable bugs that static analysis might miss. But it May not cover all

execution paths, and results depend on test input quality.

4.6.4 Manual Review Assistance

Some tools provide reports and recommendations that auditors use during manual
reviews. For example, EY Smart Contract & Token Review is used by human auditors
to catch complex logic errors that automation might miss. But it might be time-
consuming and costly.

In summary, assessing the reliability of audit tools requires several considerations:

e Cross-Checking with Multiple Tools: Since no tool is perfect, running a con-
tract through multiple tools (e.g., Slither + MythX + manual review) increases
confidence in the findings.

e Analyzing False Positives & Negatives: Some tools report false positives (safe
code marked as vulnerable), requiring manual verification. Others may miss
false negatives (real vulnerabilities left undetected).

e Using Well-Tested & Reputable Tools: Industry-trusted tools such as Slither,
MythX, and Securify are more reliable due to their track record in audits.

e Community & Open Source Validation: Open-source tools (like Slither) undergo

public scrutiny, making their methodologies transparent and more reliable.

66



e Manual Audit as a Final Check: Even the best automated tools should be
complemented with a human review by security experts to catch logical flaws
and vulnerabilities that automation might miss.

Tables 4.2, 4.3 and 4.4 summarize audit results by including best practices and

security vulnerabilities.

To compile the list of 82, we referenced the knowledge-base of each tool [172,
158, 29, 89, 101, 130], understood each threat, manually mapped the audit to the
corresponding SWC registry [30], and manually determined when different tools were
testing for the same vulnerability or best practice (which was not always clear from
the tools’” own descriptions). Since each tool employs different methodology to analyze
codes (e.g., comparing with violation patterns, applying a set of rules, using static
analysis, etc.), there are false positives to manually check. Many false positives are
not simply due to old/unmaintained rules but actually require tool improvement.

After manually overriding the false positives, the average percentage of passed
checks for TokenHook reaches to 99.5%. To pass the one missing check and reach
a 100% success rate across all tools, we prepared the same code in Solidity version
0.8.4, however it cannot be audited anymore with most of the tools.

It is worth mentioning that the official SWC Registry does not categorize vulnera-
bilities into high-level groups like Coding, Financial, Fund Transfer, and Time-Based;
instead, it lists individual vulnerabilities with unique SWC IDs. Moreover, we mapped
53 security vulnerabilities to the SWC IDs using NVivo [99]. While it is possible that

different researchers might categorize or map the vulnerabilities to SWC IDs slightly
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Vulnerability or best practice

2] = Mitigation or recommendation Siseiisy el
Function default visibility

1| 100 Specifying function visibility, external, public, internal or private v Y v
Integer Overflow and Underflow

|

2|10l Utilizing the SafeMath library to mitigate over/under value assignments @ Y v
Outdated Compiler Version

3| 102 Using proper Solidity version to protect against compiler attacks VIV
Floating Pragma

4103 Locking the pragma to avoid deployments using outdated compiler version Y v
Unchecked Call Return Value

-

5| 104 Checking call() return value to prevent unexpected behavior in DApps @ I ey

6 | 105 Unprotg;ted Ether Wlthdrawal - A ' v aw:
Authorizing only trusted parties to trigger ETH withdrawals

71 106 Unprotected SELFDESTRUCT Instruction N W
Removing self-destruct functionality or approving it by multiple parties
Re-entrancy .

8| 107 Using CEI and Mutex to mitigate self-function and cross-function attack elele|v v
State variable default visibility

9| 108 Specifying visibility of all variables, public, private or internal VIV v

10! 109 UQ|P1|t‘|§I|zed Storage Pointer ‘ Jvlvlivlivivly
Initializing variables upon declaration to prevent unexpected storage access
Assert Violation

11} 110 Using require() statement to validate inputs, checking efficiency of the code v v v
Use of Deprecated Solidity Functions

12| 111 -
Using new alternatives functions such as keccak256() instead of sha3() v I
Del 1] Il

131 112 elegatecall to untrusted callee ololvivivlv

Calling into trusted contracts to avoid storage access by malicious contracts
14] 113 DoS with Failed Call aw aw v

Avoid multiple external calls where one error may fail other transactions
Transaction Order Dependence

x N
15) 114 Preventing race conditions by securing approve() or transferFrom() @ Y v
16! 115 Al{thonzatuon through t)F.l:)rlgln - A _ Jolvlvlvlvlv
Using msg.sender to authorize transaction initiator instead of originator
Block values as a proxy for time
17} 116 Not using block.timestamp or block.number to perform functionalities VIVIVIYY v
18l 117 Signature Malleability v v

Not using signed message hash to avoid signatures alteration
Incorrect Constructor Name

19| 118 — - - v v v
Using constructor keyword which does not match with contract name
Shadowing State Variables

Removing any variable ambiguities when inheriting other contracts
Weak Sources of Randomness from Chain Attributes

21| 120 : S - - - - ViV ViV v
Using oracles as source of randomness instead of block.timestamp
Missing Protection against Signature Replay Attacks

20| 119

2 121 Storing every message hash to perform signature verification v v
23| 122 Lack of Proper Signature Verification v v
Using alternate verification schemes if allowing off-chain signing
Requirement Violation
24123 Checking the code for allowing only valid external inputs VY v
25| 124 Write to Arbitrary Storage Location v v

Controlling write to storage to prevent storage corruption by attackers
%! 125 Incorrgct Inheritance Order A A A A v v
Inheriting from more general to specific when there are identical functions
Insufficient Gas Griefing

Allowing trusted forwarders to relay transactions

27| 126 v v

Table 4.2: Auditing results of 7 smart contract analysis tools on TokenHook.
v'=Passed audit, ®=False positive, x=Failed audit, Empty=Not supported audit
by the tool, !=Informational, ()=Tool specific audit (No SWC registry), BP=Best
practice
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Vulnerability or best practice

o) st Mitigation or recommendation EEENT ] e
28| 127 Aljbi'tl’é'll’.y Jump with Funct'ion Type Variable vl
Minimizing use of assembly in the code
DoS With Block Gas Limit
29) 128 Avoiding loops across the code that may consume considerable resources ARERERS
30| 129 Typographical Error v
Using SafeMath library or performing checks on any math operation
31| 130 Right-To-Left-Override control character (U+202E) .,
Avoiding U+202E character which forces RTL text rendering
39| 131 Presenf:e of unused var?ables ' N
Removing all unused variables to decrease gas consumption
33| 132 Unexpected Ether balance W
Avoiding Ether balance check in the code (e.g., this.balance == 0.24 Ether)
34| 133 Hash Collisions With Variable Length Arguments
Using abi.encode() instead of abi.encodePacked() to prevent hash collision
. Message call with hardcoded gas amount ~
35| 134 Using .call.value()(””) which is compatible with EIP1884 @)
36 135 Codg With No Effects v
Writing unit tests to ensure producing the intended effects by DApps
. . Unencrypted Private Data On-Chain
37| 136 - - - !
Storing un-encrypted private data off-chain
38| O Allowance decreases upon transfer v
Decreasing allowance in transferFrom() method
Allowance function returns an accurate value
39 O - - — - - - v
Returning only value from the mapping instead of internal function logic
0| O It is possible to cancel an existing allowance AN
Possibility of setting allowance to 0 to revoke previous allowances
1| O A transfer with an insufficient amount is reverted v
Checking balances in transfer() method before updating balances
2 0O Upon sending funds, the sender’s balance is updated v
Updating balances in transfer() or transferFrom() methods
130 The Transfer event correctly logged v
Emitting Transfer event in transfer() or transferFrom() functions
| O Transfer an amount that is greater than the allowance v
Checking balances in transferFrom() method before updating balances
15 O Risk of short address attack is minimized v
Using recent Solidity version to mitigate the attack
6 O Funf:tion names are unique v
No function overloading to avoid unexpected behavior
) Using miner controlled variables
47 O Avoiding block.number, block.timestamp, block.difficulty, now, etc VIVIiVY
8 O Use of return in constructor v
Not using return in contract’s constructor
0| O Throwing exceptions in transfer() and transferFrom() v
Returning true after successful execution or raising exception in failures
50| O State variables that could be declared constant
Adding constant attribute to variables like name, symbol, decimals, etc
51 O Tautology or contradiction
Fixing comparison in the code that are always true or false
. Divide before multiply
Ordering multiplication prior division to avoid integer truncation
53 O Unchecked Send
Ensuring that the return value of send() is always checked
54| Bp Too many digits
Using scientific notation to make the code readable and simpler to debug

Table 4.3: Continuation of Table 4.2.
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47 & &S &
M S S
ID SwWC Vl."rlerébi"ty w7 (23 prac§ice Security tools
Mitigation or recommendation
. The decreaseAllowance definition follows the standard
55| BP Defining decreaseAllowance input and output variables as standard v
56| Bp The increaseAllowance definition follows the standard v
Defining increaseAllowance input and output variables as standard
. Minimize attack surface
57| BP Checking whether all the external functions are necessary or not v v v
53| Bp Transfer to the burn address is reverted v
Reverting transfer to 0x0 due to risk of total supply reduction
59| Bp Sourcg code is decentralized , v v
Not using hard-coded addresses in the code
60| Bp Funds‘ can be held only by user-controlled wallets |
Transferring tokens to users to avoid creating a secondary market
61| Bp Code logic is simple to understand v v
Avoiding code nesting which makes the code less intuitive
62| BP All functions are documented v
Using NatSpec format to explain expected behavior of functions
63| Bp The Approval event is correctly logged v
Emitting Approval event in the approve() method
64| Bp Acceptable gas cost of the approve() function |
Checking for maximum 50000 gas cost when executing the approve() )
65| Bp Acceptable gas cost of the transfer() function |
Checking for maximum 60000 gas cost when executing the transfer()
66 BP Emitting event when state changes v
Emitting Change event when changing state variable values
. Use of unindexed arguments
67| Bp Using indexed argumegnts to facilitate external tools log searching v v v
) ERC-20 compliance
68) BP Implementing all 6 functions and 2 events as specified in EIP-20 v v v v v
69| Bp Conformance to.n_aming (_:onvention§ i - v
Following the Solidity naming convention to avoid confusion
70! Bp Token decimal v
Declaring token decimal for external apps when displaying balances
71| Bp Locked m(?ngy (Freezing FTH) 4 ‘ v v v
Implementing withdraw /reject functions to avoid ETH lost
Malicious libraries
72| BP Not using modifiable third-party libraries v
73| Bp Payable fallbagk function v v
Adding either fallback() or receive() function to receive ETH
74| Bp Prefer external to public visibility level v v
Improving the performance by replacing public with external
Token name
™) BP Adding a token name variable for external apps v
76| BP Error information in revert condition v
Adding error description in require() /revert() to clarify the reason
77| Bp Complex Fallback v
Logging operations in the fallback() to avoid complex operations
73| Bp Function Order . v
Following fallback, external, public, internal and private order
79| Bp Visibility Modifier Order i i v
7ing visibility first and before modifiers in functions
Non-initialized return value
80| BP Not specifying return for functions without output v ‘6
81| Bp Tokt?n symbol 4 v
Adding token symbol variable for usage of external apps
2| Bp AIIowancg spending is possible . v
Ability of token transfer by transferFrom() to transfer tokens on behalf of another
usercalc
’99.5% success ’rate ir’l perform'ed asldits by con,sidering’ 1009 100% 1009 100% 100% 100% 97%
False Positives’ and ’Informational’ checks as 'Passed

Table 4.4: Continuation of Table 4.3.
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differently based on interpretation, we adhered to the mappings discussed and agreed
upon within our research group and with other team members, ensuring consistency
and alignment with established standards in the field. This approach helped ensure
that our analysis was reliable and grounded in the common understanding of smart

contract vulnerabilities.

4.7 Contributions

We provide a detailed study of ERC-20 token security, collecting and deduplicating
applicable vulnerabilities and best practices, examining the ability of seven audit
tools. Most importantly, we provide a concrete implementation of ERC-20 called
TokenHook.* It is designed to be secure against known vulnerabilities, and can serve
as a second reference implementation to provide software diversity. We test it at
Solidity version 0.5.11 (due to the limitation of the audit tools) and also provide it at
version 0.8.4. Vyper implementation is also provided at version 0.2.8 to make ERC-20
smart contracts more secure and easier to audit.

TokenHook can be used as template to deploy new ERC-20 tokens, migrate current
vulnerable deployments, and to benchmark the precision of Ethereum audit tools.
This chapter has focused more on the technical aspects of smart contracts and securing
ERC-20 tokens. The most important contribution can be summarized as follows:

1. Identify security vulnerabilities specific to ERC-20 tokens.

4Compatible Solidity version of TokenHook (v. 0.5.11) deployed on Mainnet at https://bit.ly/
35FMbAf and the latest Solidity (v. 0.8.4) on Rinkeby https://bit.1ly/3tI139S. Vyper code at
https://bit.ly/3dXaaPc.
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2. Create the first online knowledge-base for ERC-20 tokens that can be referenced
by developers and auditors.

3. Propose a secure ERC-20 implementation, TokenHook, that can be used as a
template for real-world scenarios (i.e., ICOs, dApps, etc.).

4. Consider best practices® in addition to the known vulnerabilities to improve
performance of the token contract while prevent attacks.

5. Use audit tools to evaluate security of the proposed code.

4.8 Discussion

The main challenge in securing smart contracts is their immutable property. After
deploying a buggy smart contract on the blockchain, it would not be possible to patch
it as in classical applications. It becomes immutable and irreversible. Therefore,
the focus of developers should be on avoiding known security flaws and considering
required security measures before deploying smart contracts (and tokens as a subset
of them). This motivates us to (i) comprehensively study all known vulnerabilities in
smart contracts and particularly in ERC-20 tokens, (ii) systematize them into a set of
82 distinct vulnerabilities and best practices that can be referenced by developers and
auditors, (iii) use our experience to provide a new secure implementation, TokenHook,
that is freely available, and (iv) confirm the security of TokenHook by using seven

different audit tools and comparing the results with the top 10 ERC-20 tokens.

5Best practices are techniques or rules that are accepted to develop the most effective smart
contract.
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In short, TokenHook enhances security of ERC-20 tokens and ensures stronger
compliance with best practices compared to the sole surviving reference implementa-
tion (from OpenZeppelin). All these contributions are aimed at strengthening user

protection by improving the security of the deployed contracts.
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Chapter 5

A Shortfall in Investor

Expectations of Leveraged Tokens

This chapter is based on the work “A Shortfall in Investor Fxpectations of Leveraged
Tokens” [142] supervised by Dr. Jeremy Clark and published in the sixth interna-
tional conference on Advances in Financial Technologies (AFT 2024), at the Austrian

National Bank (OeNB) in Vienna, Austria.

5.1 Introduction

In this chapter, we present a summary of our research on Leveraged Tokens (LVTs)
and discuss shortcomings such as deviation from leverage, higher fee and the risk
of front-running. LVTs are emerging crypto-assets primarily issued by centralized

exchanges. The concept is borrowed from leveraged ETFs (LETFSs) in traditional
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financial markets, which offer higher gains (and higher losses) relative to price move-
ments in the underlying asset. However, LVTs have been implemented differently
from LETFs by exchanges in the crypto market, with variations across platforms.
We examine the mechanics and constituent components of LVTs, demonstrating
that the lack of a standard has resulted in deficiencies and unexpected technical and
economic outcomes. To identify existing problems, we analyze over 1,600 leveraged
tokens from 10 issuers. Our analysis reveals that 99.9% of LVTs are centralized,
with 80% lacking blockchain interaction, leading to transparency issues. Total supply
information is difficult to access for 53% of them, and 41% appear inadequately
backed at launch. Additionally, 97% of LVTs are vulnerable to front-running during
well-known events, and they deviate from their stated leverage ratios more than
LETFs, partly due to inconsistent re-leveraging processes and higher management
fees. This work provides a framework for crypto investors, blockchain developers,
and data analysts to gain a deep understanding of leveraged tokens and their impact
on market dynamics, liquidity, and price movements. It also offers insights for crypto
exchanges and auditors into the internal functionalities and financial performance of

LVTs under varying market conditions.

5.2 Related Work

The study of leveraged financial instruments has been extensively explored in tradi-

tional markets, particularly with Leveraged ETFs (LETFs). Prior research has shown
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that LETFs suffer from compounding effects, which distort their intended leverage
over time, particularly in volatile markets [169, 90, 116, 22, 16]. Frequent rebalancing
has been proposed as a necessary mechanism to maintain tracking accuracy, although
it may introduce additional market inefficiencies [21, 95, 111].

Moreover, the impact of LETF's on market liquidity and volatility has been widely
studied, with findings indicating that daily rebalancing can create price distortions
and increased trading volumes near market close [149, 155, 169, 90, 178, 181]. Despite
the extensive analysis of LETFSs, there has been limited academic work on Leveraged
Tokens (LVTSs) in the cryptocurrency market. Some research has highlighted how
investors often misunderstand the risks associated with leveraged instruments, em-
phasizing the need for better regulatory guidance and investor education [111].

Our study builds upon these prior works by conducting an extensive analysis
of over 1,600 LVTs, identifying key deficiencies in transparency, leverage consistency,
and financial backing. By bridging the gap between traditional leveraged instruments
and their crypto counterparts, our work contributes to the understanding of LVTSs’

structural issues and offers insights into their financial and regulatory implications.

5.3 Motivation for Studying LVTs

Since 2019, more than 1,600 LVTs have been issued by various crypto exchanges.
The FTX exchange introduced the original concept by issuing 102 tokens on the

blockchain. Trading volumes exceeded $1 million per day [36]. This upward trend
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Number of LVTs per year Characteristics of LVTs
Issuer 2019 | 2020 2021 | 2022 2023 | Total | Average U“:g:eli';“g SF;L::;Se Bhﬁtcph'am F““Tl\gj;;:}ffnmcnt L;‘;gg:ictd
MEXC 162 116 102 76 456 114 217
AscendEX 228 112 340 170 94 Internal No
Gate.io 116 96 54 8 274 69 123
Pionex 60 102 36 2 200 50 76 Internal / External
FTX 102 27 129 65 43 Yes Off-Chain Futures
KuCoin 50 6 38 94 31 45
Binance 38 2 40 20 20 Internal No
ByDFi 16 24 40 20 20
ByBit 34 34 34 17
Index Coop 2 2 2 2 External Yes On-Chain / Off-Chain Debt
Total 102 | 403 368 | 476 260 | 1609 322 654

Table 5.1: Left table: Number of issued leveraged tokens per year, average per year,
and number of unique underlying assets, which we collected manually from different
sources. An underlying asset might be used to create multiple tokens with different
leverage levels. Right table: Characteristics of issued LVTs by different issuers. Only
20% of tokens have been created on the blockchain. 99.9% of LVTs use derivatives
as the leveraged product, which is offered by the same issuer (Internal for Pionex
as of Jan 2023). Except for Index Coop, the rest of the issuers use off-chain fund
management systems. Rebalancing triggers for Index Coop are still off-chain.

has continued, with other exchanges issuing approximately 32 new LVTs per month
on average from January 2020 to November 2023 (see Table 5.1). Considering the
growing trend of these tokens, it is important to study them from the following
perspectives:

e LVT attractiveness for investors: Investment in LETFs nearly doubled in 2022
compared to 2021 [167], demonstrating an appetite for low-risk leverage, which
is satisfied in the crypto market by LVTs. LVTs reduce liquidation risks com-
pared to derivatives and margin trading. However, other characteristics (e.g.,
volatility drag) must be understood to avoid unexpected value destruction.
These risks are not unique to LVTs; they also exist in LETFs.!

e LV'T distinctive dynamics: Understanding key aspects of LVTs, such as their

underlying dynamics, peculiarities in product design, effects on crypto markets,

'In 2018, Credit Suisse had to close an LETF ETN after its price plunged 90% in one day. In
another example, WisdomTree had to close its 3x oil products in March 2020 after their value was
wiped out [167].
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and investor suitability. Leveraged products can impact market dynamics, espe-
cially in highly volatile markets [156]. Technical details on LVT mechanics can
be also useful for those involved in the design and implementation of LVTs to
understand how these tokens affect liquidity and price movements, potentially
influencing the robustness and reliability of trading algorithms.

e Regulatory implications: LVTs introduce new risks for market regulation, in-
vestor protection, and financial stability. Our work contributes to broader dis-
cussions on how to effectively regulate emerging financial technologies like LVTs.
Additionally, since LVTs are often held by commercial firms requiring audited
financial statements [43], auditors should understand how LVTs function, their

risks, and how they perform under different market conditions.

It is worth mentioning that a single crypto-asset can be used to create multiple
leveraged tokens, with each token representing a different leverage ratio or strategy.
In our review of over 1,600 tokens, manual verification was not employed for every
token; instead, data was aggregated through APIs, issuer websites, and platforms
like cryptodatadownload.com. As a result, the analysis was conducted in clusters,
grouping tokens based on common characteristics and leveraging automated tools to

handle the large dataset efficiently.
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5.4 Leveraged Token Mechanics

LVTs are tokenized representations of a leveraged fund whose value is derived from the
value of a leveraged product. Leveraged products are essential components of LVTs,
allowing issuers to form a leveraged fund and offer it as centralized or decentralized
tokens. 99.9% of LVT issuers use crypto futures as the leveraged product. LVTs are
intentionally designed with leverage as a core component of their architecture. They
are aimed at outperforming the return of the underlying benchmark on a daily basis.?

Let P, represent the LV'T price at calendar time ¢, expressed as:
St
=P,  (1+k=— n € [1,365),t > 0,k € [-5,—0.5] U [0.5, 5] (5.1)

Sy, is the underlying price at time ¢,,, indexed by n, where n denotes the days of the
year. The frequency of n does not have to be daily; it can be redefined in hours or
minutes without any loss of generality. However, since daily returns are embedded in
the LVT product design, n is effectively daily. P, represents the price of the LVT
at the close of trading day n. S;, , and P, , are the initial prices of the underlying
asset and LVT, respectively, at the beginning of trading day n (or at the end of
trading day n — 1). AS,, is the amount of change in the underlying price relative to
the initial price. The constant variable k is the LVT multiplier (leverage), which can
be defined as either a fixed or dynamic value, depending on the issuer. LVTs with

fixed leverage can take values from the set {—5, —3,—2,—1,—-0.5,0.5,2,3,5}, while

2Returns will be slightly lower after deducting fund management fees, accounting for market
volatility, interest paid on borrowing, and other associated expenses.
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Figure 5.1: The constituent components of LVTs, according to the issuer’s doc-
umentation. Some issuers have implemented them internally, resulting in missing
blockchain components.
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dynamic leverage fluctuates within the range [—4.0, —1.25] U [1.25, 4.0].

To properly reflect the value of the fund through circulating LVTs, the notional
value of all tokens must match the fund’s notional value. As the price of the leveraged
product changes over the trading day, the leverage of the fund gradually diverges from
the stated ratio. The fund management algorithm resets this deviation by buying
or selling the leveraged product on a daily basis. It also implements the logic of
the LVT and defines how it should function in different market conditions. If an
LVT is designed to be fully on-chain, the smart contract provides the functionality
of this functionality, by extending common features of the ERC-20 standard. The
constituent components of LVTs vary depending on the issuer. According to issuer
documentation, the general components of a typical LVT are illustrated in Figure 5.1,

followed by a brief explanation of the functionality of each component.
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5.4.1 Leveraged Product

Financial managers of LETFs use leverage to open positions worth more than the
required capital. In LVTs, leveraged exposure can be achieved by (i) opening posi-
tions in the crypto derivatives market, which provides up to 200x leverage, and (ii)
borrowing capital from external sources, generating up to 10x leverage. LVT issuers
typically do not use high multiples, offering tokens with up to 5x leverage. This allows
them to choose either derivatives or debt as the leveraged product. 99.9% of issued
LVTs use futures (a type of derivative), and only Index Coop uses the debt market
to finance investments.® The desired outcome for Index Coop’s tokens is to generate
future returns that outweigh the cost of borrowing. Other issuers that use deriva-
tives aim to minimize dependency on other exchanges for buying and selling futures.
They often offer the corresponding futures trading in their own portfolio to facilitate
LVT management and reduce the cost of transactions between exchanges (compare
the Leveraged Product and Fund Source columns in Table 5.1). For example, every
issuer that launched BTC Long/Short tokens offers BTC-Perp futures as the under-
lying. Internal leveraged products facilitate LVT operations, such as adjusting fund

positions, monitoring underlying price fluctuations, and triggering fund rebalancing.

3Index Coop uses money market protocols on Ethereum (e.g., Compound protocol) that offer
permissionless borrowing and lending capabilities [33].
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5.4.2 Leveraged Fund

It is a fund that derives its notional value from a basket of leveraged products.* The
leveraged products provide leveraged exposure, upon which the value of the issued
tokens is based. Let V;, represent the price of the k-times leveraged product V' on
trading day n, tracking the underlying asset S. The price of V;  differs from S as
it carries k-times exposure. A leveraged fund L with a notional value of L; can be

formed by purchasing a basket of V', given by:

Ly, =kVi, By, (14 (pt, + ¢,)) t=>0,p = 0,0, =0 (5.2)

Where B;, is the number of V' units forming the fund at the rebalancing time ¢,,. ps,
and ¢, represent management and futures funding fees, respectively. p; is always
negative, as the issuer deducts associated expenses from the fund’s value. ¢;, can be
positive or negative, depending on the futures funding fee payments (more in Section
5.5). The sum of p;, and ¢, (i.e., the total daily fee) varies per LVT issuer and ranges
from 0.01 to 0.5 percent daily. Note that the change in the price of the leveraged
product (V;,) is proportional to the underlying price (Sy,), but does not vary based
on the k multiplier. More precisely, Vi, =V, (14 Ry, _, ). In equation (5.2), Ly,
represents the financial value controlled by the leveraged fund L, which originates

from the leveraged product V. The change in the price of V' is proportional to S, but

4The notional value represents the total value of a financial instrument or contract at its full
face value (i.e., controlled money by the financial instrument). The notional value is not typically
exchanged between counterparties; instead, it serves as a reference point for calculating payments
or obligations [83].
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the value of L changes with respect to the k factor. In simple terms, V' represents
the price of the leveraged product, while L represents the amount of money that can

be controlled using V.

Example 8. An issuer may arrange an Ether long double-leveraged fund by purchas-
ing 4 Ether-Perp long 2x futures at $1.5K (V},). The 2x leverage of Ether-Perp allows
the issuer to pay half of the Ether price, which is assumed to be $3K (5,). With zero
fees in (5.2) at to (py, + ¢4, = 0), a leveraged fund L worth 2 x $1.5K x 4 = $12K
can initially be formed (L;,). A 10% change in the price of Ether affects the price of
futures by the same 10%, bringing it to $1.65K (V;,). However, the notional value of
the fund (L;,) changes according to k = 2, reaching 2 x $1.65K x 4 = $13.2K. This

demonstrates the effect of £ on L compared to V.

LVTs are issued with a certain initial supply that can be adjusted through the
Subscription and Redemption process. For added or removed tokens, the issuer offsets
the notional value of the fund with the notional value of the tokens by buying or
selling the corresponding amount of the leveraged product. Let N, represent the
total supply of a k-leveraged LVT at time t¢,,. The notional value of the issued LVTs
(A;,) can be expressed as:

Atn — thnPtn (53)

Equating (5.2) and (5.3) gives the total number of tokens (N, ) that should exist at
the price of P, at time ¢,. Mathematically, this can be expressed as: kN; P, =

kVi By, = N;, = 2P £>0,P, > 1.

n
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Example 9. Assume P, = $10 as the initial offering price of ETH2L in the previous

example 8. P, is typically set by the issuer at either $1 or $10 per token.® The initial

supply of ETH2L at $10 per token is N;, = Vt};it" = SL3KX4 — 600. The notional
value of all 600 tokens (A;, =2 x 600 x $10 = $12K) is consistent with the notional
value of the leveraged fund (L;, = 2 x $1.5K x 4 = $12K). Investors purchase a
portion of this fund in the form of LVT, allowing them to generate twice the profit
compared to the underlying Ether-Perp. Essentially, the value of the ETH2L token

is derived from the Ether long 2x leveraged fund, which in turn is derived from the 4

positions in the Ether-Perp long 2x futures.

5.4.3 Fund Management System

As the price of the leveraged product (V;,) fluctuates over time, the notional value
of the leveraged fund (L,,) changes, causing the leverage ratio of the LVT to deviate

from the stated leverage. Let k:;n represent the realized leverage ratio that the notional

value of the tokens (A;,) represents at time t,, expressed as ke = NtLtI’gt )

Example 10. Referring to the first trading day of ETH2L in examples 8 and 9, in
which the price of Ether (S,) increases by 10%, the notional value of the fund (L;,)
changes to 2 x $1.65K x 4 = $13.2K. The 2x leverage of the LVT increases its
price by 20%, rising to $12 (P,,) from the initial $10 (P,,). Since the LVT supply

remains constant at 600 tokens, the leverage ratio of the fund drops from 2x to 1.8x.

STaken from the initial public offering (IPO) price of a SPAC (Special Purpose Acquisition
Company), which is typically set at a nominal $10 per unit. Unlike a traditional IPO, the SPAC IPO
price is not based on the valuation of an existing business but rather on future income expectations.
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o Ly, $132K b}
(ktn — N, P,  600x$12 1'83)‘

The analysis above suggests that with the change in the price of the underlying
(S:,) and subsequently the price of the leveraged product (V,), the notional value of
the leveraged fund (L;,) changes, and the realized leverage ratio of LVTs (k;,) be-
comes higher or lower than the stated leverage k. Mathematically, if E[k;n] represents
the expected change in k;n in relation to the underlying price change (S;, ), applying

equations (5.1) gives us:

- kViB. (1+R
Elk, | = — tn ‘o

) MBSt
thnPtn NtnPtnfl (1 + th(n—l)—}n)

As the number of tokens (N, ) remains constant while the price of the underlying

changes at a rate of (1 + Ry, ), the denominator of (5.4) changes k-times faster

1)
(or slower) than the numerator, resulting in positive or negative leverage skewness.
This highlights the need to re-leverage the fund on a daily basis, a process managed
by the fund management.%

Fund management is an off-chain algorithm (or on-chain for decentralized tokens)
that dynamically adjusts the fund to maintain the leverage at the expected ratio.
When the token’s leverage increases, it sells some of the fund’s positions to reduce the
leverage and return it to the expected level. The majority of algorithms are off-chain

with no interaction with the blockchain. The only on-chain instance is implemented

by Index Coop [33]. In addition to correcting the leverage, the algorithm interacts

6 Also referred to as fund management agent, fund management party, or certified fund manager.
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with other components to adjust supply, update balances, monitor the price of the

underlying, and deduct daily fees.

5.4.4 On-chain Contracts

For decentralized LVTs, a smart contract represents the leveraged fund on the blockchain.
It is typically implemented as an ERC-20 token [70, 3, 154], allowing users to exchange
LVTs on the blockchain without issuer intervention. As indicated in the Blockchain
Representation column of Table 5.1, 80% of issuers have not created LVTs on the
blockchain. As a result, this component is missing from Figure 5.1. The absence of a

smart contract leads to several deficiencies, which are discussed in the next section.

5.5 Deficiencies of Existing LVT's

Due to the lack of a common standard in LVTs for defining the rebalancing process,
data transparency and interoperability, these tokens are issued with varying features
at the discretion of the issuer. We examine the characteristics of issued tokens per

issuer and discuss the respective deficiencies as research questions RQ1 to RQ6.

RQ1: What information is visible to traders of an LVT?

Among the 10 LVT issuers, only FTX and Index Coop have created tokens on the
Ethereum blockchain. FTX’s management model was hybrid (i.e., tradable decen-

tralized tokens on a centralized exchange), while only Index Coop’s tokens are fully
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decentralized. The remaining 8 exchanges prefer to implement LVTs centrally and

entirely internal.

Example 11. Binance leveraged tokens (BLVTs) are one of the centralized LVTs that
are entirely accessible within Binance’s ecosystem. They can be exclusively traded
on Binance’s spot market with no possibility of withdrawal. BLVTs are not even
published on Binance’s own blockchain (BNB Smart Chain) and are created more

like a pseudo-crypto.”

Transparency in Total Supply

Total supply is used to calculate the Net Asset Value (NAV) of LVTs as a representa-
tion of the market’s fair value. Due to imbalances in supply and demand, the market
price of LVTs may deviate from the NAV, trading at a premium or discount. In the
long run, LVT prices converge to the NAV due to a mechanism similar to arbitrage
in traditional markets. Orders placed far from the NAV price lose or gain value over
time. In the short run, however, investors use the NAV as a reference price when
buying or selling, especially in bulk. The NAV of LVTs can be calculated by equating

(5.2) and (5.3), with the current token supply Ny, :

Vi B,

kN, Py, = KV, By, = P = =57 12 0,N, 2 1 (5.5)

ln

Example 12. In the previous examples (8) to (10), when the Ether price increases

by 10% on day 2, the market price of ETH2L trades at $12 (after a 2 x 10% =

"A cryptocurrency that is not sufficiently decentralized [2].
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20% increase), while its NAV price is ($1.65K x 4)/600 = $11. ETH2L is, in fact,
overvalued, and traders should wait for either (i) the arbitrage mechanism to play
out and bring the LVT price down, or (ii) the next rebalancing schedule, which will

match the fund’s value with the notional value of the tokens.

For LVTs hosted on the blockchain, total supply is public and can be retrieved
for NAV calculations. However, for centralized LVTs, investors must refer to the
exchange’s website. The total supply of tokens on some exchanges, such as AscendEX,
Pionex, Gate.io, and ByDFi, does not appear to be public, making it difficult to
verify the real value of LVTs (i.e., 53% of all tokens). LVTs are open-end funds with
a theoretically unlimited token supply.® Issuers can increase the supply based on
market liquidity and demand for the token. Transparency in the number of issued
tokens builds trust and reduces the risk of investment. Moreover, it addresses audit
questions such as, Has the fund’s value changed proportionately after increasing or
decreasing the supply of LVTs? How much were the fund’s value deviations in the

previous audit period, and were they within the acceptable range?

Transparency in Transactions

Transactions on the blockchain show the flow of tokens and the movement of the fund.
This enables investors to analyze transactions and ensure the expected functionality

of LVTs.

8Open-end funds can issue an unlimited number of shares. The fund sponsor sells shares directly
to investors and redeems them as well. The NAV per share of an open-end fund is calculated daily by
dividing the total value of the fund (minus liabilities) by the total number of shares outstanding [18].
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Example 13. We reviewed all Mint and Burn transactions of ETCBULL (FTX 3x
Long Ethereum Classic) on the blockchain.” The analysis suggests that a total of
51,640,895 tokens were issued, and 24,207 were destroyed (i.e., 51,616,688 circulating
tokens). The trend of issuing tokens has taken on exponential velocity since April
2022. A total of 783,022 tokens were issued during the 960-day period between
October 2019 and May 2022, while 50,857,873 tokens were issued over just 184 days
from April to October 2022. In other words, 98.5% of all tokens were issued in
just 6 months. Checking the recipient address indicates FTX’s possible sub-wallet
as the receiver. This sudden change in token supply warrants further investigation,

especially given FTX’s collapse shortly afterward.

This is just an example indicating the importance of transparency in LVT trans-
actions. Transactions of centralized tokens are not public and only available to the
issuer. Statistically, transactions of 80% of LVTs cannot be analyzed as we did in the

above case.

Transparency in Token Holders

Holders of tokens created on the blockchain are public, allowing investors to check
them as a measure of the token’s liquidity. A small number of market participants
reduces the token’s liquidity and can make it more challenging to execute large orders.
It may also lead to a wider bid-ask spread, increasing the cost of executing trades.

Investors generally prefer assets with higher liquidity, narrower bid-ask spreads, and

YETCBULL transactions on the Ethereum blockchain filtered for issued and deposited tokens to
FTX’s own address: https://bit.1ly/3MwHVqv.
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more market participants.

Example 14. 90% of XRPBULL (FTX 3x Long Ripple) tokens are distributed among
four holders.'® In another example, three accounts own 94% of all issued FTX 3x

Long Cardano (ADABULL) tokens.!!

Holding a large number of tokens by a limited number of accounts can noticeably
elevate investment risk. One holder may decide to sell a significant number of tokens
at any moment, potentially resulting in a notable price drop within a short period of
time, leading to significant losses for smaller holders. Since most issuers do not publish
the list and respective ownership percentages of centralized LVTs, the participants of

80% of LVTs remain uncertain.

Inability to Audit

Conducting audits ensures the security, functionality, and compliance of LVTs as
claimed by the issuer. Unlike centralized LVTs, the code of tokens created on the
blockchain is public, allowing auditors to identify vulnerabilities and associated risks.
The security of these 20% decentralized LVTs can be evaluated by reviewing the
code against industry best practices such as SWC [30]. Moreover, external audits are
essential for LVTs to ensure they function as intended, such as verifying the output of
methods when transferring tokens or updating balances. Auditors may also provide
recommendations to improve the security, functionality, and compliance of LVTs. For

centralized LVTs, the code is not public, requiring cooperation and willingness of the

0Tist of XRPBULL holders: https://bit.1ly/3MQurrc.
"List of ADABULL holders: https://bit.ly/3MUXPRZ.
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issuer to conduct a thorough review and quality assessment. Sharing the code and
the results of an independent audit would improve transparency and help build trust

between token holders and issuers.

RQ2: To what extent are LVTs locked to the exchange?
Interoperability with dApps and DeFi

In 2019, the total value locked in Decentralized Finance (DeFi) was approximately
700 million USD. As of April 2022, it stands at around 150 billion USD, representing
more than 200% growth in less than three years [179]. Hosted LVTs on the blockchain
(which usually comply with one of the fungible!? token standards) facilitate interac-

tion with DeFi systems, unlocking potential interoperability opportunities.

Example 15. FTX was able to employ blockchain interoperability to share its ETH-
BULL (3x Long Ether) with other exchanges such as Poloniex, Indodax, Bittrex, and
Gate.io.!® These exchanges owned 20%, 4%, 3%, and 2% of ETHBULL, respectively,

and offered it on their platforms due to the possibility of interaction with DeFi.

In contrast, centrally issued LVTs cannot interact with other platforms and oper-
ate in isolation, preventing LVTs from moving across different platforms. Decentral-
ized LVTs, on the other hand, foster connectivity and enable users to access a wide

range of services and functionalities without being confined to a single exchange.

12Fungible (interchangeable) token standards are widely used by decentralized applications
(dApps) to interact with other applications. ERC-20 is the dominant standard, followed by ERC-777
and ERC-1155.

13List of ETHBULL holders: https://bit.ly/3MSZX7P.
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Inability to Custody

At first glance, the custody issue seems common to all assets on centralized exchanges.
However, BTC buyers can transfer it to their personal wallets, while centralized LVTs
remain locked within the exchange. Holders do not own the actual tokens but are
simply betting on price movements. Some explain this custodial issue by viewing
LVTs as “token contracts”, though this term is not widely recognized nor aligns
with the functionality of crypto derivatives. LVTs are essentially tokenized forms of

derivative exposures.

Example 16. BTCUP and BTCDOWN are issued by Binance and track Bitcoin as
the underlying asset. Unlike Bitcoin holders, owners of these tokens cannot withdraw
or transfer them to their own digital wallets. In contrast, similar Bitcoin leveraged
tokens were created by FTX on the Ethereum blockchain (known as BULL and BEAR
tokens). Holders of these tokens still had the opportunity to exchange them on
decentralized exchanges, such as Uniswap'?, shortly after FTX’s bankruptcy. Holders
could recover 80% of the token value on the first day of the bankruptcy, 50% on the

second day, and up to 20% on the third day.

RQ3: Are the LVTs offered today adequately backed?

The simplest definition of an LVT is a tokenized leveraged fund. According to the

documentation of LVT issuers, 99.9% of leveraged funds derive their value from a

MPDEX transactions of FTX 3X Long Bitcoin Token (BULL) and FTX 3X Short Bitcoin Token
(BEAR) on the Ethereum blockchain: https://bit.1ly/3p0h3uz, https://bit.ly/41Dal81.
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basket of positions in the futures market [6, 86, 9, 13, 14, 136, 39, 107, 133]. The
issuer must either (i) offer futures trading in their portfolio, or (ii) open futures
positions on other crypto exchanges and manage them systematically through APIs
as the underlying asset fluctuates.!® The question we raise, due to the lack of external
audits, is to what extent LVT issuers have properly prepared futures contracts before
launching LVTs. Have users invested in tokens that are properly backed, or are they

simply trusting the issuer and potentially investing in tokens with no real value?

Missing Futures Product

Some issuers have launched LVTs without offering the corresponding futures products.
While we cannot rule out the possibility that they hold the necessary futures positions
on other exchanges, this raises concerns that these LVTs might not be adequately

backed financially.

Example 17. AscendEX uses its own futures products and does not rely on futures
products from other exchanges. However, they issued 3x/5x Long/Short Monero
(XMR3L/S and XMR5L/S) without offering XMR perpetual contracts initially. To
our knowledge, no XMR futures products were available on the market from any
exchange to be used as leveraged products at the time of the launch of these XMR

tokens.

15 Among 10 LVT issuers, Pionex used the Binance Broker API for its Futures Arbitrage Bot,
but it has been terminated since June 2021 [132]. After reviewing Pionex’s documentation [133], it
remains unclear whether Binance Futures is still used as the leveraged product for LVTs. However,
Pionex launched its own futures product in January 2023. If they no longer use Binance Futures
and rely solely on their own futures product, it appears that 148 LVTs did not have corresponding
futures contracts at the time of launch (e.g., ETC3L/S, ZRX2L/S, XLM3L/S).
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Delayed | Missing Total Total % of Leverage Rebalancing Schedule Fee deduction
Issuer Futures | Futures | Delayed or | Launched | unbacked & Regular Interim Daily Expense
Launch | Product Missing LVTs LVTs Daily Schedule Ration
@ | ® © ) ®) @ (b) © ) ©

AscendEX 36 214 250 340 4% Fixed 02:30 UTC 10% TBR / OOR 00:00 UTC 0.500%
Pionex 0 148 148 200 4% Fixed / Variable | 00:00 UTC+8 10% TBR 0.030%
MEXC 176 12 188 456 1% 00:00 UTC 15% TBR 00:00 UTC+8 | 0.100%
ByDFi 16 0 16 40 40% Fixed 08:00 UTC+8 ’ 0.030%
FTX 18 0 18 129 14% : 02:00 UTC 10% TBR 00:00 UTC 0.030%
Gate.io 18 16 34 274 12% 00:00 UTC-4 00:00 UTC+8 | 0.300%
Binance 0 0 0 40 0% . N/A 10% TBR / OOR . 0.010%
ByBit 0 0 0 31 % Variable OO:OO/L'TC / 00:00 UTC 5 505%
KuCoin 0 0 0 94 0% Fixed / Variable | 08:00 UTC+8 14% TBR 23:45 UTC+8 | 0.045%
Index Coop 0 0 0 2 0% Fixed 00:00 UTC 20% TBR 00:00 UTC 0.023%
Total 264 390 654 1609 41%

Table 5.2: Left table: Number of issued LVTs with delayed or missing futures prod-
ucts, analyzed using historical data and undisclosed information. To our knowledge,
41% of the issued LVTs did not have sufficient financial backing at the time of launch.
Right table: Rebalancing and fee deduction schedules, which we collected manually
from the issuers’ websites. Regardless of leverage type, rebalancing is performed daily
at different times. Additionally, Threshold-Based (TBR) or Out of Range (OOR) re-
balancing methods are used to trigger interim rebalancing. Fund expenses are also
deducted at various times with variable percentages.

The above example is one of 390 issued tokens lacking a corresponding futures
product (see column B of Table 5.2). Based on available historical data and informa-
tion from the issuer’s website, 24% of LVTs did not have the necessary futures product

offered by the same issuer and instead relied on futures from other exchanges.

Delayed Futures Product

Missing futures products are not the only issue with centralized LVTs. For 264
tokens, the corresponding futures product was only offered after the issuance of the
tokens (see column A of Table 5.2). In other words, at the time of the launch of
17% of LVTs, the required futures may not have existed. According to the LVT
documentation on issuers’ websites, these issuers did not disclose using futures from
other crypto exchanges. Internal futures trading was introduced later, after the token

was launched.
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Example 18. MEXC issued 3x Long/Short Cardano (ADA3L/S) in February 2020,
while ADA-Perp was only launched in July 2020, resulting in a 154-day delay. They
did not disclose using futures from other exchanges, indicating the fund might have

been operating without financial backing during this period.

According to available information, on average, 41% of LVTs have missing or
delayed futures products (see column E of Table 5.2). The main financial issue with
LVTs is the lack of transparency in the fund management system. Centralized LVTs
function like a black box to investors and are fully managed by the issuer. Even for
tokens with proper futures backing (e.g., Binance, ByBit, and KuCoin), investors can

rely solely on numeric assertions made on the issuer’s website.

RQ4: What are the possibilities of front-running?

Front-running is an illegal practice in the equity market where non-public informa-
tion is used to purchase shares of a company before the price moves [64, 191, 7]. For
instance, FINRA' announced a $700K fine against Citadel Securities'” in 2020 for
front-running activities between 2012 and 2014 [119]. In the design of LVTSs, cer-
tain well-known events can be exploited by traders to benefit from anticipated price
movements. They can engage in similar front-running practices that may impact the
price of the underlying asset and the token itself. We review these events and explore

possible front-running scenarios as follows.

16The Financial Industry Regulatory Authority (FINRA) is a government-authorized organization
that oversees U.S. equity markets by regulating member brokerage firms and exchange markets.

17Citadel Securities is the largest designated market maker on the New York Stock Exchange
(NYSE).
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Event I: Impending Fund Rebalancing

To keep the leverage at the stated ratio, issuers perform periodic rebalancing. This
can be triggered at predefined intervals (e.g., every day, every 8 hours, or every n
blocks), or upon meeting certain conditions (e.g., after exceeding a specific threshold).
All LVT issuers perform regular daily rebalancing and trigger interim rebalancing in
volatile markets (see columns B and C of Table 5.2). They may trigger rebalancing
when the underlying asset’s price fluctuates by more than X%, or when the leverage
passes a threshold. The fund management algorithm governs the rebalancing process,
adjusting futures positions and restoring the leverage ratio to the target level.

The number of contracts that must be bought or sold to restore the leverage
is predictable, making front-running possible. Let AB; represent the number of
required futures contracts to rebalance the fund at time t,. ADB,; can be easily
calculated by considering the return of the underlying asset from time ¢, 1 to t,
(Rt(nq)ﬁn)‘ The number of required futures contracts to restore the fund leverage
can be calculated by subtracting the notional value of the tokens (equation 5.3) from

the notional value of the fund (equation 5.2):

ABy, = (1 +kRy,_,,  )kNy, P, — (L4 Ry )V, B, — (pr, + S1,) L, + €,

This equation is quadratic and can be simplified as ax? — bx — ¢ for long tokens, and

—ax*+bx —c for short tokens. When the underlying return is positive (R; n > 0),

—1)—n

AB,, is always positive (a > 0), and when the return of the underlying is negative,
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AB,, is negative as well (a < 0). In simpler terms, for long LVTs, futures expo-
sure must be increased when the underlying price is rising, and decreased when the
underlying price is falling.

There is also a fund expenses term (p;, + ¢y, )Ly, , which is usually deducted from
the fund’s value to cover operating expenses. However, this term can turn positive
when the received funding fees (¢;,) exceed the fund expenses (p;, ). €, represents a
disturbance term that captures the effects of news or shocks in the underlying. Since
rebalancing is a predictable event, by buying or selling AB; of the leveraged product,
other traders can front-run the trade, potentially impacting the price of the token or

even the underlying asset.

Example 19. Consider the following sequence in which Alice calculates AB;, to

potentially front-run the rebalancing trade:

1. Alice checks the issuer’s website for the upcoming rebalancing of BTC5L (5x
Long Bitcoin). She notices the next daily rebalancing is scheduled for 00:00
UTC.

2. Alice calculates the number of contracts that will be bought or sold by the issuer
to maintain the 5x target leverage of BTC5L.

3. Alice front-runs the rebalancing trade by placing an order just before 00:00
UTC (ahead of the rebalancing trade). If she anticipates that the algorithm will
buy Bitcoin futures, she may buy Bitcoin futures expecting increased demand,
driving up the price, and giving her the opportunity to sell futures at higher
prices. Conversely, if BTC5L will be selling the fund’s positions, leading to
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increased supply, she may sell Bitcoin futures.

Front-running in the above example may not only manipulate the price of Bitcoin
futures but also inflate the price of BTC5L. Consider the following scenarios (A) and

(B), with corresponding calculations in Table 5.3.

e Alice calculates the Basket Delta of BTCSL prior to the rebalancing schedule
and realizes that the algorithm will purchase 594.21 new contracts at $33,000
(Scenario A in Table 5.3). Assuming this purchase increases the price of Bitcoin
futures by 1%, she can buy contracts just before the rebalancing trade at $33,000
and sell them afterward at $33,330. A 1% increase in the underlying price
inflates the token price to $15.05. This provides Alice an additional opportunity
to buy the token for $15 before the rebalancing and sell it at a higher price
afterward.

e The effect of Alice’s strategy in the previous scenario may be amplified if many
traders engage in front-running. The increased demand may raise the price of
Bitcoin futures even before the rebalancing trade. If the influx of other traders
pushes Bitcoin futures up by 1%, and the rebalancing trade further increases
the price by another 1%, this secondary effect could also inflate the token price

further and create more price distortion (Scenario B in Table 5.3).

Event II: Management Fee Deduction

Similar to LETFs, daily fees and expenses are deducted from the leveraged fund to
cover associated costs. The fee rate and daily schedule vary by issuer (see columns
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Initial No Front-running Front-running

State Front-running | (Scenario A)  (Scenario B)
Funding Fee (3 * 0.01%) | $9,000 -$9,900 -$9,900 -$9,900
Management Fee (0.3%) | -$90,000 -$99,000 -$99,000 -$99,000
Futures Basket 1,000 1,590.91 1,590.91 1590.91
Futures Price $30,000 $33,000 $33,330 $33,660
Fund Value $30,000,000 | $52,500,030 $53,025,030 $53,550,030
Issued Tokens 600,000 700,000 700,000 700,000
Leverage 5.00 5.00 5.05 5.10
BTCS5L Price $10 $15 $15.05 $15.10
Tokens Value $6,000,000 | $10,500,000 $10,535,000 $10,570,000
Basket Delta 2.70 594.21

Table 5.3: The effect of front-running on the price of the underlying asset and the
token during fund rebalancing is shown. The assumption in this example is a down-
trend, where the fund initially receives funding fees from short traders and later pays
funding fees as the price moves in the long direction of the token.

D and E of Table 5.2). Management fees are deducted at specific times, allowing
adversaries to exploit this known event, potentially coinciding with rebalancing. The
simultaneous occurrence of events I and II can intensify the front-running effect during

the rebalancing process.

Example 20. Consider the same sequence as the previous example, where Alice cal-
culates the Basket Delta of BTC5L at the same time as the management fee deduction.
The issuer’s withdrawal of $99,000 (Management fee row in Table 5.3) reduces the
fund’s value. To compensate, $99,000/$33,000 = 3 additional contracts need to be
purchased. The coincidence of these two events causes the rebalancing algorithm to

slightly increase demand by purchasing 597.21 contracts instead of 594.21.

Event III: Futures Funding Fee Exchanges

Funding fee is a mechanism in Perps to converge the price of contracts with the price

of the underlying crypto. It is calculated based on the notional value of the futures
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position and is exchanged between short and long traders who keep their positions
open. Shorts pay longs when the funding rate is negative, and longs pay shorts when
the rate is positive(see 2.7.1 for more details). The intervals for Funding fee exchange
are public and displayed on the issuer’s website, typically occurring every 8 hours
at 00:00 UTC, 08:00 UTC, and 16:00 UTC. Since the fund is composed of futures,
it either pays or receives funding fees at these times. This predictably increases or
decreases the value of the leveraged fund, which can be exploited to amplify the effects
of front-running.

The impact of front-running can be exacerbated when events I, II, and III occur
simultaneously. Such concurrency may force the algorithm to buy or sell more con-

tracts than would be required for fund rebalancing alone (i.e., AB,, = S.°_, AB,,).

Example 21. As calculated in the Basket Delta row of Table 5.3, in the first rebal-
ancing cycle, an additional 2.70 futures contracts are required to cover the 0.3% daily
management fee deduction and 0.03% daily funding fee exchange. This means that
2.7 more contracts will be added if events I and III coincide with event I. The impact
on basket delta can be even more significant as the value of the fund increases in a

volatile market.

To mitigate front-running in LVTSs, issuers should avoid rebalancing the fund
on predetermined schedules. Techniques such as intraday or randomized rebalanc-

ing, or algorithmic trading, can help reduce the visibility of rebalancing trades.!

8Tceberg orders, which are large orders broken into smaller lots, are a sophisticated trading
algorithm used to execute rebalancing trades in smaller, more discrete chunks over time.
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Only Binance avoids regular daily rebalancing, instead triggering it when the un-
derlying price fluctuates more than 10% or when leverage falls outside the range of
[—4.0,—1.25]U[1.25,4.0]. This means 97% of current LVTs perform fund rebalancing
at specific intervals, increasing the likelihood of daily front-running (see column B of

Table 5.2).

RQ5: How well do LVTs track their asserted leverages?

The leverage ratio of LVTs is determined by the issuer and can be either variable
(dynamic) or fixed. If an LVT uses the Underlying+Leverage+Long/Short naming
convention, the leverage is most likely fixed. The Underlying+Up/Down format is

used for LVTs with variable leverage.

Example 22. KuCoin has issued ETH3L as a 3x long token tracking Ether as the
underlying. Binance similarly offers ETHUP and ETHDOWN tokens with a target

leverage in the range of [1.25, 4] and [-4, -1.25], respectively.

Very high leverage factors such as +10x or +15x are not common in currently
issued LVTs, as the majority of them provide +3x leverage. Low leverage is aimed at
minimizing losses and extending the liquidation point during periods of high volatility.
Highly leveraged LVTs lose value in the same proportion as the underlying asset and
may not be attractive to investors. Crypto exchanges advertise LVTs as an investment
vehicle providing leveraged exposure to crypto-assets with minimal liquidation risk.

However, LVTs with high leverage factors defeat this promise.

101



Underlying . . Target Leverage

Market | Symbol | Issuer Index/Asset Direction e | IDovitit
SPXL Direxion Long 3 0.13%
SPXS Short 3 0.21%
SSO Long 2 0.08%
SDS SEP500 (SPX) Short 5 0.19%
Bt UPRO Long 3 0.12%
Y TSPXU ProShares Short 3 0.28%
QLD Long 2 0.07%
QID Short 2 0.23%
Toaa NASDAQ-100 (NDX) |7 %% - il
SQQQ Short 3 0.28%
BTC3L Long 3 1.22%
BTC3S MEXC Short 3 1.15%
BTC3L . Long 3 1.21%

ByBit

BTC3S N Short 3 1.10%
Crypto BTCHL, - Bitcoin (BTC-Perp) Tong 3 1.84%
BTC3S | 7 Short 3 1.58%
BTC3L Gateio Long 3 2.12%
BTC3S ' Short 3 2.10%

Table 5.4: Comparison of leverage deviation in sample LVTs and LETFs from May
2022 to May 2023. A total of 268 data samples were collected from the issuers’
websites.

Inconsistency of Fixed Leverage

Approximately 16% of LVTs are issued with variable leverage, fluctuating in the range
of [—4.0,—1.25] U [1.25,4.0]. Additionally, 9%, 59%, and 11% of LVTs have fixed 2x,
3x, and 5x leverage ratios, respectively. As shown in Table 5.4, LVTs with fixed
leverage may not always provide exactly the promoted leverage. One aspect of risk
involves leverage deviation (also called tracking error). Furthermore, some issuers do

not rebalance the fund in the same way.

Example 23. MEXC and KuCoin adjust the leverage of only the tokens that have
lost value. Consider a volatile market where Bitcoin loses 10% in a day. These

issuers adjust only the leverage of BTC3S, while the leverage of BTC3L remains
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unchanged, as it gained value [86, 106]. For example, if the price of Bitcoin is $30K
and the fund holds 600 contracts, the fund’s initial value is $18M. Assuming 600K
issued tokens at an initial offering price of $10, the target leverage is 3x (i.e., k =
(600 x $30K)/(600K x $10) = 3). A 10% increase in Bitcoin’s price changes the
leverage of BTC3L and BTC3S to 2.53x and 4.71x, respectively. However, these
exchanges correct the leverage of BTC3S to prevent further capital loss in case of
more price decline. As a result, this rebalancing process undervalues the BTC3L
fund (i.e., inflates the value of BTC3L). Instead of only rebalancing the losing side,
both BTC3L and BTC3S positions should be adjusted simultaneously to bring the

leverage back to 3x as advertised by the issuer.

We compared the leverage deviation of Bitcoin LVTs with LETFs over the course
of a year. Analysis details are provided and Table 5.4. As can be seen, LVTs exhibit
higher leverage deviations than similar products in the equity market. This issue
becomes more apparent when comparing the standard deviation of returns in the
equity and crypto markets.

Leverage deviation leads to underperformance or overperformance of tokens, caus-
ing investors to experience returns that deviate from the intended amplification effect
of LVTs. This is particularly important in light of previous research on LETF returns,
which shows that LETFs, on average, do not negatively impact investor short-term
returns [113]. Results indicate that the daily return distribution using real-world his-
torical data is significantly more leptokurtic than the normal distribution. However,

in LVTs, returns tend to have a wider or flatter shape (platykurtic) due to higher
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leverage deviation.

Disadvantages of Variable Leverage

LVTs with variable leverage aim to: (i) minimize the impact of volatility drag, and
(ii) reduce the possibility of front-running (as discussed in Section 5.5). LVTs are
advertised as an investment vehicle that amplifies returns relative to a certain multi-
plier, although this factor changes constantly in tokens with variable leverage. This
introduces an additional risk dimension, requiring regular monitoring and adjustment
of positions as the leverage fluctuates.

Additionally, these types of tokens rebalance on an as-needed basis with no prede-
termined schedules. Rebalancing can be triggered by (i) a sudden fluctuation in the
underlying price (such as more than 15%), (ii) exceeding the expected leverage range
(such as above 4x or below 1.25x for long LVTSs), and (iii) handling subscription or
redemption requests, which change the total supply. One disadvantage of this type of

rebalancing is that funds can remain undervalued or overvalued for extended periods.

Example 24. The rebalancing events of BTCUP (a Long BTC LVT by Binance)
over the past 3 years are listed in Table 5.5. A rebalancing event occurred on 03-
Jan-2023, 204 days after the previous one on 13-Jun-2022. During those 204 days, no
rebalancing event was triggered because the changes in Bitcoin’s price did not exceed
the 10% threshold limit, and the fund’s leverage fluctuated within the expected range
of [1.25x, 4x|. During this period, the fund’s value was much lower (or higher) than the

amount required to support the value of issued tokens, but no rebalancing occurred.
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# | Rebalancing Time | Gap (days) | Leverage Before | Leverage After | Leverage Adjustment
1 | 03-Apr-2024 04:44 22 2.004 1.582 0.422
2 | 12-Mar-2024 02:26 5 1.740 1.529 0.211
3 | 06-Mar-2024 06:44 10 2.492 2.716 -0.224
4 | 25-Feb-2024 20:59 11 2.266 2.033 0.233
5 | 14-Feb-2024 11:01 24 1.872 1.980 -0.108
6 | 22-Jan-2024 19:28 21 2.064 2.017 0.047
7 | 02-Jan-2024 07:39 71 2.257 2.484 -0.227
8 | 23-Oct-2023 23:38 294 1.924 1.770 -0.154
9 | 03-Jan-2023 22:45 204 1.996 1.511 -0.485
10 | 13-Jun-2022 10:51 143 3.766 2.469 -1.297
11 | 21-Jan-2022 01:17 22 3.444 2.529 -0.915
12 | 30-Dec-2021 19:59 52 3.120 2.514 -0.606
13 | 08-Nov-2021 07:55 25 2.269 1.807 -0.462
14 | 14-Oct-2021 22:45 8 2.566 2.205 -0.361
15 | 06-Oct-2021 15:26 15 1.935 2.483 0.548
16 | 21-Sep-2021 20:04 11 3.033 2.519 -0.514
17 | 10-Sep-2021 18:37 147 3.208 2.521 -0.687
18 | 16-Apr-2021 12:24 0 2.029 1.956 -0.073

Table 5.5: Binance BTCUP rebalancing history from May 2021 to April 2024. The
“Gap” column indicates the number of days between rebalancing events.

Undervalued funds may benefit the issuer, while investors hold inflated tokens.

Another disadvantage of dynamic leverage is the imbalance in rebalancing triggers.

Some issuers initiate the rebalancing at different ranges for long and short tokens.

Example 25. Pionex triggers rebalancing when the leverage of long tokens exceeds
the range of [2.2,4.0], while this range is [1.8,4.8] for short tokens [131]. This in-
consistency increases the complexity of position management, leading to unfavorable

outcomes for investors.

Dynamic leverage may reduce the chances of front-running in LVTs but at the
expense of token transparency and complicating position management. Each issuer
puts in place its own algorithm for rebalancing of LVTs with dynamic leverage, since
there is no uniform standard for the rebalancing process. This might be confusing for
investors who switch from one issuer to another one, expecting similar performance.
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Annual Daily Annual Daily

Market | Symbol Issuer IH;::;}X;:& Leverage | Expense Expense Market Symbol Issuer IH;::;}Z;:i Leverage Expense | Expense
Ratio Ratio Ratio Ratio

VvV BlackRock | S&P500 +1x 0.0300% [10:000119% BTC3L ByBit Bitcoin +2x to +4x 1.8250% 0.005000%

VOO Vanguard | S&P500 +1x 0.0300% | 0.000119% BTC3S ByBit Bitcoin -2x to -4x 1.8250% 0.005000%

SPY SSGA S&P500 +1x 0.0945% | 0.000375% BTCUP Binance Bitcoin +1.25 to +4x | 3.6500% 0.010000%

QQQ Invesco NASDAQ-100 | +1x 0.2000% | 0.000794% BTCDOWN | Binance Bitcoin -1.25 to -4x 3.6500% 0.010000%

TQQQ | ProShares | NASDAQ-100 | +3x 0.8600% | 0.003413% BTC3L Pionex Bitcoin +2.2x to +4x [ 10.9500% | 0.030000%

SH ProShares | S&P500 -1x 0.8800% | 0.003492% BTC3S Pionex Bitcoin -2.2x to -4x 10.9500% | 0.030000%

SSO ProShares | S&P500 +2x 0.8900% | 0.003532% BTC3L ByDFi Bitcoin +3x 10.9500% | 0.030000%

Equit SDS ProShares | S&P500 -2x 0.9000% | 0.003571% Crypto BTC3S ByDFi Bitcoin -3x 10.9500% | 0.030000%
WY 'SPXU | ProShares | S&P500 3x 0.9000% | 0.003571% YPYO pTCIL KuCoin__| Bitcoin 3x T6.4250% | 0.045000%
UPRO | ProShares | S&P500 +3x 0.9100% | 0.003611% BTC3S KuCoin Bitcoin -3x 16.4250% | 0.045000%

PSQ ProShares | NASDAQ-100 | -1x 0.9500% | 0.003770% BTC3L MEXC Bitcoin +3x 36.5000% | 0.100000%

QLD ProShares | NASDAQ-100 | +2x 0.9500% | 0.003770% BTC3S MEXC Bitcoin -3x 36.5000% | 0.100000%

QID ProShares | NASDAQ-100 | -2x 0.9500% | 0.003770% BTC3L Gate.io Bitcoin +3x 36.5000% | 0.100000%

SQQQ ProShares | NASDAQ-100 | -3x. 0.9500% | 0.003770% BTC3S Gate.io Bitcoin -3x 36.5000% | 0.100000%

SPXL Direxion S&P500 +2x 1.0000% | 0.003968% BTC3L AscendEX | Bitcoin +3x 109.5000% [10:300000%

SPXS Direxion S&P500 -2x 1.0800% | 0.004286% BTC3S AscendEX | Bitcoin -3x 109.5000% | 0.300000%

Table 5.6: Comparison of the daily expense ratio in the equity and crypto markets.
Each day, the daily fee is deducted from the price of ETFs/LETFs/LVTs, which
negatively impacts the ROI. Therefore, investing in assets with lower daily rates
(green rows) is less risky with higher return.

RQ6: Are LVT fees in-line with traditional LETFs?

Issuers of LETFs/LVTs charge daily fees to compensate for the associated cost of
operating the fund. Over the past few years, these fees have generally come down
on average, where the Management Expense Ratio (MER) for traditional ETFs and
LETFs annually averaged 0.45% and 0.95%, respectively. We investigated the daily
fees for Bitcoin LVTs, and summarized our findings in Table 5.6.

The annual MER for these LVTs ranges from 1.83% to 36.5% depending on the
issuer. By contrast, the standard deviation of MER in LETFs and LVTs is 0.38% and
34.21%, respectively. That would indicate that the fees for LVTs are less predictable
and more volatile than for LETFs-by as much as 90-fold. This impacts the overall
expense ratio and net returns of LVTs. Additionally, high fees typically characterize
a market in its development stage with a limited issuer base. This may signal some
risk for investors who would expect to see low fees once the market starts to mature

and face some competition.
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5.6 Contributions

In particular, the purpose of this chapter is not limited to introducing LVT but
conducting an in-depth study from the underlying, interaction with blockchains, types
of leveraged products, and algorithms for managing funds. We investigated more than
1,600 LVTs offered by 10 different issuers. Then, with a careful explanation of the
mechanics and constituent components of LVT, readers would be able to understand
how leveraged fund works, the rebalancing mechanism, and smart contracts in LVTs.

Based on this, we answer the following six research questions about LVTs:

RQ 1: What information is visible to traders of an LVT? In some of the
centralized LVTs, important parameter such as the total supply, transactions, and
holders not available to investors. Total supply an essential parameter for calculation
of the tokens’ fair value. It is also used by auditors when assessing the consistency and
efficiency of LVTs. Transparency of the transactions helps investors, auditors, and all
participants of the LVT ecosystem to analyze token flow, detect suspicious activity,
enhance security, ensure compliance, and verify whether tokens are working the way
they should be. Centrally issued tokens do not show how many holders there are, and

their investment risks are much higher compared to their decentralized counterparts.

RQ 2: To what extent are LVTs locked to the offering exchange? The
inability to self-custody of centralized LVTs raises more concerns compared to their

decentralized counterpart. It also increase the risk of investment in those crypto-
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assets. Another important advantage of tokens issued on the blockchain is their good
interoperability with other dApps, crypto exchanges, and in general with the DeFi
ecosystem. The LVTs interacting with DeFi enable tapping into new opportunities
of participation in a more open and transparent financial system operating without

intermediaries.

RQ 3: Are the LVTs offered today adequately backed? The value of LVTs is
derived from the value of a leveraged fund, which in itself is derived from the value set
by futures. As no futures existed at such a point when the LVTs were offered, some
investors may be investing in LVTs, which have either an inadequate or no financial
backing. The analysis of publicly available historic data from the issuer’s website
gives evidence that on average, out of each 5 LVTs issued, 2 were seemingly not fully
financially covered at the time of their issuance. Although over time, the exchange
might have been addressed the issue, but at the time of issuance, required futures
contracts were not offered by the exchange. Without external audits, investors must

take the exchange’s word for it and hope LVTs are indeed financially backed.

RQ 4: What are the possibilities of front-running in LVTs? Predictability
of front-running arises during fund rebalancing, deductions of management fees, and
futures funding fee exchanges. An attacker would be able to take advantage of brief
distortions in supply and demand created by the fund rebalancing trade. The effect
could be amplified if all three events happen around the same time or multiple traders

participate in the front-running practice at very high volumes. Front-running has also
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been an issue with LETF's, that is minimized due to constant monitoring by regulatory

bodies like the SEC and FINRA.

RQ 5: How well do LVTs track their asserted leverage ratios? While the
value of the underlying changes, the value of the fund and the reflected leverage
change at different rates. The token price may be at a premium or discount against
the actual fund value. All the LVT issuers have a daily rebalancing schedule that
reconciles the sum of the tokens’ value and that of the fund. However, different
issuers implement this process in a different way. This results in the actual effective
leverage deviating from the target leverage. Rebalancing mechanism in both fixed
and dynamic LVTs has some drawbacks. Fixed leverage is considered more suitable
for LVTs as close to 100% of all traditional LETFs use a fixed leverage factor [165].
However, applicable algorithms in LVTs should be revised to decrease the already

high deviation of leverage from LETFs.

RQ 6: Are LVT fees in-line with traditional LETFs? High daily fees in LVTs
are a constant drag, eroding returns and causing underperformance. It also makes
LVTs less attractive investment vehicles. Daily costs in LVTs should be much lower
when compared to LETFs, since futures transactions occur internally and there is
very little regulatory overhead. Besides that, higher fees are indicative of developing

markets with low competition and inefficient cost management.
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5.7 Discussion

Similar to leveraged ETFs, the foremost objective of LVTs is making leveraged in-
vestment easier while minimizing the hassle of managing such positions and limiting
liquidation risks. In the course of our study, we found many shortcomings with
LVTs-mostly not transparent, custodied with the issuing exchange, and may be inad-
equately backed. 99.9% of LVTs are deployed as centralized products, available only
within the ecosystem of the exchange itself. 80% of them do not interact with the
blockchain at all; due to this, there is no transparency in total supply, transactions,
and holders. Some of these issues, along with various financial and security concerns
in LVTs, were reviewed.

Since the issuers of 53% of the LVTs do not publish their total supply, it is
challenging for most investors to figure out the NAV and trade it at a fair price.
Apart from this, 41% of LVTs may also be launched without financial backing as
the necessary futures contracts happen to be issued too late or may not have existed
when the LVT was initially issued. 97% of total LVTs are susceptible to front-
running during generally known events. It enables the adversary to take advantage of
rebalancing trades. Moreover, LVTs have higher leverage deviation from the stated
ratio due to either inconsistency in management in token funds with fixed leverage or
inefficiency in the rebalancing algorithm in LVTs with dynamic leverages. Generally
speaking, LVTs have higher management fees compared to LETFs, which eats into

the return of the fund in order for it to achieve the expected return. Due to the
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compounding effect, LVTs tend to underperform over an extended period of time,
such as a month or a week, making them unsuitable as a long-term investment.

In fact, all our findings say the same: investors expecting simple leveraged posi-
tions that “just work” will be disappointed by leveraged tokens. Due to their peculiar
properties, LVTs can only be safely used after considering them carefully, and as such,
it is best for sophisticated traders.

Increased scrutiny by regulators and compulsory audits may be other ways to
compel LVTs to be adequately backed. The fact that on-chain LVTs exist would
allow self-custody and for greater transparency with respect to supply, transactions,
and holders. For example, front-running mitigation should be explored using random-
ized rebalancing or using stealth trading (e.g., iceberg orders). The LVT algorithms
should also be modified to decrease deviations from the stated leverage. In summary,
incorporating these methods better align LVTs with the natural investor expectations
that they create. We implement all of these enhancements in a new hybrid design,

LeverEdge, which we describe in detail in Chapter 6.

111



Chapter 6

LeverEdge: On-Chain Leveraged

Tokens

This chapter is based on the work “LeverEdge: On-Chain Leveraged Tokens” super-

vised by Dr. Jeremy Clark and currently under submission.

6.1 Introduction

In this chapter, we provide a summary of our research focused on the design and
proposal of LeverEdge, a fully decentralized leveraged token (LVT) that addresses
the deficiencies outlined in Chapter 5. As mentioned, LVTs have been available to
investors since 2019. They are often perceived as less risky than other forms of lever-
aged trading. However, recent research has identified ten critical deficiencies in the

current offerings, primarily due to the lack of a standardized implementation frame-
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work. We review these shortcomings and explore potential solutions. To this end,
we focus on several research questions and propose a new design model, LeverEdge,
supported by a prototype deployed on the Ethereum blockchain.

Unlike existing centralized and semi-centralized implementations, LeverEdge is
fully decentralized and relies solely on-chain. This approach resolves most deficiencies,
but operating fully on-chain is non-trivial because of the inherent complexities and
limitations of blockchain technology, such as higher latency, scalability issues, and
gas fees, especially when compared to the faster and more straightforward operations
of centralized counterparts. As a result, we had to develop a new L1-L2 hybrid
model which may be of independent interest. LeverEdge passed security checks and
can serve as a potential reference model for future leveraged token deployments on

EVM-compatible chains.

6.2 Related Work

The absence of uniform standards in LVT implementation has led to unpredictable
technical and financial performance. The research literature [142, 104, 166, 164] has
shown that 99.9% of LVTs are centralized, which implies they are only accessible
internally within the ecosystem of the exchange itself. 80% of them do not interact
with the blockchain, leading to the lack of transparency in transactions, holders,
custody, and auditing. Moreover, 53% of the issuers do not disclose the total supply,

making challenging for investors to trade LVTs by their fair market price.
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Additionally, 41% of LVTs may have been issued without sufficient financial sup-
port upon their launch where required future products were launched with delay.
About 97% of them are vulnerable to front-running during well-known events. LVTs
have higher leverage deviation from the advertised ratio compared to LETFs because
of inconsistencies in the management of funds or inefficiencies in rebalancing algo-
rithms. Holding both LETFs and LVTs for extended periods of time impacts the
performance, referred to as volatility decay. LVTs also normally have higher manage-
ment fees than LETFs, which negatively affects the performance of the fund relative

to the expected return.

6.3 LVT Return Dynamics

A distinctive feature of the current decentralized LVTs is the variation in daily returns

calculations. Let Ry, , denote the return of a k-times LVT when the underlying

)—
price S fluctuates between times ¢, ; and t, (n > 1). Assuming zero daily inter-
est expense and borrowing rate for simplicity, daily return is typically calculated as

Equation (6.1). In contrast, some LVTs employ an alternative power function, as

shown in Equation (6.2), leading to non-linear return dynamics.

AStn) AStn>k (6.2)

Rt(nfl)ﬁn = 1 + k(Stnl (61) Rt(nfl)%n = (1 + St
As illustrated in the dotted lines of Figure 6.1, Equation (6.2) amplifies the return

n—1

of LVT compared to the linear behavior of Equation (6.1), especially when the under-

lying price decreases and k takes more negative values. This is because the negative
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Figure 6.1: The return of a 3x LVT in response to changes in the underlying asset’s
price is characterized as follows: The return described by Equation (6.1) follows a
linear pattern (blue lines), while the return in Equation (6.2) follows a power function
(green and red dotted lines). The z-axis represents the percentage return of the
underlying asset, and the y-axis denotes the return factor of the LVT. The returns
of long and short tokens are illustrated in the left and right diagrams, respectively.
In Equation (6.2), the negative k for short tokens amplifies positive returns when the
underlying asset’s price experiences a sharp decline, leading to the return discrepancy
between long and short tokens. This divergence may not be ideal for all users.

exponent enhances the return when the base (i.e., change in the underlying price) is
negative. This resulting in a larger positive return for short positions compared to
long ones. For small changes in the underlying price (e.g., approximately less than
10% when k = 3), both equations yield almost identical results, as the primary dif-
ference remains negligible for such small fluctuations. However, as the change in the
underlying price becomes more significant, the returns from the two equations diverge

sharply. This can result in varying financial outcomes for long and short positions.
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# | Deficiency Proposed Solutions

1 | Inability to custody Implementing tokens on the blockchain enables holders
2 | Transparency in total supply | to directly control their tokens. The total token sup-
3 | Transparency in transactions | ply is easily accessible, and all token transactions are
4 | Transparency in token holders | recorded on an immutable ledger. This allows investors
5 | Interoperability with DeFi to see how many tokens are held by each address. Au-
6 | Challenges in auditing ditors can also verify token code and events to ensure
7 | Inadequate financial backing | proper functionality and financial backing.

8 | Possibility of Front-running Randomized rebalancing or using iceberg orders.

9 | Higher tracking error Optimization of rebalancing algorithms.

10| Higher management fees Cross-trading or implementation on the layer 2 chains.

Table 6.1: Summary of deficiencies in existing LVTs and proposed solutions.

6.4 Evaluating Decentralized LVTs

As summarized in Table 6.1, seven of ten deficiencies can be overcome by deploying
the token on the blockchain. Therefore, decentralization should be considered as
the primary approach, since the future centralized tokens is likely to suffer the same
drawbacks. The remaining three issues relate to the functionality of the token itself,
that can be addressed by optimizing internal algorithms. We therefore focus on on-
chain LVTs, where some advances has already been seen. We further examine these

tokens and assess the extent to which the identified issues are mitigated.

6.4.1 FLI Tokens

Index Coop launched FLI tokens in 2021 based on the Sets protocol [34]. These
ERC-20 tokens consist of 4 smart contracts on the Mainnet and 6 on the Arbi-
trum blockchain. Tokens on the Mainnet and Arbitrum offer exposure to BTC and
ETH up to 2x and 3x, respectively. Unlike most LVT issuers that create leverage

through perpetual futures, FLI tokens directly use the lending market to create an
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over-collateralized leveraged position. While the FLI tokens are a step forward in

decentralizing LVTs, it appears that they need optimization in some aspects:

6.4.1.1

6.4.1.2

6.4.1.3

Usability constraints: FLI tokens may face usability issues due to supporting
only ETH and BTC. Inverse and 3x tokens are available only on Arbitrum.
Mainnet tokens have only 2x long exposure, and it is not possible to short
BTC or ETH. Furthermore, U.S. residents are prohibited from buying these
tokens [35]. FLI tokens also has a Supply Cap that in the past drove token
prices higher [138].

Fee impact: Resorting to the debt market involves the payment of interest
on the value borrowed. FLI also imposes transaction fees through swapping
USDC against BTC/ETH. These costs are in addition to the 3.65-5.48% man-
agement fee that may reduce the token return.

Rebalancing risk: Given that rebalancing involves constant price monitoring,
FLI taps into off-chain servers for tracking leverage conditions before initiating
the rebalancing process. Even though Index Coop uses a network of redundant
servers for resilience, it still creates a single point of failure if issues arise with
the company or all its servers become unreachable. Moreover, its Re-centering
Speed needs to be dynamically adjusted by market volatility for an optimal

balance between tracking error minimization and rebalancing cost control.
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6.4.2 Contango Tokens

Contango protocol is developed by a team incubated by Alpha Venture in 2021 [159].
It utilizes the lending and spot markets to generate leveraged positions through Au-
tomated Stacking and Flashswap. Users open new positions by depositing collateral
into the Contango protocol. The operating contract posts collateral (ETH) on a lend-
ing platform (Aave, Compound), borrows another asset (USDC) against it, swaps it
for the original asset (via Uniswap, Paraswap), and repeats the process over multiple
loops to increase exposure. The high costs associated with executing these loops are
minimized by Flashswap, enabling desired leverage in a single atomic transaction.
The protocol automatically mints an ERC-721 NFT whenever a user opens a new
position. The NFT encapsulates details such as the underlying asset, leverage ratio,
borrowing rates, and collateral. The designers claim that the implied funding rates
for these positions are 2-3 times lower compared to traditional perpetuals. Volatility
of the funding rate is also 2-4 times less, making Contango a relatively attractive al-

ternative [51, 5]. Despite these advantages, Contango comes with certain limitations:

6.4.2.1 NF'T transferability: Secondary market for NTFs may face a lack of liquidity
due to the specific features of each position: leverage, trading pair, lending
market, and chain. As a result, liquidation of NFTs can be done only through
smart contracts, which may leads to low trading volumes, market fragmenta-
tion, and high price volatility [153].

6.4.2.2 Lack of liquidation protection: To extend liquidation point, LVTs rebalance

the fund automatically in case of sharp price swings. Contango, on the other
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6.4.2.3

6.4.2.4

6.4.2.5

6.4.3

hand, relies on users to actively monitor and manage positions manually to
prevent liquidation [52]. This activity directly contradicts one of the key value
premise of LVTs: simplifying position management. If a user is inactive or
adjusts the position late, it could result in notable losses.

Multisig control: Contango is not fully immutable; its core team is still capable
of upgrading the smart contracts through a 3-of-5 multisignature process.
This may introduces centralization risks.

Liquidity risks: During periods of market volatility or when liquidity is poor,
slippage may increase in DeFi spot or lending markets [23], making it harder
to execute trades or close positions at favorable prices.

Variable borrowing costs: Although Contango fees are typically much lower
than those in traditional perpetual contracts, relying on variable-rate lending
markets can cause borrowing costs to fluctuate. It may potentially resulting

in higher-than-expected costs during periods of market volatility.

Cube Tokens

Charm Finance launched Cube tokens in 2021 based on Parimutuel Pool concept.

Users deposit ETH into a smart contract, CubePool, to mint Cube tokens. These

tokens can later be burned to withdraw the equivalent amount of ETH. The Cube

token’s value dynamically changes due to the underlying prices, pulled from Chainlink

price feeds. While attempts at mitigating front-running and minimizing tracking

LA betting system where all bets of a particular type are aggregated into a pool, and the payout
odds are determined by distributing the pool among all winning bets.
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errors through continuous rebalancing are in place, the current design falls short of

meeting investor expectations on the following grounds:

6.4.3.1

6.4.3.2

6.4.3.3

6.4.3.4

6.4.3.5

6.4.3.6

6.4.3.7

Unequal profit distribution: The return of LVTs is generally derived from the
performance of the fund. In Cube, however, there is no fund—there are only
losers paying winners, resembling a poker game where players compete for a
shared prize or pot.

Inaccurate leverage tracking: Due to the normalization process, Cube tokens
do not accurately track the leverage, making them unsuitable for investors
seeking precise returns.

Disincentive for large investments: Those holders who have large pool owner-
ship earn the least profit because of losses incurred during the normalization,
while owners with smaller pool shares experience fewer losses. This dynamic
discourages large investments, making them economically unjustified.
FElevated performance risk: Performance of Cube tokens is relative to each
other. For instance, if Bitcoin goes up by 1%, the owner of BTC tokens may
still lose value if other tokens in the pool have increased by a greater amount.
Leverage dilution: When too many users buy the same token, its leverage can
decrease, potentially dropping below 1x or even turning negative.

Hindered token adoption: The safety mechanism of CubePool sets the limit
on the Total Value Locked at 100 ETH. When this limit is reached, users
cannot buy tokens until others sell [15]. This may limit token usability.

Management risk: Each pool maintains two super accounts, namely: Gov-
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6.4.4

ernance and Guardian. They have the privilege to execute emergency ETH
withdrawals and to pause/unpause pool operations [72]. This kind of central-

ization may not precisely meet the risk appetite of some investors.

Squeeth Tokens

In 2021, Opyn launched Squeeth token (0SQTH). It offers nearly 2x exposure to

ETH’s volatility. Users can mint it via Opyn’s app or trade it for ETH on DEXs [54].

However, oSQTH may face the following challenges in adoption:

6.4.4.1

6.4.4.2

6.4.4.3

Volatility speculation: Squeeth’s payoff is non-linear and tracks ETH?. This
feature increases sensitivity to changes in the ETH price as shown in Figure
6.1. oSQTH acts more as of a proxy for ETH volatility, and traders holding
them speculate on price movement “patterns” rather than directly on the
underlying asset’s price. This contrasts with the expected linear return of
LVTs [137].

Premium costs: The daily funding fee in most of the perpetual futures is 0.03-
0.05% [26], while users pay a 0.1-0.5% premium in Squeeth to benefit from
higher risk-to-reward ratio [126]. As shown in Figure 6.1, its power function
return works in favor of users in volatile markets. It is worth mentioning that
if the price of crypto-asset remains flat for an extended period—something
that happens about 50-60% of the time [12, 62]—returns can be significantly
eroded due to this heightened funding premium.

Complexity: To counter token value inflation, Squeeth undergoes regular nor-
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Token 5 q . Stated | Leverage Layer 2 deployment

Name Underlying | Direction Leverage Rangs Polygon O}};timismp Xrbitrum Base
ETHBEAR1X ETH v v v
BTCBEARIX BTC Short -1x [-1.1,-0.9] v v v
MATICBEARIX | | v
MATICBULL2X | ATIC v
ETHBULL2X ETH v v
BTCBULL2X BTC 2x (1.8, 2.2] v v
SOLBULL2X SOL v
STETHBULL2X | SETH Long v
ETHBULL3X ETH v v v
STETHBULL3X | SETH 3x (2.7, 3.3] v
SOLBULL3X SOL v
BTCBULL4X BTC A (3.5, 4.5] v
STETHBULL4X | SETH T v

Table 6.2: List of Toros tokens on Layer 2 blockchains, each featuring varying leverage
range, stated leverage, and different underlying assets (source: toros.finance).

malization. Additionally, short positions require users to post collateral to

hedge against volatility risk, while this is not required for long positions.

Moreover, oSQTH is not available to U.S. persons and certain residents of

15 more countries [55]. These factors add complexity, especially for traders

unfamiliar with the specific mechanics of trading Squeeth token.

6.4.5 Toros Tokens

Toros Finance issued Toros tokens in 2023 on L2 chains (see Table 6.2 for the list of

supported tokens). These tokens use different smart contracts from dHEDGE, Aave,

and linch to automate both leverage and asset management.

decentralized in nature, still suffers from some limitations:

The system, while

6.4.5.1 Usage constraints: With the view to minimize transaction costs, Toros tokens

are deployed solely on L2 chains, which results in restricted access to greater

liquidity available on the Mainnet. Moreover, trading flexibility is limited as

usually only ETH and BTC are supported across all L2 chains.
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6.4.5.2

6.4.5.3

6.4.5.4

6.4.6

Transparency risks: The absence of token contract code on the blockchain for
specific tokens can result in reduced adoption and create security risks since
auditors are unable to confirm the token’s functionality.?

Upgradability risks: Toros tokens can be upgraded [59], adding complexity and
resulting in increased gas costs because of the proxy pattern used. This ability
to upgrade also brings security risks if admin control is ever compromised.
Additionally, it raises concerns about possible changes to the fundamental
logic of the token.

Manual rebalancing: The rebalancing process in the dHEDGE protocol (and
by extension, Toros) is not automated or on a fixed schedule. dHEDGE of-
fers manual rebalancing, enabling fund managers to modify their positions
according to their strategies and market conditions [44]. Nevertheless, this
method comes with the potential drawback of experiencing delayed rebalanc-
ing in unpredictable markets, which could harm overall performance. Addi-
tionally, novice users may not have the appropriate resources to adequately
track prices and react promptly, which could heighten the risk of incurring

significant losses.

TLX Tokens

TLX tokens were introduced in 2024, offering up to 20x leverage exposure to more

than 50 assets. Every token is supported by Synthetix Perp v2 futures. Individuals

Zarbiscan.io/address/0xf715724abba480d4d45f4cb52bef5cebe3513cce#code
arbiscan.io/address/0xad38255febd566809ae387d5be66ecd287947cb94#£code
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have the option to deposit either USDC or sUSD? and choose their desired asset,

leverage, and trading direction. The procedure involves creating TLX tokens that

can be exchanged for USDC or sUSD at a later time [60, 58]. To gain wider market

acceptance, TLX tokens might need some optimizations:

6.4.6.1

6.4.6.2

6.4.6.3

6.4.6.4

Chain restrictions: The limitation of TLX tokens to the Optimism network
hinders users from accessing it on other L2 chains. Moreover, individuals fa-
miliar with the Mainnet or other L2 alternatives might experience decreased
liquidity and may not perceive a benefit in transitioning to Optimism, result-
ing in less usability.

Synthetix v2 limitations: Presently, TLX tokens are dependent on Synthetix
v2, therefore requiring an upgrade to Synthetix v3. Staying connected to the
outdated version could leave the protocol vulnerable to risks of updates.
Leverage imbalance: The different leverage ratios of [1.87x-2.18x] for 2x long
and [1.61x-2.53x] for 2x short tokens create an uneven risk exposure. The
inconsistency in leverage is widespread among all TLX tokens, making it
challenging for traders to keep balanced hedging strategies.

Audit concerns: The audit report expresses concerns about off-chain rebal-
ancing signals, as well as risks associated with liquidation, immutability, and

treasury exposure [187].

Even though there have been notable attempts to decentralize LVTs, a closer

look at their functionality shows ongoing shortcomings that need to be addressed.

3sUSD is a synthetic stablecoin issued by the Synthetix protocol.
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Design parameter Cube FLI Contango | Squeeth Toros TLX LeverEdge
Market Prediction | Lending Lending Derivatives Lending Derivative  Derivative
Leveraged Product Parimutuel | Debt Debt Power Perp Debt Synthetix Perp
Oracle price feed N/A Chainlink | Chainlink | Uniswap GMA Chainlink | Chainlink  Chainlink
Maximum Long Leverage | 3x 3x 3x 2x 3x 20x | Bx
Maximum Short Leverage | -3x -1x -1x -1x -1x -20x 5x
Leverage Deviation Very high | Moderate | Moderate | Very high Moderate | High Low
Liqudation protection No Yes No No Yes Yes * Yes
Front-running protection | No No No No No No Some
Supported Underlying Limited 2 Platform 1 2 Platform Platform
Return function Non-Linear | Linear Linear Non-Linear Linear Non-Linear Linear
Token type ERC-20 ERC-20 ERC-721 ERC-20 ERC-20 ERC-20 ERC-20
Slippage N/A 1-2% 1-2% 1-2% 2-3% N/A 1-2%
Non-Upgradable Contract | Yes Yes Yes Yes No Yes Yes
Verfied Contract Code Yes Yes Yes Yes No Yes Yes
Regional restriction No Yes No Yes No No No

Fees 3.5-5% 3.65-5.48% | 2-3% 3-5% 2-3% 2.5-3.5% 2-3%
Daily funding rate N/A 0.01-0.02% | 0.01-0.02% | 0.1-0.5% 0.01-0.02% | 0.01-0.03%  0.01-0.03%

Table 6.3: Comparison of on-chain LVTs. Deficiencies in the parameters highlighted
in green have been fully rectified, and partially for parameters in yellow.

In this regard, we propose and evaluate a new L1-L2 hybrid model, LeverEdge, and
compare how well it performs against others. As summarized in Table 6.3, LeverEdge
addresses most of the existing problems and also brings additions like front-running

alleviation and lowered fees.

6.5 LeverEdge: New Proposal

6.5.1 Leveraged Product Selection

Our research concludes three possible choices for leveraged products in creating a
fund for LVTs: (i) futures contracts, (ii) leveraged positions based on debt, and (iii)
synthetic assets. Although the debt market may have lower and more consistent
funding rates, perpetual contracts offer unique benefits such as easy access to both

long and short positions and efficient rebalancing.

The selection of leveraged products involves various important factors: Firstly,
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LVTs are designed for experienced traders who have a thorough understanding of
market dynamics. They generally focus on immediate price changes rather than long-
term holding strategies. Day traders face one of two outcomes: either the price trend
matches their initial analysis, enabling them to make a profit within the same trading
day, or the analysis proves to be incorrect, leading to a swift exit to reduce losses.
They do not stay in positions for an extended amount of time to take advantage of the
reduced costs in debt-based LVTs. Additionally, they are aware that if the market
goes against them, the probability of a positive turnaround on the same trading
day is slim [81]. As a result, LVTs are specifically made for skilled traders, with
inexperienced users being more prone to losses, if they hold LVTs for a long time.
The second important factor riles on the fact that, the debt market is not efficient
for establishing short positions. Lending protocols usually demand that stablecoins
be over-collateralized in order to borrow crypto-assets at a 1:1 ratio. Creating short
tokens is less lucrative and more difficult than creating long positions (see Figure
6.2 and compare the processes of creating long and short positions). This assertion
is additionally supported by Table 6.3, demonstrating that debt-based LVTs solely
provide -1x short tokens, not leverages like -2x, -3x or -5x. Having this restriction

4 Given

limits the capacity to form short positions that are similar to long ones.
these constraints in the lending market, our design is (i) structured around perpetual

futures rather than the debt market, (ii) more suitable for short-term traders.

4In other words, debt-based short LVTSs are restricted to an inverse exposure of 1:1, as opposed
to higher leverage z:1 ratios such as 3:1 or 5:1.
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Figure 6.2: Diagrams illustrating the creation of a 4x long (top) and short (bottom)
position through automated looping, where users either deposit stablecoins (left) or
post crypto as margin (right). Short positions differ from long positions in that they

require full exposure to the notional value of the asset being shorted.
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6.5.2 Resolving LVT Shortcomings

Mentioned risks affect the financial efficiency and reliability of LVTs, leading to less
acceptance by investors. Implementing LVT on the blockchain can address these
issues by bringing transparency to the total supply, transactions, holders, custody,
auditing and financial backing. On-chain implementation should therefore be used
by LVTs to mitigate the associated risks in centrally issued tokens.

Another discussed issue is the effect of front-running which may place LVT in a
position where it needs to execute more trades than otherwise required for simple
rebalancing (see Section 5.5 for more details). Front-running has always been a chal-
lenge in traditional markets, but most issues have been controlled through regulatory
oversight [151]. Lacking that regulation in crypto, the risk can be mitigated by: (i)
camouflaging trading intent through enhanced algorithms that randomize both the
timing and size of rebalancing trades, making it harder to predict when and how much
of the underlying asset will be bought or sold; (ii) cross-trading between long and short
pairs, whereby issuers internally swap matching positions to minimize the need for
open market transactions, as token issuers can act as the levered product and match
orders for different LVTs in-house; and (iii) collaborating with liquidity providers and
market makers (e.g., permissioned pools by Aave Arc and Fireblocks [68]), allowing
issuers to discreetly source liquidity and execute large orders without revealing their
trading intentions.

Although we proposed solutions for front-running, there would be still a possibility

of front-running by miners who may intentionally include the rebalancing transaction
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in upcoming blocks and delay it to prioritize their own. Therefore, the risk of front-
running can be alleviated and not completely eliminated.

A further issue with LVTs is tracking error (leverage deviation). Some of the ways
to reduce tracking error include: (i) increasing rebalancing frequency, possibly every n
blocks instead of the default daily rebalancing, to more precisely maintain the target
leverage ratio. This may involve using L2 chains that have lower transaction fees;
(ii) performing interim rebalancing at threshold crossings of the underlying asset
price (e.g., £10%), which would mitigate the impact of sudden price changes by
rebalancing leverage more than once a day; and (iii) having a range allowing variation
in leverage (e.g., [1.95x, 2.05x] for a 2x long token), permitting small deviations
without rebalancing. Thus, for both long and short tokens, this range must be set
carefully to avoid major tracking errors. This approach should also be fully explained
to investors to manage expectations properly, as it represents a workaround rather
than a definitive solution.

Another notable difference in LVTs is high management fees compared to LETFs
that can be minimized by: (i) using advanced algorithms (iceberg or reverse orders),
which enable the optimization of the timing and size of trades to minimize slippage
and bid-ask spread costs; (ii) cross-trading between long and short funds, since issuers
operating both can internalize trades by directly matching orders of funds sharing
the same underlying assets. This internal matching at better prices further reduces
slippage and transaction costs; (iii) using L2 chains [82] in combination with MultiCall

transactions [98], which further lower the operating cost.
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Figure 6.3: The core components of LeverEdge consist of the DEX, responsible for
handling necessary crypto exchanges. Futures positions are managed via DPP, while
the rebalancing process is triggered by DAN. Users can interact directly with the
token on L2 or rely on the gateways contract, which streamlines cross-layer contract
interactions.

6.5.3 Design Model

LeverEdge follows a hybrid L1-L2 architecture, with smart contracts deployed on
both L1 and L2 chains. The L2 contract acts as the primary code, managing the
core functionality of the token. Users can directly interact with the L2 contract if
their funds are already on L2, or they can access the token via the gateway contract
on L1, which accepts funds and facilitates communication with L2 (see cross-layer
interaction in Figure 6.3). The gateway contract serves as the main entry point
for L1 users, enabling interaction with L2 through Bridge or Inbox contracts. Thus,
user-facing operations in LeverEdge can occur on either L1 or L2, depending on where
users hold their funds, while trading activities remain on L2 to ensure faster, more
cost-efficient execution. This hybrid architecture optimizes scalability and security

by allowing the L1 contract to handle secure finality, while L2 focuses on high-speed
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execution and cost reduction.

LeverEdge design allows issuers to choose DeF'i partners according to factors like
service fees, security, and performance. As shown in Figure 6.3, it incorporates three
main groups of DeFi providers: (i) DEX for trading crypto assets on-chain, (ii) DPP
for establishing leveraged positions with perpetual contracts, and (iii) DAN for moni-
toring conditions and executing smart contract functions upon meeting predetermined

criteria, such as daily or interim rebalancing.

Example 26. A LVT issuer may decide to use Uniswap instead of Sushiswap for
making a 2x long ETH token (ETH2L), while another might select GMX on Arbitrum
rather than dYdX on StarkEx for handling perpetual futures. dYdX appeals to high-
volume traders with its gasless trading, whereas GMX attracts retail traders with
its higher leverage options. Ultimately, both tokens deliver twice the yield of ETH,
but through different DeF'i services: the first approach reduces token operating costs,

while the second prioritizes user adoption.

The process of incorporating DeFi services into LeverEdge is made more efficient
with standardized interfaces. LVT issuers can choose their preferred DeFi partners
without impacting the token’s primary functions. Essentially, LeverEdge creates in-
terfaces that encapsulate DeFi services, enabling the token to function smoothly with

various providers, regardless of their internal procedures.
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Decentralized Exchange (DEX)

Most DeFi systems use USDC as the primary transaction currency, and LeverEdge
operates seamlessly with it. It accepts USDC by default while also supporting ETH-
to-USDC conversion. If users send ETH to the contract, it is automatically converted
to USDC. Similarly, when users sell tokens, they can choose to receive either USDC
or ETH. Interacting with LeverEdge using USDC minimizes conversion fees. In line
with a fundamental principle of blockchain, the requester is responsible for paying all
associated fees. This means that users initiating buy or sell transactions are required
to cover all relevant costs, including any fees for converting USDC to ETH.

In addition to USDC, LINK tokens are required to automate certain tasks. These
tokens are consumed by the Chainlink network to trigger the rebalancing process.
During each rebalancing event, a portion of the perpetual contracts are sold and
converted from USDC to LINK, which is then sent to Chainlink as an incentive to
maintain the rebalancing mechanism.

Interaction with decentralized exchanges is essential for LeverEdge to handle both
internal and external currency conversions. By default, Uniswap is used due to its
lower exchange fees and higher liquidity. However, the modular design of LeverEdge
allows for integration with other DEX providers, such as Sushiswap, Paraswap and

Kyberswap.
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Decentralized Perpetual Provider (DPP)

Decentralized perpetuals offer a decentralized alternative to dominant centralized
platforms, allowing LeverEdge to create long or short exposure to various crypto
assets. When it comes to decentralized perpetuals that can only be traded on L1,
the options are relatively limited due to scalability constraints and high gas fees. The
more viable solution is to use DPPs on L2 networks such as Polygon, Optimism,
Arbitrum, and StarkNet. However, there is a need to make communication between
L1 and L2 seamless to improve the user experience. In this regard, we implement a
gateway contract on L1, which facilitates user interaction with L2.

Users do not need to bridge their funds manually, as the gateway contract handles
this process for them. The gateway contract works in conjunction with the bridge
contract of the corresponding L2 chain, enabling LeverEdge to securely transfer user
assets between the two layers while maintaining decentralization and security. The
gateway contract also communicates with the main contract on L2 through a messag-
ing system. The primary mechanism for transferring data between L1 and L2 involves
sending messages via LeverEdge smart contracts deployed on both layers.

dYdX and GMX are two popular DPP platforms on L2 that can be integrated
with LeverEdge. On dYdX, USDC is the only accepted collateral, and all deposits
must be made in USDC. dYdX has migrated its perpetual v3 trading entirely to the
StarkFx L2 chain. StarkEx, utilizes zk-rollups to enhance transaction throughput and
minimize gas fees. It uses StarkEx to settle perpetual contract trades on its platform,

offering a more efficient and scalable trading experience while maintaining security by
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relying on L1 for data availability. dYdX has implemented the Currency Converter
and StarkFx Bridge contracts on L1, which LeverEdge uses to communicate with the

main dYdX contract on L2.

Example 27. Alice deposits $100 USDC from Ethereum L1 into the ETH2L token,
which is configured to use GMX on Arbitrum. Instead of sending USDC directly
to the main ETH2L contract on the Arbitrum network, Alice sends her USDC to
the ETH2L gateway contract on L1. The gateway contract then interacts with the
Arbitrum Bridge contract deployed on L1 to transfer Alice’s $100 USDC to the main
ETH2L contract on Arbitrum. Additionally, the gateway contract appends metadata

to the transaction, linking the deposited funds on Arbitrum with Alice’s L1 address.

LeverEdge allows seamless selection of providers due to the modular design of the
DPP contract. This decouples the internal mechanics of each provider. The DPP
contract implements the buyPerp () and sellPerp() functions to interact with DPP.
These functions are called by the subscribe() and redeem() methods for buying
and selling futures. Since the internal buy or sell logic is abstracted away from these
methods, token issuers can select the appropriate DPP when initially creating tokens.

LeverEdge supports cross-layer contract interaction, where it sends a transaction
from L1 that not only bridges the funds but also triggers a function call on the main
contract in Arbitrum. This is achieved using the Inbox contract deployed on L1. The
Inbox contract allows the passing of calldata, which specifies the contract to call and
the function to execute once the funds are deposited on L2. LeverEdge uses this
mechanism to communicate with the main contract.
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Example 28. In the Example 27, the L1 Bridge contract of Arbitrum locks Alice’s
USDC on L1 and generates a message sent to the L2 chain. This message is bundled
into a batch of transactions that are eventually processed by L2, crediting the main
ETH2L contract on Arbitrum. Conversely, when ETH2L sells GMX positions and
withdraws funds from Arbitrum, the L2 chain sends a message to the L1 Bridge
contract, which releases Alice’s USDC after a challenge period (i.e., one week in the

optimistic rollup used in Arbitrum).

Decentralized Automation Network (DAN):

Smart contracts cannot autonomously execute their functions based on predefined
conditions or time. They require external triggers, either manual or via centralized
mechanisms, both of which have significant limitations. Manual triggers are imprac-
tical, and centralized solutions are vulnerable to failure or exploitation.
Decentralized solutions like Chainlink address this issue by enabling smart con-
tracts to automate key functions. Chainlink provides a Distributed Automation Net-
work (DAN) that continuously monitors predefined conditions, which may be based
on time, events, computations, or a combination of these factors. Nodes within the
Chainlink network initiate on-chain transactions once the conditions are met, trig-
gering the smart contract’s functions. In LeverEdge, we use Chainlink to automate

both regular and interim rebalancing processes.

135



Modular Architecture

LeverEdge is designed in a modular fashion by defining specific interfaces. These
interfaces outline the required function signatures for inherited contracts without
providing their implementation. By using interfaces, LeverEdge enables standardized
interaction, fostering a modular and extensible contract architecture. Developers can
create custom modules and integrate different providers with the token, as long as
they adhere to the same interface specifications. This flexibility ensures seamless

integration while maintaining compatibility across various components.

Example 29. The swapEth() method is designed to convert ETH to USDC, with
the underlying DEX provider being either Uniswap or Sushiswap. From a functional
perspective, the method’s sole purpose is to perform the conversion, regardless of the
internal mechanism of the chosen DEX. If issuers are not fully satisfied with the service
quality, they can select competing providers. Methods such as setDexProvider (),
setDppProvider (), and setDanProvider () facilitate this flexibility, allowing issuers

to specify providers when initially deploying the smart contract.

If changing the provider does not impact the token’s functionality, it can be per-
formed even after token deployment. In Example 29, the switch from Uniswap to
Sushiswap can occur live, without affecting the fund’s value or futures positions.
This transition ensures that Sushiswap handles the conversion instead of Uniswap,
while maintaining the same currency conversion functionality. The issuer may plan

this change to reduce costs or optimize the conversion process. Similarly, issuers can
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change the DAN live, as it triggers the rebalancing process at specific intervals.

Users Experience

The initial token price is usually set at $1, with a starting supply of zero tokens.
As users deposit funds, the token supply increases proportionally. When users sell
tokens, those tokens are removed from circulation, maintaining a dynamic supply that
adjusts based on user activity. End-user interaction with the token begins by sending
USDC or ETH to the subscribe() method. If users bypass this method and send
funds directly to the smart contract address, they must later use the claim() method
to receive the equivalent value in tokens. This mechanism addresses cases where funds
are mistakenly sent to the smart contract without invoking the subscribe () method.

Upon receiving funds, the smart contract purchases futures aligned with the to-
ken’s leverage. It calls the buyPerp() function from the DPP module to interact with
the futures provider and increase contract positions. Atomic transactions ensure the
consistency of the transaction. Whether it fails or succeeds, the transaction cost is
incurred by the user initiating the new position.

These newly acquired perpetuals directly impact the overall fund value, which
can be validated by calling the getBasketValue() method. This method is usually
called by auditors to ensure proper financial backing. Additionally, the number of
contracts on the DPP can be directly verified, as each buy and sell transaction triggers

a BuyPerp or SellPerp event logged on the blockchain.

Example 30. Bob sends $10K USDC to the subscribe () method of a 3x leverage
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Figure 6.4: The design model of LeverEdge, our proposed decentralized leveraged
token, is presented as a UML class diagram. The LVT contract inherits from the ERC-
20, DPP, DEX, and DAN contracts. Contracts marked in gray are not implemented
and are included only to illustrate possible alternatives. For example, a developer

might prefer to use GMX instead of dYdX in a custom implementation.
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token when the Bitcoin perpetual price is $30K. As a result, $30K worth of futures
contracts are purchased and added to the fund value. The subscribe () method also
invokes the mint () function of the smart contract to update Bob’s token balance
(refer to the ERC-20 interface in Figure 6.4). Bob can later check his token balance

by calling the balance0f () method of ERC-20 interface.

Net Asset Value

The Net Asset Value (NAV) is typically used by users engaging in bulk transactions,
as it reflects the token’s true value. Throughout the trading day, the token price may
fluctuate due to market volatility, resulting in a premium or discount. The NAV price
can be retrieved using the getNAV() method, which calculates the actual price based
on the underlying asset’s value and the token’s leverage, after deducting fees. The
returned value, in USDC, serves as a reference for determining the token’s fair value.

It is worth noting that fees are automatically deducted daily, causing value of
LeverEdge to gradually decrease relative to the futures it holds. This mechanism en-
sures that fees are paid from the token’s total assets, reducing the NAV proportionally.
Consequently, daily fee deductions impact the token’s price over time, making it more
suitable for short-term investments. In a prolonged sideways market, fees may reduce

returns in buy-and-hold scenarios.

Example 31. To sell tokens in the Example 30, Bob can call the getNAV() method
to get the NAV price he will receive. Then, he may invoke the redeem() method and

specify the number of tokens he wishes to sell. The redeem() method calculates the
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equivalent USDC value and transfers it to Bob after selling the corresponding futures.

Bob also incurs all necessary transaction fees when initiating the sale.

6.5.4 Price Dynamics

LeverEdge amplifies exposure to price movements of the underlying (the price of per-
petual futures), both upward and downward. Let P, represent the price of the k-times
leveraged token at time ¢,. The token’s price evolves in response to changes in the
underlying asset Sy, between time t,,_; and ¢,. In continuous time, this price change
can be described by a differential equation that incorporates: (i) token leverage, (ii)
underlying price fluctuations, (iii) funding and management fees. The differential
form of P, is given by the following stochastic differential equation (SDE):

dP(t) _ dS()
P(t) " S(1)

— (F(t) + M(t))dt

Where the first term represents the leveraged return from the underlying perpetual
futures (tracking asset), amplifying the token return by the leverage factor k. F(t)
is the continuous funding fee rate, typically expressed as a daily rate per second.
It reflects the cost (or sometimes gain) of holding the perpetual futures during the
given period. M (t) is the continuous management fee rate, expressed annually but

calculated per second. By solving the SDE over the interval [0,¢], we obtain the
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continuous-time price formula:

Where P(t) is the value of the token (or NAV) at time ¢. P(0) is the initial token
price at time ¢ = 0. The first term reflects the cumulative leveraged return of the
underlying over the time period [0,¢]. 7(S(7)) is the return on the underlying asset
S. The second term accounts for the accumulated funding and management fees over
the same period. In summary, equation 6.3 expresses LeverEdge’s price as a func-
tion of the underlying futures return, adjusted for continuously accruing funding and
management fees. This formulation captures the real-time dynamics of LeverEdge’s
price evolution in response to market movements and the associated costs.

Since funding and management fees are usually expressed as daily or yearly rates,
they can be discretized into small intervals (such as seconds or minutes) to approx-
imate the continuous accrual process. This method ensures that fees are seamlessly
integrated over time, preventing users from avoiding fees by timing their buy or sell
actions just before daily fee deductions. In this regard, formula (6.4) is used to cal-
culate LeverEdge’s price in discrete time between ¢, 1 and ¢,, for intraday token buy

or sell transactions:

A
Ptn :Ptn—l <1+k Stn) X (1_(F’tn+Mtn))a VtZ 1 (64)

Stn—l

M, and F; represent the management and funding fees, respectively. P is calcu-

n
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lated based on the percentage change in the underlying asset S;,. The deduction is
incorporated into the token’s price, meaning holders indirectly pay the fee as the to-
ken value is adjusted daily. There is no need for holders to manually send any funds;

instead, the token’s value continuously reflects the deduction of the fee.

Example 32. Alice deposits USDC into a ETH5L token at 7 a.m. when the token
price is $1 per token. She receives the equivalent ERC-20 tokens in return. By 11
p.m., the price of ETH has increased by 10%. As a result, the ETH5L token rises by
10% x 5 = 50%, reaching $1.50 per token. This amplifies Alice’s initial investment

by a factor of k = 5.

ASi1pm
Pllpm = P7am (1 + 5ﬂ) = $1(1 + 5 X 10%) =$1.5

Tam

Example 33. In the previous example, Alice decides to take profits by selling all
her tokens at 11 p.m., just before the fund rebalancing. However, the smart contract
applies a slight reduction to the token price, reflecting the 2.5% annualized fee and the
0.03% daily futures funding fee. Consequently, Alice’s tokens are valued slightly lower
to account for the operational costs of the smart contract. This approach ensures that

fees are continuously incorporated, preventing Alice from avoiding these deductions
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by selling her tokens just before the fees are applied at midnight.

AS1ipm 2.5%
P = Poo (145 1-0.03 -
1p 7 ( o= | x| %) 365

= $1(1+5 x 10%) x (1 — 0.0003) x (1 — 0.00006849)

= $1.5 x 0.9997 x 0.9999 ~ $1.499448

When users close their positions, the smart contract sells the corresponding futures
positions to match the fund’s notional value with the value represented by the tokens.
Since users initiate the transaction, they incur the transaction costs, including selling
perpetual contracts, withdrawing USDC from the futures provider, deducting fees,
and transferring the USDC to their wallet. It is important to note that the transaction

is atomic, ensuring the seamless execution and consistency of all operations.

6.5.5 Fund Rebalancing

LVTs aim to deliver a multiple of the daily performance of an underlying asset (e.g.,
2x or 3x). Daily rebalancing ensures that the LVT’s leverage ratio is consistent despite
market fluctuations. This is critical as the notional value of both the LVT and fund
can change significantly throughout the day, as the price of the underlying changes.

Let B, represent the numbers of perpetual contracts in a k-times fund. Equation
6.5 suggests that with the change in the price of the underlying (.S;,) and consequently
the price of the leveraged product (V;, ), the notional value of the leveraged fund (L;,)

adjusts, causing the realized leverage ratio of LVTs (k‘;n) to deviate from the stated
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leverage. Mathematically, E[k;n] represents the expected change in /{;;n in response to

the underlying price movement, expressed as:

E[k~ ] o k‘/;nBtn(]' + Rt(n—l)—WL) _ ‘/tnBtn(]' + Rt(n—l)—)n)
tn] = kN, P, Ny P, (1+kRy,

) (6.5)

Where Rt<nf by = SAt Sin denotes the underlying return between time ¢,,_; and t,,. The
n—1

fund notional value L, is given by kN, P, , where P, represents the token price,
as defined in Equation 6.4. It is known that the fixed number of tokens /V;, in the
denominator, scaled by the factor k, fluctuates based on price movements, resulting

in deviations from the intended k leverage ratio.

Example 34. Table 6.4 illustrates the rebalancing process of ETH5L (5x long Ethereum
token) over a 5-day trading period. During the first three days, rebalancing occurred
daily. However, on the fourth and fifth days, interim rebalancing was triggered due
to price fluctuations exceeding 10% within a single trading day, reflecting heightened

market volatility.

Example 35. If we take the second trading day of Example 34, the price of Ether
contracts increased from $3,000 to $3,300, causing the token’s value to grow by a
factor of 5, resulting in a 50% increase. Consequently, the token price rose from $1
to $1.50. However, when comparing the fund’s value to the token’s value, we observe
a deviation of % — 1 = 28% in the leverage. This occurs because the fund holds one
contract (row 3), bringing the notional value of the fund to 1 x $3,300 = $3,300 (row
4). With 600 tokens in circulation (row 14), each 5x token at a price of $1.50, the
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ETHS5L ETHS5L - Before Rebalancing

Day 1 Day 2 Day 3 Day 4 Day 5

1 | Futures Price (S) $3,000 $3,300 $3,135 $2,821 $2,961 $2,664 $2,931 $3,000
2 | Futures Price Change 0.00% 10.00% -5.00% -10.02% 4.96% -10.03% 10.02% 2.35%
3 | Fund Basket Size 1.0000 1.0000 1.3636 1.1663 0.6171 0.7102 0.4000 0.5458
4 | Fund Notional Value (V) $3,000 $3,300 $4,275 $3,290 $1,827 $1,892 $1,173 $1,637
5 | Funding Fee (3*0.01%) $0.90 -$0.99 $1.28 $0.99 -$0.55 $0.57 -$0.35 -$0.49
6 | Volatility Factor 1.0 1.0 1.0 2.5 1.0 2.5 3.5 1.0
7 | Mgmt. Fee -$52.22 -$57.44 -$54.57 -$122.77 -$51.54 -$115.93 -$178.57 -$52.22
8 | Fund Net Value $2,950 $3,243 $4,223 $3,171 $1,776 $1,779 $997 $1,586
9 | Token Supply Change 0 0 50 -30 -20 10 0 -10
10 | Circulating Tokens 600 600 650 620 600 610 610 600
11 | Token Price $1.00 $1.50 $1.13 $0.56 $0.70 $0.35 $0.52 $0.59
12 | Token Value (NAV) $0.98 $1.08 $1.30 $1.02 $0.59 $0.58 $0.33 $0.53

13 | Token Price Change ‘ 0.00% ‘ 50.00% ‘ -25.00% ‘ -50.08% 24.81% -50.15% 50.11% 11.77%
14 | Tokens Value | $600 | $900 | $731 | $343 $421 $213 $320 $352
15 | Tokens Notional Value $3,000 $4,500 $3,656 $1,741 $2,103 $1,066 $1,600 $1,759
16 | Target Leverage 5.00 5.00 5.00 5.00 5.00 5.00 5.00 5.00
17 | Realized Leverage 4.92 3.60 5.77 9.11 4.22 8.35 3.12 4.51
18 | Tracking Error (%) -2% -28% 15% 82% -16% 67% -38% -10%

ETHS5L - After Rebalancing

19 | Fee Basket Size -0.0171 -0.0177 -0.0170 -0.0432 -0.0176 -0.0433 -0.0610 -0.0176
20 | Fund Basket Size 0.9829 0.9823 1.3466 1.1231 0.5996 0.6669 0.3390 0.5282
21 | Fund Basket Delta 0.0171 0.3813 -0.1804 -0.5060 0.1106 -0.2668 0.2068 0.0580
22 | Fund Basket Size 1.0000 1.3636 1.1663 0.6171 0.7102 0.4000 0.5458 0.5863
23 | Fund Notional Value (V) $3,000 $4,500 $3,656 $1,741 $2,103 $1,066 $1,600 $1,759
24 | Rebalanced Leverage 5.00 5.00 5.00 ‘ 5.00 5.00 5.00 5.00 5.00
25 | Rebalancing Type Regular Regular Regular Interim Regular Interim Interim Regular
26 | Rebalancing Schedule 00:00 UTC | 00:00 UTC | 00:00 UTC ‘ 17:43 UTC | 00:00 UTC | 06:12 UTC | 22:32 UTC | 00:00 UTC

Table 6.4: The rebalancing details of the ETH5L (Ethereum 5x long token) over a
5-day trading period. Interim adjustments are triggered by market fluctuations that
exceed the 10% threshold in a trading day.

total token value amounts to 600 x 5 x $1.5 = $4, 500 (row 15). In other words, the

$3,300

Soosss = 0.6 (row

underlying price change reduces the token’s leverage from 5x to
17), causing the fund to no longer accurately reflect the token’s value. To resolve
this issue, the rebalancing process increases the number of contracts from 1 to 1.3636

(row 22), ensuring that the fund’s total value of 1.3636 x $3,300 ~ $4, 500 matches

the total value of tokens.

Example 36. The capital required to increase the number of contracts in Example
35 can either come from debt or the token treasury, funded by the proceeds from the
sale of previous contracts. If debt is used, the interest costs are deducted during the
daily rebalancing process. Alternatively, the token price can be adjusted to maintain
balance. Instead of increasing the fund’s value to $4,500, the token price would be
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reduced to $1.10 per token (row 12).° In this scenario, the total value of the tokens,
600 x $1.1 x 5 = $3,300, matches the value of the fund, 1 x $3,300 = $3, 300,
preventing inflation or deflation of the token price. It is important to note that users
always buy and sell their tokens at the NAV price, which reflects the actual value
of the fund. Both methods have distinct advantages and disadvantages, depending
on the issuer’s business model. From the users’ perspective, sudden changes in token
price, are generally not well-received. Adjusting the fund’s value, rather than altering

the token price, is a more preferred approach.

Rebalancing in LeverEdge managed by the rebalance() method, which logs an
event after each fund position adjustment, including the number of futures contracts
before and after rebalancing, and the delta positions. Fee deductions also take place
during rebalancing to cover the costs of (i) adjusting fund positions through perpetual
providers, (ii) maintaining rebalancing triggers on the automation network, and (iii)

handling cryptocurrency conversions through decentralized exchanges like Uniswap.

6.5.6 Resolved Deficiencies

Taking advantage of all on-chain capabilities enables us to create a completely de-
centralized system, that is a new solution for deploying LVTs. To our knowledge,
LeverEdge is the first design for LVTs that utilizes decentralized perpetual contracts

instead of debt or synthetic positions. It tackles the shortcomings of existing central-

5For simplicity, we have omitted fees in example calculations. However, it is included in the table
to ensure greater accuracy. As a result, there may be slight differences between the example and
the values presented in the table.
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Algorithm 1 LVT Rebalancing Algorithm with 30-Minute Random Ordering

1: Inputs:

2: k: Target leverage ratio (e.g., 2x, 3x, etc.)

3: P.: Fund value at time ¢

4: Ry Underlying asset return at time ¢

5. F: Rebalancing frequency (e.g., hourly, daily, etc.)

6: o4 Volatility at time ¢ (optional)

7. H;: Hedging component at time ¢

8: At: Randomized 30-minute time adjustment for rebalancing

9: Initialize Fund value at t = 0: Py < initialFundValue

10: t <0

11: while market is open do

12:  Step 1: Calculate Fund Value at time t¢:

132 P+ Py x(1+kxR)

14:  Step 2: Determine if rebalancing is needed:

15:  if TimeSinceLastRebalance(t) > F 4+ At or ConditionMetForRebalancing(t)

then

16: Step 3: Calculate Target Exposure:

17: target Exposure; < k x P,

18: Step 4: Adjust Fund Exposure:

19: exposureAdjustment; < target Exposure, — current Exposure,
20: Step 5: Update Fund Value:

21: P, + P, + exposure Adjustment;

22: Step 6: Account for Rebalancing Slippage (if volatility or frictions exist):
23: if o, > threshold or market frictions exist then

24: slippage; < CalculateRebalancingSlippage (o, marketConditions;)
25: P, < P, — slippage;

26: end if

27: Step 7: Introduce random delay (up to 30 minutes):

28: At < Random(0, 30 minutes)

29: LogRebalance(t, P;)
30:  end if
31:  Step 8: Move to the next time step:
32: t+t+1

33: end while

34: Function Definitions:

35: Function TimeSinceLastRebalance(t):

36:  Return the time interval since the last rebalancing event: t — t;,4 Rebalance

37: Function ConditionMetForRebalancing(t):

38:  Additional condition checks (e.g., market volatility spikes or leverage greater
than threshold): return condition_flag

39: Function CalculateRebalancingSlippage(o;, marketConditions;):

40:  Calculate slippage based on volatility or market conditions:

41:  slippage < oy x transactionCosts + pricelmpact, x liquidityConstraints

42: Function Random(min, max):

43:  Return a random number between kit and max: min + (mazx — min) x rand()




ized tokens and fixes issues in decentralized tokens, as outlined briefly below.

6.5.1

6.5.2

6.5.3

6.5.4

6.5.5

6.5.6

6.5.7

6.5.8

Self-custodial: LeverEdge is deployed on the blockchain, offering token holders
complete control of ownership. This enables them to move the token to their
cryptocurrency wallets or to other individuals whenever they want.
Transparency in total supply: LeverEdge incorporates the ERC-20 interface,
which allows for the retrieval of the total supply using the totalSupply variable.
It can be then used for calculating the NAV to trade at fair prices.
Transparency in transactions: All token flow is fully transparent due to the
public recording of every transaction on the blockchain.

Transparency in token holders: The ERC-20 Transfer events can be used to
retrieve the token holders and their corresponding token balances. Each token
transfer is logged on the blockchain, allowing for the recognition of owners. This
helps in evaluating liquidity and identifying potential risks.

Interoperability with DeFi: Being an ERC-20 token, LeverEdge is able to com-
municate with other DeFi platforms that support the ERC-20 standard.
Transparency in financial backing: The futures positions can be validated through
perpetual providers or by verifying the fund value using the getBasketValue().
Ability to audit: The source code is made available on the blockchain for audi-
tors to confirm token functionality and check for security weaknesses.
Front-running protection: The Decentralized Autonomous Network (DAN) sched-
ules rebalancing with a random 30-minute delay. LeverEdge uses a random or-

dering method to hide the exact rebalancing time. This alleviates front-running
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by making sure that trades are not executed before the rebalancing event (Al-
gorithm 1). A network of automation servers distributed by Chainlink also
guarantees required triggers for on-chain rebalancing.

6.5.9 Adherence to leverage: The token’s leverage is fixed, converging to the stated
multiplier on a daily basis. Furthermore, interim rebalancing is activated during
volatile markets when a 10% threshold is reached.

6.5.10 Lower management fees: Futures contracts are used to minimize the impact
of interest payments. Moreover, MultiCall transactions combine various opera-
tions in one block, reducing transaction cost. Executing token transactions on
L2 provides additional savings in costs.

As shown in Table 6.3, most of the identified issues have been addressed in Lev-
erEdge. But some inherent characteristics of the blockchain make it challenging to
eliminate some issues completely, including: (i) the possibility of front-running cannot
be fully addressed. Regardless of the technique used, ultimately miners have access to
transactions and a malicious miner can prioritize its own transaction before the fund
transaction. Therefore, in our design, the risk of front-running by other traders has
been taken into account, (ii) to avoid frequent rebalancing and reduce costs, the re-
balancing process can be delayed for minor deviations. For instance, the leverage of a
2x token can fluctuate in the range of [1.9x, 2.1x]. This range can be tightened, which
increases the management fees of the token. Therefore, this is a trade-off between the
fund’s costs and the acceptable amount of deviation from the stated leverage, which

is specific to the issuer.
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In summary, in LeverEdge, we have fully addressed eight of the ten raised issues,
and the other two are related to the nature of the blockchain and preference of the

issuer, respectively.

6.5.7 Blockchain Implementation

LeverEdge is deployed on the Ethereum Testnet, where various DeFi partners run
active instances.® This allows for thorough testing of the token before its official
launch on the Mainnet. As is widely known, the EVM” can only execute low-level
code known as bytecode (binary data). Developers typically write smart contracts in
high-level programming languages like Solidity or Vyper, which are then compiled into
bytecode for execution. This creates a challenge when analyzing smart contracts, as
security assessments often rely on the bytecode rather than the original source code.
Several techniques, similar to those used in traditional software quality assurance, are
employed to inspect smart contracts for vulnerabilities (e.g., static analysis, dynamic
analysis, taint analysis, etc.). While these automated tools do not guarantee absolute
security, they offer valuable insights and checks to help identify potential issues.

We used Slither (by Trail of Bits) and MythX (by ConsenSys) for auditing smart
contracts of LeverEdge. Slither relies on static analysis and taint analysis. MythX
uses a combination of static analysis, symbolic execution, and fuzzing for a more
comprehensive dynamic analysis [120, 100, 46]. Slither flagged potential vulnerabil-

ities related to the low-level call in the call.value() method, which addresses the

6LeverEdge implementation on the Testnet: http://tiny.cc/ikblzz
7A decentralized computing environment that executes smart contracts on the Ethereum network.
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freezing Ether issue by allowing the owner to withdraw ETH. Following the Istanbul
hard fork (EIP-1884), using call.value() is the recommended method for trans-
ferring ETH from smart contracts [77]. MythX, the second audit tool, identified a
potential Re-entrancy attack in the noReentrancy modifier [31]. Modifiers in Solidity
are commonly used to enforce checks before executing functions [63], and employing
them is a standard technique for mitigating re-entrancy attacks [84]. Since Slither did
not detect this issue, it appears specific to MythX. Both reported issues were deemed

false positives, and the code successfully passed all required security checks.

6.5.8 Simulation Results

We demonstrate how LeverEdge can handle current challenges effectively. Introduc-
ing a 30-minute variation in the timing of rebalancing conceals the specific time of
rebalancing, minimizing the possibility of front-running (Algorithm 1). Furthermore,
the use of MultiCall transactions reduce management fees by as much as 14%. The
majority of token operations have been carried out on Layer 2, leading to a reduction
in transaction costs and daily rebalancing expenses of up to 99.6%. This reduces the

negative effect of fees on the erosion of token value.

Performance Testing

We assess the performance of LeverEdge by connecting to a local copy of the Main-
net, replicating the current state of the Ethereum blockchain. This setup allows for

comprehensive testing with minimal cost and delay, providing valuable insights into
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LeverEdge’s behavior. Compared to Ethereum Testnets, this method enables instan-
taneous transaction processing and offers full control over the blockchain’s behavior
during testing. Nonetheless, the contract code has also been published on the Goerli®

test network for external validation and broader accessibility.”

Testing Platform: We employ Foundry, a smart contract development framework
for Ethereum, created by Paradigm [79]. It is designed to streamline the testing, and
deployment of smart contracts by offering the following key components:

e Anwvil: It is an Ethereum node simulator, enabling developers to spin up a
blockchain environment locally [78]. It supports fast testing, debugging, and
simulating different conditions for Ethereum smart contracts using real blockchain
data. Anvil supports methods like eth_estimateGas () for simulating how much
gas a transaction would cost. Additionally, we can use tracing and debug-
ging methods like debug_traceTransaction() to investigate failed transactions
when testing LeverEdge.

e [Forge: It is the core component of Foundry, allowing developers to compile,
deploy, and test smart contracts. We used it to write and run unit tests and
interact with LeverEdge through transactions, calls, and state modifications.
Tests are written as functions in Solidity and can simulate different accounts
and contract states.

In summary, we utilized the Forge testing framework to write and execute unit

8Goerli and Sepolia are two test networks launched in 2019 and 2021. Ethereum developers use
them to test their applications before deploying on the Mainnet.
9LeverEdge implementation on the Testnet: http://tiny.cc/ikblzz
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tests. The code interacts with the local instance of Anvil to mimic both the trans-
action and state behavior of the Ethereum network. Additionally, logs and required
metrics are collected throughout the testing process for further analysis. Before pro-
ceeding with the analysis, it is crucial to estimate gas fees on Ethereum to understand

potential operational costs more accurately.

Gas Fee Estimate: As we know, transaction fees on Ethereum are measured in
Gwei'? and fluctuate based on network congestion. Each transaction on the Ethereum
network consumes a certain number of gas units, which varies depending on the
complexity of the transaction (e.g., sending ETH is less costly than interacting with
a smart contract). The total gas cost in ETH for each transaction can be calculated
as Gas price in Gwei x Gas units used x 1072, This cost can then be converted to

USD using Gas cost in ETH x ETH price in USD.

Example 37. Alice uses Uniswap to swap ETH for USDC with the gas price set
at 20 Gwei, and the transaction requiring 210,000 gas units. The total transaction
cost for Alice on the Mainnet is calculated as 20 x 210,000 x 107 = 0.0042 ETH.
Assuming the price of Ether is currently $2,500, the cost of this swap in USD would

be 0.0042 x $2,500 = $10.5 USD.

To check how the token works in different market conditions, we first need to

estimate the average gas price for the entire year. Figure 6.5 displays the maximum

10Gwei is the standard unit for expressing gas prices, where 1 Gwei equals 0.000000001 ETH, or
10~? ETH. Since gas prices are typically small fractions of Ether, using Gwei simplifies the repre-
sentation, making it more practical by avoiding cumbersome decimal places in ETH. For example,
a gas price of 20 Gwei is much easier to interpret than 0.000000020 ETH.
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Figure 6.5: Ethereum price in USD (left) and gas prices in Gwei (right) fluctuated
from Sep-2023 to Sep-2024. Gas fluctuations were influenced by periods of high
congestion or increased demand for transaction throughput. The maximum gas price
during this period was 98.68 Gwei, recorded on March 5, 2024, while the minimum
gas price was 2.22 Gwei on August 31, 2024 (source: etherscan.io/chart).

and minimum Ethereum price (left chart) and gas prices (right chart) from Sep-
2023 to Sep-2024. The estimated average gas fee over this period, calculated using

Equation (6.6), is 23.21 Gwei (represented by the orange line in Figure 6.5).

>_ Daily Gas Prices  8473.40 Gwei

Number of Days 365 202t Gwel (6.6)

Average Gas Price =

This average is sensitive to outliers (extremely high or low gas prices) and may be
skewed upward. As shown in the right chart, there are noticeable spikes in gas fees
due to high network congestion and major events. We can also calculate the median,
which is 18.11 Gwei. It represents the middle value of the gas prices (the dashed blue
line in Figure 6.5).

Unlike the average, the median is less sensitive to extreme outliers and provides

a more realistic reflection of the typical gas price. Since Ethereum gas fees can be
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highly volatile due to sudden demand surges, the median often serves as a better
measure of the typical gas fee. However, as our objective is to estimate the average
cost over time (including periods of high activity), the average is more appropriate
and will be used in our analysis. In future calculations, we will use 23.21 Gwei and
$2,763 as the fixed gas fee on the Mainnet and ETH price, respectively.

Since the main token processing occurs on Layer 2, there is a need to consider
gas prices on Arbitrum. From Sep-2023 to Sep-2024, the average gas fee on the
Arbitrum network was 0.09 Gwei. This consistently low fee is a result of Arbitrum’s
Layer 2 architecture, which helps maintain gas prices significantly lower than those

on Ethereum’s Layer 1 network.

Rebalancing Cost

To estimate daily rebalancing cost for LeverEdge, we need to break down the Ethereum

gas costs based on the interaction with each application:

e Interaction with Uniswap V3: Swapping ETH to USDC involves a swap function,
which typically costs around 120K to 180K gas depending on the liquidity condi-
tions. We assume an average gas cost of 150K gas for the swap operation.

e Interaction with GMX: The cost of interacting with the GMX protocol to buy and
sell perpetual via USDC requires executing smart contract calls to open and close
positions. These operations are relatively complex and typically consume around
300K to 400K gas per transaction. For the purpose of our analysis, we assume an

average of 350K gas for a typical buy/sell transaction.
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e Chainlink Keeper Network: The keeper service triggers the rebalancing at a daily
interval. The rebalancing trigger itself can vary, but Chainlink Keeper services
typically use around 200K gas for basic triggers. Randomized delays add some
variability as well. We assume 250K gas for each rebalancing trigger.

The total required gas is the sum of all interactions. Assuming the sequence of

operations for a single rebalancing includes: (i) one Uniswap V3 swap for required

conversions at 150K gas, (ii) one GMX buy/sell operation for perpetuals at 350K
gas, and (iii) one Chainlink Keeper rebalancing trigger at 250K gas, the total gas
consumption per day is 150K + 350K + 250K = 750K gas unit.

The cost of executing transactions on Ethereum Mainnet is influenced by network
gas prices and the price of ETH in USD. As previously estimated, the average gas
price is 23.21 and 0.09 Gwei on the Mainnet and Arbitrum, respectively. Therefore,
the total cost of rebalancing for the required 750K gas, when ETH is priced at $2,763,

can be calculated as follows:

Mainnet rebalancing cost = Gas units x Gas fee x 107 x ETH price in USD
= 750K x 23.21 Gwei x 1077 x $2,763

= 0.0174075 ETH x $2, 763 = $48.10 USD

Thus, based on average gas price conditions, the estimated daily rebalancing cost
is $48.10 on the Mainnet. However, network congestion can lead to significant cost
variations. As demonstrated in Figure 6.5, when the gas price on the Mainnet dropped

to 2.22 Gwei, the daily cost decreased to just $4.56, representing a 90% reduction.
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Conversely, during congestion spikes, costs surged to as much as $204.49, a 426%
increase when the gas price reached 98.68 Gwei. To mitigate these fluctuations, we

have implemented specific techniques to reduce overall rebalancing expenses.

Employing MultiCall Transactions: Bundling multiple operations into a single
transaction can reduce costs by minimizing redundant gas expenditures that occur
when each transaction is executed separately [98]. Chainlink Keeper can trigger a
single atomic bundle that executes all operations (Uniswap swap, dYdX/GMX Perps
trade, and the rebalancing trigger itself) in one transaction. In this approach, all
three operations share the transaction overhead costs (such as state updates and
transaction initialization), further reducing the total gas consumption. Our analysis
indicates that the 750K gas required for rebalancing can be reduced by an average of

14% using MultiCall transactions.

Using L2 Chains: L2 solutions reduce gas costs by enhancing transaction effi-
ciency, batching multiple transactions, and leveraging Ethereum’s Mainnet solely for
security and final settlement [82]. By consolidating many transactions and posting
them to Ethereum as a single entry, they distribute gas costs across a larger number
of users, lowering individual fees. This allows users to benefit Ethereum’s robust

security while paying only a small fraction of the gas fees compared to the Mainnet.

Example 38. On Ethereum Mainnet, the average cost for a token swap is approxi-
mately $4.03, fluctuating between $3.99 and $4.54 depending on network congestion.
In contrast, L2 networks like Arbitrum and Optimism can reduce these fees dra-
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matically, often bringing the cost down to between $0.09 and $0.18 per swap [42],

representing more than 95% savings in transaction costs.

LeverEdge implements a gateway contract on L1 to establish communication with
the main contract on L2. This gateway is configurable and can connect to any L2 net-
work where the main contract is deployed. We currently use Arbitrum and StarkEx,
where active instances of GMX and dYdX already operate. dYdX offers perpetual
contracts on various assets and is known for deep liquidity and zero gas fees. Compar-
atively, GMX provides low-cost, low-slippage trading on Arbitrum. While the zero
gas fees on dYdX can fully eliminate rebalancing costs, issuers may still prefer GMX
on Arbitrum due to its popularity among retail traders. In this case, the rebalancing

cost would still be 1 — $$fé.1190 = 99.6% cheaper than on the Mainnet.

Arbitrum rebalancing cost = Gas units x Gas fee x 1072 x ETH price in USD
= 750K x 0.09 Gwei x 1077 x $2,763

= 0.0000675 ETH x $2,763 = $0.19 USD

6.6 Contributions

The identified deficiencies in Chapter 5 inspired us to consider possible solutions. We
propose that operating on-chain mitigates most concerns (see Table 6.1) but building
an on-chain LVT is non-trivial. The details of the design of LeverEdge are discussed

through the following research questions:
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RQ 1: What potential solutions could be proposed to address the cur-
rent deficiencies of LVTs? Implementing LVT on the blockchain can enhance
transparency in total supply, transactions, holders, custody, auditing, and financial
backing. On-chain implementation should be adopted by LVTs to mitigate risks in
centrally issued tokens. Despite proposed solutions for front-running, miners may
still exploit this by including and delaying rebalancing transactions to prioritize their
own, so the risk can be reduced but not fully eliminated.

To reduce tracking error: (i) increase rebalancing frequency to n blocks, poten-
tially using L2 chains for lower fees; (ii) perform interim rebalancing at asset price
thresholds (e.g., +£10%), mitigating sudden price impacts; (iii) allow leverage varia-
tion (e.g., [1.95x, 2.05x] for 2x tokens) to limit frequent rebalancing. This strategy
should be explained to investors as a workaround rather than a definitive fix.

Management fees in LVTs can be reduced by: (i) employing algorithms to optimize
trade timing and size, minimizing slippage and costs; (ii) cross-trading between long
and short funds, allowing internal matching to cut costs; (iii) leveraging L2 chains

and MultiCall transactions to further reduce expenses.

RQ 2: What mitigation has been already done, and how far have these
efforts been successful in eliminating the problems? Even though there have
been notable attempts to decentralize LVTs by FLI, Contango, Cube, Squeeth, Toros
and TLX tokens, a closer look at their functionality shows ongoing shortcomings that

need to be addressed. In this regard, we propose and evaluate a new L1-L2 hybrid
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model, LeverEdge, and compare how well it performs against others.

RQ 3: Can a new decentralized design, LeverEdge, succeed in effectively
eliminating the existing shortcomings? As shown in Table 6.3, most of the
identified issues have been addressed in LeverEdge. But some inherent characteristics
of the blockchain make it challenging to eliminate some issues completely, including:
(i) the possibility of front-running cannot be fully addressed. Regardless of the tech-
nique used, ultimately miners have access to transactions and a malicious miner can
prioritize its own transaction before the fund transaction. Therefore, in our design,
the risk of front-running by other traders has been taken into account, (ii) to avoid
frequent rebalancing and reduce costs, the rebalancing process can be delayed for
minor deviations. For instance, the leverage of a 2x token can fluctuate in the range
of [1.9x, 2.1x]. This range can be tightened, which increases the management fees of
the token. Therefore, this is a trade-off between the fund’s costs and the acceptable

amount of deviation from the stated leverage, which is specific to the issuer.

RQ 4: How is the efficiency of LeverEdge on the Ethereum blockchain
compared to the efficiency of existing decentralized LVTs? LeverEdge has
addressed eight of the ten raised issues, and the other two are related to the nature
of the blockchain and preference of the issuer, respectively. Our fully decentralized
design is the first to deploy LVTs by utilizing decentralized perpetuals instead of debt
or synthetic positions. This method addresses the shortcomings of centralized tokens

and resolves issues in existing decentralized implementations. Key advantages :

160



e Full ownership control for token holders through blockchain-based custody.

e Full transparency of total supply and transactions, recorded on the blockchain.

e Seamless interoperability with DeFi and availability for on-chain auditing.

e Verifiable financial backing via decentralized perpetual exchanges.

e Alleviation of front-running through randomized rebalancing, triggered by a
decentralized autonomous network provided by Chainlink.

e Fixed leverage, with interim rebalancing to manage market volatility.

e Lower costs achieved through MultiCall transactions and L2 deployment.

6.7 Discussion

Leveraged tokens (LVTs) aim to mirror the advantages of leveraged ETFs (LETFs)
seen in traditional markets. LVTs essentially combine the functionality of futures
contracts or debt positions into a single token that can be traded on the spot mar-
ket. Although they have the potential to result in significant profits, they also have
the capability to increase potential losses. Despite involved risks, traders find LVTs
appealing due to their simplicity, which removes the requirement for constant super-
vision of leveraged positions. In contrast to derivatives and margin trading, LVTs
provide a less risky option with relatively modest returns, making them attractive to
traders looking for a balanced risk-reward ratio.

Since 2019, over 1,600 leveraged tokens have been offered by various issuers. Pre-

vious research has identified ten key deficiencies in the technical and financial per-
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formance of these tokens. In this work, we review these issues and propose practical
solutions. Decentralization stands out as the primary approach for resolving these
deficiencies, along with enhancements to the internal algorithms governing the tokens.
We also assess the performance of six decentralized tokens, identifying areas where
further optimization is still needed.

To address these shortcomings, we introduce LeverEdge as a fully decentralized
LVT, integrating the proposed solutions. Utilizing a hybrid L1-L2 architecture allows
for seamless interaction with higher L1 liquidity while taking advantage of the faster
execution and reduced fees on L2 chains. We evaluate LeverEdge in similar situations
as other LVTs, demonstrating its capability to tackle the recognized flaws. It employs
perpetual futures for generating leverage and incorporates a cross-chain mechanism
for compatibility with various L2 ecosystems. Its design is focused on composability
and deployed on the Ethereum blockchain. The open-source code has successfully
passed security audits, serving as a blueprint for developing new decentralized LVTs

or transitioning current centralized versions to decentralized options.
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Chapter 7

Concluding Remarks

7.1 The Broader Context

ERC-20 remains the dominant token standard in the Ethereum ecosystem, and re-
solving longstanding vulnerabilities within its framework is essential for protecting
investors. One achievement in this research was addressing the “Multiple Withdrawal
Attack” in 2019, an issue that has persisted since 2016. Following this, our study
extended its scope in 2020 to investigate other potential security concerns within
ERC-20 implementations. By systematizing 82 distinct vulnerabilities and best prac-
tices applicable to ERC-20, the research laid the groundwork for improved token
safety. TokenHook, developed in 2021 as part of this work. It addresses these vul-
nerabilities and provides stronger compliance and security compared to the top 10
ERC-20 tokens currently in use.

Beyond technical improvements, this work focused in 2022 on the economic im-
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plications of ERC-20’s use as a derivative token, particularly within the context of
leveraged tokens (LVTs). The analysis identified 10 key shortcomings, ranging from
transparency issues to risks associated with market volatility and rebalancing mech-
anisms. Solutions were proposed for each identified problem, demonstrating the po-
tential for better investor outcomes through targeted improvements.

To understand the landscape further in 2023, the research reviewed six existing
decentralized LVTs to evaluate their effectiveness in mitigating these issues. This
evaluation revealed gaps in current approaches and underscored the need for a more
comprehensive solution. In this respect, LeverEdge was proposed in 2024 as an hybrid
L1-L2 model that (i) inherits the enhanced security properties of TokenHook and (ii)
addresses most of the economic and operational deficiencies found in current LVTs.
By integrating these advancements, LeverEdge ensures a more secure and reliable
investment framework for users.

The summary of contributions from 2019 to 2024 is shown in Figure 7.1, high-
lighting that TokenHook directly addresses vulnerabilities inherent in ERC-20 tokens,
enhances security, and safeguards users against potential threats such as the “Multi-
ple Withdrawal Attack”. LeverEdge, on the other hand, addresses the structural and
operational deficiencies found in current leveraged tokens (LVTs), providing a more

secure and transparent model for users seeking leveraged exposure to crypto-assets.
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Figure 7.1: The research contributions timeline from 2019 to 2024 began with re-
solving the “Multiple Withdrawal Attack” on ERC-20 tokens in 2019, followed by
exploring additional ERC-20 security issues in 2020, developing TokenHook as a se-
cure ERC-20 smart contracts in 2021, studying ERC-20’s economic implications in
2022, identifying LVT deficiencies in 2023, and concluding with addressing LV'T short-
comings using LeverEdge in 2024.

7.2 Recommendations for Ethereum

This work focuses on strengthening investor protection by improving security, user ex-
perience, and economic performance within the Ethereum ecosystem. Recommended

changes and lessons learned from this work are as follows.

7.2.1 Reform of Approval Mechanism

The current approval process poses risks, particularly through indefinite allowances.
To enhance investor protection, the Ethereum ecosystem should consider more se-
cure approval models such as session-based (time-limited) or single-use approvals.

Session-based approvals allow users to grant token allowances for a specific period
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or session, automatically expiring afterward. Single-use approvals permit a one-time
token transfer, after which the allowance is revoked. These mechanisms reduce the

risk of unauthorized or forgotten permissions, enhancing overall security.

7.2.2 Prioritization of Withdrawal Mechanism Security

TokenHook’s approach to addressing vulnerabilities such as the “Multiple Withdrawal
Attack” highlights the importance of secure withdrawal protocols. Establishing stan-
dards for secure withdrawal practices can ensure consistent safety across ERC-20

implementations, reducing investor risk.

7.2.3 User-Friendly and Transparent Token Interactions

Simplifying how users interact with tokens can enhance protection by reducing user
error. Recommendations include wallet-level support for contextual allowances and
token-level permissions. Integrating clear interfaces and notifications regarding token
approvals, their limits, and duration can empower users to make informed decisions
and prevent common mistakes such as granting excessive or indefinite permissions.
Transparent interaction mechanisms should also include detailed transaction sum-
maries that explain the purpose and consequences of each action, ensuring users

know exactly how their tokens are being utilized.
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7.2.4 Continuous Focus on Cost and Performance

Leveraged tokens rely on perpetual futures and high gas fees and scalability limi-
tations on L1, acts as an obstacle to their development. This serve as a reminder
that Ethereum’s long-term success depends on its ability to keep transaction costs
reasonable. Future updates should aim to improve Ethereum’s L1 performance while

ensuring L2 solutions are sustainable and integrated tightly into the ecosystem.

7.3 Future Work

The findings of this research underscore the importance of investor protection within
the Ethereum ecosystem, achieved through targeted solutions addressing specific vul-
nerabilities and deficiencies in ERC-20 tokens. The development of TokenHook and
LeverEdge exemplifies how focused improvements can enhance the safety and relia-
bility of DeFi interactions. But still work on the following in the future can create

more resilient, transparent, and secure instruments align with investor expectations.

7.3.1 Improved Rebalancing Algorithms

One of the primary issues with LVTs is the volatility decay resulting from frequent
rebalancing. Future research could explore more efficient and adaptive rebalancing
algorithms that minimize value erosion, especially in high-volatility markets. Machine
learning techniques could be applied to predict optimal rebalancing times, reducing

the negative impact of market swings on leveraged positions.
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7.3.2 Enhancing the Security of Other Fungible Tokens

Future research on ERC-20 tokens should broaden its focus to include other types of

fungible tokens, such as ERC-777 and ERC-1155 tokens.

7.3.3 Cross-Chain Leveraged Tokens

Future work could investigate creating LVTs that function seamlessly across multiple
blockchain ecosystems. Cross-chain capabilities could improve access to different DeFi
platforms and liquidity pools, enhancing the usability and adoption of LVTs while

reducing exposure to a single network’s limitations or issues.

7.3.4 Leveraging Account Abstraction for Enhanced User
Protection

Account abstraction (AA) has the potential to improve user protection by allowing
transactions to be bundled and executed under user-defined conditions [53]. It can
integrate security checks directly into wallet operations. This makes it possible for
users to implement tailored permissions and rules for token interactions, adding an
extra layer of protection on top of the built-in safeguards of the TokenHook and
LeverEdge. While AA complements the work done on the token contract level, future
research could explore how AA can be used to create safer, user-controlled mechanisms

for managing LVT trades based on pre-set criteria.
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