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Abstract

Automated File-Level Logging Generation for Machine Learning Applications using LLMs:
A Case Study using GPT-40 Mini

Mayra Sofia Ruiz Rodriguez

Concordia University, 2025

Logging is essential in software development, helping developers monitor system behavior and aiding in
debugging applications. Given the ability of large language models (LLMs) to generate natural language and
code, researchers are exploring their potential to generate log statements. However, prior work focuses on
evaluating logs introduced in code functions, leaving file-level log generation underexplored—especially in
machine learning (ML) applications, where comprehensive logging can enhance reliability.

In this study, we evaluate the capacity of GPT-40 mini as a case study to generate log statements for ML
projects at file level. We gathered a set of 171 ML repositories containing 4,073 Python files with at least one
log statement. We identified and removed the original logs from the files, prompted the LLLM to generate
logs for them, and evaluated both the position of the logs and log level, variables, and text quality of the
generated logs compared to human-written logs. In addition, we manually analyzed a representative sample
of generated logs to identify common patterns and challenges.

We find that the LLM introduces logs in the same place as humans in 63.91% of cases, but at the cost of a
high overlogging rate of 82.66%. Furthermore, our manual analysis reveals challenges for file-level logging,
which shows overlogging at the beginning or end of a function, difficulty logging within large code blocks,
and misalignment with project-specific logging conventions. While the LLM shows promise for generating

logs for complete files, these limitations remain to be addressed for practical implementation.
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Chapter 1

Introduction

1.1 Thesis Introduction

Logging plays a critical role in modern software development. It enables monitoring in production
environments [42], facilitates performance analysis [[62]], and supports failure diagnosis and debugging
efforts [65,163)167]]. Effective logging requieres developers to make two critical decisions: what-to-log and
where-to-log.

The what-to-log problem refers to deciding the appropiate log ingredients. As illustrated in listing
a log statement includes the log level (e.g., info), which indicates the severity of the log; the log text (e.g.,
Evaluation metrics, which describes the activity being recorded; and the log variables (e.g., eval_metric),
which capture dynamic runtime information. On the other side, where-to-log concerns the location in the

code where the log should be introduced.

Listing 1.1: Anexample of log ingredients. Log level is info, log text is “Evaluation

metrics: ” and the log variable is “eval_metric”

1 |log.info(f’Evaluation metrics: {eval_metric}’)

The complexity of these logging decisions has been a subject of study of researchers, which have created
different tools aiming to help developers make better log decisions [31} 9} [12]. However, the introduction
of large language models has opened new possibilities for automating software engineering tasks, showing

promising results in code generation [26], testing [20], and bug resolution [S9].



As a result, the application of LLMs to automate log generation has gained traction in the research
community. For instance, Mastropaolo et al. [35] introduced LANCE and later LEONID [37/]], both models
trained on millions of methods to generate log statements at the method level. However, the fine-tuning
process for these models requires significant computational resources. To reduce training demands, Xu et al.
[61] proposed a framework that uses an in-context learning prompt paradigm with a few carefully selected
examples to guide the model to generate logs. Building on this direction, Li et al. [28]] evaluated different
LLMs’ performance on log generation. Their study involves removing log statements from functions and
using placeholders where logs should be introduced before prompting the LLM.

Despite these advances, existing research focus exclusively on inserting a single log within a method,
failing to provide LLMs with the context of an entire file and overlooking the realistic scenario where multiple
logging statements are needed in the file. We focus on file-level logging since many machine learning (ML)
files define key variables, configurations, and processes outside functions or classes, making function-level
approaches insufficient to capture the full logging context. Furthermore, compared to traditional software,
ML applications introduce unique challenges compared to traditional data: there is an inherent dependency
on data [2]], and their non-deterministic behavior makes it difficult to debug [41]]. ML applications show
lower log statements than traditional software, averaging one log statement per 1,150 lines of code in ML
applications using Python [14]. As a result, using LL.Ms for this purpose is not systematically explored.

In this study, we aim to investigate how GPT-40 mini performs in the task of logging complete ML files,
without specifying any placeholder in the code. To this end, we first curate a list of 371 ML projects on
GitHub. We extract all Python files from each project and determine which Python files have at least one log,
reducing our dataset to 171 projects. We collect a dataset consisting of 4,073 Python files, then we remove
the logs in the files and prompt GPT-40 mini to generate logs for these files. Based on this dataset, we aim to

answer the following three research questions:

RQ1: To what extent does GPT-40 mini log in the same position as human written logs? We aim to
understand human and LLM logging patterns because, while logging is essential for debugging, LLMs’
tendency toward verbose outputs [52]] might result in excessive logging. We compared the position
of logs for both human-written and GPT-40 mini generated logs. We find that the LLM prioritizes
comprehensive logging coverage, as shown by its low underlogging rate (4.75%) and moderately high

coverage (63.91%). However, that results in generating a large number of logs: 5.15 times more than



RQ2:

RQ3:

those written by humans. Even in cases where both humans and the LLM logged, the LLM tends to

include more logs overall, with a rate of 68.03%.

How does GPT-40 mini perform at logging ML applications compared to human developers? We
aim to understand the quality of LLM-generated logs compared to human-written logs. To this end, we
analyze the generated logs in terms of ingredients: level, variables, and text; and compare them to the
corresponding human-generated log. We find that GPT-40 mini shows moderate quality but significant
limitations when generating logs compared to human developers. While it matches the log levels with
59.19% exact match and 84.34% average ordinal distance, it identifies only 40.58% of variables that
the human logged. Its log texts are similar in meaning to human logs (ROUGE-L: 0.316), but uses
different vocabulary and phrasing (BLEU-4: 0.050), and require substantial editing to match human

logs (Levenshtein: 0.735).

What are the challenges of using GPT-40 mini for automated log generation? We aim to identify
GPT-40 mini’s limitations in file-level logging. For this purpose, we categorize all developer-LLM
pairs of logs into four categories: overlogging, underlogging, different levels, and different variables.
We get a stratified sample of 384 pairs of logs, and manually analyze the surrounding code in which
they were introduced. We find that GPT4-0 mini’s main challenge is overlogging (85.8%), with most
logs introduced at the start or end of a function. Moreover, the LLM underlogs (4.7%), particularly in
large code blocks. In cases with different log level (5.3%), the LLM does not align with project-specific
logging conventions. Finally, in case of different variables captured between humans and the LLM
(4.3%), the LLM sometimes misses important variables that are present in the GT, despite the larger

available context.

Based on our findings, we discuss key considerations for using GPT-40 mini in logging complete ML files.

While LLMs can generate useful log statements, they often overlog, potentially cluttering code and reducing

its effectiveness for debugging. Developers should critically review LLM-generated logs to ensure relevance

and avoid excessive logging. Additionally, repository-specific logging configurations, such as custom log

levels, are generally overlooked but crucial for log generation in real-world projects. Our results suggest that

future tools might benefit from this information to generate higher-quality logs that aligns better with previous

developers’ preferences.



1.2 Thesis Overview
This thesis is organized as follows:

* Chapter 2] describes the literature review. We start by reviewing studies on the use of LLMs in software
engineering tasks. Then, we examine machine learning studies related to maintenance and monitoring,
followed by empirical studies on logging practices in traditional software engineering code. Finally, we
review existing approaches for automating logging statement generation. This final section is organized
into three areas: research on what-to-log (log level, variables, and text), where-to-log (the position of

the log in the code), and research on generating complete log statements.

* We detail our study design in Chapter[3] We first describe the characteristics of the GitHub repositories
we mined and the process we followed to select files for our study. We then explain how we determine
the position of each log in our dataset, define the prompt used in our study, and describe how we paired

human-written logs to LLM generated ones.
» We present the results of our three research questions in Chapter [4]
* We discuss the implications of our findings and provide recommendations in Chapter 5]

* We outline the limitations of our study in Chapter|6| where we examine the internal and external validity

of our thesis.

* Finally, Chapter[7] presents our conclusion and discusses the key directions for future work.

1.3 Thesis Contributions
The main contributions of this thesis are as follows:

* We provide empirical evidence on the effectiveness of GPT-40 mini for automated file-logging

generation.

* We discuss the challenges of using GPT-40 mini for file-level log generation based on our manual

analysis.



» To promote the reproducibility of our study and facilitate future research on this topic, we publicly

share our scripts and datasetE]

1.4 Related Publications

The work presented in this thesis has been submitted to the following venues:

* Mayra Sofia Ruiz Rodriguez, SayedHassan Khatoonabadi, and Emad Shihab. Automated File-Level
Logging Generation for Machine Learning Applications using LLMs: A Case Study using GPT-40

Mini. Submitted to IEEE/ACM International Conference on Automated Software Engineering (ASE).

Uhttps://zenodo.org/records/15558239



Chapter 2

Literature review

In this chapter, we provide an overview of the relevant work to our thesis. We first review studies on the
use of large language models in software engineering tasks. Then, we examine studies on machine learning,
followed by empirical studies on logging practices. Finally, we review existing approaches for automating

logging statement generation.

2.1 Large language models for software engineering

Large language models (LLMs), such as GPT-40 mini [44] and Claude Sonnet 4 [3]], are deep learning
models pre-trained on large quantities of unlabeled data. LLMs are typically based on the transformer
architecture [58]], that consists of a set of neural networks called an encoder and a decoder.

LLMs have demonstrated string performance in a wide range of natural language processing tasks, as well
as coding and software engineering tasks. Some software engineering applications include code generation
[26], requirement classification [17]], root cause analysis [1], code translation [45] and code review automation
[57, 27]. Since most LLMs come already trained in general data and are not really trained in a specific
task, fine-tuning has been gaining adoption, which is further training an LLM model on a smaller dataset.
For example, Chen et al. [[7]] introduced Codex, which is a GPT model fine-tuned on code, and they also
introduced the evaluation set HumanEval to measure code correctness. Similarly, Hey et al. [[17] fine-tuned
a BERT model [10] on a set of functional and non-functional requirements for requirements classification.
Furthermore, Mastropaolo et al. [36] fine-tuned a TS (Text-to-Text Transfer Transformer) model [S0] to

generate code summaries.



Specific to logging, Li et al. [28] evaluated LLMs for automated log generation. However, their study
focused on function-level generation and did not explore LLM behavior when provided with a broader context.
Our study addresses this gap by investigating how GPT-40 mini generates log statements for a complete file,

and sheds light on how the LLM logs machine learning files.

2.2 Machine learning applications and maintenance challenges

In recent years, machine learning (ML) applications have been surging in popularity, introducing unique
challenges that distinguish them from traditional software development. ML applications inherently depend
on the training data, which typically evolves and expands alongside the systems they support [47]. This
data centric characteristic makes data managing and versioning significantly more complex than traditional
software [2]].

Maintaining ML systems in production is particularly complex. These systems face unique monitoring
challenges to ensure reliability [41] and explainability [22]. Practitioners often struggle to detect issues
such as data drift, bias, and failures [41]. ML applications also introduce different forms of technical debt,
including data dependencies, and sensitivity to changes in the external world [53]]. To be able to detect such
changes in data requires close monitoring [4)]. Shankar et al. [S5]] highlight that developers stress the need to
log information at all stages of the ML pipeline (e.g. model training) to support future debugging.

Foalem et al. [[14] conducted an empirical study of logging practices in ML applications. Their study
revealed that ML-based applications use both general logging libraries (e.g., logging) and ML-specific
libraries such as Wandb [8]] and MLFlow [39]. Their results show that the most frequently used logging levels
in ML applications are info and warning, and the model training stage contains the highest number of logs
across the ML pipeline. Importantly, their study revealed that ML applications have a significantly lower log
density than traditional software, with one log statement per 1150 lines of code.

Our thesis builds on this line of work by exploring how LLMs can introduce logs in ML files. We want to
explore how GPT-40 mini would perform logging a complete ML file to aid in the low log density seen in ML

software.



2.3 Empirical studies on logging practices

Early work in this area includes Yuan et al. [65]] empirical study on logging practices in C/C++ open-source
projects. Their analysis revealed that developers extensively utilize log statements and regularly modify them
to enhance both debugging capabilities and system maintenance processes. Following this research direction,
Fu et al. [15] analyzed logging practices across two Microsoft industrial projects, specifically examining
which types of code blocks developers typically choose to log. Their analysis showed that developers choose
to log unexpected situations where the system would throw an error, and they also log critical execution points
(i.e., execution paths).

Performance studies in logging practices have received considerable attention from researchers. Ding
et al. [[11] developed a cost-aware logging system that makes runtime decisions about introducing a log or
not based on a predefined budget. Li et al. [25] investigated the developers’ perspective on logging practice.
They found that logging increases developers’ maintenance efforts, and that log decisions involve a trade-off
between the value of introducing a log and the cost of adding it.

The evolution of log statements as part of the software evolution has been extensively studied. Kabinna
et al. [[19] found that 20% to 45% of introduced logging statements are changed at least once in the project’s
lifetime. Shang et al. [54] found that the evolution of log statements impacts the traceability of the log
monitoring at run-time.

These foundational studies establish our understanding of logging practices as an integral part of software
development. Although logging practices have been studied, there is a lack of approaches for evaluating how
LLMs handle logging tasks at the file-level. Our work bridges this gap by providing the first analysis of

GPT-40 mini’s performance on logging complete ML files and identifying its limitations.

2.4 Automating logging statements

Studies in logging statement automation are divided into addressing the problems of what-to-log and
where-to-log. What-to-log studies focus on predicting a single logging ingredient (level, variables or text). In
contrast, where-to-log studies focus on suggesting the most appropriate location in the code to insert a log

statement.



2.4.1 What-to-log

A log statement consists of a log level, variables, and text. Research in this area supports developers in

selecting an individual component of a log statement.

Log Level

Log levels provides information about the importance or severity of the log. While the exact list may vary
by programming language and logging library, the list of log levels typically include info, debug, warning, and
error. For example, info level indicates that code is executing as expected, whereas the error level informs
about a failure in the system. Choosing an appropriate log level is crucial: assigning an info level to critical
events may cause them to be overlooked, while logging trivial events using the error level can generate false
alarms and lead to confusion for developers and end users. Therefore, selecting a proper log level is not a
trivial task. To address this issue, Li et al. [23] created a technique to suggest a log level based on ordinal
regression model. Building on this, Li et al. [31] proposed DeepLV, a deep-learning model to recommend
logging levels for existing logging statements based on location information of a logging statement. More
recently, Liu et al. [[33]] proposed Tell which extended number of code block information to suggest better log

levels.

Log Variables

Logging variables can provide critical run-time context, aiding in debugging and root-cause analysis. Yuan
et al. [66] introduced LogEnhancer, which identifies relevant variables into log statements using information
related to failure diagnosis. However, their approach adds as many variables as possible and is intended to
be used after software release, limiting its applicability during development. To address these limitations,
Liu et al. [34] propose a neural network model that generates log variables based on the code preceding
the log statement. In contrast to LogEnhancer, their approach allows developers select variables during
development while prioritizing certain variables, thus improving performance. Building on this work, Dai
et al. [9] proposed REVAL, a tool that combines the pre-trained model BERT [10] and a graph convolutional

network to analyze the semantic context of the code and recommend a set of variables to log.



Log Text

The log text gives the developers information about the process being executed at run-time. Research
in this area focuses on generating relevant log texts for developers. For example, Ding et al. [12]] proposed
LoGenText, which uses a neural machine translation model to generate log texts based on the source code
and context information such as the location of the log statement. Later, Ding et al. [L3]] improves on their
approach introducing LoGenText-Plus, which extends LoGenText by introducing an intermediate step using
syntactic template information. The neural machine translation model first generates a template, then that

template is used to generate a logging text.

2.4.2 Where-to-log

This research area focuses on determining the optimal locations for inserting log statements. This decision
is critical in terms of balancing cost-benefit from logs: inserting a small amount of log statements may result
in missing critical events, while adding a high amount of log statements may cause important information to
be overlooked besides increasing storage and resources cost [69].

Initial studies primarily focused on identifying code where exceptions might occur, but lacked a
corresponding log. The absence of logging statements in such cases left developers with little insight about
the failures encountered. To address this issue, Yuan et al. [64] proposed Errlog which searched for potential
exceptions in the code while avoiding performance overhead. Then, Zhu et al. [69] proposed LogAdvisor, a
machine learning model to suggest developers where to introduce a log, which was trained on logs introduced
by developers.

Later, Jia et al. [[18] proposed SmartLog, a tool that detects where to insert error log statements based
on the intention (i.e., semantics) of existing logs. Zhao et al. [68] proposed Log20 which determines the
placement of log statements by considering all possible execution paths. Li et al. [[30]] analyzed the locations
where developers introduced logs and proposed a deep learning model to suggest log locations. Céandido et al.
[6] demonstrated that ML models trained on open source code can be effectively applied in industrial settings,
achieving 79% accuracy, 81% precision, and 60% recall.

Additional studies have investigated the characteristics of code snippets that tend to contain log statements.
For example, Li et al. [24] identified a strong correlation between the topics of a code snippet (i.e., thread

interruption) and the likelihood that it includes a log statement.
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2.4.3 Generating a complete log statement

Recently, there have been studies that tackle the problem of generating complete logs by deciding level,
variables, text, and where the log should be introduced. Mastropaolo et al. [35] introduced LANCE which is
a tool that automatically generates a proper log level, text, variables, and location. Mastropaolo et al. [38]]
then improved on their approach with LEONID, which also generated a complete log as LANCE, but it also
has the capability of deciding if a method needs a log or not. Xu et al. [61] proposed a warmup and in-context
learning (ICL) approach to enhance log generation. Since this is a prompt approach, it can be used with any
LLM as backbone. Xie et al. [60] proposed FastLog, which uses a token classification model to locate where
a log statement should be added, and then uses a Seq2Seq model to generate a complete logging statement for
that position. Li et al. [29] proposed SCLogger, which introduces domain knowledge to extend the context
of the prompt to include logging-related context. Tan et al. [S6] introduced AL-Bench, which introduces
a dynamic evaluation of logs at run-time. Their study revealed that 20.1% to 83.6% of the generated log
statements by FastLog, UniLog, LANCE and LEONID are unable to compile.

Current tools target function-level log generation for general applications, our work complements existing
work by examining file-level log generation in ML projects using GPT-4o mini. This larger context introduces
unique challenges, such as overlogging, adapting to project-specific logging conventions, and managing

variables available in external classes.
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Chapter 3

Methodology

In this chapter, we present the study design of our thesis, including the selection of GitHub repositories,

and the methodology to match human-written logs to LLM-generated ones.

3.1 Study Design

The objective of our research is to evaluate the effectiveness of GPT-40 mini generated logs for ML
applications at the file-level. Figure[3.1|provides an overview of our approach, which includes data collection,
preprocessing, generating GPT-40 mini logs, and evaluation phases. We explain the details of each phase in

the following sections.

gmsemsEEEErIIEIAIIIATANAANTANAN A S eeesoe-soe-s-sitiELiLLELiLLELLLLILIRR R RS, .
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Figure 3.1: Research workflow of this study
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Table 3.1: Descriptive Statistics of the Selected Projects

Mean Median Min Max

# Stars 5,393 886 54 133,592
# Commits 4,000 1,159 12 79,758
# Contributors 78 25 3 455
# Days since last push 78 27 0 364
Age (years) 7.5 7 32 15.1

3.1.1 Dataset

Project Selection. To analyze logging in ML projects, we need a comprehensive collection of ML repositories.
For this purpose, we use the dataset originally developed by Gonzalez et al. [16] and later revised by Rzig
et al. [S1]]. This dataset represents one of the most comprehensive collections of ML projects for research
purposes.

The original dataset was built by identifying GitHub topic labels specifically related to ML and collecting
matching projects via the GitHub API. Rzig et al. further improved the dataset through manual analysis,
removing non-ML and trivial projects, adding an additional layer of human verification. The final dataset
consists of 4,031 ML projects including both ML frameworks such as TensorFlow and ML applications such
as Faceswap.

To select projects appropiate for our thesis, we employed the GitHub API to mine the metadata for each
project from the above dataset as of October 2024. We filter our dataset by choosing repositories that meet

the following criteria:

* We chose Python as the target language for our study, due to its popularity in ML tools and applications

[L16].

* We focus on projects with at least 50 number of stars and at least three contributors to filter out toy

projects.

* We select projects that are active by filtering the projects that have their last push operation within the
last 365 days. This ensures that the selected projects capture the most current logging activity from

developers.

This filtering process concludes with a dataset of 371 ML projects. With this dataset, we create a shallow

13



clone of each repository to extract its Python files, resulting in a collection of 105,332 Python files. To focus
our analysis specifically on files that contain logs, we applied an additional filter to identify Python files using
the Python logging library and containing at least one log statement. This filtering process results in a total of
4,073 files across 171 projects. Table [3.1|contains descriptive statistics of the selected projects. To prepare

the files for our analysis, we removed all existing log statements and comments.

3.2 Methodology

3.2.1 AST Visitor

We utilize the Abstract Syntax Tree (AST) Python module [49] to precisely locate logging positions
within the source code. The AST provides a tree representation of the abstract syntax tree of source code,
where each node corresponds to different syntactic elements such as class definitions, function declarations,
control flow constructs (i.e., if, for, and while statements), exception handling blocks (i.e., try, and except
statements), and other node types defined in the AST module documentation. This allows us to analyze
logging placement in terms of their position in the AST tree, rather than the line of code. For each file in our
dataset, we generate an AST and utilize the visitor pattern to traverse and examine each node within the tree

structure.

Define path. In this study, we define ”path” as the sequence of consecutive code blocks where a log is
positioned. While traversing the AST, we maintain a record of the visited code blocks (i.e., classes, functions,
for statements). First, we initialize the path as ”global” to refer to the log statements located outside functions
and classes. As we navigate through each code block type, we employ a stack data structure to track the nodes
we enter. For each node, we examine whether it contains a log statement. When we exit the node, we remove
the code block name from our stack, thus updating the current path definition.

We address cases involving multiple code-blocks with identical names, such as multiple if statements at
the same hierarchical level within a function. For such cases, we track the nodes: if, for, else, while, try, except,
and with. When the AST visitor encounters these nodes, we extend our path definition. Instead of simply
appending the node name, we also append a sequential number to distinguish between repeated instances of
the same node type within the same code block. In Figure the log statement on line 3 will have the path
”global/Analysis/__init__". The log statement on line 6 will have the path “global/Analysis/__init__/if1”, while

the log statement on line 10 will have the path “global/Analysis/__init__/if2”.
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class Analysis():
def __init__(self, data, message):
.info("Initializing")

if data is None:

.debug("Data not yet available™)
else:

.debug ("Data available")
if message is None:

.debug ("No message received")

=T L - T T N o

S

Figure 3.2: Example Python code

Nodes like else are inherently dependent on their corresponding if statements. In our approach, we
prioritize the order of node entry and deliberately do not associate if/else or try/except pairs with a shared
numerical identifier. For example, in line 8 of Figure since we visit the if node, then exit and enter the
else node, we report the path as ”global/Analysis/__init__/elsel”.

Our approach allows us to assign each log a position based on its location in the AST, rather than its line
number in the source code. Finally, after identifying all log statements in our dataset with their corresponding

paths, we drop them from the files and prompt GPT-40 mini to generate the logs for the cleaned code files.

3.2.2 Prompt Crafting

After preprocessing our files, we use the OpenAl API to prompt GPT-40 mini (gpt-40-mini-2024-07-18)
to generate logs for each file. We use this LLM because, at the time our study, it was a state-of-the-art model
with a large context window of 128,000 tokens and a max output of 16,384 tokens, which is sufficient to
process and output complete files. In addition to its context window, GPT-40 mini is a cost-efficient model
[44], making it practical for our use case.

Following OpenAI’s prompt engineering guidelines [43], we construct a prompt illustrated in Figure [3.3]
where the "$SOURCE_CODE?” variable is dynamically replaced with the file’s content. We do not specify the
exact number or position of logs, as our goal is to observe how GPT-40 mini chooses to log when asked to
introduce logs for an entire file, and compare this behavior to human logs. We also set the temperature to 0 to
ensure a more deterministic output [28].

The prompt is structured into five key components:

O Persona and context. We start the interaction by requesting the LLM to adopt the persona “expert

machine learning developer”, and we inform that it will receive a Python file as input.
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® Review. We instruct the LLM to review the provided file.

® Log statement generation. We ask the LLM to generate log statements using Python’s logging library.
We use this library due to its prevalence in ML applications [14]. While ML-specific logging libraries
such as Wandb and MLflow exist, their usage was limited in our pre-filtered dataset of 371 projects
(before filtering for files that contain at least one logging library log). Only 68 files imported Wandb
and 777 imported MLflow, out of 105,332 files. Moreover, we found just 55 instances of wandb.log
and 529 instances of mlflow.log (including mlflow.log_metrics, mlflow.log_param, etc.). Focusing on

logging allowed us to work with a larger number of examples for comparison.

® Log quality instructions. This section defines the expected log quality through precise guidelines.

Each point refers to a specific log quality instruction: where-to-log and what-to-log.

® Task specification. The task the LLM is instructed to do is to return the complete file, ensuring that

the only modifications are the newly introduced log statements.

3.2.3 Mapping Ground Truth and LLM logs

Our study involves submitting complete source files to GPT-40 mini for logging, without specifying
where or how many logs the LLM should insert. The LLM is free to add as many logs as it finds necessary,
often exceeding the number of logs in the ground truth (GT). Due to this scenario, it can become complex to
evaluate the quality of the generated logs. Additionally, when both GT and LLM logs include multiple logs in
the same code block, it becomes difficult to determine which GT log corresponds to which LLM log.

To facilitate evaluation, we establish pairings between GT and LLM-generated logs. This also helps
evaluate pairs of logs that serve similar purposes or capture comparable information. We define four mapping

possibilities:

* 1:1 pairing: A scenario where exactly one log exists in the same path for both GT and LLM files. This
represents the ideal case for direct comparison, where both the human and the LLM decided to log the

same location and frequency.
* 1:n pairing: A path contains one GT log and multiple LLM-generated logs.
* n:1 pairing: A path contains multiple GT logs and a single LLM-generated log.
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® You are an expert machine learning developer. You
will receive a Python file. Follow these
instructions:

® 2. Add any missing log statements using the
logging library.

® 3. Verify that each logging statement is in an
appropriate position within the code.
4. Check the logging level of each logging
statement to ensure it aligns with its importance.
5. Evaluate the quality of the log texts, ensuring
they cover important details and follow best
practices.

® 6. Return only the complete code snippet with all
necessary log statements added. Do not modify the
rest of the code.

® This is the file:

Figure 3.3: Prompt template for automated logging
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* n:n pairing: Multiple logs are present in both GT and LLM within the same path.

Figure illustrates these four pairing scenarios and the matching process. We directly pair the 1:1
cases, since these logs were added in the same path and in the same quantity by both humans and the LLM.
For the next three cases (1:n, n:1, and n:n), we use cosine similarity on the complete log statement to pair
each GT log with its most similar LLM-generated log. Our goal is to match each GT log to a corresponding
LLM-generated log, so we can evaluate the quality of each LLM-generated log based on its code positioning.
Our matching process ensures that all GT logs are matched with their semantically closest LLM-generated
log. In case of 1:n pairing and n:n pairing, some LLM logs may remain unmatched if they do not represent
the closest semantic match to any GT log within the path they are located in. For instance, if one GT log
corresponds to two LLLM logs on the same path, we only pair it with the LLM log showing higher cosine
similarity, effectively excluding the other LLM log from evaluation. To summarize, all GT logs are retained
in our analysis, and each one of them will be matched to an LLM log unless the LLLM produced no logs for

that particular path.

3.3 Evaluation

Using AST, we simultaneously identify log statements and their corresponding paths. We utilize two
techniques to extract the log ingredients: regular expressions are used to extract variables within the log
statements, while AST nodes provide information about the log level and the log text. We also remove format
specifiers (i.e., %s, %d) from log texts to ensure a fair comparison. Following the path-based pairing of
GT and LLM-generated logs, we proceed to evaluate the effectiveness of GPT-40 mini for generating log

statements.
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n:1 Pairing
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Figure 3.4: Log pairing process between GT and LLM-generated logs. Each GT log is matched with its most
similar LLM log based on cosine similarity (CS).
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Chapter 4

Results

In this chapter, we present the results of our thesis. For each research question, we include the motivation

behind it, describe our approach and report the corresponding findings.

4.1 RQ1: To what extent does GPT-40 mini log in the same position as human

written logs?

4.1.1 Motivation.

Logging is critical for recording run-time information and aids developers in debugging. However,
effective logging requires a balance: logging too little can result in missing critical events, while excessive
logging can cause important information to be overlooked, besides increasing storage and resources cost [69]].

Since LLMs tend to generate verbose answers [52], they may introduce more logs than a human would
when prompted. This research question explores how the quantity and placement of logs compare between
human-written and GPT-4o0 mini generated logs. Specifically, we want to determine if GPT-40 mini places

logs in the same code blocks as humans.

4.1.2 Approach.

To analyze how GPT-40 mini generates logs compared to our GT, we begin by extracting all log statements
from each file in our dataset. For each log, we collect its ingredients: the log level, variables, text, and its

location in the code. We determine location information using the AST blocks the log was introduced in, as
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described in Section 3] and we call this the log’s code path.

Next, we calculate the number of logs in each log path for both the GT and LLM files by summing the logs
per path. We then merge these counts based on file name and log path, resulting in a dataset of the number
of logs between GT and LLM per path for easier comparison. Using this merged dataset, we calculate the
average of the following metrics: Overlogging refers to cases where the LLM inserted logs but the GT did not,
while Underlogging captures the instances where the LLM failed to insert logs in places where the GT did.

To further analyze human and LLM logging practices, for the next two metrics, we filter our merged
dataset to include only paths that contain at least one GT log. For these paths, we calculate Coverage, as a
binary metric indicating whether an LLM-generated log appears in a position where a GT log exists, which is
either 0 (Not Covered) or 1 (Covered), and Quantified Coverage (QC) as the ratio of LLM logs to GT logs in
each path.

In summary, these are our four key metrics:

* Overlogging: The proportion of paths where the LLM added logs but the GT did not. If a path contains
zero GT logs and at least one LLM log, we mark that path as overlogged, and we report the average of

these cases across the dataset.

* Underlogging: The proportion of paths where the GT added logs but the LLM did not. If a path
contains one or more GT logs but the LLM had zero logs, we mark that path as underlogged, and we

report the average of these cases across the dataset.

* Coverage: A binary indicator of whether the LLM inserted at least one log in a path where the GT
logged. For each path with at least one GT log, if the LLM also includes one or more logs, we mark it

as covered (1); otherwise, it is marked as not covered (0).

* Quantified Coverage (QC): The ratio of LLM logs to GT logs in each path where the GT logged. For
example, if a path has 3 GT logs and 2 LLM logs, the QC is 2/3 since the LLM missed one log in that
position. A QC value of 1 indicates an exact match in log count between the LLM and the GT in that

path.
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Table 4.1: Coverage and verbosity metrics based on log placement across code paths

Metric Result
Coverage (binary) 63.91%
Quantified Coverage (ratio) 68.03%
Overlogging 82.66%
Underlogging 4.75%

4.1.3 Results.

Table 4.1| presents our results based on log placement. GPT-40 mini achieved a Coverage rate of 63.91%,
which indicates a moderate level of similarity in adding logs in the same code paths as GT. This reflects that
the LLM generally captures human behavior about which particular points in the code need to introduce a log.
However, Coverage does not take into consideration the amount of logs added in those blocks. To address this,
we examine the QC, which resulted in 68.03%. This result shows that even in locations where the GT and
LLM agree that a log is needed, the LLM tends to insert slightly more quantity of logs than human developers
would. This reflects a tendency toward verbose logging at those instances.

This tendency becomes clearer when we examine the Overlogging rate of 88.66%, which strongly confirms
previous observations about LLM verbosity [52]. This indicates that GPT-40 mini frequently introduces logs
in code blocks where human developers determined logging was unnecesary. Such behavior may reflect
GPT-40 mini’s preference to be on the side of caution, trying to log important information, but at the risk of
adding excessive logs in production environments.

In contrast, the low Underlogging rate of 4.75% suggests that GPT-40 mini is unlikely to miss logging
positions that humans consider important. This difference between Overlogging and Underlogging rates
suggests that the LLM prioritizes comprehensive coverage, rather than missing logging critical paths in the

code.

( \
Our results show that GPT4-0 mini prioritizes comprehensive logging coverage, as shown by its low

underlogging rate (4.75%) and moderately high coverage (63.91%). However, that results in generating
a large number of logs, which is 5.15 times more than those written by humans. Even in cases where
both humans and GPT-40 mini logged, the LLM tends to include more logs overall, with a rate of

68.03%.
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4.2 RQ2: How does GPT-40 mini perform at logging ML applications

compared to human developers?

4.2.1 Motivation.

In this research question, we aim to understand the quality of logs generated by GPT-40 mini in comparison
to human-written logs. Specifically, we focus on instances where GPT-40 mini placed a log in the same
position as the human developer. We evaluate GPT-40 mini performance based on three logging ingredients:
levels, variables, and text. Understanding how well GPT-40 mini performs at generating these elements is
crucial for evaluating its potential as a logging generator tool in software development, particularly in the

context of ML applications where logging plays a critical role in monitoring model pipelines.

4.2.2 Approach.

We evaluate log quality by first matching each LLM-generated log with its corresponding GT based
on their paths (see Section[3). To ensure a fair comparison, we calculate the evaluation metrics described
below only for log pairs that share the same code path. Once matched, we assess the quality of the logging

ingredients as follows:

1. Logging Levels

Following prior work [28], [31], we use two key metrics:

* Level Accuracy (L-ACC) measures the percentage of log statements where GPT-40 mini correctly

generates the exact same logging level as the GT.

* Average Ordinal Distance (AOD) quantifies how far off the predicted logging level is from the correct
one. A higher AOD indicates closer alignment, even if the exact level was not predicted. We follow the
Python logging library’s standard logging levels in ascending severity: debug, info, warning, error, and

critical [48]]. The formula is:

Zf\il (1 - Dis(a;,s;)/MaxDis(a;))
N

AOD =
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where N represents the total number of log statements across the dataset, while Dis(a;, s;) denotes the
distance between the actual logging level a; and the generated logging level s;. MaxDis(a;) represents

the maximum possible distance from the actual log level a; to the most distant level in the severity scale.

2. Logging Variables

Each log may include zero or more variables. We define Variable Coverage as the proportion of GT

variables correctly captured by GPT-40 mini. For example if the GT contains {varl, var2, var3} and GPT-40

mini outputs {varl, var3}, then Variable Coverage = 2/3.

3. Logging Text

We evaluate the generated texts based on the following metrics used in Natural Language Processing

(NLP) to evaluate automatically generated text:

* BLEU evaluates the quality of automatically generated text by measuring how many n-grams (short
word sequences) it shares with the reference text [46]. A higher score indicates that more of the original
phrasing is preserved. The score ranges from 0, meaning the texts are completely different, to 1,
meaning they are identical. BLEU can be calculated using four different values of n-grams, such as

BLEU-1 through BLEU-4.

ROUGE is a set of metrics used to evaluate summarization tasks [32]]. We use the ROUGE-L variant,
which is based on the Longest Common Subsequence (LCS). It identifies the longest sequence of words
that appears in both texts in the same order, though not necessarily consecutively. The values range

from O to 1, with higher values indicating better similarity to the reference text.

METEOR is a metric based on the harmonic mean of unigram precision and recall, with recall weighted
higher than precision [S]. METEOR considers synonyms, word stems, and sentence structure. It is
designed to better align with human judgment and penalizes cases where the correct words are present

but arranged incorrectly. The score ranges from 0 (completely different) to 1 (identical).

Levenshtein distance is a metric for measuring the difference between two texts by calculating the
minimum number of single-character edits required to change one text into the other [21]]. This metric

provides an estimate of how much effort would be needed to modify the generated log so that it matches
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Table 4.2: Evaluation metrics on log ingredients generated by GPT-40 mini

Ingredient Metric Results
Level Level Accuracy (L-ACC) 59.19%
Average Ordinal Distance (AOD) 84.34%
Variables Variable Coverage 40.58%
BLEU-1 0.178
BLEU-2 0.095
BLEU-4 0.050
Text METEOR 0.328
o ROUGE-1 0.341
ROUGE-2 0.121
ROUGE-L 0.316
Levenshtein 0.735

the GT. Following prior work [38]], we utilize the normalized token-level Levenshtein distance (NTLev)
between the generated log text and the GT. Normalization involves dividing the computed distance by

the length of the text, resulting in a score between 0 (identical) and 1 (completely different).

4.2.3 Results.

Table [4.2) presents the performance of GPT-40 mini in generating each log ingredient at the file level.

1. Logging Levels

GPT-40 mini exactly matches the level defined by developers in about 59% of the cases across all the
dataset. However, the AOD score of 84% indicates that, even when the LLM fails to generate the exact level,

it often selects a level close in severity.

2. Logging Variables

GPT-40 mini achieves a Variable Coverage of 40%, indicating that GPT-40 mini frequently misses the
variables included in GT logs. This suggests that GPT-40 mini finds it difficult to identify the most relevant
run-time data to include in the log, despite the file-level context giving access to a broader set of declared

variables.
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3. Logging Text

GPT-40 mini’s generated log texts demonstrate moderate alignment with the GT. The BLEU scores
(BLEU-1: 0.178, BLEU-2: 0.095, BLEU-4: 0.050) suggest that the model produces texts with relatively few
exact n-gram overlaps with the GT logs. However, a METEOR score of 0.328 and ROUGE scores (ROUGE-1:
0.341, ROUGE-2: 0.121, ROUGE-L: 0.316) indicate that the generated texts capture the general meaning of
the GT logs.

Overall, these results indicate that GPT-40 mini’s generated log texts capture the meaning of the GT log
texts (moderate ROUGE score), but it is using a different vocabulary or phrases the texts differently (low
BLEU score). This is also supported by the high Levenshtein distance of 0.735, which reveals that substantial

editing would be required to transform the GPT-40 mini generated texts into their human-written counterparts.

4 )\
GPT-40 mini shows moderate quality but significant limitations when generating logs compared to

human developers. While it matches the log levels with 59.19% exact accuracy and 84.34% AOD, it
identifies only 40.58% of variables that human logged. Its log texts are similar in meaning to human
logs (ROUGE-L: 0.316) but uses different vocabulary and phrasing (BLEU-4: 0.050), and require

substantial editing to match human logs (Levenshtein: 0.735).

4.3 RQ3: What are the challenges of using GPT-40 mini for automated log

generation?

4.3.1 Motivation.

Previous research has mostly evaluated the generation of logs at the function level, either by providing a
specific line of code where to log [28] or by asking the LLM for the specific line where the log should be
added [61]]. In contrast, our study focuses on evaluating LLMs in the task of generating logs for a complete
file. In this research question, we aim to understand the specific challenges that arise when using an LLM to

log complete files. Our goal is to identify the limitations and opportunities.

4.3.2 Approach.

We classify all the LLM-generated logs paired with human logs into four categories:
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Table 4.3: Categories of challenges in LLM-generated logs

# Paired logs # Sampled logs Proportion

Underlogging 5,382 18 4.7%
Overlogging 98,208 328 85.9%
Different Level 6,018 20 5.2%
Different Variables 4914 16 4.2%
Total 114,522 382 100%

* Underlogging: The LLM did not introduce a log in a path where the GT did.
* Overlogging: The LLM introduced a log in a path where the GT did not.
* Different Level: Both LLM and GT introduced a log in the same position, but used different log levels.

* Different Variables: Both LLM and GT introduced a log in the same position, but logged different
variables. For this category, we consider pairs of logs where both GT and LLM have at least one

variable.

Using a 95% confidence level and a 5% margin of error, we obtain a stratified sample of 384 paired logs
for manual analysis. Table[4.3|shows the distribution of logs within the stratified sample. For each pair of logs,
we manually analyze the GT and LLM files where the log was introduced. This analysis involves examining
the surrounding code to better understand the context in which the log statement was introduced. In case of
log level, we also analyze the repository’s logging level preferences based of the quantity of different levels of

severity used in the repository.

4.3.3 Results.

We examine each category of logging differences between GPT-40 mini and GT below.

Overlogging was the most frequent issue found in our dataset (85.8%). After manual analysis, we found
that most of these instances reflected that the LLM often inserts logs at the start or end of functions (179/328)
or blocks (120/328). In most examples, the LLM interpreted the beginning of a function or a block as

an important process that was about to begin, even when the function was not implemented, as shown in

Listing
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Table 4.4: Results of manual labeling based on source code analysis where a log was introduced

Category Label # Instances
Log at the beginning/end of a function 179/328
Log at the beginning/end of a block 120/328
Overlogein Logging about start/completion of a process, with variables 151/328
8IS Logging about start/completion of a process rather than variables/state 112/328
Log before an exception 40/328
Log reflects state of the code 29/328
. LLM not logging variable changes in long block 5/18
Underlogging Missing process status in condition 10/18
Others 3/18
Same intent (mismatch between info/debug) 820
. LLM level is more appropriate 5/20
Different Level GT level is more appropriate 2/20
In level mismatch, the level used by developers was the most used log level in ~ 13/20
that project

The goal/focus of the log is completely different. This shows that the logs have 7/16
completely different purposes

Different Variables The goal/focus of the log is similar to GT, but the variables logged are completely 3/16
different (missing relevant details/information)
The goal/focus of the log is similar to GT, but the variables logged are partially 5/16
different (partial missing relevant details/information)
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Listing 4.1: Anexample of overlogging: Notimplemented function with introduced

log

1 |def sync_optimizer(self, optimizer: Optimizer):
2 .info("Syncing optimizer across processes.")

3 pass

Moreover, when logging about the start or completion of a process, the LLM tends to include variables
(151/328). However, it also frequently omits them (112/328). For example, in Listing the log message
references the optimizer process, but fails to include details about the optimizer object itself despite it being
a function parameter. The LLM exhibited a pattern of adding logs immediately before raising exceptions
(40/328), as demonstrated in line 5 of Listing Line 2 of listing shows an example of the type of
variables the LLM would include in logs, which are generally variables part of that block and it can infer

variables that are part of an object if they were used later in the code.

Listing 4.2: An example of overlogging: Line 2 shows a log added at the start of a

function, while log 5 represents a log introduced just before raising an exception

1 |def _intersect(self, dataloader):

2 .debug("Calculating intersection with dataloader of
type: %s", type(dataloader.backend))

3 if not isinstance(dataloader.backend, NoBackend):

4 msg = ’'Intersection can only be calculated between same
backends (NoBackend), instead get {}’.format(type(
dataloader.backend))

5 .error (msg)

6 raise Exception(msg)

Underlogging occurred less often (4.7%), but typically involved missing variable changes in long blocks
of code (5/18), or failing to log process state within conditions (10/18). While nearly half of the overlogging
cases were logs placed at the beginning of code blocks, in underlogging we observed instances where GPT-40
mini failed to insert logs within long code blocks (i.e. a long main function) even when introducing new inner
blocks (i.e. for loop). This pattern is demostrated in listing where the GT logs before evaluation on line

112, in contrast, the LLM does not log until the ending of the main function. This suggests that GPT-40 mini
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has trouble understanding what is important in large chunks of code. Also, the LLM seems to infer what the

code is doing by heavily relying on the function name where the log is added.

Listing 4.3: An example of underlogging: The LLM miss logging in long blocks

of code

1 |def main():

2 # 153 lines before this one

3 # GT log

4 .info("Evaluate the following checkpoints: %s",

checkpoints)

5 for checkpoint in checkpoints:

6 global_step = checkpoint.split(’-’)[-1] if len(
checkpoints) > 1 else '’

7 model = load_model (args, checkpoint=checkpoint)

8 result = evaluate(args, model, tokenizer, prefix=
global_step)

9 result = dict(((k + ('_{}’.format(global_step) if
global_step else '’), v) for (k, v) in result.items()
)

10 results.update(result)

11 # LLM log

12 logging.info(’Main function completed.’)

13 return results

Different levels (5.3%) frequently involved level mismatches between info and debug (8/20). In cases
where the mismatch involved other levels, such as debug vs. warning, the log level chosen by the LLM (5/20)
or by the developer (2/20) was more appropiate based on the severity level defined by the Python logging
library [48]. A key insight was that in the majority of level mismatches (13/20), the developers chose levels
that matched the most commonly used level in that particular project, suggesting that project-specific logging
preferences influence log level selection. Listing shows an example of logs where GT and LLM exhibit

same logging intent, but use different levels.
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Different variables (4.3%) often reflected different log intents (7/18), suggesting that different log
purposes led to different logged variables. GPT-40 mini captured some but not all of the variables that
developers did (5/16), indicating a partial understanding of which variables are important in each code block.
In a few cases, the LLM missed all the variables that developers considered important to log (3/18).

One of the main challenges is that GPT-40 mini seems to not have enough context of external class

definitions, therefore, it is unable to suggest relevant variables external to the file. Listing shows an

Listing 4.4: An example of logs with different level: Log with the same intent but

different log level

for i, point in enumerate(datapoints):
if i % log_every_n == 0:
# GT log
.info("Featurizing datapoint %i" % i)
# LLM log
.debug(f’Featurizing datapoint {i}/{len(datapoints)
)
try:
features.append(self._featurize(point, **kwargs))
except:

features.append(np.array([]))

instance where the LLM lacked context about the objects defined in imported classes.
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Listing 4.5: An example of logs with different variables: LLM does not have

context of Topology’s object variables

1 |def _debug_dump_topology(topology: Topology, resource_manager:

ResourceManager) -> None:

2 for i, (op, state) in enumerate(topology.items()):

3 # GT log

4 .debug (

5 f"{i}: {state.summary_str(resource_manager)}, "

6 f"Blocks Outputted: {state.num_completed_tasks}/{op.

num_outputs_total Q}"

7 )
8 # LLM log
9 .debug (£’Debug dump for operator {op}: {state}’)

Our manual analysis of GPT-40 mini generated logs shows that the main challenge is overlogging
(85.8%), with most logs introduced at the start or end of a function. Second, the LLM underlogs
(4.7%), particularly in large code blocks. Third, in cases with different log level (5.3%) the LLM does
not align with project-specific logging conventions. Finally, in case of different variables captured
between humans and GPT-40 mini (4.3%), the variables introduced by the LLM sometimes miss
important variables that are present in the GT, particularly when those variables were from imported

classes outside the file’s context.
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Chapter 5

Implications

This chapter discusses the implications of our findings, providing practical recommendations for developers

and researchers.

5.1 Review LLM output to reduce overlogging.

Excessive logging can make useful information to be overlooked under a large quantity of logs. Our
findings highlight that while GPT-40 mini can generate logging statements that align with general developer
intentions, the LLM often overcompensates by adding logs at the beginning or end of functions. This results
in the inclusion of logs that trace the application control flow, but do not offer much insights into internal state
changes or key variable states, which are more helpful during debugging.

This behavior suggests that LLMs may clutter the code with excessive logs, which reduces the usefulness
of logging for debugging and monitoring. Thus, is essential that developers review and filter the logs generated
by the LLM. An ideal workflow would include an additional tool to filter out generated logs that are redundant,
irrelevant, or do not contribute to failure analysis and program understanding. This helps ensure the logs to

be introduced in the code base are informative and useful for developers.

5.2 Add context related to imported classes

Modern software development have often modular codebases, with functionality divided across multiple

files (i.e., an imported class). Understanding the imported classes behaviour is critical to ensure the variables
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of the generated log are relevant for debugging.

We observed that GPT-40 mini frequently omits logging variables that are part of imported classes. This
limitation is part of the LLMs lack of context about the project structure, since it is not included in the prompt.
Without understanding what these imported methods do or how they behave, the LLM can not generate logs
that reflect this context.

When prompting an LLM to generate logs, developers should consider adding context about imported
classes. This may include class definitions, function names, and input/output variables. Providing this context

can help the LLM generate more relevant logs.

5.3 Incorporate repository specific logging configurations.

Most projects use standardized logging configurations (e.g., Python’s logging module default configuration),
but others define their own log levels or adjust the severity of existing levels to better align with internal
development and repository configuration. For instance, adding a new log level like TRACE in Python, or
redefining the severity of certain log levels is not uncommon.

Since the LLLM’s context is the code file, the LLM is unaware of such configurations. As a result, the
LLM generates logs based on the standard Python logging library defaults. This may lead to misaligned log
recommendations in projects with customized logging.

Developers should incorporate information about their custom logging setups in the prompt, or post-
process the result of the LLM to validate that the generated logs align to repository specific configuration.
This ensures the generated logs are consistent with the present repository logs and avoids confusion during

debugging.

5.4 Refine prompt with pipeline step context.

In ML projects, the steps to train a model are called pipeline stages. These include data pre-processing,
model training, evaluation and deployment. Each of these states has its own log needs. For instance, during
model training it is useful to log metrics like accuracy, while data pre-processing might log the transformations
applied to the data.

Our analysis suggests that the LLM tends to produce generic logging statements that do not consider the
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nature of each pipeline step. This reduces the value of the generated logs in ML workflows.

To generate relevant logs for ML applications, the LLM context can be improved by including a tool that
identifies the pipeline stage of a code snippet. For example, if a tool identifies a code snippet related to model
training, the prompt could include sample logs from other model training code snippets. This context may

help the LLM to focus on important ML-specific events.

5.5 File-level benchmarks for automated logging.

Prior evaluations of automated logging tools focus on code snippets. However, in practice, developers
work with files, and the utility of the introduced logs depends on the context that a complete file provides.

Our file-level evaluation of GPT-40 mini reveals insights that could not be possible in method-level
studies, especially because most studies focus on generating only one log per code snippet. While our thesis
provides a useful baseline, it does not directly evaluate the utility of the generated logs during debugging
or maintenance tasks. Furthermore, there is little research on how LLM-generated logs perform at runtime.

Addressing these challenges is essential for the success of a log automation tool.
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Chapter 6

Threats to validity

In this chapter, we discuss threats to the validity of our research, and discuss how we addressed potential

limitations in our study design. We categorize these threats as internal and external validity.

6.1 Internal Validity.

The internal validity of our study is affected by three main factors. First, we use GPT-40 mini for our
study, which is pre-trained with information up until October 2023, while our data was collected from GitHub
in October 2024. As a result, there is a potential risk of data leakage for repositories that remained unchanged
during that period. However, we note that the outputs generated by the LLM are not closely aligned with the
GT. This suggests that, even if the LLM had seen parts of the repositories during training, it does not appear
to result in memorization or reproduction of the original logs. Therefore, while the theoretical risk of data
leakage exists, its practical impact on our findings is likely minimal.

Second, the effects of using different prompts changes the outcome of the results. To minimize this threat,
we crafted a prompt that explicitly asks for log quality instructions related to logging placement and logging
ingredients.

Third, we made prompt design choices to manage the token limitations of GPT-40 mini that may have
affected result quality. To prevent exceeding GPT-40 mini’s context window, we removed documentation
and existing log comments to avoid token cutoff, while still providing the complete source file to maintain
code context. Previous studies [28] have found that prompting LLMs and removing documentation actually

decreases the quality of the logging ingredients. In contrast, the same study found that prompting the complete
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file for logging helps the LLMs get more context about the functions in the code, which translates in better
logging quality output from the LLM. Future work should focus on refining prompts to include documentation
while incorporating file context, and limiting the prompt to output only the necessary log statements to address

the LLM output token limitations.

6.2 External Validity.

First, we used GPT-40 mini because, at the time of our study, it was a state-of-the-art model with a large
context window. While other LLMs may show different performance, we believe that the challenges identified
in the paper would remain important, albeit with different frequencies. Second, we focused our research
on open-source projects hosted on GitHub, which may not fully represent the wider spectrum of machine
learning projects, especially proprietary ones. To mitigate this, we utilized established best practices in
mining software repositories, which are selecting active, popular, and mature ML projects [40]. Furthermore,
our dataset includes a diverse range of ML projects, which also have been studied before in the literature.
Second, our study was made for Python repositories, which may affect the generalizability of our findings to
other languages such as Java. However, previous research found that Python is the most utilized language for
machine learning applications [16]. Future work can explore how our findings extend to other languages.
Third, we focus on generating logs using Python’s logger library, and did not explore generating logs for
ML.-specific logging libraries such as MLFlow or Weights & Biases (Wandb). However, in our pre-filtered
dataset of 105,332 Python files, we found only 55 instances of wandb.log and 529 instances of mlflow.log
(including mlflow.log_metrics, mlflow.log_param, etc.). Future work could evaluate the quality of LLM

generated logs for ML-specific logging libraries using a larger dataset.
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Chapter 7

Conclusion and Future Work

In this chapter, we present a summary of the thesis and contributions to the field of logging statement

generation. We also discuss directions for future research at the end of the chapter.

7.1 Conclusion

Developers introduce logs in their code to support failure diagnosis, debugging and monitoring production
environments. Researchers have analyzed the developers’ logging practices, and have introduced tools which
help developers choose proper log levels, variables, texts, and position of the log. Recently, studies have
proposed tools that are a one stop tool to generate a log including position, variable, level and text. However,
previous studies focus on generating logs for a code snippet, in this thesis we tackle the problem of generating
logs for a complete file and focus our analysis for ML applications.

Our findings highlight both the potential and limitations of GPT-40 mini for file-level automated log
generation in ML applications. The LLM showed moderate effectiveness in identifying where to place logs.
At the same time, this high coverage comes at the cost of generating 5.15 times more log statements than
human developers, which could limit its practical usefulness. In terms of evaluating logging ingredients,
the LLM achieves a 59.19% exact log match. However, GPT-40 mini for file-level logging struggles with
selecting relevant variables, covering only 40.58% of variables in the GT. Log texts are similar in meaning to
human logs but use different vocabulary and phrasing. Our manual analysis further revealed particular issues
of logging complete files, such as logging at the start or end of functions, skipping the introduction of logs in

large code blocks, and the lack of adherance to project-specific logging preference.
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Overall, our results indicate areas of improvement for file-level automated logging. We suggest adding
relevant context related to each file in the prompt to generate better logs, as well to extract some samples

related to ML pipeline to improve significant variables or messages specific to ML logs.

7.2 Future Work

This thesis is a first step into the generation of logging statements at the file level and, to our knowledge,
the first to specifically target ML applications. Our findings open several promising paths for future research.

First, the issue of overlogging suggests the need of post-processing techniques that filter or prioritize
logs based on relevance, developer intent, or potential points of failure. Automatically identifying the most
relevant logs could improve the practicality of LLM-generated logs.

Second, we find that the LLM lacks awareness of variables in imported classes, as well as repository-
specific logging configurations. This limitation is expected, since such information is not included in the
prompt context. To ensure adoption, future work could investigate strategies for incorporating such context
into the prompt. For example, the prompt may include information about relevant documentation and log
configuration files.

Third, ML applications are often divided into pipeline stages to deploy a model in production. These
stages include data pre-processing and model training. In-context learning techniques could be used to
guide log generation based on the pipeline stage, which may improve quality of the generated logs for ML
workflows.

Additionally, future work could investigate how existing baselines perform when applied to complete file
logging. One approach would be to run a function-level baseline on every function within a file, enabling a
direct comparison between file-level and function-level methods.

Finally, while our thesis evaluates the quality of generated logs, it does not assess their utility for developers.
Future research could conduct user studies to evaluate the LLM-generated logs on different development
tasks. This includes evaluating whether the inserted logs help developers detect bugs, monitor performance,

or better understand system behavior.
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