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Abstract

A Framework for Scalable Dataset Generation and Deep Learning-Based 10T Device
Identification: Redefining the Future Paradigm

Abdul Fareed Jamali

The rapid evolution of automation, ubiquitous connectivity, and remote management capabil-
ities has driven a significant increase in the deployment of Internet of Things (IoT) devices across
sectors such as industry, agriculture, transportation, smart cities, smart homes, and healthcare. De-
spite their growing prevalence, many IoT devices possess limited computational capabilities and rely
on lightweight or weak cryptographic mechanisms, leaving them highly vulnerable to a wide range
of cyberattacks. As a result, reliable device identification has become a fundamental requirement
for enforcing appropriate security policies and strengthening the cybersecurity posture of modern
IoT ecosystems.

This thesis addresses the problem of accurate and scalable device identification in smart home
IoT environments. While prior research has predominantly explored traditional machine learning
techniques and comparative model evaluations, the present study proposes a deep learning—based
approach tailored specifically for the heterogeneous and rapidly expanding nature of smart home
devices. The research objectives include designing a high-performance identification model, de-
veloping realistic and balanced dataset, and enabling incremental learning to support newly added
devices without full model retraining.

A detailed examination of widely adopted public datasets reveals key limitations, notably com-
plex network traffic capture setups, inconsistent annotation practices, and significant class imbal-
ance, all of which hinder reliable model training and evaluation. To overcome these challenges and
to support both the research community and smart home users collaboration, two traffic-capture

frameworks, ScanloT and DroidScour, were developed. These frameworks simplify device-specific
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traffic collection, annotation, and enable the generation of balanced, scalable datasets suitable for
both device identification and behavioral analysis.

Recognizing the limitations of existing datasets, especially their laboratory-controlled environ-
ments, limited human interaction, and lack of diversity in network conditions, this thesis introduces
the Concordia University IoT Device Identification Dataset (CU2025). CU2025 is a well-balanced,
high-quality dataset that includes few instances of identical devices operating under real human in-
teraction and varied network environments, making it suitable not only for device identification but
also for detailed device behavior analysis.

To perform device identification, a Deep Feedforward Neural Network (DFNN) model is pro-
posed and evaluated on two distinct datasets. The model demonstrates exceptional performance,
achieving 99.9% accuracy for both device category and device type classification. To address the
continuous integration of new devices in smart homes, an incremental learning strategy is intro-
duced, enabling the model to incorporate additional device types with only marginal performance
degradation. An analysis of incremental update sizes further illustrates their effect on accuracy and
model stability.

To evaluate practical generalizability, the model’s performance is assessed using both conven-
tional train—validation—test splits and a Leave-One-Subject-Out Cross-Validation (LOSO-CV), the
latter simulating real-world scenarios involving unseen device instances. The LOSO-CV evaluation
yields an accuracy of 98.40%, demonstrating strong robustness and real-world applicability.

Overall, this thesis contributes a comprehensive and scalable approach to smart home IoT de-
vice identification, introducing new dataset, traffic-capture frameworks, and a high-performing deep
learning model. The findings offer substantial advancements toward practical and adaptive IoT en-

vironments capable of addressing the growing challenges of device heterogeneity and cybersecurity.

v



Dedication

This thesis is dedicated to my family, whose unwavering support sustained me throughout my

studies.



Contents

List of Figures

List of Tables

1 Introduction

2

LI Overview . . . . . . . . . e e
1.2 MOtivation . . . . . . vt e e e e e e e e e e
1.3 Objectives . . . . . o o v i e e e e e
1.4 Contributions . . . . . . . . . e e e
1.5 Thesis Organization . . . . . . . . . . .. . o e e
Background
2.1 Internetof Things . . . . . . . . . . . . e
211 OVervIew . . . ..o
2.1.2 ToTapplication . . . . . . . . . . . e e
2.1.3 ToT Security . . . . . . . . e
2.2 Device Identification . . . . . . .. .. Lo
221 OVervVIEewW . . . . o oo e e e e e e e
2.2.2  Granularity of device identification . . . . . ... ... ... L. ..
223 Significance . . . . .. L. e
2.3 Machineand Deeplearning . . . . . . . . . .. ... oL oL
2.3.1 Supervised Machine Learning . . . . . . ... ... ... ... ... ..

vi

ix

xi

AN N &



232
233

Unsupervised Machine Learning . . . . . . .. ... ... .........

Deep Learning . . . . . . . . .. . L

3 Literature Review

3.1 Supervised Machine Learning Techniques . . . . . . ... ... ... .. .....

3.2 Limitations in existing datasets . . . . . . . . . ... ...

4 Traffic Capturing Frameworks

4.1 ScanloT . . . . . . . e
4.1.1 Hardware Components . . . . . . . . . . . . v vt
412 SystemDesign . .. ... ... ...
4.2 DroidScour . . . . ... e
42.1 Architecture . . . . . . . ...
422 SystemDesign . .. ... ... ..
4.3 Comparison between ScanloT and DroidScour . . . . . .. .. ... ... ....
43.1 Similarities . . . . .. L. L e
432 Differences . . . . . ...
4.4 Significance . . . . . . ... e e e e
5 Datasets
5.1 CICIoT2023 dataset . . . . . . . . . . o ittt e e e e e e
52 CU2025dataset . . . . . . . o oot e e e
53 Remarks . . . . ..

6 Device Identification Methodology

6.1 Model Selection . . . . . . . . ...
6.2 Deep Feedforward Neural Network (DFNN) . . . . . . ... .. ... ... ....
6.2.1 Feature Extraction . . . . ... ... ... . ... ... ...
6.2.2 DataPreparation . . ... ... ... ... ...
6.2.3 DFNN architecture and design . . . . . . ... ... ... ... . .....
6.2.4 Incremental Learning . . . . . . . . . .. ... ...

vii

29
29
32

38
38
39
40
51
51
54
56
58
58
59

61
61
65
68



6.3 Evaluation . . . . . . . . . e
6.3.1 Evaluationmetrics . . . . . . . . .. e

6.3.2 Leave-One-Subject-Out Cross-Validation . . . . ... ... ... .....

7 Results
7.1 Device identification on CICIoT2023 dataset . . . . . ... ... ... ......
7.1.1 Device-category identification on CICIoT2023 . . . ... ... ... ...
7.1.2  Device-type identification on CICIoT2023 . . . .. ... ... ... ...
7.2 Device identification on CU2025 dataset. . . . . . . . ... ... ... ... ...
7.3 Incremental learning . . . . . . ... L.

7.4 Leave-One-Subject-Out Cross-Validation (LOSO-CV) . . ... . ... ... ...

8 Discussion
8.1 Effectivenessof DENN . . . . . . . . .. ..
8.2 Need for traffic capturing frameworks . . . . . ... ... ... ... .......
8.3 Incremental learning . . . . . . .. ... Lo
84 Essence of LOSO-CV . . . . . . .. e
8.5 IoT revolution impact on categorization . . . . . . . . . . . . . . .. ... ...

8.6 Critical features for future identification frameworks . . . . . . . . . .. ... ..

9 Conclusion, Limitation, and Future work
9.1 Conclusion . . . . . . . . . . . . e e e e
0.2 LIimitation . . . . . . . . . . . e e e e e e e e

9.3 Future work . . . . . . ..

Appendix A List of Publications

Appendix B Credit to contributors

viii

87
87
87
88
92
96
98

101
101
102
104
106
106
107

108
108
110
110

112

113



List of Figures

Figure 2.1
Figure 2.2
Figure 2.3
Figure 2.4
Figure 3.1
Figure 3.2
Figure 4.1
Figure 4.2
Figure 4.3
Figure 4.4
Figure 4.5
Figure 4.6
Figure 4.7
Figure 4.8
Figure 4.9
Figure 4.10
Figure 4.11
Figure 4.12
Figure 4.13
Figure 4.14
Figure 4.15

IoT market analysis and forecast 2020-2030 [1]. . . . . . . . .. ... ... 7
Internet of Things application. . . . . ... ... ... ... ........ 8
Atypical smarthome. . . . . . . ... ... oL Lo 10
IoT device identification granularity. . . . . .. ... ... ... ...... 18
IoT Sentinel testbed [2]. . . . . . . . . . . . . 33
CICIoT2023 testbed [3]. . . . . . . . . . o i i ittt 34
ScanloT, an access pointina Smart Home. . . . . . . . .. ... ... ... 40
Block Diagram representation of ScanloT. . . . . . . ... ... ... ... 42
Login and dashboard views of ScanloT. . . . . ... ... ... ...... 43
ScanloT webhome page. . . . . .. ... ... .. ... . ... ... 44
ScanloT scan functiononweb. . . . .. ... ... ... ... .. .. ... 44
Updating devices and fetching them from the database. . . . . ... .. .. 46
ScanloT update functiononweb. . . . . ... ... ... ... ... ... 47
ScanloT update functiononweb. . . . . . ... ... ... ......... 48
Packet counts and capture progress for ScanloT. . . . . . . . ... ... .. 49
ScanloT sample images. . . . . . . . . . . . . .. L 50
ScanloT PCAP samples. . . . . .. .. ... ... ... ... .. ..... 51
Architecture and Working of DroidScour in a network. . . . . . .. .. .. 52
DroidScour flow diagram. . . . . . . . ... ... ... . 53
DroidScour dashboard, scan devices, and saved devices. . . . . . . . . . .. 54
DroidScour capture settings and capture progress. . . . . . . . . . . . . . . 55

ix



Figure 4.16
Figure 5.1
Figure 5.2
Figure 6.1
Figure 7.1
Figure 7.2
Figure 7.3
Figure 7.4
Figure 7.5
Figure 7.6
Figure 8.1

Figure 8.2

Captured traffic PCAP files saved in Firebase. . . . . ... ... ...... 57
CICIoT2023 dataset processed to extract device-specific traffic. . . . . . . . 62
IoT devices in CU2025 dataset. . . . . . . . ... ... ... ... ..... 67
DENN. . . . 72
Confusion matrix for device-category identification. . . . . . . . . ... .. 89
Confusion matrix for device-type identification. . . . . . . ... ... ... 93
Confusion matrix for device-type identification. . . . . .. ... ... ... 95
The impact of big batch sizes on model accuracy. . . ... ... ... ... 96
The impact of small batch sizes on model accuracy. . . . . ... ... ... 97
The impact of varying batch sizes on model accuracy. . . . . . . ... ... 97
Resource consumption of the DFNNmodel. . . . . . ... .. ... .... 103
Per-device recall score in incremental learning. . . . . . . . ... ... ... 105



List of Tables

Table 2.1
Table 3.1
Table 5.1
Table 5.2
Table 6.1
Table 6.2
Table 6.3
Table 6.4
Table 7.1
Table 7.2
Table 7.3
Table 7.4
Table 7.5

IoT Scenarios with Associated Threats, Vulnerabilities, and Risks . . . . . . 12
Most active IoT devices in CICIoT2023 benign traffic. . . . ... ... ... 35
CICIoT2023 devices extracted details. . . . . . . . ... ... ... .. ... 63
Devices details in CU2025 dataset. . . . . . . . . .. .. ... ... ..... 65
Feature extraction details. . . . . . ... ... ... ... .. 74
CICIoT2023 device labels. . . . . . .. . .. ... . . 77
Device classification result on CU2025 dataset. . . . . . . . ... ... ... 79
DENN model architecture. . . . . . . . . ... ... o 82
Device-category classificationresults . . . . . .. . ... ... L. 88
CICIoT2023 devices classification result using DFNN . . . . ... ... .. 90
Device classification result on CU2025 dataset. . . . . . . .. ... ... .. 94
Devices considered for LOSO cross-validation. . . . . . ... ... .. ... 99
LOSO cross-validationresults. . . . . . ... ... ... .. ... 99

X1



Chapter 1

Introduction

1.1 Overview

The number of interconnected devices on the Internet has been rapidly increasing due to ad-
vancements in embedded systems, which have enabled computational power at a relatively lower
cost [4,5]. The ability to remotely control and monitor various sensors, combined with their pro-
cessing capabilities, has driven the widespread adoption of IoT devices [6]. IoT devices are widely
deployed across various sectors, including business, manufacturing, airports, agriculture, industry,
smart cities, transportation, and smart homes [7-9].

Recent years have witnessed incidents ranging from compromised user privacy [10,11] to large-
scale DDoS attacks [12, 13], yet the growth of IoT devices remains unaffected [14]. It is expected
to reach a market size of 4 trillion dollars by 2032 [15]. The widespread adoption of IoT devices in
smart homes has been remarkable, as the physical and privacy security of individuals increasingly
relies on smart homes [16]. While various solutions exist to protect enterprise networks [17, 18],

securing home networks depends on proper policy enforcement after accurate device identification.

1.2 Motivation

Device identification serves as the foundation for securing small networks by enforcing relevant

policies [19]. Identification of IoT devices using machine learning requires a dataset to train and



test the developed model. There are various implementations aimed at generating datasets for device
identification, both in trusted [20,21] and compromised [3] environments. However, the underlying
complexities of implementation hinder collaboration in the effort to generate an expanding dataset.

We have explored the limitations of the existing datasets used for device identification and have
proposed two frameworks to collect IoT device traffic for smart homes. ScanloT [22,23] and Droid-
Scour [24,25] are two data collection and annotation frameworks developed to capture and label IoT
device traffic in smart homes. Although both tools are designed specifically for IoT traffic collection
and labeling, they can also be used to collect traffic from any device connected to Wi-Fi.

ScanloT and DroidScour are designed to enable collaboration between smart home users and
the academic community in creating scalable datasets. Their user-friendly interfaces allow both
technical and non-technical users to collect network traffic with ease. These tools revolutionize the
device identification problem by overcoming limitations in the number of IoT devices and incorpo-
rating replicated devices across diverse networks. This helps build robust machine learning models
capable of identifying IoT devices regardless of network-specific characteristics.

IoT device identification can be achieved through physical, network, or application layer-based
techniques. Device identification through the physical layer relies on intrinsic hardware charac-
teristics associated with the system’s circuit design [26,27]. Network layer-based identification
of IoT devices relies on communication protocols and data transmission patterns [28,29]. Device
identification on the application layer depends on a combination of application-layer information,
blockchain, and cryptographic techniques [30,31]. The scope of our study includes features for
device identification from the TCP/IP layer, relying on network headers, statistical extraction of
meaningful data, and cross-layer analysis. Our analysis does not rely on the hardware of IoT de-
vices or any cryptographic techniques.

The lack of a scalable dataset poses a significant hurdle to the real-world implementation of
device identification. With billions of devices connected to the Internet—many of which are [oT de-
vices—the absence of tools to scale dataset collection limits device identification efforts to theoreti-
cal research. The adoption of ScanloT and DroidScour frameworks paves the way for the creation of
scalable datasets. By incorporating a wide range of IoT devices and their replicas across diverse net-

work environments, these tools support the development of robust and adaptable machine-learning



algorithms.

A deep feedforward neural network (DFNN) has been proposed to identify IoT devices along
with their respective categories. To accommodate the continuous introduction of new devices, in-
cremental learning techniques have been incorporated into the model. The DFNN performs classifi-
cation of both individual devices and their categories using separate, distinct labels. This study also
examines the evolving standards for IoT device identification and highlights prospective advance-

ments, emphasizing the critical features that future identification frameworks should integrate.

1.3 Objectives

The primary objectives of this thesis are as follows:

* To develop traffic-capture framework that eliminate the need for complex network deploy-

ments typically required for device identification research.

* To collect and curate a well-balanced, high-quality dataset suitable for IoT device identifica-

tion and behavioral analysis.

* To design a deep learning model capable of accurately identifying IoT devices and to validate

its robustness by evaluating it on an additional, independent dataset.

* To extend the proposed model with an incremental learning capability that allows it to incor-
porate new devices without full retraining, and to assess how the scale of newly added devices

impacts overall performance.

* To establish an evaluation methodology for handling duplicate devices, enabling assessment

of the model’s effectiveness in identifying previously unseen device instances.

1.4 Contributions

The contributions of our study are outlined below.

* To our knowledge, this is the first study to examine both the shortcomings of existing IoT

datasets and the intricate network constraints that hinder collaborative efforts to scale datasets



for device identification. The lack of genuine human interaction and the restricted growth of

these datasets limit their ability to adapt to the dynamically evolving 10T ecosystem.

* We propose two open-source frameworks, ScanloT and DroidScour, designed to collect and
label 10T traffic without requiring complex network deployments. These tools can capture
device-specific traffic within any network and are capable of simultaneously collecting traffic
from multiple devices. These frameworks does not require any complicated and expensive
network deployments and enable the generation of scalable datasets that can adapt to the

dynamically evolving IoT ecosystem.

* Using our proposed frameworks, we collected traffic from various IoT devices to construct
the Concordia University loT Device Identification Dataset (CU2025), a well-balanced and

high-quality dataset.

* The study presents a Deep Feedforward Neural Network (DFNN) model designed for the
identification of Internet of Things (IoT) devices and their respective categories. In addi-
tion, an incremental learning approach is also proposed to enable the integration of newly
introduced devices without necessitating complete retraining of the model. Furthermore, the
research investigates the impact of varying the number of incrementally added devices on the

overall performance of the model accuracy.

* To assert the effectiveness of our proposed model, we used the Leave-One-Subject-Out Cross-
Validation (LOSO-CV) technique for assessing loT device identification in real-world scenar-
i0s.

1.5 Thesis Organization

The remainder of this thesis is organized as follows:

* Chapter 2 provides an overview of the foundational concepts and principles relevant to this

thesis.



Chapter 3 presents a literature review on device identification techniques and discusses the

limitations of existing datasets.

Chapter 4 discusses the proposed ScanloT and DroidScour frameworks, which were devel-

oped to collect and annotate IoT device traffic.

Chapter 5 presents the transformation of the CICIoT2023 dataset into device identifica-
tion focused dataset and details the Concordia University IoT device identification dataset

(CU2025).

Chapter 6 provides a comprehensive overview of the methodology, encompassing the pre-
processing pipeline applied to the datasets, the procedures for data preparation, the design
and implementation of the model architecture, the incremental learning framework, and the

evaluation strategies employed to assess model performance.

The results of our findings are presented in Chapter 7.

Discussion of findings are presented in Chapter 8.

Chapter 9 presents the conclusion of our work, discusses its limitations, and outlines poten-

tial directions for future research.



Chapter 2

Background

This chapter provides a comprehensive overview of the foundational concepts that underpin this
research, encompassing the Internet of Things (IoT), IoT device identification, and the machine

learning methodologies and their corresponding applications.

2.1 Internet of Things

This section offers an examination of Internet of Things (IoT) devices, addressing their market
evolution, application spectrum, essential security terminologies, common attacks, and prominent

incidents that highlight the security challenges inherent to IoT environments.

2.1.1 Overview

Kevin Ashton first introduced the concept of the Internet of Things (IoT) in 1999 during a
presentation at Procter & Gamble [9]. The IoT architecture integrates sensors and actuators that
operate collaboratively, enabling data acquisition and control through Internet. Equipped with het-
erogeneous sensors and onboard processing units, [oT devices are inherently versatile and can be
readily deployed in a wide range of application environments [32]. This inherent adaptability has
positioned IoT systems as a foundational technology across multiple sectors, encompassing indus-
try, agriculture, transportation, smart cities, smart homes, and healthcare [33].

Rapid advancements in embedded systems have catalyzed the unprecedented growth of the IoT
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Figure 2.1: IoT market analysis and forecast 2020-2030 [1].

ecosystem, with more than 120 devices joining the Internet each second. Forecasts predict that by
2030, the global network of interconnected IoT devices will exceed 125 billion [34]. Al-Sarawi
et al. [1] conducted a comprehensive analysis of the IoT market, as depicted in Figure 2.1. The
projected expansion of IoT in industrial applications is shown in Figure 2.1a, whereas Figure 2.1b
presents the anticipated IoT adoption trends across different sectors by 2030 including healthcare
and lifestyle, automotive, construction and infrastructure, energy, and industry.

While IoT devices enable remote execution and monitoring of processes, many are rushed to
market to maintain competitive timing, often at the expense of robust security measures. Although
their computational capabilities are increasing, these resources are largely dedicated to core sens-
ing and actuation functions, with limited attention to safeguarding communications or adhering to
standardized security protocols [35]. Consequently, the widespread deployment of IoT devices has
created complex technical, security, and operational challenges that must be addressed to ensure

safe, reliable, and scalable adoption across domains [36].
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Figure 2.2: Internet of Things application.

2.1.2 IoT application

Figure 2.2 provides an overview of the diverse application domains of the Internet of Things
(IoT). Within the industrial domain, IoT devices play a critical role in automating asset tracking,
robotics, and process optimization. They are instrumental in monitoring parameters such as vibra-
tion and temperature of industrial machines to support predictive maintenance and minimize down-
time. Moreover, IoT-based systems enable remote supervision of energy consumption in industrial
equipment. These specialized industrial IoT applications are collectively known as the Industrial
Internet of Things (IloT) [37,38].

In the agricultural sector, the integration of IoT technologies has led to substantial improve-
ments in crop yield and production efficiency. By facilitating real-time monitoring of environmental
factors such as soil moisture, pH, and temperature, IoT devices support precision farming and data-
driven decision-making. Furthermore, the use of unmanned aerial vehicles (UAVs) for crop health
assessment and livestock monitoring enables early detection of issues, optimizing productivity and
resource utilization [39-41].

In the transportation domain, IoT devices play a vital role in enabling fleet telematics and vehi-
cle tracking through Global Positioning System (GPS) integration. Such connectivity allows vehi-

cles to interact with transit infrastructure, enhancing route optimization and operational efficiency.



Additionally, IoT-driven communication frameworks contribute to intelligent traffic management
systems, enabling dynamic control of traffic flow and congestion mitigation [42].

Within smart city infrastructures, IoT devices play a pivotal role in optimizing resource manage-
ment and service delivery. Smart grids leverage IoT connectivity to automate energy distribution,
balance load demands, and enhance overall energy efficiency. Furthermore, IoT-based solutions
such as adaptive street lighting, smart parking systems, air quality monitoring, and waste-bin track-
ing exemplify the diverse applications that contribute to sustainable and intelligent urban ecosys-
tems [43].

In the military and defense domain, IoT technologies play a crucial role in enhancing opera-
tional capability and situational awareness. Applications include wearable health monitoring sys-
tems for soldiers, drone-based surveillance and targeting, voice-assisted communication, and remote
equipment control. Furthermore, IoT-enabled smart logistics and asset tracking systems streamline
supply chain management and resource allocation, contributing to more efficient and responsive
defense operations [44].

In healthcare, IoT technologies have become increasingly significant, facilitating remote patient
monitoring through smartwatches, wearable sensors, and biosensing devices. Beyond patient care,
IoT systems streamline hospital asset tracking and inventory management, improving operational
efficiency. Furthermore, applications such as smart beds, patient tracking, telemedicine, virtual
consultations, early diagnostic systems, and intelligent medication dispensers exemplify how IoT
integration is transforming healthcare delivery and patient outcomes [45,46].

The adoption of IoT devices in smart homes has been increasing rapidly. Figure 2.3 illustrates a
typical smart home, where diverse 10T devices are interconnected to manage lighting, plugs, doors,
temperature, moisture levels, smart wearables, cameras, and Internet connectivity. As shown in
Figure 2.3, smart cameras, smart plugs, and other purpose-built devices often have limited process-
ing power and memory, which constrains their capabilities and results in Internet connections with
minimal or basic security configurations [47]. These limitations make IoT devices attractive targets
for adversaries, increasing the risk of cyberattacks that exploit their vulnerabilities [48]. Beyond the
aforementioned domains, IoT applications have also emerged in sectors such as aviation [49], edu-

cation [50], and forestry [51], providing enhanced monitoring, operational efficiency, and intelligent



Figure 2.3: A typical smart home.

resource management.

2.1.3 IoT Security

The exponential growth of IoT deployments has presented substantial challenges in effective
device management and operation [52]. While IoT technologies facilitate remote monitoring and
control, their rapid and widespread adoption has exposed significant vulnerabilities, particularly in
terms of security. Competitive market dynamics often compel manufacturers to accelerate product
releases, frequently neglecting thorough security evaluation. As a result, many loT devices are
introduced with inadequate or minimal cyber protection mechanisms, rendering them susceptible to
exploitation and making them prime targets for cyberattacks.

In addition to design and deployment challenges, constraints such as limited processing power
and inadequate cryptographic [53, 54] implementations further weaken the cybersecurity posture
of IoT systems. Furthermore, the increasing prevalence of the Bring Your Own Device (BYOD)
paradigm across various network environments enlarges the attack surface, as potentially insecure

devices gain access to sensitive network infrastructures [55].

10



Security terminologies

This section briefly defines fundamental security terminologies, including confidentiality, in-

tegrity, availability, vulnerability, exploit, threat, risk, and malware.

Confidentiality refers to the property of safeguarding information so that it is accessible
exclusively to authorized individuals or systems, thereby preventing unauthorized disclosure

or exposure.

Integrity refers to the assurance that information is maintained in a correct, complete, and
unmodified state during storage, processing, and transmission, preserving its trustworthiness

from origin to destination.

Availability refers to the property of ensuring that information, applications, and IoT systems
remain accessible and functional for authorized users whenever needed, minimizing down-

time and service disruptions.

A vulnerability can be defined as a weakness or deficiency in the design, implementation, op-
eration, or configuration of an IoT device that may be exploited by adversaries to compromise

the device’s confidentiality, integrity, or availability.

An exploit refers to a technique, program, or tool that leverages a vulnerability within a
software application or device to induce unintended or malicious behavior. These behaviors
may manifest as unauthorized access to system resources, data exfiltration, or disruption of
essential services, thereby compromising the confidentiality, integrity, or availability of the

system.

A threat refers to any event, entity, or condition that has the potential to exploit a vulnerability
in an IoT device or system, thereby causing harm to its operations, compromising its data, or

disrupting its intended functionality.

A risk represents the potential adverse impact or loss that may result from a threat exploiting
a vulnerability in an IoT device or system, thereby affecting its confidentiality, integrity, or

availability.

11



Table 2.1: IoT Scenarios with Associated Threats, Vulnerabilities, and Risks

Scenarios Threat Vulnerability Risk

Compromised smart | Cybercriminal Default admin pass- | Unauthorized

home camera exploiting weak | word surveillance, user
credentials privacy breach

Failure of Industrial | Malware infection Unpatched firmware | Production  down-

IoT sensor

time, safety hazard

Compromised
healthcare IoT de-
vices

Network attack

Unsecured wireless
communication

Patient data theft, po-
tential harm to pa-
tient

Smart thermostat | Hacker  exploiting | Default or weak Wi- | Unauthorized control
manipulation weak network secu- | Fi password of thermostat, energy
rity loss, discomfort
Autonomous vehicle | Cybercriminal inject- | Insecure communi- | Vehicle collision,
sensor hack ing false sensor data | cation protocols traffic disruption,
injury
Smart factory robot | Insider threat or mal- | Lack of access con- | Production errors,
tampering ware trol and unpatched | equipment damage,

software

safety hazard

Compromised wear-
able health tracker

Malware or phishing
attack

Weak encryption of
transmitted  health
data

Exposure of sensi-
tive health informa-
tion, privacy viola-
tion

Smart
system

grid energy

DDoS attack on IoT
controllers

Poor network
mentation

seg-

Power outages, grid
instability, economic
loss

Agricultural IoT sen-
sor breach

Remote attacker
exploiting firmware
vulnerability

Outdated firmware,
unsecured IoT gate-
way

Crop  mismanage-
ment, resource
waste, financial loss

Malware refers to any software intentionally created to compromise the normal operation of
systems or networks, enabling unauthorized access, disrupting services, or inflicting damage

on hardware, software, or data.
Table 2.1 illustrates several scenarios to elucidate the relationships between threats, vulnerabil-
ities, and risks in IoT environments.
Common attacks

This section provides a brief overview of several well-known attacks targeting IoT devices and

systems.

* Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks represent some

of the most significant threats to IoT infrastructures, aiming to disrupt service availability
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by inundating devices or networks with a massive volume of requests. Common techniques
employed in these attacks include ACK fragmentation [56], Slowloris [57], ICMP, HTTP,
UDP, and TCP floods [58-60], as well as RST-FIN floods [61], PSH-ACK floods [62], UDP
and ICMP fragmentation [63, 64], SYN floods [65], Synonymous IP floods [66], and mirai
attack [12,67].

* Reconnaissance attacks represent an initial phase in which an adversary systematically col-
lects information about a target to inform and facilitate subsequent exploitation. Typical
techniques employed during reconnaissance include host discovery [68], ping sweeps [69],
port scanning [70], operating-system scanning [71], and vulnerability scanning [72]; these
methods aim to reveal network topology, exposed services, software versions, and known

weaknesses that can be leveraged in later attack stages.

* Spoofing constitutes another category of cyberattacks in which adversaries impersonate le-
gitimate users or systems to gain unauthorized access, exfiltrate sensitive information, or
propagate malicious software [73]. Among the most prevalent forms of spoofing are Domain
Name System (DNS) spoofing [74] and Address Resolution Protocol (ARP) spoofing [75],
both of which manipulate network communication protocols to redirect traffic or intercept

data for malicious purposes.

* Web-exposed services hosted on Internet-of-Things (IoT) devices are frequent targets for at-
tackers who exploit application-layer vulnerabilities. Common web-based attack vectors in-
clude SQL injection [76], command injection [77], cross-site scripting (XSS) [78], browser
hijacking [79], backdoor malware [80], and unauthorized file-upload [81]; these techniques
can facilitate data exfiltration, remote code execution, session compromise, establishment of

persistent footholds, and malware distribution.

Reported incidents

This section presents a concise overview of several well-documented incidents involving the

compromise of IoT devices.
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* The Mirai botnet, first identified in 2016, specifically targeted a broad spectrum of Internet of
Things (IoT) devices, such as Internet Protocol (IP) cameras, digital video recorders (DVRs),
and routers, by exploiting default or weak authentication credentials. This widespread ex-
ploitation enabled adversaries to conscript compromised devices into a large-scale botnet,
which was subsequently leveraged to execute distributed denial-of-service (DDoS) attacks of

unprecedented magnitude [12].

* The Jeep Cherokee cybersecurity incident demonstrated a critical vulnerability that allowed
security researchers to remotely manipulate the vehicle’s control systems through its Internet
of Things (IoT) connectivity features. This exposure highlighted severe risks associated with
connected vehicle technologies and consequently prompted the recall of approximately 1.4

million vehicles to implement essential security updates [82].

* The WannaCry ransomware attack exploited unpatched vulnerabilities in industrial Internet
of Things (IloT) systems as well as IoT-connected healthcare devices and networks. This
large-scale cyber incident caused widespread disruption to critical infrastructure, including
hospital operations, and resulted in an estimated global economic loss of approximately $4

billion [83].

* The well-known casino aquarium thermometer breach exploited a vulnerability in a network-
connected IoT temperature sensor, enabling attackers to infiltrate the casino’s internal network
and gain unauthorized access to the high-roller customer database. This incident resulted in

significant reputational damage and the exposure of sensitive client information [84].

* In the Ring doorbell incident, attackers exploited inadequate security configurations in IoT-
enabled cameras, allowing them to harass users and invade their privacy through unauthorized
access. This breach underscored critical security weaknesses in consumer-grade smart home
IoT devices and emphasized the urgent need for stronger privacy and access control mecha-

nisms [85].
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* Garmin experienced a significant ransomware attack that disrupted the operation of its fitness-
related Internet of Things (IoT) ecosystem. The incident resulted in the encryption and tem-
porary inaccessibility of critical services, including those supporting fitness tracking and avi-
ation systems. The operational downtime severely impacted users worldwide and reportedly
culminated in a ransom payment estimated at approximately $10 million to restore function-

ality [86].

* Another notable incident targeting critical energy infrastructure was the colonial pipeline ran-
somware attack, in which threat actors exploited compromised credentials to infiltrate the
organization’s loT-integrated operational systems. The intrusion led to the temporary shut-
down of pipeline operations, disrupting fuel distribution across multiple U.S. states. The
company reportedly paid a ransom of approximately $4 million to regain access and restore

normal functionality [87].

* In the Verkada camera breach, a large-scale compromise of loT-based surveillance systems
occurred when attackers obtained administrative credentials, granting unauthorized access to
approximately 150,000 cameras. The incident resulted in the exposure of live video feeds
and recorded footage from sensitive environments, including hospitals, correctional facilities,
and industrial sites such as Tesla factories, thereby highlighting severe privacy and security

vulnerabilities within cloud-managed loT ecosystems [88].

* The Oldsmar Water Treatment Plant cyberattack represents one of the most critical incidents
targeting public utilities, wherein adversaries gained unauthorized access to the facility’s
IoT-enabled Supervisory Control and Data Acquisition (SCADA) systems. The attackers
attempted to manipulate the chemical composition of the drinking water supply, posing a sig-
nificant potential threat to public health. Fortunately, the intrusion was detected promptly, and

corrective actions were taken to restore normal operations before any harm could occur [89].

* One of the most recent and significant cybersecurity incidents is the MOVEit data breach,
which targeted a managed file transfer application by exploiting a zero-day vulnerability in

systems associated with IoT environments. This breach resulted in the exposure of millions
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of sensitive records and incurred financial penalties exceeding $100 million [90].

2.2 Device Identification

This section provides an overview of device identification, emphasizing the granularity of identi-
fication in IoT environments and examining the machine learning approaches employed for accurate

device recognition.

2.2.1 Overview

As the incidence of cyber threats within the Internet of Things (IoT) landscape continues to
escalate, accurate device identification emerges as a fundamental requirement for recognizing and
managing individual devices across interconnected infrastructures [91]. The implementation of re-
liable identity validation mechanisms is imperative to uphold system security, trust, and operational
resilience. A range of methodologies have been developed for device identification, encompassing
approaches based on intrinsic physical hardware properties, radio frequency (RF) signal profiling,
and network traffic characterization and pattern analysis. Brief description of each methodology

follows.

* Device identification at the physical layer relies on the intrinsic behavior of hardware compo-
nents to distinguish IoT devices. These characteristics are produced by the analog circuitry,
which varies across different devices. Variations in manufacturing processes introduce subtle
deviations in circuitry, resulting in unique signatures that can be leveraged to identify individ-

ual IoT devices [26].

* Device identification at the network layer relies on data received from the physical layer,
which is subsequently transmitted to higher protocol layers. The network layer serves as the
backbone of the 10T infrastructure, encompassing routing and transmission information that

can be analyzed to facilitate device identification [28].

* The application layer receives data from the network layer and represents the outermost layer
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responsible for fulfilling operational requirements across diverse domains. The informa-
tion contained within this layer enables analytical processes that derive meaningful insights
from device-related tasks and interactions. Device identification at this layer typically lever-
ages application-specific communication protocols, blockchain-based frameworks, and cryp-

tographic techniques to ensure secure and reliable recognition of IoT devices [92].

For device identification to serve as an effective and robust solution, several desirable charac-
teristics must be considered. Firstly, it should enable the unique identification of each device within
the networked environment. Secondly, it should provide meaningful information, reflecting both
the device’s identity and its functional role within the system. Thirdly, the identification mechanism
should be concise, facilitating ease of management and operational simplicity. Finally, it must be
secure and efficient, particularly in lightweight or resource-constrained applications, allowing the

system to scale without compromising performance or disrupting normal operations [9].

2.2.2 Granularity of device identification

The requirements for IoT device identification vary according to environmental and operational
demands. Depending on the context, device identification can be classified into three primary levels:
device category identification, device type identification, and device instance identification. The

brief explanation of each level of device identification is presented below.

* Device category identification provides information about the general category of the device,
such as cameras, audio devices, hubs, lighting systems, power outlets, or home automation

equipment.

* Device type identification offers more detailed information, specifying particular devices
within a category, for example, Google Home Mini, Nest Camera, Amazon Alexa, Amazon

Echo Dot, or D-Link Camera.

* Device instance identification provides the most granular level of detail, capturing not only
the device type but also its specific generation or model. Examples include Google Nest Mini

(2nd generation), Amazon Echo Dot (3rd generation), or Blink Mini 2 Camera,
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Device instance Device type Device category
identification identification identification
Google nest mini Google home mini, Camera, Audio,
(2™ gen), Amazon Nest camera, Hub, Lighting,
echo dot (3" gen), Amazon Alexa, Power outlet.
Camera blink mini Amazon echo dot,
2. D-Link camera.

Figure 2.4: 10T device identification granularity.

Figure 2.4 illustrates the granularity of device identification in relation to network requirements and

operational demands.

2.2.3 Significance

Device identification holds significant importance within networked environments, serving as a
foundation for functions ranging from continuous monitoring to the enforcement of security poli-
cies. It plays a pivotal role in enhancing network security across various applications. Accurate
identification of device category, type, and instance contributes to strengthening the security posture
of the evolving IoT ecosystem, where such devices often represent the initial targets of cyberattacks
due to their limited computational capabilities and susceptibility to compromise for large-scale at-

tacks [93]. Several significant aspects of 10T device identification follows.

* Policy enforcement: Within a network, device category identification facilitates precise pol-
icy enforcement, thereby enhancing the protection of individual devices and, consequently,
the overall network [2]. Moreover, device type and instance identification enable the detection
of related or potentially compromised devices across interconnected systems, supporting ef-

fective network management and incident response. When loT device identification systems
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are integrated within larger, interconnected networks, they can further contribute to global se-

curity efforts by providing timely and relevant information regarding compromised devices.

* Device validation: Device identification can play a crucial role in mitigating incidents caused
by identity spoofing. Device forgery, commonly referred to as identity spoofing, occurs when
an adversary obtains a legitimate device identifier, such as a MAC address, to impersonate the
victim device. A naive approach to verification involves authenticating devices solely based
on their MAC addresses; however, this method is inherently weak, as such identifiers can be

easily forged or manipulated, rendering it ineffective for robust device identity validation [94].

* Device authentication: While user authentication has long been an integral component of
network security, the need to authenticate devices within a network is becoming increasingly
critical. Device identification can address this requirement by verifying the known devices
within the network, thereby preventing unauthorized access and mitigating potential adver-

sarial activities [95].

* Device restriction: The Bring Your Own Device (BYOD) policy permits employees to con-
nect their personal devices to organizational networks, often resulting in the presence of
“shadow devices” that may not be fully regulated or monitored [96]. These devices intro-
duce significant security challenges to the network infrastructure. However, through effective
device identification mechanisms, unauthorized or unmanaged devices attempting to access
organizational servers can be detected and subsequently restricted, thereby enhancing the

overall security posture of the organization.

* Tracking: Traditionally, user tracking has relied on the use of cookies; however, the increas-
ing deletion of cookies by users, growing privacy concerns, and the default blocking of cook-
ies by modern browsers have significantly limited their effectiveness. Device identification
offers an alternative approach by enabling the tracking of user activity through unique de-
vice attributes, thereby providing a more persistent and privacy-aware mechanism for online

activity analysis [97].

* Operation Continuity: The increase in cyber incidents targeting Industrial Control Systems
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(ICS), which manage critical infrastructure, has grown exponentially. Such incidents can
have devastating consequences, including machine downtime, unwanted blackouts, economic
losses, and environmental disasters. Implementing a centralized device identification system
allows organizations to monitor all connected devices, identify those requiring attention, and
proactively alert cybersecurity experts, thereby reducing the likelihood and impact of cyber

incidents [98,99].

2.3 Machine and Deep learning

Machine Learning (ML), a subfield of Artificial Intelligence (Al), enables computers to learn
patterns from data to make decisions or predictions without explicit programming. Common ML
techniques include Decision Trees (DT), Support Vector Machines (SVM), Random Forests (RF),
and Neural Networks (NN). Deep Learning (DL), a specialized branch of ML, employs Artificial
Neural Networks (ANNs) composed of multiple layers, hence the term deep, to automatically learn
hierarchical data representations. DL methods are widely applied to complex tasks such as speech
recognition, image classification, and natural language processing. In the subsequent sections, we

examine the application of these techniques in the context of IoT device identification.

2.3.1 Supervised Machine Learning

Supervised machine learning is a type of machine learning that relies on labeled data to train
algorithms to make predictions on unseen testing data. The labeled dataset provides the neces-
sary input-output pairs, allowing the algorithm to learn the relationship between features and the
corresponding outputs. During training, the algorithm iteratively processes the data to adjust its pa-
rameters and optimize performance, ultimately achieving accurate predictions. Supervised learning
is widely used for both classification and regression tasks. Commonly applied algorithms include
Decision Trees, Random Forests, Support Vector Machines, k-Nearest Neighbors, Naive Bayes,

Logistic Regression, and Gradient Boosting. A brief description of each algorithm follows.

20



Decision Tree

Decision Tree (DT) algorithms, as the name suggests, operate through a hierarchical series of
if—then decision rules derived from labeled data, such as network traffic patterns, to determine device
types. DTs can be employed for both classification and regression tasks [100]. DTs are commonly
employed for device classification tasks using features including packet size, packet inter-arrival
time, and communication protocols. DTs are relatively simple, non-parametric, interpretable, and
computationally efficient; however, they are prone to overfitting if not appropriately pruned. DT are

used for both classification and regression purposes.

Random Forest

Random Forest (RF) is an ensemble learning method that constructs multiple Decision Trees
(DTs) and generates predictions based on majority voting among them [101]. RF models are em-
ployed not only for device identification but also for detecting rogue or anomalous devices within
networks by analyzing aggregated network statistics. They generally exhibit high accuracy and
demonstrate robust performance even in the presence of noise. However, similar to DTs, RF models
are susceptible to overfitting and their performance can degrade when dealing with highly imbal-

anced datasets.

Support Vector Machine

Support Vector Machine (SVM) is a supervised machine learning technique that determines
the optimal decision boundary, known as a hyperplane, between different classes based on features
extracted from network data [102]. SVMs can be applied to both classification and regression
tasks. In the context of IoT identification and security, SVMs are utilized to detect abnormal or
unauthorized devices by distinguishing their traffic patterns from those of known, labeled network

traffic.
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k-Nearest Neighbors

The k-Nearest Neighbors (kNN) algorithm classifies unknown devices by comparing them with
the k most similar known devices based on feature distance metrics [103]. kNN enables rapid classi-
fication, making it well-suited for lightweight IoT gateway applications that require real-time device
identification. The algorithm is simple, intuitive, and easily interpretable; however, its performance
degrades with large datasets due to increased computational complexity and it remains sensitive to

noisy data.

Naive Bayes

Naive Bayes (NB) is a probabilistic algorithm that assumes feature independence and computes
the likelihood of each class based on this assumption [104]. NB models are commonly applied to
identify known device types when network features, such as network ports, packet sizes, and proto-
cols, are conditionally independent. They are computationally efficient, require minimal resources,
and are therefore well-suited for resource-constrained IoT environments. However, the simplify-
ing independence assumption may reduce accuracy in more complex or highly correlated feature

spaces.

Logistic Regression

Logistic Regression (LR) is a probabilistic algorithm used to determine the likelihood that a
device belongs to a particular class. LR is widely utilized for binary classification tasks, such
as distinguishing between authorized and unauthorized devices or differentiating IoT and non-IoT
devices [105]. It serves as a simple yet effective baseline model; however, its applicability is limited

in scenarios involving complex or nonlinear relationships among features.

Gradient Boosting

Gradient Boosting (GB) is an ensemble learning technique that constructs a strong predictive

model by sequentially combining multiple weak Decision Trees (DTs) [106]. GB has demonstrated
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high accuracy in device-type identification based on corresponding network traffic patterns and be-
havioral logs. It effectively handles mixed feature types and exhibits excellent overall performance.
However, GB requires extensive hyperparameter tuning and is computationally intensive, which

may limit its suitability for resource-constrained IoT environments.

2.3.2 Unsupervised Machine Learning

Unsupervised machine learning, unlike supervised learning, does not rely on labeled datasets
for training. Instead of learning from predefined input-output pairs, it identifies inherent patterns
and structures within the data to extract meaningful insights and make predictions. Unsupervised
learning techniques are commonly applied in domains such as fraud detection, customer behavior
analysis, and market segmentation. These approaches aim to uncover natural groupings or detect
anomalies within data, making them particularly suitable for applications such as IoT device identi-
fication, rogue device detection, and behavioral profiling. A brief overview of several unsupervised

learning techniques is presented below.

Clustering

Clustering, as the name suggests, groups data points based on similarity, where each point
may either belong exclusively to one cluster or have varying degrees of membership across mul-
tiple clusters. In k-means clustering, each data point is assigned to a single cluster, resulting in a
straightforward classification approach with relatively low computational complexity. In contrast,
Fuzzy c-means clustering assigns membership weights to each data point for all clusters, thereby
capturing uncertainty and overlap among groups, albeit at a higher computational cost due to iter-
ative membership updates. Other notable clustering techniques include DBSCAN, a density-based
method capable of automatically identifying clusters and anomalies; hierarchical clustering, which
constructs a tree-like cluster structure; and Gaussian Mixture Models (GMM), a probabilistic ap-

proach that models overlapping groups using a combination of Gaussian distributions [107].
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Principal Component Analysis

Principal Component Analysis (PCA) is a widely used technique for dimensionality reduction
and feature extraction [108]. It transforms the data into a set of principal components that capture
the maximum variance within the dataset, thereby enabling efficient visualization and preprocessing
of IoT traffic data for subsequent clustering or classification tasks. In this way, PCA can help high-
light device-specific features. The method is simple, interpretable, and computationally efficient;

however, its primary limitation is that it captures only linear relationships among features.

Isolation Forest

Isolation Forest is a powerful and widely adopted unsupervised machine learning algorithm
for anomaly and outlier detection, particularly in Internet of Things (IoT) and Industrial Control
System (ICS) environments. It operates as an ensemble of Decision Trees (DTs) and is based on
the principle that anomalies are easier to isolate than normal data points. Isolation Forest performs
effectively on high-dimensional and large-scale datasets, offering scalability and robustness even in
the presence of noise [109]. However, it has certain limitations, while it excels at detecting global
anomalies, it may fail to identify local outliers within dense clusters. Additionally, the inherent
randomness in tree construction can introduce minor variability in results, and the model’s lack of

interpretability makes it challenging to pinpoint the specific cause of detected anomalies.

2.3.3 Deep Learning

Deep learning, a subset of machine learning, utilizes Artificial Neural Networks (ANNs) com-
posed of multiple layers, hence the term “deep”, to automatically learn hierarchical representations
of data. It is particularly valued for its ability to capture complex patterns, handle high-dimensional
datasets, and model nonlinear relationships, making it suitable for a wide range of applications.
Deep learning techniques have been extensively applied to challenging tasks such as speech recog-
nition, image classification, natural language processing, IoT device identification, cybersecurity,
healthcare, and autonomous systems [110]. A brief overview of several deep learning techniques is

provided below.
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Feed-Forward Neural Networks

The Feed-Forward Neural Network (FNN) is a foundational deep learning architecture and rep-
resents the simplest form of an Artificial Neural Network (ANN). In an FNN, information flows
unidirectionally from the input layer through one or more hidden layers to the output layer, without
any loops or feedback connections. Each neuron in a given layer is fully connected to all neurons in
the subsequent layer, and the network learns by adjusting these connection weights during the train-
ing process. Through iterative optimization, FNNs learn to map input data to output predictions by
recognizing underlying patterns in the data.

FNNs have been widely applied across diverse domains, including computer vision, finance,
healthcare, cybersecurity, manufacturing, and IoT systems, particularly for tasks involving pat-
tern recognition, classification, and prediction [111]. The network accepts input data, processes
it through hidden layers using weighted transformations and activation functions, and produces pre-
dictions at the output layer. During training, the network updates its weights to minimize prediction
error.

FNNss offer several advantages, including their simple design, ease of training and interpretation,
and their theoretical capability as universal approximators, able to model any continuous function
given sufficient neurons and layers. They also enable fast inference, as trained models can process
new data efficiently. Furthermore, FNNs are versatile, supporting both classification and regression
tasks, and serve as the foundational architecture for more advanced neural network models such as

Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs).

Convolutional Neural Networks

A Convolutional Neural Network (CNN) is a deep learning architecture specifically designed to
learn spatial hierarchies and automatically extract meaningful patterns from structured data such as
images, signals, or time-series data. Unlike the previously discussed Feed-Forward Neural Network
(FNN), which treats all inputs equally, CNNs employ convolutional operations to focus on localized
regions of the input, mimicking the way the human visual system perceives and processes visual

scenes.
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A typical CNN consists of multiple layers. The input layer receives raw data, while the convo-
lutional layers apply filters (also referred to as kernels) that slide across the input to extract relevant
features, with each filter learning a specific pattern or attribute. The activation layers introduce
nonlinearity through activation functions, enabling the network to model complex relationships.
The pooling layers perform dimensionality reduction, enhancing computational efficiency by re-
taining only the most salient features. The fully connected layers integrate the extracted features
to produce the final classification or detection, and the output layer generates the corresponding
prediction [112].

CNNss are highly effective for data with spatial, temporal, or structural dependencies, making
them widely applicable in computer vision, healthcare, cybersecurity, autonomous systems, 1oT and
smart city infrastructures, and manufacturing domains. Their advantages include automatic feature
extraction directly from raw input data, translation invariance through spatial feature learning, high
accuracy, reduced parameter complexity compared to FNNs due to parameter sharing, and scalabil-
ity for large, high-dimensional datasets. However, CNNs also have limitations: they require large
datasets for effective training, are computationally intensive, exhibit limited interpretability (often
regarded as “black-box” models), and perform less effectively on tabular data lacking spatial or

sequential structure.

Recurrent Neural Networks

A Recurrent Neural Network (RNN) is a deep learning architecture designed to process se-
quential or time-dependent data in which the order of information is critical. Unlike Feed-Forward
Neural Networks (FNNs), RNNs incorporate feedback connections that allow information from pre-
vious time steps to influence the current output, thereby maintaining a form of memory across the
sequence.

A typical RNN consists of an input layer that receives sequential data, followed by one or
more hidden layers containing feedback loops that retain past information. Each neuron in the
hidden layer processes the current input along with the hidden state from the previous time step,
enabling temporal context to be preserved. The output layer then generates predictions based on the

accumulated information.
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However, standard RNNs struggle to retain long-term dependencies due to issues such as van-
ishing or exploding gradients. To address these limitations, several advanced architectures have
been developed, including Long Short-Term Memory (LSTM) networks, which capture long-range
dependencies and mitigate the vanishing gradient problem; Gated Recurrent Units (GRU), a sim-
plified and computationally efficient variant of LSTMs; and Bidirectional RNNs (Bi-RNN), which
process sequences in both forward and backward directions to capture contextual information from
past and future data points [113].

RNNs are particularly effective in domains where sequential patterns and temporal context
are important, such as Natural Language Processing (NLP), finance (e.g., stock price forecasting),
healthcare (e.g., patient monitoring), cybersecurity (e.g., log sequence analysis), [oT systems (e.g.,
sensor data processing), and industrial automation (e.g., predictive maintenance).

Key advantages of RNNs include their temporal awareness, ability to handle variable-length
input sequences, effectiveness in time-series prediction, and capability to detect gradual behavioral
changes. Nonetheless, they present several challenges: training is computationally intensive and rel-
atively slow, parallelization is limited due to their sequential nature, and large amounts of temporal

data are typically required to achieve optimal performance.

Transformer Neural Networks

The Transformer Neural Network (TNN) is a deep learning architecture specifically designed to
process sequential data without relying on recurrence. Instead of the iterative processing used in Re-
current Neural Networks (RNNs), Transformers utilize a mechanism known as self-attention, which
enables the model to simultaneously consider all elements within a sequence and capture global de-
pendencies among them. This architecture was first introduced in the seminal 2017 paper “Attention
Is All You Need” [114] and has since revolutionized sequence modeling and representation learning
across diverse domains.

A standard Transformer consists of two primary components: an encoder and a decoder. The
encoder processes the input sequence and generates contextualized embeddings by employing self-

attention to model relationships between all positions in the input. The decoder, in turn, generates
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the output sequence by attending to relevant portions of the encoder’s output through a combina-
tion of self-attention and encoder—decoder attention mechanisms. Each encoder and decoder layer
typically comprises a multi-head attention mechanism that captures multiple types of relationships
in parallel, a feedforward network that processes intermediate representations, and residual connec-
tions coupled with layer normalization to enhance training stability and model performance.

Transformers have been widely adopted across numerous deep learning domains. In Natu-
ral Language Processing (NLP), they form the foundation of state-of-the-art systems for machine
translation, text summarization, and conversational agents (chat bots). In computer vision, Vision
Transformers (ViTs) are used for image classification and object detection. In speech processing,
they enable speech recognition and voice synthesis. Furthermore, Transformers have gained traction
in cybersecurity for log anomaly detection and threat behavior modeling, in IoT and edge systems
for sequence and device behavior modeling, and in time-series forecasting for applications such as
energy consumption prediction and network traffic estimation.

The key advantages of Transformers include parallel processing, which allows simultaneous
handling of all input elements, resulting in significantly faster training compared to RNNs, along
with an exceptional ability to capture long-range dependencies through self-attention. They are also
highly scalable, perform effectively on large datasets, and exhibit versatility across various data
modalities including text, images, audio signals, and graphs. Moreover, Transformers consistently
outperform traditional RNN- or LSTM-based models on most sequence-based tasks.

However, the architecture also presents several limitations. Transformers entail high compu-
tational and memory costs, often requiring substantial hardware resources for both training and
inference. They typically demand large-scale datasets for effective learning and possess a complex
architecture compared to simpler models such as Feed-Forward Neural Networks (FNNs) or Convo-
lutional Neural Networks (CNNs). Consequently, their resource-intensive nature limits deployment
in constrained or edge environments where computational capacity and energy availability are re-

stricted.
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Chapter 3

Literature Review

This chapter provides a literature review on device fingerprinting and limitations in the existing
dataset for device identification. Although there is extensive literature on device identification, we
highlight a selection of supervised machine learning works along with their limitations, as discussed

below.

3.1 Supervised Machine Learning Techniques

Wang et al. [115] proposed IoT-Portrait that automatically identifies IoT devices by relying on a
transformer neural network to learn the corresponding device’s traffic behavior. Their study utilized
class incremental learning while training the new model to preserve the old class features, mitigating
catastrophic forgetting. They rely on both active and passive device information extraction- their
approach becomes intrusive, hence unsuitable for real-time deployments. Their approach relies on
a stable network connection and has only been evaluated against 15 devices. Also, the network
fluctuations could potentially affect the device identification accuracy of the model.

IoTTFID, proposed by Hao et al. [116], uses a transformer framework to identify devices af-
ter feature extraction. The model performs well on the UNSW dataset, achieving an accuracy of
98.09%, and on the YourThings dataset, achieving an accuracy of 98.29%. However, when the
datasets are merged to incrementally add devices, the overall accuracy of the model reduces to

80.40%. In addition to the reduced accuracy of the model, it also begins to consume excessive
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resources, which limits the model’s applicability.

In another study conducted by Ortiz et al. [117], a stacked autoencoder-based approach was
proposed to learn traffic features from corresponding devices, termed DeviceMien. They utilize TCP
flows in their study with the objective of identifying devices with limited observations. Although
their study worked well in distinguishing between IoT and non-IoT devices. However, the limited
observations produced less precise results in device identification in certain cases.

An intrusive method for extracting device annotations through application-layer response was
proposed by Feng et al. [118], terming it Acquisitional Rule-based Engine (ARE). Although the
intrusive approach, also called active scanning-based IoT device fingerprinting, does not require a
dataset. However, the intrusive approach introduces overhead on limited computational devices, de-
grading their performance even further. Since intrusive approaches involve unnecessary interactions
with devices on a network, they are generally discouraged due to security concerns.

IoT Sentinel by Miettinen et al. [2] proposed device identification and securing the vulnerable
devices’ communication utilizing Software-defined Networking (SDN). They observed the commu-
nication of the devices and extracted 23 features to fingerprint the corresponding IoT devices. For
each device, they trained a classifier to provide a binary decision for the fingerprint matching. In
cases of several classifiers accepting the new IoT device, they utilized an edit distance-based metric
to make the decision. They achieved an accuracy of 81.5% with the considered 27 IoT devices.

IoTDevID, a study conducted by Kostas et al. [119], proposed the use of a Decision Tree to
improve device identification performance by balancing the trade-off between inference time and
accuracy. They considered six machine learning algorithms in their study: RF, kNN, GB, DT,
NB, and SVM. An overall aggregated F1 score of 81% was achieved on the Aalto dataset, while
a score of 94% was observed on the UNSW dataset for device identification. Decision Tree poses
various challenges in a limited dataset that was not explored in their research, including underfitting,
overfitting, and strong correlation between non-correlated features [120].

Bezawada et al. [121] conducted a study to identify both the devices and their categories. In
their study, they included fourteen devices in seven categories. Their approach relied on extracting
behavioral fingerprinting of devices based on the traffic sessions and the corresponding statistical

analysis. They used several classifiers, including k-nearest-neighbors, Gradient boosting, Decision
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Tree, and majority voting. However, they observed consistent, promising results from Gradient
boosting. Their limited feature extraction and their dependency on consecutive packets limit ap-
plicability for real-life deployments. Furthermore, their limited feature extraction might not be
practical for fingerprint devices in a large dataset.

The device identification and anomaly detection within the Internet of Things environment was
studied by Rabbani et al. [122]. They extracted over 130 features from packet captures, modified
from the CICIoT2023 dataset, for both device identification and anomaly detection. They studied
RF, XGBoost, LR, MLP, and DT classifiers, finding that the DT-based classifier outperformed the
rest. Since the CICIoT2023 dataset is highly imbalanced, they did not consider the limitations
offered by the DT classifier [120]. However, they limited the samples from all the devices to 100k.

Kostas et al. [123] addressed the limited generalizability of IoT device identification models,
which have not been tested in heterogeneous networks [124—127]. The authors proposed a two-
stage framework that employs a genetic algorithm with external feedback for feature and model
selection, applied across multiple network environments, followed by a comprehensive evaluation
phase. However, the study focused only on active traffic, included limited device diversity, and
did not verify if identically labeled devices across datasets shared the same hardware or firmware,
factors that can affect the validity of generalization.

Device identification using the hash of the IoT device traffic has been proposed by Charyyev
et al. [128] in their study termed as Locality-Sensitive IoT Fingerprinting (LSIF) system. This
approach eliminates the need for explicit feature extraction by utilizing the Nilsimsa hash of network
traffic to identify IoT devices. The system was evaluated in a controlled laboratory environment
using 22 IoT devices across various categories, including home appliances, cameras, doorbells,
smart plugs, and lighting, achieving a precision of 93% and a recall of 90%. However, the reliance
on continuous hash computation imposes limitations on its applicability in resource-constrained
environments, such as low-power or embedded IoT devices.

Yin et al. [129] proposed a deep learning-based approach for IoT device identification that in-

volves converting network traffic into images and subsequently extracting features using neural
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networks. This method eliminates the need for manual feature engineering and facilitates the iden-
tification of both known and unknown devices. However, the approach relies heavily on trial-and-
error for model parameter tuning, underscoring the need for systematic data analysis tools to support
threshold selection and network architecture optimization.

In a related study [130], the authors investigated the problem of determining whether a device
belongs to the IoT category, followed by its device-type classification. They employed multiple deep
learning approaches for device type identification, including Deep Feed-Forward Neural Networks
(DFNN), Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN), and Trans-
former Neural Networks (TNN). The study utilized the IoT-Sentinel dataset; however, the inherent
class imbalance in the dataset significantly degraded model performance. Although the authors im-
plemented certain mitigation strategies, the reported accuracy of their DFNN-based approach was
approximately 92%. It is important to note that the model incorporated only a 20% neuron dropout
rate, which likely caused premature convergence and potential overfitting, especially given the ex-
tensive training regime of 100 to 150 epochs. Furthermore, the proposed methodologies did not
include any mechanism for integrating new or previously unseen devices, an essential consideration

in IoT environments characterized by rapid and continual device proliferation.

3.2 Limitations in existing datasets

Several datasets have been proposed over time for IoT device identification; however, most are
private, and the publicly available ones present significant challenges. Either these datasets are
deployed in a restricted environment with pre-defined device communication, or deployed in large
networks that depend on a lot of networking devices that do not exist in the real world.

The UNSW dataset [124] consists of 28 different commercial IoT devices. These commercial
IoT devices range from health monitoring devices, cameras, appliances, lights, plugs, and motion
sensors. The dataset was collected in 2016 for a time period of six months. Other than being
outdated, the dataset also contained limited samples for a few devices, as reported in the study [115].
Wang et al. [115] neglected six of the devices from the dataset reporting the samples to be too limited

for their study. This highlights the nature of an imbalanced UNSW dataset that was built without
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Figure 3.1: IoT Sentinel testbed [2].

consideration.

As mentioned earlier, some device identification datasets are private; one such dataset was re-
ported in the DeviceMien study [117], which collected traffic from 72 IoT devices in 2017. They
only mentioned the forty-four devices from the private lab while not sharing the dataset with the
public in their study. The dataset is considered outdated in addition to being private.

The IoT Sentinel project introduced a publicly available dataset comprising thirty-one IoT de-
vices, of which twenty-seven were unique [2]. The authors detailed their methodology for dataset
generation, which involved capturing device fingerprints twenty times per device to ensure adequate
sample representation. Although the dataset was released publicly in 2017, the data collection pro-
cess was conducted in 2016. The IoT devices included in the dataset span multiple categories such
as security cameras, health monitoring systems, lighting, home automation, and general household
appliances.

The corresponding testbed setup for IoT Sentinel is illustrated in Figure 3.1. The dataset
was originally designed to facilitate research on device-type identification and security policy en-

forcement. Device traffic was captured under controlled conditions and repeated multiple times
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to achieve sufficient sample diversity. Despite its popularity and frequent adoption in IoT device
identification research, the dataset has several limitations. It is now considered outdated due to its

age, and its structure is more suitable for studies focused on device setup characteristics rather than

Figure 3.2: CICIoT2023 testbed [3].

dynamic, behavior-based device identification.

Bezwada et al. [121] collected data from fourteen IoT devices, with sample counts ranging from
1,000 to 10,000 per device. Categories of these IoT devices include colored lights, cameras, socket
hubs, music players, and outlets. They considered a limited number of IoT devices in their study.

Their work was also published in 2018, highlighting that the dataset was outdated. Given the range

of samples, it is evident that the dataset was unbalanced.

The CICIoT2023 dataset [3] was originally developed to facilitate anomaly detection within
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Internet of Things (IoT) environments. Subsequently, it was extended and restructured into the
CICIoT-DIAD 2024 dataset [122], which supports both device identification and anomaly detection
tasks. The corresponding testbed configuration, used for network expansion, represents one of the
largest and most comprehensive IoT network environments introduced in the literature, as illustrated
in Figure 3.2.

The network architecture incorporated a diverse range of IoT and networking devices, report-
edly encompassing approximately one hundred commercial IoT devices along with simulated at-
tacker nodes. Data collection was conducted over a continuous 16-hour period, during which the
IoT devices generated randomized network traffic. Analysis of the dataset revealed a significant
imbalance in traffic distribution, one device alone accounted for more than 45% of the total network
traffic, while only five devices collectively contributed over 70% of the total traffic, as summarized
in Table 3.1. Although the expanded testbed enhanced the dataset’s scope and heterogeneity, it also
introduced substantial communication overheads among the devices. Furthermore, the dataset ex-
hibits pronounced class imbalance, as numerous IoT devices within the network produced minimal

or negligible traffic throughout the data collection period.

Table 3.1: Most active IoT devices in CICIoT2023 benign traffic.

Sr. No. Device Name Traffic Contribution (%)
1 Arlo Q Indoor Camera 454
2 Nest Indoor Camera 12.4
3 Amazon Echo Show 5.6
4 Amazon Alexa Echo Dot 5.3
5 Amazon Alexa Echo Studio 1.9
6 Google Nest Mini Speaker 1.6
7 LG Smart TV 1.4
8 Harman Kardon 1.3
9 Home Eye Camera 1.2
10 Wyze Camera 1.2

Continued on next page
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Table 3.1 (continued)

Sr. No. Device Name Traffic Contribution (%)
11 Netatmo Camera 1.1
12 SmartThings Hub 0.9
13 AeoTec Smart Home Hub 0.9
14 HeimVision Smart WiFi Camera 0.6
15 Racior Camera 0.6
16 Yi Indoor Camera 0.6
17 Rufy Home Base 0.6
18 Netatmo Weather Station 0.5
19 TP-Link Tapo Camera 0.5
20 AMCREST WiFi Camera 0.4

The pronounced imbalance in the CICIoT2023 and CICIoT-DIAD 2024 datasets presents no-
table challenges for developing reliable and generalizable machine learning models. The dominance
of traffic from a small subset of devices skews the learned representations, leading models to overfit
toward the high-traffic devices while failing to adequately capture the behavioral characteristics of
underrepresented ones. Such disproportionate data distribution undermines the robustness of device
identification and anomaly detection tasks, as the models tend to exhibit biased performance and
poor generalization to unseen devices or real-world heterogeneous network environments. More-
over, the presence of devices that generated little to no traffic further complicates the learning pro-
cess by introducing sparsity, which limits the ability to infer meaningful behavioral patterns. Ad-
dressing these limitations requires rigorous data preprocessing, balancing strategies, or synthetic
data augmentation to ensure fair representation of all devices and to enhance model stability across
diverse IoT ecosystems.

Most datasets reported in the literature have been generated within controlled laboratory envi-
ronments employing complex network configurations. While such setups allow precise control over

experimental conditions, they also introduce artificial latency due to the intricate interconnections
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between multiple networking devices. Replicating these complex infrastructures across research in-
stitutions remains a major challenge, thereby limiting the scalability and collaborative development
of 1oT datasets. Laboratory-generated datasets are inherently constrained by the limited number
of IoT devices available for experimentation, in stark contrast to the vast and diverse deployments
observed in real-world smart home environments. Unlike these controlled testbeds, smart home
networks encompass heterogeneous loT devices operating across distinct sub-networks and config-
urations, offering a far more dynamic and realistic data distribution.

Another recurring issue associated with laboratory generated datasets is the pronounced class
imbalance, as summarized in Table 3.1. Our analysis revealed that certain IoT devices exhibited
minimal or even no traffic generation during the 16-hour data collection period, further amplifying
dataset imbalance and limiting model generalizability.

Recognizing these limitations, this research emphasizes the need for scalable and diverse data
collection across heterogeneous network environments. Detecting and profiling similar IoT devices
across multiple real-world networks can enable the development of more robust and transferable
machine learning models. To facilitate this objective, we introduce two traffic-capturing tools, Scan-
IoT and DroidScour, designed to support scalable, distributed, and realistic [oT traffic collection for

improved device identification and behavioral analysis.
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Chapter 4

Traffic Capturing Frameworks

This chapter presents two laboratory-developed tools—ScanloT and DroidScour—designed for
the collection and annotation of IoT device traffic. Both tools feature user-friendly graphical in-
terfaces that facilitate ease of use and enable systematic traffic capture from IoT devices. Scan-
IoT [22,23,131] and DroidScour [24,25] are publicly available and have been specifically devel-
oped to gather network traffic from IoT devices operating within realistic smart home environments.
These environments incorporate natural human—device interactions to ensure the authenticity and
representativeness of the collected data. The following sections provide a detailed overview of the

design, functionality, and implementation of both tools.

4.1 ScanloT

ScanloT is a network traffic collection and annotation framework designed to facilitate the sys-
tematic capture of IoT device traffic. It provides an intuitive user interface accessible via both web
and mobile applications, with both platforms engineered to operate coherently for seamless user
interaction and data synchronization. The subsequent sections detail the hardware requirements,

system architecture, and functional components of ScanloT.
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4.1.1 Hardware Components

The latest version of the Raspberry Pi 5 [132], equipped with 8 GB of RAM, was utilized as the
backend platform for developing ScanloT. In addition to the Raspberry Pi kit, an optional external
dual-band USB adapter was integrated to enhance mobility and facilitate wireless connectivity. Al-
ternatively, the built-in ethernet port of the Raspberry Pi can be employed for wired communication.
The standard Raspberry Pi kit included an SD card, card reader, protective casing, and cooling fan.
The external SD card served as the primary storage medium for installing the operating system and
executing the necessary software components.

The Raspberry Pi was chosen as the foundational hardware platform owing to its versatility,
cost-effectiveness, and high degree of customization. Within the ScanloT framework, the Raspberry
Pi can be configured either to replace the existing access point or to operate as an intermediary node
positioned between the Internet Service Provider (ISP) access point and the connected IoT devices.
This configuration ensures that all network traffic is routed through the device for comprehensive
traffic annotation and collection. Moreover, the proposed architecture is inherently scalable, as
multiple Raspberry Pi units can be interconnected to extend Wi-Fi coverage and support larger,
more distributed deployment environments.

The Raspberry Pi was chosen as the foundational hardware platform owing to its versatility,
cost-effectiveness, and high degree of customization. Within the ScanloT framework, the Raspberry
Pi can be configured either to replace the existing access point or to operate as an intermediary node
positioned between the Internet Service Provider (ISP) access point and the connected 10T devices.
This configuration ensures that all network traffic is routed through the device for comprehensive
traffic annotation and collection. Moreover, the proposed architecture is inherently scalable, as
multiple Raspberry Pi units can be interconnected to extend Wi-Fi coverage and support larger,
more distributed deployment environments.

The Raspberry Pi was configured to function as a gateway, enabling all network traffic to traverse
through it for collection and annotation. This configuration can be applied to both wireless and
wired (LAN) network interfaces on the Raspberry Pi, providing flexibility for diverse deployment

environments. The following section elaborates on the system design of the ScanloT framework.
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Figure 4.1: ScanloT, an access point in a Smart Home.

4.1.2 System Design

Figure 4.1 depicts the architectural configuration of the ScanloT framework operating as an
access point within a smart home network environment. In this architecture, Wi-Fi serves as the
medium for wireless communication between the other access point and the interconnected IoT
devices, whereas the core computational and control functionalities are hosted on a Raspberry Pi
platform. The ScanloT system design section elaborates on the underlying web and mobile appli-
cation technologies, followed by a comprehensive description of the functional capabilities offered

by the system.

Web Interface

The ScanloT web application is developed using Flask, a lightweight yet extensible Python-
based microframework well suited for the rapid prototyping of web systems and RESTful APIs.
Flask provides the underlying routing architecture, manages Hypertext Transfer Protocol (HTTP)

requests and responses, and dynamically renders web templates, thereby ensuring efficient client
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server communication. The system employs PostgreSQL, an open-source relational database man-
agement system (RDBMYS), to ensure reliable data persistence, integrity, and efficient query execu-
tion for IoT device records and network activity logs. Network traffic analysis is supported through
Scapy, a powerful Python library designed for low-level packet manipulation, which enables real-
time packet capture, inspection, and sniffing functionalities within the ScanloT framework. The
graphical user interface (GUI) is implemented using Hypertext Markup Language (HTML) and
Cascading Style Sheets (CSS), providing a structured and visually coherent front-end design.

To enhance interactivity and responsiveness, JavaScript is integrated within the web interface
to support dynamic user interactions. This includes asynchronous data retrieval from the back-end
through API calls, modal generation for contextual information display, and event-driven operations
such as controlling and halting network traffic collection for individual IoT devices. The combina-
tion of these technologies results in a modular, scalable, and interactive system architecture that
facilitates seamless integration between the user interface, application logic, and underlying net-

work monitoring components.

Mobile Application Interface

Given the widespread adoption and accessibility of mobile applications compared to traditional
web interfaces, a dedicated mobile application for the ScanloT framework was developed using
the Flutter framework. While the web application is accessible within the local network through
a standard web browser, the mobile counterpart offers enhanced usability, portability, and user en-
gagement. The ScanloT mobile application has been made publicly available via the GitHub repos-
itory [131], thereby promoting transparency and reproducibility of the system. Flutter was selected
due to its capability to deliver high-performance, cross-platform applications with a responsive and
interactive user interface, making it an optimal choice for loT-oriented mobile systems.

The overall system adheres to a client—server architecture, wherein the mobile application op-
erates as the client, communicating with the back-end services through standardized HTTP-based
APIs. The server component, deployed locally on the Raspberry Pi device, processes client requests
and returns the corresponding responses in real time. This architecture ensures efficient commu-

nication, low-latency data exchange, and scalability across heterogeneous IoT environments. The
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Figure 4.2: Block Diagram representation of ScanloT.

subsequent section provides a detailed explanation of the functionalities offered by both the web

and mobile applications within the ScanloT system.

Functionality

The web and mobile applications operate in a synchronized manner, adhering to an identical
functional workflow, as illustrated in Figure 4.2. As previously discussed, the ScanloT system
is hosted locally on a Raspberry Pi platform, which serves as the central access point for user
interaction. To ensure secure access, users are required to authenticate through a login interface
prior to utilizing the system’s functionalities. The corresponding login interfaces are presented in
Figure 4.3a, where the upper image represents the web application interface and the lower image
depicts the mobile application interface. Upon successful authentication, users are granted access
to the system dashboard, which provides an integrated view of the operational features and data
analytics components of ScanloT.

Following successful user authentication, the system dashboard becomes accessible, as illus-
trated in Figure 4.3b, Figure 4.4, and Figure 4.5. The dashboard serves as the primary interface

through which users interact with the core functionalities of the ScanloT system. It comprises three
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main navigation tabs—Scan, Saved Devices, and Capture Packets—each corresponding to a dis-
tinct operational module within the framework. These tabs enable users to initiate network scans,
manage and review previously identified IoT devices, and monitor or capture network packets, re-

spectively.

Dashboard

Welcome, admin!

Scan Saved Devices Captured Packets

Device Name: Unknown
MAC Address: b0:54:76:¢
S can | OT Vendor: Unknown

IP Addresses:
+|Pv4:10.42.0.152

A v + IPv6: fe80::4b9d:d909:6681:c439
sername

Update & Save
8  Ppassword

m Device Name: Pixel 4a
MAC Address: 58:24:29:"

Vendor: Google

‘ IP Addresses:
" * IPv4:

sername - IPV6: fe80::d040:af0d:8d2e:6c82
admin

Update & Save

Password
Device Name: Unknown
MAC Address: ae:43:c8:c ... ... .
Login
Logout
(a) Web (top) and Mobile (bottom) Login screen (b) ScanloT Dashboard.
for ScanloT.

Figure 4.3: Login and dashboard views of ScanloT.

The Scan navigation tab provides a comprehensive view of all devices currently connected to
the ScanloT system, which functions as a dedicated access point for IoT devices within the network.
Device discovery is performed on the back end using the Linux command ip neigh, which enumer-

ates all active network endpoints associated with the ScanloT access point. For each detected device,
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Figure 4.4: ScanloT web home page.
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Figure 4.5: ScanloT scan function on web.
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the interface displays the device name (if previously saved), the Media Access Control (MAC) ad-
dress, vendor information, and both IPv4 and IPv6 addresses. Vendor details are derived from the
MAC address, which contains Organizationally Unique Identifiers (OUIs) [133], and are retrieved
programmatically using the manuf Python library. This approach enables accurate identification and
classification of connected devices, facilitating streamlined network monitoring and management.

Within the Scan navigation tab, users are provided with the capability to update and save device
information through an interactive form. This functionality allows users to assign a name and pro-
vide a description for each corresponding device, thereby maintaining an organized and informative
device database. To facilitate accessibility for non-technical users, the system also supports the up-
load of device images, which can subsequently assist technical users in device identification. The
image upload interface is illustrated in Figure 4.6a and Figure 4.7. Once the updates are submitted
and saved, the revised device information is reflected in subsequent network scans, ensuring that the
database remains current and accurately represents all connected devices.

Following the submission of updates through the Scan tab, all modifications are stored in the
system database and reflected within the Saved Devices navigation tab. Upon accessing this tab,
the application retrieves the complete set of updated device information from the database and
presents it to the user, as illustrated in Figures 4.6b and 4.8. Users are provided with options to
manage the device inventory, including the ability to remove devices that are no longer active within
the network. Additionally, the tab incorporates a traffic capture feature, enabling users to collect
network packets associated with specific devices. Packet capture can be performed on an individual
device or concurrently across multiple devices. To initiate a capture session, users must specify a
file name for the capture and define the number of packets to be collected, as depicted in Figure
4.9a. This functionality facilitates detailed monitoring and analysis of device-level network activity.

When multiple devices are selected for traffic capture, the ScanloT system employs multi-
threading to ensure efficient and uninterrupted collection of network packets. All captured pack-
ets are stored locally on the Raspberry Pi, with individual files organized according to the MAC
addresses of the corresponding devices. Specifically, the packet capture (PCAP) files are saved
within the designated document directory of the Raspberry Pi, and each device maintains a separate

PCAP file to prevent data overlap. The traffic capture algorithm filters network traffic based on
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(a) Updating devices in ScanloT. (b) Save devices navigation tab.

Figure 4.6: Updating devices and fetching them from the database.
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Figure 4.7: ScanloT update function on web.
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device-specific MAC addresses, guaranteeing that each device’s data is recorded in a distinct PCAP
file.

Upon initiating the traffic capture process, users are directed to the Capture Packets navigation
tab, where the real-time progress of packet collection for each device is displayed, as illustrated in
Figure 4.9b. Users may refresh the interface to monitor the ongoing capture status, and a dedicated
stop action allows termination of the capture at any point. When this action is invoked, the system
saves the corresponding PCAP files, containing the number of packets collected up to that moment,

thereby ensuring no loss of captured data.

Dashboard

Welcome, admin!

Scan Saved Devices Captured Packets

Device Name: Pixel 4a

Captured Packets: 105 / 900 11%
—
Capture PCAP
Stop
File Name
capture_file
Device Name: MacBook Pro
N Genafipacketa Captured Packets: 1200 / 2000 60%
100 EEE———
Stop

Capture

Device Name: Dor's Samsung
Captured Packets: 2700 / 2700 100%
551 S G ARSI

Stop

Logout

(a) Setting name and packet count to capture traf- (b) Traffic capture progress for each device.
fic.

Figure 4.9: Packet counts and capture progress for ScanloT.
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Figure 4.10: ScanloT sample images.

All device and traffic information collected by ScanloT is stored locally on the Raspberry Pi, fa-
cilitating subsequent retrieval and sharing. Captured PCAP files are organized within the document
directory using a hierarchical naming convention, in which the user-provided name is supplemented
by the device’s MAC address and the capture timestamp. Users are only required to specify the
capture name and the number of packets to be collected, while all additional metadata, including
MAC addresses and network information, is automatically extracted and recorded by the system.
Representative examples of the saved figures and PCAP files on the Raspberry Pi are shown in
Figures 4.10 and Figure 4.11, respectively.

The ScanloT deployment relies on a minimal set of cost-effective hardware components, in con-
trast to the large-scale and often expensive network infrastructures commonly employed in related
research. The datasets generated by ScanloT are scalable, enabling contributions from indepen-
dent researchers or smart home users, and are designed to reflect realistic user interactions with
IoT devices. By capturing device traffic across diverse network environments, ScanloT facilitates
the creation of high-fidelity datasets suitable for the development and evaluation of robust machine

learning algorithms for IoT device identification and classification.
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Figure 4.11: ScanloT PCAP samples.

4.2 DroidScour

DroidScour is an Android-based network traffic—capture application designed to replicate the
complete functionality of the ScanloT framework, including its data—sharing capabilities, while
eliminating the need for any additional hardware components such as a Raspberry Pi, external wire-
less adapter, or auxiliary kits. Although ScanloT provides comprehensive functionality for [oT traf-
fic collection, DroidScour achieves comparable capabilities using only an Android device, thereby
enhancing accessibility and ease of deployment. The captured network traffic can be seamlessly
shared through a cloud-based server implemented using Firebase. The subsequent section presents
a detailed description of the system architecture and operational workflow of the DroidScour appli-

cation.

4.2.1 Architecture

The architectural design of the DroidScour application is illustrated in Figure 4.12, which de-
picts its operation as an inline system positioned between IoT devices and the internet. In this

configuration, DroidScour functions as a Wi-Fi access point for the IoT devices whose network
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Figure 4.12: Architecture and Working of DroidScour in a network.

traffic is to be captured. Unlike the ScanloT framework, DroidScour does not rely on any exter-
nal hardware components; however, its operation requires a rooted Android device [134] to enable
low-level packet inspection and control. The application was experimentally validated on a Google
Pixel 4a smartphone. The DroidScour application is implemented using the Kotlin programming
language [135], which provides robust support for concurrent network operations and modern An-
droid development practices.

Although device rooting is generally discouraged for non-expert users due to potential security
and stability concerns, the Android operating system inherently restricts access to network traffic
from external devices unless root privileges are granted [136]. As the primary objective of Droid-
Scour is to capture IoT device traffic by functioning as a mobile hotspot, rooting the Google Pixel
4a device was a necessary prerequisite to enable low-level packet interception. The detailed opera-
tional flow of the DroidScour application is illustrated in Figure 4.13. In comparison to the ScanloT
framework, DroidScour automates the packet-sharing process by utilizing Firebase for seamless
cloud synchronization, thereby eliminating the need for manual file transfer. Furthermore, Droid-
Scour supports time-based capture initiation, allowing users to specify both the capture duration and

the desired number of packets, which enhances flexibility and user control during data collection.
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4.2.2 System Design

In addition to obtaining root privileges, DroidScour leverages Termux [137] to access a suite
of Linux command-line utilities for network discovery and packet capture. Termux exposes stan-
dard networking tools on the Android platform, enabling DroidScour to execute reliable, low-level
operations that are otherwise unavailable on unmodified devices. Device discovery is performed
via the ip neigh command within the Termux environment, which interrogates the kernel neighbor
table to obtain the IP and MAC addresses of active hosts. This method yields an accurate listing
of connected devices without requiring active probing (e.g., periodic ICMP pings), thereby sup-
porting near real-time population of the connected device list with minimal network disturbance.
Packet capture is accomplished by invoking tcpdump from Termux; captures are performed using
device-specific filters (for example, MAC-address filters) to isolate traffic belonging to individual

IoT endpoints. Captured traffic is then persisted as PCAP files for subsequent analysis and sharing.
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(a) DroidScour dashboard. (b) DroidScour scanned devices. (c) DroidScour saved devices.

Figure 4.14: DroidScour dashboard, scan devices, and saved devices.
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Figure 4.14a illustrates the main dashboard interface of the DroidScour application, which en-
ables users to scan for connected IoT devices, view previously saved devices, and monitor the
progress of ongoing traffic captures. Upon initiating a device scan, the interface depicted in Figure
4.14b is presented to the user. This interface provides functionality analogous to that of the ScanloT
system, allowing users to edit device names, add descriptive metadata, and capture images of the
corresponding IoT devices for visual reference. All user modifications and associated metadata are
securely synchronized using Firebase services [138]. Within the DroidScour framework, Firebase
facilitates user authentication for account creation and secure access control, while also serving as a
cloud-hosted database for the storage of device information, packet capture data, and related meta-
data. This integration ensures data integrity, accessibility, and secure sharing across devices and

users.

& Capture Sessions Logout [>

Device: Wi-Fi Carbon Monoxide Alarm
Started: 25/06/2025 14:04

Output Filename: captureSession_d4:8c:49:a0
f4:c8_wlIVAEK1VwQAayHa1B3t

MAC: d4:8¢:49:a0:f4:c8
Capture Settings Capture Settings Active Capture by Time Limit (01:00:00)
(26%)
Configure your packet capture Configure your packet capture
options options

Number of packets =———— e Hours — Minutes | (— Seconds
[ 700000 1 30 ‘[ 00 | Device: TreatLife Smart Light

Started: 02/06/2025 12:37
(— PCAP filename (— PCAP filename —————————————— Finished: 03/06/2025 10:15

captureSession captureSession Output Filename: SmartLight25k_10:d5:61:05:
€8:04_cMIuNYkkQ1TrOjgINUdi

MAC: 10:d5:61:05:8:04

Completed: Packets Captured
CANCEL START CAPTURE CANCEL START CAPTURE (25000/25000)

@ By packet count O By time limit O By packet count @ By time limit

Device: Chime Ring

(a) DroidScour capture packets (b) DroidScour capture packets (c) DroidScour capture progress.
by count. by time.

Figure 4.15: DroidScour capture settings and capture progress.

All user edited or newly saved information is synchronized and displayed within the Saved

Devices navigation tab, as shown in Figure 4.14c. This interface dynamically retrieves the updated
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device information from Firebase to ensure consistency across user sessions. From this tab, users
are provided with the option to remove devices that are no longer active or initiate traffic capture
sessions for one or multiple devices simultaneously. DroidScour supports two distinct modes of
packet capture: (i) capture based on a predefined packet count and (ii) capture constrained by a
user-specified time duration, as illustrated in Figures 4.15a and 4.15b, respectively. The time-based
capture mode is particularly useful for users with limited availability near the target IoT devices,
offering flexibility in data collection without compromising dataset completeness. The ongoing
capture activity for each device can be monitored under the Capture Progress navigation tab. As
depicted in Figure 4.15c, users are also provided with controls to manually terminate an active
capture session or delete previously collected packet data, ensuring efficient management of storage
and network resources.

DroidScour requires an active internet connection to perform user authentication, update device
information, and maintain real-time synchronization with Firebase services. Similar to the ScanloT
framework, DroidScour employs a systematic process for naming and managing packet capture
(PCAP) files to ensure traceability and consistency across sessions. Upon the completion or manual
termination of a capture session, the resulting PCAP file is initially stored locally on the Android
device and subsequently uploaded to Firebase for centralized storage and accessibility. In scenarios
involving simultaneous captures from multiple devices, DroidScour utilizes MAC address based
filtering to isolate network traffic streams, ensuring that a distinct PCAP file is generated and stored
for each device, as presented in Figure 4.16. This design supports organized data management and

facilitates accurate, device-specific traffic analysis.

4.3 Comparison between ScanloT and DroidScour

This section delineates the comparative analysis of the ScanloT and DroidScour frameworks,
highlighting their architectural similarities as well as the key distinctions in functionality, deploy-

ment requirements, and operational scope.
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Figure 4.16: Captured traffic PCAP files saved in Firebase.
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4.3.1 Similarities

From a functional standpoint, the majority of features provided by ScanloT and DroidScour
are analogous. Both frameworks offer an intuitive and interactive Graphical User Interface (GUI)
that enables seamless device-specific traffic capture and management. Each system allows users to
record and store traffic traces for individual IoT devices, even when multiple devices are monitored
concurrently. Additionally, both frameworks can be deployed in any Wi-Fi network environment to
collect traffic from connected devices while allowing users to annotate relevant device information.
A further common feature is the ability to capture and store images of loT devices with uncertain
identities, facilitating subsequent expert verification. Both systems support scalable dataset gener-
ation, allowing new devices to be easily captured, annotated, and incorporated into the database.
Unlike traditional approaches, they do not require large-scale network deployments and can accom-
modate new traffic collection following firmware updates to existing devices. Although primarily
developed for smart home environments, ScanloT and DroidScour are equally applicable to any
network scenario involving Wi-Fi connected devices, making them versatile tools for real-world

IoT data collection and labeling.

4.3.2 Differences

Despite their functional similarities, ScanloT and DroidScour differ significantly in terms of
deployment architecture, hardware dependency, and data management mechanisms. ScanloT oper-
ates on a Raspberry Pi platform, requiring minimal yet dedicated hardware components such as a
Wi-Fi adapter and local storage, thereby making it suitable for continuous, standalone monitoring
in smart home environments. In contrast, DroidScour is entirely software-based and operates on
a rooted Android device, eliminating the need for additional hardware infrastructure. While Scan-
IoT stores packet capture files locally on the Raspberry Pi, DroidScour integrates with Firebase for
real-time synchronization, cloud-based storage, and secure data sharing. Furthermore, DroidScour
introduces mobile-centric features such as time-bound traffic capture and remote data accessibility,
enhancing user convenience and portability. Conversely, ScanloT offers greater flexibility for large-

scale or static deployments, particularly where persistent data collection and local network control
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are required. These distinctions underscore the complementary nature of the two frameworks, with
ScanloT optimized for fixed network monitoring and DroidScour designed for lightweight, on-the-

go traffic analysis.

4.4 Significance

The rapid proliferation of Internet of Things (IoT) devices across residential and industrial
environments has intensified the need for accurate device identification and behavioral profiling.
However, most existing IoT datasets reported in the literature have been generated within tightly
controlled laboratory settings employing complex network topologies. While such environments
allow precise manipulation of experimental parameters, they often introduce artificial latency and
lack the heterogeneity and scalability observed in real-world IoT ecosystems. Moreover, replicating
these sophisticated infrastructures across research institutions presents a major challenge, limiting
collaborative dataset generation and comparative analysis.

Another critical limitation of laboratory generated datasets lies in their inherent class imbalance
and restricted device diversity. Many controlled experiments involve only a limited number of IoT
devices, with several exhibiting minimal or no traffic during data collection. This imbalance not
only constrains dataset representativeness but also hampers the generalizability and robustness of
machine learning models trained for IoT device identification and anomaly detection. Consequently,
existing approaches may perform well in confined testbeds but fail to adapt to the dynamic and
heterogeneous conditions of real-world networks.

Recognizing these limitations, this research contributes two novel traffic capturing fraameworks,
ScanloT and DroidScour, that collectively address the challenges of scalability, diversity, and real-
ism in IoT traffic collection. ScanloT and DroidScour are designed to facilitate distributed and
automated discovery of IoT devices across heterogeneous networks, enabling large scale identifica-
tion of connected devices in varied environments. Also, these frsmeworks complement this process
by collecting detailed and structured network traffic traces from discovered devices. Together, these
tools support the development of scalable, cross domain datasets that more accurately reflect real

world IoT deployments.
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By enabling consistent and distributed traffic collection across multiple smart home and enter-
prise networks, the proposed frameworks empower researchers to build more transferable, general-
izable, and robust machine learning models for IoT device identification, behavioral profiling, and
anomaly detection. The significance of this study, therefore, lies in bridging the gap between con-
trolled laboratory datasets and realistic IoT environments, promoting reproducibility, collaboration,

and advancement in the broader field of IoT cybersecurity research.
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Chapter 5

Datasets

This chapter provides a comprehensive overview of the processes involved in constructing de-
vice identification datasets from existing IoT traffic data. Specifically, it details the methodology for
converting the CICIoT2023 dataset into a device identification dataset, describing the steps taken
to extract, organize, and annotate traffic for each IoT device, along with a characterization of the
devices included. In addition, the chapter introduces the Concordia University IoT device identifica-
tion dataset (CU2025), highlighting the devices represented and the structure of the dataset. These
datasets serve as critical resources for developing and evaluating machine learning algorithms for
IoT device identification, enabling researchers to model realistic network environments. By docu-
menting both the dataset preparation processes and device level details, this chapter establishes a
foundation for subsequent analysis and comparisons, facilitating reproducibility and scalability in

IoT research.

5.1 CICloT2023 dataset

The CICIoT2023 dataset [3] was originally developed to facilitate anomaly detection in Internet
of Things (IoT) environments. It was subsequently extended and restructured into the CICIoT-
DIAD (Device Identification and Anomaly Detection) 2024 dataset [122], which supports both

device identification and anomaly detection tasks. Although the dataset conversion methodology
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Figure 5.1: CICIoT2023 dataset processed to extract device-specific traffic.

was later provided by the original authors, the accompanying repository included limited docu-
mentation. Furthermore, our research had already independently undertaken the dataset conversion
process prior to the public release of their methodology. Therefore, the approach described in this
work outlines our own comprehensive procedure for transforming the CICIoT2023 dataset into a de-
vice identification dataset, ensuring methodological transparency and reproducibility for subsequent
analysis.

The CICIoT2023 dataset was initially designed for anomaly detection in IoT networks; how-
ever, it was later repurposed by the same research group for device identification, without addressing
several inherent limitations. Prior to the publication of their updated version, our research inves-
tigated these limitations and developed an independent conversion workflow. The benign traffic
within the CICIoT2023 dataset is distributed across four separate packet capture (PCAP) files, col-
lectively representing approximately sixteen hours of network activity. Since the dataset provides
the MAC addresses of all IoT devices present in the testbed, we utilized these identifiers to extract
device-specific traffic after merging all benign PCAP files. The merging process was performed
using MergeCap, a command line utility capable of combining multiple PCAP files efficiently. Al-
though Wireshark [139] also supports merging, it requires iterative manual operations through its
graphical interface, merging only two files at a time.

Following the merge, a single consolidated PCAP file containing traffic from all devices was
produced. This unified capture was then processed in Wireshark, where device specific MAC ad-
dress filters were applied to isolate the traffic corresponding to each IoT device. This extraction
process was repeated for forty-seven devices, and the resulting filtered traffic for each device was
saved separately, as illustrated in Figure 5.1. The extracted device metadata including MAC ad-

dresses, device names, and functional categories is summarized in Table 5.1.
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Table 5.1: CICIoT2023 devices extracted details.

Sr. MAC Addresses Device Category
1  1C:FE:2B:98:16:DD  Amazon Alexa Echo Dot 1 Audio
2 2C:71:FF:05:F1:15 Amazon Echo Show Audio
3 08:7C:39:CE:6E:2A  Amazon Alexa Echo Studio Audio
4 CC:F4:11:9C:D0:00  Google Nest Mini Speaker Audio
5 BO:FL1:EC:D3:E7:98  harman kardon (Ampak Technology) Audio
6 48:A6:B8:F9:1B:88 Sonos One Speaker Audio
7 9C:8E:CD:1D:AB:9F AMCREST WiFi Camera Camera
8 3C:37:86:6F:B9:51 Arlo Base Station Camera
9 44:01:BB:EC:10:4A  HeimVision SmartWiFi Camera Camera
10 34:75:63:73:F3:36 Home Eye Camera Camera
11 70:EE:50:68:0E:32 Netatmo Camera Camera
12 10:5A:17:97:A5:C6 Rbcior Camera Camera
13 6C:5A:B0:44:1D:90  TP-Link Tapo Camera Camera
14 7C:78:B2:86:0D:81 Wyze Camera Camera
15 84:7A:B6:64:62:58 Yi Indoor Camera Camera
16 84:7A:B6:62:3A:6C  Yi Indoor 2 Camera Camera
17 2C:D2:6B:66:D2:87  Yi Outdoor Camera Camera
18 8C:85:80:6C:B6:47 Eufy HomeBase 2 Hub
19  68:57:2D:56:AC:47 Atomi Coffee Maker HA
20 C4:DD:57:13:07:C6  GoSund Bulb Lighting
21 84:E3:42:42:ED:0B Lumiman bulb Lighting
22 00:17:88:60:D6:4F Philips Hue Bridge Hub
23 18:69:D8:EB:D4:3E  Teckin Light Strip Lighting
24  D4:A6:51:76:06:64 Teckin Plug 1 PO
25 D4:AD:FC:29:C8:A2 Govee Smart Humidifer HA
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Table 5.1 — continued from previous page

Sr. MAC Addresses Device Category
26 D4:A6:51:20:91:D1 Yutron Plug 1 PO
27 D4:A6:51:21:6C:29 Yutron Plug 2 PO
28 AC:F1:08:4E:00:82 LG Smart TV HA
29 70:EE:50:6B:A8:1A  NetatmoWeather Station HA
30 DC:A6:32:C9:E6:F4  RaspberryPi NextGen
31 44:BB:3B:00:39:07 Nest Indoor Camera Camera
32 50:02:91:1A:CE:E1 Gosund Power strip (1) PO
33 40:5D:82:35:14:C8 Arlo Q Indoor Camera Camera
34  B8:F0:09:03:29:79 GoSund Smart plug WP2 (1) PO
35 B8:5F:98:D0:76:E6 Amazon Plug PO
36 08:3A:F2:1D:BC:68  Cocoon Smart HVAC Fan HA
37 C4:DD:57:0C:39:94  GoSund Smart Plug WP3 (1) PO
38 BO0:C5:54:59:2E:99 DCS8000LHAT1 D-Link Mini Camera  Camera
39 D4:A6:51:30:64:B7 HeimVision SmartLife Radio/Lamp Lighting
40 F4:CF:A2:34:48:6B LampUX RGB Lighting
41 1C:9D:C2:8C:9A:94  Levoit Air Purifier HA
42  28:6D:97:7A:2B:2D  SmartThings Hub Hub
43 28:6D:97:9E:F4:D5 AeoTec Smart Home Hub Hub
44 50:14:79:37:80:18 iRobot Roomba HA
45 DO0:73:D5:35:FB:C8  LIFX Lightbulb Lighting
46 00:02:75:F6:E3:CB Smart Board HA
47 30:23:03:F3:57:CB Wemo smart plug 2 PO

The IoT devices included in the CICIoT2023 dataset were categorized into six primary func-

tional groups: Camera, Hub, Audio, Power Outlet, Lighting, and Home Automation. Although a

Raspberry Pi was present within the IoT network, it was not assigned to any of the aforementioned
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categories, as it primarily served as part of the network infrastructure. Nonetheless, the Raspberry

Pi was treated as a distinct device instance for the purpose of device classification.

5.2 CU2025 dataset

Although both the ScanloT and DroidScour frameworks are capable of facilitating IoT de-
vice data collection and annotation, the Concordia University IoT Device Identification Dataset
(CU2025) was collected exclusively using the DroidScour framework (Section 4.2). The dataset
comprises a comprehensive set of IoT devices, as listed in Table 5.2. In total, traffic was captured
from twenty-seven devices, including several instances of duplicate models. The dataset encom-
passes a diverse range of IoT device categories, such as cameras, audio devices, smart lighting
systems, home automation units, smart plugs, and smart sensors. Device models were used to dif-
ferentiate among devices sharing identical product names but representing distinct hardware config-
urations or firmware versions. For example, the WiFi Smart Camera category includes four devices
corresponding to two unique models, each with two duplicate instances. Similarly, duplicate in-
stances were recorded for the WiFi Smart Light, Kasa Smart WiFi Plug, Blink Mini 2 Camera, and
Tapo Pan/Tilt Home Security WiFi Camera during traffic collection. This redundancy was inten-
tionally preserved to capture intra model variations and enhance the dataset’s representativeness for

real world IoT device identification tasks.

Table 5.2: Devices details in CU2025 dataset.

Sr. MAC address Device Names Device Model
1 08:12:A5:E0:5F:36 Amazon Echo Dot (3rd Gen) C78MPS8
2 18:7F:88:D4:C3:62 Ring Battery Doorbell SF97F2
3 E8:4C:4A:B7:1B:DB  Blink Video Doorbell BDMO00200U
4 DC:A0:DO:E1:AC:68 Blink Outdoor Camera BCMO00500U
5 68:13:F3:5E:E0:0A Blink Sync Module BSMO00401U
6 5C:47:5E:90:26:06 Chime Ring SF67E9

Continued on next page
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Table 5.2 — continued from previous page

Sr. MAC address Device Names Device Model
7 1C:53:F9:CE:28:CD  Google Nest Hub GUIK2
8 9C:C8:E9:82:95:31 Amazon Echo Pop C2H4R9
9 BC:DF:58:0A:CA:54 Google Nest Mini (2nd Gen) H2C
10 60:74:F4:BB:B2:8E ~ Goove Life Thermo-Hygrometer H5103
11 C4:82:E1:25:0A:2A  Rain Point WiFi Water Timer TWGO04WRF
12 AC:9F:C3:38:BF:58  Ring StickUp Camera SUMT7ES
13 EC:64:C9:E2:A7:84  Smart Lock Gateway G2
14 2C:AA:8E:24:7C:59  Wyze Camera Pan WYZECP1
15 50:13:95:B5:FC:20 YI 1080p Home Camera YYS.2016
16 A4:86:DB:5C:1F:D1  WiFi Smart Camera T-CP8082LF-W3M
17 A4:86:DB:59:B6:C2  WiFi Smart Camera T-CP8082LF-W3M
18 A4:86:DB:84:DB:4C  WiFi Smart Camera T-CP8050LF-W3M
19 A4:86:DB:84:DB:86  WiFi Smart Camera T-CP8050LF-W3M
20 10:D5:61:05:AC:29 Treat Life WiFi Smart Light SL20
21 10:D5:61:05:E8:04 Treat Life WiFi Smart Light SL20
22 20:23:51:9A:C1:17 Kasa Smart WiFi Plug HS103
23 20:23:51:9A:BE:7A  Kasa Smart WiFi Plug HS103
24 9C:C8:E9:C2:89:76 Camera Blink Mini 2 BCMO00700U
25 68:13:F3:1D:02:11 Camera Blink Mini 2 BCMO00700U

26 3C:64:CF:BE:EC:C2  Tapo Pan/Tilt Home Security WiFi Camera Tapo C210
27 3C:64:CF:BE:ED:F9  Tapo Pan/Tilt Home Security WiFi Camera Tapo C210

All IoT devices were deployed within a realistic home network environment, allowing for natu-
ral human device interactions during data collection. The data acquisition process for the CU2025

dataset is ongoing, with new devices being periodically integrated and their corresponding network
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Figure 5.2: 1oT devices in CU2025 dataset.

traffic continuously captured. Traffic collection for the devices listed in Table 5.2 has been con-
ducted over a period exceeding two months. The volume of traffic generated by each device varies
significantly depending on its functionality and activity level. Smart home automation units and
camera devices typically produce high traffic volumes, whereas smart plugs, smart lights, and smart
sensors generate comparatively lower volumes. For high traffic devices, around 300,000 samples
have been collected per device, while for low traffic devices, around 100,000 samples have been col-
lected per device. Figure 5.2 provides a visual overview of the IoT devices comprising the CU2025

dataset, depicting the diversity of device types used during data collection.
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Given the heterogeneous nature of IoT traffic, contributors may capture and share datasets con-
sisting of multiple smaller traffic segments. To ensure consistency, we developed an aggregation
script that consolidates all packet capture (PCAP) files within each device directory and produces
a unified PCAP file containing the combined traffic. This process enables the seamless integration
of fragmented captures into a coherent dataset, thereby facilitating scalability and reproducibility

across different data collection instances.

5.3 Remarks

Most existing loT datasets have been generated within controlled laboratory environments em-
ploying complex and often highly specialized network configurations. Although such settings en-
able precise manipulation of experimental variables, they also introduce artificial latency arising
from the intricate interconnections among multiple networking devices. Furthermore, reproducing
these sophisticated infrastructures across different research institutions poses significant challenges,
thereby limiting the scalability, reproducibility, and collaborative advancement of IoT datasets. Lab-
oratory generated datasets are inherently constrained by the limited range of IoT devices avail-
able for experimentation, which stands in stark contrast to the extensive and heterogeneous device
deployments commonly observed in real world smart home ecosystems. Unlike these controlled
testbeds, smart home networks encompass diverse devices operating across distinct network condi-
tions, resulting in highly dynamic and representative traffic patterns.

Another persistent limitation of laboratory generated datasets is the pronounced class imbalance,
as summarized in Table 3.1. Our analysis shows that several devices in CICIoT2023 dataset generate
minimal or, in some cases, no meaningful traffic within the recorded 16-hour collection window.
Such imbalance substantially restricts the applicability of machine learning models trained on these
datasets and reduces their ability to generalize across unseen environments.

Motivated by these shortcomings, this research underscores the necessity for scalable, diverse,
and distributed data collection across heterogeneous, real world networks. Capturing and profiling

similar IoT devices across multiple naturally occurring environments enables the development of
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more robust and transferable machine learning models. To address this need, we introduce two traf-
fic capturing frameworks, ScanloT and DroidScour, designed to support scalable, and realistic IoT
traffic acquisition for device identification and behavioral analysis. Using the DroidScour frame-
work, we collected the Concordia University IoT Device Identification Dataset (CU2025). Unlike
prior datasets, CU2025 was intentionally constructed to achieve a well-balanced representation of
device traffic, ensuring sufficient traffic samples for each device.

The CU2025 dataset empowers researchers to develop more transferable, generalizable, and
resilient machine learning models for IoT device identification, behavioral profiling, and anomaly
detection. One of the significant contribution of this work lies in bridging the gap between tradi-
tional laboratory based datasets and real world IoT environments, thereby advancing reproducibility,
fostering cross institutional collaboration, and contributing to progress in the broader domain of IoT

research.
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Chapter 6

Device Identification Methodology

This chapter presents the methodology adopted in this study for IoT device identification. It
provides a detailed description of the Deep Feedforward Neural Network (DFNN) model employed
for both device type and device category identification. The chapter also outlines the complete
labeling methodology used for the CICIoT2023 and CU2025 datasets, ensuring consistency and
reproducibility across both data sources. Furthermore, the incremental learning strategy designed to
enhance the DFNN’s adaptability to newly introduced devices is thoroughly explained. Finally, the
chapter specifies the evaluation metrics used to assess model performance and to report the results

of the study.

6.1 Model Selection

The initial objective of this study was to identify a suitable existing model and subsequently
enhance its capabilities for IoT device identification. However, after replicating several published
approaches, it became evident that many reported results were either not reproducible or were highly
dependent on narrowly tailored feature selection procedures that worked only within the authors’
own experimental settings. Our aim, by contrast, was to develop a methodology capable of general-
izing across multiple datasets rather than performing well on a single, isolated benchmark. This ob-

servation is consistent with findings in the literature, where numerous studies conduct experiments
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under tightly controlled conditions and strong assumptions, resulting in models that lack generaliz-
ability and cannot be reliably reproduced on datasets collected from different environments [123].

To validate these concerns, we implemented and evaluated several models including LSTM-
based [140] architecture that had previously been reported to achieve strong performance. Contrary
to the results presented in the literature, none of the tested models reproduced the expected accuracy
or behavior when applied to our datasets. These inconsistencies formed a key motivation for our
work. Consequently, our proposed methodology was evaluated on two distinct datasets, rather than
a single controlled testbed, to ensure robustness and reproducibility. As demonstrated in the Chapter
7, the proposed approach generalizes effectively across heterogeneous network environments and
exhibits strong and consistent performance, thereby affirming the validity and reliability of our
methodological framework.

Motivated by the strong performance of the Deep Feedforward Neural Network (DFNN) re-
ported in [141], we implemented the baseline DFNN architecture to validate its suitability for our
device identification task. The DFNN aligns closely with the requirements and characteristics of our
datasets, making it an appropriate foundational model. Its capacity to learn complex nonlinear pat-
terns, coupled with its hierarchical feature representation capabilities, enables the extraction of sub-
tle patterns that may not be apparent through manual feature engineering. Additionally, the DFNN
offers excellent scalability for large and diverse datasets containing numerous device classes and
high-dimensional feature spaces. It also demonstrates strong generalizability, robustness to noise,
and rapid inference speeds suitable for real-time device identification. Moreover, its lightweight
architecture facilitates efficient deployment on resource-constrained environments. For these rea-
sons, the DFNN was selected as the primary model for both IoT device-type and device-category

classification in this study.

6.2 Deep Feedforward Neural Network (DFNN)

A Deep Feedforward Neural Network (DFNN) is a class of artificial neural network (ANN)
in which information propagates unidirectionally, from the input layer through successive hidden

layers to the output layer, without forming cyclic connections. DFNNs represent a foundational
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Figure 6.1: DFNN.

architecture in deep learning and are widely adopted for regression, classification, and feature ex-
traction tasks. A representative DFNN architecture comprising an input layer, three hidden layers,
and an output layer is shown in Figure 6.1. Owing to their ability to learn progressively abstract fea-
ture representations across layers, DFNNs offer substantial advantages for classification problems.
With sufficiently large hidden layers and an appropriate number of neurons, DFNNs are capable of
modeling highly complex, nonlinear decision boundaries. Moreover, when combined with appro-
priate regularization techniques, DFNNs exhibit strong robustness to noisy or partially incomplete

input data, making them well-suited for real-world IoT traffic classification scenarios.

6.2.1 Feature Extraction

Feature extraction [142] is essential for deriving meaningful information from Packet Capture
(PCAP) files, enabling machine learning algorithms to learn effectively and achieve accurate classi-
fication. The feature set selected for this study is designed to capture the distinctive communication
patterns and protocol level characteristics that differentiate devices within a network environment.
Devices often exhibit consistent and unique behaviors across the TCP/IP stack ,including connec-
tion formation, protocol usage, timing patterns, and header configurations, necessitating a diverse
set of features spanning multiple network layers.

At the application layer, features derived from protocol usage and DNS-related attributes pro-

vide insight into device interactions with external services, application dependencies, and query
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frequency. These behaviors often form stable, device-specific signatures influenced by operating
systems, firmware, and built-in applications. Payload length and related metrics serve as indirect
indicators of device functionality and routine communication patterns without inspecting the actual
content.

Transport-layer features offer additional discriminatory value by describing how devices man-
age end-to-end communication. Device classes often exhibit consistent usage patterns in transport
protocols, preferred ports, TCP flag sequences, and connection setup behaviors. TCP sequence
and acknowledgment values, as well as segment lengths, can reveal manufacturer- or OS-specific
stack implementations. Incorporating these features enables the DFNN to capture subtle but reliable
communication fingerprints not immediately apparent at higher layers.

Internet-layer attributes, including IP packet length, TTL values, and protocol identifiers, further
enrich device representations by reflecting routing decisions and stack level defaults. TTL values,
often determined by operating system settings, provide a reliable signal for distinguishing device
families. ICMP related fields contribute additional context by reflecting diagnostic responses and
error messaging behaviors that vary with system configuration.

At the link layer, MAC addresses and ARP related fields provide insights into device identity
and local network resolution behaviors. Even when MAC addresses are randomized, ARP inter-
actions—how devices announce themselves and respond to address resolution—can reveal patterns
tied to hardware or firmware. Including these features improves understanding of device local in-
teractions, particularly when higher layer information is limited.

Statistical and cross-layer features are critical for capturing temporal and volumetric character-
istics of device traffic. Time based measures, session duration, inter-arrival times, and packet-size
statistics collectively describe the rhythm and consistency of network communications. Devices
often generate predictable traffic patterns due to automated tasks, background services, or sched-
uled updates. By integrating these temporal dynamics with protocol header information, the DFNN
can learn holistic behavioral signatures that differentiate devices, even when protocol usage appears
similar.

Several candidate features were initially considered and systematically evaluated to determine

the combination that produced the most accurate classification results. Feature selection was guided
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not only by quantitative analysis of the dataset but also by expert knowledge of IoT device be-
haviors and networking protocols. This ensured that the final feature set was both meaningful and
discriminative, enabling the model to identify devices accurately across heterogeneous network en-
vironments.

Collectively, these features provide a multidimensional representation of device behavior that
aligns with the strengths of a DFNN. By combining semantic, structural, and temporal charac-
teristics, the model can learn nuanced relationships distinguishing devices at multiple layers of
abstraction. This comprehensive approach ensures accurate and robust device identification in het-
erogeneous network environments, where single-layer or single-feature approaches are insufficient.

For practical implementation, network traffic was parsed and structured into Comma-Separated
Values (CSV) files. Preprocessing and feature extraction were conducted using the Scapy frame-
work, enabling flexible parsing of diverse network protocols. Feature extraction included both
packet-level and session-level metrics, applied consistently for device identification and category
classification tasks. The process followed a sequential parsing of PCAP files to extract features
across the TCP/IP layer model [143], as well as cross-layer and statistical features. A detailed
description of each feature and its corresponding TCP/IP layer is provided in Table 6.1. All ex-
tracted features were structured in CSV format for each device, capturing temporal, statistical, and

protocol-layer information to provide comprehensive contextual input for the DFNN.

Table 6.1: Feature extraction details.

TCP/IP Layer Feature Name(s) Description
app-protocol Inferred application-level protocol
Application Layer (HTTP, DNS, etc.)

dns_id, dns_gr, dns_opcode, = DNS metadata: ID, query/response
dns_count, dns_query_name  flag, opcode, etc.
payload, raw_payload Payload length from TCP/UDP and

total raw payload

Continued on next page
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Table 6.1 — continued from previous page

TCP/IP Layer Feature Name(s) Description
protocol Transport protocol (TCP or UDP)
src_port, dst_port Source and destination port
Transport Layer

flags, seq, ack

tcp-len, udp_len

TCP flags, sequence, and
acknowledgment numbers
Lengths of TCP segment or UDP

datagram

Internet Layer

src_ip, dst_ip
ip_len

ttl

ip_proto

icmp_type, icmp_code

Source and destination IP addresses
Length of the IP packet
Time-to-live (hop limit)

Protocol number in IP header

ICMP message type and code

Link Layer

src_mac, dst_mac

arp-op, src_arp_mac,
dst_arp_mac, src_arp-ip,

dst_arp_ip

Source and destination MAC
addresses
ARP fields: op code, MAC and IP

addresses

Cross-Layer / Statistical

timestamp, time_diff

pkt_len
session_duration
avg_pkt_size, max_pkt_size,

min_pkt_size

Packet timestamp and time
difference since last packet
Total packet length (all layers)
Time since session start

Session-level packet size statistics
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6.2.2 Data Preparation

After feature extraction, the resulting CSV files must be prepared for machine learning by per-
forming several preprocessing steps to ensure the data is suitable for training the DFNN model. The
Pandas library was used to efficiently load and manipulate the CSV files.

Categorical string values in the dataset, such as protocol types or device identifiers, were con-
verted into numerical form using label encoding from the sklearn library. This conversion allows the
neural network to process categorical data effectively while preserving distinct class information.

To ensure robust model evaluation, the dataset was split using stratified shuffle split, maintaining
class distribution across the splits. Specifically, 90% of the data was allocated for training and
testing, while the remaining 10% was reserved for validation. The 90% training/testing set was
further subdivided into 90% for training and 10% for testing. This hierarchical split ensures that
both training and evaluation sets adequately represent all device classes, preventing bias in the
model’s learning process.

For numerical stability and to improve convergence during training, the feature values were
normalized using StandardScaler from sklearn. Standardization ensures that all features have zero
mean and unit variance, which helps the DFNN learn more effectively and prevents features with
larger ranges from dominating the learning process.

By combining label encoding, stratified splitting, and normalization, the dataset is transformed
into a structured and well-scaled format, optimized for accurate and efficient learning by the DFNN.

Since the objective of the study was to perform device type and category identification, appro-
priate labels were appended to each data. For every CSV corresponding to a specific device, a
Device Type Label (DTL) was included to uniquely identify the device, while a Device Category
Label (DCL) was added to indicate the type or category of the device (e.g., camera, smart plug, sen-
sor). These labels provide the ground truth necessary for supervised learning, enabling the DFNN

to learn not only to distinguish individual devices but also to generalize across device categories.
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CICIoT2023 dataset

Table 6.2 provides the labeling details for the CICIoT2023 dataset. The IoT devices in this

dataset were organized into six distinct categories: camera, hub, audio, power outlet, lighting, and

home automation. The Raspberry Pi device was excluded from category classification, as it func-

tioned as part of the underlying IoT network infrastructure; however, it was included for device type

identification. This labeling scheme ensures that the dataset supports both granular device-level

recognition as well as broader category-level classification for supervised learning tasks.

Table 6.2: CICIoT2023 device labels.

Sr. MAC Addresses Device Category DCL DTL
1  1C:FE:2B:98:16:DD  Amazon Alexa Echo Dot 1 Audio 0 0
2 2C:71:FF:05:F1:15 Amazon Echo Show Audio 0 1
3 08:7C:39:CE:6E:2A  Amazon Alexa Echo Studio Audio 0 2
4 CC:F4:11:9C:D0:00  Google Nest Mini Speaker Audio 0 3
5 BO:F1:EC:D3:E7:98  harman kardon (Ampak Technology)  Audio 0 4
6 48:A6:B8:F9:1B:88 Sonos One Speaker Audio 0 5
7 9C:8E:CD:1D:AB:9F AMCREST WiFi Camera Camera 1 6
8 3C:37:86:6F:B9:51 Arlo Base Station Camera 1 7
9 44:01:BB:EC:10:4A  HeimVision SmartWiFi Camera Camera 1 8
10 34:75:63:73:F3:36 Home Eye Camera Camera 1 9
11 70:EE:50:68:0E:32 Netatmo Camera Camera 1 10
12 10:5A:17:97:A5:C6 Rbcior Camera Camera 1 11
13 6C:5A:B0:44:1D:90  TP-Link Tapo Camera Camera 1 12
14 7C:78:B2:86:0D:81 Wyze Camera Camera 1 13
15 84:7A:B6:64:62:58 Yi Indoor Camera Camera 1 14
16 84:7A:B6:62:3A:6C  Yi Indoor 2 Camera Camera 1 15
17 2C:D2:6B:66:D2:87  Yi Outdoor Camera Camera 1 16
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Table 6.2 — continued from previous page

Sr. MAC Addresses Device Category DCL DTL
18 8C:85:80:6C:B6:47 Eufy HomeBase 2 Hub 2 17
19 68:57:2D:56:AC:47 Atomi Coffee Maker HA 3 18
20 C4:DD:57:13:07:C6  GoSund Bulb Lighting 4 19
21 84:E3:42:42:ED:0B Lumiman bulb Lighting 4 20
22 00:17:88:60:D6:4F Philips Hue Bridge Hub 2 21
23 18:69:D8:EB:D4:3E  Teckin Light Strip Lighting 4 22
24  D4:A6:51:76:06:64 Teckin Plug 1 PO 5 23
25 D4:AD:FC:29:C8:A2 Govee Smart Humidifer HA 3 24
26 D4:A6:51:20:91:Dl1 Yutron Plug 1 PO 5 25
27 D4:A6:51:21:6C:29 Yutron Plug 2 PO 5 26
28 AC:F1:08:4E:00:82 LG Smart TV HA 3 27
29 70:EE:50:6B:A8:1A  NetatmoWeather Station HA 3 28
30 DC:A6:32:C9:E6:F4  RaspberryPi NextGen 29
31 44:BB:3B:00:39:07 Nest Indoor Camera Camera 1 30
32 50:02:91:1A:CE:El Gosund Power strip (1) PO 5 31
33 40:5D:82:35:14:C8 Arlo Q Indoor Camera Camera 1 32
34 B8:F0:09:03:29:79 GoSund Smart plug WP2 (1) PO 5 33
35 BB8:5F:98:D0:76:E6 Amazon Plug PO 5 34
36 08:3A:F2:1D:BC:68  Cocoon Smart HVAC Fan HA 3 35
37 C4:DD:57:0C:39:94  GoSund Smart Plug WP3 (1) PO 5 36
38 B0:C5:54:59:2E:99 DCS8000LHA1 D-Link Mini Camera Camera 1 37
39  D4:A6:51:30:64:B7 HeimVision SmartLife Radio/Lamp Lighting 4 38
40 F4:CF:A2:34:48:6B  LampUX RGB Lighting 4 39
41 1C:9D:C2:8C:9A:94  Levoit Air Purifier HA 3 40
42 28:6D:97:7A:2B:2D  SmartThings Hub Hub 2 41
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Table 6.2 — continued from previous page

Sr. MAC Addresses Device Category DCL DTL

43 28:6D:97:9E:F4:D5 AeoTec Smart Home Hub Hub 2 42

44  50:14:79:37:80:18 iRobot Roomba HA 3 43

45 DO0:73:D5:35:FB:C8 LIFX Lightbulb Lighting 4 44

46 00:02:75:F6:E3:CB Smart Board HA 3 45

47 30:23:03:F3:57:CB Wemo smart plug 2 PO 5 46
Abbreviations

DCL Device Category Label DTL Device Type Label HA Home Automation PO Power Outlet

CU2025 dataset

Table 6.3 presents the labeling scheme adopted for the CU2025 dataset, detailing the device-
specific labels used for machine learning tasks. Unlike the CICIoT2023 dataset, which includes
both device type and device category labels, the CU2025 dataset does not incorporate category
labels. This omission is intentional and reflects the evolving nature of modern IoT devices, many
of which exhibit multi-functional capabilities that blur traditional category boundaries. As a result,
assigning a single functional category to these devices is neither representative nor methodologically
sound. A comprehensive discussion of this shift in IoT device categorization and its implications

for dataset construction is provided in Chapter 8.

Table 6.3: Device classification result on CU2025 dataset.

Sr. Device Names Device Type Label
1 Amazon Echo Dot (3rd Gen) 0
2 Ring Battery Doorbell 1
3 Blink Video Doorbell 2
4 Blink Outdoor Camera 3

Continued on next page
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Table 6.3 — continued from previous page

Sr. Device Names Device Type Label
5 Blink Sync Module 4
6 Chime Ring 5
7 Google Nest Hub 6
8 Amazon Echo Pop 7
9 Google Nest Mini (2nd Gen) 8

10  Goove Life Thermo-Hygrometer 9
11 Rain Point WiFi Water Timer 10
12 Ring StickUp Camera 11
13 Smart Lock Gateway 12
14 Wyze Camera Pan 13
15 YI 1080p Home Camera 14
16  Wifi Smart Camera 15
17 Wifi Smart Camera2 16
18 Treat Life Wifi Smart Light 17
19 Kasa Smart WiFi Plug 18
20 Camera Blink Mini 2 19
21 Tapo Pan/Tilt Home Security WiFi Camera 20

6.2.3 DFNN architecture and design

The proposed DFNN architecture is well aligned with the requirements of IoT device identifi-
cation, offering a balanced capacity for learning both low-level and high-level patterns embedded
within network traffic. Effective device identification depends on modeling subtle, often non-linear
relationships across packet-level and session-level attributes—including timing behavior, protocol
usage, header configurations, and implementation-specific communication traits. The hierarchical
structure of the three hidden layers enables the network to progressively learn and refine these re-

lationships. The first hidden layer, composed of 128 neurons, provides sufficient representational
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capacity to process the full set of extracted features and capture broad communication patterns.
The subsequent hidden layers with 64 and 32 neurons compress these learned representations into
increasingly abstract and discriminative forms, enabling the extraction of device specific communi-
cation signatures.

Multiple architectural configurations were evaluated during model development, including vari-
ations in the number of neurons and hidden layers. Neuron counts were gradually reduced while
monitoring model performance to determine the minimal architecture capable of maintaining clas-
sification accuracy. The depth of the network was further reformed by incremental learning re-
quirements, ensuring that the architecture remained effective across evolving datasets and device
variations.

ReLU activation functions were applied across all hidden layers to improve training efficiency,
promote sparsity, and mitigate vanishing gradient issues properties that are essential for learning
from heterogeneous network traffic. A dropout layer with a rate of 0.3 was incorporated to re-
duce overfitting and enhance model generalization, preventing the network from over relying on
specific traffic patterns or temporal variations. This regularization is particularly important in IoT
environments, where device behavior may vary due to firmware updates, operational states, or en-
vironmental conditions. The output layer was configured to match the number of device classes,
allowing the network to directly map learned representations to unique device identities.

Training was performed using the categorical cross-entropy loss function, which is well suited
for multi-class classification tasks. The Adam optimizer was employed for gradient based opti-
mization. Several learning rates, ranging from 0.01 to 0.00001, were systematically evaluated to
identify a configuration that ensured stable convergence while maintaining responsiveness to gradi-
ent updates. Through empirical analysis, a learning rate of 0.0001 was selected, as it consistently
provided the most reliable performance on both the training and validation sets. Model training was
conducted using a batch size of 32 over 10 epochs. To further mitigate overfitting, an early stopping
mechanism with a patience parameter of 2 was applied, ensuring that training terminated when no
additional improvement was observed in validation performance.

Overall, the design choices in the DFNN architecture, activation functions, regularization strat-

egy, and training configuration collectively produce a robust and efficient model capable of learning
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rich, device specific communication signatures. These characteristics enable high accuracy device
identification across diverse and evolving network environments.The details of the model architec-

ture are summarized in Table 6.4.

Table 6.4: DFNN model architecture.

Layer Type Activation Neurons Purpose

Hidden Layer I =~ Fully Connected ReLU Input_dim ->128 Receives Input Features
Hidden Layer 2  Fully Connected ReLU 128 -> 64 Extracts deeper patterns
Hidden Layer 3  Fully Connected ReLU 64 -> 32 Further feature refinement
Dropout Layer  Regularization - 30% Neurons dropped  Prevents overfitting
Output Layer Fully Connected 32 -> output_dim Outputs class probabilities

6.2.4 Incremental Learning

As new IoT devices are continuously integrated into networks, effective device identification re-
quires a model capable of incorporating previously unseen devices without retraining from scratch.
This motivates the use of an incremental learning framework, which enables the classifier to assimi-
late new information while preserving knowledge of previously learned devices. The introduction of
new devices into an existing classifier often leads to the problem of catastrophic forgetting, wherein
the integration of new classes leads to the erosion of prior knowledge. Incremental learning ad-
dresses this issue to some extent by enabling the model to retain previously acquired knowledge
while adapting to new data.

To support incremental device identification, the proposed DFNN architecture was extended
with dynamic output-layer expansion and continual learning mechanism. When new devices are in-
troduced, the output layer must accomodate an enlarged set of classes. Accordingly, the model dy-
namically expands the output layer at each incremental stage to support the classification of newly
added devices. The parameters associated with previously learned classes are preserved, ensur-
ing that the model retains existing knowledge. In contrast, weights corresponding to newly added
classes are initialized randomly and subsequently optimized during incremental learning.

To further mitigate catastrophic forgetting, the framework integrates rehearsal memory, feature

freezing, and knowledge distillation:
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Rehearsal Memory:

A memory buffer retains 10% of the previously observed samples from each device. During
incremental learning, newly collected samples are combined with the rehearsal memory to
retain the model. This prevents the decision boundaries from shifting excessively due to
disproportionate exposure to new classes, thereby stabilizing perfromance across previously

learned devices.

Feature Freezing:

After the initial training phase, the weights of the first hidden layer, which capture low-level,
device-agnostic communication features, are frozen. This ensures that foundational feature
representations remain stable across all incremental steps. Only the higher-level layers are
updated as new devices classes are introduced, allowing the model to adapt while preserving

essential learned behavior.

Knowledge Distillation:

Knowledge distillation further reduces catastrophic forgetting by transferring information
from the previously trained model (teacher) to the updated model (student). A distillation
loss is computed using the Kullback-Leibler (KL) divergence between the softened logits of
the teacher and student models. In parallel, a hard target loss is computed using cross-entropy
between the student’s prediction and the ground-truth labels for newly added classes. The
total loss function is a weighted combination of both components, enabling the student model
to learn new devices patterns while maintaining consistency with the teacher model’s output

behavior.

The resulting framework offers substantial adaptability by incorporating new device classes

without requiring architectural redesign beyond the output-layer expansion. Through the combined

use of memory replay, feature preservation, and distillation-based knowledge transfer, the model

effectively mitigates catastrophic forgetting and maintains stable performance across incremental

updates. Moreover, because only the final layer grows during expansion while the core network

remains compact, the framework is computationally efficient and scalable to the diverse and rapidly

frowing populations of IoT devices commonly found in smart homes and enterprise networks.
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6.3 Evaluation

To assess the effectiveness of the proposed DFNN model for IoT device identification, we
conducted a comprehensive evaluation using standard classification metrics as well as Leave-One-
Subject-Out Cross-Validation (LOSO-CV). This dual evaluation strategy provides insight into both

overall classification performance and the model’s ability to generalize to previously unseen devices.

6.3.1 Evaluation metrics

To evaluate the device type and device classification performance of the DFNN model, we used
a confusion matrix [144] to gain valuable insights into the classifier’s effectiveness. For correctly or
incorrectly identifying the classification tasks, a confusion matrix relies on True Positive (TP), True
Negative (TN), False Positive (FP), and False Negative (FN). A device belonging to class X that is
correctly identified as class X is considered a True Positive (TP). A device that does not belong to
class X and is correctly predicted as not being class X is a True Negative (TN). A device that does
not belong to class X but is incorrectly identified as class X is a False Positive (FP). Similarly, a
device of class X that is incorrectly predicted as belonging to another class is a False Negative (FN).

The combination of TP, TN, FP, and FN is used to calculate accuracy, precision, recall, and
f; score, which further define the model’s performance and classification details [145]. Accuracy
presents the correct predictions from the total proportion and is evaluated as follows.

TP+TN

A — 1
Uy = ITPYTN + FP+ FN M

Precision measures the proportion of true positive predictions among all positive predictions
made by the model, and is computed as follows.
TP

Precision — ——* ’
recision TP+ FP 2)

Recall measures the model’s ability to identify all instances of a specific device type correctly.
It represents the proportion of actual devices of a given class that are correctly classified by the

system.
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The F1 Score is the harmonic mean of Precision and Recall, providing a single metric that
balances both false positives and false negatives. It reflects how accurately and comprehensively
the model identifies each device type, especially in cases of class imbalance, and is calculated as
follows.

Precision x Recall

F; S =2 4
1 >eore % Precision + Recall “)

6.3.2 Leave-One-Subject-Out Cross-Validation

We employed Leave-One-Subject-Out Cross-Validation (LOSO-CV) to evaluate the model’s
generalization performance. This approach ensure that, in each iteration, all data from one device
or subject is held out as the test set while the model is trained on the remaining devices. By repeat-
ing this process for all devices, LOSO-CV provides a rigorous measure of the model’s ability to
correctly identify previously unseen devices, reflecting realistic deployment scenarios in dynamic

IoT networks. The advantages of LOSO-CV are as follows:

* Tests generalization to unseen devices:
LOSO-CV simulates a real-world scenario where the model encounters a completely new
device. By leaving out one subject during training, it evaluates how well the model generalize

to devices it has not seen before.

* Prevents data leakage:
The device-specific features could cause the model to leak some data that could appear both
in the training as well as testing sets. LOSO-CV keeps all data from a device in the test set

during its iteration, eliminating any overlap between training and testing for that device.

* Reflects realistic deployment scenarios:
In practice, new IoT devices may be added to a network after a model has been deployed.

LOSO-CV simulates this situation by ensuring the model is tested on completely unseen
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devices.

Handles device specific features robustly:
LOSO-CV forces the model to rely on behavioral pattern and protocol-level features rather

than memorizing identifiers, leading to a more robust identification model.

Reduces overfitting:
LOSO-CV prevents the model from relying too heavily on device-specific patterns in the
training set because the test device is always unseen. This helps ensure that learned features

are generalizable.

Insigt to per-device performance:
Since each device is left out once as the test set, the model is evaluated across all devices. This
provides a more robust and unbiased estimate of overall performance than random train-test

splits.

86



Chapter 7

Results

This chapter presents the results derived from the methodologies and observations detailed in
Chapter 6. The findings include both device-category and device-type identification performance
for the CICIoT2023 dataset, followed by device identification results for the CU2025 dataset. In
addition, this chapter reports the outcomes of the incremental learning experiments and the Leave-
One-Subject-Out Cross-Validation (LOSO-CV), providing a comprehensive evaluation of the pro-

posed framework across multiple dimensions.

7.1 Device identification on CICIoT2023 dataset

7.1.1 Device-category identification on CICIoT2023

The evaluation outcomes for the device category classification task are summarized in Table
7.1. The model exhibited rapid convergence, with early stopping activated upon reaching a training
accuracy of 99.95% and an associated test accuracy of 99.97%. These results indicate that the
DFNN demonstrates highly effective performance in distinguishing IoT device categories within
the CICIoT2023 dataset.

The DFNN demonstrated outstanding performance in classifying camera devices within the
CICIoT2023 dataset, achieving a precision of 0.9998, a recall of 0.9999, and an F1 score of 0.9999.
In contrast, the lowest performance was observed for the lighting device category, with a precision

of 0.9945, a recall of 0.9964, and an F1 score of 0.9954. Among the evaluation metrics, the F1
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Table 7.1: Device-category classification results

Device category Precision Recall F; Score

Audio 0.9996  0.9995  0.9996
Camera 0.9998  0.9999  0.9999
Hub 0.9979  0.9983  0.9981
Home Automation  0.9984 0.9963  0.9973
Lighting 0.9945 09964  0.9954
Power Outlet 0.9993 0.9989  0.9991

score is typically regarded as the most representative, as it provides a balanced measure of precision
and recall. Based on the F1 scores, the classification performance across device categories is ranked
as follows: camera, audio, power outlet, hub, home automation, and lighting. Overall, the DFNN
exhibits exceptionally strong classification capabilities, and the corresponding confusion matrix for

device-category classification using the CICIoT2023 dataset is shown in Figure 7.1.

7.1.2 Device-type identification on CICI10T2023

The DFNN exhibited robust performance on the multi-class device-type classification task, at-
taining a test accuracy of 99.73%. Model convergence occurred rapidly, with early stopping trig-
gered at epoch 6 upon reaching a training accuracy of 99.56%. Early stopping was integrated into
the training procedure as a safeguard against overfitting and to ensure optimal generalization. Com-
prehensive per-class evaluation metrics are reported in Table 7.2. The majority of device types
within the CICIoT2023 dataset achieved F1 scores exceeding 0.95, with several classes demonstrat-
ing performance levels above 0.99.

Notably, the Amazon Alexa Echo Dot achieved a precision of 0.9953, a recall of 0.9967, and an
F1 score of 0.9960, while the Amazon Echo Show attained a precision of 0.9988, a recall of 0.9982,
and an F1 score of 0.9985. Similarly, the Amazon Alexa Echo Studio achieved a precision of 0.9974,
a recall of 0.9970, and an F1 score of 0.9972, highlighting consistent performance across device
variants within the same product family. In the camera category, the Netatmo Camera achieved a
precision of 0.9962, a recall of 0.9946, and an F1 score of 0.9955. The Nest Indoor Camera attained
near-perfect performance, with a precision of 0.9996, a recall of 0.9997, and an F1 score of 0.9997.

The Arlo Q Indoor Camera further demonstrated exceptional discriminative capability, achieving a
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precision, recall, and F1 score of 0.9999.

Collectively, these results underscore the effectiveness of the DFNN architecture in capturing
distinctive feature representations necessary for fine-grained IoT device-type classification within
the CICIoT2023 dataset. Overall, the DFNN exhibits exceptionally strong classification capabili-

ties, and the corresponding confusion matrix for device-type classification using the CICIoT2023

dataset is shown in Figure 7.2.

Table 7.2: CICIoT2023 devices classification result using DFNN

No. Device Precision Recall F; Score
1 Amazon Alexa Echo Dot 0.9953 0.9967  0.9960
2 Amazon Echo Show 0.9988  0.9982  0.9985
3 Amazon Alexa Echo Studio 0.9974 09970 0.9972
4 Google Nest Mini Speaker 0.9931 0.9973  0.9952
5 harman kardon (Ampak Technology) 0.9937  0.9954  0.9946
6  Sonos One Speaker 0.9831 0.9701  0.9766
7 AMCREST WiFi Camera 0.9764 09836  0.9800
8 Arlo Base Station 0.9810 0.9769  0.9790
9 HeimVision SmartWiFi Camera 0.9913  0.9900  0.9907

10 Home Eye Camera 0.9961 0.9935  0.9948
11 Netatmo Camera 0.9962 09946  0.9954
12 Rbcior Camera 0.9917 09899  0.9908
13 TP-Link Tapo Camera 0.9818  0.9879  0.9848
14 Wyze Camera 0.9872 09789  0.9830
15  Yi Indoor Camera 0.9488 09756  0.9620
16  YiIndoor 2 Camera 0.9756 09382  0.9566
17 Yi Outdoor Camera 0.9835 09846  0.9840
18 Eufy HomeBase 2 0.9863  0.9899  0.9881
19  Atomi Coffee Maker 0.9761 0.9793 09777
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Table 7.2 — continued from previous page

Sr. Device Precision Recall F; Score
20 GoSund Bulb 0.9858 09780  0.9819
21 Lumiman bulb 0.9861 0.9672  0.9766
22 Philips Hue Bridge 0.9920 09951  0.9935
23 Teckin Light Strip 0.9837 09843  0.9840
24 Teckin Plug 1 0.8732  0.7353  0.7984
25 Govee Smart Humidifer 0.9627 09261  0.9441
26 Yutron Plug 1 0.9776 09728  0.9752
27  Yutron Plug 2 0.7746 09006  0.8329
28 LG Smart TV 0.9951 0.9959  0.9955
29 NetatmoWeather Station 0.9860  0.9950  0.9905
30 RaspberryPi 0.9561 09230 0.9392
31 Nest Indoor Camera 0.9996  0.9997  0.9997
32 Gosund Power strip (1) 0.9780  0.9913  0.9846
33 Arlo Q Indoor Camera 0.9999 0.9999  0.9999
34  GoSund Smart plug WP2 (1) 0.9907 09856  0.9882
35 Amazon Plug 0.9615 0.9596  0.9605
36 Cocoon Smart HVAC Fan 0.9854 09812  0.9833
37 GoSund Smart Plug WP3 (1) 0.9753  0.9858  0.9805
38 DCS8000LHA1 D-Link Mini Camera  0.9765  0.9506  0.9634
39 HeimVision SmartLife Radio/Lamp 0.9720 09871  0.9795
40 LampUX RGB 0.9794 09919  0.9856
41 Levoit Air Purifier 0.9749 09846  0.9797
42 SmartThings Hub 0.9896 09941  0.9918
43 AeoTec Smart Home Hub 0.9936 09888  0.9912
44  iRobot Roomba 0.9741 0.9798  0.9769
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Table 7.2 — continued from previous page

Sr. Device Precision Recall F; Score
45 LIFX Lightbulb 0.9649 0.9442  0.9544
46 Smart Board 0.9239 0.7364  0.8196
47 Wemo smart plug 2 0.9438  0.9329  0.9383

Despite the overall strong performance of the DFNN, certain device types exhibited compara-
tively lower classification metrics, indicating challenges in distinguishing these classes from others.
For example, the Teckin Plug 1 attained a precision of 0.8732, a recall of 0.7353, and an F1 score
of 0.7984. Similarly, the Yutron Plug 2 achieved a precision of 0.7746, a recall of 0.9006, and an
F1 score of 0.8329. The Smart Board also demonstrated reduced performance, with a precision
of 0.9239, a recall of 0.7364, and an F1 score of 0.8196. These comparatively lower scores sug-
gest that the model encounters difficulty in learning sufficiently discriminative representations for
these specific device types, potentially due to overlapping behavioral patterns, feature similarity, or

limited intra-class variability within the dataset.

7.2 Device identification on CU2025 dataset.

The performance of the DFNN on the Concordia University IoT Device Identification Dataset
(CU2025) further demonstrates its effectiveness in fine-grained device-type classification. Several
devices—including the Amazon Echo Pop, RainPoint WiFi Water Timer, Smart Lock Gateway, and
WiFi Smart Camera 2—achieved a perfect F1 score of 1.0000, indicating flawless classification.
Performance across the dataset is highly consistent, with the lowest F1 score recorded at 0.9996 for
the Blink Sync Module and the Ring Chime. The precision, recall, and F1 score for each device are
comprehensively reported in Table 7.3. The DFNN exhibits exceptionally strong classification ca-
pabilities, and the corresponding confusion matrix for device-type classification using the CU2025

dataset is shown in Figure 7.3.
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Figure 7.2: Confusion matrix for device-type identification.
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Table 7.3: Device classification result on CU2025 dataset.

Sr. Device Names Precision Recall F; Score
1 Amazon Echo Dot (3rd Gen) 0.9998 0.9999 0.9999
2 Ring Battery Doorbell 0.9998 0.9998 0.9998
3 Blink Video Doorbell 1.0000 0.9999 0.9999
4 Blink Outdoor Camera 1.0000 0.9999 0.9999
5 Blink Sync Module 0.9996 1.0000 0.9996
6 Chime Ring 0.9998 0.9995 0.9996
7 Google Nest Hub 0.9999 0.9998 0.9998
8 Amazon Echo Pop 1.0000 1.0000 1.0000
9 Google Nest Mini (2nd Gen) 0.9998 0.9998 0.9998

10 Goove Life Thermo-Hygrometer 0.9998 0.9998 0.9998

11 Rain Point WiFi Water Timer 1.0000 1.0000 1.0000

12 Ring StickUp Camera 0.9999  0.9999 0.9999

13 Smart Lock Gateway 1.0000 1.0000 1.0000

14  Wyze Camera Pan 0.9999  0.9999 0.9999

15 YI 1080p Home Camera 0.9999 0.9998 0.9998

16  Wifi Smart Camera 1.0000 0.9999 0.9999

17 Wifi Smart Camera2 0.9999 1.0000 1.0000

18 Treat Life Wifi Smart Light 0.9996 1.0000 0.9998

19 Kasa Smart WiFi Plug 1.0000 0.9998 0.9999

20 Camera Blink Mini 2 1.0000 0.9997 0.9998

21 Tapo Pan/Tilt Home Security WiFi Camera 0.9998 1.0000 0.9999
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Figure 7.4: The impact of big batch sizes on model accuracy.

7.3 Incremental learning

The incremental learning component of this study evaluates the DFNN'’s capacity to incorporate
newly introduced device types following the initial training phase. Specifically, we examine the
impact of varying incremental batch sizes on overall model accuracy, with the goal of establishing
a baseline for assessing the effectiveness of the proposed incremental learning strategy. The base
model was trained using data from 10 devices, after which additional devices were introduced in
incrementally sized batches.

Two incremental learning configurations were investigated. In the first configuration, five addi-
tional device types were added in two successive batches. In the second configuration, new devices
were introduced across four smaller batches consisting of 2, 2, 3, and 3 devices, respectively. In both
cases, Batch 1 refers to the base model, while subsequent batches represent incremental updates.

Figure 7.4 presents the results of the first configuration, where the base model, trained on the
initial 10 devices, achieved an accuracy of 99.92%. After two incremental additions of five de-

vices each, the accuracy decreased to 90.15%. This outcome highlights the impact of introducing a
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relatively large number of devices per incremental step.

Similarly, Figure 7.5 illustrates the performance of the second configuration, which employed
five batches: the initial batch of 10 devices, followed by batches of 2, 2, 3, and 3 devices. In this
case, the accuracy declined from 99.93% to 93% after the addition of four incremental batches,
demonstrating that smaller, more frequent increments yield comparatively less degradation.

A combined comparison of both configurations is depicted in Figure 7.6. The blue curve rep-
resents the four-batch incremental strategy involving smaller batch sizes, while the green curve
corresponds to the two-batch strategy with larger increments. Although both approaches ultimately
incorporated the same number of new devices, 10 additional devices on top of the original 10, the
resulting accuracy trajectories differ slightly.

As shown in Figure 7.6, the model’s accuracy declines to 90.15% when larger batches are used,
whereas the degradation is limited to 93% when devices are introduced gradually across smaller
incremental batches. These results indicate that the DFNN is capable of effectively integrating
new device types in an incremental learning setting, with only moderate performance degradation.
Moreover, they demonstrate that finer-grained incremental updates mitigate accuracy loss relative

to larger, less frequent updates.

7.4 Leave-One-Subject-Out Cross-Validation (LOSO-CYV)

The devices listed in Table 7.4 were selected for the Leave-One-Subject-Out Cross-Validation
(LOSO-CV) experiment, with only device types that had multiple instances included in the evalu-
ation. The requirement for duplicate devices arises from the structure of LOSO-CV itself: when
one physical device is held out as the test subject, at least one other device of the same class must
remain in the training set to ensure that the model can learn the characteristic feature patterns asso-
ciated with that device type. If a class is represented by only a single physical device, removing it
during the LOSO process would eliminate all training samples for that class, preventing the model
from learning a meaningful representation and rendering the evaluation invalid for that device type.
Moreover, the presence of duplicate devices allows the LOSO-CV procedure to capture natural vari-

ations that may occur across different physical units of the same model, such as differences arising
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from manufacturing tolerances, firmware updates, or environmental conditions, thereby providing

a more realistic measure of the model’s ability to generalize to unseen devices of the same type.

Under this configuration, the DFNN achieved an overall LOSO-CV accuracy of 98.40%, demon-

strating strong generalization capability across replicated device types. The detailed per-device

identification results are presented in Table 7.5.

Table 7.4: Devices considered for LOSO cross-validation.

Sr. MAC address Device Names Device Model
1  A4:86:DB:5C:1F:D1  WiFi Smart Camera T-CP8082LF-W3M
2  A4:86:DB:59:B6:C2  WiFi Smart Camera T-CP8082LF-W3M
3 A4:86:DB:84:DB:4C  WiFi Smart Camera T-CP8050LF-W3M
4 A4:86:DB:84:DB:86  WiFi Smart Camera T-CP8050LF-W3M
5 10:D5:61:05:AC:29  Treat Life WiFi Smart Light SL20
6 10:D5:61:05:E8:04 Treat Life WiFi Smart Light SL20
7 20:23:51:9A:C1:17 Kasa Smart WiFi Plug HS103
8 20:23:51:9A:BE:7A  Kasa Smart WiFi Plug HS103
9 9C:C8:E9:C2:89:76  Camera Blink Mini 2 BCMO00700U
10 68:13:F3:1D:02:11 Camera Blink Mini 2 BCMO00700U
11 3C:64:CF:BE:EC:C2 Tapo Pan/Tilt Home Security WiFi Camera Tapo C210
12 3C:64:CF:BE:ED:F9  Tapo Pan/Tilt Home Security WiFi Camera Tapo C210
Table 7.5: LOSO cross-validation results.
Sr. MAC address Device Names Accuracy
1 A4:86:DB:5C:1F:D1  WiFi Smart Camera 1.0000
2 A4:86:DB:59:B6:C2  WiFi Smart Camera 0.9999
3 A4:86:DB:84:DB:4C  WiFi Smart Camera 1.0000

Continued on next page
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Table 7.5 — continued from previous page

Sr. MAC address Device Names Accuracy
4 A4:86:DB:84:DB:86  WiFi Smart Camera 1.0000
5 10:D5:61:05:AC:29  Treat Life WiFi Smart Light 0.9999
6 10:D5:61:05:E8:04 Treat Life WiFi Smart Light 1.0000
7 20:23:51:9A:C1:17 Kasa Smart WiFi Plug 0.9914
8 20:23:51:9A:BE:7A  Kasa Smart WiFi Plug 0.9842
9 9C:C8:E9:C2:89:76  Camera Blink Mini 2 0.9974
10 68:13:F3:1D:02:11 Camera Blink Mini 2 0.9986
11 3C:64:CF:BE:EC:C2  Tapo Pan/Tilt Home Security WiFi Camera (0.9248
12 3C:64:CF:BE:ED:F9  Tapo Pan/Tilt Home Security WiFi Camera 0.9116
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Chapter 8

Discussion

8.1 Effectiveness of DFNN

The results highlight the effectiveness of the DFNN model in accurately classifying both device-
categories and device-types, demonstrating its suitability for practical deployment. The model’s
performance across different labels and datasets further affirms its generalizability. The near perfect
F1 scores observed in both device-category and device-type classification underscore the discrim-
inative power of the selected features, which enable the model to effectively distinguish between
classes. This strong performance indicates good class separability within the feature space, as well
as a well-balanced data distribution during training.

The DFNN exhibits remarkable performance in device-category classification, as illustrated in
Figure 7.1 and detailed in Table 7.1. Despite this overall effectiveness, the model showed reduced
classification accuracy for a few devices, including Teckin Plug 1, Smart Board, and Yutron Plug
2, as shown in Table 7.2. This reduced performance can be attributed primarily to class imbalance
within the CICIoT2023 dataset; limited samples of these devices resulted in weaker representa-
tions during training. Machine learning models are known to be biased toward classes with higher
sample sizes in imbalanced datasets [146]. Additionally, feature similarity across different device
classes contributed to misclassifications. Lower recall scores for certain devices indicate that the
model occasionally confuses instances with other classes, emphasizing the need for larger and more

balanced datasets. Frameworks such as ScanloT and DroidScour play a critical role in this regard,
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enabling systematic collection of sufficient traffic samples for each device-type, thereby supporting
the development of more robust and accurate classification models.

Even with a limited number of samples for certain devices, the DFNN demonstrated high re-
liability and robustness in classification tasks. The model’s strong performance, as presented in
Figure 7.1 and Table 7.1, highlights its ability to accurately classify device categories, despite sig-
nificant class imbalance resulting from the aggregation of multiple devices into broader categories.
This indicates that the model’s predictions remain practical and reliable for real-world deployments,
though a bias toward devices with larger sample sizes remains observable.

It is important to note that the DFNN model imposes considerable computational demands.
System resources, particularly RAM, increase proportionally with the number of devices and corre-
sponding data samples during training, as shown in Figure 8.1a. Similarly, training time grows with
the addition of more devices, as illustrated in Figure 8.1b. To further assess resource requirements,
Figure 8.1 presents a combined analysis of the CICIoT2023 and CU2025 datasets, which expands
the total number of IoT devices under evaluation. These results indicate that, while deep learning
models such as the DFNN achieve high accuracy in IoT device identification, this performance is
associated with increased computational cost, highlighting the inherent trade-off between model

effectiveness and resource consumption.

8.2 Need for traffic capturing frameworks

Since the performance of most classifiers is hindered by dataset imbalance, the existing datasets
present significant challenges, prompting the proposal of the CU2025 dataset. The CU2025 dataset
was collected with careful attention to ensuring sufficient sample representation from each IoT
device, aimed at optimizing classifier performance. The proposed frameworks, ScanloT and Droid-
Scour, provide research and smart home users an opportunity to gather a scalable dataset for device
identification. Both the laboratory frameworks allow the user to predefine the number of packets to
be captured for the corresponding devices. The packet-capturing process terminates only when the
required number of packets is collected by the tool or interrupted with a stop action by the users.

It is crucial to mention that not all IoT devices generate the same volume of traffic. Some of
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Figure 8.1: Resource consumption of the DFNN model.

the IoT devices may require human interaction to generate any traffic in the first place. It is evident
that the IoT devices like camera generates a sheer volume of traffic, whereas the temperature sensor
and carbon monoxide sensors would generate the least amount of traffic. These limitations are not
considered in the collection of devices for IoT device identification problems. To meet the required
samples, research mostly follows the oversampling [147] and undersampling [148] to handle the
imbalanced dataset. These approaches often lead to information loss and issues such as underfitting
and overfitting, which are further amplified in minority classes with limited samples due to the lack
of new or diverse information.

The results of the DFNN model on the Concordia University IoT Device Identification Dataset
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(CU2025) demonstrate its effectiveness on a balanced dataset, as shown in Table 7.3. Even the
lowest performance, with an F1 score of 0.9996, is notably high and demonstrates the robustness of
the model. Several devices achieved a perfect F1 score of 1.0000. A comparison between the results
on the CICIoT2023 dataset and the CU2025 dataset highlights the impact of dataset imbalance. All
machine learning models exhibit a bias toward devices with a higher number of samples. The
best-performing devices on the CICIoT2023 dataset, as shown in Table 7.2, correspond to those
with the highest number of samples, as indicated in Table 3.1. In contrast, the results from the
CU2025 dataset exhibit greater consistency, with minimal variation observed in the classification
performance across devices.

While a balanced dataset is generally recommended, it is important to recognize that not all
IoT devices generate the same volume of network traffic. For instance, camera devices typically
produce a large amount of traffic, whereas other IoT devices, such as smart plugs or sensors, gen-
erate significantly less. Some devices, like toxin alarm sensors, transmit traffic only under specific
conditions. To ensure sufficient sample collection across all device types, frameworks such as Scan-
IoT and DroidSource are essential, as they continuously capture traffic until a minimum number of
samples is acquired. In machine learning, devices with a large number of samples may lead to over-
fitting, while those with limited samples risk underfitting, highlighting the need for careful dataset

construction and sampling strategies.

8.3 Incremental learning

In the context of incremental learning, the results indicate that introducing a large number of
devices within a single batch leads to greater degradation in classifier performance compared to
smaller, more frequent incremental batches. This decline is primarily due to the substantial dis-
ruption caused by incorporating many new classes simultaneously, which exacerbates catastrophic
forgetting by making it increasingly challenging to maintain a balanced representation of previously

learned and newly introduced samples.
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Despite this performance reduction, the incremental learning results demonstrate the effective-
ness of the proposed incremental DFNN implementation. While some decrease in classifier accu-
racy is expected as new devices are added, the model remains sufficiently accurate for practical de-
vice identification. Nevertheless, detailed classification reports and overall accuracy trends suggest
that full retraining may become necessary over successive increments. To manage this, a predefined
threshold, based on either the recall score of individual devices or overall classifier accuracy, can be
established to trigger a complete retraining of the model using all available devices, thereby refresh-

ing the base model and maintaining consistent performance in an incremental learning scenario.
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Figure 8.2: Per-device recall score in incremental learning.
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Monitoring per-device recall provides a practical mechanism for deciding when retraining is
required. Recall, which measures the model’s ability to correctly identify actual positive instances,
can indicate underperforming devices that may require additional training samples. For example,
Figure 8.2 illustrates this approach: Figure 8.2a shows the recall scores for devices after training the
base model (Batch 1), while Figure 8.2b depicts the recall scores for each device following Batch
5. Such monitoring enables the establishment of device-specific or overall thresholds to inform

retraining decisions, ensuring sustained accuracy in incremental learning deployments.

8.4 Essence of LOSO-CV

To further evaluate the effectiveness of DFNN for device identification, Leave-One-Subject-Out
Cross-Validation (LOSO-CV) has been employed. LOSO-CV is used to assess the model’s ability
to generalize to unseen devices in real-world scenarios. It is a preferred form of cross-validation,
as it minimizes data leakage by ensuring that the training and testing sets do not share temporal
or behavioral similarities. Although LOSO-CV is computationally intensive, it provides strong

evidence of the model’s generalization capability in practical deployments.

8.5 1IoT revolution impact on categorization

The rapid expansion of the Internet of Things (IoT) ecosystem has fundamentally challenged
traditional frameworks for device categorization. Earlier generations of networked devices were
functionally constrained, allowing clear distinctions between categories such as sensors, cameras,
and actuators. In contrast, contemporary IoT devices increasingly integrate heterogeneous sensing,
communication, and processing modules, resulting in multifunctional behavior that spans multiple
conventional categories. Additionally, cloud-centric architectures, continuous firmware updates,
and software-defined feature extensions enable devices to acquire new capabilities over time, fur-
ther blurring category boundaries. Consequently, classification based solely on a single dominant
function no longer accurately reflects operational behavior. This evolution has driven a shift towards
device-specific identification and behavioral modeling, approaches that provide a more precise rep-

resentation of the complex and dynamic functionality exhibited by modern IoT systems.
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8.6 Ciritical features for future identification frameworks

While device identification has been the primary focus of many research efforts, recent work
such as the study in [123] has shown that several proposed models inadvertently learn network-
specific characteristics rather than device-specific features. As a result, their performance degrades
significantly when evaluated on datasets collected from different network environments. It is there-
fore essential to ensure that device identification models learn features that are independent of net-
work conditions and truly representative of device behavior.

In this study, we incorporated two datasets collected from networks with differing levels of
complexity to validate the robustness of our approach under varying conditions. Ensuring network-
agnostic feature learning remains a critical requirement for future device identification techniques.
Moreover, the adoption of evaluation strategies such as Leave-One-Subject-Out Cross-Validation
(LOSO-CV) is important, as it enables assessment of a model’s ability to generalize to previously

unseen device instances. The CU2025 dataset is specifically designed to support such evaluations.
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Chapter 9

Conclusion, Limitation, and Future

work

9.1 Conclusion

The widespread integration of Internet of Things (IoT) devices across smart homes, smart cities,
healthcare, industry, agriculture, transportation, and commercial sectors has made them indispens-
able components of modern digital infrastructures. However, their limited computational capabili-
ties and reliance on weak or lightweight cryptographic mechanisms leave many IoT devices highly
vulnerable to cyber threats. Ensuring their security therefore relies fundamentally on accurate de-
vice identification, which enables effective access control, intrusion prevention, and enforcement of
network policies.

This thesis addresses the challenges associated with 10T device identification by critically ex-
amining the limitations of existing datasets and introducing a more realistic and balanced alterna-
tive—the Concordia University IoT Device Identification Dataset (CU2025). CU2025 incorporates
pairs of identical device models operated under real human interaction, providing a practical basis
for evaluating a model’s ability to generalize to unseen device instances. Sufficient traffic samples
were collected for each device to ensure dataset balance and quality.

To support high-quality dataset generation, two traffic-capture frameworks, ScanloT and Droid-

Scour, were designed and implemented. These frameworks eliminate the need for complex network
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configurations by offering automated and efficient mechanisms for collecting device-specific traffic
in real smart home environments. Both frameworks continuously capture traffic until an adequate
number of samples is obtained, enabling their use not only for device identification but also for be-
havioral or security-focused analysis. ScanloT provides an independent setup for traffic collection
and annotation, allowing users to gather and share datasets, though it requires specific hardware
components. In contrast, DroidScour leverages an Android application that automatically uploads
captured traffic via Firebase integration, enabling rapid and seamless dataset sharing without addi-
tional equipment.

A Deep Feedforward Neural Network (DFNN) model was developed and rigorously evaluated
across two datasets. On the CICI0T2023 dataset, the model achieved 99.73% accuracy in device-
type identification and 99.97% accuracy in device-category classification. On the CU2025 dataset,
the DFNN attained an even higher device-type identification accuracy of 99.99%, underscoring the
value of a well-balanced and high-quality dataset in improving classifier performance. To accom-
modate the natural expansion of smart home ecosystems, an incremental learning framework was
introduced, allowing the model to incorporate new devices without the need for complete retrain-
ing. The model sustained strong performance across incremental updates, with accuracy remaining
at 90.15% after two large increments and 93% when smaller increments were applied. These find-
ings demonstrate that introducing devices in smaller increments minimizes performance degradation
compared to adding many devices simultaneously.

To further evaluate real-world applicability, the model was assessed using Leave-One-Subject-
Out Cross-Validation (LOSO-CV), achieving an accuracy of 98.40%. This result highlights the
robustness and generalization capability of the proposed approach in identifying previously unseen
devices under realistic and variable operating conditions.

In conclusion, this thesis delivers a comprehensive and effective solution for IoT device identi-
fication through the creation of realistic dataset, the development of versatile traffic-capture frame-
works, and the design of a high-performing deep learning model with incremental adaptability.
Together, these contributions advance the state of IoT security and support the development of more

resilient, adaptive, and trustworthy smart home environments.
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9.2 Limitation

Although the proposed deep learning model demonstrates strong performance across the eval-
uated datasets, the feature selection process may require further refinement as the number and di-
versity of IoT devices increase. While the model was tested on both the CICIoT2023 and CU2025
datasets, and even on a combined version of the two, where it continued to perform effectively,
the scope of available public datasets remains limited. In real-world environments, thousands of
IoT device models exist, many of which are not yet publicly accessible for research or dataset con-
struction. Ensuring that the selected features remain robust and discriminative across such a wide
device spectrum is therefore essential, especially while avoiding features that inadvertently capture
network-specific characteristics or deployment complexities.

Furthermore, the scarcity of publicly available, well-annotated IoT datasets poses an additional
constraint. To address this challenge, broader adoption of the developed ScanloT and DroidScour
frameworks is encouraged, as their use for traffic collection and annotation can facilitate the cre-
ation of diverse, high-quality datasets. Expanding the range of available datasets will be critical
for advancing IoT device identification research and improving model generalizability to the large

variety of devices encountered in practical deployments.

9.3 Future work

As part of future work, we plan to continue collecting and annotating network traffic from a
broader and more diverse set of IoT devices. The expanded dataset will also be made publicly
available and will maintain the principles of balance and realism established in the CU2025 dataset,
with traffic generated through genuine human interactions to capture authentic device behaviors.
Although the primary aim of this dataset is to support loT device identification research, its richness
and variability also make it well-suited for device behavior analysis and other IoT security studies.

We encourage the research community to adopt the proposed traffic-collection frameworks,
ScanloT and DroidScour, to develop scalable, interaction-driven datasets that more accurately re-

flect real-world IoT usage patterns. Both frameworks are flexible and can be used not only for
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device identification but for any application requiring balanced, device-specific data collection. Ad-
ditionally, while we adapted the CICIoT2023 dataset for device identification, the same frameworks
can be used to collect benign traffic from IoT devices prior to incorporating attack traffic, enabling
the creation of datasets suitable for intrusion detection, anomaly detection, or behavioral profiling.
Finally, although the CU2025 dataset has primarily been utilized for device identification in
this thesis, it also holds significant potential for broader applications. Its structure and granularity
make it valuable for device behavior analysis, enabling future research in areas such as activity

recognition, pattern modeling, device state inference, and security analytics.
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Appendix A

List of Publications

The following publications have resulted from the research conducted in this thesis.

* A. F Jamali and C. Fung, "Demo-ScanloT, an Application to collect IoT dataset for Home-
Guard,” 2024 7th Conference on Cloud and Internet of Things (CIoT), Montreal, QC, Canada,
2024, pp. 1-2, doi: 10.1109/CIoT63799.2024.10757166.

* A.F Jamali, D. Rostami and C. Fung, ’IoT Device Identification using Deep Learning,” 2025
16th International Conference on Network of the Future (NoF), Montreal, QC, Canada, 2025,

pp. 46-54, doi: 10.1109/NoF66640.2025.11223318.

* Schussler, B.S., Jamali, A., Cordeiro, W. and Fung, C., DroidScour: an Android Application
for IoT Device Data Collection. 2025 21st International Conference on Network and Service

Management (CNSM).
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Appendix B

Credit to contributors

Two students provided valuable contributions to this research, as detailed below.

* Dorreen Rostami was responsible for the development of the mobile application component
of the ScanloT tool. Although the ScanloT system comprises backend services, a web ap-
plication, and a mobile application, only the mobile application module was completed by

Dorreen Rostami as part of the COMP6971 project.

* Inspired by the ScanloT tool, Brenda Schussler, participating in the project through the MI-
TACS program, developed the DroidScour Android application under the academic super-
vision of Abdul Fareed Jamali. In addition to leading the development of the application,
Brenda also made a substantial contribution to the data collection process. The contribu-
tions to the DroidScour application are as follows: Abdul Fareed Jamali contributed to the
conceptualization, methodology, formal analysis, and supervision, while Brenda Schussler
contributed to the methodology, software development, investigation, data curation, and visu-

alization.

Although they contributed to the overall project, a substantial amount of time and effort was required
on my part to familiarize them with the domain and to transfer the necessary technical knowledge.
This guidance was essential to ensure that they were able to effectively understand the project re-
quirements and successfully complete their respective components. All code developed as part of

this work has been made publicly available through the respective contributors’ GitHub profiles to
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ensure proper credit and recognition for their efforts and contributions to the project.
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